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Abstract

The reliability of electric vehicle fast-charging infrastructure is becoming increasingly criti-
cal as deployment accelerates and the number of unavailable charging points grows. This
work presents an unsupervised anomaly detection framework aimed at supporting predic-
tive maintenance in DC fast-charging stations. The approach uses real minute-resolution
operational data from a real charging station, including active, reactive and apparent power,
power factor, phase power measurements and charger-side power measurements. Three
complementary anomaly detection models were designed to capture different abnormal
operating conditions: deviations in consumption patterns, efficiency losses between charger
and grid analyser measurements, and phase imbalance in three-phase operation. Local Out-
lier Factor and Isolation Forest algorithms were integrated into an automated monitoring
pipeline. Since labelled fault data were not available, validation was based on controlled
injection of synthetic anomalies into real test signals, including physically coherent power
disturbances, sensor or communication inconsistencies, progressive efficiency degradation
and phase imbalance events. The results show that the framework is effective for detecting
anomaly families that produce clear or sustained deviations, while more subtle temporal
behaviours remain more challenging. Overall, the proposed framework provides a practical
condition monitoring and early-warning approach that can support predictive maintenance
decisions in DC charging infrastructure, while further temporal modelling is required for
explicit degradation forecasting.

Keywords: E-mobility; DC fast charging; anomaly detection; predictive maintenance;
unsupervised learning; synthetic anomaly injection; charging infrastructure

1. Introduction

The deployment of electric vehicle (EV) charging infrastructure is accelerating as part
of the transition towards low-emission mobility. According to the International Energy
Agency, the global stock of publicly accessible charging points exceeded 7 million by the end
of 2025, after nearly 1.8 million public chargers were added during that year, representing
an increase of more than 33% compared with 2024 [1]. However, the expansion of installed
charging infrastructure does not by itself guarantee service availability. As charging
networks grow, ensuring the reliability, operational safety and maintainability of charging
stations becomes increasingly important.

This issue is particularly relevant for DC fast-charging stations, which integrate power
conversion, charging control, protection and communication functions within the infras-
tructure itself [2]. Unlike AC charging points, where the vehicle’s on-board charger largely
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determines the electrical charging behaviour, DC fast chargers actively regulate the charg-
ing process. Consequently, abnormal electrical behaviour observed in DC fast-charging
stations is more directly related to the infrastructure under monitoring and may provide
valuable information for maintenance and fault diagnosis.

Predictive maintenance aims to monitor the condition of equipment during operation
in order to anticipate faults before they lead to service interruption [3,4]. Within this frame-
work, anomaly detection [5] plays a central role by identifying deviations from normal
operating behaviour in multivariate operational data. In DC fast-charging stations, such
deviations may appear as abnormal power consumption patterns, efficiency losses be-
tween measurement points, phase imbalance, measurement inconsistencies or unexpected
transient behaviour.

Despite the potential of anomaly detection for charging infrastructure, its deployment
in real operational environments remains challenging. Documented fault data are scarce,
heterogeneous and rarely available in sufficient quantity for supervised learning. In
addition, the electrical behaviour of charging stations is multivariate, nonlinear and affected
by changing operating conditions. These limitations motivate the use of unsupervised
anomaly detection methods, which can learn normal operating patterns without requiring
labelled examples of faults.

This work presents an unsupervised anomaly detection framework for DC fast-
charging stations using real operational data from a real charging station. The proposed
approach focuses on three complementary anomaly categories: abnormal electrical con-
sumption behaviour, efficiency deviations between charger-side and grid-side power mea-
surements, and phase imbalance in three-phase operation. Since no labelled dataset of real
faults was available, the validation strategy is based on the controlled injection of synthetic
anomalies into real test signals. This allows model performance to be evaluated under
known abnormal conditions while preserving the variability and temporal structure of real
operational data.

The main contribution of this work is the development and validation of a practical
data-driven framework for condition monitoring and early anomaly detection in DC fast-
charging infrastructure. The methodology combines real monitoring data, unsupervised
machine learning models and synthetic anomaly injection to identify abnormal operat-
ing periods that may support predictive maintenance decisions and technical diagnosis
in operational EV charging environments. In this context, the framework focuses on
anomaly-based monitoring and maintenance prioritisation, while explicit fault prognosis
and remaining useful life estimation remain outside the scope of the present study.

2. Related Work

Anomaly detection in EV charging infrastructure has been addressed using different
methodological approaches, ranging from deterministic rules and statistical monitoring to
machine learning and deep learning techniques [6]. The choice of method depends strongly
on the availability of labelled fault data, the complexity of the monitored system and the
type of anomalies to be detected.

Early approaches in charging infrastructure and related electrical systems often re-
lied on deterministic rules, fixed thresholds or statistical monitoring techniques. These
methods typically define limits on variables such as voltage, current, power, temperature
or efficiency indicators [7]. Statistical tools such as z-score analysis, interquartile range
methods and control charts have also been used to identify observations that deviate from
expected operating ranges. Their main advantages are simplicity, interpretability and low
computational cost. However, their performance is limited when the monitored system
presents nonlinear behaviour, variable operating regimes or strong interactions between
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variables. In DC fast-charging stations, where operating conditions can change significantly
between charging sessions, fixed thresholds may generate false alarms or fail to detect
subtle degradation patterns.

Supervised machine learning methods have also been explored for fault and anomaly
detection by formulating the problem as a classification task between normal and abnormal
states. Algorithms such as support vector machines, random forests, gradient boosting,
k-nearest neighbours and neural networks can achieve high detection performance when
representative labelled data are available. Nevertheless, this requirement is a major limi-
tation in real charging infrastructure. Faults are relatively rare, heterogeneous and often
poorly documented, while many abnormal behaviours may not have occurred previously
in the monitored system. As a result, purely supervised approaches are difficult to deploy
in operational environments where labelled anomaly datasets are not available.

Unsupervised anomaly detection has therefore become a particularly relevant ap-
proach for EV charging applications. These methods do not require labelled fault examples
and instead learn the structure of normal operation, identifying observations that deviate
from the expected data distribution. Classical unsupervised algorithms such as Isolation
Forest, Local Outlier Factor, One-Class SVM, clustering-based methods and dimensionality
reduction approaches have been widely used for this purpose [8,9]. Isolation Forest detects
anomalies according to how easily each observation can be isolated through random parti-
tions of the feature space, whereas Local Outlier Factor identifies samples located in regions
of lower local density compared with their neighbours. These methods are attractive for
charging infrastructure because they offer a practical compromise between computational
cost, interpretability and applicability to real operational data.

Recent work has also incorporated explainability into anomaly detection for EV charg-
ing stations. In operational maintenance contexts, an anomaly label alone is often insuffi-
cient since technical teams require additional information to understand which variables
contributed to the abnormal behaviour and to prioritise interventions. For this reason,
feature importance techniques and explainable anomaly detection methods have been pro-
posed to improve the diagnostic value of machine learning-based monitoring systems [10].

In parallel, deep learning methods have increasingly been applied to anomaly detec-
tion and monitoring in EV charging and smart-grid environments [11-16]. Autoencoders,
convolutional neural networks, recurrent neural networks and LSTM-based architectures
can model nonlinear relationships and temporal dependencies in multivariate time series.
These approaches are especially useful when large volumes of data are available and the
objective is to learn complex representations of normal operation. However, they generally
require more data, greater computational resources and more careful tuning than classical
unsupervised methods. In addition, their reduced interpretability may limit adoption in
maintenance-oriented applications unless combined with explanation mechanisms.

Another relevant research line addresses anomaly detection from a cybersecurity
perspective [8,12,17,18]. Charging stations are cyber—physical systems connected to vehi-
cles, back-end platforms and, in some cases, grid services. This exposes them to attacks
such as manipulation of charging profiles, false data injection, denial-of-service events or
communication tampering. Some works propose intrusion detection systems that combine
forecasting models, supervised classifiers and novelty detection to identify both known
and previously unseen attacks during charging sessions. Although this perspective is not
identical to predictive maintenance, it is closely related because cyber-induced deviations
and technical faults may both appear as abnormal patterns in operational data.

Despite these advances, several challenges remain open. First, the generalisation of
anomaly detection models across different charger types, manufacturers, power levels,
vehicles and operating conditions is still limited. Second, the absence of labelled real faults
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complicates objective validation and comparison between methods. Third, the choice of
detection thresholds is often empirical and sensitive to data drift, which may increase
false positives over time. Finally, many existing approaches focus on generic session-level
anomalies or cybersecurity events, while fewer works address infrastructure-oriented
indicators such as efficiency deviations between measurement points or phase imbalance
in three-phase DC fast-charging operation.

In this context, the present work focuses on unsupervised anomaly detection for
DC fast-charging infrastructure using real operational data. Unlike approaches based
only on generic charging session indicators, the proposed framework combines classical
unsupervised models with domain-specific monitoring variables related to consumption
behaviour, efficiency and phase balance. In addition, the use of controlled synthetic
anomaly injection enables quantitative validation in the absence of labelled real faults,
which remains one of the main limitations for deploying anomaly detection systems in real
charging infrastructure.

3. Materials and Methods
3.1. Dataset

The dataset used in this study was collected from the Smart Mobility Lab of the Insti-
tuto Tecnoldgico de la Energfa (ITE) [19]. It includes several electric vehicle charging stations
with different power levels and technologies. However, this work focuses exclusively on
the DC fast-charging station since, in this type of infrastructure, the main power conversion,
charging control, regulation, protection and communication functions are integrated into
the charging station itself. Therefore, the electrical behaviour observed during charging is
more directly related to the infrastructure under monitoring than in AC charging, where
the vehicle on-board charger has a dominant influence on the charging profile.

The monitored DC charging point corresponds to a Power Electronics NBW30 fast
charger (Power Electronics Espafia S.L., Lliria, Spain), with a rated power of 30 kW [20]. The
station is supplied from a three-phase grid and is monitored through two complementary
measurement points, as shown in Figure 1. The first measurement point is located at the
grid side and corresponds to a Siemens PAC2200 network analyser (Siemens AG, Munich,
Germany), which provides active power, reactive power, apparent power, power factor
and active power per phase. The second measurement point is located at the charger
side and provides the active power reported by the charging management system. All
measurements are recorded with a one-minute temporal resolution. The availability of these
two measurement points enables both the characterisation of the electrical behaviour of the
charger and the comparison between grid-side and charger-side power measurements.

Grid Grid- side
analyser

DC fast charger Electric Vehicle

Figure 1. Schematic representation of the DC fast-charging installation and measurement points
(grid-side analyser and charger side) used in the dataset. L1-L3 denote the three phases of the
three-phase electrical connection.

Table 1 summarises the variables included in the dataset.
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Table 1. Variables included in the dataset.
Variable Description Source
Total active power
Active power consumed by the DC Grid-side analyser
charger
Total reactive power
Reactive power associated with charger Grid-side analyser
operation
Apparent power Total apparent power Grid-side analyser

Power factor Ratio between active and Grid-side analyser
apparent power

Active power measured in
phase L1

Active power measured in
phase L2

Phase active power L1 Grid-side analyser

Phase active power L2 Grid-side analyser

Active power measured in

Phase active power L3 Grid-side analyser

phase L3
Charger-side active power Active power reporiced by Charging management
the charging station system

The dataset covers approximately two years of operation of the monitored DC fast-
charging station and includes around 100 active DC fast-charging sessions. This number of
charging events reflects the operational context of the installation, which corresponds to a
private company charging point where additional lower-power chargers are also available
and are more frequently used for regular charging needs. Consequently, active DC charging
represents only a limited fraction of the monitored period. However, the station was
continuously monitored at one-minute resolution, and the complete non-charging and
standby operation was also recorded throughout the observation period. This is relevant
for the proposed framework because non-charging consumption is explicitly modelled as
an independent monitoring task aimed at detecting abnormal standby behaviour, residual
consumption, unexpected power peaks and unregistered charging activity. Since labelled
real faults were not available, these operational data were used as the basis for the controlled
injection of synthetic anomalies during the validation stage.

3.2. Proposed Anomaly Detection Framework

The proposed framework (Figure 2) is designed to detect abnormal operating condi-
tions in DC fast-charging infrastructure using real operational measurements and unsuper-
vised learning models. Based on the available electrical variables, three complementary
anomaly detection tasks are defined: consumption anomaly detection, efficiency deviation
detection and phase imbalance anomaly detection. Each task focuses on a different aspect of
the charging process and is intended to capture a different family of abnormal behaviours.
The complete processing path consists of raw data harmonisation, operating-state segmen-
tation, task-specific feature construction, model training on historical data, anomaly scoring
and validation through synthetic anomaly injection.
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Figure 2. Overview of the proposed anomaly detection and validation pipeline. Operational data
are preprocessed and segmented into task-specific datasets for charging consumption, non-charging
consumption, efficiency deviation and phase imbalance analysis. Unsupervised models are applied
to each task, and validation is performed by injecting synthetic anomalies into the test set.

3.2.1. Methodological Formulation

The proposed framework is formulated as an unsupervised anomaly detection prob-
lem for condition monitoring of DC fast-charging infrastructure. Let X = {x;} denote
the multivariate operational time series collected from the charging station, where each x;
contains the electrical measurements recorded at timestamp ¢. Since labelled fault examples
are not available, the objective is to learn the normal operating behaviour of the charger
from historical data and to identify observations that deviate from this behaviour.

After defining the monitoring tasks, each task is associated with a specific input
representation. For the consumption task, the feature vector is built from the main electrical
consumption variables. For the efficiency deviation task, the representation is based on the
relationship between charger-side and grid-side active power measurements. For the phase
imbalance task, the representation is based on the distribution of active power among the
three phases.

An unsupervised model then assigns an anomaly score s, ,, = fim (ng)>, where k
denotes the monitoring task and m € {LOF, IF} denotes the selected unsupervised model.

More formally, for each monitoring task k, the raw measurement vector x; is trans-
formed into a task-specific input vector:

7" = gu(x) M
where g (-) represents the feature construction function associated with the corresponding
monitoring task. The anomaly score is then obtained using an unsupervised detector:

Stkm = fk,m (ng)>,m € {LOF, IF} )

where m denotes the anomaly detection model used for task k. For consistency between
models, the scores are expressed so that larger values indicate a greater degree of abnor-
mality; when necessary, the sign of the original model output is reversed.
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The threshold for task k and model m is then determined from the training score

distribution as: N
train train
Te,m = Qlfak/,,, ({Sifkfm}il >, 3)

where Ql*“k,m is the empirical quantile of order 1 — & ,, of the training anomaly score
distribution and ay ,, is the contamination factor defined for task k and model m.

Thus, approximately the fraction «; ,, of the training observations with the highest
anomaly scores lies above the threshold. The threshold is fixed after model fitting and
subsequently applied to unseen test or operational samples.

Finally, the anomaly flag is obtained by applying a task- and model-specific
operational threshold:

A = {é/ Stkm > Tk,m (4)
;o Stkm < Tem

where 4, ,, = 1 denotes an anomalous observation. Under this formulation, the same
anomaly detection logic is applied to the different monitoring tasks, while the input rep-
(k)

resentation z, ’, the scoring function fj ,,, the contamination factor ay ,, and the threshold
Tk m are defined for each task and model.

3.2.2. Consumption Anomaly Detection

The consumption anomaly detection task aims to identify abnormal electrical be-
haviour in the DC fast-charging station using the main grid-side variables: active power,
reactive power, apparent power and power factor. These variables jointly characterise the
global electrical operation of the charger and allow the detection of deviations such as
unexpected power drops, transient peaks, unstable charging profiles or inconsistencies
between electrical magnitudes.

Formally, for each operating regime r € {ch, nc}, the consumption-monitoring input
vector at timestamp ¢ is defined as:

AT
ch'r) = | P, Q4, St, PFt, P11t Prot, Pras| t € Tr,r € {ch,nc} )

where P, Qt, St, PEt, Pry 4, Prayt, and Pr3; denote the original active power, reactive power,
apparent power, power factor, and active power measured in phases L1, L2, and L3,
respectively. The tilde indicates the corresponding scaled variable used as model input,
T: is the set of timestamps belonging to operating regime #, and ch and nc denote active
charging and non-charging operations, respectively.

For each operating regime and model m € {LOF,IF}, an anomaly score is
computed as:

C
St,Crm = fC,r,m (Zg \r)) (6)
The corresponding anomaly flag is then obtained as:
1, ifsicrm > TCrms
Ay Crm = Com = G, 7
£Corim {O, otherwise. @

where 1¢, ,, is the operational threshold associated with the selected model and contami-
nation factor. Under this formulation, a consumption anomaly is not defined by a fixed
threshold on a single electrical variable but by the joint deviation of the multivariate con-
sumption vector from the normal operating distribution learned for the corresponding
operating regime.
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Since the station behaviour differs substantially between active charging and idle
operation, two separate models are used: one for charging periods and one for non-
charging periods. This separation prevents the model from mixing operating regimes with
different normal patterns. For instance, high active power is expected during charging but
anomalous in standby, whereas very low power is normal during idle operation but may
indicate an interruption during charging.

The charging model therefore focuses on deviations in the power profile during
energy delivery, while the non-charging model detects abnormal standby behaviour, such
as residual consumption, unexpected peaks or unregistered charging activity. Together,
both models provide a general monitoring layer for identifying abnormal consumption
patterns in different operating states of the DC charger.

3.2.3. Efficiency Deviation Detection

The efficiency deviation detection task analyses the relationship between the active
power reported by the charging station and the active power measured at the grid-side
analyser. This relationship is represented by an efficiency-related indicator defined as:

P charger ( t)

T](t) B Pgrid(t)

(®)
where Peparger(t) is the active power reported by the charging station and Pgi4(t) is the
active power measured by the grid-side analyser.

For this task, the input variable at the input variable at timestamp f is defined as:

7 =yt € T ©)

where 7; denotes the efficiency-related indicator, the tilde indicates the corresponding
scaled variable used as model input, and ﬁfable represents the set of stable charging
timestamps after preprocessing.

For each model m € {LOF, IF}, the anomaly score is obtained as:

St,Em = fE,m (ZgE)) (10)

and the corresponding anomaly flag is defined as:

1, s > T
at,E/m — s t,Emm = YE,m/s (11)
0, St.Em < TE,m-

where g ,, is the operational threshold associated with the selected model and contamina-
tion factor.

This indicator is computed only during active charging periods since the ratio is not
physically meaningful when the delivered power is close to zero and may be strongly
affected by noise, transients or temporal misalignment between data sources. In this
work, the indicator should be interpreted as a consistency measure between charger-side
and grid-side active power measurements, rather than as a precise converter efficiency
measurement. Persistent deviations may therefore indicate abnormal losses, but they may
also reflect measurement inconsistencies, communication delays or timestamp alignment
issues between acquisition systems. The model provides a complementary monitoring
layer for identifying deviations in the relationship between purchased energy and the
energy accounted for at the charging point, which may be relevant to operating costs,
billing accuracy and maintenance prioritisation.
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3.2.4. Phase Imbalance Anomaly Detection

The third task addresses the detection of abnormal phase imbalance in three-phase
operation. For this purpose, the active power measured in each phase is used to compute a
normalised phase balance indicator:

Limp(t) = max(Pry (), Pra(t), Pa(t)) — min(Ppa(t), Pra(t), Pra(t))
imb(t) = le(t)+PL23(t)+PLs(t)

(12)

where P (), Pro(t) and Pr3(t) are the active powers measured in phases L1, L2 and L3,
respectively. Values close to zero indicate balanced operation, while higher values indicate
increasing asymmetry in the phase power distribution.
For this task, the input variable at timestamp ¢ is defined as:
)~

Zgzm ) _ Limpy t € Chtable (13)
where Ly, denotes the phase balance indicator, the tilde indicates the corresponding
scaled variable used as model input, and ﬁ;table represents the set of stable active-charging

timestamps after preprocessing.
For each model m € {LOF, IF}, the anomaly score is obtained as:

St imbm = fimb,m (Zgimb)) (14)

and the corresponding anomaly flag is defined as:

1, s4; > T ,
At i = timbm = Ymb,m (15)
0, St,imb,m < Timb,m-

where T, ,, is the operational threshold associated with the selected model and con-
tamination factor. Under this formulation, phase imbalance anomalies are not defined
only by a fixed engineering threshold on the imbalance indicator. Instead, the model
identifies deviations from the normal phase balance distribution observed during stable
charging operation.

This task is relevant because phase imbalance may lead to inefficient operation, local
overloads, increased losses, voltage asymmetries or stress on electrical components. In
three-phase DC fast-charging infrastructure, monitoring the distribution of active power
across phases can help identify abnormal conditions that may not be evident from total
power alone. For example, the total power consumed by the charger may appear normal
while one phase presents a significant deviation with respect to the others.

The phase imbalance anomaly detection model therefore provides a specific monitor-
ing layer for the electrical symmetry of the installation. Its inclusion is particularly useful
for infrastructure-level diagnosis, as it allows the detection of anomalies related to the
distribution of power among phases rather than only to the aggregate consumption of
the charger.

Together, these three tasks provide a multi-perspective anomaly detection framework.
The consumption model captures global deviations in the electrical behaviour of the DC
charger, the efficiency model evaluates the coherence between charger-side and grid-side
measurements, and the phase imbalance model analyses the symmetry of the three-phase
power distribution. The following section describes the preprocessing steps required to
construct these inputs from the raw operational data before applying the unsupervised
anomaly detection models.
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3.3. Data Preprocessing

The raw operational data were preprocessed to obtain temporally consistent and
physically meaningful input signals for each anomaly detection task. Since measurements
were obtained from different acquisition systems, all timestamps were converted to a
common time reference, duplicated records were removed, the time index was sorted and
missing or invalid values in the required variables were discarded.

The operating state of the charger was identified using the active power measured at
the grid-side analyser. Charging sessions were first identified using the transaction start and
end timestamps provided by the charging management system. Within these transaction
windows, an active power threshold was applied as an additional filtering criterion to retain
only periods with effective energy delivery. This step avoids the need to consider intervals
in which the vehicle remains connected after the charging process has effectively finished
as active charging. This separation was used to construct two independent consumption
datasets: one for active charging and one for non-charging operation. This prevents the
models from mixing regimes with different normal behaviours.

For the efficiency and phase imbalance tasks, only active charging periods were
retained. These indicators are not meaningful during non-charging operation because the
efficiency ratio may involve divisions by values close to zero and the phase balance index
may become unstable when the mean phase power is very low.

To reduce the influence of normal transients and possible temporal misalignment
between data sources, the first and last N = 5 min of each charging session were removed
before constructing the efficiency and phase balance datasets. This criterion was selected
empirically after inspecting the charging sessions. In the analysed data, the start of a
transaction did not always coincide exactly with the beginning of effective power delivery,
and a short transition period was commonly observed before the charging process reached
a stable operating region. A similar situation occurred near the end of some sessions, where
the transaction could remain active while the delivered power was already decreasing or
the charger was entering the shutdown phase. The five-minute margin was therefore used
as a conservative filtering criterion to exclude these start-up and end-of-charge regions.
It was not optimised to maximise detection performance, but it was introduced to avoid
computing efficiency and phase balance indicators during transition intervals in which
abrupt power variations or small time offsets between the grid-side analyser and charger-
side monitoring system could generate non-representative values.

After preprocessing, four task-specific datasets were obtained: charging consumption,
non-charging consumption, charging efficiency and charging phase balance. These datasets
were then used as inputs to the unsupervised anomaly detection models. Before model
training, the input features were scaled to prevent variables with larger numerical ranges
from dominating the anomaly detection process. The scaler was fitted only on the training
data and subsequently applied to the test and inference samples, avoiding information
leakage and ensuring consistency between validation and deployment.

3.4. Unsupervised Anomaly Detection Models

Due to the absence of a labelled dataset of real faults, the anomaly detection prob-
lem was addressed using unsupervised learning models. This approach allows abnor-
mal observations to be identified from deviations with respect to the normal operat-
ing patterns learned from historical data. Two algorithms were selected, namely, Local
Outlier Factor (LOF) and Isolation Forest (IF), as they offer a suitable compromise be-
tween detection capability, computational cost and practical deployment in operational
monitoring environments.
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Both algorithms were applied in a novelty detection setting. The models were trained
only on the training subset of each monitoring task, after feature scaling, and were then
used to assign anomaly scores to test or inference samples. For each task and model, the
final anomaly flag was obtained by comparing the anomaly score with the operational
threshold defined by the contamination parameter.

3.4.1. Local Outlier Factor

Local Outlier Factor [21] is a density-based anomaly detection algorithm that evaluates
the degree of isolation of each observation with respect to its local neighbourhood. The
method estimates the local density around each sample using its nearest neighbours and
compares this density with that of neighbouring samples. Observations located in regions
with significantly lower density than their neighbours are assigned higher anomaly scores
and are considered more likely to be anomalous.

Formally, let Nk (z;) denote the set of K-nearest neighbours of sample z;. LOF evaluates
whether z; lies in a region of lower local density than its neighbours. The local reachability
density can be expressed as:

-1

1
Irdg(z;) = | ——— reachdistg(z;, z; 16
K( l) |NK(ZZ) |Z]_€NZK(ZZ_) K( i ]) ( )

where reachdist (z;, z;) is the reachability distance between samples z; and z;. The anomaly
score assigned by the Local Outlier Factor is then computed as:

B S
= TR, & k(e 17)

Z]‘ENK(ZZ‘)

LOFk(z;)

Higher LOF values indicate that the sample has a lower local density than its neigh-
bours and is therefore more likely to be anomalous.

The main hyperparameters considered were the number of neighbours, nneighbors,
and the contamination factor. The number of neighbours controls the size of the local
region used to estimate the density. Smaller values make the model more sensitive to local
deviations, whereas larger values provide smoother and more stable density estimates. In
this work, npeighbors = 20 was used, following the default configuration of the scikit-learn
implementation [22]. The objective was not to perform an exhaustive hyperparameter
optimisation but to use a reproducible and operationally simple configuration to evaluate
the proposed monitoring framework.

The contamination factor defines the expected proportion of anomalous observations
and is used to set the decision threshold. A value of 1% was used for the active charging,
efficiency and phase imbalance models, while a more restrictive value of 0.1% was used
for the non-charging consumption model, where anomalous events are expected to be
less frequent. These values were selected as conservative operational settings under the
assumption that anomalies are rare during normal operation. Therefore, they should not
be interpreted as globally optimal thresholds but as baseline configurations for assessing
the feasibility of the proposed approach.

3.4.2. Isolation Forest

Isolation Forest [23] is an ensemble-based anomaly detection algorithm that relies on
the principle of isolation. Instead of modelling the distribution of normal data explicitly, the
algorithm builds a set of random binary trees by recursively partitioning the feature space.
Anomalous observations, which are assumed to be rare and different from the majority of
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the data, tend to be isolated in fewer partitions and therefore have shorter average path
lengths within the trees.

Formally, let 1(z;) be the path length of sample z;, and let E[h(z;)] be its average value
over all trees. The anomaly score can be expressed as:

E[h(z;)]

sip(zi) =2 <0 (18)

where c(n) is the average path length of unsuccessful searches in a binary tree with n
samples. Samples with shorter average path lengths obtain higher anomaly scores because
they are easier to isolate and are therefore considered more anomalous.

The main hyperparameters considered were the number of trees, #egtimators, the sub-
sampling size, MmaxXsamples, and the contamination factor. The number of trees controls the
stability of the anomaly score estimation; in this work, #1estimators = 100 was used, following
the default configuration of the scikit-learn implementation [24], as a compromise between
robustness and computational cost.

The maxsamples parameter determines the number of samples used to train each tree
and was kept at its default value. The contamination factor was configured consistently
with the LOF models: 1% for active charging, efficiency and phase imbalance detection and
0.1% for non-charging consumption detection. These values were selected as conservative
operational settings under the assumption that anomalies are rare during normal operation.
Therefore, they should not be interpreted as globally optimal thresholds, but as baseline
configurations for assessing the feasibility of the proposed approach. Moderate variations
in these parameters were explored during development, but they did not provide consistent
improvements. A more extensive optimisation was not pursued in order to avoid overfitting
the configuration to the specific synthetic validation scenarios and monitored dataset.

3.5. Validation by Synthetic Anomaly Injection
3.5.1. Validation Protocol

During the monitored period, no documented failures or maintenance interventions
associated with abnormal operation of the analysed DC fast-charging station were recorded.
Therefore, no labelled real fault events were available for direct validation. For this rea-
son, validation was performed through controlled synthetic anomaly injection over real
operational data.

This strategy allows the models to be evaluated using known anomaly labels while
preserving the variability, noise and temporal structure of real charging signals.

The validation process consisted of four main steps. First, historical operational data
were preprocessed using the same procedure defined for the anomaly detection pipeline.
Second, the dataset was split temporally into training and test subsets. Third, the models
were trained only with unmodified real data. Finally, synthetic anomalies were injected
exclusively into the test set, and the injected intervals were used as ground-truth labels for
quantitative evaluation.

3.5.2. Synthetic Anomaly Design

The synthetic anomalies were designed to represent plausible abnormal behaviours
rather than arbitrary numerical perturbations. They were injected only into the test set,
while the training data remained unchanged. Each anomaly was generated as a tempo-
rally continuous event, with duration and magnitude defined according to the anomaly
family and severity level. The generated labels included the binary anomaly indica-
tor, anomaly type, severity level and event identifier, enabling both sample-level and
event-level evaluation.
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The location of the injected events was constrained according to the detection task.
For consumption anomaly detection, events were injected only within complete windows
belonging to the corresponding operating regime, either charging or non-charging, avoiding
transitions between regimes. For efficiency deviation detection, candidate windows were
restricted to stable charging intervals with physically plausible efficiency values. For phase
imbalance detection, anomalies were introduced by modifying the individual phase powers
and recalculating the imbalance indicator, rather than directly altering the derived index.

Different anomaly families were defined for each detection task, as summarised in
Table 2. This table provides a compact overview of the anomaly groups considered in
the main validation analysis and their associated plausible operational issues. A more
detailed description of the individual anomaly definitions, together with the duration
ranges, severity-dependent perturbation factors and injection constraints used by the
simulator, is provided in Appendix A.

Table 2. Anomaly families simulated for validation of each detection task. Synthetic anomaly groups
and associated plausible operational issues.

Detection Task

Synthetic Anomaly Groups Plausible Operational Issues

Charging consumption

Power derating, transient control instability,
charging interruption, abnormal regulation,
or measurement or data acquisition
inconsistencies

Power drops, peaks, unstable
charging, progressive drift, electrical
inconsistency

Non-charging consumption  peaks, unregistered charging activity,

Abnormal auxiliary consumption, parasitic
standby load, unrecorded charging event,
transaction logging failure, sensor freeze or
communication loss

Residual consumption, standby

frozen sensor values

Efficiency deviation

Increased losses, degraded power

Punctual drop, progressive conversion behaviour, cooling-related
degradation, sustained low efficiency, limitations, timestamp mismatch,
unstable or implausible efficiency measurement drift or communication
artefacts

Phase imbalance

Supply-side asymmetry, degraded phase
connection, fuse/protection issue,
intermittent phase fault or abnormal phase
power distribution

Moderate/severe imbalance, partial
phase drop, near-total phase loss,
unstable phase behaviour

This validation strategy enables the comparison of different anomaly detection models
under controlled abnormal conditions without using synthetic data for training. It also pro-
vides a reproducible way to assess detection performance in a realistic scenario where real
labelled faults are not available. Nevertheless, the resulting metrics should be interpreted
as controlled detectability indicators rather than as a direct estimate of performance on all
possible real faults.

3.6. Evaluation Metrics

The performance of the anomaly detection models was evaluated by comparing
the detected anomalies with the labels generated during the synthetic anomaly injection
process. Since anomaly detection is a highly imbalanced problem, where abnormal samples
represent only a small fraction of the total observations, the evaluation focused on metrics
that are appropriate for rare event detection.

For each model, the predictions were summarised using a confusion matrix composed
of true positives (TPs), false positives (FPs), true negatives (TNs) and false negatives (FNs).
Based on these values, precision, recall and F1-score were computed.
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Precision measures the proportion of detected anomalies that correspond to actual
injected anomalies:

. TP
Precision = 15— (19)
Recall measures the proportion of injected anomalies that were correctly detected by
th del:
o Recal = TP @
T TP EN

The F1-score was used as a balanced metric between precision and recall:

Fl—2 Precision - Recall 1)

" Precision + Recall

In addition, precision-recall (PR) curves were used to analyse the behaviour of each
model across different decision thresholds. This is particularly relevant in imbalanced
anomaly detection problems, where accuracy can be misleading due to the predominance
of normal samples. The area under the precision-recall curve (PR-AUC) was also com-
puted as a global indicator of the model’s ability to discriminate between normal and
anomalous observations.

4. Results

The validation results are reported separately for each anomaly detection task.
Tables 3—-6 show the mean + standard deviation obtained across repeated synthetic anomaly
injection runs for three complementary metrics: F1-score, PR-AUC and Recall-any. The
Fl-score evaluates point-wise detection performance using the operational threshold of
each unsupervised model. PR-AUC evaluates the ranking capability of the anomaly score
independently of a fixed threshold. Recall-any provides an event-level evaluation, con-
sidering an injected anomaly as detected when at least one sample within its temporal
window is classified as anomalous.

Table 3. Charging consumption anomaly detection results.

Anomaly . LOF LOF LOF IF
Family Severity F1-Score IF F1-Score PR-AUC IFPR-AUC Recall-Any  Recall-Any
P-SPFin- i dium 0104014 0544016 046 +£013 0644008 008+011  0.64 +0.16
consistency
P-S-PF in-
. Strong 074 +0.09 0594013 068+008 0654008 091+010 0.69 +0.18
consistency
Power drift ~ Medium 0144010 0.05+0.08 0434008 0274005 0724042 0224024
Power drift Strong 047 +0.14 0234015 0674007 0374008 095+0.16 0.77 +0.34
Powerdrop  Medium 047 +0.19 012+015 063+013 032+008 0584028 0234023
Power drop Strong 0.89 +0.05 0474023 098+004 0524015 1.004+000 041+ 022
Power peak  Medium  025+0.07 031+008 045+005 043+005 0264008 0.32 4 0.09
Power peak Strong 057 +0.04 049+0.06 0704004 047 +004 0.80=+0.05 0.54+ 0.06
Unstable Medium  0.11+0.02 0114005 0314003 0304007 0564014 033 +0.11
charging
Unstable Strong 017 +0.05 0194007 0374003 0324008 0.65+018 048 +0.16
charging
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Table 4. Non-charging consumption anomaly detection results.
Anomaly . LOF LOF LOF IF
Family Severity F1-Score IF F1-Score PR-AUC IF PR-AUC Recall-Any  Recall-Any
Frozen sensor ~Medium  0.024+0.02  0.00+0.00 003+006 001+001 070+027 0.0 0.00
Frozensensor  Strong  0.00 +0.01  0.00 +0.00 0.00 +0.00 0.00 +£0.00 0.05=+0.16 0.00 = 0.00
Residual Medium ~ 0.09 +0.02 099 +0.00 1.00+000 1.00=+000 1.00=+000  1.00 = 0.00
consumption
Residual Strong  0.09£0.02 099+000 1.00+000 1.00+000 1.00+0.00 1.00 %+ 0.00
consumption
Standby peak  Medium 0054000 0564006 1004000 0974000 1.00+0.00 1.00 % 0.00
Standby peak  Strong 0054000 0564006 1004000 0974000 1.00+000 1.00 = 0.00
Unregistered /o dium 007 4£001 0994000 1004000 1004000 1.00+0.00  1.00 - 0.00
charging
Unregistered g 0 0074001 0994000 1004000 1.00+000 1.00+0.00 1.00 - 0.00
charging
Table 5. Efficiency deviation detection results.
Anomaly . LOF LOF LOF IF
Family Severity F1-Score IF F1-Score PR-AUC IF PR-AUC Recall-Any  Recall-Any
Physically
implausible ~ Medium  0.734+0.04 053+0.06 1.00+000 070+032 100000 1.00 = 0.00
efficiency
Physically
implausible ~ Strong 0734004 053+006 1.00+000 070+032 1.00+000 1.00 = 0.00
efficiency
Progressive
efficiency ~ Medium 0524019 061+013 056+016 059+017 100000 1.00 = 0.00
degradation
Progressive
efficiency Strong 081 4+006 0.80+006 083+007 085+007 1.00=+000 1.00 = 0.00
degradation
Punctual Medium 054 +015 043+£014 053+£029 050£027 1.00£000 1.00 % 0.00
efficiency drop
Punctual Strong 0734004 053+006 093+008 091+010 1.00+000 1.00 = 0.00
efficiency drop
Sustained low 1o qiim 0954001 0904002 096+006 096+006 1004000 1.00+ 0.00
efficiency
Sustainedlow g, o 0954001 0904002 1.00+000 1.00+000 1004000 1.00 % 0.0
efficiency
Unstable Medium  025+012 044+014 0274013 038+011 1.004000 1.00 % 0.00
efficiency
Unstable Strong 0664011 0704007 068+011 070+008 1.00=+000 1.00 = 0.00
efficiency
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Table 6. Phase imbalance anomaly detection results.
Anomaly . LOF LOF LOF IF
Family Severity F1-Score IF F1-Score PR-AUC IF PR-AUC Recall-Any  Recall-Any
Moderate
phase Medium 098 +0.01 098 +001 1004000 1.004000 1.00+0.00 1.00 4 0.00
imbalance
Moderate
phase Strong 0984001 0984001 1.00+000 1.00+000 1.00=+0.00 1.00 = 0.00
imbalance
Near-total Medium 096 +0.02 096 +0.02 1.00-+0.00 1.0040.00 1.00+0.00 1.00 4 0.00
phase loss
Near-total Strong 0964002 0964002 1.00£000 1.00£000 100000 1.00 = 0.00
phase loss
Partfrlolghase Medium 097+ 0.02 097+001 1004000 1.004000 1.00+0.00 1.00 = 0.00
Pa“g‘rloihase Strong 097 4+002 0974001 1.00£000 1.00£000 1.00=000 1.00 = 0.00
Severephase /o 4iim 0994001 0994001 1004000 1004000 1.00+000  1.00 £ 0.00
imbalance
Severephase g o 0994001 0994001 1.00+000 1004000 1004000 1.0 = 0.00
imbalance
Unstable
phase Medium  0.66 +0.15 068 +015 0.62+0.15 0634016 1004000 1.00 =+ 0.00
behaviour
Unstable
phase Strong ~ 0.85+006 0.86+006 0.83+008 083+£007 100000 1.00 =+ 0.00
behaviour

4.1. Charging Consumption Anomaly Detection Results

Table 3 summarises the results obtained for consumption anomalies during active
charging operation. This was the most heterogeneous detection task, with performance
depending strongly on the type and severity of the injected anomaly.

The best results were obtained for strong power drops and physical inconsistencies
between active power, apparent power and power factor. These anomalies produced clear
deviations in the multivariate electrical behaviour of the charger and were more reliably
detected, particularly by LOF. Power peaks showed intermediate performance, with higher
detection capability for stronger deviations.

Progressive power drift and unstable charging produced lower Fl-scores for both LOF
and Isolation Forest. Although some events were detected at least partially, as reflected by
Recall-any, point-wise detection remained limited compared with more abrupt or physically
inconsistent anomalies.

Figure 3 provides a representative example of the charging consumption anomaly
detection task. The visual comparison between the original signal, the signal after synthetic
anomaly injection and the model detections illustrates the heterogeneous behaviour ob-
served in Table 3. Abrupt deviations and physically inconsistent perturbations are more
clearly identified, whereas progressive or unstable patterns may only be partially detected.
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(a)

®

(d)

@

Figure 3. Charging consumption anomalies. (a) Power peak; (b) power drop; (c) unstable charging;
(d) power drift.

4.2. Non-Charging Consumption Anomaly Detection Results

Table 4 presents the results for consumption anomalies during non-charging operation.
In this case, the models performed well when the injected anomaly generated abnormal
power levels during periods in which the charger should remain close to standby operation.

Isolation Forest achieved strong performance for residual consumption and unregis-
tered charging events, with high Fl1-score, PR-AUC and Recall-any values. These anomalies
were clearly distinguishable from normal non-charging behaviour. Standby peaks also
showed high PR-AUC values, although the point-wise F1-score was lower, indicating that
the anomaly score ranked the events correctly, but the operational threshold did not always
classify all anomalous samples.

Frozen sensor events were the most difficult non-charging anomaly. Both models
obtained very low point-wise performance, indicating that this type of anomaly was not
effectively captured using the current point-wise feature representation.

Figure 4 shows a representative non-charging consumption scenario. The example
illustrates that abnormal power levels during standby periods can be clearly detected
when they produce a visible departure from the normal non-charging baseline. In contrast,
anomalies such as frozen sensor values are less evident in a point-wise representation,
which is consistent with the lower quantitative performance reported in Table 4.

® |

Figure 4. Non-charging consumption anomalies. (a) Unregistered charging; (b) standby peak;
(c) residual consumption; (d) frozen sensor.

https:/ /doi.org/10.3390/app16147052


https://doi.org/10.3390/app16147052

Appl. Sci. 2026, 16, 7052

18 of 25

4.3. Efficiency Deviation Detection Results

Table 5 reports the results for the efficiency deviation detection task. In general,
efficiency-related anomalies were detected more reliably than consumption anomalies,
especially when the deviation was sustained or physically implausible.

Sustained low-efficiency events achieved consistently high performance for both
models, with strong Fl-score, PR-AUC and Recall-any values. Physically implausible
efficiency values were also detected reliably, particularly by LOF. Progressive efficiency
degradation showed intermediate performance, with better results at strong severity than
at medium severity.

Punctual efficiency drops and unstable efficiency patterns were more challenging in
terms of the point-wise Fl-score. However, Recall-any remained high, indicating that the
occurrence of these events was generally detected even when not all anomalous samples
were correctly labelled.

Figure 5 illustrates the efficiency deviation detection task. The visual example shows
how deviations between charger-side and grid-side measurements can generate identifiable
departures from the normal efficiency-related signal. This supports the quantitative results
in Table 5, where sustained or physically implausible efficiency deviations are detected
more reliably than punctual or unstable patterns.

(b)

%0

(d)

Figure 5. Efficiency deviation anomalies. (a) Sustained low efficiency; (b) punctual efficiency drop;
(c) progressive efficiency degradation; (d) unstable efficiency.

4.4. Phase Imbalance Anomaly Detection Results

Table 6 shows the results obtained for phase imbalance anomaly detection. This task
achieved the most consistent performance across anomaly families and severities.

Moderate and severe phase imbalances were detected reliably by both LOF and Isola-
tion Forest. Similar behaviour was observed for partial phase drops and near-total phase
loss events, which achieved high Fl-score, PR-AUC and Recall-any values. These results
indicate that the phase balance indicator provides a highly informative representation for
detecting abnormal asymmetries in three-phase operation.

Unstable phase behaviour was more challenging than the other phase-related anoma-
lies, particularly at medium severity. Nevertheless, performance improved for stronger
deviations, and Recall-any values remained high, indicating that most injected phase
instability events were detected at least partially.

Figure 6 provides a representative example of the phase imbalance anomaly detection
task. The injected imbalance produces a clear deviation in the phase balance indicator,
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which explains the high and consistent performance reported in Table 6. The figure also
illustrates the diagnostic value of using a physically informed indicator for this specific
monitoring objective.

Figure 6. Phase imbalance anomalies. (a) Moderate phase imbalance; (b) unstable phase behaviour;
(c) severe phase imbalance; (d) partial phase drop.

5. Discussion

The results demonstrate the feasibility of the approach in the monitored DC fast-
charging station, while further validation across additional chargers, power levels and
operating conditions is required. The strongest performance was obtained for anomalies
that generated clear deviations in the feature space, such as sustained efficiency losses,
physically implausible efficiency values, phase imbalance, partial phase drops, near-total
phase loss, residual consumption and unregistered charging during non-charging operation.
These results support the use of unsupervised anomaly detection as an early-warning tool
for monitoring DC fast-charging stations.

The three detection tasks provide complementary diagnostic information. Consump-
tion anomaly detection captures global deviations in the electrical behaviour of the charger.
Efficiency deviation detection evaluates the consistency between grid-side and charger-side
power measurements, which is relevant for identifying abnormal losses, measurement
inconsistencies or degraded operating conditions that may affect operating costs and billing
accuracy. Phase imbalance detection provides additional information on the symmetry of
the three-phase electrical supply, allowing abnormal phase distributions to be detected
even when total power consumption may appear normal.

The results also show that model performance depends strongly on the physical
nature of the anomaly. Point-wise deviations, sustained abnormal states and physically
inconsistent values were easier to detect because they produce samples that are clearly
separated from normal operation. In contrast, progressive drifts, unstable behaviours and
frozen sensor events were more difficult. This limitation is expected because LOF and
Isolation Forest were applied to point-wise feature representations and do not explicitly
model temporal dependencies. In these cases, each individual sample may remain close to
the normal operating region, while the anomaly is mainly expressed through the evolution
of the signal over time.

No single model consistently outperformed the other across all tasks. LOF tended to
perform well when anomalies produced local deviations in the feature space, as observed
in several efficiency and charging consumption scenarios. Isolation Forest showed strong
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performance for non-charging consumption anomalies that generated clear global devia-
tions from standby behaviour. In the phase imbalance task, both models achieved similar
and consistently high performance, suggesting that the phase balance indicator itself is
highly informative for this monitoring objective.

The different behaviour of LOF and Isolation Forest can be explained by their anomaly
scoring mechanisms. LOF relies on local density contrasts and is therefore sensitive to
samples that lie in regions of lower density than their neighbourhood. This can be advan-
tageous for local deviations in multivariate charging behaviour. Isolation Forest, on the
other hand, isolates observations through random partitions and may perform better when
abnormal samples occupy globally unusual regions of the feature space, which occurred for
several non-charging consumption anomalies. The similar performance of both models in
the phase imbalance task suggests that, in that case, the discriminative power came mainly
from the physically informed phase balance indicator rather than from the specific anomaly
detection algorithm.

An important aspect of the results is the difference between PR-AUC and F1-score.
In some scenarios, high PR-AUC values were obtained together with moderate or low
Fl-scores. This indicates that the anomaly scores were able to rank injected anomalies
above normal samples, but the operational threshold derived from the unsupervised model
configuration was not always optimal for the test distribution. Therefore, PR-AUC should
be interpreted as the intrinsic ranking capability of the anomaly score, whereas F1-score
represents the performance obtained with the current thresholding strategy.

From an operational perspective, the proposed framework should be interpreted
as a condition monitoring and early-warning tool rather than as a complete prognostic
maintenance system. The models identify abnormal operating periods that may support
inspection planning and maintenance prioritisation, but they do not estimate remaining
useful life or explicitly forecast future failures. Moreover, exceeding a decision thresh-
old indicates a deviation from the learned normal operating behaviour, but does not by
itself identify a specific physical fault. Fault attribution therefore requires corroboration
with additional diagnostic information, such as charger alarms, maintenance records or
complementary monitored variables.

The main limitation of this study is the absence of labelled real fault data. Although
the synthetic anomalies were injected into real operational signals and were designed to
represent plausible abnormal behaviours, they may not fully capture the complexity of real
failure modes. Real faults may involve interacting electrical, thermal, communication and
control effects, as well as irregular temporal patterns that are difficult to reproduce through
controlled injection. In this study, only electrical operational variables were available,
so thermal measurements, detailed communication logs and internal control variables
could not be incorporated into the models or validation procedure. In addition, the
efficiency-related indicator may be affected by residual timestamp mismatches between the
charger-side and grid-side acquisition systems, particularly during rapid power variations.
Therefore, the reported metrics should be interpreted as a controlled evaluation of anomaly
detectability, rather than as a direct estimate of performance on all possible real faults. A
second limitation is the restricted number of active DC fast-charging sessions available
in the monitored period. This mainly affects the characterisation of normal behaviour
during active charging, efficiency analysis and phase balance analysis. In contrast, the
non-charging operating regime is represented over the complete monitoring period, which
provides a broader basis for characterising standby behaviour.

Nevertheless, the validation was performed on a specific 30 kW DC fast-charging
station. Therefore, the trained models and operational thresholds should be considered
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station-specific, and their direct generalisation to other charger models, power levels,
manufacturers and operating conditions should not be assumed.

Another limitation is the use of fixed operational thresholds derived from the un-
supervised model configuration, rather than thresholds calibrated on an independent
validation set.

Future work should focus on several directions. First, the framework should be vali-
dated using additional DC fast-charging stations and, when available, real documented
fault events, charger alarms and maintenance records. Second, additional monitoring
variables, such as temperature measurements, communication logs and internal charger
status signals, should be incorporated to better characterise failures involving thermal, com-
munication or control effects. Third, threshold calibration strategies should be evaluated
using an independent validation set with synthetic anomaly injection, followed by final as-
sessment on a separate test set. Finally, temporal features or sequence-based models should
be incorporated to improve the detection of progressive drifts, unstable behaviours and
frozen sensor events. Examples include rolling statistics, first differences, constant-value
duration features, change-point detection methods or temporal deep learning models.
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Abbreviations

The following abbreviations are used in this manuscript:
AC Alternating Current

DC Direct Current

EV Electric vehicle

FN False negative

FP False positive

IF Isolation Forest

ITE Instituto Tecnolégico de la Energia

LOF Local Outlier Factor

LSTM Long Short-Term Memory
PR-AUC  Area under the precision-recall curve
SVM Support vector machine
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N True negative
P True positive

Appendix A. Synthetic Anomaly Simulator
Appendix A.1. Detailed Anomaly Definitions

Table A1l. Charging consumption anomaly families and associated plausible operational issues.

Synthetic Anomaly Family Plausible Operational Issue

Temporary output limitation, derating, charging interruption, vehicle—charger

Power dro o . . .
p communication issue, or partial malfunction of the power conversion stage.

Switching transient, control instability, grid-side disturbance, measurement

Power peak . L
p spike, or short communication artefact.

Irregular power regulation, intermittent vehicle—charger communication,

le chargi . . L
Unstable charging unstable control loop, or incipient power electronics or cooling issue.

Gradual derating, thermal limitation, ageing of power electronics, increasing

Progressi wer drift . . .
opressive powe losses, or slow changes in charging control behaviour.

Sensor error, calibration issue, corrupted monitoring data, or mismatch

P-S-PF inconsistency between electrical variables.

Table A2. Non-charging consumption anomaly families and associated plausible operational issues.

Synthetic Anomaly Family Plausible Operational Issue

Abnormal auxiliary consumption, parasitic standby load, relay or contactor

Residual consumption issue, or degraded standby behaviour.

Unexpected auxiliary system activation, short control event, measurement

Standby peak spike, or intermittent abnormal idle consumption.

Charging event not correctly recorded, transaction logging failure, or

U istered chargi tivit . . .
nregistered charging activity mismatch between electrical consumption and back-end records.

Sensor malfunction, communication loss, stale measurements, or data

Frozen sensor values .
acquisition freeze.

Table A3. Efficiency anomaly families and associated plausible operational issues.

Synthetic Anomaly Family Plausible Operational Issue

Short measurement mismatch, transient losses, communication delay, or

P 1 effici .
unctual efficiency drop temporary abnormal power conversion.

Increasing internal losses, ageing of power electronics, degraded connectors,

Progressi fficiency degradation . 5 . ¢
ogressive eticiency deg 10 cooling deterioration, or measurement drift.

Persistent abnormal losses, degraded conversion stage, systematic

Sustained low efficienc . o O SO
y measurement mismatch, calibration problem, or cooling limitation.

Intermittent measurement mismatch, communication delay, unstable

Unstable efficienc : . . : .
y conversion behaviour, or irregular charger-side power reporting.

Sensor error, timestamp misalignment, incorrect scaling, data corruption, or

Physically implausible efficiency invalid derived efficiency values.
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Table A4. Phase imbalance anomaly families and associated plausible operational issues.

Synthetic Anomaly Family Plausible Operational Issue

Asymmetric loading, supply-side imbalance, uneven current distribution, or
an incipient phase connection issue.

Moderate phase imbalance

Significant supply asymmetry, faulty phase connection, local overload risk, or

Severe phase imbalance . :
serious phase power imbalance.

Partial loss of one phase, degraded connection, fuse/protection issue, or

Partial phase drop wiring/contact problem.

Near-total phase loss Loss of one phase, protection trip, fuse operation, or critical supply-side fault.

Intermittent phase connection, fluctuating supply conditions, unstable phase

le ph havi s . iy
Unstable phase behaviour distribution, or phase power measurement instability.

Appendix A.2. Injection Parameters and Constraints

The following tables summarise the parameterisation used to generate the synthetic
anomalies considered in the validation campaign.

Table A5. Charging consumption anomaly parameters.

Anomaly Type Duration Medium Severity High Severity
Power drop 5-30 min Multiplicative factor: 0.50-0.70 Multiplicative factor: 0.20-0.40
N . Positive peak: 1.20-1.40; negative  Positive peak: 1.40-1.70; negative peak:
Power peak 1-3 min peak: 0.65-0.85 0.40-0.65
Unstable charging 5-20min  Multiplicative noise with o = 0.10 Multiplicative noise with o = 0.18

Linear transition towards a

Progressive drift 15-60 min medium-severity final drop or
spike factor

Linear transition towards a
high-severity final drop or spike factor

Inconsistent modification of
power factor, active power or
apparent power using
medium-severity ranges

Inconsistent modification of power
factor, active power or apparent power

Electrical inconsistency 3-15 min
using high-severity ranges

Table A6. Non-charging consumption anomaly parameters.

Anomaly Type Duration Medium Severity High Severity
Residual consumption 10-120 min 80-250 W 250-600 W
Standby peak 1-4 min 200-500 W 500-1000 W
Unregistered charging activity =~ 5-60 min 5-10 kW 15-30 kW
Frozen sensor values 10-60 min ~ Two electrical variables frozen Allavailable figezcgﬂcal variables

Non-charging-consumption anomalies were injected only within complete standby
windows. For residual consumption, standby peaks and unregistered charging activity, the
related electrical variables were updated consistently, including apparent power, reactive

power, power factor and phase powers.

https:/ /doi.org/10.3390/app16147052


https://doi.org/10.3390/app16147052

Appl. Sci. 2026, 16, 7052 24 0f 25

Table A7. Efficiency anomaly parameters.

Anomaly Type Duration Medium Severity High Severity
Punctual efficiency drop 1-5 min Target efficiency: 85-92% Target efficiency: 70-85%
Progressive degradation 10-60 min Final target efficiency: 88-93% Final target efficiency: 75-88%
Sustained low efficiency 5-45 min Target efficiency: 85-92% Target efficiency: 70-85%

Unstable efficiency 530 min Oscillation amphtgde: 3-6 Oscillation amphtu.de: 6-12
percentage points percentage points
. .. . High values: 110-130%; low High values: 130-180%; low
Implausible efficiency 15 min values: 50-75% values: 0-50%

Efficiency anomalies were injected only in valid and stable charging windows. Candi-
date windows required original efficiency values between 80% and 110%, a maximum local
standard deviation of 0.6 percentage points and a maximum local range of 2.0 percentage
points within a five-sample context. A minimum separation of 10 samples from previous
synthetic events was imposed.

Table A8. Phase imbalance anomaly parameters.

Anomaly Type Duration Medium Severity High Severity
Moderate imbalance 5-30 min Affected phase factor: 0.80-0.90 Affected phase factor: 0.70-0.80
Strong imbalance 5-45 min Affected phase factor: 0.50-0.70 Affected phase factor: 0.30-0.50
Partial phase drop 3-20 min Affected phase factor: 0.50-0.75 Affected phase factor: 0.20-0.50
Near-total phase loss 1-15 min Affected phase factor: 0.02-0.15 Affected phase factor: 0.02-0.15
Unstable phase behaviour 5-30 min Oscillation amplitude: 8-15% Oscillation amplitude: 15-30%

Phase imbalance anomalies were generated by modifying one randomly selected
phase and then recalculating the imbalance indicator from the modified phase powers.
Candidate windows required finite phase power values and an absolute mean phase power
of at least 100 W, avoiding windows where the imbalance calculation could be dominated
by division by very small values.
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