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Abstract

Insider threats are difficult to detect and investigate because risky behavior can occur
through valid accounts, develop slowly, and leave mixed behavioral traces. We study
an analyst support architecture that links anomaly detection with evidence-based triage.
Rather than treating insider threat analysis as a single classification task, the architecture
organizes it as a workflow that combines behavior modeling, evidence retrieval, rule
interpretation, and constrained reasoning. For anomaly detection, we build a multi-view
representation over subject time windows and design a heterogeneous dual-branch network
(HDBN) that fuses semantic and statistical branches through confidence-gated fusion.
The detector captures temporal event patterns and statistical deviations while retaining
structured alert clues for downstream investigation. For investigation, we construct a dual-
track evidence infrastructure for LLM-assisted reasoning: a star schema data mart supports
structured fact verification and a rule tree index supports policy and rule interpretation.
An intent-aware hybrid retrieval mechanism routes sub-questions to the relevant evidence
source and aligns structured facts with unstructured rules. We also design a constrained
reasoning agent based on a controlled reasoning and acting workflow. Action-space
constraints, evidence-completeness gating, and state recovery are used to limit reasoning
drift and unsupported decisions when enterprise evidence is incomplete. On the CERT r4.2
dataset, the HDBN reaches 96.8% recall at the selected operating point. In the constructed
investigation tasks, the constrained ReAct agent reaches 91.8% end-to-end triage accuracy
compared to an unconstrained LLM agent baseline under the same tool access setting.
The results support the feasibility of traceable detection-to-investigation workflows in the
evaluated benchmark setting, while deployment on real enterprise data and adversarial
scenarios remains to be validated.

Keywords: insider threat detection; LLM-assisted investigation; hybrid retrieval; constrained
LLM agent

1. Introduction
As enterprise workflows extend beyond conventional intranet boundaries, security

monitoring must address identity abuse, privilege misuse, and anomalous insider behavior
alongside external intrusions [1,2]. Industry reports and academic surveys emphasize that
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insider activity is difficult to detect and assess because it often occurs under legitimate
identities, manifests intermittently, and may persist for extended periods [3–5].

Previous research has transitioned from feature-engineered machine learning methods
for the detection of numerical deviations to deep models, including LSTM- and Transformer-
based architectures for the modeling of sequential behavior [6–8]. However, two critical
challenges remain for systems designed for security analysts: First, single-view models may
fail to capture both temporal semantic shifts and statistical deviations in heterogeneous
logs, which can exacerbate false-positive and false-negative rates at different operating
thresholds [9,10]. Second, many detectors return only anomaly scores or class labels.
Consequently, they fail to preserve sufficient contextual evidence for triage, leaving a gap
between the discovery of anomalies and subsequent investigation.

Recent studies have examined large language models (LLMs) for security analysis and
alert triage [11,12], including Chain of Thought prompting [13] and reasoning and acting
paradigms [14]. Nevertheless, the reliable application of unconstrained LLM workflows in
complex enterprise investigations remains challenging. Executing queries across structured
databases and unstructured compliance rules can result in schema linking errors, incom-
plete evidence retrieval, or unsupported factual claims. Without explicit process control,
agents navigating multi-step analytical chains are prone to reasoning drift, where they
deviate from the original investigation target, execute redundant tool invocations, or reach
premature conclusions based on fragmented or insufficient evidence [15].

This study proposes a method for the analysis of insider threats constructed around a
unified detection-to-investigation workflow. This approach formulates the analysis as a
structured process of clue extraction, automated evidence acquisition, rule interpretation,
and constrained reasoning. A heterogeneous dual-branch anomaly detection network
(HDBN) first identifies suspicious subject time windows and generates structured alert
clues. A dual-track evidence infrastructure and an intent-aware hybrid retrieval mechanism
then supply multi-modal evidence for LLM-assisted investigation. Finally, state and
action constraints within the reasoning agent guide the generation of traceable, evidence-
grounded triage outputs, explicitly excluding automated enforcement, disciplinary action,
or legal attribution.

The primary contributions of this study are summarized as follows:

• Detection-to-investigation formulation with HDBN clue generation. We formulate
the analysis of insider threats as a detection-to-investigation workflow and design the
HDBN to connect anomaly detection with downstream investigation. The semantic
and statistical branches model event sequence patterns, distributional deviations,
and relational behavior, while a confidence-gated fusion mechanism facilitates high-
recall alert generation and produces structured clue objects that retain anomaly sources,
behavioral bases, related objects, and log tracking fields.

• Dual-track evidence acquisition for fact–rule verification. We construct a dual-track
evidence infrastructure that organizes structured audit facts in a star schema data
mart and policy and rule texts in a rule tree index. Intent-aware routing and fact–rule
alignment coordinate the retrieval of facts via Text-to-SQL with vector-based rule
retrieval, allowing investigation sub-questions to be grounded in both quantitative
audit evidence and applicable rules.

• Constrained ReAct triage as a prototype workflow. We introduce a constrained ReAct
agent with action-space masks, evidence-completeness gating, and state recovery to
mitigate reasoning drift and unsupported decisions. Through evaluation on the CERT
r4.2 dataset, the proposed architecture serves as a robust benchmark and prototype
workflow, laying a strong foundation for traceable and evidence-grounded insider
threat investigation in enterprise environments.
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2. Related Work
Recent surveys have traced the evolution of insider threat analytics from feature-

based models to deep learning, graph modeling, and LLM-assisted cybersecurity
analysis [5–7,12,16]. The recent literature published between 2024 and 2026 further empha-
sizes multi-view behavior representation, temporal heterogeneous context, imbalanced
data handling, evidence discovery, and agent security evaluation [17–22]. Five lines of re-
search are particularly relevant here: behavioral risk modeling, graph-based enterprise con-
text modeling, deep log representation learning, benchmark-aware evaluation, and LLM-
assisted security investigation. These directions position the proposed architecture as a
workflow that links anomaly detection, evidence acquisition, and constrained reasoning.

We use insider threat detection and investigation to refer to the detection-to-triage work-
flow studied in this paper rather than to a new threat category. This terminology aligns
with operational programs for insider threats: CERT frames the management of insider
threats around prevention, detection, and response, while the NICE Insider Threat Anal-
ysis work role includes the identification and assessment of cybersecurity insider threat
activities and the production of findings that support investigations [1,23]. In this pa-
per, detection refers to the model-based identification of suspicious subject time windows,
and investigation encompasses evidence collection, rule interpretation, and triage for those
windows. This scope is narrower than legal attribution or enforcement but broader than
mere anomaly classification.

2.1. Behavioral and Graph-Based Insider Threat Detection

Research on insider threats originates from a practical challenge: malicious activ-
ities are often executed via legitimate identities and therefore cannot be distinguished
from normal enterprise behavior by perimeter controls alone [1,5]. The CERT program
formalized representative insider scenarios and synthetic audit data generation, enabling
the controlled evaluation of detection algorithms on user behavior traces modeled after
enterprise environments [24]. Ontology-based studies structure insider indicators such as
role, access, device, and behavioral context, providing a conceptual foundation for feature
construction and rule interpretation [2].

Traditional machine learning approaches typically transform audit logs into manually
engineered behavioral features. For instance, Hidden Markov models capture transitions
among user activities, Bayesian networks are applied to risk prediction, and empirical stud-
ies demonstrate that detection performance depends strongly on temporal and behavioral
granularity [25–27]. These methods are often interpretable and computationally efficient,
but they rely heavily on feature engineering and fixed aggregation windows. Consequently,
they may fail to detect attacks that unfold slowly, aggregate weak signals across systems,
or mimic routine business operations.

Graph-based methods partially alleviate these limitations by modeling users, hosts,
files, and operations as relational structures. Log2vec introduced heterogeneous graph
embeddings for the detection of enterprise cyber threats, and subsequent studies on insider
threats employed daily activity graphs or graph neural networks to represent access paths,
peer relationships, and role deviations [16,28,29]. Attention-based graph networks facilitate
the weighting of heterogeneous neighbors within enterprise-entity graphs [30]. Recent tem-
poral heterogeneous and group-aware models further integrate the relations between users
and entities, behavior sequences, and group baselines, indicating a shift from isolated user
profiles toward contextual enterprise modeling [21,31]. Evidence-oriented approaches such
as Ripple2Detect also demonstrate a growing interest in the discovery of multi-step insider
evidence rather than the mere assignment of anomaly labels [20]. However, most graph
and evidence-mining approaches remain optimized primarily for detection, ranking, or ev-
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idence discovery; they rarely specify how alerts are converted into structured investigation
targets, verified against relational audit facts, and validated against institutional rules.
Furthermore, graph construction and real-time inference can introduce computational
overhead and cold-start issues that vary depending on the deployment setting.

2.2. Deep Sequential and Semantic Representation Learning

Deep learning approaches are extensively utilized to model temporal and semantic
patterns in security logs. General log anomaly methods such as DeepLog and LogBERT
demonstrate that recurrent and Transformer-based models can learn event sequence regular-
ities and detect deviations without extensive manual rule engineering [32,33]. In the context
of insider threat detection, unsupervised LSTM autoencoders and LSTM-based anomaly
detectors have been employed to model structured cybersecurity streams and user behavior
sequences [8,34]. These models enhance the learning of temporal dependencies, but their
outputs predominantly consist of anomaly scores or class labels rather than structured
evidence objects formatted for subsequent investigation.

Recent models for insider threats incorporate semantic, multi-granularity, image-based,
text-aware, and heterogeneous representations. ITDBERT adapts concepts from pre-trained
language models for the temporal-semantic representation of insider behavior, SeqA-ITD
augments user behavior sequences at multiple time granularities, and RAP-Net captures
resource access patterns for the detection of insider threats [35–37]. Recent studies based on
statistical-sequential methods, contextual image features, and natural language processing
confirm that heterogeneous user traces can be represented from multiple semantic perspec-
tives; nevertheless, these representations are typically evaluated as classifiers rather than as
interfaces for investigation [17,18,38,39]. Double-layer detection architectures and log text
analysis methods further integrate behavioral patterns with textual or semantic information
to improve detection capabilities across heterogeneous inputs [9,10]. Recent graph- and
LLM-oriented studies also highlight the potential of temporal heterogeneous graphs and
multi-view reasoning over behavioral evidence [31,40].

Despite these advances, most deep models remain heavily detection-centric. They
improve recall, precision, or ranking metrics, but they rarely establish a clear interface from
the discovery of anomalies to evidence-grounded investigation. For the support of human
analysts, the objective is not merely to detect an abnormal window, but also to preserve the
behavioral semantics, statistical deviations, and contextual clues required for downstream
triage. Our approach bridges this gap by employing a heterogeneous dual-branch network
to model semantic associations and statistical deviations and subsequently exporting these
clues as structured formats to the investigation agent .

2.3. Datasets, Benchmark Bias, and Evaluation Constraints

Evaluation remains challenging in the research of insider threats because malicious be-
haviors are rare, privacy-sensitive, and difficult to observe in actual enterprises. The CERT
synthetic corpora are consequently widely adopted for reproducible experiments; however,
their scenario scripts, simulated organizational roles, and assumptions regarding event
generation constrain the direct transferability of benchmark performance to operational de-
ployment environments [5,24]. Studies focusing on data granularity and imbalanced learn-
ing further indicate that window size, aggregation level, the treatment of minority classes,
and strategies for data generation can materially impact reported performance [19,27,41].
Consequently, classification accuracy alone is insufficient to evaluate an operational system
for insider threats.

Benchmark protocols also typically evaluate the outputs of detection rather than the
downstream investigation process. In operational triage, analysts must verify whether
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a behavioral clue is supported by audit facts, whether institutional rules are applicable,
and whether the final judgment is traceable to concrete evidence. Adversarial and adap-
tive behaviors further complicate this process because insiders may manipulate event
sequences to evade learned detectors or to exploit vulnerabilities in log-based models [42].
Accordingly, our evaluation encompasses anomaly detection alongside the factual va-
lidity of Text-to-SQL, hybrid retrieval quality, agent triage accuracy, token consumption,
and end-to-end latency.

2.4. LLM-Assisted Security Analysis and Knowledge-Grounded Retrieval

LLMs have been investigated for cybersecurity tasks such as log interpretation, alert
triage, threat hunting, and domain-specific reasoning [12]. Prompt-based methods facilitate
interpretable online log analysis, while multi-agent systems such as Audit-LLM examine
the coordination of LLM agents over log evidence for the detection of insider threats [40,43].
Generative agent-based modeling has also been deployed to simulate insider behavior
and support the analysis of scenarios [44]. These studies demonstrate the potential of
LLMs for summarizing evidence and reasoning across complex security contexts, but they
concurrently highlight the risks associated with unsupported decisions, redundant tool
invocations, and reasoning drift within extended multi-step workflows.

The ReAct paradigm establishes a foundation for interleaving reasoning and the uti-
lization of external tools, and broader surveys of agent architectures emphasize planning,
memory, tool selection, and execution control [14,15]. In security operations, the invocation
of tools must depend on the state of the evidence: the agent must query structured facts
when quantitative verification is required, retrieve policies or rules when normative inter-
pretation is necessary, and avoid rendering triage decisions before the requisite evidence
is complete. General-purpose LLM agents typically fail to enforce these domain-specific
state transitions.

Retrieval-augmented generation enhances factual grounding by incorporating external
knowledge into the prompts of LLMs [45]. Cybersecurity knowledge graphs and threat intel-
ligence extraction methods, including AttacKG and AttacKG+, organize tactics, techniques,
and procedures for downstream reasoning, while graph-based reasoning frameworks inves-
tigate the operation of LLMs over structured knowledge [46–48]. At the operational level,
systems such as SPYRAPTOR demonstrate the utility of query support for enterprise threat
hunting [49]. Furthermore, most general-purpose RAG pipelines emphasize the retrieval
of unstructured text, whereas the investigation of insider threats also demands quantita-
tive verification against relational audit data, including counts, times, devices, resources,
and cross-system correlations. Therefore, generic retrieval must be explicitly constrained to
prevent the fragmented gathering of evidence and the misalignment of reasoning.

Text-to-SQL research bridges natural language queries with relational databases and
facilitates the extraction of such structured facts. Benchmark-driven works such as Spider
underscore the challenges of cross-domain schema linking, while decomposed prompting
and agent-based repair methods such as DIN-SQL and SQLFixAgent strive to enhance
SQL validity and semantic accuracy [50–52]. These methods are applicable to security
investigation, but a generic Text-to-SQL module remains insufficient for the comprehensive
triage problem: factual database evidence must be aligned with unstructured compliance
rules, and the reasoning process necessitates an explicit criterion for evidence sufficiency.

2.5. Research Gap and Positioning of This Study

Five distinct gaps motivate this study: First, numerous detectors for insider threats opti-
mize anomaly classification but fail to generate structured clues for subsequent investigation.
Second, single-view or single-branch representations frequently emphasize either semantic
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context or statistical deviation, rather than integrating both elements in a confidence-aware
manner. Third, benchmark evaluations frequently conclude with detection metrics and
neglect the measurement of evidence retrieval or triage quality. Fourth, LLM-based security
analysis typically approaches retrieval as a single unstructured context acquisition step,
whereas the triage of insider threats mandates coordination between structured audit facts
and unstructured rules. Fifth, unconstrained agents executing long logical chains are suscep-
tible to reasoning drift and premature judgments when evidence remains incomplete. These
gaps do not imply that the prior works are inadequate within their specific contexts; rather,
they highlight the necessity for a system interface tailored to the detection-to-investigation
workflow studied here.

Table 1 summarizes the primary streams of the literature and their relevance to this
study. Prior work has provided fundamental components for behavior modeling, relational
representation, benchmark construction, and language model reasoning, but fewer studies
have integrated the requirements highlighted in this work: structured clue generation,
benchmark-aware evaluation, hybrid fact–rule evidence acquisition, and constrained multi-
step reasoning under explicit scope assumptions.

Table 1. Positioning of the proposed study relative to representative related work.

Literature Stream Positioning and Gap Addressed in This Study

Behavioral risk
modeling [25–27]

Transforms anomalous windows into structured investigation
clues, avoiding the treatment of risk scores as terminal outputs.

Graph and relational
detection [16,20,21,28,29,31]

Connects relational and multi-step evidence signals to
downstream fact–rule verification.

Sequential and semantic deep
models [10,17,18,32,33,35]

Utilizes the outputs of a dual-branch detector as triage cues
instead of relying exclusively on numerical scores.

Benchmark and deployment
evaluation [19,24,41,42]

Evaluates evidence validity, reasoning cost, and latency in
addition to detection metrics.

LLM agents and
RAG [14,40,45]

Restricts reasoning drift through explicit state transitions,
evidence-completeness checks, and recovery rules under
defined scope assumptions.

Text-to-SQL and security
knowledge graphs [46,50–52]

Coordinates structured SQL fact extraction and unstructured
policy rule retrieval within a unified automated
investigation workflow.

This study

Combines HDBN clues, a star schema data mart, a rule tree
index, hybrid retrieval, and a constrained ReAct agent for
traceable insider threat triage in the evaluated
CERT-based setting.

This work addresses the intersection of these gaps. Compared with stand-alone detec-
tion models, it integrates a heterogeneous dual-branch anomaly detector with investigation-
oriented clue representation. Compared with general RAG-style pipelines, it separates
structured fact verification from policy interpretation through a star schema data mart and
a rule tree index. Compared with unconstrained ReAct agents, it introduces intent-aware
hybrid retrieval, action-space constraints, evidence-completeness gating, and state recovery.
Together, these components constitute a collaborative detection and investigation architec-
ture that maps abnormal behavior windows to traceable, evidence-grounded triage outputs
for insider risks within the stated scope and evaluated setting.

3. Methodology
3.1. Overall Architecture and Formal Task Definition

Insider threat detection and investigation form a continuous analytical process that
spans anomaly discovery, clue transfer, evidence acquisition, and evidence-based triage.
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We model this process as a two-stage collaborative workflow: The detection stage analyzes
multi-source logs and outputs structured alert clues. The investigation stage organizes
external evidence around these clues and applies constrained multi-step reasoning to
produce analyst-facing, evidence-grounded triage decisions. This interface avoids passing
isolated anomaly scores to the investigation stage and limits the raw log data exposed to
the agent.

Figure 1 illustrates the workflow. After receiving logs and security data, the anomaly
detection layer generates structured alert clues. The clue representation layer converts
these outputs into investigation targets with explicit priors, guiding evidence acquisition
and reasoning in the LLM-assisted investigation layer. In this way, raw events are mapped
to evidence-based triage outputs through an explicit intermediate representation.

Constrained LLM Investigation

Structured Evidence:

Star Schema Security

Data Mart

Figure 1. Overall framework of the detection and investigation method.

Formally, the system receives a standardized event set E = {e1, e2, . . . , eN} from
heterogeneous logs. Each event ei is mapped to a six-tuple (ti, ui, oi, ai, si, zi), represent-
ing the timestamp, subject account, object entity, operation, source sensor, and extended
attributes, respectively. Because insider threats often appear as temporal behavioral de-
viations, the event subset Eu,w for subject u within time window w = [t, t + ∆) is used as
the basic modeling unit. The detection layer learns a risk scoring function fθ : Eu,w → ru,w,
where ru,w denotes the subject’s window-specific anomaly risk score.

The investigation task is then formulated as a constrained evidence-based analysis
centered on structured alert clues. Rather than passing only anomaly risk scores, the system
integrates the subject identifier, time range, key behavioral basis, related objects, and log
tracking fields into a unified clue object:

Cu,w = (u, w, ru,w, γu,w,Bu,w,Ou,w, Tu,w). (1)

Using this clue as the input anchor, the investigation agent retrieves verifiable facts
and rules through the external evidence infrastructure and generates the triage result object:

Ru,w = (F f act
u,w ,Krule

u,w , Ddecision
u,w , Aaction

u,w ). (2)

The variables inRu,w represent extracted quantitative evidence, retrieved compliance
rules, a qualitative triage decision, and analyst-facing recommended follow-up actions.
The formulation maps raw observations to investigation outputs without treating the
agent’s decision as an automated enforcement decision.
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3.2. Threat Model, Scope, and Assumptions

We consider an enterprise insider risk analysis in which suspicious actions are per-
formed through authenticated accounts and are observable in audit logs. The in-scope
insider may access systems with legitimate credentials and may try to hide risky behavior
within ordinary work patterns but is not assumed to control logging infrastructure, alter his-
torical audit records, poison the rule index, or compromise the LLM service. The defender
is assumed to collect normalized audit records, maintain institutional rules or policies as
retrievable text, preserve access controls around sensitive evidence, and use the system
for analyst support triage rather than real-time access control enforcement or automated
punitive action. The evaluation does not cover attacks that leave no observable audit trace,
adversarial log tampering, deliberate rule index or retrieval corpus poisoning, prompt
injection attacks through retrieved content, sensitive information leakage from prompts
or tool outputs, or adaptive evasion against the detector. Those cases require separate
integrity controls, privacy controls, and adversarial evaluation.

3.3. Multi-View Behavior Representation and Alert Clue Extraction

Insider threats frequently manifest as temporal semantic inconsistencies or distribu-
tional deviations rather than as isolated events. To transform heterogeneous logs into
unified model inputs, we construct the event set Eu,w for the subject time window and
extract multi-view representations from it. In the statistical view, we calculate individual
deviations d(ind)

k (u, w) = mk(u,w)−µk(u)
σk(u)+ϵ

and group baseline deviations to account for the
effects of roles and workloads. Concatenating these variables with personalized PageRank
relational features PPRu(v), which capture interaction topology [28,29], yields the contin-
uous numerical input xnum

u,w = [xstat
u,w ⊕ xrel

u,w]. To retain sequential event dependencies, we
employ a sampling priority ω(i) = γ · IDF(ai) + (1− γ) · (1− PPRu(oi)) for controlled
sampling over discrete sequences, which yields the semantic input x̃sem

u,w . Together, these
paths define the model input Xu,w = (x̃sem

u,w , xnum
u,w ).

Utilizing these features, we design a heterogeneous dual-branch anomaly detection
model that jointly represents temporal patterns and statistical deviations. A multi-head
self-attention semantic branch extracts the sequential features hsem

u,w , while a residual feed-
forward branch extracts the numerical features hnum

u,w . To adapt to different anomaly patterns
across windows, an adaptive gating vector gu,w adjusts the weights of the dual branches
and generates the fused representation h f us

u,w = gu,w ⊙ (csem
u,w hsem

u,w) + (1− gu,w)⊙ (cnum
u,w hnum

u,w ),
where csem

u,w and cnum
u,w denote the branch confidence weights estimated from the semantic

and numerical branches. The final window-level anomaly score ru,w combines the su-
pervised discrimination output ŷu,w with normalized dual-branch deviation responses:
ru,w = β1ŷu,w + β2 s̃sem

u,w + β3 s̃num
u,w . The non-negative coefficients are empirically calibrated

to β1 = 0.58, β2 = 0.27, and β3 = 0.15 through a grid search on the validation set, which
balances the primary supervised classification signal with the unsupervised semantic
and statistical deviations. This score is utilized for triage prioritization rather than for
stand-alone attribution.

The implementation includes a self-supervised pre-training stage on unlabeled log
windows before supervised fine-tuning, which matches the ablation setting reported later.
Specifically, the pre-training employs a Masked Event Modeling objective to learn normal
temporal regularities and a feature reconstruction objective for relational regularities from
benign-dominated logs. To mitigate the extreme class imbalance inherent in the CERT r4.2
dataset, this stage utilizes a negative window down-sampling ratio of 1:4.5. The model is
pre-trained for 45 epochs using an AdamW optimizer with a learning rate of 2× 10−4 and
an early stopping patience of 10 epochs prior to fine-tuning.
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Beyond anomaly scoring, the detection module supplies structured targets for the
investigations conducted by the agent by encapsulating the model outputs in the alert clue
object Cu,w defined above. The anomaly source summary γu,w indicates whether the risk is
driven predominantly by semantic conflict or statistical deviation, which helps initialize the
retrieval intent. The key behavioral basis set Bu,w isolates operation chains that contribute to
the risk score and maintains the focus of the LLM on relevant log evidence. The associated
object set Ou,w and the tracking field set Tu,w constrain the boundaries of fact checking
and provide indices for log backtracking. This mechanism converts raw observations into
bounded inputs for the LLM-assisted investigation.

3.4. Star Schema Data Mart and Rule Tree Index

The LLM-assisted investigation requires an external evidence infrastructure that pro-
vides stable, retrievable inputs for analysis. Evidence of insider threats generally includes
structured facts from audit logs for the quantitative verification of behavior and unstruc-
tured rules for the interpretation of compliance. To reduce ambiguity across these heteroge-
neous sources, we construct a dual-track evidence infrastructure.

For the structured fact space, raw security logs are reconstructed into an analysis-
oriented star schema data mart Dsql = (T f , Td,R), where T f , Td, and R denote the fact
tables, the dimension tables, and the associative relations, respectively. The granularity
of the fact tables is defined at the level of temporal operations between users and assets,
with metrics such as data transmission volume, session duration, and access counts being
utilized for the quantitative verification of behavior. To manage the changing attributes
of subjects, the dimension table for personnel incorporates a Slowly Changing Dimension
Type 2 mechanism. The recording of historical versions and effective intervals of attributes,
such as resignation handovers or the status of performance improvement, supports queries
over temporal slices in complex Text-to-SQL tasks [52].

For the unstructured rule space Dtxt, the fixed-length chunking via sliding windows is
replaced with structured chunking based on rule trees to ensure that the context of clauses
is preserved. The system parses compliance documents into a rule tree Ji = (Vtree, Etree)

according to the document hierarchy and concatenates each leaf clause with the context
from the root to the parent to form the rule chunk ci,j:

ci,j = Noderoot ⊕ · · · ⊕ Nodeparent ⊕ Clauselea f (3)

A pre-trained encoder maps these chunks into dense vectors vi,j. The Hierarchical
Navigable Small World algorithm is utilized for efficient approximate nearest-neighbor
retrieval in the vector space [53]. During the reasoning process, the cosine similarity
between the query vector qvec and the chunk vectors identifies relevant rule evidence:

sim(qvec, vi,j) =
qvec · vi,j

||qvec||2||vi,j||2
(4)

Together, the star schema data mart and the rule tree index provide the dual-track
evidence infrastructure for the multi-step investigation conducted by the agent.

3.5. Intent-Aware Hybrid Retrieval-Augmented Mechanism

During the LLM-assisted investigation, sub-questions may necessitate different types
of evidence, such as structured facts regarding the scale of access or unstructured rules
regarding the responsibilities of roles. To reduce contextual noise and unnecessary retrieval
in general RAG-style pipelines [45], an intent-aware hybrid retrieval mechanism routes
queries between structured and unstructured sources according to the semantics of the
sub-questions, the priors of the clues, and the gaps in the evidence.
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For a sub-question qt, encoding the alert clue object Cu,w yields cu,w = Eclue(Cu,w).
The concatenation of the representation of the sub-question e(qt), the clue encoding
cu,w, and the descriptor of the unmet evidence δt forms the routing representation
zt = [e(qt) ⊕ cu,w ⊕ δt]. A routing classifier outputs a preference distribution over the
two evidence spaces: [αsql

t , αtxt
t ] = Softmax(Wrzt + br). Given the routing margin thresh-

old τmargin (empirically optimized to 0.165 to balance single-path precision and dual-path
recall), the system executes single-path retrieval when one path dominates and concurrent
dual-path retrieval when the two probabilities are similar.

Following the dual-path retrieval, the cross-modal alignment of evidence identifies the
correspondences between facts and rules. Because structured facts cannot be directly com-
pared with text passages, predefined templates serialize the fact items into natural language
descriptions f̃i = Tser( fi). Serialized facts f̃i and rule segments k j are mapped into a shared
semantic space, and the score of their correspondence is defined as sij = cos(h f (i), hk(j)).
A correspondence is retained when sij exceeds the similarity threshold τsim, which is set to
0.724 in our experiments. The system subsequently prioritizes the aligned pairs of facts
and rules to construct the augmented context Gt, thereby providing evidence units for the
subsequent reasoning. Algorithm 1 formalizes the procedure for routing and alignment.

Algorithm 1 Intent-Aware Hybrid Retrieval with Fact–Rule Alignment

Require: Sub-query qt, clue encoding cu,w, unmet-evidence descriptor δt; thresholds
τsim, τmargin

Ensure: Evidence context Gt for the current reasoning step
1: Ft ← ∅, Kt ← ∅, Gt ← ∅ ▷ Initialize fact, rule, and context buffers
2: zt ← [e(qt)⊕ cu,w ⊕ δt] ▷ Encode query, clue prior, and evidence gap
3: [α

sql
t , αtxt

t ]← Softmax(Wrzt + br) ▷ Estimate source-routing probabilities
4: if α

sql
t − αtxt

t > τmargin then
5: Ft ← Text-to-SQL(qt) ▷ Retrieve structured audit facts
6: else if αtxt

t − α
sql
t > τmargin then

7: Kt ← HNSW(qt) ▷ Retrieve policy or rule evidence
8: else
9: Ft ← Text-to-SQL(qt) ▷ Use both sources for ambiguous or hybrid intent

10: Kt ← HNSW(qt)
11: end if
12: if Ft ̸= ∅ ∧Kt ̸= ∅ then
13: HF ← Encode(Tser(Ft)) ▷ Serialize facts and obtain embeddings h f (i)
14: HK ← Encode(Kt) ▷ Embed rule segments as hk(j)
15: for i = 1 to |Ft| do
16: for j = 1 to |Kt| do
17: if cos(h f (i), hk(j)) > τsim then
18: Gt ← Gt ∪ {( fi, k j)} ▷ Retain aligned fact–rule evidence
19: end if
20: end for
21: end for
22: else
23: Gt ← Ft ∪Kt ▷ Return available single-source evidence
24: end if
25: return Gt

3.6. Multi-Step Reasoning Based on a Constrained ReAct Paradigm

In scenarios involving insider threats, the retrieval of evidence alone does not com-
plete the investigation. The investigation process decomposes the problem, verifies the
facts, matches the rules, integrates the evidence, and generates triage decisions around
the original anomaly clue. To reduce reasoning drift and unsupported inference during
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multi-step generation, we construct a constrained investigation method based on the ReAct
paradigm [14], utilizing explicit state representations, a restricted action space, and feed-
back controls.

The modeling of the LLM-assisted investigation as a controlled sequential decision-
making process facilitates maintaining the alignment of long-sequence generation with the
investigation target and mitigates known failure modes in current agent architectures [15].
The investigation state at step k is defined as follows:

S (k) = (Cu,w,Q(k),F (k),K(k),H(k),J (k)) (5)

These variables represent the fixed clue anchor from the detection layer, the pend-
ing sub-question, the collected structured facts, the retrieved rule evidence, the history
of reasoning and tool invocations, and the intermediate decisions. The state update fol-
lows S (k+1) = Φ(S (k), a(k), O(k)), where O(k) denotes the observation of the environment
following the action a(k).

The method employs three feedback control mechanisms: First, a mask for the action
space prunes invalid actions based on the metadata of the state. Given the score vector of
the model z(k) over the discrete action space and the mask µ(k) ∈ {0, 1}|A|, the controlled
distribution of actions is

π̃(k)(ai|S (k), t(k)) = [Softmax(z(k) + log µ(k))]i (6)

where the masked actions utilize µ
(k)
i = 0 and are assigned a probability of zero dur-

ing implementation, which is achieved equivalently by replacing log 0 with −∞ prior
to normalization. Second, a gating mechanism for evidence completeness permits the
generation of triage decisions only when the required conditions for evidence are met.
The completeness score ρ(k) is defined as follows:

ρ(k) = λ1 ·Cover f act(F (k))

+ λ2 ·Coverrule(K(k))

+ λ3 ·Consis(ξ(k))

(7)

where the empirical weighting coefficients are calibrated to λ1 = 0.42, λ2 = 0.42,
and λ3 = 0.16 to emphasize the necessity of the coverage of objective factual and nor-
mative evidence over the internal reasoning consistency of the LLM. Third, a state recovery
mechanism triggers a fallback strategy S (k) ← Rollback(S (k∗), ∆(k)

corr) to restore the most
recently valid state when the analysis path deviates from the original clue. Algorithm 2
summarizes the constrained investigation process, which operates under a strictly bounded
maximum step limit Kmax = 12 and a stringent threshold for completeness τf inish = 0.825
to prevent premature conclusions.
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Algorithm 2 Constrained ReAct Workflow for Evidence-Grounded Triage

Require: Clue Cu,w, initial sub-query q(0); step limit Kmax, completeness threshold τf inish
Ensure: Final investigation resultRu,w for analyst review

1: S (0) ← Init(Cu,w, q(0)) ▷ Anchor reasoning to the detection clue
2: for k = 0 to Kmax − 1 do
3: t(k) ← Πthink(S (k)) ▷ Generate task-focused reasoning state
4: µ(k) ← Ψ(S (k)) ▷ Mask actions invalid under current evidence state
5: a(k) ← arg maxai∈A π̃(k)(ai|S (k), t(k))
6: if a(k) = aprobe then
7: O(k) ← Hybrid_Retrieve(S (k)) ▷ Acquire missing fact or rule evidence
8: else if a(k) = a f use then
9: O(k) ← Fuse(S (k)) ▷ Align retrieved facts with applicable rules

10: else if a(k) = aconclude then
11: Compute completeness ρ(k) ▷ Check fact coverage, rule coverage,

and consistency
12: if ρ(k) ≥ τf inish ∧ ¬Conflict then
13: Ru,w ← Summarize(S (k))
14: returnRu,w
15: else
16: a(k) ← aprobe ▷ Defer decision until missing evidence is queried
17: O(k) ← Hybrid_Retrieve(S (k))
18: end if
19: else if a(k) = a f allback then

20: S (k) ← Rollback(S (k∗), ∆(k)
corr) ▷ Recover from drift or inconsistent evidence

21: end if
22: if a(k) ̸= a f allback then
23: S (k+1) ← Φ(S (k), a(k), O(k))
24: else
25: S (k+1) ← S (k)
26: end if
27: end for
28: returnRu,w generated from the valid state with the largest completeness score

4. Experiments
4.1. Experimental Setup and Evaluation Metrics

The evaluation encompasses the pipeline for detection and investigation, including
the experimental environment, the procedure for dataset processing, and the metrics for the
two-stage task. The empirical results establish a comprehensive baseline evaluation for the
proposed system, demonstrating its core capabilities within the defined operational scope.

4.1.1. Experimental Environment Configuration

The experiments are conducted on a workstation equipped with an NVIDIA GeForce
RTX 4090 Laptop GPU (NVIDIA Corporation, Santa Clara, CA, USA), an Intel Core i9-
13900HX CPU @ 2.20 GHz (Intel Corporation, Santa Clara, CA, USA), and 64 GB of memory
running the Windows 11 operating system (Microsoft Corporation, Redmond, WA, USA),
with PyTorch 2.0.1 (Meta Platforms, Inc., Menlo Park, CA, USA) and CUDA 11.8 (NVIDIA
Corporation, Santa Clara, CA, USA) as the deep learning framework. Within the dual-track
evidence infrastructure, the star schema data mart utilizes ClickHouse 24.11 (ClickHouse,
Inc., San Francisco, CA, USA), while the rule tree index employs ChromaDB (Chroma, San
Francisco, CA, USA) for vector indexing.

The investigation layer accesses the LLM via a cloud API and employs LangChain
0.1.0 (LangChain, Inc., San Francisco, CA, USA) to orchestrate multi-step tool invocations.
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To ensure precise reproducibility and mitigate the randomness of generation, the opera-
tional parameters are explicitly defined: the system utilizes the DeepSeek-V2-0628 model
snapshot (DeepSeek AI, Hangzhou, China) with a low temperature setting of T = 0.1 and
a Top-p value of 0.9. The constrained agent operates under a maximum reasoning limit of
Kmax = 12 steps and enforces a strict retry policy that permits a maximum of 3 retries per
tool invocation upon execution failure. The structured prompt templates for routing and
reasoning are strictly defined within the LangChain orchestration pipeline to guarantee
standardized JSON outputs.

4.1.2. Dataset Construction and Processing

The proposed method is evaluated on the CERT insider threat benchmark dataset
(CERT r4.2), which serves as a widely adopted benchmark for research on insider
threats [24]. The dataset simulates an enterprise environment and records 18 months
of logs regarding system operations from over one thousand employees. These logs include
logins, file accesses, network transmissions, and device insertions. Because the CERT r4.2
dataset is synthetic, it facilitates controlled benchmarking but may not capture the full
operational variability present in real enterprise environments.

To address the imbalance of samples and the heterogeneity of event formats, raw
logs from multiple sensors are aggregated into subject time windows. The length of the
window is set to T = 24 h with a sliding stride of 12 h. To prevent data leakage across
temporal boundaries, a strict chronological split is enforced: Months 1–12 are allocated for
training, Months 13–14 for validation, and Months 15–18 for testing. Any sliding window
that overlaps the chronological boundaries is strictly assigned to the subsequent split.

During the training phase, to mitigate the extreme class imbalance, negative win-
dows are down-sampled to maintain a positive-to-negative ratio of 1:4.5, which yields
2450 positive windows and 11,025 negative windows. During the validation and testing
phases, the natural distribution of the data is preserved to reflect realistic operational condi-
tions. This approach results in 320 positive and 42,520 negative windows in the validation
set and 685 positive and 85,210 negative windows in the test set.

4.1.3. Multi-Stage Evaluation Metrics

To reflect the coupling between the detection of anomalies and the LLM-assisted
investigation, we employ a hierarchical evaluation design:

1. Anomaly Detection Layer Metrics: We evaluate precision, recall, and the F1-score.
Because this layer functions as the initial filter for the agent, recall is emphasized to
minimize the risk of missing suspicious windows during the first stage. Candidate
false positives are subsequently examined by the investigation layer.

2. LLM-Assisted Investigation Layer Metrics: To quantify the multi-step reasoning of the
constrained agent and the utilization of external evidence, three operational metrics
are employed:

• SQL Execution and Logical Validity: Evaluates whether the Text-to-SQL state-
ments generated by the agent execute correctly and whether the returned results
match the manually annotated expected results against the star schema data mart.

• Required Path Coverage: Assesses whether the routing mechanism selects all the
evidence paths required by the sub-question; fixed dual-path retrieval provides
complete coverage but exhibits lower selectivity.

• End-to-End Triage Accuracy: Measures the agreement between the final triage
decision of the agent (true positive, false positive, or insufficient evidence) and
the evaluation label.
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The automated investigation benchmark comprises 200 Text-to-SQL tasks, 300 routing
questions, and end-to-end triage labels. The ground-truth construction followed a rigorous
double-blind annotation process conducted by two independent security analysts. Dis-
agreements regarding the expected ground-truth answers or the required evidence paths
were adjudicated by a senior reviewer. The inter-annotator agreement achieved a Cohen
Kappa score of κ = 0.86, confirming high label consistency across the evaluated tasks.

4.2. Performance Evaluation of the Heterogeneous Dual-Branch Detection Model

This subsection evaluates the heterogeneous dual-branch network (HDBN) as the
initial filter for anomalies. We compare the HDBN with six representative baselines: models
based on sequences and reconstruction errors (S-LSTM [41], LSTM-AutoEncoder [34]),
the architecture of the pre-trained language model ITDBERT [35], and recent systems for
the detection of insider threats (SPYRAPTOR [49], SeqA-ITD [36], RAP-Net [37]). Given
the inherent variations in preprocessing procedures, chronological splits, and protocols
for threshold selection across the original studies, the reported baseline metrics serve as
contextual reference points rather than strictly controlled state-of-the-art comparisons.

4.2.1. Comparative Analysis of Baseline Models

Table 2 presents the quantitative results. To account for the randomness of model
initialization and to ensure statistical robustness, the results of the HDBN are reported
as the mean ± standard deviation across five repeated runs. The HDBN achieves the
highest recall in this reference comparison, reaching 96.8%± 0.4%, higher than S-LSTM [41]
(96.0%) and SeqA-ITD [36] (95.6%). This result aligns closely with the objective of our
two-stage pipeline: maintaining high recall at the detection filter stage to ensure that weak
but potentially malicious anomalies are preserved for downstream evidence-based triage.

The precision (88.4%± 0.8%) and F1-score (92.4%± 0.5%) of the HDBN are lower than
those of certain high-precision baselines; for instance, RAP-Net [37] reports an F1-score
of 93.8%. Within our unified architecture, this represents a deliberate design trade-off.
To substantiate the operational feasibility of this recall-first strategy, we translate the
precision of 88.4% into absolute false-positive volume. Based on the 685 positive and
85,210 negative windows within the 4-month test set (detailed in Section 4.1.2), a recall of
96.8% identifies approximately 663 true positives. Consequently, a precision of 88.4% yields
roughly 87 absolute false-positive windows over the entire 4-month testing period (fewer
than one false alarm per day). Given the 10.1-second end-to-end processing latency of
the LLM investigation agent (evaluated in Section 4.5), absorbing and resolving this daily
volume of false positives necessitates minimal computational overhead. This calculation
demonstrates that the automated investigation layer can seamlessly process the candidate
alerts generated by the high-recall filter.

Table 2. Performance comparison of different detection models.

Model Precision Recall F1-Score

S-LSTM 94.9% 96.0% 95.5%
ITDBERT 93.0% 91.9% 92.4%

LSTM-AutoEncoder 97.0% 92.0% 94.0%
SPYRAPTOR 91.0% 89.0% 90.0%

SeqA-ITD 95.8% 95.6% 95.6%
RAP-Net 95.7% 92.0% 93.8%

HDBN (Ours, 5 runs) 88.4% ± 0.8% 96.8% ± 0.4% 92.4% ± 0.5%

4.2.2. Ablation Study of Core Components

To assess the contribution of each module within the HDBN, we conduct an ablation
study while maintaining an approximately comparable parameter scale across all variants.
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Four variants are tested: removing the statistical branch (without Stat), removing the
semantic branch (without Sem), replacing the dynamic gating mechanism with static equal-
weight concatenation (without Gating), and removing the self-supervised learning module
(without SSL). Figure 2 compares these variants with the complete HDBN.
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Figure 2. Ablation performance of components within the HDBN.

The ablation results demonstrate the estimated contribution of each module. The re-
moval of the self-supervised learning module (without SSL) causes the most significant
decrease, reducing the F1-score to 82.8% (a drop of 9.6 percentage points). Because benign
behaviors dominate enterprise logs and malicious samples are scarce, pre-training on unla-
beled logs facilitates the modeling of normal workflow patterns and provides a stronger
initialization for the detection of anomalies.

Single-view variants correspondingly exhibit inferior performance, achieving F1-
scores of 86.7% for the variant without Stat and 86.9% for the variant without Sem. Be-
haviors associated with insider threats can manifest in various forms: accessing sensitive
repositories outside normal working hours may indicate a temporal semantic inconsistency,
whereas unusually frequent file downloads within nominal permissions may indicate a sta-
tistical deviation. These ablation results indicate that the semantic and statistical branches
provide complementary signals.

The removal of the dynamic gating mechanism (without Gating) decreases the F1-
score by 1.9 percentage points relative to the complete HDBN. This result implies that static
concatenation is less effective for heterogeneous fusion within this context. Dynamic gating
adapts the weights of the branches to the dominant anomaly pattern in each window and
contributes to more stable initial detection within the evaluated configuration.

4.3. Performance Gain of the Star Schema Data Mart in Fact Extraction

During the LLM-assisted investigation, the agent frequently extracts structured factual
evidence from the ClickHouse database via Text-to-SQL. Conventional third normal form
(3NF) security log tables may contain complex snowflake-style foreign key associations,
which can exacerbate schema linking errors and join ambiguity for SQL statements gener-
ated by the LLM. Consequently, we evaluate whether the reconstructed star schema data
mart enhances fact extraction within the constructed query set.

4.3.1. Construction of the Test Set and Evaluation Metrics

To simulate scenarios for the investigation of insider threats, we construct a Text-to-
SQL test set comprising 200 natural language queries based on the log structure of CERT
r4.2 and operational investigation requirements. The test cases are categorized into three
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task types according to the complexity of the intent: Single-dimensional basic aggregation
evaluates single-point queries over fact tables, such as the calculation of removable device
insertions by a specific user within a given time window. Multi-dimensional cross-filtering
necessitates conditions across multiple dimensions, such as time and organizational units;
an example involves querying research and development employees who accessed a code
repository outside of normal working hours. Implicit logical comparison represents the
most challenging type within this test set because it requires temporal reasoning over
personnel status and Slowly Changing Dimension (SCD Type 2) records. An example of
this involves the comparison of the average daily sizes of outgoing email attachments
before and after a resignation handover.

The inclusion of the “implicit logical comparison” category reflects a rigid operational
requirement in enterprise security investigations. Specifically, the tracking of historical
changes in personnel status—such as the identification of anomalous data transfers during
the window of a resignation handover—is a core threat vector explicitly modeled within
the CERT r4.2 dataset (i.e., Scenario 2). Traditional 3NF architectures frequently struggle
with these queries because they typically overwrite historical role attributes, whereas
the proposed star schema natively preserves these temporal slices. Evaluating this task
therefore measures the capability of the system to handle genuine operational complexities.

We utilize two evaluation metrics: The execution success rate represents the proportion
of generated SQL statements that execute in ClickHouse without syntax errors. The logical
validity rate represents the proportion of returned result sets that perfectly match the
manually annotated expected results, which were rigorously validated through the double-
blind adjudication procedure detailed in Section 4.1.3.

4.3.2. Comparative Results and Analysis of Error Distribution

Utilizing the identical LLM interface, we compare the query performance on the
traditional 3NF log database and the star schema data mart. Table 3 presents the results.

Table 3. Text-to-SQL performance comparison under different database architectures.

Architecture Query Type Samples Execution Success (%) Logical Validity (%)

Traditional 3NF

Single-dimensional basic aggregation 80 87.5 85.0
Multi-dimensional cross-filtering 60 71.6 61.7
Implicit logical comparison 60 36.6 23.3

Weighted Average 200 67.5 59.5

Star Schema Data Mart

Single-dimensional basic aggregation 80 98.7 97.5
Multi-dimensional cross-filtering 60 96.7 93.3
Implicit logical comparison 60 91.7 88.3

Weighted Average 200 96.0 93.5

The two architectures differ moderately on tasks involving single-dimensional ag-
gregation (a difference of 12.5 percentage points in logical validity). However, as the
dimensionality of the query increases, the logical validity rate of the 3NF architecture
declines sharply. For implicit logical comparisons, the 3NF architecture achieves 23.3%,
whereas the star schema data mart reaches 88.3%. Overall, the star schema data mart
increases the weighted average logical validity from 59.5% to 93.5% within this test set.

It should be explicitly noted that this comparison contains a confounding factor
regarding historical data retention. The “implicit logical comparison” query set is inherently
designed to require temporal slicing. Because the evaluated 3NF baseline overwrites
historical role attributes while the star schema data mart preserves them via SCD Type
2 tracking, the substantial performance gap (23.3% to 88.3%) in this category largely
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reflects the presence versus absence of history tracking rather than an intrinsic structural
advantage of the star schema itself. Since SCD Type 2 tracking is not strictly exclusive to
star schemas, the headline improvement from 59.5% to 93.5% should be interpreted with
this explicit caveat.

To investigate the causes of these performance disparities, we manually classify the
erroneous SQL statements generated by the LLM. Figure 3 illustrates the distribution of
error types for SQL generation under the two architectures.

45.1%

33.0%

21.9%

3NF Architecture

12.5%

62.5%

25.0%

Star Schema

Multi-table Association Error
Field Identification Error

Aggregation Granularity Confusion

Figure 3. Distribution of error types for SQL generation under different database architectures.

As illustrated in Figure 3 (left), the primary bottleneck under the 3NF architecture
lies in the resolution of complex entity relationships. Errors associated with multi-table
association account for 45.1% of the failures, followed by errors in field identification
(33.0%) and confusion regarding aggregation granularity (21.9%). The snowflake-style
foreign key topology exacerbates the likelihood of multi-table JOIN errors when constraints
specific to the schema are absent.

Conversely, the star schema data mart mitigates the depth of the data hierarchy.
As demonstrated in Figure 3 (right), errors related to multi-table association decrease to
12.5%. Although the relative proportion of errors in field identification increases to 62.5%,
the absolute error base is significantly diminished, which is consistent with the enhanced
success rates presented in Table 3. Consequently, residual errors in field names constitute
the largest proportion of the remaining errors. Furthermore, the SCD Type 2 design within
the personnel dimension table provides explicit temporal constraints, thereby enabling
complex logical comparisons through a single JOIN or a single-table WHERE filter. Taken
together, the distribution of errors suggests that the observed improvement arises from the
combination of dimensional flattening, which reduces join depth and mitigates schema
linking errors, and SCD Type 2 temporal slicing, which preserves the historical attributes
required by temporal queries. These two contributions are not separately ablated in this
study, and we therefore refrain from attributing the gain to the star schema reorganization
alone. In addition, the Text-to-SQL evaluation uses deterministic decoding (temperature 0)
over the 200 fixed queries, so the values reported in Table 3 are single-point measurements
rather than mean ± SD.
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4.4. Evaluation of the Collaborative Effectiveness of Hybrid Routing and the Constrained
ReAct Agent
4.4.1. Accuracy Analysis of Intent-Aware Hybrid Routing

To reduce the inclusion of irrelevant context and unnecessary token consumption
resulting from redundant retrieval, the investigation module employs intent-aware hybrid
routing. For validation purposes, we construct a routing set comprising 300 sub-questions:
120 for the confirmation of facts, 90 for the verification of compliance rules, and 90 requiring
hybrid verification.

The intent-aware routing strategy is compared against two baselines: The first base-
line is unconstrained LLM routing, which relies on zero-shot tool selection. The second
baseline is fixed dual-path parallel retrieval, which simultaneously triggers Text-to-SQL
and vector retrieval.

The evaluation metrics include the required path coverage, the irrelevant retrieval rate
(defined as the proportion of retrieved evidence that is not relevant to the sub-question),
and the average number of retrieval invocations. Table 4 summarizes the results.

Table 4. Retrieval and routing performance comparison of different routing strategies.

Routing Strategy Question Type Test Samples Required Path Coverage (%) Irrelevant Rate (%) Average Invocations

LLM Routing

Fact Confirmation 120 78.3 21.7 1.18
Compliance Rule 90 65.6 28.9 1.27
Hybrid Verification 90 41.1 3.8 1.71

Weighted Total 300 63.3 18.5 1.37

Fixed Dual-Path Parallel

Fact Confirmation 120 100 50.0 2.00
Compliance Rule 90 100 50.0 2.00
Hybrid Verification 90 100 0.0 2.00

Weighted Total 300 100 35.0 2.00

Intent-Aware Routing

Fact Confirmation 120 97.5 2.5 1.04
Compliance Rule 90 97.8 2.2 1.05
Hybrid Verification 90 96.7 1.1 1.96

Weighted Total 300 97.3 2.0 1.32

The selection of paths via zero-shot LLMs is less reliable in this setting. This approach
achieves an overall required path coverage of 63.3% and experiences a decrease to 41.1%
on questions involving hybrid verification. For the fixed dual-path retrieval, the coverage
of 100% presented in Table 4 denotes complete route coverage rather than the correct
discrimination of intent. The strategy utilizing fixed dual paths queries both evidence paths
but introduces additional overhead. Because this strategy consistently utilizes two retrieval
invocations per query, the irrelevant retrieval rate reaches 35.0%, thereby increasing the
volume of irrelevant context transmitted to the agent.

In contrast, the intent-aware routing achieves an overall required path coverage of
97.3% with lower retrieval overhead compared with the fixed dual-path retrieval. For re-
quirements involving a single path, such as retrieval exclusively for facts or exclusively
for rules, the average number of invocations approaches 1 (1.04 and 1.05, respectively).
The weighted irrelevant retrieval rate subsequently decreases to 2.0%. The combination of
the semantics of the sub-questions with the states of unmet evidence improves the routing
between structured and unstructured evidence spaces within this evaluation. The robust
construct validity of these routing labels is strictly ensured by the double-blind annotation
protocol and the high inter-annotator agreement (κ = 0.86) established in Section 4.1.3.

4.4.2. Ablation Study and Evaluation of the Effectiveness of the Constrained ReAct Agent

The stability and computational efficiency of the investigation module critically affect
the operational feasibility within an enterprise security operations center. To evaluate the
feedback control mechanisms defined in Section 3.6, we conduct ablation experiments.
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To account for the inherent stochasticity of the generation by the LLM and to assure
statistical significance, all evaluations of the agent are reported as the mean ± standard
deviation across five repeated independent runs.

The baseline comprises an unconstrained LLM agent that directly processes alert clues
and invokes tools without additional process constraints under an identical setting for tool
access. The ablation variants remove the state recovery (agent without state recovery) or
the action mask (agent without action mask). Table 5 presents the robust statistical results.

Table 5. End-to-end investigation effectiveness and cost analysis of different agent architectures
(Mean ± SD over 5 runs).

Model End-to-End Average Token
Triage Acc. (%) Consumption

Unconstrained LLM 68.7 ± 4.5 16,081 ± 2345
Agent without state recovery 82.3 ± 2.1 7291 ± 876
Agent without action mask 84.9 ± 1.8 6847 ± 612
Full constrained ReAct agent 91.8 ± 0.7 4258 ± 145

The baseline utilizing the unconstrained LLM agent exhibits clear limitations in
the evaluated investigation tasks. During the processing of multi-step reasoning chains,
the baseline agent frequently selects unsupported actions for tools or repeats reasoning
loops, which results in severe instability. The triage accuracy of this baseline fluctuates
significantly (68.7%± 4.5%), and the average token consumption is excessively high and
unpredictable (16,081 ± 2345).

Among the evaluated variants, the complete constrained ReAct agent achieves the
highest absolute triage accuracy (91.8%) while simultaneously exhibiting the lowest cross-
run variance (±0.7%). The corresponding token consumption decreases to 4258± 145, con-
firming that structural constraints effectively suppress runaway generation costs. The abla-
tion variants elucidate the statistical contribution of each mechanism.

The action mask supports bounded execution by preventing invalid actions under
the current state. The removal of this mask decreases the mean accuracy to 84.9% and
inflates the token consumption to 6847 ± 612. In the absence of the mask, the agent
more frequently attempts premature decisions or irrelevant actions under conditions of
incomplete evidence. The restriction of the effective exploration space predictably reduces
unnecessary reasoning overhead.

The state recovery mechanism facilitates recovery from invalid or incomplete evidence
states. The removal of this module reduces the mean accuracy to 82.3% and increases the
variance (±2.1%). The retrieval process may return empty or inconsistent observations;
consequently, agents lacking recovery mechanisms may produce unsupported decisions.
The rollback of states and the utilization of gap prompts return the agent to the most recent
valid checkpoint, thereby reliably limiting the accumulation of irrelevant context.

Within the evaluated tasks, the constrained ReAct design not only improves the
aggregate accuracy but also strictly bounds the observed instability and reasoning drift
relative to the baseline of the unconstrained LLM agent, thereby ensuring predictable
performance for operations facing analysts.

To further elucidate the operational boundaries of the proposed framework, an explicit
error analysis is conducted on the residual failed investigation cases of the complete
constrained ReAct agent (which constitute an 8.2% failure rate). The failure taxonomy
encompasses four primary categories: First, incorrect SQL and fact retrieval accounts for
approximately 35% of the errors. This occurs when the LLM generates syntactically valid
but logically flawed queries that bypass the execution checks. Second, wrong rule retrieval
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constitutes roughly 25% of the failures, typically triggered by ambiguous sub-questions
that mislead the intent-aware routing or the vector search. Third, hallucinated reasoning
represents 20% of the cases, wherein the LLM misinterprets the retrieved quantitative facts
or contradicts the explicit compliance rules despite possessing the correct context. Finally,
premature conclusions under insufficient evidence account for the remaining 20%. These failures
occur when the agent circumvents the gating mechanism for evidence completeness by
falsely asserting that the acquired partial evidence satisfies the investigation requirements.
This taxonomy demonstrates that, although structural constraints significantly mitigate
reasoning drift, the inherent semantic vulnerabilities of the underlying LLM necessitate
ongoing refinement.

4.5. Evaluation of System End-to-End Latency and Scalability

We additionally evaluate the end-to-end processing latency within the implementation
environment. Although the investigation of insider threats typically does not necessitate
real-time blocking decisions, unnecessary bottlenecks during periods of high-volume log
processing remain undesirable. Consequently, we decompose the processing time for high-
risk alert clues and report the average and P90 latencies across 100 complete investigation
workflows. Table 6 presents the results.

Table 6. Evaluation of processing latency distribution across system stages.

System Processing Stage Average
Latency (ms)

P90 Latency
(ms)

Anomaly detection stage 15.4 22.1
Evidence routing and retrieval stage 215.8 340.5
Investigation inference and summarization stage 9850.2 12,450.6

End-to-end total pipeline 10,081.4 12,813.2

Table 6 reports the distribution of latency. The stage for anomaly detection requires an
average of 15.4 ms per time window, which reflects the lightweight structure and matrix-
parallel computation of the heterogeneous dual-branch network. The retrieval of evidence
remains below 1 second within this implementation, exhibiting a P90 latency of 340.5 ms;
this reflects the utilization of the ClickHouse star schema data mart for multi-dimensional
queries and the vector retrieval based on HNSW. The inference for investigation dominates
the total latency, accounting for 97.7% of the average end-to-end time owing to the network
input/output of the LLM API and autoregressive decoding.

Overall, the system exhibits an average end-to-end latency of approximately 10.1 s
(10,081.4 ms) and a P90 latency of 12.8 s. To contextualize these metrics of latency within
enterprise-level scalability, we consider the operational alert volume dynamically gated
by the detection layer. Based on the performance metrics presented in Section 4.2 (88.4%
precision and 96.8% recall on the 4-month test set comprising approximately 1000 users),
the HDBN filter yields approximately 750 candidate anomaly windows (combining true
and false positives) over 120 days, which averages to 6.25 alerts per day. Given an average
processing time of 10.1 s per alert, a single sequential investigation thread utilizing the
LLM requires slightly more than one minute of daily computation time.

Extrapolating this workload to a large-scale enterprise comprising 100,000 employees
(a 100× scale-up), the expected daily volume of approximately 625 alerts would necessitate
roughly 1.75 h of total processing time by the LLM. This volume can be readily absorbed
by a single API connection or processed in minutes via low-concurrency asynchronous
batching (e.g., five concurrent threads). This mathematical projection demonstrates that,
although the autoregressive decoding of the LLM constitutes the computational bottleneck
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of the pipeline, the highly selective filtering executed by the HDBN layer ensures that the
overall architecture scales feasibly to high-volume enterprise environments without the
requirement for massive parallel infrastructure.

5. Discussion
Within the constructed benchmark setting, the collaborative architecture for detec-

tion and investigation improves the evaluated metrics for detection, retrieval, and triage.
Although the empirical results demonstrate the feasibility of the workflow, several deploy-
ment considerations, boundary conditions, and structural limitations necessitate further
investigation prior to real-world application.

The primary deployment consideration pertains to data privacy and secure on-premise
architectures. The monitoring of enterprise employees inherently demands strict ethical
boundaries. The proposed system is designed exclusively as an evidence-grounded tool to
support analysts, explicitly excluding automated punitive enforcement or legal attribution.
Furthermore, the transmission of confidential alert logs and personnel attributes to external
cloud-hosted LLM APIs introduces compliance risks for regulated organizations. Conse-
quently, secure on-premise deployment architectures are imperative. The local operation of
advanced open-weight foundation models (e.g., Qwen-family models [54,55]) within the
enterprise boundary, combined with parameter-efficient domain adaptation methods such
as Low-Rank Adaptation (LoRA) [56], provides a highly scalable alternative to cloud APIs.
Furthermore, operational deployments must enforce the redaction of prompts and strict
access controls concerning the retrieved evidence.

A secondary consideration involves adversarial robustness and the security of the
agent. As established in our threat model statement (Section 3.2), evaluating adversarial
evasion and prompt injection is explicitly out of the scope of this study; however, we hy-
pothesize that the proposed dual-track architecture may influence specific vectors of agent
manipulation. Unlike generic unstructured RAG pipelines, which are highly susceptible
to indirect prompt injection from malicious log payloads, we posit that the separation
of structured audit facts from normative text rules could potentially provide a structural
defense. Under this assumption, attempts to manipulate the decisions of the agent via
poisoned log entries (e.g., the embedding of adversarial instructions within a file name)
might be constrained by the gating mechanism for evidence completeness. Because the
generated SQL facts must semantically align with the strictly read-only compliance rule tree
index, this cross-modal validation is hypothesized to elevate the threshold for adversarial
evasion. Future research is required to systematically benchmark these unverified hypothe-
ses under advanced enterprise threat models. Finally, behavior-based baseline modeling
encounters inherent challenges regarding cold-start periods and low-frequency attacks.
For newly onboarded employees, preliminary analysis indicates that the anomaly scores
generated by the HDBN require approximately 14 to 21 days of historical log accumulation
to achieve stability. To manage this warm-up phase, the system employs role-based group
baseline inheritance, which substitutes missing personalized priors with departmental
behavior distributions to control false positives during early deployment. Regarding low-
and-slow attacks, the current sliding window stride (T = 24 h) may permit exfiltration
behaviors spanning several months to blend into normal statistical baselines. Although the
semantic branch partially captures extended anomalous sequences, the complete mitiga-
tion of low-frequency attacks necessitates a transition from fixed-window aggregation to
multi-resolution temporal graph neural networks in future architectural iterations.
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6. Conclusions
This paper presented an architecture for the triage of insider threats, spanning from

detection to investigation. The proposed method converts suspicious subject time windows
into structured clues, organizes audit facts and policy rules via a star schema data mart and
a rule tree index, and guides LLM-assisted reasoning through intent-aware retrieval, action
masks, gating for evidence completeness, and state recovery. This design ensures that the
triage process remains anchored to verifiable evidence, rather than relying exclusively on
anomaly scores or unconstrained generation.

During the evaluation on the CERT r4.2 dataset, the HDBN achieved a recall of
96.8% at the selected operating point. The implementation of the star schema data mart
increased the logical validity of Text-to-SQL to 93.5%, the intent-aware routing achieved
a required path coverage of 97.3%, and the constrained ReAct agent reached an end-
to-end triage accuracy of 91.8% while reducing token consumption by 73.5% relative
to the baseline of the unconstrained LLM agent. The average end-to-end latency was
measured at approximately 10.1 s. These empirical results demonstrate that traceable
workflows from detection to investigation are feasible within the constructed benchmark
setting. Furthermore, they establish a foundation for future validation involving real
enterprise data, private deployment architectures, and the adversarially robust handling
of evidence.
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