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Abstract

Security datasets are central to the evaluation of intrusion detection and prevention sys-
tems, but their suitability differs substantially across domains, data sources, attack scenar-
ios, labeling practices, and reproducibility conditions. This study presents a structured
evidence-mapping review of security datasets reported in intrusion detection and pre-
vention research between 2018 and 2025. The final evidence map includes 42 primary
dataset-use publication records, 82 dataset or evidence-source mentions, and 69 unique
datasets, corpora, or evidence sources after duplicate, retracted, and irrelevant records were
removed. The review organizes datasets across network-based IDS, IPS, firewall, VPN,
WAF, endpoint, email filtering, IAM, DDoS, Windows, Linux-Apache, NetFlow, cloud, and
IoT/IIoT security settings. In addition to adoption-frequency analysis, the study assesses
representative dataset families in terms of documentation, labeling information, feature
representation, class balance, public availability, reproducibility, and practical usability
limitations. The findings show that established benchmarks remain widely reused, but
recent studies increasingly rely on domain-specific datasets for IoT/IloT, DDoS, cloud,
edge, host, and cyber-physical environments. The review also proposes and illustrates a
dataset-selection framework that links dataset choice to security objectives, operational
context, telemetry requirements, attack coverage, and evaluation protocol. The results
support more transparent, context-aware, and reproducible dataset selection for intrusion
detection and prevention research.

Keywords: security datasets; intrusion detection; intrusion prevention; dataset selection;
cybersecurity benchmarking

1. Introduction

The performance, reliability, and external validity of intrusion detection and preven-
tion systems depend substantially on the quality and suitability of the datasets used for
their development and evaluation. Security data may originate from network traffic, host
and system logs, cloud services, web applications, IoT devices, and other operational
environments. Such heterogeneous data sources provide essential evidence for detecting
malicious activity, interpreting security events, and evaluating machine-learning-based
security mechanisms [1,2]. However, the increasing diversity of security environments
has made dataset selection more difficult, because available datasets differ in their data-
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generation processes, attack coverage, labeling practices, feature representations, and levels
of real-world representativeness.

1.1. Research Gap and Study Objectives

Although intrusion detection and prevention research has produced a large body
of studies on system design, detection methods, and deployment environments [3-5],
the evidence related to dataset selection remains fragmented. Available security datasets
differ considerably in their collection environments, traffic-generation methods, attack
categories, labeling procedures, feature representations, class distributions, accessibility,
and documentation quality. Consequently, a dataset that is appropriate for one security
objective may be unsuitable for another. This study addresses this gap through a structured
review of security datasets reported in intrusion detection and prevention research between
2018 and 2025. The study aims to identify the datasets used across major security domains,
compare them using common evaluation criteria, clarify dataset-adoption patterns, and
provide a practical framework for selecting datasets according to security objectives and
machine-learning tasks.

1.2. Scope of Security Data Sources

Security datasets used for intrusion detection and prevention are generated from het-
erogeneous operational environments rather than from a single type of network record. Rel-
evant sources include network-security appliances and traffic-monitoring platforms, such
as firewalls, proxy servers, virtual private networks, and web application firewalls [6-12].
Additional evidence may be obtained from endpoint-protection systems, data-loss preven-
tion platforms, email-filtering systems, identity and access-management infrastructures,
DDoS-protection mechanisms, and anti-malware solutions [13-21]. The security analy-
sis may also rely on host and server logs, including Windows and Linux event records,
web-server logs, database logs, NetFlow records, cloud-service logs, and IoT-generated
data [22-31]. These sources differ substantially in their semantics, collection mechanisms,
granularity, and attack visibility. Therefore, dataset selection should not be based only on
dataset popularity or classification accuracy as reported in prior studies; it should also
account for the target security environment, the available telemetry, the intended analytical
task, and the operational relevance of the represented attacks.

1.3. Research Questions and Contributions
The review is guided by the following research questions:

e  RQ1. Which security datasets have been reported in intrusion detection and prevention
research published between 2018 and 2025?

e RQ2. How do these datasets differ with respect to their operational environment,
traffic source, attack coverage, labeling procedure, feature representation, class balance,
accessibility, and reproducibility?

e RQ3. How has dataset adoption evolved across network-based IDS, IoT /IIoT, DDoS,
cloud, web-application, and host-oriented security settings?

e  RQ4. What recurring limitations affect the suitability of current datasets for machine-
learning- and deep-learning-based security analysis?

e  RQ5. Which dataset characteristics should guide dataset selection for different security
objectives and analytical tasks?

This study makes four contributions. First, it consolidates datasets reported across
multiple security domains within a common analytical structure. Second, it distinguishes
between reviewed publications, unique datasets, and dataset-adoption frequency to avoid
ambiguity in usage statistics. Third, it evaluates datasets using common criteria related
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to realism, attack diversity, labeling, class balance, availability, documentation, and repro-
ducibility. Finally, it proposes a dataset-selection framework that links dataset characteris-
tics to security objectives, deployment environments, and machine-learning tasks.

1.4. Dataset-Oriented Perspective

The diversity of security data sources creates a fundamental dataset-selection problem.
Datasets derived from network traffic, security appliances, operating-system logs, web
applications, cloud platforms, and IoT devices do not represent the same operational
conditions or analytical objectives. Their suitability depends on whether the intended task
concerns network intrusion detection, application-layer attacks, host-based monitoring,
distributed denial-of-service detection, cloud-service analysis, or IoT security. Accordingly,
this review does not treat security datasets as interchangeable benchmarks. Instead, it
evaluates them according to the environment from which the data originate, the type of
observable evidence they provide, the attacks they represent, and the practical constraints
that affect their use. This perspective provides the basis for the taxonomy, comparative
analysis, and dataset-selection framework presented in the following sections.

2. Review Design and Study Selection

This study adopted a structured review design to identify and analyze publicly docu-
mented security datasets used in intrusion detection and prevention research. The review
focused on studies published between 2018 and 2025 that explicitly introduced, used,
or evaluated datasets relevant to intrusion detection and prevention. The identification
process combined predefined keyword searches with the screening of reference lists and
citation links to capture dataset-related studies across journal and conference venues.

2.1. Search Strategy

The literature identification process was conducted as a structured evidence-mapping
search rather than as a database-specific systematic review. The initial discovery of candi-
date studies was performed primarily through Google Scholar, because the review aimed to
capture dataset-use evidence distributed across journals, conference proceedings, preprint
servers, dataset-provider pages, and publisher platforms. After candidate records were
identified, bibliographic metadata, publication details, full-text availability, and dataset
information were verified through the corresponding publisher or repository pages, includ-
ing IEEE Xplore, ScienceDirect, SpringerLink, ACM Digital Library, Wiley Online Library,
MDPI], arXiv, and official dataset-provider websites where applicable. The search focused
on publications issued between 2018 and 2025. The final search update and reference verifi-
cation were completed during the revision stage in July 2026. Earlier studies were retained
only when they represented the original description, release, technical documentation, or
foundational source of a dataset that continued to be used in studies published during
the review period. The search used combinations of dataset- and security-oriented terms.
Representative search expressions included the following: “intrusion detection dataset”,
“intrusion prevention dataset”, “cybersecurity dataset”, “network traffic dataset”, “IoT secu-
rity dataset”, “IloT intrusion detection dataset”, “DDoS dataset”, “cloud security dataset”,
“web attack dataset”, “web application firewall dataset”, “host-based intrusion dataset”,
“security log dataset”, “NetFlow intrusion detection dataset”, and “edge IoT security
dataset”. These expressions were combined with dataset names and domain-specific terms
such as NSL-KDD, UNSW-NB15, CICIDS2017, CSE-CIC-IDS2018, CIC-DD0S2019, BoT-IoT,
ToN-IoT, Edge-lloTset, SWaT, WADI, InSDN, HTTP CSIC 2010, ISCXVPN, and Loghub.

Backward reference screening and citation-link exploration were then used to identify
original dataset papers, dataset documentation, and additional dataset-use studies. Only
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English-language publications or dataset documents with sufficient English bibliographic
information were retained. Duplicate records were removed by comparing titles, author
lists, publication years, DOIs, and dataset names. When multiple records referred to
the same dataset, the dataset was treated as a single unique dataset, while each eligible
publication-level use was recorded separately for adoption-frequency analysis.

2.2. Eligibility Criteria and Screening Process

The screening process was designed to identify publications that provided verifiable
dataset-related evidence for intrusion detection, intrusion prevention, or closely related
security-analysis tasks. Publications were considered eligible when they introduced a new
security dataset or corpus, used one or more public or clearly identified datasets in an
intrusion detection or prevention experiment, provided technical documentation for a
dataset reused during the review period, or supplied domain-specific context necessary to
interpret dataset use in a particular security environment. Records were excluded when
they did not clearly identify the dataset or corpus used, did not provide dataset-based eval-
uation, described only general cybersecurity concepts without dataset evidence, duplicated
another publication already included in the evidence map, or were unrelated to intrusion
detection, intrusion prevention, security logs, traffic analysis, or cybersecurity dataset selec-
tion. During the revision stage, the corpus was re-screened to remove retracted, duplicated,
and clearly irrelevant references. This additional verification step was performed to ensure
that the cited studies were relevant to the corresponding security domain and that each
dataset-use record could be traced to a verifiable publication or dataset source.

The retained records were classified as original dataset sources, dataset-use studies,
or supporting context studies. Original dataset sources describe the release, construction,
or technical documentation of a dataset. Dataset-use studies apply one or more datasets
in experimental security analysis. Supporting context studies provide methodological or
domain-specific background but were not counted as primary dataset-adoption evidence
unless they reported a clearly identifiable dataset use. This distinction was used to avoid
conflating general background literature with publication-level dataset adoption. Although
the review focused on publications from 2018 to 2025, a limited number of pre-2018
references were retained when they served as original dataset descriptions, foundational
benchmark sources, protocol- or flow-representation references, or technical documentation
necessary to interpret datasets reused during the review period. These older references
were not used to expand the temporal scope of the review. Instead, they were retained only
to document the origin, structure, or technical assumptions of datasets that continued to
appear in eligible 2018-2025 studies. Pre-2018 references that did not provide such dataset-
origin, benchmark, or technical-context value were removed during the revision screening.

2.3. Dataset Documentation and Quality Assessment

To support a consistent dataset-level comparison, each retained corpus was exam-
ined using a documentation and usability checklist. The checklist focused on practical
characteristics that directly affect the interpretation, reproducibility, and operational rele-
vance of intrusion detection and prevention experiments. These characteristics included
the collection or operational environment, traffic or telemetry source, attack coverage,
labeling information, feature representation, class-balance information, public availability,
documentation quality, and reproducibility support.

Each criterion was coded qualitatively as reported, partially reported, or not reported.
A criterion was marked as reported when the publication or dataset documentation pro-
vided sufficient information for independent interpretation or reuse. It was marked as
partially reported when the information was mentioned but incomplete, ambiguous, or de-
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pendent on secondary sources. It was marked as not reported when the information could
not be verified from the reviewed publication or dataset documentation. This assessment
was not intended to rank datasets using a single numerical score. Instead, it was used to
identify which datasets provide sufficient documentation for specific security objectives
and which datasets require caution because of incomplete labeling, limited attack coverage,
unclear collection assumptions, or restricted reproducibility. The corpus-level checklist
results are reported later in the manuscript as a dataset documentation and usability assess-
ment table. This table complements the study-to-dataset evidence map by showing how
representative datasets differ in terms of availability, labeling, feature representation, class
balance, and reproducibility. The assessment also supports the dataset-selection framework
proposed in the Discussion Section.

2.4. Data Extraction and Evidence Synthesis

For each retained publication, information was extracted on the security domain,
dataset or corpus name, dataset role, operational environment, data or telemetry source,
traffic-generation approach, represented attack categories, labeling information, feature
format, class-balance information, public availability, and dataset documentation. When
the same dataset appeared in multiple publications, it was treated as one unique corpus for
dataset-level analysis, while each eligible publication-level use was recorded separately for
adoption-frequency analysis.

The extracted evidence was synthesized at three complementary levels. The first level
was the publication level, which recorded how individual studies used or reported datasets.
The second level was the corpus level, which grouped repeated mentions of the same
dataset and summarized its documentation, usability, and reproducibility characteristics.
The third level was the domain level, which organized datasets according to security
settings such as network-based IDS, IoT/IloT, DDoS, web-application security, host and
endpoint security, NetFlow analysis, cloud systems, and log-based security.

Publication-level performance results were not directly aggregated because the re-
viewed studies differed substantially in preprocessing, feature engineering, train-test
partitioning, class definitions, attack taxonomies, evaluation metrics, and experimental
objectives. Instead, the synthesis focused on dataset characteristics, reported adoption
patterns, domain suitability, and limitations that affect external validity. This approach
supports the objective of the review, which is to guide dataset selection rather than to rank
machine-learning models according to reported accuracy.

Figure 1 summarizes the evidence-map construction and synthesis workflow used
in the review. The figure reports the final evidence-map structure rather than database-
specific retrieval totals, because the review was designed as a structured evidence-mapping
review focused on verifiable dataset-use evidence. Detailed corpus statistics are reported
in Section 2.5, including the number of publication-level dataset-use records, dataset
or evidence-source mentions, and unique datasets or corpora retained after duplicate,
retracted, and irrelevant records were removed.

2.5. Review Corpus and Evidence-Map Statistics

The final evidence map was constructed from 42 primary dataset-use publication
records. These records reported 82 dataset, corpus, or evaluation-evidence mentions across
the reviewed security domains. After repeated mentions of the same dataset or evidence
source were consolidated, the evidence map contained 69 unique datasets, corpora, or
evaluation-evidence sources. These counts refer to the publication-level evidence map
used for dataset adoption and domain-level analysis, rather than to the total number of
bibliographic search hits returned by Google Scholar or publisher websites. Because the
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review was designed as a structured evidence-mapping review rather than as a database-
specific systematic review, the study does not report database-by-database retrieval totals.
Instead, the reported counts represent the final cleaned and verifiable evidence corpus after
duplicate, retracted, and irrelevant references were removed during the revision process.
This distinction is important because the objective of the review is to compare documented
dataset use and dataset suitability across security domains, rather than to estimate the total
volume of cybersecurity dataset literature.

1. Literature Discovery 2. Eligibility Screening 3. Evidence Classification

Google Scholar-based search Dataset relevance checked Original dataset sources

Publisher verification Duplicates, retracted studies, Dataset-use studies

Reference and citation tracking and irrelevant records removed Supporting context studies

4. Evidence Map 5. Evidence Synthesis

Publication-level dataset-use records Dataset taxonomy
Dataset/evidence-source mentions Adoption trends

Unique datasets or corpora Selection framework

Figure 1. Structured evidence-map construction and synthesis workflow.

2.6. Review Scope and Contribution

Previous review studies have examined intrusion detection systems, automated log
analysis, IoT security, and DDoS detection from domain-specific or method-specific per-
spectives [4,23,32-37]. These studies provide valuable insights into their respective research
areas. However, their primary scopes differ from the objective of the present study, which
focuses on comparing security datasets across multiple operational environments and
supporting dataset selection for intrusion detection and prevention research. The present
review organizes security datasets across network-based IDS, IoT /IloT, DDoS, cloud, web-
application, and host-oriented security settings. Rather than comparing machine-learning
models based solely on reported accuracy values, the study evaluates datasets according to
their operational environment, traffic source, attack coverage, labeling, class balance, avail-
ability, documentation, and reproducibility. These dimensions are subsequently translated
into a dataset-selection framework.

3. Dataset Taxonomy and Comparative Analysis

Security datasets were organized according to the operational environments in which
they are generated and the security objectives they support. The taxonomy includes
network-based IDS, IoT/IloT, DDoS, cloud and distributed systems, web-application se-
curity, and host- or endpoint-oriented analysis. This structure enables a cross-domain
comparison of datasets that differ in collection mechanisms, traffic semantics, attack vis-
ibility, feature representations, and labeling practices. Within each domain, the analysis
emphasizes the datasets used, their practical strengths and limitations, and the contexts in
which they are appropriate. Accordingly, the following sections synthesize dataset-related
evidence rather than providing a study-by-study narrative.

3.1. Network-Based IDS Datasets

Network-based IDS research continues to rely on a relatively small group of recurring
benchmark datasets, particularly, NSL-KDD, UNSW-NB15, CICIDS2017, and the CIC 2018
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family. These datasets have been reused in studies addressing conventional network intru-
sion detection, IoT-connected environments, vehicular networks, and privacy-preserving
or hybrid IDS architectures [38—42]. Their continued use supports experimental compara-
bility; however, dataset selection should also consider the represented environment, attack
taxonomy, labeling process, class distribution, and temporal relevance rather than reported
detection accuracy alone.

Representative studies in this group frequently evaluate IDS models using established
benchmark datasets rather than introducing new datasets. For example, NSL-KDD and
UNSW-NB15 were used to evaluate deep-learning-based intrusion detection models [38,40],
whereas CICIDS2017, CSE-CIC-IDS2018, and related CIC datasets were adopted in host-
network hybrid, vehicular, and 5G-V2X security settings [39,41,42]. These datasets remain
useful because they support a comparison across studies; however, their suitability de-
pends on the extent to which their traffic characteristics and attack categories reflect the
intended deployment environment. Other studies demonstrate that dataset selection is
also shaped by implementation context, including lightweight in-vehicle IDS architectures,
adaptive network IDS designs, mobile-network security, and defenses against adversarial
attacks [43—46]. Such studies are valuable for understanding deployment constraints and
methodological choices. Nevertheless, their reported performance values are not directly
aggregated in this review because differences in preprocessing, feature selection, class
definitions, and evaluation protocols limit cross-study comparability. Additional evalua-
tions using UNSW-NB15 and WSN-DS illustrate that feature-selection and classifier choices
can materially affect reported detection performance. This further reinforces the need to
interpret dataset results together with preprocessing choices, class definitions, and task
design rather than accuracy values alone [47].

3.2. IoT and Cyber-Physical Security Datasets

IoT and cyber-physical security datasets extend conventional network benchmarks by
incorporating device telemetry, industrial communication patterns, embedded platforms,
and operational technology environments. In this group, studies employ or discuss datasets
such as CICIDS2017, BoT-1oT, Edge-IloTset, ToN-IoT, SWaT, WADI, NF-UNSW-NB15, and
SDN-oriented dataset collections. These datasets support research on botnet detection,
industrial-control-system security, federated intrusion detection, embedded-device mon-
itoring, and cyber-physical attack analysis. Compared with conventional network IDS
benchmarks, IoT and IlIoT datasets may better represent heterogeneous devices, resource-
constrained deployments, and domain-specific attack behavior. However, their suitability
depends on the represented environment, traffic-generation process, label quality, attack
diversity, and availability of contextual information. Therefore, results obtained from one
IoT or industrial dataset should not be generalized automatically to other IoT, enterprise-
network, or cyber-physical environments [48-56]. Recent IoT-oriented studies also extend
the evaluation landscape toward DDoS detection, metaverse-connected environments, and
comparative assessments of machine learning algorithms [57-59]. Such settings increase
the need to distinguish between datasets designed for general network intrusion detection
and those representing constrained IoT devices, high-volume DDoS traffic, or emerging
application environments. Dataset selection in these cases should consider whether the
available traffic, attack labels, and feature representations adequately reflect the target
deployment context.

3.3. Emerging and Specialized Security Environments

Security datasets are increasingly being evaluated in specialized environments that
extend beyond conventional enterprise-network intrusion detection. These include DDoS-
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focused scenarios, metaverse-connected IoT environments, cyber-physical systems, health-
care infrastructures, and studies that incorporate synthetic data to address limitations
in available training samples [60-66]. These specialized settings may provide more
application-specific evidence than general-purpose benchmarks; however, they also in-
troduce new challenges related to representativeness, dataset scale, label reliability, and
transferability. For example, a dataset designed for healthcare, cyber-physical, or metaverse-
connected systems may not adequately reflect the traffic patterns, attack behavior, or oper-
ational constraints found in conventional enterprise networks. Therefore, such datasets
should be selected primarily when their deployment context aligns with the intended
security objective.

3.4. Intrusion-Prevention and Deployment-Oriented Datasets

Research on intrusion prevention and deployment-oriented security systems spans
adaptive recognition, cloud and IoT environments, honeypot-assisted architectures, rule-
based monitoring, and programmable data-plane implementations [67-73]. These studies
show that dataset suitability is influenced not only by attack labels but also by deploy-
ment constraints, including traffic visibility, response latency, hardware resources, and
the point at which prevention decisions are executed. A distinct data contribution in this
group is the live enterprise VoIP attack dataset introduced for machine-learning-based
intrusion detection and prevention research [74]. Such operational datasets may provide
stronger contextual relevance than generic benchmarks; however, their scope, accessibility,
documentation, and reproducibility should be assessed carefully before they are used as
general evaluation benchmarks. Existing reviews of IoT IDS/IPS systems are considered
supporting context rather than primary dataset-use evidence [34,75].

3.5. Security-Device Testbeds and Web-Application Security Evidence

Firewall- and web-application-security research commonly relies on device-specific
testbeds, policy configurations, traffic traces, HTTP requests, and attack simulations rather
than on a small set of universally adopted benchmark datasets [76-87]. These studies
address firewall performance, policy consistency, secure reconfiguration, next-generation
firewall operation, application-layer DDoS detection, honeypot-assisted tuning, and threat-
prevention test environments. For dataset-selection purposes, this evidence is useful
primarily for identifying the telemetry that an evaluation environment should expose,
including packet or flow statistics, HTTP request patterns, policy events, attack labels,
and response outcomes. Web-application security additionally requires datasets that
preserve request syntax, payload structure, benign application behavior, and attack context.
Existing WAF research shows the relevance of both signature-based and machine-learning-
supported inspection, while also highlighting the importance of attack diversity, label
reliability, and reproducible evaluation procedures [78,83,84,86-88].

3.6. Proxy, VPN, and Encrypted-Traffic Security Evidence

Proxy and VPN environments create security-analysis challenges because traffic may
be encrypted, mediated, cached, or transformed before it is observed by a monitoring
system. In these settings, dataset suitability depends on the visibility of usable traffic fea-
tures, the availability of attack labels, and the extent to which the collected data represent
realistic deployment conditions. Reverse-proxy security research illustrates the relevance
of request- and transaction-level evidence for detecting web-based threats, whereas VPN
traffic-identification studies demonstrate the importance of flow-level and encrypted-traffic
features [89,90]. Accordingly, datasets intended for proxy or VPN-related security analysis
should document the observation point, encryption assumptions, traffic granularity, repre-
sented applications, and labeling method. Without this information, the results may not
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transfer reliably to enterprise gateways, remote-access infrastructures, or encrypted-traffic
monitoring scenarios.

3.7. Web-Application Security Datasets

Web-application security requires datasets that preserve the structure and semantics of
HTTP requests, user inputs, application responses, and malicious payloads. In contrast to
flow-based network datasets, web-security datasets should capture application-layer attack
characteristics, including SQL injection, cross-site scripting, phishing-related requests, mali-
cious automation, and evasion attempts [91-104]. Studies on machine-learning-supported
web application firewalls show that dataset quality is strongly affected by the diversity of
benign requests, payload obfuscation techniques, attack-label granularity, and the realism
of the underlying web-application environment [92-104]. Therefore, datasets intended
for WAF evaluation should not be selected solely according to classification accuracy.
They should also document request sources, preprocessing procedures, attack-generation
methods, application context, and the availability of reproducible train—test splits.

3.8. Host- and Endpoint-Oriented Security Evidence

Host- and endpoint-oriented security analysis relies on telemetry generated by user
devices, operating systems, endpoint detection and response platforms, and malware-
protection mechanisms. Relevant evidence may include process activity, file and registry
events, authentication records, command execution traces, endpoint alerts, and remedi-
ation outcomes. Studies addressing endpoint-security systems, ransomware pre-attack
detection, persistent threats, device-mediated data theft, attack experiments against end-
point protection, and insider-threat mitigation demonstrate the diversity of such evidence
sources [105-110]. Compared with widely reused network benchmarks, endpoint-oriented
datasets are often more dependent on the monitored operating system, deployed protection
stack, user behavior, and attack scenario. Their suitability should therefore be assessed
according to the available telemetry, label provenance, attack lifecycle coverage, privacy
constraints, and reproducibility of the collection environment. Dataset selection is particu-
larly important when the intended task involves malware detection, ransomware analysis,
insider-threat monitoring, or host-based intrusion detection.

3.9. Data-Loss Prevention and Information-Flow Evidence

Data-loss prevention research relies on evidence related to sensitive-data identification,
information flows, user actions, access policies, and data-transfer events. Datasets and
evaluation environments in this area should capture both legitimate and policy-violating
behavior while preserving sufficient context to distinguish accidental exposure from mali-
cious exfiltration [111-115]. For dataset selection, the main considerations include the type
of protected information, the monitored communication or storage channel, the granularity
of user and system activity, label provenance, and privacy constraints. Because real DLP
data may contain sensitive organizational information, reproducible public datasets are
comparatively limited. Consequently, researchers should report the collection context,
anonymization procedure, class definitions, and policy rules used to generate labels.

3.10. Email, Phishing, and Message-Based Security Evidence

Email and phishing security research relies on message-level evidence, including email
headers, sender and domain attributes, URLs, attachments, body text, thread context, and
user-interaction signals. Studies addressing spam, phishing, spoofing, disposable-email
use, subscription-email bombing, and malicious-email detection indicate that data represen-
tation and label definitions materially influence evaluation outcomes [116-133]. For dataset
selection, researchers should consider whether the data preserve realistic benign communi-
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cation patterns alongside malicious messages, whether labels distinguish spam, phishing,
spoofing, and other email-borne threats, and whether privacy-preserving preprocessing
has altered important contextual information. Dataset documentation should also report
the collection source, language coverage, class distribution, feature-extraction process, and
train—test split strategy. These details are essential because models trained on isolated
message content may not generalize reliably to operational email-security environments.

3.11. Identity and Access Management Security Evidence

Identity and access management research relies on security evidence related to authen-
tication events, authorization decisions, access-control policies, user and device identities,
credential use, and privilege changes. Such evidence may originate from cloud platforms,
enterprise systems, IoT environments, healthcare infrastructures, and decentralized iden-
tity frameworks [134-147]. For dataset selection, the key considerations include whether
identity-related records preserve temporal sequences of access events, the granularity
of authentication and authorization labels, the representation of normal and malicious
behavior, and the privacy constraints associated with personal or biometric information.
Datasets intended for IAM security analysis should also document the access-control model,
monitored assets, identity lifecycle stage, and policy context. These details are necessary to
distinguish anomalous access behavior from legitimate operational variation.

3.12. DDoS Security Datasets and Evaluation Evidence

DDoS-oriented security research covers heterogeneous deployment settings, including
IoT networks, SDN infrastructures, cloud services, 5G environments, vehicular systems,
electric-vehicle charging stations, and critical multi-energy systems [36,37,148-163]. These
settings differ substantially in traffic volume, protocol composition, attack intensity, topol-
ogy, and mitigation requirements. Consequently, a DDoS dataset that is suitable for one
environment may not provide a valid basis for evaluating a model intended for another.
DDoS dataset selection should therefore consider the represented attack families, traffic-
generation process, observation level, feature format, class distribution, and temporal
characteristics of the attack traces. Publicly documented datasets, such as the smart-home
DDoS dataset reported for Fibaro Home Center 3 environments, are particularly valuable
when they provide clear collection procedures, labels, and contextual information [164].
Prior reviews also emphasize the diversity of DDoS detection and mitigation environments,
reinforcing the need for deployment-aware dataset selection rather than the reliance on a
single generic benchmark [35-37].

3.13. Malware and Anti-Malware Evaluation Evidence

Malware and anti-malware evaluation requires evidence that captures malicious be-
havior, evasion techniques, fileless execution, host activity, and the defensive response of
security controls. The relevant studies examine Android malware evasion, fileless mal-
ware behavior, anti-malware effectiveness, malware-analysis approaches, and verification-
oriented protection mechanisms [165-171]. For dataset selection, the main considerations
include whether the data represent static artifacts, dynamic execution traces, behavioral in-
dicators, evasion techniques, and realistic benign activity. Malware-related datasets should
also document the collection source, labeling procedure, malware family or attack category,
execution environment, and potential data leakage between training and test samples.
These requirements are particularly important because overly controlled malware datasets
may not reflect the operational behavior encountered by endpoint-protection systems.
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3.14. System, Host, and Log-Based Security Datasets

System- and host-based security analysis relies on event records generated by op-
erating systems, applications, authentication services, audit mechanisms, and security-
monitoring tools. Relevant evidence may include Windows event logs, Linux system and
audit logs, command histories, process activity, file-access events, application traces, and
multi-source operational logs [172-184]. These datasets support alert detection, anomaly
detection, malware analysis, forensic investigation, and advanced persistent threat moni-
toring. Public resources such as Loghub and the recently reported Linux APT evaluation
datasets are particularly valuable because they provide reusable log collections and docu-
mented security scenarios [183,185]. However, system-log datasets may vary substantially
in log format, event semantics, collection period, label quality, and privacy treatment. For
dataset selection, researchers should assess the monitored operating system, log source,
event granularity, attack lifecycle coverage, labeling approach, anonymization procedure,
and availability of parsing or preprocessing guidance. Secure log-collection mechanisms
and integrity protections may also influence whether a dataset is suitable for forensic or
incident-response research [186].

3.15. Virtualized and Edge-Cloud Security Environments

Virtualized, edge, and cloud-native environments introduce additional constraints
for security-data collection and intrusion-detection evaluation. In these environments,
traffic may traverse virtual switches, containers, network functions, edge nodes, and
software-defined infrastructure components. Consequently, datasets should document
the virtualization layer, deployment topology, monitoring location, resource constraints,
and the relationship between observed events and the underlying workload [187-192].
Security evaluations in such environments should also consider whether the collected data
reflect containerized, virtual-machine-based, or edge-based deployments. Differences in
isolation mechanisms, network visibility, workload mobility, and resource allocation may
affect both attack observability and model transferability. Therefore, datasets obtained from
virtualized environments should be selected only when their infrastructure assumptions
are compatible with the intended deployment scenario.

3.16. Web-Server Log Security Datasets

Web-server security analysis relies on access logs, error logs, request paths, client
identifiers, timestamps, response codes, and server-side event traces. Such evidence can
support the detection of attack-oriented scanning, suspicious request behavior, application-
layer anomalies, and vulnerability-exploitation attempts [193-196]. For dataset selection,
web-server log collections should document the server configuration, logging format, ob-
servation period, benign workload characteristics, attack-generation process, and label
definitions. These details are essential because access logs collected from a controlled
environment may not represent the diversity of normal users, automated clients, web
crawlers, or adversarial behaviors encountered in operational deployments. Dataset usabil-
ity also depends on whether raw logs, parsing guidance, and reproducible train-test splits
are available.

3.17. Database and Transaction-Log Security Evidence

Log-based and transaction-oriented security evidence can support intrusion-detection
and forensic analysis by preserving event sequences, access behavior, system states, audit
records, and recovery-related actions. Unlike packet- or flow-level traffic, these records are
usually tied to a specific operating system, application, database platform, or cloud service.
For dataset selection, such collections should document the platform, logging configuration,
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event granularity, query or event representation, label definitions, and the relationship
between normal and suspicious activity. Because log and transaction records may contain
sensitive organizational or personal information, anonymization and access restrictions can
limit public availability and reproducibility. Therefore, studies using log-based evidence
should clearly report how records were collected, sanitized, labeled, and partitioned for
evaluation [174,177,181-183,197-203].

3.18. NetFlow and Flow-Based Security Datasets

Flow-based security datasets aggregate network communications into records that
describe properties such as source and destination information, protocol, duration, packet
counts, byte volumes, and timing characteristics. These datasets are widely used for traffic
analysis, user identification, brute-force detection, DDoS detection, malware-related traffic
analysis, and large-scale IoT network monitoring [204-215]. The suitability of a flow-based
dataset depends strongly on how flows are generated and exported. Dataset documentation
should therefore report the flow definition, exporter or protocol format, sampling strategy,
aggregation settings, timeout values, monitored topology, feature set, labeling procedure,
and observation period. These details are important because sampling, aggregation, NAT
effects, and deployment choices can substantially alter traffic characteristics and reduce di-
rect comparability across datasets [205,209,216,217]. For intrusion detection and prevention
research, flow-based datasets are particularly useful when packet payloads are unavailable,
encrypted, or impractical to process at scale. However, researchers should verify that the
represented attacks, traffic diversity, and flow-generation assumptions are compatible with
the intended operational environment.

3.19. Cloud and Distributed-System Security Evidence

Cloud and distributed-system security analysis relies on logs generated by virtual
machines, containers, cloud services, orchestration platforms, network functions, and
distributed application components. Relevant evidence may include exception logs, au-
dit records, workflow traces, monitoring events, metrics, and multi-source operational
logs [202,203,218-227]. These data sources support cloud forensics, anomaly detection,
execution-failure diagnosis, workflow reconstruction, and incident investigation. However,
cloud-log datasets may differ substantially in deployment topology, service model, logging
format, tenant isolation, event granularity, and access restrictions. For this reason, datasets
collected from cloud environments should document the cloud platform, monitored com-
ponents, collection period, data-sanitization method, event labels, and relationship between
normal operations and security-relevant incidents. For intrusion detection and preven-
tion research, cloud datasets are most useful when they preserve correlations between
events generated by multiple components and provide sufficient contextual information
to reconstruct attack sequences or abnormal operational behavior. Researchers should
therefore assess the availability of raw records, parsing guidance, labeling procedures, and
reproducible evaluation splits before using cloud logs as benchmark data.

3.20. IoT Log and Edge-Security Evidence

IoT and edge-security datasets may combine network traffic, device telemetry, dis-
tributed logs, protocol events, and context generated by constrained devices. Such ev-
idence is relevant to intrusion detection, attack identification, IoT forensics, adaptive
edge-security policies, and blockchain-assisted IDS configurations [228-233]. Compared
with conventional network datasets, IoT log collections should document the device types,
communication protocols, deployment topology, observation point, data-collection period,
attack-generation process, and labeling method. These details are essential because device
heterogeneity, limited resources, encrypted communication, and distributed data collection
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can substantially affect both attack visibility and model transferability. Accordingly, IoT
and edge-security datasets should be selected only when their operational assumptions
align with the intended deployment environment.

3.21. Study-to-Dataset Evidence Map

Table 1 presents the cleaned study-to-dataset evidence map used in this review. To
improve readability and to support domain-level interpretation, the evidence map is
organized into domain-specific blocks rather than as a single undifferentiated list. These
blocks cover network-based IDS and IoT/IloT datasets, intrusion prevention and perimeter-
security datasets, web and application-security datasets, host-, endpoint-, email-, and
identity-related datasets, DDoS datasets, log and NetFlow datasets, and cloud, edge, and

cyber-physical security datasets.

Table 1. Domain-grouped study-to-dataset evidence map derived from the reviewed publications.

Secun'ty Dataset(s) Representative Study Reference Year Dataset-Related Evidence
Domain Reported
An automated intrusion
detection system in IoT Superior to traditional
. system using . techniques; attack
UNSW-NBIS attention-based deep Swathi et al. [36] 2024 detection in IoT
bidirectional sparse auto environments.
encoder model
BIDS: An efficient
CH, SA-KIA Soul, mtru.swn dgtectlon system . Known: Fuzzy, RPM
SA-Chevrolet for in-vehicle networks A. Rangsikunpum . .
. 2024 Spoofing, Gear Spoofing;
Spark (Car using a two-stage etal. [43] Unknown: DoS
Hacking Dataset) binarised neural network ) )
on low-cost FPGA
oo, AP
CSE-CIC-IDS2018; based intrusion detection S. Hossain et al. FL/SSL; IoT attack
ToN-IoT; 2025 .
) system for 5G-V2X [39] detection.
UNSW-NB15; networks. Ad hoc
NSL-KDD )
networks.
IDS
Machine-learning-
enabled hybrid intrusion Stream-event-message
CSE-CIC-IDS2018;  detection system Wlth host Chen et al. [41] 2024 combined features; binary
NDSec-1 data transformation and .
and multi-class.
an advanced two-stage
classifier
Apollon: a robust defense
CICIDS2017; system against adversarial Comparison with various
CSE-CIC-IDS2018;  machine-learning attacks Paya et al. [46] 2024 pML classifiers
CIC-DD0S2019 in intrusion detection ’
systems
CICIDS2017; In’iﬁli)e;:clf lont aﬁig’ﬁiﬁon DL Management +
! e Serrano et al. [48] 2025 Technical Cluster; attack
BoT-10T-2018 detection system for detection
CyberSecurity in the IoT )
Deep-learning-enabled
intrusion detection system  Nandanwar et al. .
Edge-IloTset for industrial IOT [49] 2024 Conv1D + GRU; for IIoT.
environment
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Table 1. Cont.

Securl.ty Dataset(s) Representative Study Reference Year Dataset-Related Evidence
Domain Reported
A feature selection based
; on genetic algorithm for Y. Fang, Y. Yao, X. GA-based feature
SWaT; WADI intrusion detection of Lin et al. [51] 2024 selection; ICS.
industrial control systems
Fed-Evolver: An
CIC-ToN-IoT; NF- automated evolving
CSE-CIC-IDS2018; approach for federated FL + AAE; stable
NF-UNSW-NB15;  intrusion detection system Duy et al. [53] 2024 performance with few
InSDN; using adversarial labels.
InSecLab-IDS2021 autoencoder in
SDN-enabled networks
A convolutional
autoencoder architecture Embedded environment;
Edge-TloTset for robust network Borgioli et al. [55] 2022 single-class training;
intrusion detection in poisoning resistance.
DS embedded systems.
Advancing IoT security: A
novel intrusion detection
: . system for evolving Real-time packet-based
Edligoelili)ol:ﬁet, threats in Industry 4.0 Mathina et al. [56] 2025 detection; poisoning
using optimized resistance.
convolutional sparse Ficks
law graph point trans-Net.
Metaverse-IDS:
Deep-learning-based .
BoT-IoT; ToN-IoT  intrusion detection system Gaber et al. [32] 2023 Metaverse-IoT traffic;
12 attack classes.
for Metaverse-IoT
networks
SYN-GAN: A robust
UNSW-NB15; intrusion detection system GAN-based training with
NSL-KDD; using GAN-based Rahman et al. [64] 2024 synthetic data; low
BoT-IoT synthetic data for IoT latency.
security
AIRP: A system-based
NSL-KDD; selection of adaptive Algahtani et al. 2021 P;r?cslolifi?g'ss(eizcrt{igiiL
UNSW-NB15 intrusion recognition and [234] -
. detection.
prevention
IPS PS-IPS: Deploying
intrusion prevention ML-based IPS on
Aposemat IoT-23 system with machine Lee et al. [76] 2024 programmable switches;
learning on benign/malicious traffic.
programmable switch.
OWASP 2022; Dyna%mlc web app!lcatlon . XSS, SQLI, intelligence
GetSimple CMS; firewall detection Mariusz Sepczuk . .
L . 2023 gathering; ModSecurity +
Piwigo; supported by cyber mimic [79] OWASP CRS 3.3.2
OpenCATS defense approach. T
Firewall e
to ﬁ]r:f;z;aélm d Optimizing distributed Daniele Brinehenti University, data center,
IP . g listi firewall reconfiguration Fulvio Val & s 1]’ 2022 GEANT?2, Internet2;
policies; realistic transiente. ulvio Valenza FATO/MaxSMT.

scenarios
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Table 1. Cont.

Securl.ty Dataset(s) Representative Study Reference Year Dataset-Related Evidence
Domain Reported
Toward a modern secure
Traffic eencrated network based on Oussama Architectural resilience;
C & next-generation firewalls: =~ Lamdakkara et al. 2024 detection/blocking
with fit.py .
recommendations and [82] reports.
best practices.
HTTP-request-pattern-
SDSC; based signatures for early Amit Praseed, P. A1-A7 application laver
CLARKNET; own application layer DDoS Santhi Thilagam 2022 DDoS: gfm En /PT/Z
attack traces detection: A firewall [84] ’ p ’
agnostic approach.
DDoS attack detection
Wireshark mo‘del usmg Manthan Patel ML-based DDoS detection
machine-learning 2024 .
] captured packets . . etal. [85] with header features.
Firewall algorithm in next
generation firewall.
Lorenzo Ceragioli, . .
Real FW Can my firewall system Pierpaolo Degano, TFCL; 1ptabl§s/1pfw/pf
configurations; - : . 2022 expressiveness
. - enforce this policy? Letterio Galletta .
synthetic policies [86] comparison.
Ransomware H-DOCTOR: Honeypot
based firewall tuning for M.R. Amal, P. Ransomware behavior;
dataset; honeynet . 2023 .
attack prevention. Venkadesh [87] tuning and accuracy.
outputs .
Measurement: sensors.
A suggested testbed to
. evaluate multicast N 0-10 Gbps multicast;
Se.lf—multlcast network and threat Goksel Ugtu et al. 2021 ZAPROXY; custom
traffic and attacks . [88] .
prevention performance of malware/exploits.
next-generation firewalls.
AAE-DSVDD: A one-class 7 tretiilftflic;nf;es;rNysted
VPN ISCXVPN classification model for Sicai Lv et al. [235] 2023 . !
.. e sequential features
VPN traffic identification. .
derived from 23 features.
Web application firewall
based on anomaly Sezer Toprak, Ali Normally labeled data is
WAF HTTP CSIC 2010 detection using deep Gokhan Yavuz [10] 2022 used in training/testing.
learning
Malware Images: Digital forensics as
Endpoint Visualization and advanced ransomware 25 ransom family clusters;
po . pre-attack detection Jian Du et al. [107] 2022 y ’
Protection Automatic . . 56 columns, 65,535 rows.
e L. algorithm for endpoint
Classification .
data protection.
A novel and secured email
Enron classification and emotion A. Poobalan et al. 2024 Six datasets from Enron;
detection using hybrid [124] spam/raw classification.
. deep neural network.
Email
Filtering SpamText; Ema.ll spam dete.ctlon Same- and cross-dataset
LingSpam; using hierarchical Sultan Zavrak et al. . .
. . . 2023 experiments; spam
SpamAssassin; attention hybrid [125] detection
ENTR; GS deep-learning method. '
Privacy-preserving
cancelable
IAM IITDv1; MMUv1 multi-biometrics for Zhou et al. [145] 2025 NIR 320 x 240;

identity information
management.

224 subjects, 2240 images.
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Table 1. Cont.

Securl.ty Dataset(s) Representative Study Reference Year Dataset-Related Evidence
Domain Reported
DDoS detection in electric
vehicle charging stations:
CICEV2023 A deep-learning Anlietal. [152] 2004 Normal/attack dataat BV
. . charging stations.
perspective via
CICEV2023 dataset.
Machine-learning-based Trainine splits
DDoS CIC-DDo0S2019; detection of DDoS attacks H.A. Sakr et al. o og p o
. 2024 80%/60% /40%;
KDD-CUP on IoT devices in [155]
. Acc/Prec/Rec/F1.
multi-energy systems.
DDoS attack detection and
InSDN; Kaggle mitigation using deep Detection/mitigation with
DDoS neural network in SDN Hnamte et al. [157] 2024 DNN on SDN.
environment.
AutoLc.)g: Anomaly . 215 transaction logs
detection by deep Marta Catillo et al. e
BG/L; Hadoop autoencoding of system [174] 2022 containing
o gs Y hardware/software errors.
Windows &
Windows Audit M alware de.t ection on Markus Ring et al. Normal and malicious
L windows audit logs using [177] 2021 tivities: public dataset
0gs LSTMs. ac es; public dataset.
. Linux logs collected
successful CI/CD Anqm aly detection for Rongjun Ma [181] 2020 during CI/CD; training
Deployment Logs Linux system log
successful deployments.
. . Deep l?ammg .for anomaly Minttu Susanna 73 log files; truncated to
Linux- Linux System Logs  detection in Linux system g 2019 .
Mikinen [182] 10k lines; 3145 key types.
Apache log
Anomaly detection in .
Various Operating operating system logs Hudan Studiawan Logs from multiple OSes
. . 2020 (Casper, Hadoop, Spark,
System Logs with deep-learning-based etal. [183] .
. . Windows, etc.).
sentiment analysis
Intrusion detection system
for large-scale IoT )
BoT-IoT; ToN-IoT; NetFlow networks using S. Fraihat et al. 2023 NI;::& t-::};-gi Naectlfict)w
CSE-CIC-IDS2018 machine learning with [213] fam p
NetFlow modified arithmetic captures.
optimization algorithm.
Analysis of the impact of . .
UPC-I sampling on NetFlow V. Carela-Espafiol 2011 Effect of .szflmp.hng on
. e L etal. [210] classification.
traffic classification.
An approach to cloud Pinjia He, Jieming .
EXj; Ci; COR(Ri);  execution failure diagnosis Zhu, Shilin He, E.xceptlon. logs and. node
. . . . A 2018 information associated
D(Ri) based on exception logs in  Jian Li, Michael R. .
OpenStack Lyu [202] with request IDs.
Cloud P y
Cloud forensics: Evidence N. Dalezios, S. 73-sample relational
logfiles collection and preliminary Shiaeles, N. 2020 dataset analyzed with
analysis Kolokotronis [203] furthest-first clustering.
Sandpiper optimization
with hybrid deep-learning .. For Industry 4.0/10T /IloT;
IoT ToN-IoT; model for Alkhonaini et al. 2024 OS telemetry + network
CICIDS2017 blockchain-assisted [236] y

intrusion detection in IoT
environment

traffic.
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Table 1 should be interpreted as a domain-grouped publication-level evidence map
rather than as a direct count of unique datasets. A single dataset may be reported in
multiple studies, while one publication may use more than one dataset. Therefore, the
evidence map distinguishes publication-level dataset use from a unique dataset identity
and provides the basis for the adoption-frequency, temporal, and domain-level analyses
presented in the following section. The domain-grouped structure is intended to improve
readability and to avoid treating datasets from substantially different operational settings
as directly interchangeable.

Table 2 shows that widely reused network and IoT datasets generally provide a
stronger documentation of the collection environment, attack coverage, feature representa-
tion, and public availability. However, several dataset families still require caution because
of outdated traffic profiles, class imbalance, domain-specific collection assumptions, lim-
ited transferability, or incomplete reproducibility information. This assessment supports
the later dataset-selection framework by linking dataset choice to documentation quality,

operational context, and intended analytical use.

Table 2. Dataset documentation and usability assessment for representative corpus families.

Dataset/ Main Environment/ Attack Features/Class Availability and Main Usability
. Coverage and A .
Corpus Domain Source . Balance Reproducibility Caution
Labeling
Partially
Reported; Reported; reported; Reported: widel Outdated traffic
NSL-KDD Network IDS  benchmark labeled attack known class- epp e ey and limited
. . . available .
network traffic  categories distribution realism
limitations
Reported; ' . Control.led
synthetic and Reported; Reported; Reported; publicly generation
UNSW-NB15  Network IDS 4 multiple attack  feature set . ’ assumptions
real network . available
. families documented should be
traffic .
considered
Reported; . Reported; flow .
enterprise-like Reported; features Reported; publicly Preprocessing
CICIDS2017 Network IDS multiple attack  available, . ’ choices affect
network . . available e
. scenarios imbalance comparability
environment
present
Reported; Large-scale
CSE-CIC- Network large-scale Repqrted ; R.eported ; Reported; publicly preprocessing
IDS2018 IDS/host- network and multiple attack  high-volume available and class
network host-related categories feature data v imbalance
setting require caution
Reported; ) . Mainly suitable
CIC- DDoS DDoS-focused g%)g t;tctlé\ck Eggﬁg:;i’ q Reported; publicly  for
DDo0S2019 traffic e available DDoS-specific
. families features :
generation evaluation
Reported; Extreme
Reported; IoT ’ Reported; ) . imbalance may
BoT-IoT IoT/IloT testbed botnet and IoT strong class Repprted, publicly inflate
. attack . available .
environment catesories imbalance performance if
& not handled
Reported: Cross-source
P ’ Reported; Reported; . integration and
network, . Reported; publicly .
ToN-IoT IoT/IloT heterogeneous multimodal . preprocessing
telemetry, and available
attack classes features should be
OS data
documented
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Dataset/ Main Environment/ Attack Features/Class Availability and Main Usability
. Coverage and AP .
Corpus Domain Source . Balance Reproducibility Caution
Labeling
Environment-
Reported; edge iilpl?irtfj , feil:t)::;;ed’ Reported; publicl specific
Edge-lloTset  IloT/edge and IloT p . P P y assumptions
. IoT/IIoT representation  available .
environment limit
attacks documented generalization
Industrial Reported; Reported; Reported; Partially reported; ~ ICS-specific
water- access and use process
SWaT control process- sensor and o T
treatment . conditions may behavior limits
systems testbed oriented attacks  actuator data vary transferability
. Domain-
Industrial Reported; Reported; Reported; Partially reported; specific process
water- . access and use .
WADI control L physical- sensor and o dynamics
distribution conditions may
systems testbed process attacks  process data vary should be
considered
Reported;
software- Reported; Reported; Reported: publicl is'éi]n:()l:ioc}r(:sgy
InSDN SDN security  defined SDN-related flow-level P P y P
available affect
network attacks features transferabili
environment ty
Device-specific
i Reported; Reported; . . behavior may
N-BaloT IoT botnet Repp rted; I(.)T botnet attack device-level Reported, publicly not generalize
device traffic . available
behavior feature sets to all IoT
systems
) Partially Older web-
HTTP CSIC Reported; ﬁﬁfﬁf jﬁd reported; Reported; publicly ~ 2PPlication
Web/WAF HTTP request request-level P P Y behavior and
2010 anomalous web available
dataset requests features depend payloads may
4 on preprocessing limit realism
Partially
reported; More suitable
Reported; VPN focused on Reported; . . for VPN traffic
ISCXVPN VPN/encrypted and non-VPN traffic flow-level Repprted, publicly classification
traffic . . e available . .
traffic identification features than intrusion
rather than detection
attacks
Reported: Partially Partially Not all
Log-based porteds reported; labels  reported; Reported; publicly  included logs
Loghub . multi-system : .
analysis 1 ) vary by log heterogeneous  available are security-
og collections -
source log formats specific
Operating-
Reported; Reported; ) system and
. ] . Reported; ) . .
Windows . Windows benign and Reported; publicly  scenario
. Host security . . event-sequence .
Audit Logs event/audit malicious features available dependence
records activity labels should be
considered
Reported; Reported: Reported; Highly relevant
DDoS/EV electric-vehicle p ’ deep-learning- Reported; publicly  to EV charging
CICEV2023 . . normal and . .
charging charging attack traffic oriented available but not general
context evaluation data network IDS
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Table 2. Cont.

Dataset/ Main Environment/ Attack Features/Class Availability and Main Usability
. Coverage and AP .
Corpus Domain Source . Balance Reproducibility Caution
Labeling
Large-scale
Reported; Reported; Reported; Reported: publicl :231 handling
CICIoT2023 IoT security large-scale [oT ~ multiple IoT large-scale P P Y .
. . available preprocessing
environment attack scenarios  feature data
must be
documented
Reported; Robotics/CPS-
ROS2-based Reported; Reported; Reported: publicl specific
ROSPaCe CPS/IoT cyber-physical ~ intrusion multi-layer vpﬂ bl P y assumptions
and IoT scenarios CPS/IoT data avatiable limit direct
environment transfer
4. Dataset Adoption Trends
This section analyzes dataset adoption using the study-to-dataset evidence map pre-
sented in Table 1. The analysis distinguishes three concepts: the number of reviewed
publications, the number of unique datasets, and the frequency with which individual
datasets were reported across the reviewed studies. This distinction is necessary because
repeated use of a dataset does not represent the introduction of a new dataset.
4.1. Dataset Adoption Frequency
Dataset adoption frequency was calculated as the number of retained publication
records in Table 1 that reported a given dataset. A publication using multiple datasets
contributed one count to each reported dataset, whereas repeated mentions of the same
dataset within a single publication were counted once. Context-only reviews, retracted
publications, and records lacking verifiable dataset information were not considered pri-
mary dataset-use evidence. The resulting frequencies should be interpreted as adoption
counts within the reviewed corpus rather than as global measures of dataset use across all
cybersecurity literature. Dataset name variants or shorthand forms referring to the same
official corpus were standardized and merged. Derived or flow-based versions were con-
sidered separately only when they represented distinct data representations, preprocessing
pipelines, or collection processes. Table 3 reports the most frequently adopted datasets in
the primary study-to-dataset evidence map.
Table 3. Dataset adoption frequency in the primary study-to-dataset evidence map.
Dataset Number of Included Studies Main Security Settings
BoT-IoT 5 IoT /IIoT, network IDS
ToN-IoT 5 IoT /IIoT, network IDS
UNSW-NB15 5 Network IDS, IPS, flow-based IDS
CSE-CIC-IDS2018 /CICIDS2018 4 Network IDS, host-network analysis
NSL-KDD 3 Network IDS, IPS
CICIDS2017 3 Network IDS, IoT-related IDS
Edge-lloTset 3 ITIoT, embedded-device IDS
CIC-DDo0S2019 2 Network IDS, DDoS detection
InSDN 2 SDN-based DDoS and federated IDS

To address the temporal component of RQ3, the publication-level dataset-use records
were also grouped by publication year and security domain. Table 4 reports the year-
by-year distribution of the primary dataset-use records included in the evidence map.
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The table should be interpreted as a temporal distribution within the reviewed corpus
rather than as a complete estimate of all cybersecurity dataset publications in each year.
One pre-2018 foundational NetFlow reference retained for methodological context is not
included in the annual totals.

Table 4. Temporal distribution of primary dataset-use records by security domain, 2018-2025.

Network IPS/Firewall/ Host/Endpoint/ Log/NetFlow/

Year IDS/IoT-IlocT ~ WAF/VPN DDoS Email/IAI:M Clg(fud/Edge Total Records
2018 0 0 0 0 1 1
2019 0 0 0 0 1 1
2020 0 0 0 0 3 3
2021 0 2 0 1 0 3
2022 1 4 0 1 1 7
2023 1 3 0 1 1 6
2024 8 3 3 1 1 16
2025 3 0 0 1 0 4
Total 13 12 3 5 8 41

The temporal distribution shows that the reviewed evidence shifted from log-, cloud-,
and system-oriented studies in the earlier part of the review period toward IoT/IloT,
DDoS, edge, and domain-specific intrusion-detection datasets in more recent years. The
strongest concentration appears in 2024, where the evidence map includes a larger number
of IoT/IloT, network IDS, DDoS, and deployment-oriented studies. This supports the
interpretation that dataset adoption has broadened beyond conventional network IDS
benchmarks toward specialized and operationally contextualized security datasets.

4.2. Dataset Adoption by Security Domain

Dataset adoption varies across security domains because different environments
require different types of telemetry, attack coverage, and labeling detail. Network-based
IDS studies predominantly reuse established benchmark datasets, whereas IoT/IloT and
DDoS research increasingly relies on domain-specific datasets. In contrast, firewall, proxy,
VPN, WAF, endpoint, email, IAM, and cloud-security studies often use scenario-specific
traces, operational logs, or custom testbeds rather than a common benchmark corpus. The
domain-level analysis should therefore be interpreted as an overview of dataset suitability
and reported adoption patterns, rather than as a universal ranking of dataset quality.
Table 5 summarizes the main dataset types and evidence sources associated with each
security domain.

Table 5. Dataset characteristics and selection considerations by security domain.

. . Representative Dataset or Evidence Key Dataset-Selection
Security Domain . -
Sources Considerations
NSL-KDD; UNSW-NB15; Attack taxonomy, traffic realism,
Network-Based IDS CICIDS2017; CICIDS2018; feature representation, class balance,
CSE-CIC-IDS2018 temporal relevance
NSL-KDD; UNSW-NBL15; operational  Response latency, prevention point,
Intrusion Prevention Systems prevention traces; traffic visibility, attack labels,
programmable-switch testbeds deployment constraints
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Table 5. Cont.

Security Domain

Representative Dataset or Evidence
Sources

Key Dataset-Selection
Considerations

IoT/IloT/Cyber-Physical Security

BoT-1oT; ToN-IoT; Edge-IloTset;
SWaT; WADI; N-BaloT

Device diversity, protocol coverage,
operational context,
attack-generation process, telemetry
availability

CIC-DD0S52019; CICIDS2017;

Attack intensity, traffic volume,

DDoS Detection CICEV2023; smart-home and SDN topology, class distribution,
traces observation level
CSIC 2010; HTTP request traces; Request semantics, benign traffic
Web and WAF Security web-application logs; attack payload  diversity, payload realism, label
collections granularity, reproducibility
Reverse-proxy traces; Encryption assumptions, observation
Proxy and VPN Security encrypted-traffic flows; ISCXVPN; point, flow features, application

VPN traffic records

diversity, labeling procedure

Host and Endpoint Security

Windows event logs; Linux audit
logs; malware traces; endpoint
telemetry

Event granularity, operating-system
context, privacy treatment, attack
lifecycle coverage

Email, DLP, and IAM Security

Email headers and message corpora;
information-flow records;
authentication and access logs

Sensitive-data protection, privacy
constraints, label provenance,
normal-behavior diversity

Cloud and Distributed Systems

Cloud audit logs; workflow traces;
orchestration logs; multi-source
operational records

Service model, topology, tenant
isolation, event correlation, access
restrictions

NetFlow and Flow-Based Analysis

NetFlow /IPFIX records; flow traces;
aggregated traffic datasets

Flow definition, sampling settings,
aggregation policy, timeout values,
topology, feature availability

4.3. Dataset Characteristics and Methodological Suitability

Dataset characteristics influence the types of analytical methods for which a dataset is
practically suitable. Structured benchmark datasets with established feature sets and clearly
defined classes are frequently used to evaluate conventional machine-learning pipelines,
including feature selection, classification, and baseline comparison. In contrast, datasets
containing high-volume traffic, temporal dependencies, heterogeneous IoT telemetry, or
complex attack patterns may be more suitable for deep-learning and distributed-learning
experiments. This relationship should not be interpreted as a direct comparison of model
superiority. Reported performance values are affected by preprocessing, feature engi-
neering, train—test splits, class definitions, and evaluation metrics. Accordingly, Table 6
summarizes the methodological settings for which representative datasets are commonly
suitable, rather than ranking machine-learning methods according to the reported accuracy.

Table 6. Representative dataset characteristics and methodological suitability.

Analytical Setting

Suitable Dataset

Characteristics Main Caution

Representative Examples

Conventional Machine
Learning

Structured tabular or
flow-based features; clearly
defined classes;
manageable dataset size

Results depend on
preprocessing, feature
selection, and class
definitions

NSL-KDD; UNSW-NB15;
CICIDS2017
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Table 6. Cont.

Suitable Dataset

Characteristics Representative Examples Main Caution

Analytical Setting

High-volume traffic;

temporal dependencies; BoT-IoT; ToN-IoT; High accuracy may not

Deep Learning heterogeneous features; CICIDS2018; Edge-lloTset transfer to Lnseeh attacks
or other environments
complex attack patterns
Partitionable data; multiple Partition strategy, non-IID
Federated and Distributed sources or nodes; InSDN; CIC-ToN-IoT; data, and communication
Learning decentralized or NF-UNSW-NB15 assumptions must be
SDN-related settings reported
. . s Log semantics,
Host and Log-Based . Event sequences; . WlI’ldOV\{S event logs; Linux anonymization, and label
; timestamps; process, audit, audit logs; Loghub . o
Analysis " . quality may limit
or authentication records collections

comparability

5. Discussion
5.1. Interpretation of Dataset Adoption Patterns

The evidence map indicates that dataset adoption is concentrated around a limited
number of established benchmarks, while the range of domain-specific datasets has broad-
ened in recent studies. Established datasets continue to be reused because they provide
familiar feature structures, accessible benchmark settings, and a basis for comparison
with previous work. At the same time, the increasing presence of IoT/IloT, DDoS, cloud,
web-application, and host-oriented datasets reflects a shift toward deployment-specific
evaluation settings. This pattern should not be interpreted as evidence that frequently
reused datasets are universally more appropriate or more realistic. Adoption frequency
may also reflect public availability, ease of preprocessing, legacy comparability, and the
existence of established experimental pipelines. Therefore, Tables 2, 3 and 5 should be
interpreted as indicators of documentation quality, reported use, and domain fit rather than
as rankings of dataset quality or model performance.

5.2. Cross-Domain Dataset Limitations

Across the reviewed security domains, several limitations recur despite differences in
the data source and deployment context. Many datasets are collected in controlled testbeds
and may not fully reflect the variability, background noise, user behavior, and operational
constraints of real environments. Other recurring issues include the limited attack diver-
sity, outdated traffic profiles, class imbalance, incomplete labeling procedures, restricted
protocol coverage, and insufficient documentation of collection and preprocessing steps.
These limitations affect the external validity of the reported results. A model evaluated on
a well-labeled benchmark may achieve strong performance while remaining poorly suited
to unseen attacks, changing traffic conditions, encrypted communications, or different
organizational environments. This concern is particularly important when the results are
transferred across domains, such as from enterprise networks to IoT deployments, from
flow-based data to host logs, or from synthetic web requests to operational application
traffic. The availability of public datasets also creates a trade-off between accessibility
and realism. Public benchmarks support a reproducible evaluation, whereas operational
datasets may offer stronger contextual relevance but are often constrained by privacy, con-
fidentiality, licensing, and limited documentation. Consequently, dataset selection should
consider both scientific reproducibility and operational relevance.
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5.3. Implications for Dataset Selection

Dataset selection should begin with the intended security objective rather than with
the popularity of a benchmark. Researchers should first define the target environment, such
as an enterprise network, IoT deployment, cloud platform, web application, endpoint, or
encrypted-traffic setting. They should then select datasets whose data source, observation
point, attack types, feature representation, and operational assumptions are compatible
with that environment. A practical selection process should also assess the label quality,
class distribution, temporal relevance, documentation quality, public availability, licensing
conditions, and reproducibility support. When possible, the evaluation should include
more than one dataset or complementary data source to reduce the risk that the conclusions
depend on the characteristics of a single benchmark. For example, a model intended
for IoT DDoS detection should be evaluated using data that reflect IoT protocols, device
behavior, and realistic attack intensity, rather than relying only on a conventional enterprise-
network benchmark. Similarly, host-based detection models require event-level telemetry
and attack-lifecycle information that cannot be inferred reliably from flow-based datasets
alone. The dataset-selection framework proposed in this study is intended to support these
environment-aware decisions.

Based on the cross-domain evidence, the proposed dataset-selection framework con-
sists of five sequential decisions: (i) defining the security objective and target deployment
environment; (ii) specifying the required telemetry, attack coverage, and analytical task; (iii)
assessing dataset realism, labeling quality, class balance, documentation, availability, and
reproducibility; (iv) selecting one or complementary datasets whose collection assumptions
match the intended environment; and (v) reporting the preprocessing, data splits, and
evaluation procedures so that the findings can be interpreted in their operational context.
This framework is intended as a practical decision guide rather than a universal scoring or
ranking mechanism.

5.4. llustrative Application of the Dataset-Selection Framework

To demonstrate how the proposed dataset-selection framework can be operationalized,
this subsection applies it to an illustrative IoT/IloT intrusion-detection scenario. The target
use case is the evaluation of a model intended for Industry 4.0 environments in which
both network traffic and device- or process-level telemetry may be relevant. In the first
step, the operational setting is defined as IoT/IloT rather than as a generic enterprise
network. This immediately narrows the candidate datasets to those that reflect embedded,
device-level, industrial, or cyber-physical assumptions. In the second step, candidate
datasets are compared according to the data representation and telemetry source. For
example, BoT-IoT provides botnet-oriented IoT traffic, ToON-IoT includes heterogeneous
network, operating-system, and telemetry sources, Edge-IloTset is more closely aligned
with edge and embedded IloT environments, CICIoT2023 provides recent large-scale IoT
attack evidence, and ROSPaCe is more suitable when ROS2-based cyber-physical or robotic
assumptions are central to the evaluation. Therefore, the framework does not select a
dataset only because it is frequently used; it links dataset choice to the intended operational
context. In the third step, the attack coverage and labeling are checked against the intended
threat model. If the evaluation focuses on botnet, denial-of-service, reconnaissance, or
IoT-oriented attack behavior, BoT-IoT, ToN-IoT, Edge-IloTset, and CICIoT2023 may be
more appropriate than older general-purpose benchmarks. If the evaluation requires
cyber-physical or robotics-specific behavior, ROSPaCe or industrial-control datasets such
as SWaT and WADI may provide better contextual alignment. However, these datasets
should not be treated as directly interchangeable because their collection environments,
feature representations, and attack assumptions differ substantially. In the fourth step,
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documentation and reproducibility are assessed using the checklist reported in Table 2.
Candidate datasets are examined in terms of availability, labeling information, feature
representation, class balance, preprocessing requirements, and reproducibility support. A
dataset with strong adoption frequency but weak documentation or unclear preprocessing
assumptions may be less suitable than a more specialized dataset that better matches the
operational environment. In the final step, the selected dataset or dataset combination
is aligned with the evaluation protocol. For an IoT/IloT intrusion-detection study, a
defensible selection could combine a general IoT benchmark such as BoT-IoT or ToN-IoT
with a more recent or context-specific corpus such as Edge-lloTset, CICIoT2023, or ROSPaCe.
This combination would allow the study to test both the benchmark comparability and
operational relevance. The example shows that the proposed framework functions as a
decision-support process for matching datasets to security objectives, rather than as a fixed
ranking of datasets.

5.5. Limitations of This Review

This review has several limitations. First, the included evidence is limited to pub-
licly documented studies and datasets identified within the defined review scope and
publication period. Relevant datasets or technical documentation that were not publicly
accessible, insufficiently described, or difficult to identify may not have been captured.
Second, the reviewed studies differ substantially in their experimental protocols, prepro-
cessing methods, feature representations, class definitions, train—test splits, and evaluation
metrics. For this reason, the review does not perform a meta-analysis or directly rank
detection models according to the reported accuracy values. Instead, it focuses on the
dataset characteristics, reported adoption patterns, and practical suitability for different
security settings. Finally, dataset availability, licensing conditions, documentation quality,
and public access may change over time. The findings should therefore be interpreted as a
structured snapshot of the reviewed evidence rather than as a permanent or exhaustive
catalogue of all cybersecurity datasets.

6. Conclusions

This structured review examined security datasets reported in intrusion detection
and prevention research published between 2018 and 2025. The analysis showed that
established benchmarks remain widely adopted, while datasets designed for IoT/IIoT,
DDoS, cloud, web-application, host, and other specialized environments have expanded the
available evaluation landscape. The findings confirm that dataset selection should not rely
solely on popularity or reported classification accuracy. Dataset suitability depends on the
alignment between the target security environment and the dataset’s operational context,
traffic source, attack coverage, labeling quality, feature representation, class distribution,
documentation, availability, and reproducibility. The study contributes a cross-domain
dataset taxonomy, a study-to-dataset evidence map, and a dataset-selection perspective
for intrusion detection and prevention research. These contributions are intended to help
researchers select more appropriate evaluation data and interpret experimental results
with greater attention to operational relevance and external validity. Future work should
prioritize realistic, well-documented, and continuously updated datasets that capture
evolving attacks and heterogeneous security environments. Public datasets that combine
network traffic, host telemetry, application-layer evidence, cloud logs, and lIoT data would
be particularly valuable for evaluating next-generation security systems.
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