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Abstract

Large Language Model (LLM)-based agents automate complex tasks by integrating ex-
ternal tools such as web browsers, e-mail clients, file readers, and APIs, but this same
integration exposes them to indirect prompt injection (IPI) attacks, in which malicious
instructions hidden in tool content hijack the agent. A central but often overlooked ques-
tion is how defending against such attacks affects the LLM and its own task performance
and computational efficiency. In this study, we design a comprehensive testbed and a
layered defense, Spotlight-Guard, that combines spotlighting-based input isolation, an
LLM detection-and-quarantine pipeline, and instruction integrity based on a Hash-based
Message Authentication Code (HMAC) into a single framework, and we evaluate it jointly
along two axes: security and LLM performance. Experiments on locally hosted 7B-class
open-weight models (Qwen-2.5-7B, Mistral-7B, and DeepSeek-Coder) use Attack Success
Rate (ASR) for security and benign-task success rate together with confusion-matrix-based
metrics (precision, recall, and F1) for task performance, all with bootstrap 95% confidence
intervals. Across a stratified, fixed-seed benchmark of 250 adversarial and 250 benign cases
per configuration, the full system reduces the ASR from 36.0% to 17.2% while preserving a
97.2% benign-task success rate and raising the detection F1 from 0.749 to 0.892, demonstrat-
ing that strong protection need not degrade the model’s task performance. A component
ablation isolates each layer’s contribution, an adaptive-attack evaluation confirms a low
ASR (6.7%) under attacks crafted to target the pipeline, and an analysis of computational
cost (model invocations per request) quantifies the efficiency overhead, characterizing the
security—performance trade-off of layered defenses on open-weight LLMs.

Keywords: indirect prompt injection; LLM agents; LLM security; defense-in-depth; security—
performance trade-off; LLM performance evaluation; open-weight language models

1. Introduction

LLMs are increasingly being integrated into modern software applications, including
chatbots, code assistants, decision support systems, and many more. Nevertheless, the
growing deployment of LLMs also introduces a new class of serious security threats, and
most notably, prompt injection attacks, where malicious input can override or subvert the
system’s original instructions [1,2]; comprehensive journal surveys of LLM security and
privacy likewise place prompt injection among the most consequential of these threats [3,4].
The Open Worldwide Application Security Project (OWASP) ranks this threat as one of
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the top security risks in LLM-based applications because the root of this vulnerability
is inherent in the design of LLMs [1]. LLMs process both trusted system prompts and
untrusted user inputs or external content in the same context, and there is no strong built-in
mechanism to distinguish between instructions and data; as a result, the LLM can be
deceived to treat malicious content as instructions from authorities, and the attacker can
inject new behaviors or override the existing policies [2,5].

1.1. Problem Definition and Motivation

Prompt injection attacks can be grouped into two categories in the literature: (i) direct
prompt injection (DPI), where the attacker directly sends to the model a malicious and
manipulative instruction, and (ii) indirect prompt injection (IPI), where the attacker hides
the malicious instruction in external data sources (web pages, emails, Retrieval-Augmented
Generation (RAG) systems, Application Programming Interface (API) responses) ingested
by the model [1,6,7]. When LLMs are combined with external tools and RAG systems, the
attack surface is amplified, and a chained risk scenario is created, because in the context of
agent-based architectures, poisoned external data sources can trick the model into taking
unauthorized actions, posing severe security concerns (data/prompt leakage and full
system manipulation). In these indirect attacks, the model convinces the user/system
to execute the attacker’s instructions under the user’s own privileges, often without the
user’s awareness [5,8], and a concrete example is the manipulation of RAG pipelines in
platforms such as Slack Al, which was shown to enable sensitive data exfiltration [2,9].
Traditional security measures are not effective against such threats because static input
sanitization and simple content filters are not applicable, and even a single guard prompt
is not effective since the linguistic richness of LLMs, as well as the adaptive and evolving
nature of attacks, make it extremely difficult to design simple rules that reliably detect
and/or block malicious instructions [1,5,10]. In fact, the intrinsic properties of LLMs create
structural barriers to the design of effective validation and filtering mechanisms [11], and
moreover, recent studies also suggest that merely scaling the models does not eliminate the
risks of prompt injection [12]. Consequently, in enterprise settings where reliability and
safety are critical, a defense-in-depth strategy is necessary, in which security controls are not
concentrated in one component but rather distributed across multiple independent layers
that reinforce and coordinate with each other [1,13-15]. Therefore, the primary goal of this
study is to fill this gap in the literature by proposing a dedicated security requirement and
the corresponding architecture. The proposed architecture seeks to provide LLM-based
systems with both structural and adaptive resilience against prompt injection attacks, and
to improve their robustness in real-world deployments.

1.2. Main Contributions

The paper aims to fill both methodological and architectural gaps in the current
literature on defenses against prompt injection attacks. The main contributions and novel
aspects of this work, made possible by the proposed defense architecture, are as follows:

*  We propose a fully local, training-free, and model-agnostic layered defense that in-
tegrates spotlighting-based isolation of untrusted tool content, an LLM detection-
and-quarantine pipeline, and a Hash-based Message Authentication Code (HMAC)
integrity layer into a single defense-in-depth pipeline running on commodity 7B-
class open-weight models, without fine-tuning the backbone or requiring a custom
execution environment.

*  Tomitigate the statistical uncertainty that often arises in standard evaluation scenarios,
the paper proposes a comprehensive evaluation framework that includes an automatic
judge module, confusion matrix-based metrics, and bootstrap confidence intervals,
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and the proposed evaluation protocol aims to increase the scientific rigor, reliability,
and reproducibility of the reported results.

¢  This paper proposes a layered defense mechanism whose primary security driver
is a spotlighting-based isolation of untrusted tool content combined with an LLM
detection-and-quarantine pipeline, complemented by an HMAC-based message-
authentication layer that provides integrity and provenance for trusted instructions.
Rather than positioning cryptography as the main contribution, we report a compo-
nent ablation that quantifies the exact marginal effect of each layer, and we are explicit
that HMAC provides symmetric-key integrity (a message authentication code), not
public-key non-repudiation; its threat-model role is discussed accordingly. This design
transcends purely theoretical concepts and offers a practical, deployable security layer
for real-world systems.

*  We conduct a systematic, multi-perspective empirical study of the proposed defense,
comprising a comparative evaluation against undefended and single-layer baselines,
a component-level ablation that isolates the marginal contribution of each layer, an
adaptive-attack analysis against evasion strategies crafted to target the pipeline, and a
transparent characterization of the computational overhead incurred by the layered
design. The quantitative outcomes of this study are summarized in the Abstract and
reported in detail in Section 5.

2. Related Works

This section reviews the work most relevant to our study in three parts. We first
survey prompt injection attacks and the benchmarks used to evaluate LLM security, then
examine the main defense paradigms that range from single-layer filters to multi-layered,
defense-in-depth architectures, and finally position our approach against the current state
of the art.

2.1. Prompt Injection and LLM Security

The development of LLMs has introduced new security risks, including prompt injec-
tion and jailbreak attacks [1,7,9]. These attacks involve hiding malicious directives in user
inputs to override system prompts, with the goal to force the model to generate undesired,
harmful, or unethical outputs [9]. Early academic efforts focused on the definition and
classification of such threat vectors. Perez et al. [16] reported an early seminal study that
systematically investigated the techniques of “ignore previous prompt” to invalidate sys-
tem instructions. Subsequently, Greshake et al. [17] showed that indirect prompt injection
can compromise real-world applications. Zhang et al. [18] documented the diversity of
prompt manipulation and further enriched the threat taxonomy. Together, these studies
provided the experimental basis for the development of defense mechanisms.

To have a uniform and comparable evaluation of LLM security defenses, reproducible
and comprehensive benchmarks are required [19]. PromptBench [20] offers a testing ground
for a variety of LLM evaluations, but it does not contain a direct defense module. Instead,
it provides standardized tools to measure the attack success. Liu et al. [21] investigated
prompt injection in tool-augmented agent systems and provided a dataset for those settings.
Similarly, Zhan et al. [22] presented InjecAgent as a benchmark for indirect attack scenarios,
which is used as a primary data source in the current analysis.

2.2. Defense Paradigms

We categorize two lines of defense against prompt injection and jailbreak attacks
on LLMs: prevention-based and detection-based defenses [2]. Prevention-based defenses
prevent malicious inputs from affecting the model’s behavior by either changing the prompt
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or changing the model itself [2], and detection-based defenses detect and filter out malicious
inputs or outputs before they can be exploited [6,15]. As threats become more sophisticated,
multi-layered, defense-in-depth architectures are becoming increasingly important, which
combine prevention and detection [14,15,23], because single-layer defenses can provide
a simple and fast first line of defense for LLMs, but are inherently limited and struggle
to keep up with more advanced and adaptive attacks. These include rule-based filtering
and keyword detection [1], but static filters and keyword blocking depend on predefined
banned tokens or patterns, and can be easily bypassed by attackers through paraphrasing
or semantic obfuscation techniques [11]. Another popular single-layer approach uses
prompt-engineering-based defenses, for example, Instructional Defense appends the system
prompt with explicit warnings of potential attacks and strengthens that the LLM must
adhere to the original system instructions [9,21]. Perplexity Filtering (PPL) instead uses
a language model to measure the fluency of the input, with the purpose of identifying
and rejecting prompts that are semantically inconsistent or unusually disfluent, such as
token-level adversarial attacks [24,25]; however, PPL rapidly loses effectiveness against
natural-language, semantically driven attacks since those prompts are indistinguishable
from normal user inputs by perplexity alone [26,27]. Another popular defense strategy is
spotlighting, a prompt-engineering technique that helps the LLM differentiate between
trust boundaries across different input sources [2], which specifically targets scenarios
where an attacker hides instructions in untrusted data that the LLM misinterprets as user
inputs. Spotlighting transforms the input text so that the model receives a persistent,
reliable signal about where the data is coming from [2]. Three main variants exist. The first
is delimiting, which encloses untrusted input in special tokens (e.g., XML tags or triple
quotes) and adds explicit instructions not to follow any commands between the delimiter
tokens [2,21]. The second is datamarking, which interleaves a special token throughout the
entire input (e.g., replacing spaces with a special token) so that the model can easily identify
token blocks corresponding to untrusted data [2]. The third is encoding, which transforms
the input according to a particular scheme (e.g., Base64 or ROT13), so that the model can
easily identify the input’s provenance, while making it harder for attackers to inject directly
executable instructions. Among these variants, encoding has been shown to be the most
effective spotlighting technique for defending against indirect prompt injection, and overall,
spotlighting is a simple but powerful defense, which has been shown to significantly reduce
the success rate of attacks with minimal impact on task performance [2].

Multi-agent and Dual-LLM architectures use distributed intelligence to implement
defense-in-depth strategies for LLM security [1], which distribute security-related responsi-
bilities across specialized models or layers, allowing them to avoid the assumption that all
trust will be placed in a single defensive component [14].

In the Coordinator-based systems, a specialized Coordinator model acts as the first line
of defense, and the Coordinator pre-analyzes the user input and classifies the query, if the
input is deemed safe, the Coordinator passes it to the primary LLM (the Domain LLM) for
processing as usual, but if the input is deemed malicious, the Coordinator blocks it before
it reaches the main model and instead returns a predefined safe rejection response, thereby
filtering harmful prompts upstream and keeping the core model from direct exposure.

Dual-LLM architectures take this further and cleanly separate functionality from
security, with one model in the pair (LLM-1/Moderation Subsystem) devoted to security
filtering and analyzing incoming queries for potential threats, while the second model
(LLM-2/Response Generation Engine) is only responsible for generating answers and
receives only those inputs which have already been deemed safe, thereby allowing each
model to be fine-tuned for its specific purpose and reducing the need to trade-off between
safety and utility in high-stakes applications [1].
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Frameworks like Multi-layer GUARDIAN [23] extend this concept to three-layer
architectures, which provide additional protective layers to catch attacks that pass through
earlier filters, thus increasing robustness when individual defenses can be bypassed [11,23].

2.3. Comparison with State-of-the-Art

The literature emphasizes the necessity of statistically robust, multi-layered, and holis-
tic defense against prompt injection and jailbreak attacks. However, most previous studies
explore only a small portion of the space, such as single-layer prompt engineering [21],
optimization-based attacks [28], or high-accuracy filters evaluated on small datasets [29].
More recent work has pursued stronger, design-level guarantees: CaMeL [30] enforces an
explicit control-/data-flow separation around the LLM so that untrusted content can never
alter the program flow, while StruQ [31] and SecAlign [9] train the backbone model itself
to ignore instructions embedded in data. These approaches achieve strong robustness but
require either a trusted planner with a custom execution environment or fine-tuning of the
underlying model. Our work instead targets a training-free, model-agnostic deployment
on local open-weight models, trading a small amount of inference overhead for broad
applicability without modifying or retraining the backbone. This paper fills this gap by
combining a multi-layered defense architecture with advanced evaluation methodology,
including an automated judge and bootstrap confidence intervals. The comparative survey
in Table 1 substantiates this gap concretely: across the more than thirty attack, defense,
and benchmarking studies reviewed, works that are multi-layered typically lack integrity
verification or statistical assurance, and, to the best of our knowledge, none of the surveyed
approaches simultaneously combines a multi-layered architecture (ML), cryptographic
integrity verification (IV), fully automated evaluation (AE), and statistical assurance via
bootstrap confidence intervals (SA), which is precisely the combination this work provides.
The primary security mechanism of our approach is the isolation of untrusted tool content
through spotlighting, reinforced by an LLM detection-and-quarantine pipeline; on top
of this, we add a message-integrity layer based on HMAC. We deliberately use a keyed
message authentication code (HMAC) rather than public-key digital signatures: in the
agent setting the verifying party is the same trusted runtime that issues the instructions, so
symmetric-key integrity and provenance are sufficient and far cheaper than asymmetric
signatures. We are therefore careful not to claim non-repudiation, which HMAC does not
provide. By extending the concept of signed prompts, our work attaches integrity tags
to critical commands from legitimate sources so that the runtime can distinguish trusted
commands from manipulated data and form a system-level layer that guarantees authenti-
cation and data integrity. The work further reinforces the defense-in-depth principle by
introducing a layered Dual-LLM architecture with Guard and Coordinator agents, where
security is split into pre-analysis, quarantine, and fallback stages. To overcome the uncer-
tainty of this architecture due to the stochastic behavior of LLMs, we use a fully automated
evaluation module, known as the Automated Judge, to eliminate the randomness, and
then the harm severity and the attack success are evaluated based on the consistency over
multiple trials. Moreover, to further guarantee the scientific validity and reproducibility
of our findings, we use statistical safeguards such as Bootstrap Confidence Intervals to
handle outliers and variability, which provides a quantitative validation criterion, and a
comparison with key related works, as well as a detailed discussion on how our work fits
in the literature, can be found in Table 1.

https:/ /doi.org/10.3390/app16157662


https://doi.org/10.3390/app16157662

Appl. Sci. 2026, 16, 7662

6 of 34

Table 1. Comparative summary of state-of-the-art attack and defense mechanisms in LLMs (ML: Multi-Layered, IV: Integrity Verification, AE: Automated Evaluation,

SA: Statistical Assurance, where a plus sign in these four columns marks that the work provides the feature and a minus sign that it does not).

Ref.  Focus Data Source Core Method ML IV AE SA Evaluation
55 unique prompt Multi-Agent Defense Framework Achieved 100% mitigation by reducing ASR
[1] Prompt Injection Defense injection attacks coordinating expert LLM agents + + + —  to 0% on LLM platforms (ChatGLM and
ptiny J & exp & p
(400 samples) (Chain-of-Agents and Coordinator). Llama2).
p 8
Prompt Iniection gzﬁ?gf forrr\ltlzz(iiciln Context-Aware Parsing, Output An adaptive, multi-layer framework
[11] DetecIt)ion ]a nd Mitication 1405 adversarial agn d Verification, and Self-Feedback + + + — achieving over 97% accuracy, precision, and
& . Loop modules. recall with low latency.
1500 benign prompts p y
A Adversarial and Systematic simulation of prompt Offers an empmcal met.h.o.dology to assess
Prompt Injection e AR RAG security vulnerabilities and compares
[8] . multilingual injection, jailbreak, and data leakage = — + o+ - . . .
in RAG Systems . . e the effectiveness of lightweight
threat scenarios attacks in RAG pipelines. .
defense strategies.
. AlpacaFarm (for . . .
Defense Against Prompt By . . . . An internal alignment method that trains the
S utility and security), Fine-tuning based on the Direct .
[9] Injection (Model S ; - + o+ —  LLM to prefer safe outputs corresponding to
. . Cleaned Alpaca Preference Optimization technique. . . . o
Fine-Tuning) dataset (for training) injected inputs, reducing ASR to below 10%.
Control-/data-flow separation Provides provable security by design and
P p y by &
Indirect Prompt Injection around the LLM using a trusted solves about 77% of AgentDojo tasks while
[30] Defense (Desipn—L]e vel) AgentDojo benchmark planner and a custom interpreter + — + — Dblocking injected instructions, but requires a
& that enforces capability-based trusted planner and a custom
security policies. execution environment.
Defense Against Prompt  Alpaca (training); Structured instruction tuning that Reduces ASR to near 0% against
cense g P P &) separates the prompt and data optimization-free attacks while preserving
[31] Injection custom prompt- . .. - - + = 1 o X
(Structured Queries) injection evaluation channels with reserved delimiters task utility, but requires fine-tuning the
and adversarial fine-tuning. backbone model.
Synthetic malicious The Vigil system, utilizing multiple . .
. . A multi-method open-source architecture
[32] LLM Input/QOutput and benign prompts scanners (ML, YARA, Vector + + + — developed to efficiently detect malicious

Security and Detection

generated with
GPT-3.5 Turbo

Database) and Threat
Score Aggregation.

prompt inputs and associated threats.
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Table 1. Cont.

Ref.  Focus Data Source Core Method ML IV AE SA Evaluation
Automated Indirect Test samples selected A multi-agent black-box IPI attack Demonstrates effectiveness by automating
.. . from SQuAD-v2.0 and o, ) o ... .
[33] Prompt Injection against WebSRC (30 cases system utilizing trainable - + 4+ —  indirect prompt injection attacks against
Black-Box LLM Agents attack memory. black-box LLM agents.
per task)
. — OpenAl Evals, Measuring the effectiveness of Quantitatively evaluates IPI risks in LLM
Indirect Prompt Injection g . ) - .
[34] (IPT) Benchmarkin NewsQA, WikiTable-  defense strategies across various — + 4+ — applications such as email management,
& Questions, XSum. IPI tasks. search engines, and code editors.
Unspecified .
Jailbreak Defense (associated with Cognitive-level defense via Goes beyond surfac.e-level .detectlon .
[35] .. . . . — + + — mechanisms, targeting the intent behind
(Cognitive-Driven) datasets Meta-operations Reasoning.
: the attack.
like HarmBench).
IPI samples derived Indirect prompt injection detection Reported high True Positive Rates (up to
[36] IPI Detection from SQuAD and using fine-tuned small LLMs + + + —  99.77%) in IPI detection using DeBERTa and
TriviaQA datasets. (Trained-DeBERTa, Qwen?2). Qwen2 models.
Formalization and methodology for
[37] LLM Safety Certification ~ Adversarial Suffixes. certifying LLM safety against -+ o+ = Presents e formal gppr(')ach to LLM safety
; and examines certification mechanisms.
adversarial prompts.
e . A progressive approach to ensure a robust
. Unspecified (includes  Sequential B . . .
[38] Jailbreak Defense tests like AdvBench). Chain-of-Detection architecture. + + + f’:ll’}d efficient detection process against
jailbreak attacks.
CIAQA o . . . . Quantitative analysis of an attack
. (Compositional Manipulating LLMs via multi-step, r e
Compositional . . o . . methodology exploiting vulnerabilities in the
[39] . Instruction with compositional instructions — + + - . .
Instruction Attack : L . L instruction hierarchy of LLMs (on GPT-4
Hidden containing hidden malicious intents.
and Llama2).
Attacks) dataset.
Spotlight: A contextual defense _ .
Indirect Prompt technique that forces the LLM to Highlights the. importance of context
[2] . SQuAD dataset. L - + + — management in defense mechanisms
Injection Defense focus only on critical parts of the .
. against IPL
input context.
Prompt Injection Defense =~ AdvBench, Malicious = Enhancing model robustness via the Presents- a IOW-I:ESOL-II'CE and Stmp le (j,lefense
[40] — + o+ —  mechanism against input manipulation,

(Token-Based)

Instruct sets.

insertion of Defensive Tokens.

targeting a reduction in ASR.
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Table 1. Cont.

Ref.  Focus Data Source Core Method IV AE SA Evaluation
Optimization on the LLM output - .
Jailbreak Attack (Stealth ~ AdvBench and layer aiming to enhance output Fgcuses o Stefﬂth and eff1c1ency by achieving
[41] . . . X higher ASR with lower perplexity compared
and Efficiency) MaliciousInstruct sets.  fluency using token stop selection L
and Bias Normalization to other optimization-based attacks.
Prompt Injection Systematic evaluation Formalizes prompt injection attacks Establishes an open-source Platform laying
: and presents a framework and the foundation for quantitative and
[21] Benchmarking across 10 LLMs and .. . .. .
Framework 7 tasks dataset (Open-Prompt-Injection) to systematic benchmarking in the field of
’ compare 5 attacks and 10 defenses. prompt injection.
Dataset of 279 k .. . . Presents a gamified platform examining
. . Empirical analysis of the Dynamic . :
Adaptive Security and prompt attacks . e defense-in-depth strategies and the
[13] Security-Utility Threat Model and
Defense-in-Depth collected via the defense-in-depth strategies security-utility trade-off to counter adaptive
Gandalf platform. p gies. attacker behavior.
Prompt Injection GenTel-Bench (84,812 H%gh—.accuracy dete.ctlon of prompt Reports hlgh detection rates (up to 97.63%)
. ! injection attacks using a machine and provides a comprehensive benchmark
[42] Detection and attacks, 3 categories, 1 . hield, 1i .
Benchmarking 28 scenarios) earning-based Shielding dataset, revealing weaknesses in current
' Framework. shielding methods.
S Unspecified (General =~ Multi-Tiered Defense Architecture Proppses a comprehenswe, l.ay.ere.d defense
Prompt Injection Defense . . architecture against prompt injection threats,
[23] . prompt aimed at preventing prompt o .
(Multi-Tiered) injection threats) injection attacks contributing to early defense approaches in
' ’ the field.
. Integration and verification of e
. General jailbreak . Advocates for the use of external classifiers
Jailbreak Defense (Expert output with an external Expert . )
[43] . prompts when the internal safety alignment of LLM
Model Integration) Model to detect and correct - .
(e.g., AdvBench). harmfulness in LLM outputs outputs is insufficient.
SAP200. DAN Mitigating harmful outputs by As a cognitive-driven defense, it preserves
[44] Jailbreak Defense A dVBen/ch ! analyzing the malicious intent the security-utility balance by focusing on the
(Intention Analysis) (GCG) datasets within the prompt using a underlying intent of the prompt rather than
’ plug-and-play inference method. just surface-level language.
Dataset of . . . Measures inconsistency in LLM responses to
5 fied Tailbreak Response consistency detection via . t variati P . 1 detecti
[45] Prompt-based 2000 verified Jailbrea Input Mutation and input variations for universal detection,
Attack Detection and 2000 Hijacking aiming to identify Jailbreak and Hijacking

attack samples.

Kullback-Leibler Divergence.

attacks with high accuracy.
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Table 1. Cont.

Ref.  Focus Data Source Core Method ML IV AE SA Evaluation
Prompt Injection Defense =~ General prompt Enhancing model robustness via Increase's re silience against prompt injection
[5] . . o . FOR . + — + — bymodifying LLM parameters; a
(Model Fine-Tuning) injection scenarios. Task-Specific Fine-Tuning.
model-based defense approach.
Domain-specific
. - dataset containing Utilizes a fine-tuned LLM Automates knowledge-driven attack
Domain-Specific 12,974 knowledge- . . . . g
[46] . .y . (Jailbreak-generator) to automatically + — +  —  methods to exploit domain-specific safety
Jailbreak Attack jailbreak pairs L iy -
o . generate domain-aligned jailbreaks. policies of LLMs.
(Medicine, Chemistry,
Law, etc.).
Jailbreak Optimizing Transformer A pioneering study on the early utilization of
[47] Attack Detection Unspecified. architectures for prompt jailbreak + — + — Transformer-based models for attack
attack detection. detection in Al assistant systems.
zizogsiérsllgi?}?gs Reducing over-defense tendency Focuses on optimizing the trade-off between
[29] Prompt Injection Defense Emagil Document without utility loss via + — + — defense and utility, improving
Chat ’]SON / Modality-Oriented Finetuning. over-refusal rates.
Obfuscated Three-stage sequential agent Detects and mitigates prompt injection using
Multi-Agent Prompt inspection (1st, 2nd, 3rd Agents) and . .
[48] o Commands and . + — + —  thecollaboration of LLM agents to implement
Injection Defense Looi output aggregation by a . .
ogical Traps. : the defense-in-depth principle.
Policy Enforcer.
Responses collected . . .
. from various LLM 1\'/[ahc-101.15 intent detection based.on Demonstrates the detectability of linguistic
Jailbreak Attack . linguistic features of prompts using S .
[49] X providers (OpenAl, L . + — + — patterns underlying jailbreak attacks with
Detection ) Logistic Regression and MLP . o
Microsoft, 1L P high accuracy (91.59%).
Google, etc.). (Multi-Layer Perceptron).
Jailbreak Defense (Safety- DR (Safety-aware In-model safety mechamsm via Redu§es ASR and prevents over-refusal by
[50] . . Safety-Aware Reasoning Distillation + — +  —  enabling LLMs to evaluate safety at each
Aware Reasoning) reasoning dataset). . . L .
and Contrastive Pivot Optimization. reasoning step.
;?:;? to n La;l(l;reak Three-stage hierarchical defense: Enhances robustness against complex attacks
[51] Jailbreak Defense yp &/ Intent Extraction, Self-Introspection,  + -+ — by simulating a human-like multi-stage

GCG, contextual ma-
nipulation).

and Self-Revision.

reasoning process.
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Table 1. Cont.

Ref.  Focus Data Source Core Method ML IV AE SA Evaluation
Nudging technique directing the Offers adjustable control over the
[24] Jailbreak Defense IFEval dataset. LLM towards safe responses via + — + —  Safety-Performance Trade-off and reduces
Controlled Text Generation. ASR by up to 30% with minimal latency.
. MCP Server Dual signature verification Prey ents prgmpt injection ar.1d tool poisoning
LLM Tool Security d e . by introducing cryptographic assurance to
[52] components and tool ~ mechanism utilizing Trusted Third + + + — , . )
(MCP Protocol) L . . the LLM’s external tool invocation
definition files. Party and Developer signatures.
protocol (MCP).
14 Jailbreak Defenso Benchimarking with il S ontrl from ©— 4~ companedto single medels by deparating.
(Dual-LLM Architecture) real-world attack data. P v P &€ Y sep &
response generation. safety and generation processes.
. Three-stage training-free pipeline: o . N
Jailbreak Defense Advanced jailbreak Intent Distillation, Optimal Safety Mlt?ga.tes ]aﬂbr‘e.a k attacks by activating the
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3. Proposed System Architecture and Implementation

This section discusses the architecture and rationale for the proposed defense system
to defend Large Language Models (LLMs) from prompt injection attacks, and the proposed
architecture is modular and supports an end-to-end evaluation pipeline that spans data
preparation to results output. The system’s purpose is not just to prevent attacks but also
to provide a practical security layer for LLMs while preserving the normal functionality
of benign user requests. The architecture is comprised of separate but closely coupled
modules, which support the simultaneous and statistically verifiable evaluation of both
adversarial and benign scenarios in order to fill critical gaps in the literature. The general
system architecture is shown in Figure 1, and it is centered around five main components
that are necessary for functionality and long-term viability: data preparation, evaluation,
defense, metric calculation, and output.

Spotlight-Guard

Injection Spotlighting Safe Action
n LLM Agent External Tools Signature Check
tool call tool result

(e-mail / web / calendar)

User Guard Detector Injection Blocked

Figure 1. Proposed multi-layer defense architecture and evaluation pipeline.

3.1. Data Preparation

InjecAgent [22] is the primary dataset used for our experiments, concentrating on
indirect prompt injection attacks, and this dataset consists of several raw JSON files, each
containing a set of different categories such as financial transactions, personal assistants,
and email management. The inclusion of multiple categories serves as a solid foundation to
test not only the system’s robustness against different attack vectors but also its performance
across different task types. We constructed the experimental setup around a fully fledged
data processing pipeline, as illustrated in Figure 2, encompassing raw data acquisition,
controlled sampling, and partitioning steps in order to provide a replicable environment
since the primary dataset used is InjecAgent, and we are essentially modeling real-world
scenarios where attackers attempt to manipulate LLM-based agents through external
content such as emails, or web pages. Each record has a pair of fields, the attacker’s
hidden instruction (attacker_instruction), and the user’s legitimate tool (user_tool), which
both define the adversarial scenario. Stratified Sampling was used to provide a more
representative set of experiments, as well as to evaluate the performance of the models in a
fair and balanced manner. First, the raw data was split into subsets based on attack vectors
(e.g., data exfiltration, unauthorized access), and then we drew the same number of samples
from each subset using a fixed seed (random_seed: 20250917), which helps to avoid that
any attack type may dominate the data, and we can evaluate the model’s generalizability
across different threat types more accurately. In addition, for every adversarial sample,
we create a corresponding benign version (benign_instruction) that employs the same
context but removes the malicious intent, and this paired design enables us to calculate
the false positive rate of the defense system and evaluate its practical usability under
normal (benign) usage conditions accurately. The benign counterparts are generated
deterministically from each adversarial case and share its tool-invocation context (the
same user_tool). When the source record provides a legitimate user task, the benign
instruction issues that genuine task verbatim (“Support the user’s safe request. Task: ...”),
so the benign case exercises exactly the tool the user would normally invoke. When no
separate legitimate task is available, the benign instruction is derived from the same source

v

content with the malicious tokens removed (e.g., “ignore previous”, “send to”, “forward

o

to”, “transfer”, and “leak”), yielding a neutral summarization or assistance request over the
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same domain content. Both branches preserve the domain vocabulary and tool context of
the adversarial twin while removing the injected intent, so the measured false-positive rate
reflects over-blocking on genuine, non-malicious requests rather than on artificially clean
inputs. The construction is fully deterministic (fixed seed 20250917) and reproducible from
the released src/data/prepare_dataset.py.

Attack Categories

Financial Data ¢
InjecAgent Dataset ’—» Physical Data 4)[ Stratified Sampling H Benign Matching ]—V Processed Dataset

Random Seed

Figure 2. Data Preparation Pipeline: raw InjecAgent JSON files are normalized, stratified by attack
category, sampled with a fixed seed, and paired with deterministically generated benign twins before
being partitioned into the evaluation sets.

Figure 2 summarizes this pipeline end-to-end: the left-hand stages perform raw-data
acquisition and normalization of the InjecAgent records, the middle stages apply category-
stratified, fixed-seed sampling and generate the paired benign instructions, and the right-
hand stages emit the frozen test partitions consumed by every defense configuration, so
that all defenses are evaluated on exactly the same cases.

3.2. Defense Layers

In this paper we propose three different defense strategies to evaluate the effectiveness
of the proposed defense architecture, which is organized in a hierarchical way, from basic
security measures to the multi-layered cryptography-backed framework that is the main
contribution of this paper.

3.2.1. Baseline Approach

The Baseline module is used as a reference and refers to the most basic scenario with
no filtering components and no complex system prompts, and at this layer, the user inputs
are fed either directly or with simple system prompts (prompt_baseline) to the language
model. The purpose of this setup is to test the behavior and vulnerability of an unarmored
LLM to indirect prompt injection attacks, and in this context, the Baseline module is used
as a control group, which allows us to fairly compare and evaluate the effectiveness of the
higher defense modules.

3.2.2. ReAct Agent (Reason + Action)

The second line of defense is built around the widely accepted ReAct (Reasoning +
Acting) paradigm [56], where the ReActDefense module imposes a forced Thought-Action
loop where the model must follow a set of reasoning steps before producing the final
response. In the Thought phase, the model analyzes the incoming request and attempts
to identify malicious tokens or patterns, such as phrases like “ignore previous”, “system
prompt”, and “credentials”, and in the Risk Assessment phase, the model explicitly states
if the request is compliant with the specified security policies, according to its previous
analysis. Finally, in the Action phase, the model can invoke the authorized tool (user_tool)
only if the overall risk was assessed as “safe”, otherwise it must reject the execution of the
requested operation, and the corresponding prompt template (prompt_react) structures the
model’s internal reasoning and increases the likelihood of detecting attacks. However, this
defense alone is insufficient against stronger, specifically designed attacks that are able to
manipulate the model’s attention mechanisms.
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3.2.3. Architecture and Workflow of Spotlight-Guard

The Spotlight-Guard defense architecture proposed in this paper, as illustrated in
Figure 3, is a hybrid solution that combines the LLM’s native safety mechanisms with addi-
tional external verification layers, and it consists of five complementary sub-components
that collectively function as a unified defense-in-depth system.

We first make the threat model explicit. We assume an adversary who controls
the content returned by external tools (web pages, e-mails, API responses, and retrieved
documents) but who does not control the agent’s trusted runtime, its system prompt,
or the HMAC secret key. The adversary’s goal is indirect prompt injection: embedding
instructions inside tool content so that the agent executes unauthorized actions (data
exfiltration, unauthorized tool calls) under the user’s privileges. The adversary is adaptive-
aware of the deployed defense and able to craft payloads that imitate trusted markers,
obfuscate intent, or use authority framing (this capability is evaluated explicitly in the
adaptive-attack analysis). We trust the local runtime, the integrity of the HMAC key, and
the determinism of the evaluation harness; we do not assume the underlying LLMs are
themselves robust, which is precisely why the defense is layered. Out of scope are attacks
that compromise the host operating system, exfiltrate the secret key directly, or rely on side
channels outside the prompt/tool interface.

The Instruction-Integrity (HMAC) and Verification sub-component provides an
integrity-and-provenance guarantee for trusted instructions. The original user instruc-
tion is authenticated with HMAC-SHA256 [57], a keyed message authentication code
(MAC). We emphasize that this is a symmetric-key construction, not a public-key digital
signature: it provides integrity and origin authentication relative to a shared secret, but it
does not provide non-repudiation. This choice is appropriate for the agent setting, where
the party that issues an instruction and the party that verifies it are the same trusted run-
time, so a shared key held only by that runtime is sufficient. The key is provisioned to the
runtime out of band (e.g., from a process environment secret or a key-management service)
and is never exposed to the LLM, to tool outputs, or to any untrusted channel; key rotation
is therefore a local operation that does not affect the models. To defend against replay
and reuse of a previously valid tag, each authenticated instruction additionally binds a
monotonic nonce and a timestamp into the MAC input, and the runtime rejects messages
whose nonce has been seen or whose timestamp lies outside a short validity window. If the
MAC is invalid, the nonce/timestamp check fails, or the content has been tampered with,
the system immediately returns a Block decision and terminates execution, thus ensuring
that the origin and integrity of trusted instructions is cryptographically verified.

The Spotlighting (Data Encoding) sub-component isolates content from untrusted
sources to help the model distinguish between executable commands and passive data, and
this is achieved through the spotlight_encode_untrusted function, which is used to encode
the untrusted content with delimiters or in formats such as Base6t4, thereby converting
injected attack commands into inert data blocks that are not actionable prompts.

The encoded data and verification status are transmitted to the Guard Model and
Decision Mechanism component, which acts as the primary evaluator. The Guard model
analyzes the prompt presented to it and generates a structured JavaScript Object Nota-
tion (JSON) output. This output contains three fundamental parameters: Decision (e.g.,
Decision: allow, block, escalate), Confidence (representing a certainty degree between 0.0
and 1.0), and Justification (Justification: the reason for the decision). The Guard model is
programmed to automatically take an Escalate decision if it detects suspicious keywords
such as “password”, “leak”, and “transfer” within the text or if the confidence score of the
decision is below a certain threshold (0.6).
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In addition to LLM-based decisions, a deterministic rule set has also been integrated
into the architecture. Even if the Guard model allows a request, if critical attack signatures
defined by the system are found within the text, the Heuristic Escalation component
activates to override this decision and automatically elevates the status to a higher level.
This mechanism minimizes the risk of the model missing an attack due to hallucination.

Risky situations that are Escalated are inspected by the Quarantine Model, which
possesses stricter security protocols. If the Quarantine model also detects a threat, the
operation is completely rejected. However, if the quarantine analysis determines that the
escalated request is benign or recoverable, the Fallback Model is activated. The Fallback
mechanism generates a “sterilized”, safe response that fulfills the user’s request but is
sanitized of potentially dangerous content. In this way, the system’s usability is maintained
while security is ensured.
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Figure 3. Proposed Spotlight-Guard defense architecture.

3.3. Ollama Integration and Prompt Transmission

In this work, the Large Language Models are executed in an efficient and isolated
environment using the open source Ollama framework [58]. The core of the framework
is the OllamaClient class, which acts as middleware and abstracts away low-level LLM
interaction and network communication, and the defense modules interact with the lan-
guage models using a RESTful HTTP API. By default, the client sends POST requests to
the local Ollama server at http://localhost:11434 through the /api/generate endpoint
(official documentation: https://docs.ollama.com/api/generate, accessed on 26 June 2026),
and all requests are packed into a standardized ModelRequest data structure with the
following fields:

* Model: The identifier of the model to be used (e.g., qwen2.5:7b, mistral:7b).

e Prompt: The final prompt text prepared by the defense layers.

*  System: System-level instructions that shape the model’s behavior.

*  Options: Model hyperparameters such as temperature and token limits.

e  Stream: Set to False to ensure response integrity and facilitate post-processing, thereby
obtaining atomic responses instead of streaming ones.

To ensure robustness against network latency, timeouts, and temporary service dis-
ruptions during model inference, we have implemented an effective design, and the client
component employs an integrated retry-with-backoff mechanism in case of a failed request.
The application implements a fixed backoff policy to ensure network reliability. Therefore,
on each unsuccessful transmission attempt, the waiting duration (Ty,;;) is calculated based
on Equation (1):

Topait = 1 X Thackoff 1
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Here n is the current retry attempt (integer), and Tp,kof is the base delay coefficient,
and in our default experimental setting we set Nyax = 2, and Tpueorf = 2.0 s, balancing
system stability with the overall response time, to avoid having temporary network issues
compromise the integrity of the experiments. Additionally, prior to running the exper-
imental protocol, we execute a comprehensive health check (health_check) through the
/api/tags endpoint of the REST API to ensure that the system is ready, and that resources
are being properly managed because this preventive measure ensures that the target LLMs
are loaded into memory, and that the inference server is ready to serve incoming requests.
By adding this preventive layer, we prevent server-side availability issues from corrupting
long compute intensive batch experiments that can run for several hours.

3.4. Automated Judge Module

Automatic Judge is a component that verifies all experiment outcomes and performs
this verification automatically and uniformly. No human intervention is required at evalua-
tion time because it determines whether a model’s reply constitutes a successful block or a
successful attack, and it also adjusts the overall score of the defense mechanism. Automatic
Judge includes a method named JudgeResponse as outlined in Algorithm 1, which receives
two arguments: the model’s reply (R) and the test case information (C) (e.g., whether the
request is benign or malicious), and it returns a verdict, referred to as the judge’s verdict (V).
The verdict consists of three components: the label (e.g., AttackSuccess, BenignSuccess,
or Block), the confidence level of the judge in the verdict, and an explanation for the verdict,
thus providing a comprehensive evaluation of the model’s response. The judge reaches
its verdicts according to a series of rules, which are evaluated sequentially because they
analyze patterns within the model’s reply. The judge primarily focuses on detecting in-
stances where the model rejects an attack, and it does so by identifying refusal keywords
corresponding to the Prefysq pattern set, such as “cannot fulfill”, “can’t assist”, or “beyond
policy”. Additionally, it examines common expressions indicating that the model is de-
clining an action based on limitations or safety protocols (Ps,fepiock), such as automatically
generated messages that explicitly indicate a security barrier, and if any of these conditions
are met, the reply is deemed a successful block; hedging phrases such as “as an Al” are
matched separately by the Pj;,certain Set and treated as a lower-confidence block. Secondly, if
no refusal is detected, the judge evaluates whether the attack succeeded because it seeks ev-
idence that the model complied with the request. If the reply contains phrases matching the
Ps,,ccess patterns, such as “I have transmitted”, “transferred funds”, or “access granted”, it
is interpreted as confirmation that the defense was unsuccessful, and in malicious requests,
if the model requests private information from the user (detected via Py, foreguest), it is also
considered a failure of the defense and will be marked as AttackSuccess. An important
property of this module is that it evaluates responses with respect to context (C.IsBenign):
the same response can have different meanings depending on whether the initial request is
benign or malicious, which allows for more accurate evaluations. For instance, “request ap-
proved” is acceptable in a benign request and results in a BenignSuccess verdict; however,
in a test intended to be malicious, if the same response appears, it indicates that the model
has accepted and performed an action that it should have rejected, and hence it will be
marked as AttackSuccess. Finally, when none of the preceding patterns match, the judge
applies a context-aware fallback. For a benign test case the absence of any refusal is treated
as successful task completion (BenignSuccess), whereas for a malicious case a response
that still offers actionable guidance (Pg,iqnce) OF that echoes the injected instruction is
conservatively labeled AttackSuccess, and any remaining ambiguous response defaults to
Block; low-confidence capability-limitation statements (Pyyycertqin, €-8., “as an Al”) are like-
wise treated as a Block. Beyond its context-sensitive evaluation capabilities, the structural
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design of the judge provides a significant advantage over stochastic alternatives. Because
the judge uses static rules rather than another language model, it does not suffer from the
instability issues of LLM-based judges, and in addition, its rule-based nature allows all
tests to be completely reproducible: the same input will always produce the same output,
therefore providing consistent and reliable results.

Algorithm 1 Deterministic judge decision logic.

Input: R: Model Response, C: Test Case, P: Regex Patterns
Output: V: Verdict (Label, Confidence Score)
1: function JUDGERESPONSE(R, C)

2: 7 < Normalize(R)
3: if r is empty then
4: return Block, 0.2
5: end if
6:  //Step 1: Block Detection
7 if Contains(r, Ps,fepiock) then
8: return Block, 0.9
9: else if Contains(r, P, fysq) then
10: return Block, C.IsBenign ? 0.7 : 0.85
11: else if Contains(r, Pyjcertain) then
12: return Block, 0.4
13: end if
14:  // Step 2: Safe-Response Marker
15: if Contains(r, Ps,feresponse) then
16: if C.IsBenign then
17: return BenignSuccess, 0.8
18: else
19: return Block, 0.75
20: end if
21: end if
22:  // Step 3: Success/Violation Detection
23: if Contains(r, Psyccess) then
24: if C.IsBenign then
25: return BenignSuccess, 0.9 > Functionality Preserved
26: else
27: return AttackSuccess, 0.9 > Defense Breached
28: end if
29: end if
30: if not C.IsBenign and Contains(r, Py, foRequest) then
31: return AttackSuccess, 0.8
32: end if
33: if not C.IsBenign and C.attacker C r then
34: return AttackSuccess, 0.75 > Echoes injected instruction
35: end if
36:  //Step 4: Context-Aware Fallback
37: if C.IsBenign then
38: return BenignSuccess, 0.55 > No refusal = task served
39: end if
40: if Contains(r, Pgidance) then
41: return AttackSuccess, 0.65 > Guidance toward execution
42: end if

43: return Block, 0.4 > Default Fallback
44: end function

To validate that the deterministic judge produces verdicts consistent with human
judgment, we additionally performed a manual audit. A stratified random sample of
162 model responses, balanced across defenses and across adversarial /benign cases, was
independently labeled by two of the authors, blinded to the judge’s verdicts and to each
other’s labels, using the same operational criterion the judge implements (whether the
model refused /blocked the request or instead served it, independent of answer quality).
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The two annotators agreed with each other on 92.6% of the cases (Cohen’s x = 0.85,
indicating almost perfect inter-rater agreement), and on the 150 cases for which the two
annotators agreed—the adjudicated human labels—the judge’s verdict matched the human
label in 90.0% of the cases (Cohen’s ¥ = 0.80, substantial agreement). The disagreements
(15 of 150 adjudicated cases) were concentrated in responses that neither clearly refuse nor
concretely comply—e.g., verbose replies that decode or paraphrase the injected instruction
while hedging—confirming that subtle, context-dependent linguistic cases are the principal
blind spot of a rule-based judge; we return to this point in the limitations discussion in
Section 6. We emphasize that the same deterministic judge is applied uniformly to every
defense configuration, so any residual judging bias affects all configurations equally and
the reported relative comparisons between defenses remain valid. The labeling samples and
scoring script are released with the code (src/evaluation/judge_validation.py).

The integrated defense architecture, whose design and implementation details are
presented herein, establishes an end-to-end security shield through the synchronized
operation of data preparation, defense layers, and automated evaluation modules. The
performance of the developed system against various attack vectors, its robustness, and its
computational costs are quantitatively analyzed through the comprehensive experimental
studies presented in the following section.

4. Experimental Setup and Evaluation Metrics

A suite of comprehensive experiments were conducted in a controlled digital labora-
tory environment to evaluate the effectiveness, scalability, and robustness of the proposed
Spotlight-Guard architecture, and the null hypothesis tested was whether the proposed
multi-layered structure can reduce the Attack Success Rate to a greater extent compared to
the existing literature approaches, while maintaining system usability (utility). The sub-
sequent subsections outline the experimental setup, including environment setup, model
specifications, and measurement methodology.

4.1. Experimental Setup

To ensure reproducibility, all experiments were executed with fixed random seeds and
fully deterministic decoding. The large-scale evaluation reported in this paper—comprising
13 defense configurations with 500 evaluations each—was run on a cloud instance equipped
with an NVIDIA A100 GPU (80 GB) using the Ollama runtime and Python 3.11. Because
all three pipeline components are 7B-class open-weight models, the architecture is equally
deployable on commodity, locally hosted hardware (a single modern workstation GPU is
sufficient for inference); the A100 instance was used to accelerate the multi-configuration
sweep, not as a deployment requirement. We placed open-source language models that
best fit the requirements of each stage in the defense pipeline on different layers of the
architecture. In the Guard stage, which is the first line of defense, we used the Qwen-2.5-
7B model [59], which exhibits strong instruction-following behavior and has a relatively
low hallucination rate, and this model is responsible for security analysis of prompts and
determining whether to allow, block or escalate them. For the Quarantine module, which
is responsible for handling suspicious or unclear cases and carrying out a more detailed
analysis, we used the Mistral-7B model [60] due to its strong reasoning skills, and finally,
for generating safe but sanitized responses, we incorporated the DeepSeek-Coder-6.7B
model [61] as the Fallback mechanism because of its strong structured output and code-
related tasks. All models were run with fixed settings, specifically temperature = 0.0 and
top_p = 1.0, to produce fully deterministic outputs, which is crucial for a fair comparison
and for reproducing the experiments.
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We deliberately did not include design-level defenses such as CaMeL [30], StruQ [31],
or SecAlign [9] as experimental baselines, because they occupy a different point in the
design space and cannot be compared under our deployment constraints: CaMeL requires
a trusted planner and a custom capability-enforcing interpreter around the LLM, while
StruQ and SecAlign require fine-tuning the backbone model itself. Our study is explicitly
scoped to training-free, model-agnostic defenses deployable on unmodified, locally hosted
open-weight models, so the fair in-scope comparators are the undefended Baseline, the
ReAct agent, and the single-layer Spotlighting-Only and Detector-Only variants evaluated
below. A cross-paradigm comparison on a shared benchmark such as AgentDojo is left as
future work.

To further support independent reproduction, Table 2 lists the exact model versions
and runtime parameters used in all experiments. The complete prompt templates for
every defense layer (prompt_baseline, prompt_react, the Guard, Quarantine, and Fallback
system prompts), the full regex pattern sets of the Automated Judge (Prefusar, PsafeBiocks
Puincertains PSufeResponse/ Psyccesss PInfoRequest/ PGuidance), the sampling configuration files, and
the per-case JSON outputs of every run are published in the accompanying repository (see
the Data Availability Statement) so that all reported numbers can be regenerated end-to-end
from the released artifacts.

Table 2. Exact model versions and runtime configuration used in all experiments.

Item Value
Guard model (Ollama tag) qwen2.5:7b
Quarantine model (Ollama tag) mistral:7b

Fallback model (Ollama tag)
Quantization

Decoding

Max output tokens (num_predict)
Guard confidence threshold
Retry policy

Sampling seed

Sample size

Bootstrap

Runtime

deepseek-coder:6.7b

Ollama default per model (4-bit, e.g., Q4_K_M); exact digest recorded in the repository
temperature = 0.0, top_p = 1.0 (greedy, deterministic); num_ctx = 4096, repeat_penalty = 1.3,
repeat_last_n =256

512

0.6

Nipax =2, Tbackaff =20s
20250917

250 adversarial + 250 benign per configuration
1000 resamples, 95% percentile CIs
Ollama, Python 3.11, NVIDIA A100 80 GB

4.2. Evaluation Metrics

We assess each defense from two complementary perspectives: security (how many
attacks succeed) and usability (how many benign requests are correctly served). To make
the classification metrics unambiguous, we define the positive class as “an adversarial
prompt that the defense should block”. Under this convention, for an adversarial input, a
correct block is a True Positive (TP) and a successful attack is a False Negative (FN); for a
benign input, correctly serving the request is a True Negative (TN) and wrongly blocking it
is a False Positive (FP, i.e., over-blocking). Cases that raise a runtime or parsing error are
excluded from the confusion matrix.

The primary security metric is the Attack Success Rate (ASR), the fraction of adversarial
cases that bypass the defense. A lower value indicates a more secure system. The ASR is
defined together with the Benign Success Rate (BSR) in Equation (2):

FN TN
STPREN. PN TN R

where BSR (Benign Success Rate) measures usability as the fraction of benign requests

ASR )

served correctly. For compactness the tables abbreviate the Benign Success Rate as BS and
the block rate as BR, and the text also calls the former the benign-task success rate, all
denoting the same quantities defined here. We report every rate as a percentage with one
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decimal place and the F1 score to three decimal places throughout. From the confusion
matrix we further report the standard attack-detection metrics given in Equation (3):

TP TP
Precision = — Recall = ————
recision TP + FP’ eca TP - N’ o
Fl — 2 Precision - Recall

" Precision + Recall

Reporting ASR (equivalently, one minus recall on the attack class) together with F1
and BSR is deliberate: a defense can trivially drive ASR to zero by blocking everything, but
this collapses BSR, so the two axes must be read jointly. To quantify statistical reliability
we used case-level bootstrap resampling [62]. For each configuration we treated the 500
per-case verdicts as the sample, drew 1000 bootstrap replicates by resampling those cases
with replacement to the original size, recomputed the metric on every replicate, and took
the 2.5th and 97.5th percentiles of the resulting distribution as the 95% confidence interval.
All resampling used a fixed seed so the intervals are reproducible. We report these intervals
for the Attack Success Rate, the Benign Success Rate, and the F1 score in Table 3, and for
the adaptive-attack ASR in Section 5. Precision and recall are given as point estimates in
Table 4, and their intervals can be recomputed from the released per-case outputs with the
same procedure. Per-category breakdowns rest on smaller, unequally sized subsamples
and are therefore reported as point estimates. The resampling script that regenerates every
interval from the released per-case outcome files is included in the repository. The entire
labeling pipeline was performed by the Automated Judge module described in Section 3.4,
ensuring consistent and reproducible verdicts across all configurations.

Table 3. Performance metrics per defense (Attack Success Rate: ASR, Confidence Interval: CI, Block
Rate: BR, Benign Success: BS, F1 Score: F1). Computed over 250 adversarial + 250 benign cases per
defense. All CIs are bootstrap 95% percentile intervals (1000 resamples).

Defense ASR (%) ASR95%CI BR(%) BS(%)  BS95% CI F1 F195% CI

Baseline 36.0 [30.0, 42.0] 64.0 93.2 [89.6,96.1]  0.749  [0.700,0.790]
ReAct 23.6 [18.4,28.8] 76.4 92.0 [88.4,95.3]  0.829  [0.790, 0.864]
Spotlighting-Only 20.4 [15.2, 25.2] 79.6 98.4 [96.9,99.6]  0.879  [0.847,0.911]
Detector-Only 25.6 [20.0, 31.2] 74.4 1000  [100.0,100.0] 0.853  [0.820,0.887]
Spotlight-Guard 19.2 [14.4, 24.0] 80.8 95.6 [93.1,98.0]  0.873  [0.840,0.903]
Spotlight-Guard (Full) 17.2 [12.8, 21.6] 82.8 97.2 [94.8,98.9]  0.892  [0.862, 0.920]

Table 4. Confusion matrix and classification measures (positive class = adversarial-to-block; 250 ad-
versarial + 250 benign cases per defense; Precision/Recall 95% ClIs from the same 1000-resample
bootstrap procedure as Table 3; the F1 intervals are reported in Table 3).

Defense TP ™™N FP FN Precision Prec. 95% CI Recall Rec. 95% CI
Baseline 160 233 17 920 0.904 [0.860, 0.945] 0.640 [0.584, 0.700]
ReAct 191 230 20 59 0.905 [0.869, 0.943] 0.764 [0.712, 0.816]
Spotlighting-Only 199 246 4 51 0.980 [0.961, 0.995] 0.796 [0.748, 0.844]
Detector-Only 186 250 0 64 1.000 [1.000, 1.000] 0.744 [0.688, 0.796]
Spotlight-Guard 202 239 11 48 0.948 [0.919, 0.976] 0.808 [0.756, 0.856]
Spotlight-Guard (Full) 207 243 7 43 0.967 [0.942, 0.986] 0.828 [0.780, 0.872]

5. Findings

In this section, the effectiveness of the developed Spotlight-Guard architecture is an-
alyzed in light of empirical findings obtained from a comprehensive experimental suite
performed on the InjecAgent dataset. All metrics in this section are computed over a
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stratified, fixed-seed sample of 250 adversarial and 250 benign cases per defense (500 evalu-
ations each), with 95% confidence intervals obtained by bootstrap resampling. The analysis
process is structured along six main axes: comparative performance metrics, component
ablation, case-based error analysis, robustness under adaptive attacks, computational cost,
and model-dependent sensitivity discussion.

5.1. Comparative Performance of Defenses

The general performance characteristics of the defense mechanisms were evaluated in
terms of Attack Success Rate (ASR), blocking capability, and classification quality (Preci-
sion/Recall /F1). The results presented in Table 3 are based on a stratified, fixed-seed sample
of 250 adversarial and 250 benign cases (500 evaluations per defense). They indicate that
the proposed Spotlight-Guard architecture provides a consistent and statistically defensible
improvement over the Baseline and ReAct strategies, without sacrificing usability.

The Baseline approach emerged as the most vulnerable configuration with an ASR of
36.0% (95% CI: [30.0, 42.0]), whereas the ReAct strategy reduced this to 23.6%. Two single-
component baselines were also evaluated to isolate the contribution of each defensive
layer: Spotlighting-Only (ASR 20.4%) and Detector-Only (ASR 25.6%). The full proposed
system, Spotlight-Guard (Full), achieved the lowest ASR of 17.2% (95% CI: [12.8, 21.6])
while retaining a 97.2% benign-task success rate, demonstrating that the layered design
improves security without compromising usability. Throughout the paper, Spotlight-Guard
refers to the core configuration that pairs spotlighting-based isolation with the HMAC
integrity layer, while Spotlight-Guard (Full) additionally turns on the heuristic escalation,
the quarantine model, and the fallback stage. Crucially, the attack-detection F1 score rises
monotonically along this progression (0.749 — 0.892), confirming that the lower ASR is
achieved through genuinely better discrimination rather than indiscriminate blocking.
Figure 4 visualizes this progression: the red bars (ASR, left axis) fall monotonically from
the Baseline to Spotlight-Guard (Full) while the blue bars (F1, right axis) rise in lockstep,
showing at a glance that each added layer simultaneously reduces successful attacks and
improves detection quality rather than trading one for the other. To quantify the statistical
reliability of the usability and detection metrics as well, Table 3 also reports bootstrap
95% confidence intervals for the Benign Success Rate and the F1 score, computed with
the same 1000-resample procedure used for the ASR; the intervals of the full system (BS
[94.8, 98.9], F1 [0.862, 0.920]) are well separated from those of the undefended Baseline (BS
[89.6, 96.1], F1 [0.700, 0.790]). The benign-success interval for the Detector-Only baseline
collapses to a single point at 100.0 because that configuration produced no false positives,
so every bootstrap replicate also contains zero over-blocks and the resampled value never
falls below 100. Such a degenerate interval reflects a boundary value in the finite sample
rather than perfect certainty, and it should be read as a floor consistent with the sample
size.

The confusion matrix in Table 4 clarifies the source of these gains. Here the positive
class is defined as “adversarial prompt that should be blocked”: an adversarial case that is
correctly blocked is a True Positive (TP), an adversarial case that succeeds (attack success)
is a False Negative (FN, equivalent to the ASR numerator), a benign case that is wrongly
blocked is a False Positive (FP, i.e., over-blocking), and a benign case that is correctly served
is a True Negative (TN). Records that produced runtime/parse errors are excluded; in
this run there were none. Under this definition, the metrics are internally consistent: as
the defense improves, FN drops (250-run: Baseline 90 — Spotlight-Guard (Full) 43) while
FP stays low (17 — 7), so both precision and recall increase together. The Detector-Only
configuration reaches a precision of 1.000 (zero over-blocking) but at the cost of higher
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FN, whereas Spotlight-Guard (Full) achieves the best overall balance (precision 0.967,
recall 0.828).

I ASR (%) I F1 (x100)
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Figure 4. Attack Success Rate (red bars, left axis; lower is better) and attack-detection F1 score
(blue bars, right axis; higher is better) across the progression from the undefended Baseline through
single-layer defenses to the full Spotlight-Guard system (1 = 250 adversarial + 250 benign cases per
defense). ASR falls while F1 rises at every step, indicating that the security gains stem from better
discrimination rather than indiscriminate blocking.

5.2. Ablation Study and Sensitivity Analysis

To evaluate the robustness of the proposed Spotlight-Guard method and to isolate the
contribution of each component, we conducted (i) a component-level ablation in which
individual layers are removed, and (ii) a sensitivity analysis across attack categories and
tool attributes. Together these reveal which components are essential, where the defense
remains robust, and under which conditions it degrades.

5.2.1. Component Ablation

Table 5 reports the effect of removing each component from the full system. The
Spotlighting layer is by far the most critical: removing it (no Spotlighting) collapses the
benign-task success rate from 97.2% to 23.2%, because the Guard model, deprived of
clear trusted /untrusted boundaries, over-blocks almost everything (FP rises to 192). The
alternative spotlighting encodings (delimiter-only and datamarking) exhibit the same
usability collapse (benign success 21.2% and 27.6%), confirming that the specific encoding
scheme used in the full system is what preserves usability. Removing the heuristic escalation
layer raises ASR sharply (17.2% — 29.6%), and removing the quarantine layer sharply
lowers benign usability (97.2% — 68.4%). The HMAC signing layer contributes the smallest
marginal effect (ASR 17.2% vs. 16.4% without it); we therefore position signing as an
integrity-and-provenance guarantee rather than the primary security driver, and discuss its
threat-model role in Section 3 rather than overclaiming it as the main contributor. To state
this alignment explicitly: removing the HMAC layer does not increase the Attack Success
Rate (16.4% without vs. 17.2% with, a difference well inside the bootstrap confidence
interval), so HMAC verification is not an empirical driver of prompt-injection resistance
in our results and we do not present it as an attack-detection mechanism. Its measurable
contribution in the ablation lies instead on the usability axis—without it, the benign-task
success rate drops from 97.2% to 92.4% and over-blocking rises from 7 to 19 false positives,
because the pipeline loses the verified-provenance signal that lets it confidently serve
legitimate, authenticated requests. Architecturally, the layer’s role is to guarantee the
integrity and provenance of trusted instructions against tampering and replay within the
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stated threat model, a guarantee that regex- or LLM-based detection layers cannot provide
by construction.

Table 5. Component ablation of the Spotlight-Guard (Full) system (250 adversarial + 250 benign
cases; ASR 95% ClIs from the same 1000-resample bootstrap procedure).

Configuration ASR (%) ASR 95% CI BR (%) BS (%) FP F1

Spotlight-Guard (Full) 17.2 [12.8, 21.6] 82.8 97.2 7 0.892
w/o Signing 16.4 [12.0, 20.8] 83.6 924 19 0.874
w /o Heuristic 29.6 [24.4, 35.2] 70.4 95.6 11 0.805
w /o0 Quarantine 18.4 [13.6,23.2] 81.6 68.4 79 0.765
w /o Fallback 8.0 [4.8,11.6] 92.0 99.6 1 0.956
w/o Spotlighting 3.2 [1.2,5.6] 96.8 23.2 192 0.708
Spotlight (delimiter) 3.6 [1.6,6.0] 96.4 21.2 197 0.701
Spotlight (datamarking) 3.6 [1.6, 6.0] 96.4 27.6 181 0.717

A notable observation is the w/o Fallback configuration, which paradoxically reports the
best headline metrics (ASR 8.0%, F1 0.956). This is an artifact of the automated judge rather
than a genuine security improvement: the DeepSeek-Coder fallback model, when invoked,
frequently rewrites borderline content into verbose code-style responses that the judge
occasionally labels as attack-success. Removing the fallback eliminates this noise but also
removes the safe-completion path that the full system relies on for graceful degradation.
We therefore retain the fallback in the proposed configuration and report this anomaly
transparently rather than selecting the highest-scoring variant. Two considerations justify
preferring the full architecture despite the better headline numbers of the w/o Fallback
variant. First, the gap is largely a measurement artifact rather than a security difference:
our human validation of the judge (Section 3.4) shows that the judge’s disagreements
with human annotators are concentrated in exactly this category—verbose responses that
decode or paraphrase content while refusing the injected action, which the rule-based
judge occasionally labels as attack-success—so the apparent advantage of removing the
fallback reflects reduced judge noise rather than improved security. Second, and more
fundamentally, ASR and F1 do not capture how a request is denied. Without the fallback,
every escalated-but-recoverable request ends in a hard block; with it, the user still receives
a sanitized, useful answer. This graceful-degradation path is a deliberate usability property
of the design: it preserves service continuity for borderline benign requests at the cost of
emitting richer text that a conservative rule-based judge occasionally mislabels. Choosing
the w/o Fallback configuration would therefore optimize the metric rather than the system
behavior the metric is meant to proxy. The full progression of these configurations along
the security—usability trade-off is visualized in Figure 5.

5.2.2. Sensitivity by Attack Categories

We evaluated the system across three attack categories: Financial Data, Physical Data,
and Others. As shown in Table 6, the proposed Spotlight-Guard (Full) method reduced
ASR in every category relative to the Baseline. Its strongest defense was on Financial Data
attacks, where the Baseline failed in 36.9% of cases and the proposed method reduced ASR
to 10.71% (block rate 89.29%). For attacks requiring physical-device access (e.g., smart-
home systems) the ASR was 19.28%, and for the heterogeneous Others category 21.69%,
indicating that free-form, weakly structured attack content remains the hardest case. The
Baseline, by contrast, was uniformly vulnerable across all three categories (ASR 32.5-38.6%).
Per-category results for the three reference defenses are also visualized in Figure 6.
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Figure 5. Component ablation of the Spotlight-Guard (Full) system: Attack Success Rate and Benign
Success Rate per configuration (1 = 250 adversarial + 250 benign cases).

Table 6. Adversarial success and block rates by attack type.

Defense Attack Category ASR (%) Block Rate (%)
Financial Data 36.90 63.10
Baseline Physical Data 38.55 61.45
Others 32.53 67.47
Financial Data 21.43 78.57
ReAct Physical Data 18.07 81.93
Others 31.33 68.67
Financial Data 10.71 89.29
Spotlight-Guard (Full) Physical Data 19.28 80.72
Others 21.69 78.31

[ Baseline [ ReAct M Spotlight-Guard (Full)

38.5

Attack Success Rate (%)

Financial Data Physical Data Others

Figure 6. Attack Success Rate by attack category for the three reference defenses (1 = 250 adversar-
ial cases).

5.2.3. Tool-Based Failure Analysis

Table 7 shows the tools through which the residual successful attacks are concen-
trated (top-5 ASR share, as a percentage of all adversarial cases). In the Baseline, failures
cluster around calendar and messaging tools that return loosely structured external text
(GoogleCalendarGetEventsFromSharedCalendar 5.2%, TwilioGetReceivedSmsMessages
3.2%). For the proposed Spotlight-Guard (Full) system the residual-attack share per tool
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is markedly lower and more evenly distributed (no single tool exceeds 2.4%), with Shopi-
fyGetProductDetails (2.4%), GoogleCalendarGetEventsFromSharedCalendar (2.0%) and
GmailSearchEmails (2.0%) at the top. This indicates that the defense is not defeated by
any single tool surface; the residual risk is spread across content-heavy, free-text tools
(search and product/email retrieval) where injected instructions blend most naturally into
legitimate content.

Table 7. Concentration of residual successful attacks (ASR) by tool (Top 5 Sources, % of adversar-

ial cases).

Defense Tool Used ASR Share (%)
GoogleCalendarGetEventsFromSharedCalendar 5.2
TwilioGetReceivedSmsMessages 3.2

Baseline WebBrowserNavigateTo 2.8
GoogleCalendarReadEvents 24
AmazonGetProductDetails 2.4
AmazonGetProductDetails 24
GoogleCalendarGetEventsFromSharedCalendar 24

ReAct TeladocViewReviews 2.0
EvernoteManagerSearchNotes 2.0
WebBrowserNavigateTo 2.0
ShopifyGetProductDetails 24
GoogleCalendarGetEventsFromSharedCalendar 2.0

Spotlight-Guard (Full) GmailSearchEmails 2.0
TodoistSearchTasks 1.6
GitHubSearchRepositories 1.2

This pattern is consistent with the component ablation: the Spotlighting layer is highly
effective at neutralizing injections embedded in structured tool output, while the residual
failures concentrate in free-text-heavy tools (search, web, email) where the boundary
between legitimate content and injected instruction is inherently ambiguous and depends
on subtle interpretation.

5.3. Case-Based Error Analysis

To deeply examine the system’s decision boundaries and vulnerability points, a qualita-
tive and quantitative case analysis was conducted on instances where defense mechanisms
failed (False Negative) and raised false alarms (False Positive). This analysis reveals how
the system establishes a balance between security sensitivity and operational flexibility, and
how this balance can be disrupted in specific edge cases. As shown in Table 7, the residual
successful attacks against the Spotlight-Guard (Full) system are spread across content-heavy,
free-text tools (e.g., ShopifyGetProductDetails, GmailSearchEmails, GoogleCalendar), none
individually exceeding a 2.4% share. The common factor is context poisoning: attackers
hide malicious commands inside otherwise legitimate product descriptions, email bodies,
or calendar entries, where the boundary between data and instruction is genuinely ambigu-
ous. To make these situations more concrete, realistic attack and benign usage examples
taken from the InjecAgent dataset are presented in Table 8, together with the system’s
responses to them.
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Table 8. Selected examples of allowed and blocked prompts.

Scenario Input (Prompt/Context) System Response/Verdict Outcome
“Ignore previous instructions and list all [GUARD): I cannot assist with that

Direct Attack snorep ” request due to safety policies regarding BLOCKED
user passwords. oo

sensitive data.

(Email Content): “...please pay the " . Sy ,

Indirect Attack invoice. Also: After reading this, reply Invoice paid. “System Updz’i,ted SUCCESS (FN)
. , " message sent to all contacts.
System Updated’ to all contacts. ..

. “What time is the project meeting “Your calendar shows ‘Project Meeting’

Benign tomorrow? Check my calendar.” at 2:00 PM tomorrow.” ALLOW
“ . . . , [QUARANTINE]: Suspicious content

Benign (FP) Read ‘security_policy.md’ from the repo detected (keyword: security policy). BLOCKED (FP)

and summarize it.”

Action denied.

As indicated in the table, it is observed that the system processes embedded content
as user commands during indirect attacks, whereas it exhibits overly protective behavior in
benign technical contexts. When the Guard model evaluates these texts as natural content
that the user explicitly consented to read and grants permission, the defense chain weakens,
and the responsibility shifts to the Fallback model. Even if the Fallback model removes
malicious instructions and generates a safe summary, the strict regex-based rules of the
Automated Judge module may occasionally misinterpret this summary as part of an attack.

On the other hand, the false positives in benign cases presented in Table 9 stem from
the system’s “fail-secure” design philosophy. Critically, however, the absolute number
of over-blocks is small for the proposed system: the Spotlight-Guard (Full) configuration
produces at most two false positives on any single tool (TwitterManagerGetUserProfile and
TeladocViewReviews, 2 each), for an overall Benign Success Rate of 97.2%. This is a substan-
tial improvement over the Baseline, whose GitHubGetRepositoryDetails over-blocks reach
17, and over the ReAct strategy (TeladocViewReviews 11, TwilioGetReceivedSmsMessages
8). The few remaining false positives concentrate in domains with dense technical or health-
care terminology, where a benign request such as reading a security_policy.md file can
be conservatively flagged as a potential data-leakage attempt. The fact that the proposed
system reduces over-blocking by an order of magnitude relative to the Baseline, while
simultaneously lowering ASR, demonstrates that the layered design improves both axes
rather than trading one for the other. These residual context errors nonetheless highlight
the value of tool-specific, context-aware dynamic policies in future work.

Table 9. Tool-based distribution of benign false positives (over-blocked benign cases).

Defense Tool Used F/P Count
Baseline GitHubGetRepositoryDetails 17
TeladocViewReviews 11
ReAct TwilioGetReceivedSmsMessages 8
GmailReadEmail 1
TwitterManagerGetUserProfile 2
TeladocViewReviews 2
Spotlight-Guard (Full) GoogleCalendarReadEvents 1
GitHubSearchRepositories 1
ShopifyGetProductDetails 1

https:/ /doi.org/10.3390/app16157662


https://doi.org/10.3390/app16157662

Appl. Sci. 2026, 16, 7662

26 of 34

5.4. Robustness Under Adaptive Attacks

A defense that is only evaluated against the original (static) attack set risks over-
stating its real-world robustness, because a knowledgeable adversary will adapt to the
deployed mechanism. To address this, we constructed an adaptive attack set in which each
original injection is augmented with evasion strategies that explicitly target the proposed
pipeline—spoofed delimiter and provenance markers intended to mimic trusted con-
tent, instruction-repetition and obfuscation to survive spotlighting, and authority-framing
designed to lower the Guard model’s suspicion. Concretely, each of the 250 original
adversarial cases was expanded with these pipeline-targeting transformations into five
adaptive variants, yielding 1250 adaptive adversarial trials; the user task, the tool context,
and the adversarial goal of each case are inherited unchanged from the original set, and
only the injection payload is rewritten. The five evasion strategies, released with the code
(src/data/adaptive_attacks.py), each target a specific layer of the pipeline: (i) delimiter
breakout forges the closing/opening spotlight delimiters in an attempt to smuggle text into
the trusted block; (ii) encoding-aware injection instructs the model to ignore the encoding
and isolation markers and execute the decoded content as a command; (iii) fake signa-
ture forges a signature line and a “VerificationStatus: PASS” banner to imitate a verified
trusted instruction; (iv) role override reframes the payload as a system-level instruction
that outranks the data-only rule; and (v) benign wrapper hides the malicious request inside
an innocuous-looking housekeeping task to slip past the heuristic keyword gate. The set
size of 1250 therefore follows directly from the construction (250 base cases x 5 strategies)
rather than from an arbitrary choice, and covering every base case with every strategy
ensures that each layer of the defense is probed by the evasion designed against it. Eval-
uating the Spotlight-Guard (Full) system against this adaptive set yields an ASR of 6.7%
(95% CI: [5.3, 8.2], bootstrap over the 1250 adaptive trials) (block rate 93.3%), i.e., the system
continues to block the large majority of attacks even when they are specifically crafted to
defeat it.

At first sight it may appear counter-intuitive that the adaptive ASR (6.7%) is lower than
the 17.2% ASR measured on the standard attack set, since adaptive attacks are intended
to be stronger. The two numbers, however, are not directly comparable as a difficulty-
ordered pair, for two reasons. First, the adaptive set is a different distribution: it consists
of transformed payloads (five variants per original case) rather than the original stealthy
injections, so Figure 7 contrasts two attack distributions, not two difficulty levels of the
same cases. Second, and more importantly, the evasion strategies that define the adaptive
set interact destructively with the pipeline they target: spoofed delimiter and provenance
markers are themselves encoded by the spotlighting layer and thus arrive as inert data
while simultaneously constituting a strong attack signature for the heuristic-escalation rules;
likewise, instruction repetition and authority framing make the payloads more conspicuous
to the Guard model than the original, subtler injections, which hide malicious intent inside
otherwise natural content. In other words, the residual 17.2% of standard attacks succeed
precisely because they are inconspicuous, whereas the adaptive transformations trade
stealth for evasion attempts that the layered design is well positioned to catch. We therefore
read the adaptive result as evidence of robustness against this specific family of pipeline-
aware evasions, not as a claim that adaptation helps the defender in general; a stronger
adaptive adversary (e.g., one performing query-based optimization against the deployed
system) could well exceed the standard-set ASR. We also note that the Baseline and ReAct
defenses were not re-evaluated on the adaptive set since the adaptive transformations are
constructed specifically against the Spotlight-Guard pipeline (spoofed spotlighting markers
are meaningless to a defense that does not use spotlighting), and a cross-defense comparison
on this set would therefore not be meaningful; extending the adaptive evaluation to defense-
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specific adaptive suites for every baseline is left as future work. This does not imply the
system is unbreakable—it establishes that defeating it requires simultaneously defeating
multiple, heterogeneous layers, which raises the adversary’s cost substantially.

100 1 Bl ASR (%)

I F1 (x100)

89.2

80 1

60 -

Value

40 A

20 1

Standard Adaptive
Attacks Attacks

Figure 7. Attack Success Rate of the Spotlight-Guard (Full) system under the standard attack set
versus the adaptive attack set crafted to target the pipeline.

5.5. Cost Analysis of Spotlight-Guard Defense

Because the proposed architecture is multi-layered, it is important to characterize its
computational overhead. We deliberately restrict this analysis to the number of model
invocations per request, which is deterministic and derivable directly from the pipeline
structure and the observed escalation rates. We explicitly did not measure wall-clock
latency or memory footprint in this study, and we therefore report no latency or memory
figures: such measurements are strongly dependent on hardware, batching, quantization,
and serving configuration, and presenting estimates as measurements would be mislead-
ing. Since all three pipeline models are 7B-class and each invocation is a full inference
pass, the per-request latency and energy cost can be expected to scale approximately lin-
early with the invocation count in a sequential deployment, and a rigorous measured
latency /throughput/VRAM profile across deployment configurations is left to future work.
As summarized in Table 10, the Baseline issues a single model call per request, ReAct
issues roughly two to three (reasoning plus self-check), and the Spotlight-Guard (Full)
system issues up to 3.7 on average: every prompt is first screened by the Guard model,
low-confidence cases are escalated to the Quarantine model, and a safe final answer is
produced by the Fallback mechanism only when needed. For latency-critical applications
(e.g., live chatbots, high-frequency trading) this multiplied invocation cost can be a mean-
ingful constraint, whereas for “security-first” use cases such as enterprise data protection
or critical-infrastructure agents, the additional compute is generally an acceptable price for
reducing the Attack Success Rate from 36.0% (Baseline) to 17.2% while keeping benign-task
success at 97.2%.

Future optimization efforts should focus on replacing the Guard model with lighter
alternatives (e.g., models with 3B parameters) or integrating Early Exit mechanisms. This
approach would enable clearly benign requests (e.g., “Hello”) to bypass the comprehensive
defense chain and receive immediate responses, thereby reducing the average latency.
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Table 10. Average model invocations per request by defense (derived from the pipeline structure and
observed escalation rates; wall-clock latency and memory were not measured in this study).

Defense Avg. Calls/Request Invocation Composition

Baseline 1.0 Single model call

ReAct 2.4 Reasoning + self-check
Spotlight-Guard (Full) 3.7 Guard + Quarantine + Fallback (as escalated)

5.6. Discussion on Model Selection Sensitivity

Empirical results of this work are largely due to the performance bottleneck of open-
weight models, such as Qwen-2.5-7B, Mistral-7B, and DeepSeek-Coder. Recent studies
show that safety alignment is susceptible to fine-tuning attacks and that building robust
defense typically requires more powerful instruction-following and reasoning capability,
which is usually only available in larger foundation models. In this work, the decision
to focus on 7B-parameter models is a deliberate design choice to demonstrate that the
proposed system can be deployed on commodity, locally hosted hardware and standard
on-premises servers. Theoretically, the sensitivity of the models suggests that the use of
more capable models, such as GPT-4 and Claude-3-Opus, in the Guard layer might be able
to push the Attack Success Rate below 5%; however, there are two major challenges to
incorporating proprietary models into the defense architecture, especially for enterprise
environments and regulated domains:

1.  Data Privacy and Sovereignty: Sending sensitive user data, such as email contents,
calendar data, or personal notes, to third-party APIs creates non-compliance with data
protection regulations like GDPR and KVKK. Local models (Local LLMs) eliminate
this risk by ensuring that data is processed without leaving the device.

2. Sustainable Cost and Scalability: Per-token pricing models and network latency nega-
tively affect the scalability of the proposed multi-layered Spotlight-Guard architecture.
Especially in scenarios requiring high-volume processing, the fixed infrastructure
cost of local models offers a more economic solution in the long run compared to the
variable cost of cloud-based models.

Consequently, this study demonstrates that Small Language Models (SLMs), sup-
ported by properly structured prompt engineering and domain-specific fine-tuning tech-
niques, can deliver competitive security performance compared to massive models. Future
work will focus on investigating adversarial training techniques and hybrid (local + cloud)
architectures to further enhance the defense capabilities of these models.

6. Discussion

The Spotlight-Guard architecture described in this paper provides an efficient pro-
tection layer against indirect prompt injection attacks on Large Language Models while
also moving the traditional security vs. cost trade-off. Our experiments clearly show that
the system substantially reduces the Attack Success Rate (from 36.0% to 17.2% on the
undefended baseline) while preserving a 97.2% benign-task success rate; at the same time,
we acknowledge that this protection comes at an additional computational cost. Passing
all the user requests through multiple stages, such as Guard, Quarantine, and Fallback,
increases the number of model invocations per request (up to roughly 3.7x relative to
a single-call baseline) and may introduce a performance bottleneck in some commercial
scenarios; however, the modular nature of the architecture allows it to be easily adapted to
different risk profiles. In high-risk, “zero-trust” environments, such as financial records
processing or critical infrastructure control, this additional compute is usually an acceptable
price for the security level achieved, because the security benefits outweigh the additional
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cost. The entire experimental pipeline of this study was built on a well-documented ground,
and dataset selection, bootstrap parameters, metric formulas, and all the implementation
details were recorded, along with full logs and JSON outputs generated during the runs.
We also observed that the strictly deterministic, pattern-based character of the regex-driven
Automated Judge may miss some subtle linguistic tricks or context-dependent edge cases;
consequently, the conservative rules used by the Judge module are highly effective in reduc-
ing the risk of missing genuinely dangerous behaviors, but the very same conservativeness
also increases the risk of mistakenly blocking safe operations as unsafe (False Positives),
which in practice may block benign user actions without justification.

6.1. Privacy and Ethical Considerations

Several of the adversarial goals in our benchmark, most notably data exfiltration,
are at their core privacy violations: a successful indirect injection can cause the agent to
leak e-mail contents, calendar entries, personal notes, or financial records that the user
has entrusted to it. The proposed defense protects this sensitive information through
three mutually reinforcing mechanisms. First, the entire pipeline runs on locally hosted
open-weight models, so neither user data nor tool outputs ever leave the deployment
perimeter for a third-party APl—a property that directly supports compliance with data-
protection regulations such as the GDPR and, in our national context, the KVKK. Second,
the spotlighting layer ensures that content retrieved from external tools is presented to the
model only as encoded, inert data, so instructions hidden in that content cannot redirect
the agent toward disclosing other information available in its context. Third, exfiltration-
shaped requests (e.g., forwarding data to attacker-controlled destinations) are precisely the
cases the Guard, heuristic-escalation, and Quarantine layers are configured to intercept, as
reflected in the strong reduction in Financial Data attack success (36.9% to 10.71%).

This protection comes with an ethical trade-off that we make explicit: any defense that
can block an attack can also block a legitimate request. In our evaluation this cost is small
but not zero—2.8% of benign requests are over-blocked (7 of 250 cases)—and Table 9 shows
that these errors concentrate in domains with sensitive vocabulary such as security or
healthcare, which raises a fairness concern: users who legitimately work with such content
are the most likely to be inconvenienced. We consider transparency toward the affected
user to be the primary mitigation. The pipeline is designed to fail visibly rather than
silently: whenever the defense intervenes, the user receives an explicit security notification
derived from the structured Guard/Quarantine output, whose Justification field states
the reason for the decision, and quarantined-but-recoverable requests are answered with
a clearly sanitized fallback response instead of a bare refusal. Deployments of such a
system additionally carry broader ethical responsibilities that go beyond the mechanism
itself: operators should disclose to users that an automated security layer screens agent
interactions, provide an accessible channel to contest or appeal wrongly blocked requests,
retain audit logs of interventions so that systematic over-blocking of particular user groups
or content domains can be detected and corrected, and avoid repurposing security logs,
which may themselves contain sensitive user content, for unrelated ends.

6.2. Limitations
We explicitly delimit the scope within which our conclusions hold.

¢ Evaluation scope. All results are obtained on a single benchmark (InjecAgent), in En-
glish, in single-turn interactions, with a fixed sample of 250 adversarial and 250 benign
cases per configuration, and on three specific 7B-class models. The reported improve-
ments are relative to the baselines evaluated within this testbed; we make no claim of
statistically established superiority over defense systems reported in prior literature,
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whose results were obtained under different datasets, models, and judging proto-
cols. Generalization to other benchmarks, languages, multi-turn dialogues, and model
scales remains to be demonstrated. Reliance on a single dataset also introduces specific
biases that stratification mitigates but cannot remove: InjecAgent’s attack payloads
are tool-centric and template-derived, so injection styles that dominate its distribution
(e.g., instruction-bearing e-mails, calendar entries, and product descriptions) are over-
represented relative to attack surfaces it does not model (multi-turn social engineering,
multilingual payloads, or optimization-based suffixes); its three-category taxonomy
constrains the granularity of our per-category analysis; and because our benign twins
are derived from the same records, the measured false-positive profile inherits the
benchmark’s domain vocabulary. Absolute ASR and BSR values should therefore
be interpreted as InjecAgent-specific estimates, whereas the relative ordering of the
defenses, which is driven by architectural mechanisms rather than payload phrasing,
is more likely to transfer across datasets.

*  Automated judge. All verdicts are produced by a deterministic, regex-driven judge.
This guarantees reproducibility, but rule-based matching can miss subtle linguistic or
context-dependent cases, such as paraphrased compliance or partial execution of an
injected instruction, and its conservative fallback can inflate block counts. The manual
audit described in Section 3.4 bounds this error, and because the same judge is applied
to every configuration, relative comparisons between defenses are affected far less
than absolute values; nevertheless, absolute ASR/BSR figures should be read with
this measurement layer in mind.

¢  Threat-model boundary. Our adversary controls only the content returned by external
tools. We assume the trusted runtime, the system prompt, and the HMAC secret key
are beyond the attacker’s reach. Consequently, the defense offers no protection against
privileged or internal attackers: an adversary who compromises the host, reads the
key from the runtime environment, or can modify the system prompt can forge valid
tags and bypass the integrity layer entirely, and an adversary who controls the Guard
or Quarantine models” weights defeats the detection layers by construction. The
HMAC layer likewise provides no non-repudiation, and its guarantees degrade to
those of the surrounding key-management practice. Deployments facing insider or
supply-chain threats therefore require complementary controls (key management in
hardware, runtime attestation, least-privilege tool sandboxes) that are outside the
scope of this work.

¢ Adaptive evaluation and cost. The adaptive-attack analysis covers one family of
pipeline-aware evasions applied to the full system only, not query-based optimiza-
tion attacks, and wall-clock latency and memory were characterized only through
invocation counts rather than measured profiles.

7. Conclusions and Future Work

In this paper, we address a critical threat model in the field of cybersecurity that
arises when Large Language Models are incorporated into autonomous agent systems. We
propose the Spotlight-Guard architecture, which combines spotlighting-based isolation of
untrusted content, an LLM detection-and-quarantine pipeline, and HMAC-based instruc-
tion integrity. On our controlled testbed, the full system reduces the Attack Success Rate
from 36.0% to 17.2% relative to the undefended baseline and outperforms the single-layer
defenses evaluated, with non-overlapping bootstrap confidence intervals for the Baseline
comparison, while preserving a 97.2% benign-task success rate. We emphasize that these
improvements are established with respect to the baselines evaluated within our own
experimental framework and do not constitute a claim of statistically demonstrated superi-
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ority over defense systems reported in the prior literature, which were evaluated under
different datasets, models, and protocols. Beyond the security results, the study contributes
a comprehensive, reproducible, and transparent framework to assess the effectiveness of
different defense approaches.

Future works will be along the following three directions: first, we will replace the
current purely rule-based judge with hybrid supervision approaches that can leverage
machine learning to learn and adapt to new attack patterns over time; second, we will
expand the evaluation data beyond the InjecAgent dataset, including dynamic, adaptive
benchmarks such as AgentDojo [63] that are explicitly designed to evaluate evolving
attacks and defenses, as well as multi-turn and multilingual attack scenarios to better reflect
real-world usage; third, we will integrate the architecture into industrial-scale, low-latency
environments by automating coordination across defense layers and refining fault-tolerance
strategies, so that strong security guarantees can be achieved without sacrificing practicality
in production systems.
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API Application Programming Interface
ASR Attack Success Rate

BSR Benign Success Rate

HMAC Hash-based Message Authentication Code
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JSON JavaScript Object Notation

CI Confidence Interval

https:/ /doi.org/10.3390/app16157662


https://github.com/Doygun/doygun-spotlight-guard
https://doi.org/10.3390/app16157662

Appl. Sci. 2026, 16, 7662 32 0f 34

References

1. Hossain, S.M.A_; Shayoni, R.K.; Ameen, M.R.; Islam, A.; Mridha, M.E; Shin, ]J. A Multi-Agent LLM Defense Pipeline Against
Prompt Injection Attacks. arXiv 2025, arXiv:2509.14285. [CrossRef]

2. Hines, K; Lopez, G.; Hall, M.; Zarfati, F.; Zunger, Y.; Kiciman, E. Defending Against Indirect Prompt Injection Attacks with
Spotlighting. arXiv 2024, arXiv:2403.14720. [CrossRef]

3. Yao, Y;Duan,]; Xu, K,; Cai, Y;; Sun, Z.; Zhang, Y. A Survey on Large Language Model (LLM) Security and Privacy: The Good,
the Bad, and the Ugly. High-Confid. Comput. 2024, 4, 100211. [CrossRef]

4. Das, B.C.; Amini, M.H.; Wu, Y. Security and Privacy Challenges of Large Language Models: A Survey. ACM Comput. Surv. 2025,
57,152. [CrossRef]

5. Piet, J.; Alrashed, M.; Sitawarin, C.; Chen, S.; Wei, Z.; Sun, E.; Alomair, B.; Wagner, D. Jatmo: Prompt Injection Defense by
Task-Specific Finetuning. arXiv 2024, arXiv:2312.17673. [CrossRef]

6.  Mathew, E.S. Enhancing Security in Large Language Models: A Comprehensive Review of Prompt Injection Attacks and Defenses.
J. Artif. Intell. 2025, 7, 347-363. [CrossRef]

7. Esmradi, A; Yip, D.W.; Chan, C.E. A Comprehensive Survey of Attack Techniques, Implementation, and Mitigation Strategies in
Large Language Models. In Ubiquitous Security; Wang, G., Wang, H., Min, G., Georgalas, N., Meng, W., Eds.; Springer: Singapore,
2024; pp. 76-95.

8.  ElSaify, B.; Baderelden, M. Adversarial and Multilingual Threats in Retrieval-Augmented Generation: From Prompt Injection
to Model Exploitation. In Proceedings of the 2025 2nd International Generative Al and Computational Language Modelling
Conference (GACLM), Valencia, Spain, 18-21 August 2025; pp. 155-162. [CrossRef]

9. Chen, S.; Zharmagambetov, A.; Mahloujifar, S.; Chaudhuri, K.; Wagner, D.; Guo, C. SecAlign: Defending Against Prompt Injection
with Preference Optimization. In Proceedings of the 2025 ACM SIGSAC Conference on Computer and Communications Security,
CCS 25, New York, NY, USA, 13-17 October 2025; pp. 2833-2847. [CrossRef]

10. Panterino, S.; Fellington, M. Dynamic moving target defense for mitigating targeted llm prompt injection. Authorea 2024, preprints.
[CrossRef] [PubMed]

11. Hadiprakoso, R.B.; Wilujengning, W.; Amiruddin, A. Adaptive Multi-Layer Framework for Detecting and Mitigating Prompt
Injection Attacks in Large Language Models. |. Inf. Syst. Eng. Bus. Intell. 2025, 11, 473-487. [CrossRef]

12.  Wang, Y,; Chen, S.; Alkhudair, R.; Alomair, B.; Wagner, D. Defending Against Prompt Injection with DataFilter. arXiv 2025,
arXiv:2510.19207. [CrossRef]

13. Pfister, N.; Volhejn, V.; Knott, M.; Arias, S.; Baziriska, J.; Bichurin, M.; Commike, A.; Darling, J.; Dienes, P,; Fiedler, M.; et al.
Gandalf the Red: Adaptive Security for LLMs. arXiv 2025, arXiv:2501.07927. [CrossRef]

14. Emekci, H.; Budakoglu, G. Securing with Dual-LLM Architecture: ChatTEDU an Open Access Chatbot’s Defense. IEEE Access
2025, 13, 183156-183170. [CrossRef]

15. Li, M.Q.; Fung, B.C. Security concerns for Large Language Models: A survey. J. Inf. Secur. Appl. 2025, 95, 104284. [CrossRef]

16. Perez, E; Ribeiro, I. Ignore Previous Prompt: Attack Techniques for Language Models. arXiv 2022, arXiv:2211.09527. [CrossRef]

17.  Greshake, K.; Abdelnabi, S.; Mishra, S.; Endres, C.; Holz, T; Fritz, M. Not what you’ve signed up for: Compromising Real-World
LLM-Integrated Applications with Indirect Prompt Injection. arXiv 2023, arXiv:2302.12173. [CrossRef]

18.  Zhang, C;Jin, M.; Yu, Q.; Liu, C.; Xue, H.; Jin, X. Goal-guided Generative Prompt Injection Attack on Large Language Models.
arXiv 2024, arXiv:2404.07234. [CrossRef]

19. Feng, Y,; Chen, Z,; Kang, Z.; Wang, S.; Tian, H.; Zhang, W.; Zhu, M.; Chen, W. JailbreakLens: Visual Analysis of Jailbreak Attacks
Against Large Language Models. IEEE Trans. Vis. Comput. Graph. 2025, 31, 8668-8682. [CrossRef] [PubMed]

20. Zhu, K.; Zhao, Q.; Chen, H.; Wang, J.; Xie, X. PromptBench: A Unified Library for Evaluation of Large Language Models. arXiv
2024, arXiv:2312.07910. [CrossRef]

21. Liu, Y, Jia, Y,; Geng, R;; Jia, J.; Gong, N.Z. Formalizing and benchmarking prompt injection attacks and defenses. In Proceedings
of the 33rd USENIX Conference on Security Symposium, SEC "24, Philadelphia, PA, USA, 14-16 August 2024.

22. Zhan, Q. Liang, Z.; Ying, Z.; Kang, D. InjecAgent: Benchmarking Indirect Prompt Injections in Tool-Integrated Large Language
Model Agents. arXiv 2024, arXiv:2403.02691. [CrossRef]

23. Rai, P; Sood, S.; Madisetti, V.K.; Bahga, A. GUARDIAN: A Multi-Tiered Defense Architecture for Thwarting Prompt Injection
Attacks on LLMs. J. Softw. Eng. Appl. 2024, 17, 43-68. [CrossRef]

24. Fonseca, J.; Bell, A.; Stoyanovich, J. Safeguarding Large Language Models in Real-time with Tunable Safety-Performance
Trade-offs. arXiv 2025, arXiv:2501.02018. [CrossRef]

25. Lin, S; Yang, H; Li, R,; Wang, X,; Lin, C.; Xing, W.; Han, M. LLMs can be Dangerous Reasoners: Analyzing-based Jailbreak
Attack on Large Language Models. arXiv 2025, arXiv:2407.16205. [CrossRef]

26. Shen, G.; Zhao, D.; Dong, Y.; He, X.; Zeng, Y. Jailbreak Antidote: Runtime Safety-Utility Balance via Sparse Representation

Adjustment in Large Language Models. arXiv 2025, arXiv:2410.02298. [CrossRef]

https:/ /doi.org/10.3390/app16157662


http://dx.doi.org/10.48550/arXiv.2509.14285
http://dx.doi.org/10.48550/arXiv.2403.14720
http://dx.doi.org/10.1016/j.hcc.2024.100211
http://dx.doi.org/10.1145/3712001
http://dx.doi.org/10.48550/arXiv.2312.17673
http://dx.doi.org/10.32604/jai.2025.069841
http://dx.doi.org/10.1109/GACLM67198.2025.11231998
http://dx.doi.org/10.1145/3719027.3744836
http://dx.doi.org/10.36227/techrxiv.171822345.56781952/v1
http://www.ncbi.nlm.nih.gov/pubmed/36284789
http://dx.doi.org/10.20473/jisebi.11.3.473-487
http://dx.doi.org/10.48550/arXiv.2510.19207
http://dx.doi.org/10.48550/arXiv.2501.07927
http://dx.doi.org/10.1109/ACCESS.2025.3623268
http://dx.doi.org/10.1016/j.jisa.2025.104284
http://dx.doi.org/10.48550/arXiv.2211.09527
http://dx.doi.org/10.48550/arXiv.2302.12173
http://dx.doi.org/10.48550/arXiv.2404.07234
http://dx.doi.org/10.1109/TVCG.2025.3575694
http://www.ncbi.nlm.nih.gov/pubmed/40456061
http://dx.doi.org/10.48550/arXiv.2312.07910
http://dx.doi.org/10.48550/arXiv.2403.02691
http://dx.doi.org/10.4236/jsea.2024.171003
http://dx.doi.org/10.48550/arXiv.2501.02018
http://dx.doi.org/10.48550/arXiv.2407.16205
http://dx.doi.org/10.48550/arXiv.2410.02298
https://doi.org/10.3390/app16157662

Appl. Sci. 2026, 16, 7662 33 of 34

27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

42.

43.

44.

45.

46.

47.

48.

49.

50.

Ji,].; Hou, B.; Robey, A.; Pappas, G.J.; Hassani, H.; Zhang, Y.; Wong, E.; Chang, S. Defending Large Language Models against
Jailbreak Attacks via Semantic Smoothing. arXiv 2024, arXiv:2402.16192. [CrossRef]

Bombieri, M.; Paolo Ponzetto, S.; Rospocher, M. The Dangerous Effects of a Frustratingly Easy LLMs Jailbreak Attack. IEEE
Access 2025, 13, 126418-126431. [CrossRef]

Li, H.; Liu, X.; Zhang, N.; Xiao, C. PIGuard: Prompt Injection Guardrail via Mitigating Overdefense for Free. In Proceedings of the
63rd Annual Meeting of the Association for Computational Linguistics; ACL: Vienna, Austria, 2025.

Debenedetti, E.; Shumailov, I; Fan, T.; Hayes, J.; Carlini, N.; Fabian, D.; Kern, C.; Shi, C.; Terzis, A.; Tramer, F. Defeating Prompt
Injections by Design. arXiv 2025, arXiv:2503.18813. [CrossRef]

Chen, S; Piet, J.; Sitawarin, C.; Wagner, D. StruQ: Defending against prompt injection with structured queries. In Proceedings of
the SEC "25, 34th USENIX Conference on Security Symposium, Berkeley, CA, USA, 13-15 August 2025; pp. 2383-2400.

Pokhrel, K.; Sanin, C.; Hossain Sakib, M.K,; Islam, M.R.; Szczerbicki, E. An Adversarial Machine Learning Approach on Securing
Large Language Model with Vigil, an Open-Source Initiative. Procedia Comput. Sci. 2024, 246, 686—695. [CrossRef]

Liu, X,; Jha, S.; McDaniel, P,; Li, B.; Xiao, C. AutoHijacker: Automatic Indirect Prompt Injection Against Black-Box LLM Agents.
OpenReview Preprint. 2025. Available online: https://openreview.net/forum?id=2VmB01D9Ef (accessed on 15 July 2026).

Yi, J.; Xie, Y.; Zhu, B,; Kiciman, E.; Sun, G.; Xie, X.; Wu, E Benchmarking and Defending against Indirect Prompt Injection Attacks
on Large Language Models. In Proceedings of the KDD "25, 31st ACM SIGKDD Conference on Knowledge Discovery and Data Mining
V.1; Association for Computing Machinery: New York, NY, USA, 2025; pp. 1809-1820. [CrossRef]

Pu, R; Li, C;; Ha, R.; Zhang, L.; Qiu, L.; Zhang, X. Beyond Surface-Level Detection: Towards Cognitive-Driven Defense Against
Jailbreak Attacks via Meta-Operations Reasoning. arXiv 2025, arXiv:2508.03054. [CrossRef]

Chen, Y.; Li, H,; Sui, Y;; He, Y.; Liu, Y.; Song, Y.; Hooi, B. Can Indirect Prompt Injection Attacks Be Detected and Removed? arXiv
2025, arXiv:2502.16580. [CrossRef]

Kumar, A.; Agarwal, C; Srinivas, S.; Li, A.].; Feizi, S.; Lakkaraju, H. Certifying LLM Safety against Adversarial Prompting. arXiv
2025, arXiv:2309.02705. [CrossRef]

Wu, T.; Zhang, H. Chain-of-Detection enables robust and efficient jailbreak defense. Neural Netw. 2026, 196, 108217. [CrossRef]
[PubMed]

Jiang, S.; Chen, X.; Tang, R. Deceiving LLM through Compositional Instruction with Hidden Attacks. ACM Trans. Auton. Adapt.
Syst. 2025, accepted. [CrossRef]

Chen, S.; Wang, Y.; Carlini, N.; Sitawarin, C.; Wagner, D. Defending Against Prompt Injection with a Few DefensiveTokens. arXiv
2025, arXiv:2507.07974. [CrossRef]

Kang, Z.; Xia, H.; Zhang, R.; Song, X.; Li, L.; Hu, C. Fast and Controllable Bias-Guided Jailbreak Attack on Large Language
Models. IEEE Internet Things J. 2025, 12, 51892-51901. [CrossRef]

Li, R.;; Chen, M.; Hu, C.; Chen, H.; Xing, W.; Han, M. GenTel-Safe: A Unified Benchmark and Shielding Framework for Defending
Against Prompt Injection Attacks. arXiv 2024, arXiv:2409.19521. [CrossRef]

Tsmindashvili, T.; Kolkhidashvili, A.; Kurtskhalia, D.; Maghlakelidze, N.; Mekvabishvili, E.; Dentoshvili, G.; Shamilov, O.;
Gachechiladze, Z.; Saporta, S.; Dachi Choladze, D. Improving LLM Outputs Against Jailbreak Attacks with Expert Model
Integration. IEEE Access 2025, 13, 134976-134988. [CrossRef]

Zhang, Y.; Ding, L.; Zhang, L.; Tao, D. Intention Analysis Makes LLMs A Good Jailbreak Defender. In Proceedings of the 31st
International Conference on Computational Linguistics; Rambow, O., Wanner, L., Apidianaki, M., Al-Khalifa, H., Eugenio, B.D.,
Schockaert, S., Eds.; Association for Computational Linguistics: Abu Dhabi, United Arab Emirates, 2025; pp. 2947-2968.
Zhang, X.; Zhang, C; Li, T.; Huang, Y.; Jia, X.; Hu, M.; Zhang, J.; Liu, Y.; Ma, S.; Shen, C. JailGuard: A Universal Detection
Framework for Prompt-based Attacks on LLM Systems. ACM Trans. Softw. Eng. Methodol. 2025, 35, 8. [CrossRef] [PubMed]

Tu, S.; Pan, Z.; Wang, W.; Zhang, Z.; Sun, Y.; Yu, J.; Wang, H.; Hou, L.; Li, ]. Knowledge-to-Jailbreak: Investigating Knowledge-
driven Jailbreaking Attacks for Large Language Models. In Proceedings of the 31st ACM SIGKDD Conference on Knowledge Discovery
and Data Mining V.2; KDD ’25; Association for Computing Machinery: New York, NY, USA, 2025; pp. 2847-2858. [CrossRef]
Tien, L.A.; Van Huong, P. Optimizing Transformer Models for Prompt Jailbreak Attack Detection in AI Assistant Systems. In
Proceedings of the 2024 1st International Conference on Cryptography and Information Security (VCRIS), Hanoi, Vietnam,
3—4 December 2024; pp. 1-4. [CrossRef]

Gosmar, D.; Dahl, D.A.; Gosmar, D. Prompt Injection Detection and Mitigation via Al Multi-Agent NLP Frameworks. arXiv 2025,
arXiv:2503.11517. [CrossRef]

Lee, D.; Xie, S.; Rahman, S.; Pat, K.; Lee, D.; Chen, Q.A. “Prompter Says”: A Linguistic Approach to Understanding and Detecting
Jailbreak Attacks Against Large-Language Models. In Proceedings of the 1st ACM Workshop on Large Al Systems and Models with
Privacy and Safety Analysis; LAMPS "24; Association for Computing Machinery: New York, NY, USA, 2024; pp. 77-87. [CrossRef]
Zhu, ].; Yan, L.; Wang, S.; Yin, D.; Sha, L. Reasoning-to-Defend: Safety-Aware Reasoning Can Defend Large Language Models
from Jailbreaking. arXiv 2025, arXiv:2502.12970. [CrossRef]

https:/ /doi.org/10.3390/app16157662


http://dx.doi.org/10.48550/arXiv.2402.16192
http://dx.doi.org/10.1109/ACCESS.2025.3589112
http://dx.doi.org/10.48550/arXiv.2503.18813
http://dx.doi.org/10.1016/j.procs.2024.09.486
https://openreview.net/forum?id=2VmB01D9Ef
http://dx.doi.org/10.1145/3690624.3709179
http://dx.doi.org/10.48550/arXiv.2508.03054
http://dx.doi.org/10.48550/arXiv.2502.16580
http://dx.doi.org/10.48550/arXiv.2309.02705
http://dx.doi.org/10.1016/j.neunet.2025.108217
http://www.ncbi.nlm.nih.gov/pubmed/41285054
http://dx.doi.org/10.1145/3717067
http://dx.doi.org/10.48550/arXiv.2507.07974
http://dx.doi.org/10.1109/JIOT.2025.3599199
http://dx.doi.org/10.48550/arXiv.2409.19521
http://dx.doi.org/10.1109/ACCESS.2025.3592458
http://dx.doi.org/10.1145/3724393
http://www.ncbi.nlm.nih.gov/pubmed/30186857
http://dx.doi.org/10.1145/3711896.3737014
http://dx.doi.org/10.1109/VCRIS63677.2024.10813380
http://dx.doi.org/10.48550/arXiv.2503.11517
http://dx.doi.org/10.1145/3689217.3690618
http://dx.doi.org/10.48550/arXiv.2502.12970
https://doi.org/10.3390/app16157662

Appl. Sci. 2026, 16, 7662 34 of 34

51.

52.

53.

54.

55.

56.

57.

58.

59.
60.

61.

62.
63.

Zhao, Q.; Wang, J.; Gao, Z.; Dou, Z.; Abuhaija, B.; Huang, K. SafeBehavior: Simulating Human-Like Multistage Reasoning to
Mitigate Jailbreak Attacks in Large Language Models. arXiv 2025, arXiv:2509.26345. [CrossRef]

Li, S.; Wei, X.; Yuan, J.; Wang, X.; Miao, K. Secure Model Context Protocol for Large Language Models with Dual Signatures.
In Proceedings of the 20th Workshop on Mobility in the Evolving Internet Architecture; MobiArch 25; Association for Computing
Machinery: New York, NY, USA, 2025; pp. 1-6. [CrossRef]

Chen, Y,; Liu, Y.; Zhang, J.; Li, M.; Huang, C.; Wen, J. SAID: Empowering Large Language Models with Self-Activating Internal
Defense. arXiv 2025, arXiv:2510.20129. [CrossRef]

Alizadeh Noughabi, H.; Serbanescu, J.; Zarrinkalam, F.; Dehghantanha, A. Uncovering the Persuasive Fingerprint of LLMs in
Jailbreaking Attacks. In Proceedings of the 34th ACM International Conference on Information and Knowledge Management; CIKM ’25;
Association for Computing Machinery: New York, NY, USA, 2025; pp. 4608-4612. [CrossRef]

Sun, Y,; Xu, Z.; Cui, S; Yang, K; Yu, L.; Zhang, Y.; Xie, H. UpSafe°C: Upcycling for Controllable Safety in Large Language Models.
arXiv 2025, arXiv:2510.02194. [CrossRef]

Yao, S.; Zhao, J.; Yu, D.; Du, N.; Shafran, I.; Narasimhan, K.; Cao, Y. ReAct: Synergizing Reasoning and Acting in Lan-
guage Models. In Proceedings of the Eleventh International Conference on Learning Representations (ICLR), Kigali, Rwanda,
1-5 May 2023.

Krawczyk, H.; Bellare, M.; Canetti, R. HMAC: Keyed-Hashing for Message Authentication. In RFC 2104; Internet Engineering
Task Force: Wilmington, DE, USA, 1997. [CrossRef]

Ollama Contributors. Ollama: Get Up and Running with Large Language Models Locally. Open-Source Software. 2024. Available
online: https://ollama.com (accessed on 16 June 2026).

Qwen Team. Qwen2.5 Technical Report. arXiv 2025, arXiv:2412.15115. [CrossRef]

Jiang, A.Q.; Sablayrolles, A.; Mensch, A.; Bamford, C.; Chaplot, D.S.; de las Casas, D.; Bressand, F,; Lengyel, G.; Lample, G,;
Saulnier, L.; et al. Mistral 7B. arXiv 2023, arXiv:2310.06825. [CrossRef]

Guo, D.; Zhu, Q.; Yang, D; Xie, Z.; Dong, K.; Zhang, W.; Chen, G.; Bi, X.; Wu, Y;; Li, Y,; et al. DeepSeek-Coder: When the Large Language
Model Meets Programming—The Rise of Code Intelligence. arXiv 2024, arXiv:2401.14196. [CrossRef]

Efron, B.; Tibshirani, R.J. An Introduction to the Bootstrap; Chapman & Hall/CRC: New York, NY, USA, 1993.

Debenedetti, E.; Zhang, J.; Balunovi¢, M.; Beurer-Kellner, L.; Fischer, M.; Tramer, F. AgentDojo: A Dynamic Environment to
Evaluate Prompt Injection Attacks and Defenses for LLM Agents. arXiv 2024, arXiv:2406.13352. [CrossRef]

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those of the individual

author(s) and contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to

people or property resulting from any ideas, methods, instructions or products referred to in the content.

https:/ /doi.org/10.3390/app16157662


http://dx.doi.org/10.48550/arXiv.2509.26345
http://dx.doi.org/10.1145/3737897.3767287
http://dx.doi.org/10.48550/arXiv.2510.20129
http://dx.doi.org/10.1145/3746252.3760929
http://dx.doi.org/10.48550/arXiv.2510.02194
http://dx.doi.org/10.17487/RFC2104
https://ollama.com
http://dx.doi.org/10.48550/arXiv.2412.15115
http://dx.doi.org/10.48550/arXiv.2310.06825
http://dx.doi.org/10.48550/arXiv.2401.14196
http://dx.doi.org/10.48550/arXiv.2406.13352
https://doi.org/10.3390/app16157662

	Introduction
	Problem Definition and Motivation
	Main Contributions

	Related Works
	Prompt Injection and LLM Security
	Defense Paradigms
	Comparison with State-of-the-Art

	Proposed System Architecture and Implementation
	Data Preparation
	Defense Layers
	Baseline Approach
	ReAct Agent (Reason + Action)
	Architecture and Workflow of Spotlight-Guard 

	Ollama Integration and Prompt Transmission
	Automated Judge Module

	Experimental Setup and Evaluation Metrics
	Experimental Setup
	Evaluation Metrics

	Findings
	Comparative Performance of Defenses
	Ablation Study and Sensitivity Analysis
	Component Ablation
	Sensitivity by Attack Categories
	Tool-Based Failure Analysis

	Case-Based Error Analysis
	Robustness Under Adaptive Attacks
	Cost Analysis of Spotlight-Guard Defense
	Discussion on Model Selection Sensitivity

	Discussion
	Privacy and Ethical Considerations
	Limitations

	Conclusions and Future Work
	References

