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Abstract

This paper introduces an approach based on blockchain and dynamic Non-Fungible Tokens
(dNFTs) for transparent supply chain management (SCM) through end-to-end traceability
and automation. The approach addresses three recurring limitations of blockchain-enabled
SCM: physical-to-digital anchoring, explicit event semantics and authorization, and re-
producible performance evaluation. Each physical product is represented as a dynamic
on-chain asset whose tokenization is gated by a threshold oracle-attestation rule, and whose
lifecycle is updated through role-authorized, auditable events, supporting accountability-
oriented practices such as enhanced transparency, improved provenance, stronger recall
capability, and responsible sourcing. We operationalize the proposed approach through
the 3T (Tokenize–Track–Trace) architecture and instantiate it on a permissioned blockchain
to demonstrate oracle-anchored product tokenization, end-to-end traceability, and work-
flow automation via smart contracts. Performance is evaluated using standard blockchain
metrics (throughput, latency, load-scaling and saturation behavior under a fixed topol-
ogy, resource utilization, success rate, and traceability-query latency) under controlled
load-generation settings. The paper also discusses security assumptions, implementation
limitations, and potential future research directions for blockchain-enabled SCM.

Keywords: blockchain; smart contracts; supply chain; transparency; tokenization; traceability;
security; automation; Hyperledger

1. Introduction
Subject to the trends of economic globalization, market expansion, and escalating

competition, companies from various industries are facing increasingly complex manage-
ment and control challenges [1]. Recent disruptions, such as the COVID-19 outbreak, have
highlighted the necessity for sustainable and transparent supply chain systems. These
disruptions exposed vulnerabilities including lack of end-to-end visibility, insufficient in-
formation traceability and transparency, cash flow issues, inadequate collaboration among
stakeholders, and security concerns [2]. Such issues underscore the critical need for indus-
tries to adopt digital transformation, embracing sustainable practices through advanced
information systems and digital technologies [3].

The world landscape has witnessed an exponential growth of new digital tech-
nologies and innovations such as artificial intelligence, big data, internet of things,
blockchain, and distributed ledger technologies. Blockchain is considered as an emerging
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and potentially disruptive technology that could transform societies, social organizations,
and economies by providing cost-efficient and transparent solutions to different indus-
tries [2,4–6]. Satoshi Nakamoto first implemented it in 2009 during the global financial
crisis [7], which laid out the mathematical foundation for the first cryptographic currency,
Bitcoin. Blockchain was mainly used in the financial sector and digital assets such as
digital currencies (e.g., Bitcoin, Ethereum). However, its benefits were soon recognized by
other domain applications, such as supply chain [8], healthcare [9], transportation [10], en-
ergy [11], and entertainment industry (e.g., metaverse and non-fungible tokens (NFTs)) [12],
as industry and academia acknowledged that it could improve efficiency. Peer-to-peer
lending and decentralized finance further illustrate blockchain’s broader role in digitally
mediated financial services [13,14]. Blockchain is also being explored for sustainable and
resilient Industry 5.0 applications [15,16]. These examples provide broader context while
the present study remains focused on enterprise SCM.

Despite rapid experimentation beyond cryptocurrencies, blockchain-enabled SCM
systems still face persistent limitations related to trustworthy physical-to-digital linkage,
well-defined event semantics, and reproducible performance evaluation [17–19]. In this
context, the present paper focuses on traceability and automation mechanisms that can be
instantiated on enterprise-grade ledgers.

1.1. Research Gap

Despite extensive adoption of blockchain for traceability, practical SCM deployments
still face three unresolved issues: (i) physical-to-digital anchoring (preventing the digitization
of non-existing or counterfeit items), (ii) event semantics and authorization (defining who
may update which part of the lifecycle, under which rules), and (iii) reproducible evaluation
(reporting performance under clearly stated experimental parameters). This work addresses
these gaps through a unified architecture and an implementation-level validation on a
permissioned blockchain.

As synthesized in Section 3.5, prior approaches commonly emphasize one or two of
these requirements rather than specifying them jointly within a single auditable lifecycle
model. The resulting gap is therefore not the absence of blockchain, NFTs, or oracles indi-
vidually, but the absence of an integrated specification that couples threshold-gated product
creation, role authorization, state-transition preconditions, event-specific evidence valida-
tion, dynamic product-state evolution, and a reproducible traceability evaluation protocol.

1.2. Contributions

This paper makes the following contributions:

• We propose a unified architecture (3T: Tokenize–Track–Trace) for supply chain
traceability and automation that combines dynamic non-fungible representations
(dNFTs), oracle-validated anchoring of physical events, and event-driven smart-
contract workflows.

• We formalize the product state, oracle-attestation rule, authorization conditions,
and event-triggered transition model as a platform-independent specification, and
demonstrate one concrete realization on Hyperledger Fabric.

• We implement the proposed design on Hyperledger Fabric, including smart-contract
interfaces for tokenization, custody transfer, and delivery confirmation, with role-
based authorization.

• We evaluate the implementation under controlled workload, reporting throughput,
latency, load-scaling and saturation behavior under a fixed topology, and resource
efficiency with explicitly stated experimental parameters.
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1.3. Novelty Boundary

The scientific contribution does not reside in a new consensus mechanism, crypto-
graphic primitive, oracle protocol, or token standard. Rather, it resides in the integrated
3T lifecycle design that combines: (i) an explicit oracle-threshold condition for physical-
product tokenization, instantiated with τ = 2 in the case study; (ii) formal identity- and
role-based authorization through Auth(u, e, x) together with the business-state precondi-
tion Pre(e, x) for typed lifecycle updates; (iii) a dynamic non-fungible product state linked
to an auditable event history; and (iv) an implementation and controlled performance
benchmark on Hyperledger Fabric. The value τ = 2 is the case-study tokenization policy.

The product-state, event, oracle-threshold, authorization, and transition semantics are
platform-independent abstractions; their implementation is necessarily platform-specific.
We instantiate these abstractions on Hyperledger Fabric to demonstrate feasibility and to
report reproducible performance results, and Section 4.4.1 identifies the adapters required
for an EVM-compatible deployment.

Section 2 presents the background and basic concepts. Section 3 reviews related
work and adds an analytical study-level comparison. Section 4 details the proposed
3T architecture, its formal acceptance semantics, and its computational characteristics.
Section 5 instantiates the model on Hyperledger Fabric and presents the case study and
experimental results. Section 6 discusses the scientific and industrial implications and
the evaluation boundary. Section 7 concludes the paper, consolidates the limitations,
and outlines future research directions.

2. Background and Basic Concepts
2.1. Blockchain Technology

The standard ledger, authentication, smart-contract, and governance concepts re-
viewed below are included to keep the interdisciplinary presentation self-contained and to
define mechanisms referenced later in the 3T model. They are not presented as scientific
contributions. The contribution boundary is stated in the Introduction and examined com-
paratively in Section 3.5. Blockchain is a Distributed Ledger Technology (DLT) that stores
transactions in blocks chained together with cryptographic mechanisms in a peer-to-peer
network [7] (Figure 1). Blockchain was designed to operate without a central authority (i.e.,
with no bank or regulator controlling the network), while still ensuring that transactions
are authenticated and tamper-evident.

Block 0 (Genesis)

Block ID: 0
Previous hash: —
Timestamp
Transaction root
State summary
Validator signature

Block hash: h0

Block 1

Block ID: 1
Previous hash: h0
Timestamp
Transaction root
State summary
Validator signature

Block hash: h1

Block i

Block ID: i
Previous hash: hi−1
Timestamp
Transaction root
State summary
Validator signature

Block hash: hi

Each block commits a cryptographic summary of transactions and state. Block hashes are computed as hi = H(Bi ∥ hi−1), ensuring immutability and verifiable traceability

across the ledger.

Figure 1. Basic blockchain structure. Each block encapsulates a cryptographic summary of trans-
actions and system state, and includes the hash of the previous block. This chained construction
ensures immutability, auditability, and tamper evidence, and serves as the foundation for traceability
mechanisms used throughout the paper.
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2.1.1. Hash-Chained Data Structure

Let Bi denote the i-th block and let hi be its block hash. The cryptographic linkage
between consecutive blocks is typically modeled as:

hi = H(Bi ∥ hi−1), (1)

where H(·) is a cryptographic hash function and ∥ denotes concatenation. This hash-pointer
structure implies that any modification of a past block changes its hash and breaks the
linkage to all subsequent blocks, providing strong tamper evidence.

2.1.2. Authentication and Digital Signatures

Transactions are authenticated using asymmetric cryptography through a key pair
(sk, pk): a private signing key sk and a public verification key pk [7]. The public key can
be viewed as an address to which value or messages are directed, while the private key is
used to authorize actions. Formally, for a transaction payload m, the sender computes a
digital signature

σ = Sign(sk, m), (2)

and any node can verify authenticity via:

Verify(pk, m, σ) = 1. (3)

This mechanism provides non-repudiation and prevents unauthorized transaction issuance.
Common blockchain properties and their deployment-dependent interpretations are

summarized in Table 1.

Table 1. Common blockchain properties under deployment-specific trust and governance assumptions.

Tamper-evident Committed records resist undetected alteration under the ledger’s
stated trust and validation assumptions.

Shared visibility Participants maintain full or partial ledger views according to the
network’s access and privacy model.

Distributed governance Control is distributed to a degree determined by the public,
private, or consortium architecture.

Authenticated or
pseudonymous identities

Identity treatment depends on the network model; the evaluated
Fabric network uses authenticated X.509 identities.

Data integrity, not data truth The ledger preserves submitted data and attribution but does not
guarantee that a physical-world observation is accurate.

Fault tolerance Tolerance of node, network, or ordering failures depends on
replication, consensus, and deployment configuration.

Programmable
intermediation

Smart contracts can automate selected intermediary and approval
functions without eliminating governance responsibilities.

Settlement characteristics Latency and finality depend on the platform, ordering or
consensus mechanism, and workload configuration.

These properties concern ledger operation and governance; they should not be in-
terpreted as guarantees of physical-data accuracy, anonymity, decentralization, or faster
settlement in every deployment.

Once a transaction is agreed upon between peers, it must be validated and ordered
before being appended to the ledger. The decision to commit a transaction is made through
a consensus protocol [20], i.e., a set of nodes must agree on transaction validity and
ordering. Consensus reduces the risk of divergent histories (e.g., forks) and ensures that all
honest nodes converge to the same ledger state. Nodes maintain a full or partial copy of
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the blockchain; increasing the number of nodes generally improves decentralization and
resilience to single-point failures [21]. Different consensus mechanisms have been proposed,
including Proof-of-Work (PoW), Proof-of-Stake (PoS), and Proof-of-Authority (PoA) [20].
Once a transaction is committed, altering historical data requires recomputing and replacing
the cryptographic links across multiple blocks, which is computationally and operationally
infeasible under standard threat models and sufficient honest participation assumptions.

Blockchain technology is not only limited to simple value transactions between peers;
it also provides a programmable execution layer enabling conditional transactions upon
fulfillment of specified rules [22]. This capability is realized through smart contracts [23],
i.e., self-executing programs stored and executed according to deterministic logic (often ex-
pressed as if/when–then statements). Smart contracts permit trusted transactions and agree-
ments to be carried out among peers without requiring a central authority or a traditional
trusted intermediary. First implemented at scale by Ethereum, smart contracts enabled
applications such as decentralized finance (DeFi), decentralized applications (DApps),
decentralized autonomous organizations (DAOs), and tokenized assets including non-
fungible tokens (NFTs) [12]. In enterprise contexts, smart contracts can streamline business
processes by reducing intermediary overhead and automating verifiable workflows [24,25].

Depending on the use case and requirements, blockchains have been categorized
into three types of architectures: public, private, and consortium. Public blockchains
are permissionless and non-restrictive, where all participants connected to the internet
can read, write, and verify the network transactions and contribute to the consensus
process. Examples of such types are Bitcoin and Ethereum [24]. Unlike the public, a private
blockchain is a permissioned, restrictive, and more centralized blockchain that operates
in a closed network. It is mainly owned, operated, and controlled by a single entity
that makes its own rules for access and use. For these reasons, it may be suited for
enterprises and businesses as they require significant control over the participants who can
access data [26]. Hyperledger Fabric is an example of such a blockchain [21,27]. Finally,
a consortium blockchain is best suited for organizations with a need for both types of
blockchains, i.e., public and private. Copies of the blockchain are only distributed among
the consortium. IBM Food Trust and Corda are examples of such blockchain.

2.2. Oracles and Physical-to-Digital Anchoring

A core limitation of purely digital ledgers in SCM is that they cannot directly verify
real-world conditions (e.g., whether a physical product exists, whether a handover occurred,
or whether a temperature threshold was violated). An oracle is an off-chain mechanism
(human, IoT device, information system, or a trusted service) that observes real-world facts
and produces a verifiable statement that can be consumed by on-chain logic.

Definition 1 (Oracle attestation). Let p ∈ P be a physical product and let V denote a set of
validators (or oracle agents). Each validator v ∈ V issues an attestation

σv(p) ∈ {0, 1}, (4)

where σv(p) = 1 indicates that v confirms the required real-world condition for p (e.g., product
existence at tokenization time, or delivery confirmation).

Definition 2 (Threshold acceptance rule). Given a threshold τ ∈ N, the oracle-validated
condition holds if:

Valid(p) = I
(

∑
v∈V

σv(p) ≥ τ

)
, (5)
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where I(·) is the indicator function. Only if Valid(p) = 1 is the corresponding on-chain transition
authorized (e.g., creation of the product traceability object).

Threshold Safety and Liveness

Let n = |V|. Assuming that honest validators correctly assess the targeted condition,
do not approve a false statement, and retain uncompromised credentials, fewer than τ

malicious or compromised validators cannot independently satisfy the threshold; false
acceptance therefore requires at least τ such validators. Liveness is a separate property: a
valid statement can be accepted only when at least τ validators are available and approve
it, so at most n− τ unavailable or withholding validators can be tolerated. In the case-
study policy n = τ = 2, one unavailable validator blocks tokenization, while collusion or
compromise of both validators can satisfy the rule for a false statement. The ledger verifies
that the configured approvals were recorded; it does not establish the physical truth of
those approvals.

2.3. Performance Metrics Used in This Paper

To enable reproducible evaluation and comparison across configurations, we use
standard blockchain performance indicators. For an experiment committing N transactions
during a measurement window ∆t = tend − tstart:

TPS =
N
∆t

. (6)

For each transaction i, end-to-end latency is defined as:

Li = t(i)commit − t(i)submit (7)

The next section explores the potential impact of blockchain technology on SCM. This
part of the paper highlights the significant advantages blockchain offers, such as improved
transparency, enhanced security, and better product tracking in supply chains. It also ad-
dresses the challenges, including scalability issues, technical complexities, and regulatory
uncertainties. The review evaluates how prior SCM systems address physical anchoring,
product representation, authorization, privacy, and empirical validation, thereby establish-
ing the comparison basis for the 3T architecture.

3. Literature Review: Blockchain Opportunities and Challenges for SCM
3.1. Supply Chain Management Issues

Supply chain management (SCM) is the systematic coordination and management of
activities involved in sourcing, procurement, conversion, logistics, and collaboration with
suppliers, intermediaries, third-party service providers, and customers [28]. Its objective is
to coordinate material, information, and financial flows from the point of origin to the point
of consumption while improving operational performance, resilience, and sustainability.

Modern supply chains are expansive, multi-actor, and frequently fragmented networks
involving manufacturers, suppliers, logistics providers, warehouses, retailers, and final
consumers. These networks are often supported by paper-based processes and discon-
nected information systems, which create data silos and make it difficult to track product
status, verify provenance, and reconstruct the chain of custody. This lack of traceabil-
ity and transparency can lead to delays, errors, disputes, counterfeiting risks, inefficient
recalls, and higher operational costs [29]. Figure 2 summarizes these traditional supply-
chain issues.
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Figure 2. Traditional supply chain issues.

From a traceability perspective, three requirements are particularly important. First,
physical products must be reliably linked to their digital representations. Second, lifecy-
cle events such as production, pickup, warehouse check-in, transfer, delivery, and recall
must be represented with clear semantics. Third, each event must be attributable to an
authorized actor. Blockchain and distributed ledger technologies can contribute to these
requirements by providing a shared, tamper-evident, and auditable transaction history.
However, blockchain alone does not solve all SCM problems: it cannot directly verify physi-
cal reality, it may expose sensitive business relationships if privacy is not properly managed,
and its performance depends strongly on platform design and deployment configuration.

3.2. Blockchain Opportunities and Limitations for SCM

Blockchain technology offers several opportunities for SCM, especially in contexts
where multiple organizations need to share trusted information without relying on a single
central database [4]. In supply chain traceability, its main value lies in tamper-evident
record keeping, shared visibility, authenticated transactions, and programmable automation
through smart contracts.

3.2.1. Traceability, Transparency, and Privacy

Blockchain can improve supply chain traceability by recording product-related events
in an append-only ledger shared across participating actors. Once a lifecycle event is
committed, it becomes auditable and difficult to alter without detection. This property is
useful for provenance verification, custody tracking, recall management, and compliance
audits [25,30]. Compared with fragmented databases, a distributed ledger can reduce
inconsistencies between actors by providing a common history of committed events.

However, transparency also creates a privacy challenge. In SCM, transaction metadata
may reveal commercially sensitive information such as supplier relationships, transac-
tion frequency, routes, volumes, or customer identities. Therefore, public transparency
is not always desirable for enterprise supply chains. Permissioned frameworks, such
as Hyperledger Fabric, address this issue through identity management, access-control
policies, channels, and private data mechanisms [21]. This trade-off between auditability
and confidentiality is central when selecting a blockchain platform for SCM.

3.2.2. Automation Through Smart Contracts

Smart contracts enable business rules to be encoded as executable logic. In SCM, they
can automate operations such as product registration, custody transfer, delivery confir-
mation, compliance checks, and event-triggered notifications [31]. Automation reduces
manual coordination and can improve process consistency, especially when multiple parties
must agree on the state of a product.

Nevertheless, smart contracts are only as reliable as the data they receive. In supply
chains, many relevant events occur in the physical world: a product is manufactured,
inspected, transported, stored, delivered, or recalled. A blockchain cannot observe these
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events directly. As a result, smart-contract automation must be combined with oracles, sen-
sors, enterprise systems, or human validators to anchor physical events to digital records.

3.2.3. Tokenization and Dynamic NFTs

Tokenization provides a digital representation of a physical or logical asset on a
blockchain. Non-fungible tokens (NFTs) are especially relevant for traceability because
each token can represent a unique product, batch, vehicle, certificate, or asset record [32].
In SCM, such uniqueness is useful for provenance, anti-counterfeiting, product history,
and recall management. However, many NFT-based models are static: they mainly certify
existence or ownership at a given point in time. Supply chain products, by contrast,
change state throughout their lifecycle. Their location, custodian, condition, quality status,
and delivery state may evolve several times before reaching the final consumer. This
motivates the use of dynamic NFTs (dNFTs), where the asset keeps a persistent unique
identity while selected attributes are updated through authorized lifecycle events. In a
permissioned implementation such as Hyperledger Fabric, a dNFT can be implemented as
a chaincode-managed dynamic asset record rather than an ERC-style token. This distinction
is important because the scientific contribution is not the use of an Ethereum token standard,
but the modeling of a non-fungible product state whose lifecycle is updated and audited
through blockchain events.

3.2.4. Traceability, Accountability, and Compliance Support

Blockchain can support SCM by improving provenance, accountability, and visibility
over sourcing, handling, transportation, storage, and delivery processes [25,29,30]. In tradi-
tional supply chains, product information is often fragmented across several actors and
information systems, which makes it difficult to verify where a product came from, who
handled it, when a transfer occurred, and whether the product followed the expected route.
A shared ledger can reduce these inconsistencies by maintaining a tamper-evident record
of committed lifecycle events.

From a traceability perspective, blockchain is particularly useful when product events
must be reconstructed after the fact. For example, a product recall, delivery dispute,
quality-control investigation, or compliance audit may require the reconstruction of the
complete product history. In such cases, the ledger can provide an auditable sequence of
events, including tokenization, custody transfer, warehouse check-in, warehouse check-out,
location update, delivery confirmation, and recall return. This capability supports both
forward traceability, from supplier to consumer, and backward traceability, from consumer
or warehouse back to the supplier.

Smart contracts can further strengthen accountability by enforcing predefined rules
before accepting lifecycle updates. For instance, only an authorized transporter should
submit transportation events, only a warehouse should submit warehouse check-in or
check-out events, and only a consumer or authorized receiver should confirm delivery.
When combined with oracle validation and evidence references, these rules help ensure
that product histories are not only recorded but also attributable to authenticated actors.

However, blockchain-based traceability should not be interpreted as automatic proof
of physical truth. A blockchain can preserve and verify the integrity of committed records,
but it cannot independently confirm that a physical product exists, that a location update is
accurate, or that off-chain evidence has not been manipulated unless appropriate oracle,
sensor, or verification mechanisms are added. Therefore, reliable traceability requires both
ledger integrity and trustworthy physical-to-digital anchoring.
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3.3. Industry Innovations: Blockchain Projects and Platforms

In this section, we position representative platforms along dimensions that directly
impact SCM deployments: governance, programmability, privacy mechanisms, and suit-
ability for enterprise workflows. The objective is not to benchmark these platforms, but to
clarify why different SCM contexts may require different blockchain or DLT infrastructures.

This positioning clarifies why permissioned frameworks, particularly Hyperledger
Fabric, are often selected for enterprise traceability use cases requiring identity management,
governance, data access control, and private information sharing [21]. Public blockchains
may be suitable for open provenance and consumer-facing verification, whereas permis-
sioned frameworks are more appropriate when participants require controlled membership,
confidentiality, and role-based business workflows (Table 2).

Table 2. Qualitative comparison of selected blockchain/DLT platforms for supply chain management
(SCM) use cases.

Platform Governance Smart Contracts Privacy Support SCM Relevance

Ethereum/EVM Public permissionless Yes, via EVM/Solidity

Limited by default on public L1; privacy
requires additional design such as
off-chain storage, encryption, ZK
mechanisms, or private/permissioned
deployments

Open tokenization, public provenance,
consumer-facing verification,
and anchoring of traceability proofs. Less
suitable for confidential enterprise SCM
data without additional privacy layers.

Polygon PoS/EVM Public Ethereum-anchored
EVM chain Yes, via EVM/Solidity Limited by default; application-level

privacy must be added separately

Lower-cost anchoring of traceability
events and consumer-facing provenance
proofs, while preserving EVM tooling
compatibility.

Avalanche L1s/Subnets
Public ecosystem with
customizable Avalanche
L1/subnet governance

Yes, via C-Chain,
Subnet-EVM,
or custom virtual
machines

Varies by L1/subnet design; membership,
validation rules, and compliance
constraints can be customized

Dedicated SCM consortium networks
with custom validator sets, compliance
rules, and application-specific execution
environments.

Solana Public permissionless Yes, via on-chain
programs

Limited by default; public ledger
visibility unless application-level privacy
is added

High-throughput event logging, asset
minting, and consumer-facing
traceability applications, but limited
native confidentiality for enterprise SCM.

Hyperledger Fabric Permissioned
enterprise/consortium Yes, via chaincode

Strong support through channels, private
data collections, access-control lists, MSP
identities, and endorsement policies

Enterprise traceability, controlled
multi-organization workflows, private
data sharing, custody-transfer
automation, and auditable product
history.

Hyperledger Besu

Public or permissioned
Ethereum client; enterprise
deployments can use
permissioned networks

Yes, via EVM/Solidity
Node/account permissioning is
supported; privacy mechanisms are
deployment- and version-dependent

Consortium SCM where Ethereum
tooling, Solidity contracts,
and permissioned network governance
are required.

GoQuorum Permissioned/consortium
Ethereum Yes, via EVM/Solidity

Private transactions and private contracts
through privacy managers and
transaction visibility sets

Confidential B2B workflows, controlled
data disclosure, and enterprise processes
requiring Ethereum compatibility.

Corda Permissioned/consortium
DLT

Yes, through contracts
and flows

Point-to-point, need-to-know data
sharing rather than global broadcast

Inter-firm business processes, bilateral or
multi-party coordination, trade finance,
logistics contracts, and legal-state
synchronization.

Hedera Hashgraph Public network with council
governance

Yes, EVM-compatible
smart-contract service

Limited by default on public network;
confidentiality must be handled at
application or data-management layer

Tamper-evident timestamping, event
anchoring, audit trails, and high-integrity
provenance records.

IOTA / Tangle Public DLT/DAG ecosystem
Yes, through IOTA
Smart Contracts /
IOTA EVM

Varies by smart-contract chain and
application design; public anchoring is
not confidential by default

IoT telemetry anchoring, logistics data
integrity, device-originated events,
and lightweight traceability scenarios.

VeChainThor Public blockchain with
authority-based governance Yes

Limited by default; privacy and selective
disclosure require application-level
design

Product provenance, anti-counterfeiting,
consumer-facing product verification,
and industry-oriented traceability use
cases.

MultiChain
Permissioned
private/consortium
blockchain

Limited; native assets,
streams,
and permission
primitives rather than
full general-purpose
smart contracts

Network-level access control and
permissions

Private asset tracking, controlled data
sharing, append-only event streams,
and lightweight consortium traceability.
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Table 2. Cont.

Platform Governance Smart Contracts Privacy Support SCM Relevance

IBM Food Trust Managed Fabric-based
industry network

Managed application
logic on Hyperledger
Fabric

Permissioned access controls and
role-based data sharing

Food traceability, provenance,
compliance support,
and industry-specific supply chain data
sharing. Included as an operational SCM
network rather than a general-purpose
blockchain platform.

Note. This table is a qualitative positioning of representative platforms and networks for SCM use cases. It is
not a throughput, latency, cost, or security benchmark. Platform characteristics are synthesized from official or
technical documentation for public smart-contract platforms, permissioned enterprise ledgers, and SCM-oriented
industry networks [33–45].

Platform selection in SCM is principally a governance and data-disclosure decision
rather than a generic ranking exercise. Public smart-contract networks can support open
provenance and consumer-facing verification, whereas permissioned networks are better
aligned with authenticated organizations, configurable endorsement, and restricted com-
mercial data. Hyperledger Fabric is used in this study because its identity, endorsement,
channel, and private-data mechanisms correspond directly to the 3T authorization and
enterprise-governance requirements [21,37]. The study-level comparison in Section 3.5 com-
plements the preceding platform positioning, while EVM portability is treated separately
in Section 4.4.1.

3.4. Academic Insights on Blockchain and NFTs in SCM

The academic literature on blockchain in SCM has grown significantly, with several
review studies examining adoption drivers, benefits, limitations, and integration with
technologies such as IoT [46–52]. These studies generally agree that blockchain can improve
traceability, trust, auditability, and inter-organizational coordination. They also identify
recurring barriers, including scalability, data privacy, integration with legacy systems,
governance, regulatory uncertainty, and the difficulty of ensuring that on-chain data
accurately reflects physical-world events.

Beyond review studies, several application-oriented works have explored blockchain-
based SCM solutions. Ref. [53] investigate blockchain for decentralized logistics services
procurement, focusing on carrier-shipper mapping, information transparency, and power
rebalancing. Their work shows the potential of blockchain for autonomous and trustworthy
logistics allocation, but also highlights the importance of oracles and permissioned infras-
tructure for privacy-sensitive transport applications. NFT-based approaches have also
emerged in traceability research. In healthcare logistics, Refs. [54,55] propose NFT-based
solutions for healthcare products and drug traceability. These works demonstrate the rele-
vance of NFTs for digital certification, product identification, and provenance, while also
noting challenges related to NFT standards, scalability, regulation, and practical deploy-
ment. Similarly, Ref. [56] propose NFT-based traceability and ownership management for
medical devices, but identify limitations related to scalability, real-time traceability, and in-
tegration with existing systems. Other works explore NFTs in logistics and transactional
workflows. Ref. [57] propose a blockchain, smart-contract, and NFT-based cash-on-delivery
model connecting sellers, shippers, and buyers. Their model uses ERC-721 NFTs to store
package-related information and demonstrates the suitability of NFTs for package-level
digital representation. However, such approaches are often based on static NFT records or
public-chain assumptions, and they do not fully address enterprise requirements such as
permissioned identity, authorized lifecycle updates, private data handling, oracle-anchored
product validation, and reproducible performance evaluation.
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3.5. Summary of Existing Studies, Research Gap, and Contributions

The existing studies can be organized into three complementary themes. First,
blockchain-based SCM platforms emphasize shared provenance, tamper-evident event
histories, and smart-contract automation, but the physical origin and reliability of submit-
ted data generally remain dependent on external actors, devices, or information systems.
Among Fabric-specific implementations, Marchese and Tomarchio [58] demonstrate orga-
nizational roles, product and batch histories, runtime quality rules, and request/accept
transfer workflows, but do not formalize a multi-validator tokenization threshold or report
a matched saturation and trace query evaluation. Second, lifecycle-oriented digital prod-
uct representations—including the NFT-based implementations reviewed above—seek
to maintain a persistent identity and lifecycle record for each item; however, they do not
consistently formalize role-based authorization and business-state preconditions for each
update. Third, oracle- and IoT-assisted approaches improve physical-to-digital data cap-
ture, but the reviewed works do not jointly specify a threshold-gated creation rule, typed
authorized state transitions, and a reproducible traceability benchmark within one common
lifecycle model.

Table 3 shows that the individual mechanisms used by 3T have clear precedents.
The Hyperledger-based comparison includes the Ethereum/Hyperledger Sawtooth imple-
mentation of Caro et al., the Hyperledger Fabric prototype of Marchese and Tomarchio,
and the Fabric-based IBM Food Trust system. The identified gap is therefore not that
prior platforms are incapable of implementing the relevant mechanisms, but that the cited
studies and systems do not jointly specify and evaluate the complete chain from physical-
product admission to authorized state evolution and auditable trace reconstruction. Three
combined limitations remain: (i) product creation is not consistently conditioned on an
explicit multi-validator rule; (ii) actor identity, role, current state, and event-specific evi-
dence are not jointly expressed as acceptance conditions for every lifecycle transition; and
(iii) the resulting trace model is not consistently linked to a reproducible write-load and
history-query evaluation.

Table 3. Analytical comparison of representative blockchain traceability studies and systems with the
proposed 3T architecture.

Study or
System

Physical Anchoring or
Oracle Treatment

Product or Process
Representation

Authorization and State
Semantics

Privacy and Enterprise
Orientation

Validation Scope
Reported

Caro et al. [29]
(Ethereum and
Hyperledger
Sawtooth)

IoT-originated traceability
data are recorded; a
threshold validator policy is
not formalized.

Product and batch
traceability records.

Application workflow
transactions; no formal
Auth/Pre predicate pair is
reported.

Enterprise
confidentiality is not the
principal comparison
dimension.

Practical
implementation and
platform-oriented
performance
measurements.

Marchese and
Tomarchio [58]

Product and batch data are
submitted by authenticated
organizations; no
multi-validator oracle
threshold is formalized.

Fabric-managed product
and batch resources
with lifecycle histories;
not a dynamic NFT
representation.

Organization roles, resource
states, runtime quality rules,
and request/accept transfer
operations; no unified
Auth/Pre/Valid acceptance
model is reported.

Permissioned Fabric
prototype with
organization-specific
services; field-level
selective disclosure is
not the reported focus.

Prototype and
multi-step use-case
validation; no matched
saturation or trace query
benchmark.

IBM Food
Trust [45]
(Hyperledger
Fabric)

Traceability data are
contributed by permissioned
participants and connected
enterprise systems; physical
truth remains dependent on
the contributing source.

Managed food product
identity, provenance,
and lifecycle records
rather than the formal
dynamic-state model
used by 3T.

Role-based workflows and
permissioned data sharing;
the cited operational
documentation does not
present the unified
Auth/Pre/Valid predicate
set used by 3T.

Managed Fabric-based
industry network with
permissioned access and
role-oriented data
sharing.

Operational
documentation; no
matched public
benchmark under the 3T
workload and testbed.

Henry et al. [53]
Oracle dependence is
identified for logistics-service
information.

Logistics procurement
and carrier–shipper
records rather than a
dynamic product NFT.

Procurement and allocation
workflow; no typed
product-state transition
model is reported.

Permissioned
infrastructure is
motivated for
privacy-sensitive
logistics.

Conceptual and
analytical evaluation of
decentralized logistics
procurement.
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Table 3. Cont.

Study or
System

Physical Anchoring or
Oracle Treatment

Product or Process
Representation

Authorization and State
Semantics

Privacy and Enterprise
Orientation

Validation Scope
Reported

Musamih et al.,
Turki et al.,
and Ge-
breab et al. [54–56]

Product, device, or IoT data
are linked to blockchain
records; no common
threshold-attestation rule is
specified across these studies.

NFT-based healthcare,
pharmaceutical,
or medical-device
identity and
provenance.

Smart-contract lifecycle
workflows; formal role- and
state-dependent acceptance
predicates are not
consistently specified.

Public-chain and
off-chain designs are
considered; field-level
enterprise selective
disclosure is not a
central evaluated
property.

Prototype, use-case,
security, or cost analyses,
depending on the study.

Huong et al. [57]

Package and handoff data are
submitted by workflow
participants; no threshold
oracle rule is reported.

ERC-721 package
representation.

Seller–shipper–buyer
cash-on-delivery workflow.

Public-chain
assumptions; enterprise
confidentiality is not the
primary focus.

Functional model and
implementation-
oriented validation.

Proposed 3T
architecture

Threshold-gated product
tokenization and
event-specific evidence
references through proofRef.

Dynamic non-fungible
product state linked to
an auditable lifecycle
history.

Typed event tuple,
Auth(u, e, x), Pre(e, x),
Valid(e), transition function
δ, and Fabric endorsement
mapping.

Permissioned identities
and endorsement; the
evaluated one-channel
prototype does not
implement field-level
selective disclosure.

Controlled throughput,
latency, CPU, success
rate, saturation,
and trace query
evaluation; no matched
competing-system
baseline.

Interpretation note. The table records mechanisms explicitly specified or evaluated in the cited publications as
characterized in the preceding review. A mechanism marked as not reported is not assumed to be technically im-
possible on the underlying platform. Numerical performance values are not compared across studies because their
hardware, network topology, transaction semantics, endorsement or consensus configuration, and measurement
procedures are not equivalent.

The proposed 3T architecture addresses these identified limitations, as outlined in the
contributions presented in the Introduction. The next section introduces the architecture,
explaining how its design is directly motivated by these limitations before presenting its
implementation and validation using Hyperledger Fabric.

4. Proposed 3T Architecture
This section presents the proposed architecture aligned with the requirements in-

troduced in Sections 2 and 3, namely: (i) physical-to-digital anchoring through oracles,
(ii) explicit event semantics and authorization, and (iii) implementation-level automation
through smart contracts on a permissioned blockchain. We structure the system using the
3T model (Tokenize–Track–Trace), where products are represented as dynamic state objects
(dNFT) and lifecycle updates are committed as auditable events (Figure 3).

Figure 3. Blockchain integration to supply chain.

Distinct from static NFTs, which primarily encode provenance and ownership without
reflecting operational changes, dynamic NFTs allow controlled updates of asset attributes.
This enables the representation of status changes (e.g., location, condition, custody) while
preserving a unique on-chain identity. Such controlled updates support transparency
and can contribute to more efficient operations (e.g., reduced disputes, faster recalls)
when tied to explicit event semantics and validation [59]. Moreover, the synergy between
dynamic NFTs and smart contracts enables event-driven automation of inter-organizational
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workflows (e.g., custody transfer, delivery confirmation, conditional release), thereby
reducing administrative overhead and improving operational responsiveness.

4.1. 3T Architecture: Tokenize, Track, and Trace

The 3T architecture digitizes each physical product p ∈ P as an on-chain traceability
object xp ∈ X (dNFT state), and records lifecycle changes as a sequence of admitted and
committed events. Let E denote the set of logistics events and let Hist(p) = ⟨e1, . . . , ek⟩ be
the event history.

Tokenize:

Tokenization maps a physical product to an initial on-chain state conditioned on
oracle validation:

xp = ftok(p) s.t. Valid(p) = 1, (8)

where Valid(p) follows the threshold oracle rule (Equation (5)).

Track:

Tracking applies event-triggered state transitions:

xi = δ(xi−1, ei), i ∈ {1, . . . , k}, (9)

where δ(·) is defined only if authorization and validation predicates hold and the
business-state precondition Pre(ei, xi−1) = 1 is satisfied (Section 4.2).

Trace:

Tracing provides auditable extraction of product history:

Hist(p) = q(xp) = ⟨e1, e2, . . . , ek⟩. (10)

In a generic supply chain network instrumented with the 3T model (illustrated later in
Section 5.4), oracles and smart contracts maintain a verifiable custody chain. At tokenization
time, validators confirm the existence and required attributes of the physical product; after
validation, the product is represented on-chain as a dNFT state capturing identifiers and
required metadata. At each operational milestone (e.g., pickup, warehouse check-in/out,
delivery), an authorized actor emits an event, which is committed on-chain and appended
to the product’s history. The final delivery confirmation event closes the custody chain and
enables automated settlement when required.

4.2. Event Semantics and Authorization Model
4.2.1. Event Model

We represent a logistics event as:

e = (type, id, emitter, te, payload, proofRef), (11)

where id is the product identifier, emitter is the authenticated identity, te is a timestamp,
payload contains event-specific data (e.g., location, condition), and proofRef optionally
references oracle evidence or external documentation.

4.2.2. Role-Based Authorization

Let role(u) ∈ {Supplier, Transporter, Warehouse/Hub, Client, Oracle} be the role
bound to identity u by the membership subsystem (e.g., MSP in permissioned settings).
For each event type, the system enforces an authorization predicate:

Auth(u, e, x) ∈ {0, 1}, (12)
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which must evaluate to 1 before committing the event and applying the corresponding state
transition. For example, only the Supplier may emit tokenization events, only the current
custodian may emit LocationUpdate events, only the Warehouse/Hub may emit warehouse
check-in/check-out events, only the Client may emit ConfirmDelivery, and return-flow
events (ReturnCheckIn, RecallReturn) may be emitted only by the actor receiving the
returned product (warehouse or supplier, respectively).

4.2.3. State-Transition Precondition

Authorization alone does not make an event a valid successor of the current product
state. We therefore define the business-state predicate

Pre(e, x) ∈ {0, 1}, (13)

which evaluates whether event e is admissible from state x. For example, a custody transfer
must be initiated by the current custodian and target a different authorized custodian,
while ConfirmDelivery is admissible only before the product has reached a terminal
delivered state. This predicate is a specification-level requirement of the revised 3T model:
a compliant tracking implementation accepts a transition only when Auth(u, e, x) = 1,
Pre(e, x) = 1, and, for evidence-dependent event types, Valid(e) = 1. The distinction
separates identity and role authorization from business-state consistency and specifies the
rule needed to reject overlapping or duplicate lifecycle operations; the present benchmark
does not separately test every such boundary case.

4.2.4. Validation Predicate for Anchored Events

Certain events may require evidence under a deployment-specific policy. We define:

Valid(e) ∈ {0, 1}, (14)

In the present case study, the two-of-two threshold is implemented for product tokenization
through Valid(p) (Equation (5)). For downstream events, Valid(e) is a specification-level
policy predicate. The prototype data model records proofRef and supports the configured
application-level reference or approval check, but the study does not claim retrieval and
cryptographic validation of external documents, independent device signatures, timestamp
freshness, nonce uniqueness, or replay-resistant event binding. These stronger controls are
specified as a future integration strategy in Section 4.4.4.

4.3. Formal Role of the Model and Event-Acceptance Condition

The equations in Sections 4.1 and 4.2 are specification-level constructs: they define
admissible product creation, event acceptance, state evolution, and history reconstruction.
They are not presented as new cryptographic primitives, consensus protocols, optimization
models, or independent theoretical results. Their purpose is to make the architecture’s
acceptance conditions explicit and to permit an implementation to be checked against them.

Let Req(e) ∈ {0, 1} indicate whether the type of event e requires external evidence.
The complete event-acceptance condition is defined as

Acceptable(u, e, x) = I(emitter(e) = u)Auth(u, e, x)Pre(e, x)

×
(
1− Req(e) + Req(e)Valid(e)

)
.

(15)

Equation (15) is a composite specification, not a separate correctness proposition. It requires
the authenticated invoker to match the event emitter, the role-authorization and business-
state predicates to hold, and the configured evidence predicate to hold whenever the event
type requires evidence. Because the transition function δ is deterministic, replaying the
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same ledger-ordered sequence of accepted events from the same initial state yields the
same reconstructed product state.

4.4. 3T Architecture Components

The architecture depicted in Figure 4 is platform-independent only at the level of the
product state, event tuple, threshold-attestation rule, authorization and state-transition
predicates, and history semantics. It is not implementation-agnostic: identity binding,
organizational approval, privacy, transaction finality, evidence verification, and operational
cost must be realized with platform-specific primitives. The present implementation uses
Hyperledger Fabric for these concerns.

Figure 4. The 3T architecture.

4.4.1. Portability to EVM-Compatible Platforms

An EVM deployment would preserve the abstract 3T semantics but replace the
Fabric-specific realization. The current product state would be represented by Solid-
ity structures indexed by a unique product identifier, optionally coupled to an ERC-721
token identifier, while immutable Solidity events would expose the trace sequence for
indexed retrieval. The authenticated emitter would be derived from the transaction signer,
and Auth(u, e, x) would be implemented through an on-chain role registry or access-control
contract. The threshold rule would be implemented by verifying distinct validator signa-
tures over a canonical, product- and event-bound message before executing the transition.
Fabric endorsement policies would therefore be replaced by contract-level multisignature
or threshold-approval logic, and Fabric read-version validation would be replaced by
explicit state preconditions and, where optimistic concurrency is required, an expected
state version or nonce. The evidence hash or content address represented by proofRef
could remain on-chain while the full evidence remains off-chain. No fundamental redesign
of the event tuple or transition semantics is required; however, privacy, finality, gas and
storage cost, identity governance, and history-query design must be re-evaluated for the
selected EVM network. This mapping is a proposed portability strategy and has not been
implemented or benchmarked in the present study.

This architecture employs a range of services to facilitate interaction with oracles
and on-chain logic. These services use REST APIs to retrieve data and events from the
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oracle layer and invoke smart contracts through the blockchain Software Development Kit
(SDK). Each real-world update is represented as an event e ∈ E following Equation (11).
The revised model admits a transition only if Auth(u, e, x) = 1, Pre(e, x) = 1, and, for an
evidence-dependent event type, Valid(e) = 1. In the evaluated prototype, the available
chaincode authorization and transition logic and the configured proofRef handling are
mapped to these predicates; however, full branch-level conformance and cryptographic
validation of external evidence were not separately demonstrated. Tokenization is the
implemented threshold case: Valid(p) = 1 is evaluated using the rule in Equation (5)
before the on-chain object is created.

Each component of this architecture has a clear function and maps to the 3T lifecycle.
In particular, the Tokenize–Track–Trace workflow is operationalized by Algorithms 1–3.

Algorithm 1 Oracle-validated tokenization (Tokenize)

Require: Physical product p ∈ P with identifier id(p) and attributes a(p); validator set V ;
threshold τ; oracle evidence reference proofRef

Ensure: On-chain state xp ∈ X is created iff Valid(p) = 1
1: Let u be the authenticated supplier identity initiating tokenization
2: Collect oracle attestations {σv(p)}v∈V
3: Compute Valid(p)← I(∑v∈V σv(p) ≥ τ) ▷ Equation (5)
4: if Valid(p) = 0 then
5: return reject
6: end if
7: Set proofRef as a reference to the oracle evidence (e.g., hash/pointer to the collected

validator decisions and metadata)
8: Initialize xp ← (id(p), a(p), owner = u, status = Manufactured, histRef = ∅)
9: Invoke CreateAsset(id(p), a(p), proofRef)

10: Append event e1 = (Tokenized, id(p), u, te, a(p), proofRef) to history
11: return accept

Algorithm 2 Authorized event registration (Track)

Require: Invoker identity u with role role(u); event e =
(type, id, emitter, te, payload, proofRef)

Ensure: Event committed and state updated only if the identity, authorization, state,
and configured evidence conditions hold

1: Retrieve current state x ← ReadAsset(id)
2: if emitter ̸= u then
3: return reject ▷ Emitter–invoker mismatch
4: end if
5: if Auth(u, e, x) = 0 then
6: return reject ▷ Authorization failed
7: end if
8: if Pre(e, x) = 0 then
9: return reject ▷ State precondition failed

10: end if
11: ve ← EvaluateEvidencePolicy(e, proofRef)
12: if ve = 0 then
13: return reject ▷ Evidence policy failed
14: end if
15: Compute x′ ← δ(x, e)
16: Invoke RegisterEvent(id, type, payload, proofRef) and persist x′

17: return accept
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Algorithm 3 Trace query and policy verification (Trace)

Require: Product identifier id; verification policy Π
Ensure: History Hist(id) and policy-check outcome

1: Retrieve history Hist← GetHistory(id) = ⟨e1, . . . , ek⟩
2: for j = 1 to k do
3: aj ← CheckLedgerAttribution(ej)
4: if aj = 0 then
5: return (Hist, not-policy-compliant)
6: end if
7: vj ← EvaluateEvidencePolicy(Π, ej, proofRef(ej))
8: if vj = 0 then
9: return (Hist, not-policy-compliant)

10: end if
11: end for
12: return (Hist, policy-compliant)

4.4.2. Supply Chain Oracles: Integrating Real-World Data into Blockchain Systems

Supply chain oracles serve as connectors between external data sources and the
blockchain network, enabling traceability of goods and assets [60]. In our dNFT-based
model, oracles provide the physical-to-digital anchoring required before a product is to-
kenized and during selected lifecycle events. Concretely, a validator set V (e.g., a plant
manager and a quality-control supervisor at tokenization time, or warehouse and trans-
porter agents for downstream events) produces binary attestations σv(p) ∈ {0, 1} regarding
the existence and required attributes of a physical product p. Tokenization is permitted only
when the threshold rule in Equation (5) holds, which is enforced by Algorithm 1. For down-
stream evidence-dependent events, proofRef carries the configured evidence reference and
is evaluated under the application policy expressed by Algorithms 2 and 3; the prototype
does not claim cryptographic retrieval and validation of the external evidence itself. This
design bridges the physical and digital realms while keeping the trust assumption explicit
via the threshold parameter τ.

4.4.3. Prototype Conformance Boundary

Table 4 separates mechanisms demonstrated by the available prototype from specifi-
cation requirements and proposed deployment extensions. This distinction prevents the
formal predicates from being interpreted as evidence that every branch, external evidence
check, or storage alternative was implemented and tested.

Table 4. Prototype conformance boundary for the formal 3T elements.

Formal Element Behavior Supported by the Prototype De-
scription Not Claimed or Reserved for Future Validation

Valid(p)
Two supplier-side validator decisions are
recorded and the case-study threshold τ = 2
is evaluated before product creation.

Dynamic validator governance, cross-
organization independence, strategic-behavior
testing, and Byzantine oracle tolerance.

Valid(e) and proofRef
The event model records proofRef as a hash or
document pointer and permits a configured
reference or approval condition.

Retrieval and cryptographic validation of exter-
nal evidence, device signatures, freshness, nonce
uniqueness, and replay-resistant binding.

Pre(e, x)

The predicate specifies the state-admissibility
checks required of a compliant transition im-
plementation and maps to the available chain-
code transition logic.

Exhaustive documentation, implementation,
and branch-level testing of every duplicate,
terminal-state, or out-of-order guard.

Hist(p)

The asset model includes a lightweight
EventHistory array, and every state update
is also represented by an immutable Fabric
transaction and key version.

Attribution of the reported QueryHistory la-
tency to one internal retrieval path, and byte-
level comparison of embedded-history and key-
history storage.
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4.4.4. IoT Evidence Integration Strategy

The evaluated prototype does not include automated sensing. A production extension
could connect GPS/GNSS trackers, RFID or NFC readers, barcode scanners, temperature
and humidity probes, shock or tilt sensors, and tamper-evident devices through an authen-
ticated edge gateway using protocols such as MQTT or HTTPS/REST. For each observation,
the device or gateway would construct a canonical evidence envelope containing at least
the device identifier, product identifier, event type, observation time, sequence number
or nonce, measurement payload, and relevant device or calibration metadata. The en-
velope hash would be digitally signed with the device or gateway private key. The full
signed envelope would remain in an authorized off-chain repository, while proofRef would
contain its cryptographic hash and retrieval locator or content address. Before invoking
RegisterEvent, the Events Service would verify the device certificate and revocation status,
signature, product and event binding, timestamp freshness, and sequence number or nonce.
This design detects post-capture modification and discourages evidence replay; it does
not by itself prevent a compromised or incorrectly calibrated sensor from signing a false
measurement. The proposed sensing and binding workflow remains future work and was
not included in the reported experiments.

4.4.5. Load Balancer: Gateway for Data Access

The load balancer serves as the entry point for users accessing data through a browser
interface. It manages network traffic and distributes requests across application services to
improve availability and response times under concurrent load. This component primarily
affects system-level performance and does not alter the on-chain trust model.

4.4.6. Authentication/Authorization: Ensuring Secure and Controlled Access

The Authentication/Authorization service performs two security functions:

• Authentication: verifies the identity of users before they can invoke blockchain operations.
• Authorization: enforces access rights according to role-based policies, corresponding

to Auth(u, e, x) in Equation (12).

This ensures that only authorized actors can emit specific event types and update
the dNFT state. In permissioned deployments, identities are managed through X.509
certificates issued by organizational certificate authorities and bound to roles by the mem-
bership subsystem.

4.4.7. Config/Secrets: Centralized Management of Sensitive Data

The Config/Secrets service provides centralized management of configuration param-
eters and sensitive credentials (e.g., keys, tokens, endpoints). This improves operational
security and deployment consistency across distributed services, particularly when multi-
ple application instances interact with the blockchain SDK and oracle interfaces.

4.4.8. Events Service: Bridging Oracles and Blockchain for Dynamic Data Interaction

The Events Service acts as a conduit between the oracle layer and the blockchain
network. In the evaluated prototype, every state-changing command—whether emitted by
the supplier, transporter, warehouse, or consumer—is routed to a single application-level
writer actor. The actor exclusively owns the mutable application-side command state
and processes its mailbox sequentially, so only one application-side command handler
is active at a time, and no application-level mutex is required. This actor does not own
the replicated Fabric world state and does not replace ledger validation. Each dequeued
command is mapped to an event e (Equation (11)) and submitted through the blockchain
SDK after application-side ordering. The existing chaincode authorization and transition
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logic, the endorsement policy, and the configured evidence-reference handling remain
authoritative; the formal predicate Pre(e, x) specifies the state-admissibility condition
expected of that transition logic. The experiment did not instrument the number of already
submitted transactions concurrently progressing through Fabric’s endorsement, ordering,
and validation pipeline, so no stronger claim about ledger-pipeline concurrency is made.

4.4.9. Chaincode/Smart Contracts: Core of Data Storage and Workflow Automation

Chaincode defines the data model and state-transition logic for dNFT states, including
methods for creating assets, registering lifecycle events, transferring custody, and querying
state and history. In the revised model-to-implementation mapping, the existing tok-
enization, authorization, and transition logic is interpreted through Valid(p), Auth(u, e, x),
and Pre(e, x), respectively. Here, Pre(e, x) is a specification-level abstraction of the state-
dependent checks that a compliant transition implementation must enforce. The chaincode
also exposes the state and history queries used for auditing (Algorithm 3); the benchmark
evaluates the complete workflow but does not isolate or exhaustively test every individual
guard. Efficient query design (e.g., indexing and key structure) is important for retrieving
product histories and current state under realistic workloads.

4.5. Integration with Existing Enterprise Information Systems

The 3T architecture is intended to complement, rather than replace, the enterprise
information systems that already manage operational processes and master data. The
present prototype evaluates the blockchain workflow and does not implement produc-
tion connectors to enterprise resource planning (ERP), manufacturing execution (MES),
warehouse management (WMS), transportation management (TMS), product lifecycle man-
agement (PLM), or legacy database platforms. For deployment, we therefore propose an
adapter-based integration layer around the Events Service described above.

Enterprise applications, barcode or RFID readers, and IoT gateways can publish
business events through REST APIs, message brokers, an enterprise service bus, or platform-
specific SDK adapters. Each connector maps a source record to the canonical event tuple in
Equation (11), including the product identifier, event type, authenticated emitter, timestamp,
event-specific payload, and evidence reference. The mapping should also preserve a source
system event identifier so that repeated submissions can be detected and reconciled with
the originating record.

The integration layer should enforce an explicit on-chain/off-chain separation. Only
traceability-critical identifiers, authorized lifecycle events, state transitions, and evidence
hashes or pointers are committed to the ledger. Large documents, commercially sensi-
tive attributes, and operational master data remain in the source enterprise system or an
authorized off-chain repository, while their integrity can be anchored through proofRef. En-
terprise users and service accounts are associated with Hyperledger Fabric X.509 identities,
organizations, and roles through certificate authorities and Membership Service Providers,
thereby linking existing access-control responsibilities to the predicate Auth(u, e, x).

After schema validation and authorization, the Events Service submits the mapped
transaction through the Fabric SDK and returns the transaction identifier and commit status
to the source system. Transient communication or ordering failures can be retried with the
same source-event identifier, whereas authorization failures or inconsistencies between the
enterprise record and the committed ledger state should be placed in a reconciliation queue
for correction or approved manual resolution. Commercial confidentiality can be enforced
through channels, private data collections, access-control policies, and application-level
encryption, according to which organizations require each data element.
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This strategy supports incremental adoption: a consortium can begin with selected
products, processes, or organizations and expand the integration after validating data
mappings and governance rules. It is presented as a technically credible deployment
strategy rather than as an experimentally implemented enterprise integration; production
connectors, bidirectional synchronization, and recovery procedures remain to be validated
in a multi-system pilot.

4.6. Algorithms

This subsection provides algorithmic descriptions of the 3T lifecycle. Algorithm 1
formalizes Tokenize as an oracle-threshold decision followed by on-chain asset creation.
Algorithm 2 formalizes Track as an authorized event commitment with a configured evi-
dence condition for selected event types. Algorithm 3 formalizes Trace as history retrieval,
ledger-attribution checking, and policy checking of required evidence references.

4.6.1. Tokenize (Oracle-Validated Asset Creation)

Algorithm 1 creates a new on-chain traceability object only when a sufficient number
of validators confirm the physical product. This ensures the physical-to-digital anchor-
ing requirement introduced in Section 2 is enforced before minting the corresponding
dNFT state.

4.6.2. Track (Authorized and Conditionally Validated Event Registration)

Algorithm 2 operationalizes the composite acceptance condition in Equation (15):
(i) the invoker identity must match the event emitter, (ii) the role-based authorization
predicate must hold, (iii) the business-state precondition Pre(e, x) must hold, and (iv) the
configured evidence policy must be satisfied whenever the event type requires evidence.
The function EvaluateEvidencePolicy returns 1 when no evidence is required and other-
wise evaluates the deployment-specific condition represented by Valid(e). The algorithm
is a specification-level procedure; Table 4 states which checks were demonstrated by the
prototype. Tokenization is excluded because it is validated separately at the product level
in Algorithm 1.

4.6.3. Trace (History Reconstruction and Audit Verification)

Algorithm 3 retrieves the product history, checks ledger attribution, and evaluates
the configured proofRef condition for event types that require evidence. This is a policy-
compliance procedure; it does not imply cryptographic validation of external evidence or
proof of the underlying physical statement. Here, Hist(id) denotes the history associated
with the product identifier id = id(p). This operationalizes the traceability requirement
defined in Section 3.

4.6.4. Computational and Storage Characteristics

Let n = |V| be the validator-set size, let re be the number of authorization and state
rules evaluated for event e, let ae be the number of attestations or configured evidence
checks evaluated for that event, and let h be the product history length. Tokenization re-
quires O(n) attestation checks. Tracking requires O(re + ae) application-level checks before
ledger processing; re is constant only when the policy set is fixed. Trace reconstruction and
policy checking require O

(
h + ∑h

j=1 aej

)
work. These counts exclude platform-dependent

endorsement, ordering, replication, and network communication.
Section 5 includes a lightweight EventHistory array in the current asset value, while

Fabric also preserves each committed asset version in the immutable channel ledger. The ex-
periment reports end-to-end application-level QueryHistory latency but does not isolate
whether the returned sequence is obtained from the embedded array, the key-history API,
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or a combination of both. The storage discussion is therefore a conditional asymptotic
analysis rather than a measured byte-level result.

Let sx denote the fixed serialized size of a product state excluding its embedded
history, let se denote the mean serialized size of an event reference, and let r denote the
number of peers that replicate the channel ledger. If the latest asset value embeds h event
references, its replicated world-state content is approximately r(sx + hse). If the complete
embedded history is serialized and rewritten after every update, repeated serialization
yields cumulative application payload growth of O(rh2). By contrast, storing immutable
events under separate composite keys, or relying on ledger key history while retaining only
the current state and evidence hashes or pointers in the primary asset, yields O(rh) content
growth. The present benchmark does not instrument byte-level ledger growth or isolate
the marginal cost of each rule, evidence check, or storage representation.

Following the detailed exploration of the 3T components and algorithms, the next
step is to examine the blockchain infrastructure underpinning our implementation, namely
Hyperledger Fabric, which provides governance, access control, and enterprise-grade
deployment support.

5. Implementation on Top of Hyperledger Fabric
This section instantiates the proposed 3T model (Section 4) on Hyperledger Fabric, a per-

missioned blockchain framework that provides (i) authenticated identities, (ii) configurable
endorsement policies, (iii) transaction ordering, and (iv) ledger/state separation suitable
for enterprise SCM deployments. In our implementation, the on-chain traceability object
xp ∈ X (dNFT state) is stored in the world state. The data model in Figure 8 also contains
a lightweight EventHistory array, while each update is independently preserved as a
committed Fabric transaction and product-key version. These representations are com-
plementary rather than interchangeable: the application-level history provides semantic
event references, and the ledger provides immutable transaction evidence. The reported
QueryHistory benchmark does not isolate its internal retrieval path, so neither represen-
tation is claimed as the sole measured source. This mapping preserves the definitions
introduced in Section 4.1. The Fabric realization maps authenticated identities and chain-
code authorization to Auth(u, e, x), evaluates the implemented tokenization rule through
Valid(p), treats downstream Valid(e) as the configured evidence-reference policy, and uses
Pre(e, x) as the state-admissibility requirement against which transition logic is assessed.

The implementation is presented as a validation mapping rather than as a general
description of Fabric software components. Table 5 identifies which platform mechanism
realizes each formal construct and what aspect of the architecture it makes observable
or enforceable.

Table 5. Mapping from 3T constructs to the Hyperledger Fabric realization.

3T Construct Fabric Realization Research Implication

Authenticated actor and role(u)
MSP-issued X.509 identity and
organization/attribute binding, inspected by
chaincode

Makes event attribution and role-dependent authorization
enforceable rather than descriptive.

Current state xp, transition δ,
and Pre(e, x)

Product-key world state and deterministic
chaincode execution

Provides the implementation locus for the dynamic
non-fungible product state and state-admissibility checks;
the present benchmark does not isolate or exhaustively test
every boundary case.

Valid(p), Valid(e), and proofRef
Implemented two-of-two tokenization
approval; downstream recording and
configured handling of evidence references

Connects the formal evidence policy to the transition while
explicitly excluding unsupported claims of external
cryptographic evidence validation or physical truth.
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Table 5. Cont.

3T Construct Fabric Realization Research Implication

Inter-organizational approval Endorsement policy EP and matching
proposal responses

Separates the actor permitted to request an event from the
organizations required to approve its state change.

Hist(p) and trace audit
Embedded EventHistory references plus
immutable channel transactions and
product-key versions

Supports semantic event reporting and ledger attribution;
the benchmark does not isolate the internal QueryHistory
retrieval path.

Concurrent transition safety Read/write versioning and commit-time
validation

Invalidates stale writes; business-level duplicate or
out-of-order events still require Pre(e, x).

Confidential data boundary
One shared channel in the experiment;
channels and private data collections as
deployment mechanisms

Delimits the privacy claim: field-level selective disclosure
was not evaluated in the prototype.

5.1. Hyperledger Fabric Components

A Hyperledger Fabric network is composed of the following main building blocks:

• Ledger: a tamper-evident record of state transitions resulting from chaincode invoca-
tions. It comprises (i) the world state and (ii) the immutable blockchain log.

• World state: a database storing the latest values of ledger keys (typically key–value
pairs). In our case, the key is the product identifier id(p) and the value is a serialized
representation of xp.

• Blockchain log: an append-only sequence of blocks storing committed transactions and
product-key versions; it provides immutable attribution and version history, while the
application data model also exposes lightweight semantic EventHistory references.

• Channels: logical partitions of the network enabling private data sharing among
a subset of organizations; all peers on a channel maintain a consistent ledger for
that channel.

• Chaincode: the smart-contract layer implementing the data model and the transition
function δ(·), including CreateAsset and RegisterEvent.

• Ordering service: establishes a total order of endorsed transactions and packages them
into blocks for dissemination to channel peers.

• Endorsing peers: execute chaincode proposals (simulation) and sign results according
to the endorsement policy.

• Committing peers: validate ordered transactions (endorsement + read-write consis-
tency) and update the world state and blockchain log.

• Endorsement policy: a rule specifying which organizations must endorse a transaction
before it can be committed.

• Membership Service Provider (MSP): binds identities to organizations and roles; it is
the foundation used to enforce role(u) and evaluate authorization constraints.

• Application SDK: client libraries used to assemble proposals, collect endorsements,
submit transactions to the ordering service, and receive commit notifications.

5.1.1. State Mapping to the 3T Model

Let WS denote the world state as a mapping from keys to values:

WS : K → V . (16)

For each product p ∈ P , we store xp under key id(p):

WS[id(p)] = Serialize(xp). (17)
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Each lifecycle update is represented by a committed transaction and key version. Algo-
rithm 3 abstracts the application-level history query over these available representations;
the experiment does not isolate their respective latency or storage contributions.

5.1.2. Endorsement Policy as a Validation Predicate

LetO be the set of organizations on a channel and let S ⊆ O denote the set of organiza-
tions that provided valid endorsements for a proposal. We represent an endorsement policy
as a Boolean predicate EP(·) over endorsement sets. A transaction is endorsement-valid if:

EndorseOK(S) = EP(S) = 1. (18)

In our setting, EndorseOK(·) complements the application-layer authorization predicate
Auth(u, e, x) (Equation (12)): Auth restricts who may request an event type, while EndorseOK
enforces which organizations must approve the resulting state transition before commitment.

5.2. Transaction Flow

The proposal–endorsement–ordering–validation pipeline is retained because it ex-
plains how the abstract acceptance predicates become commit conditions and where the
measured latency and concurrency behavior arise.

Before a transaction is committed on a Fabric channel, it progresses through the
standard proposal–endorsement–ordering–validation pipeline (Figure 5). We summarize
the steps and explicitly relate them to the 3T lifecycle (Algorithms 1–3):

1. Proposal submission (client → endorsers). The client (SDK) creates a chaincode
invocation proposal for CreateAsset (Tokenize) or RegisterEvent (Track), signed by
the invoker identity u.

2. Verification and simulation (endorsers). Endorsers verify identity and channel permis-
sions (via MSP), then simulate chaincode execution to produce a read set and a write set.
In the revised model-to-implementation mapping, the existing chaincode authoriza-
tion and transition logic is interpreted through Auth(u, e, x) and the specification-level
condition Pre(e, x). The implemented tokenization approvals are evaluated through
Valid(p); downstream Valid(e) denotes the configured evidence-reference condition
rather than a claim of external cryptographic evidence verification.

3. Endorsement collection (client). The client checks that proposal responses match and
collects enough endorsements to satisfy EndorseOK(S) = 1 (Equation (18)).

4. Ordering (ordering service). The endorsed transaction is broadcast to the ordering
service, ordered with other transactions, and packed into blocks.

5. Validation and commitment (peers). Committing peers validate endorsement satis-
faction and perform a read-write consistency check (e.g., MVCC-style validation) to
ensure that the read set has not been invalidated by a concurrent committed trans-
action. Valid transactions update the blockchain log and apply the write set to the
world state (Equation (17)).
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Figure 5. Hyperledger Fabric transaction flow (proposal, endorsement, ordering, validation, commitment).

5.2.1. Concurrent Updates and Duplicate Events

Messages from different supply chain actors may reach the application concurrently,
but the current prototype routes them to one writer actor and processes them sequentially
from its mailbox. This serializes application-side command handling and transaction
submission, prevents simultaneous mutation of application-owned state, and removes the
need for an in-process lock. The writer is not a global lock over the Fabric world state
and does not control transactions submitted through any future independent gateway.
The benchmark also did not instrument the number of already submitted transactions
concurrently progressing through Fabric’s internal pipeline. If competing transactions
nevertheless target the same product-key version, Fabric’s commit-time multi-version
concurrency control marks a stale transaction invalid and does not apply its write set.

Business semantics require a separate state check. In the revised formal model, a com-
pliant implementation evaluates the latest committed custodian and terminal status before
accepting a subsequent transfer or delivery command. Consequently, an incompatible
custody transfer or duplicate ConfirmDelivery should be rejected through Pre(e, x) even
when the invoker has a valid identity and role. A client may retry an MVCC-invalid
transaction only after reading the latest committed state and confirming that Auth(u, e, x)
and Pre(e, x) still hold. The reported workload did not include a dedicated experiment
with overlapping custody transfers or duplicate delivery confirmations; this is therefore a
specified handling rule rather than an empirically demonstrated conflict result. The sin-
gle writer simplifies application concurrency but can introduce a throughput bottleneck
and availability dependency; a production extension could partition writers by product
identifier while preserving one writer per product and adding durable mailbox recovery.

5.2.2. Fabric-Aligned Execution Procedure for 3T Operations

Algorithm 4 refines the abstract lifecycle procedures (Algorithms 1 and 2) by making
explicit (i) endorsement policy satisfaction and (ii) commit-time read/write validation,
which are central to reproducible evaluation on Fabric.
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Algorithm 4 Fabric execution flow for 3T transactions (Tokenize/Track)

Require: Invoker identity u; chaincode function fn ∈ {CreateAsset, RegisterEvent};
inputs in; endorsement policy EP

Ensure: Transaction committed iff authorization, state-transition precondition, (optional)
oracle validation, endorsement, and commit checks succeed

1: Client SDK builds proposal π ← (fn, in) and signs it with u
2: Send π to endorsing peers and collect responses {(rwj, σj)}j
3: Client check: verify signatures σj and response equivalence; derive endorsement set S
4: if EP(S) = 0 then ▷ Equation (18)
5: return reject
6: end if
7: Submit endorsed transaction tx to ordering service
8: Ordering service sequences tx into a block and broadcasts to committing peers
9: Commit-time validation: peers validate endorsements and verify read/write consis-

tency
10: if validation fails then
11: Mark tx invalid; do not apply write set
12: return reject
13: else
14: Append tx to blockchain log; apply write set to world state WS
15: return accept
16: end if

5.3. Choice of Hyperledger Fabric

We select Hyperledger Fabric because its design primitives directly support the re-
quirements of the proposed 3T architecture:

• Authenticated identities and role governance: permissioned identities (MSP) enable
explicit binding of users to roles role(u) and systematic enforcement of Auth(u, e, x)
at the smart-contract layer.

• Configurable endorsement for inter-organizational control: endorsement policies
(Equation (18)) provide a native mechanism to require cross-organization approval for
sensitive state transitions (e.g., custody transfer or delivery confirmation).

• Privacy via channels: channels support partitioned ledgers for business confidentiality,
consistent with SCM contexts where not all stakeholders should observe all events.

• Separation of concerns (execute–order–validate): the transaction pipeline supports
controlled performance experiments by isolating simulation/endorsement, ordering,
and validation/commitment phases, improving interpretability of throughput/latency
measurements.

• Smart contracts in general-purpose languages: chaincode can be implemented in
widely used languages (e.g., Go/Java/Node.js), reducing engineering barriers for
enterprise deployment.

Selective Disclosure and Confidential Attributes

The evaluated configuration uses one shared channel and does not provide field-level
selective disclosure: peers authorized to maintain that channel receive the shared asset
and event fields, so application-level query restrictions alone do not conceal those fields
from the participating organizations. A production data model should separate a minimal
shared traceability record—product identifier, event type, authorized emitter, timestamp,
state transition, and evidence hash—from confidential attributes such as prices, personal
identities, commercial documents, or detailed sensor payloads. Stable whole-ledger parti-
tions can use separate channels, whereas organization-specific or subset-specific attributes
are better placed in Fabric private data collections, with only their hashes committed to
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the shared ledger [37]. Additional options include encrypting off-chain attributes under
recipient-specific keys and storing only a hash and locator on-chain. Zero-knowledge
proofs could support selected predicates, such as demonstrating that a temperature re-
mained within an accepted range without revealing the full series, but this would add
circuit, key management, and verification overhead. These selective disclosure mechanisms
were not implemented or evaluated in the present prototype.

The next section presents the case study and experimental configuration used to
evaluate the proposed system under controlled workloads and explicitly stated parameters.

5.4. Case Study Overview

This section outlines a case study to demonstrate the practicality and effectiveness of
our proposed supply chain architecture. We establish a simplified yet representative supply
chain network, including essential entities (Figure 6): a supplier, transporter, warehouse,
and consumer. While this model is basic, it serves as a foundation that can be extended to
more complex and larger networks.

Supplier

Mint an NFT

Approval

Transfer 


NFT

Approval

Transfer 


NFT Approval

Transfer 


NFT

Figure 6. Generic supply chain network.

5.4.1. Network Configurations and Participant Roles

The network is composed of these four key organizations, collaboratively establishing
a Hyperledger Fabric network, detailed in Figure 7. The four participants all need secure
communication within the network. Every peer will keep a replica of the ledger associated
with channel C. Network configuration NC1 is the policy that governs the network,
which is managed by the four organizations. Similarly, channel configuration CC1 is
the policy that governs the channel and is also managed by the four organizations. The
ordering service O1 is joined to the application channel through the channel participation
API (the legacy system channel is not used, consistent with Hyperledger Fabric 2.5.x),
and orders transactions into blocks for distribution to the committing peers. Each of the
four organizations has its own preferred Certificate Authority.

5.4.2. Incorporating Oracle Configuration for Product Verification

A notable aspect of our network is the implementation of our oracle configuration at
the supplier node. Within the supplier node, the oracle policy mandates that two designated
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agents, such as the plant manager and quality control supervisor, authenticate the realness
of each product. This policy ensures that the product’s physical attributes are accurately
matched to its digital counterpart. To align with the oracle model introduced in Section 2.2,
we consider a validator set V and binary validator attestations σv(p) ∈ {0, 1}. In this case
study, we set the threshold to τ = 2, so that tokenization is permitted only if:

Valid(p) = I
(

∑
v∈V

σv(p) ≥ τ

)
, τ = 2, (19)

which is consistent with Equation (5) and enforced by Algorithm 1.

5.4.3. Case-Study Initialization and Product Scenarios

For this case study, we initialize the ledger with a small set of reference product records
used to illustrate different traceability situations. The first product, ProductX, is kept as
the baseline scenario and is initially allocated to the supplier as a single traceable unit.
Three additional product records are also introduced to demonstrate that the proposed
mechanism is not limited to a single product journey: ProductY represents an incomplete
delivery case where the product is currently stored at the warehouse; ProductZ represents
a recall or return case; and ProductW represents an alternative route in which the product
is transferred directly from the supplier to the warehouse before final delivery.

In Hyperledger Fabric, the genesis configuration block bootstraps the channel and does
not encode application assets. Therefore, these products are created through controlled
bootstrap application transactions on channel C, corresponding to initial invocations of the
asset-creation chaincode function. This initialization provides a deterministic starting point
for the experimental scenario while preserving the same tokenization semantics used for
subsequently manufactured products.

For each product p ∈ {ProductX, ProductY, ProductZ, ProductW}, the corresponding
dNFT is minted only after the product has successfully passed the oracle validation process,
i.e., only if Valid(p) = 1. This validation step ensures that the product’s real-world existence
and required specifications are authenticated before its digital representation is committed
to the ledger. Upon validation, the blockchain ledger records the supplier as the initial
owner of the product and appends the first lifecycle event to its history.

The resulting product records, structured according to the dNFT asset model shown in
Figure 8, are then ready for tracking and traceability operations throughout their respective
supply chain journeys. Subsequent lifecycle events, such as custody transfer, location
update, warehouse check-in, delivery confirmation, return check-in, or recall return, are
appended to the product history as committed EventRef entries. This multi-product ini-
tialization supports the reconstruction of different traceability paths while maintaining a
unified 3T logic across all products.

5.5. Results of the Experiments
5.5.1. Infrastructure Performance Evaluation

Our experiments aim to assess the performance of the proposed Hyperledger Fabric-
based supply chain network in the context of the four-actor case study composed of a
supplier, a transporter, a warehouse, and a consumer. The evaluation focuses on the
main operations of the Tokenize–Track–Trace lifecycle: product tokenization, custody
transfer, event registration, warehouse handling, delivery confirmation, and traceability
queries. The objective is to validate the network’s capacity to support dynamic supply
chain operations under controlled workload-generation conditions.
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Figure 7. Application of the 3T architecture on the case study.

type EventRef struct {
TxID string ‘json:"txId"‘
Type string ‘json:"type"‘ // MINT, TRANSFER, LOCATION, DELIVERY, ...
Emitter string ‘json:"emitter"‘ // MSP ID or participant ID
Time string ‘json:"time"‘ // RFC3339 timestamp
ProofRef string ‘json:"proofRef"‘ // hash / document pointer

}

type Asset struct {
ID string ‘json:"id"‘
Owner string ‘json:"owner"‘
ManufacturerID string ‘json:"manufacturerId"‘
ManufactureDate string ‘json:"manufactureDate"‘
BatchNumber string ‘json:"batchNumber"‘
Quantity int ‘json:"quantity"‘
ValidationStatus bool ‘json:"validationStatus"‘
ValidatorIDs []string ‘json:"validatorIds"‘
EventHistory []EventRef ‘json:"eventHistory"‘

}

Figure 8. Excerpt of the chaincode data model used to represent assets (dNFTs) and event references.

5.5.2. Hardware Specifications

The evaluation was carried out on a local hardware infrastructure. The specifica-
tions include:

• Processor: Intel(R) Core(TM) i7-10875H CPU @ 2.30 GHz.
• Memory: 32 GB, ensuring efficient data processing and multitasking capabilities.
• Storage: 1 TB SSD, providing quick data access and storage for blockchain data.
• Network Connection: Gigabit Ethernet, facilitating local communication within the

experimental network.

This hardware setup corresponds to a controlled local deployment rather than a
production-scale distributed cluster. Therefore, the reported results should be interpreted
as a feasibility-oriented benchmark of the proposed 3T workload under a single-machine
Docker-based configuration.

5.5.3. Experimental Configuration and Workload Design

The experimental network follows the case-study configuration introduced earlier. It
is composed of four organizations: Supplier, Transporter, Warehouse, and Consumer. Each
organization owns two peers, resulting in eight peers connected to one shared application
channel. One ordering node is used in a local single-orderer configuration to order transac-
tions into blocks and distribute them to the committing peers. The workload is generated
through a fixed-rate open-loop client application that submits commands at increasing
target rates to the single-writer Events Service, which processes application commands one
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at a time and invokes the Fabric Gateway client API. The benchmark did not separately
record the number of submitted transactions concurrently resident in the Fabric pipeline
(Table 6).

Table 6. Experimental configuration used for the controlled workload.

Parameter Value

Blockchain framework Hyperledger Fabric 2.5.x

Deployment type Docker-based local permissioned network

Organizations 4: Supplier, Transporter, Warehouse, Consumer

Peers 8 peers in total: 2 peers per organization

Ordering service 1 ordering node in a local single-orderer configuration

Channel One shared application channel

State database LevelDB

Chaincode language Go

Asset model Dynamic asset record representing the product dNFT state

Oracle policy Two supplier-side validators: plant manager and quality-control supervisor

Tokenization rule Product is minted only if both validators approve, i.e., τ = 2

Endorsement policy Actor-organization endorsement for event registration; source–destination endorsement for custody transfer

Block configuration Maximum 50 transactions per block; batch timeout of 500 ms

Workload generator Fixed-rate open-loop client submitting commands to the single-writer Events Service, which invokes the Fabric Gateway client API

Submission policy Target send rate is controlled per stage; no per-stage tuning of chaincode, endorsement policy, block size, or batching parameters

Product-key generation Independent product identifiers; no shared global counter or intentional hot-key update

Measurement window 10 min per workload stage

Warm-up period 2 min per stage, excluded from measurement

Repetitions 3 runs per stage; mean values are reported

Reported throughput Committed valid write transactions per second

Commit deadline 30 s per transaction

Failure accounting Transactions not committed within the 30 s deadline are counted as unsuccessful; invalid transactions are recorded separately

The workload reproduces the operational lifecycle of a product moving from the sup-
plier to the final consumer. Each product is first tokenized as a dNFT after oracle validation.
Then, the product is transferred to the transporter, updated during transportation, checked
in and out at the warehouse, and finally delivered to the consumer. The write workload
mix is summarized in Table 7. Read-only traceability queries are executed separately and
are not included in the committed write-throughput calculation.

Table 7. Write workload mix used during the experiment.

Operation Actor Share

CreateAsset/MINT Supplier 20%

TransferAsset Supplier→ Transporter 15%

LocationUpdate Transporter 20%

WarehouseCheckIn Warehouse 15%

WarehouseCheckOut Warehouse 15%

ConfirmDelivery Consumer 15%

To make the workload stages comparable, the same chaincode, endorsement policies,
block configuration, product-key generation strategy, and measurement window are used
across all stages. Only the target offered load is varied. Product identifiers are generated
independently, and the workload generator avoids intentional simultaneous conflicting
writes to the same product state. This design reduces artificial multi-version concurrency
control conflicts and makes overload behavior easier to interpret.

Accordingly, this benchmark characterizes the disclosed single-writer workload and
predominantly low-contention product-key access. It does not constitute a systematic
test of parallel same-product proposals, overlapping custody transfers, duplicate delivery
confirmations, or the number of concurrently in-flight Fabric transactions. Section 5.2.1
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distinguishes mailbox serialization, Fabric MVCC validation, and the formal semantic rule
Pre(e, x); conflict-heavy operation remains a separate experimental limitation.

5.5.4. Evaluation Claim and Comparative Boundary

The experiment is designed to determine whether the Fabric realization executes the
complete 3T workload reproducibly and to identify its saturation and trace query behavior
under the disclosed configuration. It does not demonstrate that 3T has higher throughput
or lower cost than a competing system. Table 3 therefore provides a capability-based com-
parison, while direct numerical comparisons with published results are avoided because the
hardware, topology, transaction mix, consensus or endorsement policy, and measurement
procedures differ.

A fair quantitative attribution of 3T overhead would require a same-testbed baseline
or ablation that holds the network and workload constant while comparing: (i) a minimal
asset-state update, (ii) an update with identity, role, and state checks, and (iii) the complete
3T update with evidence verification and history handling. Such an ablation, together
with multi-host, larger-consortium, multi-channel, and conflict-heavy workloads, was not
part of the available experimental data and is identified as future validation rather than
reported as a completed result.

5.5.5. Performance Metrics

Our performance evaluation focuses on:

• Transaction throughput (TPS): the number of committed valid transactions per second.
Throughput is computed as TPS = N/∆t, where N is the number of committed valid
transactions and ∆t is the measurement window.

• Transaction latency: the elapsed time between client submission and commit notifica-

tion. For each transaction i, latency is computed as Li = t(i)commit − t(i)submit. We report
mean, median, p95, and p99 latency.

• Load-scaling and saturation under a fixed topology: the response of the disclosed
network configuration to increasing offered load before and after the observed satura-
tion region.

• Resource efficiency: CPU utilization under increasing transaction loads, used as an
indicator of computational demand during transaction processing.

• Success rate: the percentage of submitted transaction attempts that are committed as
valid transactions within the measurement window. Since the workload generator
reaches the target submission rate during each measurement stage, success rate is
computed as SR = (TPScommitted/TPStarget)× 100.

5.5.6. Results Overview

The developed infrastructure’s performance results are illustrated in Figure 9. The fig-
ure reports transaction throughput, transaction latency, load-scaling and saturation behav-
ior, and CPU utilization across the workload stages.

The throughput results show that the Fabric-based implementation increases from
25 committed TPS at the initial workload stage to a maximum of approximately 221 com-
mitted TPS under the tested local configuration. Throughput increases almost linearly
up to 200 TPS. Beyond this point, the network reaches a saturation region: increasing the
offered load to 250 TPS, 300 TPS, and 350 TPS does not produce proportional throughput
gains, and the committed throughput remains close to 220 TPS.

The transaction latency results follow the expected load-dependent behavior. As the
offered load increases, average latency increases from 0.32 s at 25 TPS to 2.05 s at 200 TPS.
After the saturation point, latency increases more sharply, reaching 4.10 s at 250 TPS, 6.80 s
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at 300 TPS, and 9.60 s at 350 TPS. Tail latency follows the same trend: p99 latency increases
from 0.70 s at H0 to 22.50 s at H7. This behavior is consistent with queueing effects in the
endorsement, ordering, and commit pipeline under overload (Table 8).
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Figure 9. Infrastructure performance results under the controlled supply-chain workload.

Table 8. Performance results under increasing offered load.

Stage Target Load Committed TPS Mean Latency Median Latency p95 Latency p99 Latency CPU Success Rate

H0 25 TPS 25 TPS 0.32 s 0.29 s 0.52 s 0.70 s 18% 100.0%

H1 50 TPS 50 TPS 0.43 s 0.40 s 0.68 s 0.91 s 24% 100.0%

H2 100 TPS 99 TPS 0.72 s 0.66 s 1.12 s 1.55 s 37% 99.0%

H3 150 TPS 149 TPS 1.15 s 1.04 s 1.80 s 2.45 s 52% 99.3%

H4 200 TPS 196 TPS 2.05 s 1.88 s 3.30 s 4.60 s 68% 98.0%

H5 250 TPS 219 TPS 4.10 s 3.82 s 6.90 s 9.80 s 83% 87.6%

H6 300 TPS 221 TPS 6.80 s 6.20 s 11.50 s 16.40 s 90% 73.7%

H7 350 TPS 220 TPS 9.60 s 8.90 s 16.80 s 22.50 s 94% 62.9%

The load-scaling curve confirms that the disclosed fixed topology maintains high
committed throughput and a success rate of at least 98% up to approximately 200 TPS.
Beyond this threshold, the number of committed valid transactions stabilizes, while the
success rate decreases sharply. This behavior indicates an observed saturation region for
the tested single-machine configuration, not a general scalability limit of Fabric or of the
3T model.

At 25 TPS and 50 TPS, all submitted transactions are committed successfully. At
100–200 TPS, the success rate remains between 98.0% and 99.3%. The residual unsuccessful
transactions may include endorsement response timeouts, deadline misses, or occasional
MVCC invalidation; the experiment did not instrument a complete causal breakdown by
failure category. The workload avoids intentional simultaneous writes to the same product
key, so these stages should not be interpreted as a conflict-heavy benchmark. Under over-
load, the increasing latency and decreasing success rate are consistent with queueing
and back-pressure, but the available data do not support assigning every unsuccessful
transaction to a specific cause.

The resource-efficiency results show that CPU utilization increases from 18% to 68% as
throughput increases from 25 TPS to 196 TPS. Under overload conditions, CPU utilization
rises to more than 83%, while the success rate decreases to 87.6% at H5, 73.7% at H6,
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and 62.9% at H7. These results indicate that the proposed infrastructure can support
moderate-throughput enterprise traceability workloads under the tested local configuration,
but higher fixed-topology capacity or broader deployment scale would require distributed
deployment, optimized endorsement policies, more ordering resources, or further tuning
of block and batching parameters.

5.5.7. Workload Composition and Saturation Analysis

Instead of relying on a direct quantitative comparison with public blockchain plat-
forms, we analyze the behavior of the proposed system under its own supply chain
workload. This is more appropriate because public and permissioned blockchains differ
in governance, consensus mechanisms, privacy assumptions, finality models, and work-
load definitions. Therefore, cross-platform throughput and latency values should not
be interpreted as directly comparable unless all platforms are evaluated under the same
experimental protocol.

Figure 10 summarizes the workload composition and the saturation behavior of
the proposed Fabric-based infrastructure. The workload is distributed across lifecycle
operations, including tokenization, custody transfer, location updates, warehouse handling,
and delivery confirmation. This composition reflects the operational structure of the case
study, where each product generates several blockchain events during its journey from
supplier to consumer.

CreateAsse
t / M

INT

Tra
nsfe

rAsse
t

LocationUpdate

WarehouseCheckIn

WarehouseCheckO
ut

Confirm
Delivery

Chaincode operation

0.0

2.5

5.0

7.5

10.0

12.5

15.0

17.5

20.0

Sh
ar

e 
of

 w
rit

e 
wo

rk
lo

ad
 (%

)

Write Workload Composition

50 100 150 200 250 300 350
Target offered load (TPS)

50

100

150

200

250

300

350

Co
m

m
itt

ed
 th

ro
ug

hp
ut

 (T
PS

)

Offered Load vs. Committed Throughput

Committed TPS
Ideal line
Recommended operating limit
Observed capacity (~220 TPS)
Success rate

60

70

80

90

100

Su
cc

es
s r

at
e 

(%
)

Supply-Chain Workload Composition and Saturation Behavior

Figure 10. Supply-chain workload composition and saturation behavior.

The saturation curve shows that committed throughput follows the offered load up to
approximately 200 TPS and then stabilizes around 220 TPS. After this threshold, additional
submitted transactions mainly increase queueing, latency, and timeout probability rather
than increasing committed throughput. This result is important for supply chain deploy-
ment because it identifies the safe operating region of the infrastructure. Under the tested
configuration, the recommended operating region is at or below 200 TPS, where throughput
remains high, latency remains controlled, and the success rate remains at least 98%.

5.5.8. Traceability Query Performance

Since the proposed architecture is based on the Tokenize–Track–Trace lifecycle, the per-
formance of traceability queries is evaluated separately from write transactions. This
separation is necessary because read-only queries do not pass through the full endorsement–
ordering–commitment pipeline used by state-changing transactions. Instead, they access
either the current product state or the historical sequence of committed events associated
with a product.

The reported QueryHistory values are end-to-end application-level latencies. The pro-
totype data model contains an embedded EventHistory array, and Fabric also retains
committed product-key versions. The experiment did not separately instrument the inter-
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nal retrieval path or the relative cost of these two representations. Consequently, the query
results characterize the exposed application operation but should not be used to infer
byte-level ledger growth or the latency of the Fabric key-history API alone (Table 9).

Table 9. Read-only traceability query performance.

Query Type History Length Mean Latency Median Latency p95 Latency p99 Latency

QueryAsset Current state only 0.08 s 0.07 s 0.13 s 0.18 s

QueryHistory 5 events 0.14 s 0.12 s 0.22 s 0.31 s

QueryHistory 20 events 0.31 s 0.29 s 0.48 s 0.65 s

QueryHistory 50 events 0.72 s 0.68 s 1.10 s 1.42 s

The query results show that current-state access through QueryAsset is faster than full
history reconstruction, with a mean latency of 0.08 s. As expected, QueryHistory latency
increases with the number of lifecycle events associated with a product. A short product
history containing five events is retrieved with a mean latency of 0.14 s, while a longer
history containing fifty events reaches a mean latency of 0.72 s and a p99 latency of 1.42 s.
These results are consistent with the design of the 3T architecture: current-state lookup is
suitable for operational monitoring, whereas history reconstruction supports auditability,
provenance verification, route reconstruction, and recall analysis.

5.5.9. Security Assumptions and Limitations
Threat Model and Adversarial Capabilities

We consider a permissioned consortium in which a user, organization, application
service, oracle validator, or device may deviate from the prescribed workflow while pos-
sessing a valid credential. An adversary may submit false or malformed payloads; invoke
an event outside its assigned role or the product’s current state; replay an earlier evidence
reference; submit a stale or duplicate lifecycle command; withhold or equivocate on an
oracle attestation; collude with other validators; or act through a compromised user, device,
or validator key. A network adversary may delay or drop messages and cause availability
failures, but is assumed unable to forge uncompromised signatures or break the employed
hash functions.

The primary security goals are that every accepted lifecycle event is attributable to an
authenticated identity, that unauthorized or state-inadmissible transitions do not update
the world state, and that the committed history remains tamper-evident. The evaluated
deployment assumes secure cryptographic primitives, uncompromised root certification
authorities and required signing keys, deterministic chaincode, and correct operation of
Fabric endorsement, ordering, and validation under the configured fault assumptions.
The single state-owning actor reduces shared-state races inside the application service
but is not a trust anchor and does not replace chaincode authorization, endorsement,
or commit-time validation.

These controls preserve the integrity and attribution of accepted ledger records under
the stated assumptions; they do not prove that an accepted physical observation is true.
False acceptance remains possible if enough validators collude or are compromised to
satisfy the configured threshold. Certification authority or ordering service compromise,
denial of service, network partitioning, compromise or miscalibration at the point of
sensing, and unavailability of an off-chain evidence repository are not experimentally
addressed. Replay-resistant evidence binding is specified as a deployment extension and
was not implemented in the reported prototype. The single-orderer case study also does
not evaluate Byzantine ordering faults.
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The proposed architecture improves traceability by combining permissioned identities,
role-based authorization, oracle-anchored physical events, and immutable ledger history.
However, blockchain does not eliminate the need for explicit trust assumptions, especially
when physical-world events are mapped to digital records. In the proposed system, tok-
enization and selected lifecycle events depend on oracle attestations, while event updates
depend on authenticated actors submitting accurate information.

The first assumption concerns the oracle model. The blockchain can verify that the
required validator attestations were submitted and that the threshold rule was satisfied,
but it cannot independently prove that the physical statement is true. Therefore, the validity
of product tokenization depends on the independence and honesty of the validators. In the
case study, two supplier-side validators are used for product validation. This configuration
is sufficient to demonstrate feasibility, but industrial deployments should strengthen the
model by including validators from different organizations, such as the supplier, warehouse,
transporter, or an external auditor.

The second assumption concerns identity and authorization. Hyperledger Fabric’s
Membership Service Provider binds users to organizations and roles, while endorsement
policies and chaincode logic restrict who can submit or approve specific lifecycle events.
This protects the system against unauthorized updates, but it does not protect against
compromised private keys. Production deployments should therefore include certificate
revocation, key rotation, and monitoring of abnormal validator or actor behavior.

The third assumption concerns off-chain evidence. In the present prototype, proofRef
is a string field that records a hash or document pointer; the available implementation does
not establish automatic retrieval, independent signature verification, freshness checking,
nonce enforcement, or replay-resistant event binding. A production implementation should
anchor a cryptographic hash of the referenced evidence and bind it to the product identifier,
event type, emitter, timestamp, and a nonce. These controls are proposed extensions rather
than mechanisms evaluated in the reported experiment.

Operational Cost Boundary and Validator Governance

The present single-host experiment does not support a monetary cost estimate
per product lifecycle. It measures aggregate CPU utilization and transaction perfor-
mance, but it does not instrument transaction-level network bytes, replicated ledger
growth, external evidence storage, device operation, validator labor, or cloud and ad-
ministration charges. A deployment-specific estimate should decompose lifecycle cost
as Clife = Ccompute + Cstorage + Cnetwork + Cevidence + Coracle. For a lifecycle containing m
events, with aj attestations, bj on-chain bytes, and qj off-chain evidence bytes for event
j, the dominant verification work scales with ∑m

j=1 aj, replicated ledger payload scales
approximately with the number of committing replicas times ∑m

j=1 bj, and external evidence
storage scales with ∑m

j=1 qj. Monetary values additionally depend on deployment topology,
retention policy, service pricing, and organizational labor and therefore cannot be inferred
from the reported benchmark.

The permissioned design does not assume a token reward for oracle participation.
In an industrial consortium, honest participation should instead be supported by a gover-
nance charter, service-level obligations, shared operational benefits, auditable attribution,
conflict-of-interest rules, and contractual penalties for demonstrable misconduct. Validator
independence can be strengthened by selecting validators from different organizations,
preventing one organization from satisfying the threshold alone, rotating or periodically
re-authorizing validator roles, and involving an external auditor for high-impact events.
A bond or stake mechanism could be added only where the consortium’s legal and eco-
nomic model supports objective slashing conditions. These governance and incentive
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mechanisms are proposed deployment controls; the evaluated case study uses a static pair
of supplier-side validators and does not test strategic or collusive behavior.

Finally, manual location updates remain a limitation. The system can authenticate the
actor who submitted a location update and record the update immutably, but it cannot
guarantee that the reported location corresponds to the physical position of the product.
Section 4.4.4 specifies a prospective sensing and cryptographic-binding strategy; that
integration was not implemented or evaluated, and the present results therefore make no
claim about sensor reliability, sensing latency, or resistance to device compromise.

5.5.10. Transparent and Automated Supply Chain Using Smart Contracts

Our blockchain-based supply chain system, utilizing smart contracts, introduces trans-
parency and automation from product tokenization until final delivery. We illustrate the
workflow on ProductX. The lifecycle begins when ProductX, accepted under the configured
tokenization-oracle policy, is tokenized as a dNFT through the CreateAsset chaincode
function and prepared for dispatch.

Next, the TransferAsset function executes the custody transfer from the supplier
to the transporter, committing the transaction on the blockchain to maintain a trans-
parent custody record. ProductX then moves through the warehouse, where check-in
and check-out events are registered via RegisterEvent. Upon reaching the consumer,
the ConfirmDelivery event finalizes the custody chain and transfers responsibility to the
consumer. Each phase is therefore documented on the blockchain through the chain-
code interface introduced in Section 5, providing an immutable and transparent trail of
ProductX’s journey.

To show that the proposed mechanism is not limited to a single product instance,
Figure 11 presents a ledger-reconstructed traceability graph involving multiple products.
The figure is generated from application-level histories associated with committed lifecycle
updates, rather than manually drawn from external records. ProductX is kept as the
main completed delivery scenario. ProductY illustrates a product that has reached the
warehouse but has not yet been delivered. ProductZ illustrates a recall or return case, where
the product is traced backward from the consumer to the supplier. ProductW illustrates an
alternative route in which the product is sent directly from the supplier to the warehouse
before final delivery.

To generate the graph in Figure 11, the application-level history operation is invoked
using the product identifier. The trace query retrieves the sequence of committed events,
verifies their ledger attribution, and evaluates the configured condition associated with
proofRef when an evidence reference is required. The resulting event sequence is then
projected into a product-lane trace matrix. Actor columns correspond to supply chain
roles, while event markers and directed edges represent committed lifecycle events such as
custody transfer, warehouse check-in, delivery confirmation, or recall return.

The distinction between custody-transfer events and tracking-only events is important.
Custody-transfer events change the actor responsible for the product, whereas location
updates provide additional tracking information while the product remains under the
responsibility of the current actor. In Figure 11, ProductX includes a tracking-only location
update submitted by the transporter during transit. This event is represented separately
from the main custody path, which avoids conflating physical movement, responsibility
transfer, and final ownership transfer.

The current LocationUpdate remains a manually submitted declaration by the prod-
uct’s custodian. The ledger can authenticate and preserve that declaration but cannot
independently establish the product’s physical position. To avoid duplicating the security
discussion, the proposed sensor types, gateway protocols, signed evidence envelope, re-
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play controls, and remaining device trust limitations are specified in Section 4.4.4. Their
implementation and experimental validation remain future work.

Overall, the experiment demonstrates the feasibility of the disclosed Hyperledger Fab-
ric workflow and identifies its configuration-specific operating region. To avoid repeating
the same deployment qualifications in the Results, the implications, limitations, and future
validation program are consolidated in Sections 6 and 7.

Ledger-reconstructed traceability graph from committed EventRef entries
Tokenize - Track - Trace: history retrieval, verification, and article-ready product custody views

A. Ledger-to-graph reconstruction

01 Committed EventRef

e=(type,id,emitter,t,payload,proofRef)

02 Trace query

GetHistory(id)=<e1,...,ek>

03 Verification

ledger identity + proofRef evidence
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G=(Actors, committed Events)

B. Product-level chain-of-custody traces
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Figure 11. Ledger-reconstructed traceability graph for multiple products. Panel (A) summarizes
the reconstruction pipeline from committed EventRef entries to an auditable graph through history
retrieval, ledger-identity verification, and optional proofRef policy checking. Panel (B) presents
product-level chain-of-custody traces in a grayscale trace-matrix view. Actor columns represent the
supply chain roles involved in custody or observation, while product lanes represent reconstructed
histories for ProductX, ProductY, ProductZ, and ProductW. Circular nodes indicate custody or
state-changing events, diamond nodes indicate tracking-only location updates, and directed edges
represent committed lifecycle transitions labeled with abbreviated transaction identifiers. ProductX
shows a completed delivery route, ProductY an incomplete route currently stored at the warehouse,
ProductZ a recall/return path, and ProductW an alternative direct warehouse route.

6. Discussion
6.1. Interpretation of the Findings

The experiment demonstrates that the complete 3T workflow can be executed and
audited on the disclosed Fabric configuration, and it identifies a configuration-specific
transition from near-linear throughput growth to queueing-dominated saturation. The ap-
proximately 220-TPS plateau is therefore evidence about this single-host topology and
workload, not a universal capacity of Fabric or of the 3T model. Likewise, the increase
in history-query latency with the number of events is consistent with increasing history-
processing work and supports the distinction between fast current-state access and more
expensive audit reconstruction; the benchmark did not isolate the internal history retrieval
path or its storage contribution.

6.2. Scientific and Industrial Implications

For research, the principal implication is that physical admission, actor authorization,
business-state admissibility, evidence validation, and trace reconstruction can be expressed
as one checkable lifecycle specification rather than as loosely connected implementation
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features. For industrial deployment, the proposed architecture is particularly relevant for
multi-actor supply chains where traceability, provenance, and controlled data sharing are
critical, such as manufacturing, food, pharmaceutical, and logistics sectors. However, prac-
tical adoption requires several organizational and technological prerequisites, including
reliable IoT/oracle infrastructures, digital identity management, appropriate governance
models among supply chain partners, and integration mechanisms with existing enterprise
information systems such as ERP platforms. In addition, challenges related to implementa-
tion costs, organizational readiness, interoperability with legacy systems, and stakeholder
coordination remain important considerations for large-scale adoption. Ledger integrity
must therefore be combined with independent oracle governance, key lifecycle manage-
ment, selective disclosure, enterprise-system reconciliation, and operational monitoring.
Sections 4.4.4, 4.5, 5.3 and 5.5.9 describe technically credible strategies for these concerns
while distinguishing them from features actually evaluated in the prototype.

6.3. Research Limitations

The reported experiments were conducted in a Docker-based, single-host laboratory
environment. They do not reproduce a production-scale distributed cluster, wide-area
delay, network partitioning, geographically separated organizations, or the failure behavior
of a multi-node ordering service. The measured saturation point and latency values are
specific to the disclosed hardware and workload and should be interpreted as feasibility
results rather than as universal deployment limits.

The evaluated network contains four organizations, eight peers, one shared application
channel, and one ordering node. Larger consortium sizes, multiple privacy domains, het-
erogeneous endorsement policies, cross-channel or cross-chain workflows, and sustained
same-product contention were not evaluated. No matched baseline or feature ablation was
performed, so the experiment does not isolate the performance overhead attributable to
authorization, evidence verification, or history handling and does not establish superiority
over competing traceability systems.

The case-study oracle policy uses a static supplier-side validator set and a two-of-two
tokenization threshold. It does not experimentally assess validator collusion, dynamic
admission and revocation, strategic incentives, or governance disputes. Field-level selec-
tive disclosure, automated IoT evidence, production enterprise connectors, and monetary
lifecycle cost were specified only as deployment strategies or future work. The current
proofRef field records a hash or document pointer, but external evidence retrieval, sig-
nature verification, freshness, nonce enforcement, and replay-resistant binding were not
implemented. Likewise, Pre(e, x) is a specification-level conformance requirement; the
available implementation description and benchmark do not document or test every state-
transition guard.

The application layer uses one writer actor: this removes in-process shared-state races
but can introduce a submission bottleneck and availability dependency, while product-key
sharding and durable mailbox recovery were not evaluated. The benchmark did not record
the number of already submitted transactions concurrently resident in the Fabric pipeline.
The data model also exposes an embedded EventHistory while Fabric retains committed
key versions; the QueryHistory experiment did not isolate the retrieval path or byte-level
storage growth. Finally, increasing roles, event types, evidence rules, state preconditions,
and endorsement combinations can increase verification, serialization, policy-maintenance,
and governance overhead; the current benchmark does not isolate these marginal costs.
These limitations delimit the claims of the study.

https://doi.org/10.3390/app16157762

https://doi.org/10.3390/app16157762


Appl. Sci. 2026, 16, 7762 38 of 41

7. Conclusions
This paper contributes an architecture-level specification for coupling physical-product

admission, dynamic non-fungible state, typed authorized transitions, event-specific ev-
idence, and auditable trace reconstruction within the Tokenize–Track–Trace lifecycle.
The contribution is not a new ledger, token standard, or oracle primitive; it is the ex-
plicit integration of these mechanisms and their mapping to an executable permissioned-
ledger implementation.

The Hyperledger Fabric case study demonstrates feasibility and characterizes satura-
tion, latency, resource use, success rate, and history-query behavior under one controlled
single-host configuration. These results support the internal validity of the implementation
but do not establish comparative superiority, production-scale resilience, or quantified
environmental impact. The implications and claim boundaries are discussed in Section 6.
The proposed 3T architecture demonstrates how product tokenization, event-driven smart
contracts, oracle validation, and ledger-based history reconstruction can be combined to
support end-to-end traceability. The Hyperledger Fabric implementation shows that the
system sustains moderate-throughput traceability workloads (approximately 220 commit-
ted TPS with sub-second to low-second latencies in the recommended operating region)
under the tested single-host configuration, while the traceability-query evaluation con-
firms that product histories can be reconstructed from committed ledger events. These
results support the feasibility of using dynamic NFTs as evolving digital representations of
physical products throughout their lifecycle.

Looking forward, four research directions emerge from the identified limitations. First,
the integration of IoT devices would automate data collection, particularly for real-time
tracking and verification of products, reducing the current reliance on manual location
declarations. Second, the security and governance model should be strengthened through
multi-organization oracle validators, certificate revocation, key-rotation policies, replay-
protection mechanisms, and cryptographic hashing of off-chain evidence referenced by
proofRef. Third, deployment scaling beyond the fixed-topology saturation region observed
in our experiments calls for distributed multi-host deployment, multi-node ordering ser-
vices, optimized endorsement policies, and the evaluation of newer ordering options such
as the BFT consensus introduced in Hyperledger Fabric 3.x. Finally, interoperability across
supply chain networks could be pursued through standardized protocols or frameworks
for blockchain implementation in SCM, enhancing information sharing and collabora-
tion across organizations. Further evaluation should include conflict-heavy same-product
workloads, per-lifecycle storage and bandwidth instrumentation, field-level confidentiality
mechanisms, and an EVM proof-of-concept evaluated under its platform-specific cost, pri-
vacy, and finality assumptions. To make these directions more testable, future work should:
(i) implement the signed IoT evidence strategy with device identity, freshness checks,
and calibration or compromise monitoring; (ii) investigate AI-assisted anomaly detection
only as an advisory mechanism evaluated for explainability, bias, adversarial manipulation,
and false decisions; (iii) test multi-organization oracle selection, revocation, incentives,
dispute resolution, and collusion; (iv) conduct geographically distributed, conflict-heavy,
and matched-baseline experiments followed by an industrial pilot; and (v) evaluate cross-
chain and enterprise interoperability through standardized event schemas, identity federa-
tion, privacy-preserving data exchange, and an EVM proof of concept. These refinements
extend the original directions without changing the present claim boundary: the reported
results apply only to the mechanisms and experimental configuration actually evaluated.

As blockchain continues to mature, its role in SCM will depend on combining ledger
integrity with reliable physical-world data, clear governance rules, and interoperable
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enterprise systems. The 3T architecture presented in this paper constitute a step in that
direction, providing a foundation on which these extensions can be built.
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