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Abstract

In Industry 4.0 manufacturing, predictive maintenance has emerged as a key focus to ensure
the reliability of operations, minimize downtime, and contribute to equipment safety.
This study proposes a predictive maintenance framework for additive manufacturing
systems (AMSs) using an explainable artificial intelligence (XAI) and machine learning (ML)
approach, which is supported by real-time multi-sensor monitoring and is synchronized
with a digital twin architecture. A heterogeneous dataset of over 10,000 observations
and 13 sensor attributes was gathered from a sensing architecture with ESP32 cameras
designed to handle heterogeneous signals from thermal, environmental, mechanical and
safety-related sensors. Domain-aware feature engineering was done to gain insights into
operation indicators such as temperature instability, vibration degradation, smoke risk,
humidity anomalies and aggregated maintenance risk scores. Multiple predictive models,
such as the Random Forest model, XGBoost model, Logistic Regression model, K-Nearest
Neighbours classifier, Multi-Layer Perceptron model, and ARIMA forecast model, were
comparatively assessed under highly imbalanced maintenance conditions. The results
showed that ensemble learning methods, especially XGBoost and MLP, had better recall
and ROC-AUC for fault detection of maintenance-critical problems. SHAP and LIME
analyses then showed that a number of physically meaningful indicators, including thermal
instability, vibration anomalies, smoke-related features, and aggregated risk scores, have
a significant impact on maintenance predictions and hence provide better operational
interpretability and maintenance transparency.

Keywords: predictive maintenance; Internet of Things; digital twin; explainable AI; SHAP;
LIME; machine learning

1. Introduction
Predictive maintenance is becoming a key feature in modern industrial cyber–physical

systems due to its advantages of enhancing the reliability of equipment operation, minimiz-
ing unplanned downtimes, promoting equipment safety, and cutting down maintenance
costs. Internet of Things (IoT) technologies have been developing at a very fast pace,
offering the possibility of continuous real-time monitoring of industrial assets using a
heterogeneous sensor network, and the recent advancements in machine learning have
considerably enhanced the capability of early detection of degradation and fault conditions
of equipment. Meanwhile, digital twin (DT) technology has received lots of attention as
an intelligent representation of physical equipment that can enable real-time monitoring,
diagnosis, simulation, and operational optimization during an asset’s life cycle.
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Previous studies indicate a predictive accuracy in the range 83–98%, maintenance cost
savings between 7.5% and 50% and significant reductions in unplanned downtime [1,2].
Moreover, hybrid edge–cloud models are gaining more and more popularity due to their
fusion of two different architectures: low-latency edge-based inference and computationally
intensive cloud-based analytics and model training [3,4]. Some recent studies from the last
5 years (2020–2025) have shown that most IoT-enabled predictive maintenance frameworks
are based on multiple layers and involve sensing, data acquisition, data analytics, data
visualization, and decision-making [3,5]. Typically, such systems are based on multi-sensor
data, such as vibration, temperature, humidity, pressure and operational condition signals,
and are used for fault diagnosis, anomaly detection and remaining-useful-life estimation.

The integration of digital twins takes predictive maintenance to the next level, allowing
for seamless updates between the real-life assets and the digital twin simulation. Previous
works investigated DT-assisted predictive maintenance in different application scenarios,
such as manufacturing systems [5] and air-conditioning systems [6], as well as wind
turbines [7], railway infrastructure [8], drilling rigs [9] and aerospace engines [10]. Other,
more advanced DT implementations use physics-based modelling and data-driven learning
to make predictions more robust and maintenance decisions better [11–13]. Yet, although
much has been accomplished, many current DT-based approaches are geared towards
visualization and monitoring, but not towards real-time synchronized predictive reasoning
and intelligent maintenance optimization [14–17].

The analytical heart of predictive maintenance systems is provided by machine learn-
ing techniques. Due to their computational efficiency and the performance, they deliver on
structured industrial datasets, traditional machine learning models such as Random Forest
and Support Vector Machine are still widely used. At the same time, deep learning meth-
ods such as Convolutional Neural Networks (CNNs), Long Short-Term Memory (LSTM)
networks, autoencoders, and transformers have shown good performance in modelling
complex temporal degradation processes [2,9,15,17]. Among tree-based methods, XGBoost
is known to achieve high predicative performance when dealing with multi-sensor fault
classification problems, as it is able to model nonlinear relationships and heterogeneous
sensors well [2,17,18]. But, the choice of models is still greatly affected by operational
limitations, computing power, requirements for inference latency, and the possibility of
deployment in industrial settings.

The concept of digital twin enabled predictive maintenance has also been extended to
a variety of industrial applications recently. Unsupervised learning has been successfully
combined with digital twins for Industry 4.0 predictive maintenance [19] and also digital
twin synthetic data sets have been used for anomaly detection and root cause analysis in
maritime applications of maintenance [20]. The use of Intelligent maintenance strategies
in advanced manufacturing environments has also been noted in smart manufacturing
research [21]. More recently, federated continual learning and large language models have
been explored in digital-twin based Industrial IoT systems [22] and conceptual digital-twin
systems have been proposed for real-time monitoring of mechanical systems [23]. All in all,
these advances show the increasing importance of digital twins in intelligent monitoring
and predictive maintenance, as well as the need for maintenance frameworks that are
integrated, explainable and deployable.

Other studies have further demonstrated the broader role of digital twins and intelli-
gent analytics in industrial maintenance. Digital twin and multi-source data fusion have
been applied to intelligent operation and maintenance of wind turbine gearboxes [24], while
digital-twin-enhanced predictive maintenance using LSTM-autoencoder architectures has
been investigated for failure prediction [25]. In addition, smart analytics has been recog-
nized as an important component of data-driven Industry 4.0 environments [26]. These
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developments further demonstrate the growing integration of digital twins, advanced
analytics, and intelligent learning techniques in modern industrial systems.

To overcome this shortcoming, more recently, explainable artificial intelligence (XAI)
methods have become a hot topic in predictive maintenance studies, such as SHAP
(SHapley Additive exPlanations) or LIME (Local Interpretable Model-Agnostic Explana-
tions). However, the interpretability of models is still a challenge in predictive maintenance
research. However, many currently available predictive maintenance systems use black-box
machine learning models to make predictions, and this has limited the transparency and
operator trust and adoption, especially in safety-critical industrial applications [10,27,28].
While LIME explains local predictions around a specific maintenance decision in a human-
readable way, SHAP is interpretable on a global level, quantifying the contribution of
individual features to model predictions on a global scale.

For predictive maintenance applications, it has been observed that physically mean-
ingful indicators like vibration instabilities, temperature deviations or operating stress
signals are often the most significant ones in maintenance predictions using SHAP-based
analysis [29,30]. However, prior research often used either SHAP or LIME and mostly
applied it to tree-based models, whereas explainability of hybrid and neural network-based
maintenance frameworks is relatively underexplored [31]. Furthermore, there are many
current explainability methods that only offer static feature importance analysis and fail
to offer operationally meaningful maintenance reasoning and real-time interpretability
for industrial decision-support applications. This study aims to overcome the above lim-
itations by proposing an explainable IoT-based predictive maintenance framework for
additive manufacturing systems, which involves multi-sensor monitoring, lightweight digi-
tal twin synchronization, machine learning-based fault prediction and explainable artificial
intelligence. To enable reliable and transparent fault detection in industrial 3D printing
environments, the proposed framework encompasses real-time sensor acquisition, domain-
aware feature engineering, predictive analytics, and interpretable maintenance reasoning.

2. Related Work
2.1. IoT-Based Predictive Maintenance

Predictive maintenance (PdM) has been an integral part of Industry 4.0 and Industry
5.0 since it allows for “condition-aware maintenance” that maintains machines contin-
uously by using data-driven analytics instead of reactive or schedule-based servicing
strategies [26,27]. With recent developments in Internet of Things (IoT) technologies, in-
dustrial systems can continuously gather heterogeneous data from various sensors, such
as vibration, temperature, humidity, pressure, current and operational status signals, for
early fault detection and maintenance decision-making [1,6,18,21]. Predictive maintenance
systems using IoT are rapidly finding use in manufacturing, transportation, aerospace,
energy, and smart infrastructure, as a way of ensuring reliability, minimizing unplanned
downtime, and improving maintenance efficiency.

One of the latest advancements in the world of predictive maintenance is the intro-
duction of hybrid edge–cloud solutions. In these architectures, monitoring and anomaly
detection are carried out in edge devices near the industrial assets, while cloud platforms
are responsible for the computationally intensive analytics, storage and periodic model
training [2,3,7,15]. This is a distributed computing paradigm that is especially relevant for
safety-critical industrial applications, where a fast reaction to faults and scalable analytics
are essential at the same time [8,12,13].
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2.2. Predictive Maintenance Based on Digital Twin

Digital twin (DT) technology has proven to be an attractive paradigm for generat-
ing virtual, synchronized representations of a physical industrial asset for the purpose of
real-time monitoring, simulation, diagnosis and maintenance planning [23,24]. DT-based
predictive maintenance systems have been used in many industrial applications, such
as manufacturing systems, HVAC units, wind turbines, railway systems, drilling rigs
and industrial robots [2,5,9,20,22]. There are plenty of existing DT frameworks that incor-
porate real-time sensing, data analytics and visualization tools to monitor and assist in
maintenance operations.

Recent studies have shown that DT-assisted predictive maintenance can increase main-
tenance accuracy, decrease maintenance costs and increase system reliability [5,14]. Some
studies have also integrated DT with Building Information Modelling (BIM), simulation
environments, and cloud-based analytics platforms to provide improved visualization and
operational coordination [1,14]. But, all these developments aside, there are still several DT
implementations that are mostly visualization and monitoring, not necessarily synchro-
nized predictive reasoning and intelligent maintenance optimization. Moreover, there are
a number of DT-based systems whose architectures are computationally demanding and
thus not easy to deploy in lightweight industrial edge environments.

2.3. Machine Learning Approaches in Predictive Maintenance

The analytical backbone of modern predictive maintenance systems is machine learn-
ing. The selection of the algorithm usually depends on the kind of data being used in
the industry, the computing needs and the deployment limitations. Random Forest and
XGBoost are the traditional methods for machine learning, which are used for structured
industrial datasets due to their better prediction capabilities, robust performance and
computational efficiency [6,11]. Deep learning methods, including Convolutional Neural
Networks (CNNs), Long Short-Term Memory (LSTM) networks, transformers, and au-
toencoders, on the other hand, are employed in temporal fault progression modelling and
analysis of complex sequences [9,16,19].

For tree-based models, XGBoost has been proven to be effective in many multi-sensor
predictive maintenance scenarios when it comes to fault classification due to its capac-
ity to model nonlinear relationships and heterogeneous sensor interactions [6]. In gen-
eral, however, deep learning methods usually have a high predictive accuracy but also
come with high computational costs and require large amounts of training data, which
makes them difficult to deploy in lightweight systems with edge-enabled solutions for the
industrial domain.

2.4. Explainable Artificial Intelligence in Predictive Maintenance

While machine learning enables huge advancements in predictive maintenance, many
industrial maintenance models are black boxes with less explainability and interpretabil-
ity. This opaqueness lowers the operator confidence and compromises the maintenance
decision-making in safety-critical industrial environment [28–31]. To overcome this chal-
lenge, recently, there has been a growing interest in applying explainable artificial intelli-
gence (XAI) techniques to PM research, including SHAP (SHapley Additive exPlanations)
and LIME (Local Interpretable Model-Agnostic Explanations) [25,26,29].

While LIME offers explanations in human language for specific examples of model
predictions, SHAP also offers global interpretability by quantifying the impact that each
feature has on the model predictions. Several studies have demonstrated that physical
parameters like vibration abnormality, thermal instability, operational stress and envi-
ronmental conditions usually outperform other parameters in predictive maintenance
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decision-making [29,30]. However, most of the frameworks that rely on XAI for predic-
tive maintenance cover static feature importance analysis and offer limited reasoning
for operation maintenance. In addition, the explainability of the architectures for predic-
tive maintenance based on hybrid and neural networks is relatively unexplored. Table 1
compares recent IoT-enabled predictive maintenance frameworks that incorporate digital
twin technologies, their deployment characteristics, their machine learning approaches,
and gaps.

Table 1. Comparative analysis of existing IoT-DT predictive maintenance studies.

Ref. Application Domain DT Integration Machine Learning Method XAI Support Edge
Support

[2] HVAC Systems Monitoring-oriented DT Random Forest No Partial
[5] Manufacturing Systems DT visualization & optimization CNN/LSTM No No
[9] Electric Motors DT synchronization Transformer No No

[19] Industry 4.0 DT + autoencoder Autoencoder No Partial
[20] Maritime Maintenance Synthetic DT Anomaly detection No No
[25] Indoor Climate DT-enhanced PdM Parallel LSTM–autoencoder No No
[18] Smart Manufacturing AI-driven DT Machine learning No Partial
[17] Industrial Robots DT-based fault prediction AI-based prediction No No
[24] Wind Turbine Gearboxes DT + multi-source data fusion Data fusion No No

Proposed Work 3D Printing Systems Real-time synchronized DT XGBoost SHAP + LIME Yes

Table 2 summarizes commonly adopted machine learning and explainability ap-
proaches in predictive maintenance systems together with their strengths, limitations, and
deployment suitability in industrial environments.

Table 2. Comparison of machine learning and explainability approaches in predictive maintenance.

Method Strength Limitation Typical Suitability Representative
References

Random Forest Fast inference and robustness Limited temporal modelling Edge-based monitoring [2,29]

XGBoost Strong structured-data
performance Requires feature engineering Multi-sensor fault detection [6,28]

CNN-LSTM Temporal degradation learning High computational cost Cloud-based analytics [17,18]

Transformer Long-range temporal
dependency modelling Requires large training datasets Industrial sequence learning [9]

Autoencoder Unsupervised anomaly detection Limited interpretability Unknown fault discovery [19,25]
SHAP Global and local explainability Computational overhead Feature contribution analysis [30]

2.5. Research Gaps

While there has been great advancement in IoT and predictive maintenance as well as
digital twin technologies, there are still some challenges that have not been solved. Current
predictive maintenance systems are concentrated either on high-accuracy prediction, with
no consideration for lightweight, real-time synchronized maintenance reasoning for addi-
tive manufacturing applications, or on visualization of conceptual digital twins. Moreover,
many of the existing approaches are based on costly and complex architectures that are not
easily deployable in edge-enabled industrial systems. Explainable artificial intelligence
methods like SHAP and LIME have recently been applied to research in the field of predic-
tive maintenance; however, many of the existing studies offer only a static view of feature
importance without assigning it an operational interpretation for maintenance engineers.
Moreover, maintenance datasets with highly unbalanced classes and complex multi-sensor
fault interaction still have an impact on the robustness of the prediction and reliability of
the deployment in real-world industrial applications.

Thus, there is an immense need for lightweight, explainable, and deployment-oriented
predictive maintenance frameworks that combine a continuously synchronized digital
twin and multi-sensor monitoring based on IoT. The synchronized digital twin should
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also enhance the quality, availability and temporal consistency of heterogeneous sensor
data for the purpose of reliable feature engineering and multi-sensor data integration for
predictive maintenance modelling. The method can offer more accurate, interpretable and
deployment-oriented support for maintenance decisions for industrial additive manufac-
turing systems, while still being applicable to edge-enabled Industry 4.0 environments.

2.6. Research Question

Research Question (RQ): How can an IoT-enabled predictive maintenance framework
integrating lightweight digital twin synchronization, multi-sensor machine learning, and
explainable artificial intelligence (XAI) improve the accuracy, interpretability, and real-time
deployment of fault detection in additive manufacturing systems?

To address this research question, this study proposes an integrated predictive main-
tenance framework that combines heterogeneous IoT-based multi-sensor monitoring,
lightweight digital twin synchronization, domain-aware feature engineering, machine
learning-based fault prediction, and SHAP/LIME-based explainability. The proposed
framework is designed to provide accurate, transparent, and deployment-oriented mainte-
nance decision support for industrial additive manufacturing environments while main-
taining computational efficiency suitable for edge-enabled Industry 4.0 applications.

3. Proposed Methodology
The proposed framework brings together real-time multi-sensor monitoring, digital

twin synchronization, machine learning-based fault prediction, and explainable artificial
intelligence (XAI) for additive manufacturing systems to enable an IoT-based explainable
predictive maintenance architecture. The framework is particularly targeted to assist in
lightweight deployment of edges, in the operational interpretability of the frameworks and
in intelligent decision-making for maintenance. The general procedure of the proposed
methodology is illustrated in Figure 1.

 

Figure 1. IoT-enabled explainable predictive maintenance framework for 3D printer.
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The proposed methodology consists of six major stages:

• Multi-sensor data acquisition;
• Data preprocessing and temporal feature engineering;
• Digital twin synchronization;
• Predictive fault modelling;
• Explainable maintenance reasoning;
• Deployment-oriented maintenance decision support.

3.1. Multi-Sensor Data Acquisition

The experimental dataset comprised more than 10,000 multi-sensor observations col-
lected over a two-week experimental period from an IoT-enabled 3D printing system
operating under controlled laboratory conditions. During this period, repeated printing
operations were performed under both normal and maintenance-related operating con-
ditions, enabling the capture of representative thermal, environmental, mechanical, and
safety-related sensor behaviour required for predictive maintenance model development
and evaluation.

During selected experimental runs, representative maintenance-related operating
conditions were intentionally introduced to emulate fault scenarios commonly encountered
in practical additive manufacturing systems. These conditions included abnormal hotend
temperature, excessive vibration, smoke generation, filament feed interruption, and nozzle
clogging. The controlled experimental environment enabled the collection of representative
maintenance-related sensor patterns under reproducible operating conditions. Maintenance
events were subsequently validated using predefined operational thresholds, continuous
multi-sensor monitoring, and physical inspection of the 3D printing process. This approach
ensured consistent and reliable maintenance labelling for supervised machine learning
model development.

A real-time embedded sensing architecture was developed using ESP32-based commu-
nication and heterogeneous industrial sensors to continuously monitor the operational state
of the 3D printing system. The framework captured thermal, environmental, mechanical,
and safety-related operating conditions through multiple sensing modules. The raw sensor
variables collected by the IoT sensing platform are summarized in Table 3.

Table 3. Raw sensor variables collected from the IoT-enabled 3D printing system.

Sensor Raw Variable Unit

DHT11 Ambient Temperature ◦C
DHT11 Ambient Humidity %
DHT22 Filament Temperature ◦C
DHT22 Filament Humidity %

MAX6675 Hotend Temperature ◦C
MQ-2 Smoke Concentration Analog
MQ-2 Smoke Alert Binary

ADXL335 Vibration g
Filament Sensor Filament Detection Binary

Clog Sensor Nozzle Clog Binary
MPU6050 Acceleration X m/s2

MPU6050 Acceleration Y m/s2

Relay Relay Status Binary

The variables listed in Table 3 represent the original raw sensor measurements ac-
quired from the IoT-enabled sensing platform. During preprocessing, additional feature-
engineered variables, including temporal gradients, rolling statistical measures, vibration
instability indices, thermal anomaly indicators, humidity anomaly measures, smoke-risk
indicators, and aggregated maintenance risk scores, were generated to improve fault sepa-
rability and predictive performance. Consequently, the explainability analyses presented
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later in the manuscript are based on the final feature-engineered dataset and therefore
include a larger number of variables than the original raw sensor measurements.

The collected sensor observations are represented as a multidimensional sensor
state vector:

Xt ∈ Rn (1)

Xt = [x1, x2, x3, . . . , xn] (2)

where
Xt represents the sensor state at time (t);
xn denotes individual sensor measurements;
Rn represents n-dimensional real-valued space.
The target maintenance variable is represented as a binary classification problem:

Y ∈ {0, 1} (3)

where

• Y = 0 indicates normal operating conditions;
• Y = 1 indicates maintenance-required conditions.

The experimental dataset contains both normal operating conditions and maintenance-
required conditions. Maintenance labels were assigned using a combination of predefined
operational thresholds, real-time sensor observations, and physical inspection of the 3D
printing process. A sample was labelled as maintenance-required (Y = 1) when one or
more critical operating conditions exceeded their predefined maintenance thresholds,
including abnormal hotend temperature, excessive vibration, persistent smoke generation,
filament feed interruption, or nozzle clog detection. Samples that remained within the
predefined operating limits throughout the printing process were labelled as normal (Y = 0).
Consequently, the dataset is highly imbalanced because maintenance events occurred
considerably less frequently than normal operating conditions, reflecting realistic industrial
operating environments.

3.2. Data Preprocessing and Temporal Feature Engineering

The acquired sensor streams were preprocessed to remove noise, normalize sensor
ranges, and extract meaningful temporal maintenance indicators. Because industrial-sensor
measurements often contain fluctuations and transient disturbances, moving-average
filtering was applied for signal smoothing.

Moving-Average Filtering

MAt =
1
n∑t

i=t−n+1 xi (4)

where

• MAt denotes the smoothed sensor value;
• n represents the smoothing window size.

To identify rapid operational changes and abnormal degradation patterns, first-order
temporal gradients were computed.

All raw sensor signals were first filtered using the moving-average procedure pre-
sented in Equation (4) before temporal gradient extraction. Hence, the smoothed sensor
values were used to compute the temporal gradients, and the raw sensor measurements
were not used. This preprocessing step minimized the effect of transient sensor noise,
fluctuations in the measurements, and any small duration peaks found in typical industrial
sensing applications in real time. This resulted in computed gradients that better cap-
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tured the true changes in the operational status of the 3D printing system and maintained
meaningful degradation trends related to maintenance events.

Temporal Gradient Extraction

gt = xt − xt−1 (5)

where

gt represents the temporal variation between consecutive sensor observations.

Several domain-driven maintenance indicators were further engineered from the
processed sensor streams, including

• Temperature spike;
• Humidity anomaly;
• Smoke risk;
• Vibration instability;
• Aggregated maintenance risk score.

The aggregated maintenance risk score was formulated as

RiskScore = Tspike + Hanomaly + Srisk + Vanomaly + Frisk (6)

where each anomaly indicator is binary (0 or 1), and

• Tspike is a binary temperature-spike indicator (1 if abnormal temperature is detected;
otherwise, 0);

• Hanomaly is a binary humidity anomaly indicator (1 if humidity exceeds the experi-
mental threshold; otherwise, 0);

• Srisk is a binary smoke-risk indicator (1 if abnormal smoke concentration is detected;
otherwise, 0);

• Vanomaly is a binary vibration anomaly indicator (1 if abnormal vibration behaviour is
detected; otherwise, 0);

• Frisk is a binary fire-risk indicator (1 when multiple critical anomaly conditions occur
simultaneously; otherwise, 0).

Similarly, the aggregated maintenance risk score defined in Equation (6) combines
multiple binary anomaly indicators into a single health measure representing the overall
operational condition of the 3D printing system. Each anomaly indicator contributes
equally to the overall RiskScore, providing a transparent and interpretable representation
of cumulative maintenance-related conditions. By integrating multiple sensor anomalies
into a single indicator, the framework reduces the influence of isolated sensor noise while
improving discrimination between normal and maintenance-required operating conditions.

For the experimental platform used in this study, samples with a RiskScore ≥ 2 were
classified as maintenance-required conditions. This threshold was determined through
experimental calibration based on the observed behaviour of the monitored sensor sig-
nals. Since operating characteristics vary across different additive manufacturing sys-
tems and sensor configurations, the proposed thresholding methodology is generally
applicable, whereas the numerical threshold values should be recalibrated for different
deployment environments.

3.2.1. Correlation Matrix of Engineered Risk Indicators

To quantitatively assess the degree of association among the engineered variables
used in the composite maintenance risk score (Equation (6)), Pearson correlation analysis
was performed. Figure 2 presents the correlation matrix of the four active risk indicators:
temperature spike, humidity anomaly, smoke risk, and vibration drop.
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Figure 2. Pearson correlation matrix of the engineered risk indicators.

The results showed that there were very few significant correlations between the
various pairs, with Pearson correlations ranging from −0.018 to 0.033. The coefficient
of the highest correlation was 0.033, and the rest were almost zero, indicating that the
variables were not very linearly dependent. These results indicate that the four engineered
indicators reflect different aspects of operation and provide complementary information to
the combined maintenance risk score with little redundancy.

The fire-risk indicator was not used in the correlation analysis because it was unvarying
over the experimental dataset. No monitored observation had the predefined hotend
temperature and smoke thresholds simultaneously to trigger the fire-risk condition. Pearson
correlation coefficients were not possible to compute because the variance was zero for
this variable.

The correlation analysis reveals negligible pairwise relationships among the active
engineered risk indicators used to construct the composite maintenance risk score used
to construct the composite maintenance risk score. The correlation coefficients ranged
from −0.018 to 0.033, indicating negligible pairwise correlation among the active indi-
cators. The fire-risk indicator was excluded because it exhibited zero variance in the
experimental observations.

3.2.2. Analysis of Sensor Behaviour and Threshold Determination

Before feature engineering, the collected multi-sensor data were analyzed to character-
ize their behaviour under both normal operating conditions and maintenance-required con-
ditions. Under normal operation, thermal, environmental, mechanical, and safety-related
sensor measurements exhibited relatively stable behaviour with only minor fluctuations
caused by routine printer operation. In contrast, maintenance-related conditions produced
noticeable deviations in one or more monitored variables, including abnormal hotend
temperature, increased vibration levels, smoke generation, humidity fluctuations, filament
interruption, and nozzle clog detection. These changes provided the basis for constructing
discriminative maintenance indicators.

The temporal gradient defined in Equation (5) quantifies the rate of change between
consecutive sensor observations and enables early identification of rapidly evolving degra-
dation behaviour. Compared with the raw sensor values, gradient-based features are
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more sensitive to sudden operational changes that frequently precede maintenance events.
Consequently, the inclusion of temporal gradients improved the capability of the predictive
models to distinguish between stable operating conditions and emerging faults.

Similarly, the aggregated maintenance risk score defined in Equation (6) combines mul-
tiple anomaly indicators into a single health measure representing the overall operational
condition of the 3D printing system. The aggregated maintenance risk score combines
multiple binary anomaly indicators into a single health measure. Each anomaly indicator
contributes equally to the overall RiskScore, providing a transparent and interpretable
representation of cumulative maintenance-related conditions.

The engineered features generated during preprocessing exhibited greater feature
separability than the original raw sensor measurements because maintenance-related
conditions produced consistently larger temporal gradients, higher anomaly scores, and
increased aggregated maintenance risk values. This enhanced separation between the two
classes improved the learning capability of the machine learning models and contributed
to the high predictive performance reported in Section 4.

Maintenance anomalies were identified using experimentally calibrated operational
thresholds. Although the proposed threshold values were developed for the experimental
platform used in this study, the thresholding methodology is readily transferable to other
additive manufacturing systems following appropriate calibration.

The printing threshold values were determined by a preliminary experimental cali-
bration, which was repeated during various printing operations under normal and main-
tenance conditions. In these experiments, the behaviour of the sensors was monitored
continuously to determine the operating ranges that led to stable printing and the devia-
tions that were always found when maintenance events were induced. For instance, the
temperature of the hotend remained below 260 ◦C for normal hotend temperature, whereas
for controlled fault scenarios, the abnormal hotend temperature was always above this.
Similarly, the thresholds for humidity, smoke concentration, and vibration were set by
analyzing the distribution of the related sensor readings and choosing thresholds that could
reliably separate the normal operating conditions from those arising during maintenance
while keeping the number of false alarms to a minimum. Thus, the values in the threshold
column of Table 4 are those validated by the experiment and do not constitute universal
maintenance limits.

Table 4. Experimental threshold criteria used for feature engineering.

Maintenance Indicator Threshold Criterion Purpose

Temperature Spike Hotend temperature > 260 ◦C or temperature
change > 10 ◦C between consecutive readings Detect rapid thermal abnormality

Humidity Anomaly DHT11 humidity > 60% Detect abnormal environmental moisture
Smoke Risk Smoke analog value > 99th percentile Detect abnormal smoke concentration

Vibration Drop Vibration value < 5th percentile Detect abnormal vibration behaviour or
operational instability

Fire Risk Smoke risk = 1, hotend temperature > 250 ◦C,
and vibration drop = 1

Detect combined high-risk
operating condition

Maintenance Label Risk score ≥ 2 Assign maintenance-required condition

The threshold values presented in Table 4 were established for the experimental 3D
printing platform used in this study based on preliminary observations of the sensor
behaviour and iterative experimental calibration. These thresholds were selected to dis-
tinguish normal operating conditions from maintenance-related events during feature
engineering. It should be noted that the numerical threshold values are specific to the hard-
ware configuration, sensor characteristics, and operating conditions of the experimental
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platform. For deployment in other industrial environments, different printer models, or al-
ternative sensor configurations, these threshold values should be recalibrated according to
the corresponding equipment specifications and operational characteristics. Consequently,
the proposed predictive maintenance framework is generalizable, whereas the threshold
values themselves are application-dependent and intended to serve as an implementation
example rather than universal maintenance limits.

The maintenance risk score threshold (RiskScore ≥ 2) was selected after an experimen-
tal assessment of the proposed platform. In preliminary experiments, various threshold
values were tested to determine whether they could separate maintenance-required con-
ditions from normal operations. Many false maintenance alarms were produced because
isolated anomalies often occurred during normal printer operation (RiskScore ≥ 1). How-
ever, a threshold of RiskScore ≥ 3 was too strict and missed several events that could be
tied to maintenance. RiskScore ≥ 2 offered an optimal level of sensitivity and robustness
by identifying a sample as maintenance-required only if it had multiple maintenance in-
dicators, with different indicators operating independently. This threshold was designed
to filter out the effects of individual sensor variations without sacrificing the detection of
actual maintenance events during experimental testing.

3.3. Digital Twin Synchronization Layer

A lightweight digital twin layer was incorporated to maintain real-time synchro-
nization between the physical 3D printer and its virtual representation. The digital twin
continuously receives sensor updates from the edge acquisition layer and reflects the
evolving operational state of the physical system.

The physical printer state at time t is represented as

Xt = [Tt, Ht, Vt, Smt, It] (7)

where

• Tt = thermal state;
• Ht = humidity state;
• Vt = vibration state;
• Smt = smoke state;
• It = inertial state.

The synchronized digital twin state is updated according to

Ŝt+1 = f (St, ∆t, ϵt) (8)

where

• Ŝt+1 denotes the updated virtual state;
• ∆t represents the synchronization interval;
• ϵt represents operational uncertainty and sensor noise.

The digital twin supports

• Operational monitoring;
• Anomaly visualization;
• Virtual fault representation;
• Maintenance reasoning;
• Predictive system analysis.

The synchronization between the physical 3D printer and the digital twin environment
was realized based on the lightweight WiFi-based MQTT communication framework,
which is widely used for low-latency aspects in industrial IoT communication and real-time
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cyber–physical system integration [3,12]. At periodic synchronization intervals of 2–5 s,
depending on sensor activity and network conditions, the ESP32 edge layer continuously
pushes real-time observations from all the sensors, such as thermal, vibration, humidity,
smoke and operational status signals, to the digital twin layer. The average communication
latency was less than 150 ms under normal operations, thus allowing for near-real-time
monitoring and maintenance state updates.

The digital twin architecture is based on a hybrid edge–cloud interaction model,
where the ESP32 edge device collects data from the physical component, processes it in
real time and takes care of possible anomalies, while the cloud-based analytics layers
take care of predictive fault classification, explainability processing, and historical trend
analysis. This type of hybrid edge–cloud architecture has been used more and more in
predictive maintenance systems, as it merges the advantages of low-latency edge inference
with scalable cloud-based analytics and long-term operational monitoring [3,7,12]. The
existing digital twin implementation focuses on synchronized monitoring, visualization of
operational state, representation of anomalies and reasoning about maintenance but not on
a physics-based simulation. The framework is intended to facilitate the future integration of
simulation-driven, predictive optimization and adaptive maintenance planning, however.
Table 5 details the synchronization of the digital twin.

Table 5. Digital twin synchronization architecture.

DT Component Function

Physical 3D Printer Real-time operational process generation
Multi-Sensor Layer Acquisition of thermal, vibration, humidity, smoke, and safety signals
ESP32 Edge Layer Real-time sensor acquisition and local communication

MQTT/WiFi Communication Layer Low-latency transmission of sensor data
Digital Twin Virtual Layer Real-time synchronization and operational state representation

Cloud Analytics Layer Predictive maintenance analytics and historical processing
Machine Learning Layer Fault classification and anomaly prediction

XAI Module (SHAP/LIME) Explainable maintenance reasoning and interpretability
Decision Support Dashboard Maintenance visualization and operator support

During the experimental evaluation, the digital twin continuously synchronized het-
erogeneous sensor streams acquired from the IoT-enabled 3D printer, ensuring temporally
consistent feature generation throughout repeated printing operations. This synchro-
nization supported reliable multi-sensor fusion and enabled consistent SHAP and LIME
explanations by maintaining alignment between the physical printer state and its virtual
representation. Although synchronization latency and communication performance were
not quantitatively benchmarked in this study, the digital twin successfully supported
continuous real-time monitoring throughout all experimental evaluations.

Unlike several existing predictive maintenance frameworks that primarily utilize
digital twins for visualization and monitoring purposes [2,5], the proposed framework
incorporates real-time synchronized operational monitoring integrated with explainable
maintenance analytics, edge-compatible predictive reasoning, and deployment-oriented
fault interpretation.

3.4. Predictive Fault Modelling

The processed multi-sensor dataset was divided into training and testing subsets using
stratified sampling to preserve the maintenance class distribution. To comprehensively
evaluate the proposed predictive maintenance framework, representative models from
different predictive learning paradigms were selected. Random Forest was evaluated
because of its robustness, resistance to overfitting, and strong performance on structured
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industrial-sensor data. XGBoost was included due to its ability to model nonlinear fea-
ture interactions and effectively handle highly imbalanced maintenance datasets. Logistic
Regression was selected as a linear baseline classifier to provide a benchmark for com-
parison with more complex algorithms. K-Nearest Neighbours (KNN) was evaluated as
a distance-based learning method capable of identifying similar operational states from
multi-sensor observations. Multi-Layer Perceptron (MLP) was included to assess the capa-
bility of neural network models to learn complex nonlinear relationships among sensor
features. In addition, the AutoRegressive Integrated Moving Average (ARIMA) model
was evaluated as a representative statistical time-series forecasting technique. Although
ARIMA is not intended for fault classification, it is widely used to model temporal trends
in industrial-sensor signals and provides a useful baseline for comparing conventional
forecasting approaches with modern machine learning methods.

The evaluated models include

• Random Forest;
• XGBoost;
• Logistic Regression;
• K-Nearest Neighbours;
• Multi-Layer Perceptron.

In addition to classification models, ARIMA-based time-series forecasting was applied
to selected sensor streams for temporal trend prediction and early anomaly analysis.

Since maintenance events are relatively rare, the dataset exhibits severe class imbalance.
To address this issue, class-weighting strategies were incorporated during model training.
For XGBoost, the imbalance weighting parameter was computed as

scale_pos_weight =
Nnegative

Npositive
(9)

where

• Nnegative = number of normal samples;
• Npositive = number of maintenance samples.

This strategy improves fault sensitivity and reduces false-negative maintenance predictions.

3.5. Model Evaluation and Performance Analysis

The predictive performance of all models was evaluated using standard classi-
fication metrics, including precision, recall, F1-score, confusion matrix analysis, and
ROC-AUC. Since predictive maintenance systems prioritize operational safety, recall
for the maintenance-required class was considered the primary evaluation metric in
Equations (10)–(12).

Precision
Precision =

TP
TP + FP

(10)

Recall
Recall =

TP
TP + FN

(11)

F1-Score
1 = 2 × Precision × Recall

Precision + Recall
(12)

where

• TP = true positives;
• FP = false positives;
• FN = false negatives.
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The evaluation strategy emphasizes early fault detection and minimizes undetected
maintenance failures.

3.6. Explainable Maintenance Reasoning

To improve transparency and operator trust, explainable artificial intelligence (XAI)
techniques were integrated into the predictive maintenance framework. SHAP was used
to analyze global and local feature contributions, while LIME was employed to generate
human-readable explanations for individual maintenance predictions.

The SHAP explanation model is represented as

f (x) = ϕ0 +
M

∑
i=1

ϕi (13)

where

• ϕi represents the contribution of feature i;
• M represents the total number of features.

The explainability layer identifies physically meaningful maintenance indicators,
including

• Thermal instability;
• Vibration degradation;
• Smoke generation;
• Humidity-related filament anomalies.

This improves operational interpretability and supports maintenance engineers in
understanding fault prediction behaviour.

3.7. Deployment-Oriented Predictive Maintenance Architecture

The deployment framework combines edge-based sensing, digital twin synchroniza-
tion, prediction and explainable maintenance reasoning and builds them into a single
architecture for industrial maintenance. The ESP32 edge layer handles real-time acquisi-
tion of sensor data and initial handling of anomalies, while the predictive analytics layer
classifies maintenance types and analyzes trends.

XGBoost was chosen as the main deployment classifier due to its high recall, good
generalization ability, efficiency and compatibility with explainability techniques. ARIMA
can be used to forecast future temporal sensor values, while SHAP and LIME can be used
to interpret the system and the operator, respectively. The envisioned architecture facilitates
reliable, explainable and deployment-oriented predictive maintenance of industrial AM
systems in real-world settings.

4. Results and Discussion
A highly imbalanced real-world multi-sensor dataset was taken from a 3D printing

system and used to test the proposed IoT-enabled predictive maintenance framework.
The proposed framework incorporates real-time sensor data acquisition, domain-specific
feature engineering, synchronization with digital twins, fault classification using machine
learning, and the capability to provide explainable AI (XAI) for intelligent decision-making
in maintenance. The holistic deployment-oriented design facilitates ongoing monitoring of
thermal, environmental, mechanical and safety-critical operating conditions and supports
interpretable fault prediction in industrial additive manufacturing environments.

Operationally critical maintenance events are relatively rare, and so the experimental
evaluation focused on recall for the maintenance-required class rather than overall accu-
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racy. This assessment method is able to reduce the risk of undetected failures to enhance
operational safety under real conditions.

4.1. Predictive Model Performance Evaluation

The quantitative performance of all models evaluated is summarized in Table 6, and a
comparative performance visualization is shown in Figure 3. Based on the experimental
results, it is shown that ensemble learning methods can perform better than linear classifiers
and distance classifiers in multi-sensor predictive maintenance environment.

Table 6. Predictive model performance comparison.

Model Accuracy Precision Recall F1-Score ROC-AUC

ARIMA 0.9600 0.0000 0.0000 0.0000 —
Random Forest 0.9985 1.0000 0.9250 0.9610 0.9997

KNN 0.9980 1.0000 0.9000 0.9474 1.0000
Logistic Regression 0.9975 0.9950 0.9550 0.9748 0.9988

MLP 0.9995 1.0000 0.9750 0.9873 1.0000
XGBoost 0.9995 1.0000 0.9750 0.9873 0.9990
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Figure 3. Comparative performance of the evaluated predictive maintenance models.

Although the evaluated classification models achieved very high predictive perfor-
mance, these results should not be interpreted as indicating that the experimental dataset
contained only stable normal operating data. The high classification performance can
be attributed to the strong feature separability achieved through the proposed feature
engineering process, together with the controlled experimental conditions under which
the data were collected. The dataset was intentionally acquired over a two-week experi-
mental period under both normal operating conditions and maintenance-related operating
conditions. Maintenance-related samples included abnormal thermal behaviour, excessive
vibration, smoke generation, filament interruption, and nozzle clog conditions identified us-
ing the experimentally calibrated threshold criteria described in Section 3.2. Consequently,
the proposed framework learned to distinguish genuine maintenance-related events from
normal operating behaviour rather than merely identifying static operational patterns.
Nevertheless, because the experiments were conducted using a single 3D printer operating
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under controlled laboratory conditions, further validation using multiple printers and more
heterogeneous industrial environments is necessary to assess the broader generalisability
and robustness of the proposed framework.

Furthermore, the engineered maintenance indicators were recoded as binary threshold-
based variables to further enhance class separability by mapping continuous measurements
of sensors to binary maintenance-related states. The threshold-based representation min-
imized ambiguity due to small changes in operation and allowed the machine learning
models to differentiate between normal and maintenance conditions more accurately. The
engineered indicators were largely independent of each other, and the binary thresh-
olding also played a significant role in the observed high predictive performance of the
evaluated models.

The confusion matrices presented in Figure 4 provide a detailed visualization of the
classification performance of the evaluated models by illustrating the numbers of true
positives (TP), true negatives (TN), false positives (FP), and false negatives (FN). These
matrices complement the quantitative evaluation metrics reported in Table 6 and provide
additional insight into the classification behaviour of each model under highly imbalanced
maintenance conditions.

 
Figure 4. Confusion matrix analysis of the evaluated classification models.

All evaluated classifiers correctly identified the majority of normal operating samples
while maintaining very low false positive rates, thereby minimizing unnecessary mainte-
nance interventions. Among the evaluated models, XGBoost and MLP achieved the best
overall classification performance by correctly identifying nearly all maintenance-required
instances and producing the fewest false negative predictions. This demonstrates their
superior capability for early fault detection, which is particularly important in predictive
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maintenance applications where undetected failures may result in unexpected equipment
breakdown and increased operational costs.

The Logistic Regression model also demonstrated excellent classification performance,
with only a small number of maintenance samples being misclassified. This behaviour
suggests that the engineered features provide strong linear separability within the evalu-
ated dataset. The Random Forest classifier achieved robust predictive performance with
high maintenance detection capability, although it produced slightly more false negative
predictions than XGBoost and MLP. Similarly, the K-Nearest Neighbours (KNN) classifier
correctly classified most maintenance events but exhibited comparatively lower sensitivity
due to a higher number of false negative predictions.

Overall, the confusion matrix analysis confirms the superior performance of ensemble
learning and neural network-based approaches for predictive maintenance in industrial
additive manufacturing systems. The results are consistent with the quantitative metrics
presented in Table 6, further demonstrating that XGBoost and MLP provide the most
balanced combination of classification accuracy, maintenance sensitivity, and operational
reliability. Since ARIMA is a statistical time-series forecasting model rather than a classi-
fication algorithm, a confusion matrix is not applicable and has therefore been excluded
from this comparative analysis.

While Logistic Regression achieved strong classification performance, this may be
attributed to the high feature separability and class-weighting strategy employed in the cur-
rent dataset. Consequently, its performance may not fully generalize to more heterogeneous
industrial environments exhibiting complex degradation behaviour. In contrast, XGBoost
and MLP consistently demonstrated higher recall and stronger generalization capability
under highly imbalanced maintenance conditions. The Random Forest model also achieved
high predictive accuracy with excellent ROC-AUC performance, although its slightly lower
recall indicates reduced sensitivity for detecting difficult fault conditions. As a statistical
forecasting approach, ARIMA was not effective as a standalone fault classifier because
predictive maintenance in cyber–physical systems depends on complex interactions among
multiple sensor variables rather than univariate temporal patterns. Nevertheless, ARIMA
remains useful for forecasting sensor trends and identifying temporal anomalies that may
support maintenance decision-making.

4.2. Role of Digital Twin Synchronization in Predictive Maintenance

The proposed digital twin (DT) architecture played a central role in integrating the
physical 3D printing system with the predictive maintenance framework by maintaining a
continuously synchronized virtual representation of the printer’s operational state. Rather
than acting as an independent prediction model, the digital twin functioned as the real-time
data integration layer that synchronized heterogeneous sensor measurements acquired
from the IoT-enabled sensing platform and provided temporally consistent information for
feature engineering and predictive analytics.

During the two-week experimental period, multi-sensor measurements including
ambient temperature, filament temperature, humidity, vibration, smoke concentration,
filament status, nozzle condition, acceleration, and relay status were continuously acquired
through the ESP32 communication layer and synchronized with the digital twin environ-
ment. This continuous synchronization enabled the framework to maintain an up-to-date
representation of the printer’s operational behaviour and ensured that sensor observations
from different sources were analyzed within a common temporal context.

The synchronized digital twin environment facilitated the generation of feature-
engineered variables, including rolling statistical measures, temporal gradients, vibration
instability indices, thermal anomaly indicators, humidity anomaly measures, smoke-risk
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indicators, and aggregated maintenance risk scores. These synchronized features improved
the consistency of the predictive models by enabling maintenance decisions to be based on
correlated operational changes across multiple sensors rather than isolated measurements.

The experimental results demonstrate that the digital twin contributed to the overall
predictive maintenance framework by supporting continuous monitoring, reliable sensor
integration, and consistent feature generation throughout the data acquisition process.
The subsequent SHAP and LIME analyses further confirmed that the synchronized multi-
sensor information enabled the machine learning models to identify physically meaningful
degradation patterns associated with thermal instability, excessive vibration, smoke-related
anomalies, and filament-related faults. Consequently, the digital twin served as an enabling
component that connected real-time IoT sensing, feature engineering, machine learning,
and explainable artificial intelligence into a unified predictive maintenance framework.

It should be noted that the primary objective of this study was to evaluate the effec-
tiveness of the proposed predictive maintenance framework rather than to benchmark
digital twin synchronization performance independently. Therefore, quantitative metrics
such as communication latency, synchronization accuracy, and scalability across multiple
interconnected printers were beyond the scope of the present work. These aspects will
be investigated in future studies to further evaluate the digital twin under larger-scale
industrial environments. The practical contribution of the digital twin synchronization
layer to the proposed predictive maintenance framework is summarized in Table 7.

Table 7. Contribution of the digital twin synchronization layer to the predictive maintenance framework.

Digital Twin Function Contribution to Predictive Maintenance Evidence in This Study

Real-time sensor synchronization Integrated heterogeneous sensor streams into
a unified operational state

Continuous monitoring during the
two-week experiment

Virtual representation Maintained an up-to-date digital
representation of the 3D printer

Reflected changing
operational conditions

Data integration Combined temperature, humidity, vibration,
smoke, filament, and relay information

Improved consistency of
multi-sensor analysis

Feature engineering support
Enabled generation of temporal gradients,
rolling statistics, anomaly indicators, and

maintenance risk scores

Enhanced feature separability for
model training

Machine learning support Supplied synchronized feature vectors to
predictive models Supported high predictive performance

Explainability support Provided consistent inputs for SHAP and
LIME analyses

Enabled interpretable
maintenance decisions

Decision support Assisted continuous monitoring and
maintenance planning

Enabled timely identification of
maintenance-related events

4.3. Cross-Validation Analysis

K-fold cross-validation analysis was also conducted on the machine learning models
evaluated to further assess their robustness and generalization ability in the proposed
predictive maintenance framework. To ensure a stable and unbiased evaluation under
highly imbalanced operating conditions, the dataset was split into several folds while
keeping the distribution of the maintenance class the same as in the original data.

The mean cross-validation performance for the folds evaluated is shown in Table 8.
These results show that ensemble learning models, including XGBoost and Random Forest,
have low variability in performance while providing high predictive power, thus showing
good generalization capability and robustness to different distributions of data.
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Table 8. Cross-validation performance analysis.

Model Mean Accuracy Mean Recall Std. Deviation

Random Forest 0.964 0.952 ±0.014
KNN 0.951 0.938 ±0.019

Logistic Regression 0.968 0.958 ±0.012
MLP 0.971 0.965 ±0.010

XGBoost 0.972 0.964 ±0.011

The small standard deviation of XGBoost indicates its stable prediction power and a
low sensitivity to partitioning the dataset, thus making it very appropriate for deployment-
oriented predictive maintenance applications in an industrial IoT context.

Although the performance differences among the evaluated models are relatively
small, they remain practically meaningful in the context of predictive maintenance. Small
improvements in recall and model stability can substantially reduce missed maintenance
events, thereby lowering the risk of unexpected equipment failures. XGBoost consistently
achieved the highest overall predictive performance while maintaining stable feature impor-
tance rankings and robust behaviour under the highly imbalanced dataset. Consequently,
XGBoost was selected as the preferred model because it provided the best balance between
predictive accuracy, maintenance sensitivity, model robustness, and explainability, rather
than solely because of marginal improvements in numerical performance metrics.

4.4. Impact of Feature Engineering

The presented domain-aware feature engineering approach was able to substantially
enhance the predictive maintenance performance by converting raw streams of sensors
into operationally meaningful maintenance indicators. Engineered variables, including
temperature spikes, humidity anomalies, vibration instability, smoke risk, and aggregated
maintenance risk scores, helped with class discrimination and fault sensitivity under noisy
industrial operating conditions.

Anomaly indicators from a variety of weak ones were aggregated into a single risk
score to make the model more robust and less susceptible to a single sensor’s spurious
signals. In addition, temporal gradient features help to identify rapidly changing fault
conditions, like thermal instability and vibration degradation, at an early stage. The
experiments show that domain-guided feature engineering significantly improves the
predictive certainty of an industrial maintenance system using multiple sensors.

4.5. Ablation Analysis

To understand the importance of the engineered maintenance indicators, an ablation
analysis was conducted by removing key indicators from the predictive maintenance
framework, one by one, to see how this affected the predictive maintenance performance.

The effect of the removal of the major engineered features in the XGBoost model
is shown in Table 9. The experimental results confirmed that aggregated maintenance
indicators, including risk_score, vibration instability and temperature anomalies, made
significant contributions to predictive reliability and maintenance sensitivity.

Table 9. Ablation analysis of engineered features.

Removed Feature Accuracy Drop Recall Drop

without vibration −0.021 −0.050
without temp_spike −0.018 −0.041

without humidity_anomaly −0.009 −0.022
without smoke_risk −0.013 −0.031
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This aggregated risk_score feature was also found to be crucial, as the removal of
this feature resulted in the greatest performance drop, which highlights the value of
multi-sensor anomaly fusion for maintaining accurate performance prediction under noisy
industrial conditions.

4.6. Global Explainability Analysis Using SHAP

Global explainability analysis was performed using SHAP to identify the overall
contribution of individual features to maintenance predictions. Figure 5 illustrates the
average absolute SHAP values across the complete dataset.

Figure 5. Global SHAP feature importance.

Based on the SHAP analysis, the most influential variables in maintenance prediction
were the vibration signal, temperature-spike indicators, smoke-related features and ag-
gregated maintenance risk scores. These features always had a significant impact on the
maintenance-required classifications, which indicates that the predictive models learned
physically meaningful degradation behaviour and not just arbitrary statistical correlations.
These dominant features correspond directly to the operational behaviour of the 3D printer
observed during experimentation, demonstrating that the predictive models captured real
variations in thermal, mechanical, environmental, and extrusion-related conditions rather
than merely exploiting statistical correlations within the dataset.

The lower-ranking variables, such as the IMU signals and relay status, contributed rel-
atively less, which means that they have less impact on fault detection under the evaluated
operating conditions.

The vibration and thermal indicators are in accordance with the physical degradation
known to occur in additive manufacturing systems such as nozzle instability, mechanical
vibration, overheating and extrusion irregularities of the filament.

4.7. SHAP Robustness and Feature Consistency Analysis

The SHAP summary distribution plot in Figure 6 illustrates the contribution of each
feature to individual prediction instances. Each point represents a single prediction sample,
while the horizontal spread of the points indicates both the magnitude and direction
of the feature’s contribution to the model output. Features with broader SHAP value
distributions have a greater influence on predictive maintenance decisions across different
operating conditions.
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Figure 6. SHAP robustness and consistency analysis (feature impact distribution).

The SHAP and LIME analyses were performed using the final feature-engineered
dataset rather than the original raw sensor measurements. Consequently, the variables
presented in the explainability analyses include the 13 raw sensor variables collected
from the heterogeneous IoT sensing platform together with additional engineered features
generated during preprocessing, including rolling statistical measures, temporal gradients,
vibration instability indices, thermal anomaly indicators, humidity anomaly measures,
smoke-risk indicators, and aggregated maintenance risk scores. This explains why the
number and naming of variables displayed in the SHAP and LIME results in Figure 6 differ
from those listed in Table 2, as the explainability analyses are based on the transformed
feature space used by the machine learning models.

Maintenance decisions were generated using experimentally calibrated threshold
criteria applied during feature engineering. Threshold-based indicators were created
for temperature spikes, humidity anomalies, smoke risk, vibration anomalies, and fire-
risk conditions. Each indicator was represented as a binary variable and subsequently
aggregated using the maintenance risk score formulation presented in Equation (6). For the
experimental platform used in this study, observations with a RiskScore ≥ 2 were classified
as maintenance-required, whereas observations with lower scores were classified as normal
operating conditions.

Features associated with vibration, thermal instability, smoke concentration, and the
aggregated maintenance risk score consistently produced the largest positive SHAP contri-
butions toward maintenance-required predictions. The SHAP value distributions further
demonstrate that maintenance decisions are driven by the combined influence of multiple
interacting anomaly indicators rather than isolated sensor abnormalities. This confirms that
the proposed framework captures meaningful operational degradation patterns instead of
relying on individual sensor fluctuations.

From an operational perspective, the SHAP summary plot demonstrates that
the monitored sensor signals exhibited meaningful temporal variation throughout the
two-week experimental period. Variations in hotend temperature, vibration behaviour,
smoke concentration, humidity, filament status, and nozzle condition were observed during
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repeated printing operations under both normal and maintenance-related conditions. These
operational changes resulted in corresponding variations in the engineered features and
maintenance risk scores, enabling the predictive models to distinguish progressive equip-
ment degradation from stable operating behaviour. The consistent ranking of dominant
features across different prediction instances further indicates stable model behaviour and
reduced sensitivity to random sensor fluctuations, thereby supporting the robustness and
reliability of the proposed predictive maintenance framework for deployment in dynamic
industrial environments.

4.8. Local Explainability Analysis Using LIME

To complement the global explanations provided by SHAP, the Local Interpretable
Model-Agnostic Explanations (LIME) framework was applied to generate instance-level
explanations for individual maintenance predictions. Whereas SHAP provides a global
understanding of feature importance across the complete dataset, LIME explains the
contribution of individual features to a single prediction, thereby improving transparency
and supporting maintenance decision-making at the operational level.

The LIME explanation identifies the local contribution of each feature to the predicted
operational state. In Figure 7, features supporting the “No Maintenance” class appear
on one side of the explanation, whereas features increasing the probability of “Mainte-
nance Required” appear on the opposite side. This local explanation enables maintenance
engineers to understand why the predictive model generated a particular maintenance
recommendation for an individual operating condition.

Figure 7. LIME framework for an individual prediction instance.

The generated explanations indicate that abnormal thermal behaviour, excessive
vibration, smoke-related anomalies, and elevated maintenance risk indicators consistently
increase the probability of maintenance-required predictions. In contrast, stable thermal
conditions, normal vibration levels, and the absence of smoke-related anomalies contribute
to normal operating classifications.

The agreement between the global SHAP analysis and the local LIME explanations
demonstrates that the proposed framework produces consistent, interpretable, and oper-
ationally meaningful maintenance decisions. While SHAP identifies the most influential
features across the entire dataset, LIME provides instance-specific explanations that jus-
tify individual maintenance recommendations. Consequently, the integration of SHAP
and LIME enhances user confidence by providing both global model understanding and
local decision transparency, thereby supporting trustworthy predictive maintenance in
IoT-enabled additive manufacturing systems.
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4.9. ROC Curve and Classification Robustness Analysis

Receiver Operating Characteristic (ROC) analysis was conducted to evaluate the trade-
off between true positive rate and false positive rate under varying classification thresholds.
Figure 8 presents the ROC curves for all evaluated models.

Figure 8. ROC curve analysis.

Figure 8 compares the receiver operating characteristic (ROC) curves of the evaluated
classification models under the highly imbalanced maintenance dataset. Although the ROC
curves demonstrate excellent overall discrimination capability, the practical objective of
predictive maintenance is not simply to maximize the area under the curve but to achieve
an appropriate balance between the true positive rate (TPR) and false positive rate (FPR). In
industrial maintenance applications, missed maintenance events (false negatives) generally
have more severe consequences than additional maintenance inspections triggered by false
positives. Consequently, models with higher recall and improved TPR are preferred, even
if they produce a modest increase in FPR.

Among the evaluated models, XGBoost consistently provided the best trade-off be-
tween maintenance sensitivity and false alarm rate. The model maintained a high true
positive rate while limiting unnecessary false maintenance alerts, thereby improving the
reliability of maintenance recommendations. Although certain operating points on the ROC
curve may exhibit moderate TPR values at specific FPR levels, the overall ROC behaviour,
together with the high recall, F1-score, and ROC-AUC, demonstrates that XGBoost provides
a robust predictive maintenance solution under highly imbalanced operating conditions.
These characteristics are particularly important for industrial 3D printing systems, where
early detection of degradation is generally preferred over delayed maintenance decisions
that may result in equipment failure or print quality degradation.

Ensemble learning approaches, particularly XGBoost and Random Forest, achieved
substantially higher ROC-AUC values compared to linear and distance-based classifiers.
This demonstrates superior discrimination capability under highly imbalanced mainte-
nance conditions.
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The ROC analysis confirms that ensemble-based predictive maintenance models
provide improved fault sensitivity and stronger classification stability for industrial multi-
sensor monitoring systems.

4.10. Explainable AI Feature Interpretation

Table 10 summarizes the explainability results obtained using SHAP and LIME for the
two best-performing models.

Table 10. Explainable AI feature importance analysis.

Feature XGBoost (SHAP) MLP (SHAP + LIME) Interpretation

Hotend_Temp Very High Very High Overheating strongly increases failure risk
Smoke_Analog High High Smoke presence indicates emergency maintenance

Vibration Medium Medium Mechanical instability indicator
Humidity Medium Medium Moist filament contributes to clogging
risk_score Dominant Dominant Aggregated failure representation
Filament Low–Medium Low–Medium Extrusion and filament feed anomalies

Both XGBoost and MLP mostly rely on physically meaningful operational indica-
tors, which means that the predictive maintenance framework is not capturing spurious
correlations in the data but is able to capture realistic fault behaviour.

4.11. ARIMA in Hybrid Predictive Maintenance

ARIMA was not effective as a standalone classifier but proved to be of practical utility
in forecasting temporal sensor trends. ARIMA-based forecasting was particularly helpful
for monitoring changes in hotend temperature and progressive degradation of operation.

Combined with threshold-based behaviour monitoring and machine learning-based
classification, ARIMA can help to build a hybrid predictive maintenance system that
can handle real-time behaviour classification and time-series degradation analysis. The
combination of statistical forecasting and anomaly detection using machine learning makes
the reliability of predictive maintenance more dependable.

4.12. Practical Implications and Deployment Perspective

Experimental results show that XGBoost achieves the most balanced performance in
terms of predictive accuracy, recall scores, computational efficiency, and explainability. It
is very fault-tolerant and can be easily integrated into an additive manufacturing system
based on SHAP interpretability. The proposed framework can accommodate real-time
fault monitoring, interpretable maintenance reasoning, edge-compatible deployment, and
intelligent maintenance decision support.

In addition, the use of digital twin synchronization and XAI increases trust and
transparency in the maintenance decision-making processes for the operator.

The entire predictive maintenance system framework has good potential for use in
intelligent manufacturing systems with a need for reliable, interpretable and scalable
maintenance monitoring systems.

4.13. Summary of Predictive Maintenance Findings

The proposed IoT-enabled predictive maintenance framework was successfully validated
through a case study involving an FDM-based 3D printing system operating under controlled
laboratory conditions. During a two-week experimental period, more than 10,000 multi-sensor
observations were collected under both normal and maintenance-related operating conditions,
enabling comprehensive evaluation of the proposed framework.
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The experimental results demonstrate that the feature engineering process effectively
transformed heterogeneous sensor measurements into informative maintenance indica-
tors, including temporal gradients, anomaly indicators, and aggregated maintenance risk
scores. These engineered features significantly improved fault separability and enabled the
evaluated machine learning models to distinguish maintenance-required conditions from
normal operating behaviour with high predictive performance.

Among the evaluated models, XGBoost demonstrated the most balanced overall perfor-
mance by combining high predictive accuracy, strong robustness under class imbalance, and
consistent feature importance rankings identified through the SHAP and LIME analyses. The
explainability results further confirmed that vibration instability, thermal anomalies, smoke-
related features, and the aggregated maintenance risk score were the dominant contributors
to maintenance predictions, demonstrating that the proposed framework learned physically
meaningful degradation patterns rather than arbitrary statistical relationships.

Overall, the case study confirms that integrating IoT-based sensing, digital twin
synchronization, feature engineering, machine learning, and explainable artificial intel-
ligence provides an effective and interpretable predictive maintenance framework for
additive manufacturing systems. Although the current validation was conducted using a
single 3D printer under controlled laboratory conditions, the proposed methodology pro-
vides a strong foundation for future validation across multiple printers and more diverse
industrial environments.

5. Key Findings
The key findings of this research are summarized below:

• A lightweight IoT-enabled predictive maintenance framework for additive manufacturing
systems is proposed, which includes multi-sensor monitoring, digital twin synchronization,
machine learning-based fault prediction and explanation by artificial intelligence (XAI).

• A real-time multi-sensor acquisition architecture was developed to continuously mon-
itor the thermal, environmental, mechanical and safety-related operating conditions
of industrial 3D printing systems, using different, heterogeneous IoT sensors.

• In this context, a domain-aware feature engineering approach is proposed, where tem-
perature instability, vibration degradation, humidity anomalies, smoke-risk analysis and
aggregation of maintenance risk scoring are included for better fault discrimination.

• A lightweight digital twin synchronization layer is integrated to keep the representa-
tion of the operational state of the twin up-to-date in real time and enable intelligent
maintenance reasoning running on the edge of the industrial deployment.

• To enhance the transparency of operations and the trustworthiness of maintenance,
explainable artificial intelligence techniques are integrated to explain, at both the
global and local levels, the decisions made in predictive maintenance.

• Several machine learning and forecasting models were compared and evaluated
under highly imbalanced maintenance conditions, with the aim of identifying models
that could be deployed to provide predictive maintenance solutions for additive
manufacturing systems.

• The proposed framework is intended to be a deployment-oriented predictive mainte-
nance architecture, focusing on interpretability, computational efficiency, and practi-
cality in real-world Industry 4.0 environments.

6. Research Limitations
Although the proposed framework has very good predictive performance, there

are some limitations that should be addressed in future studies. First, while the dataset
employed in this study is significantly larger than many of the ones used in existing studies
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on predictive maintenance, the current framework mainly reflects short- and medium-term
operational behaviour. The ability to anticipate faults very early in the printing cycle is
currently limited because of insufficient modelling of long-term degradation trends and
slowly evolving fault mechanisms over long printing cycles.

Second, experimental validation was performed using a single 3D printing platform
under controlled operational conditions. This helps in evaluating the proposed framework
in a consistent manner, but further validation using different printer types, filament materi-
als, hardware setups, and industrial contexts is needed to show the framework’s ability to
generalize to a large scale and run robustly in deployments.

A second constraint comes from relying on handcrafted, domain-specific feature engi-
neering approaches. Predictive performance was significantly enhanced using threshold-
based indicators like temperature spikes, humidity anomalies and accumulated risk scores,
but such threshold-based rules might not optimally adjust to changes in operational condi-
tions, sensor drift or dynamic environmental changes over time.

In addition, explainability in the current context is mostly included as a post hoc inter-
pretation tool via SHAP and LIME. While all of these methods assist in making models and
maintenance reasoning transparent, explainability has not yet been directly incorporated in
the optimization of predictive models or in the adaptive decision-making process.

Moreover, the proposed framework is able to identify the conditions that require mainte-
nance, but it lacks automated corrective actions, maintenance scheduling optimization, and
prescriptive maintenance recommendations. As such, decisions around the maintenance
regime are still mostly dependent on the human operator and the knowledge of experts.

Finally, the very high classification results obtained with the tested dataset config-
uration might not adequately reflect the complexity of highly heterogeneous industrial
scenarios, where the variability in operation will be larger, the degradation scenarios will
be unseen, and the sensor noise will be stronger. So further testing under various industrial
situations is required.

7. Future Research Directions
There are several interesting research directions to be explored to improve the pro-

posed predictive maintenance framework. To begin with, the use of cutting-edge temporal
deep learning architectures, such as Long Short-Term Memory (LSTM) networks, Tem-
poral Convolutional Networks (TCNs), and transformer-based models, could enhance
long-horizon degradation modelling and facilitate earlier fault prediction in complex multi-
sensor time-series data.

Future research could also further develop the system for multi-printer and multi-facility
predictive maintenance. Distributed learning strategies like federated and continual learning
can facilitate the collaborative model enhancement of geographically distributed manufacturing
systems while maintaining operational privacy and minimizing dependence on centralized data.

Another key extension is the addition of physics-informed digital twin models that
can integrate data-driven learning with physical laws of degradation and behaviour of ther-
momechanical systems. These hybrid digital twin architectures can enhance the predictive
robustness in the presence of sparse, noisy, or partially missing industrial-sensor conditions.

Valuable future directions also include exploring adaptive and self-learning feature
engineering mechanisms. Dynamically optimized feature adaptation strategies can be used
to replace fixed threshold-based rules, which may enhance robustness under changing
environmental conditions, printer settings and material properties.

Furthermore, future research could be performed to go beyond a predictive mainte-
nance system to a full prescriptive maintenance system. The system can automatically
suggest corrective actions and maintenance priorities by incorporating optimization algo-

https://doi.org/10.3390/automation7040126

https://doi.org/10.3390/automation7040126


Automation 2026, 7, 126 28 of 29

rithms, maintenance scheduling models, spare-part allocation strategies, and operational
planning mechanisms.

There are also potential opportunities for further development of explainable AI.
Creating human-centric explainability dashboards, designed specifically for maintenance
technicians and industrial decision makers, could potentially help improve operational
trust, usability, and adoption in real-world manufacturing use cases.

Lastly, future experimental assessments should involve cross-validation analysis,
robustness testing under sensor noise, missing value simulation, fault injection experiments,
(ablation) and validation under unseen operating conditions.

These assessments would result in more robust proof of reliability, scalability and
industrial readiness of the proposed predictive maintenance architecture.
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