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Abstract: The Quantitative Randomized Response Technique (RRT) can be used by researchers to
obtain honest answers to questions that, due to their sensitive (socially undesirable, dangerous,
or even illegal) nature, might otherwise invoke partially or completely falsified responses. Over
the years, Quantitative RRT models, sometimes called Scrambling models, have been developed
to incorporate such advancements as mixture, optionality and enhanced trust, each of which has
important benefits. However, no single model incorporates all of these features. In this study, we
propose just such a unified model, which we call the Mixture Optional Enhanced Trust (MOET)
model. After developing methodologies to assess MOET based on standard approaches and using
them to explore the key characteristics of the new model, we show that MOET has superior efficiency
compared to the Quantitative Optional Enhanced Trust (OET) model. We also show that use of the
model’s mixture capability allows practitioners to optimally balance the model’s efficiency with its
privacy, making the model adaptable to a wide variety of research scenarios.
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Axioms 2024, 13, 11. https:/ /doi.org/ When faced with uncomfortable or sensitive quantitative questions (for example,
10.3390/axioms13010011 “What is your 1Q?” or “What is your personal income level?”), respondents may modify
or outright falsify their answers. This untruthfulness creates a significant problem for
Sanjudn and Maria Isabel Parra researchers; consequently, statisticians have developed a variety of clever techniques de-
Arévalo signed to encourage truthfulness in scenarios like these. Some of these techniques, for
example, the Unmatched Count Technique (Raghavarao and Federer, 1979) and Social
Desirability Scale based techniques (Reynolds, 1982), are best suited for binary applica-
tions [1,2]. Others, for example, the Bogus Pipeline technique (Jones and Sigall, 1971) and
some Randomized Response Techniques (Warner 1971, Greenberg et al., 1971, Gupta et al.,
2022, etc.), apply well in quantitative scenarios [3-6].
This study focuses on certain Quantitative Randomized Response Techniques. The
By RRT was first pioneered by Warner when he proposed a binary-question RRT in 1965. Six
Copyright: © 2023 by the authors.  years later, Warner proposed a new technique, this one applicable to quantitative questions.
Licensee MDPI, Basel, Switzerland. According to this technique, researchers would instruct respondents to apply random noise
This article is an open access article  t0 their quantitative responses via additive or multiplicative scrambling variables. As
distributed under the terms and  the researcher would only see scrambled responses, the respondents’ true answers would
conditions of the Creative Commons  remain “hidden” or “confidential.” The idea was to make the respondent feel comfortable
Attribution (CC BY) license (https://  answering a sensitive question truthfully, knowing that their response would be obfuscated

creativecommons.org/licenses/by/ by the scrambling. Statistical techniques, taking into account the known distribution of the
4.0/).
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scrambling variable, could then be used across the group of responses to backsolve for the
group level mean response to the sensitive question.

Greenberg (1971) developed another Quantitative RRT model based on an entirely
different mechanism [5]. Rather than asking each respondent the sensitive question
and then instructing them to scramble their response, Greenberg suggested that each
respondent should answer one of two questions—either the sensitive quantitative ques-
tion or some unrelated and nonsensitive quantitative question with a known probability
distribution—based on a random assignment unknown to the researcher. While the re-
searcher would see all of the respondents” responses, the respondents’ confidentiality
would none the less be maintained because the researcher would not know which question
each individual respondent was answering.

Several advancements to Warner’s and Greenberg’s models were made over the years.
Metha, and Aggarwal (2018) proposed a means of estimating the sensitivity level of a
sensitive binary question [7]. Different kinds of scrambling techniques were explored by
Diana and Perri (2011), Singh et al. (2018), and Priyanka and Trisandhya (2019) [8-10].
Gupta et al. (2002) showed that adding optionality to RRT models (respondents may opt in
or opt out of the RRT according to whether they personally find the “sensitive” question to
be sensitive) significantly improved model efficiency [11]. This same concept of optionality
enabled measurement of the level of a quantitative question’s sensitivity. Additionally,
Gupta et al. (2022) introduced an enhanced trust feature that enabled respondents to opt for
greater levels of scrambling if they felt their responses were not being sufficiently obscured
by additive scrambling alone [6].

The importance of respondent privacy was formally recognized during this timeframe
as a key RRT model attribute, necessary for motivating respondent truthfulness, and
Gupta et al. (2018) developed a “unified measure” designed to evaluate quantitative RRT
models based on a single statistic that incorporated the competing elements of privacy and
efficiency [12]. Vishwakarma et al. (2023) developed a two-stage unrelated randomized
response model [13]. Narjis and Shabir (2021) proposed an RRT model for estimating rare
sensitive attributes using a Poisson distribution [14]. The concept of “mixture”—combining
Warner-based and Greenberg-based constructs into a single model where respondents
are randomly assigned to one technique or the other— was incorporated into binary RRT
models by Lovig (2021), but “mixture” has not been incorporated into a quantitative model
prior to this study [15].

The model we propose in this study, which we call the Mixture Optional Enhanced
Trust (MOET) model incorporates optionality, enhanced trust, and mixture into a sin-
gle model, thereby consolidating many of the advantages of predecessor models into a
single model.

In Section 2 of this study, we will explore the key metrics that we will use to evaluate
and compare RRT models. In Section 3, we will propose the Mixture Optional Enhanced
Trust (MOET) model and derive estimators for all of its key attributes. Section 4 will be
devoted to computer simulations. We will observe the simulations” output both as a way of
understanding the model’s behavior and in contrast to the OET model.

2. Materials and Methods

In this section, we will discuss the methods used to measure the key characteristics of
RRT models, which enable the comparisons between models shown later in the study. A
measure of efficiency (Mean Squared Error, MSE), a measure of privacy (V), and a unified
measure that incorporates both efficiency and privacy () are provided. All three of these
metrics have been commonly used by other researchers to quantify and compare the efficacy
of RRT models. These are the metrics we will use to quantify key attributes of the MOET
model. We will use the same metrics to compare the characteristics of the MOET model to
those of the OET model.
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E[(Zs—Y)*] = E[(TY +5—Y)

2.1. Efficiency Metric
The efficiency of any estimator {1y can be quantified by its MSE, denoted by MSE((jty ).

MSE(ty) = E[(iy — ny) . (1)

Smaller MSE values are preferred, as high levels of efficiency are achieved when MSE
is small.

2.2. Privacy Metric

A measure of privacy proposed by Yan et al. (2008) [16] commonly used in quantitative
models is given by

V=E[(Z-Y)?] (2)

where Y represents a respondent’s true response to a sensitive question, while Z represents
the respondent’s reported response (which may be scrambled) [16]. One can think of V
as a measurement of the “hiddenness” of a respondent’s true response. Clearly, when
respondents’ reported responses lie far from respondents’ true responses, this metric will be
large. Higher values of V are preferred. Below, we consider the calculation of E[(Z —Y) 2]
when Z is defined in various ways (we will call Z “Z;” when Z is defined in the ith unique
way). These calculations will facilitate the calculation of an expression for the privacy of
the MOET model in Section 3 of this study.

First, consider the trivial case of no scrambling. In this case we have Z = Z; =Y.
Consistent with intuition, we have

E((Zi-Y)?*|=E[(Y -Y)?] =0. ®)

In a case where scrambling is introduced into Z via an additive scrambling variable S
(where the distribution of S is known and E(S) = 0), we have that Z = Z, = Y + S, and

E[(Zy—Y)?]|=E[(Y+5—Y)?] = 02 (4)

When multiplicative scrambling is implemented via a scrambling variable T (where
the distribution of T is known and E(T) = 1) and additive scrambling is also included as
above, we havethat Z = Z3 = TY + S, and
2

] =E(T?Y?) = E(Y?) + E(5?) = (0% + 1} )oF + of. ®)

Finally, when an unrelated question is implemented, we have that Z = Z; = R, and

E[(Zy=Y)?]=E[(R=Y)?] = E(R®) + E(Y?) = 2E(R)E(Y) = 0% + 0% + (ny — ng)* (6)

We now recall that Gupta et al. (2018) showed that optionality does not compromise
privacy because respondents who do not consider a question to be sensitive do not value
privacy [12]. Hence, the privacy of an optional model is the same as that of a model where
W, which we define as the sensitivity level of the sensitive question, is equal to 1. Finally, we
note that the privacy of a composite mixture model (MOET mixes Greenberg and Warner
components) can be represented as the privacy associated with Z being defined in each of
m unique ways within the model (denoted 71, 75, ... Z;;). That is,

Z1 with probability g1
Zs with probability 92

Zm with probability Gm
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From this we can write:
=Y aeE[(Z-Y) ). 7)

m is the number of ways Z is uniquely defined within the model.
j is a particular categorical way that Z is defined in the model.
g; is the probability that category j” captures the respondent’s response.

The superscript a indicates that privacy is adjusted according to Gupta et al.’s (2018) [12]
optionality adjustment (W = 1).

Section 3.3 of this study shows how this formula for V* applies to the MOET model.

2.3. Unified Measure of Efficiency and Privacy

The following unified measure from Gupta et al. (2018) simultaneously evaluates a
quantitative RRT model for its efficiency and for its privacy [12]:

MSE (i)

o= =0

(8)
Low values of 6% are preferred, as both high privacy and high efficiency (low MSE)
lead to a smaller 4.

3. Proposed Mixture Optional Enhanced Trust Model (MOET)

We now propose the Mixture Optional Enhanced Trust model. This model features
strong efficiency and unified measure performance. Additionally, the model’s many
features—optionality, mixture, and enhanced trust scrambling—make it highly flexible and
therefore useful in a wide variety of research settings characterized by different kinds of
sensitive questions and demanding different levels of efficiency and privacy.

3.1. MOET Model Introduction

Let Y be the respondent’s true response to the sensitive question, while Z is their
reported response. S and T are additive and multiplicative scrambling random variables,
and R is a random variable representing a respondent’s response to the Greenberg unrelated
question. Here Y, S, T, and R are mutually independent. W represents the respondent’s
choice to take part in some form of an RRT (rather than simply giving a straight answer
to the sensitive question without an RRT) and therefore can be considered a measure of
the sensitivity of the sensitive question. The parameter o represents the proportion of
respondents randomly assigned to the Warner-based model. Note that when o = 1, the
MOET model becomes the OET model (See Appendix A). A represents a respondent’s
trust in the RRT model in absence of additional scrambling, while (1 — A) represents the
proportion of respondents who require additional scrambling in order to trust the RRT.

Below, Figure 1 presents a diagram of the MOET model:

Y+S with probability WaA
7 _ TY +S with probability W1 - A)(x+p—oap) ©)
)l Y with probability Wl—-x)pA+(1-W) ~

R with probability Wl—o)(1-p)
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Mixture Optional Enhanced Trust Model

Does

responent A Z=Y+S
without
Random 1- Z=TY+S

additional

assignment scrambling
to Warner or
$ Greenberg Does
Does the Random responent } 7Z=Y
Respondent assignment \Y trust RRT
find the to Sensitive without N
question or Unrelated additional - Z=TY+S
iti i scramblin
sensitive? {\e/ Question J?O g
Z=Y Z=R

Figure 1. MOET model.

3.2. MOET: Mean Estimator

Choice of random variables S and T should be made such that E(S) = 0and E(T) = 1.
It follows from the MOET model (9) that

ElZ] =pz= W1 - )1 = plug + 1 = W1 = )1 = p)]ny- (10)

Using a Split Sample approach with py, pp, where p; # p, and E(Z;) is estimated by
Z;, we have

Zi= Wl - a)(1—p)ug + [1- W1 - )1 - p)liy, i=12 an

Therefore, the mean of the sensitive trait 1y can be estimated by

o l-pi= 1-po
Py _~—PR7 (12)

The variance/MSE of our unbiased estimator, using an equally-split, split sample
approach for convenience, is given by

. 1-p1 oy, = 1—p2 =
Var = (——)Var(Zy)+ (———— )*Var(Z1), 13
(Ry) (PZ_Pl) (22) (Pz—P1) (Z1) (13)
Var(Z,) = 2[W[1 = A; — Agiloz + (W1 —A) (1 — A)o3 +1) +1— W] (0% + 13)
WA (0F + %) — [y + (g — 1y)WAJ],
Ai=(1—-a)(1—p),i=1,2,
¢pi=pi(l—w),i=12,
p1 7 p2-
Neither A nor W values are needed to estimate 1. Var(fiy) may be estimated by the
sample variance of py values.

3.3. MOET: Privacy Measure
Per Equation (7), the privacy of the MOET model is given by

V' = V14 q2V2 + q3V3 + q4V4. (14)

Analysis of the diagram of the MOET model in Section 3.1 above shows that
g1 =W —)pA+(1-W)q=Wad,gs=W(1-A)(atp—ap)qgs=W(1-a)(l-p)
and V; = 0,V, = E(5?),V3 = E[(TY + S — Y)?],V4 = E[(R — Y)?]. Estimating E(Z) by
7, we can write
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vt =

7% = aAE(S%) + (1 — A)(a+p— ap)E[(TY + S — Y)*]+(1 — «) (1 — p)E[(R — Y)?]. (15)

Reducing further, we have the following expression, which represents privacy for the
MOET model. The assumption of equal-split sampling underlies this formula, but a similar
formula could easily be developed to represent unequal splitting.

%@“A%+%2—Ar—hﬂl—Aﬂﬁﬁ+uiﬁ%+ﬁﬂ+CM+Aﬁb§+G%+Uw—uwﬂ% (16)

A= (1-0)(1-p1),
Ay =(1—a)(1—p2),
p1 # p2.

3.4. MOET: Sensitivity Estimator
Recall that the two samples used to estimate py yield the equations

E(Zi) —py = WAj(pg —ny), i=12 (17)

Estimating E(Z;) by Z; and py by fty, we have:

E(Z)—ny = WAi(ug —py), i=1,2 (18)
Solving the above expression for W in samples 1 and 2 and then combining estimates,
we have:
~ M(Z-y) + (2 - iy
i = 22l v) ( Y), Ai= 1 =)(1=pi), p1#p2 (19)

2MA5(HR — By)

Inserting our estimator for iy, this expression reduces to
_ 21 -7,

M(ug — Z2) = Aa(ugr — Z1)°

From Equation (19) one can see that this estimator becomes unstable when py is close
to Hy.

)

Ai=(1—-x)1—pi), p1#p2 (20)

4. Discussion

In this section of the study, we provide two tables that represent theoretical and
simulated values and illustrate important characteristics of the MOET model. Each row
of each table represents the output from a particular scenario (combination of A, W, and
o values). Each scenario represents a sampling of n = 500 respondents within an RRT
sampling scenario, and each simulation sampling is conducted N = 10,000 times in R
software. Table 1 shows that the estimators developed in this study perform in line with
theoretical expectations. Table 1 also establishes the value of the mixture model by showing
that the MOET model—which is fundamentally a mixture of a Greenberg-based and a
Warner-based model—yields performance preferable to either model on its own. Table 2
compares MOET model statistics to published OET model statistics in Gupta et al. (2022),
and thereby demonstrates the MSE and unified measure superiority of the MOET model to
the OET model [6].
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Table 1. MOET Results. (p; = 0.85,pp =015, uy =2, g =0, ur =1, ur =2,0y =l,0s =1,07 =1,
or =1,n =500, N = 10,000).

A w o fy MSE(iy)r* MSE([@y)g*  (VHr* Vg * @Y7 * 0 *
1 1 1.0 2.0005 0.0122 0.0124 1.0000 1.0002 0.0122 0.0124
1 1 0.8 2.0017 0.0109 0.0111 1.0000 1.0003 0.0109 0.0111
1 1 0.6 2.0001 0.0097 0.0098 1.0000 0.9991 0.0097 0.0098
1 1 0.4 2.0021 0.0085 0.0083 1.0000 1.0012 0.0085 0.0083
1 1 0.2 1.9996 0.0073 0.0073 1.0000 1.0007 0.0073 0.0073
1 1 0 1.9999 0.0061 0.0061 1.0000 1.0016 0.0061 0.0061
1 0.6 1.0 2.0002 0.0097 0.0098 1.0000 1.0002 0.0097 0.0098
1 0.6 0.8 2.0005 0.0090 0.0092 1.0000 1.0003 0.0090 0.0092
1 0.6 0.6 2.0002 0.0083 0.0083 1.0000 0.9991 0.0083 0.0083
1 0.6 0.4 1.9999 0.0075 0.0075 1.0000 1.0012 0.0075 0.0075
1 0.6 0.2 1.9995 0.0068 0.0069 1.0000 1.0007 0.0068 0.0069
1 0.6 0 2.0006 0.0061 0.0062 1.0000 1.0016 0.0061 0.0062
1 0.2 1.0 1.9988 0.0073 0.0074 1.0000 1.0002 0.0073 0.0074
1 0.2 0.8 1.9988 0.0071 0.0069 1.0000 1.0003 0.0071 0.0069
1 0.2 0.6 2.0001 0.0068 0.0069 1.0000 0.9991 0.0068 0.0069
1 0.2 0.4 2.0006 0.0066 0.0066 1.0000 1.0012 0.0066 0.0066
1 0.2 0.2 2.0000 0.0063 0.0062 1.0000 1.0007 0.0063 0.0062
1 0.2 0 1.9996 0.0061 0.0062 1.0000 1.0016 0.0061 0.0062
0.9 1 1.0 2.0004 0.0152 0.0154 1.5000 1.5004 0.0101 0.0103
0.9 1 0.8 2.0002 0.0140 0.0137 1.4600 1.4585 0.0096 0.0094
0.9 1 0.6 1.9992 0.0128 0.0125 1.4200 1.4207 0.0090 0.0088
0.9 1 0.4 2.0016 0.0115 0.0116 1.3800 1.3798 0.0083 0.0084
0.9 1 0.2 1.9999 0.0103 0.0104 1.3400 1.3393 0.0077 0.0078
0.9 1 0 1.9992 0.0091 0.0089 1.3000 1.2982 0.0070 0.0069
0.9 0.6 1.0 2.0002 0.0116 0.0116 1.5000 1.5004 0.0077 0.0077
0.9 0.6 0.8 1.9992 0.0108 0.0109 1.4600 1.4585 0.0074 0.0075
0.9 0.6 0.6 1.9996 0.0101 0.0101 1.4200 1.4207 0.0071 0.0071
0.9 0.6 0.4 1.9988 0.0094 0.0092 1.3800 1.3798 0.0068 0.0067
0.9 0.6 0.2 2.0000 0.0086 0.0085 1.3400 1.3393 0.0064 0.0063
0.9 0.6 0 1.9995 0.0079 0.0080 1.3000 1.2982 0.0061 0.0062
0.9 0.2 1.0 2.0005 0.0079 0.0078 1.5000 1.5004 0.0053 0.0052
0.9 0.2 0.8 1.9989 0.0077 0.0076 1.4600 1.4585 0.0053 0.0052
0.9 0.2 0.6 2.0004 0.0074 0.0075 1.4200 1.4207 0.0052 0.0053
0.9 0.2 0.4 2.0001 0.0072 0.0072 1.3800 1.3798 0.0052 0.0052
0.9 0.2 0.2 2.0022 0.0069 0.0070 1.3400 1.3393 0.0051 0.0052
0.9 0.2 0 2.0007 0.0067 0.0069 1.3000 1.2982 0.0052 0.0053

* MSE(fiy)p and MSE(fiy), represent theoretical and empirical mean squared error of the estimator of Y.

(V*)rand (V") g represent theoretical and empirical model privacy. (6?)  and (6?)  represent theoretical and
empirical unified measure.

Table 1 shows the results from the MOET model run according to the parameter values
listed. The close fit between the empirical and theoretical values speaks to the veracity of
the formulae proposed in this study, as well as the accuracy of the empirical simulations.

We draw attention to three particularly important aspects of the scenario presented in
Table 1. First, observe that in the shown scenario, maximum efficiency (minimum MSE)
occurs when « = 0 for any pairing of A and W values. Mathematically, this does not have
to be true in every scenario. For example, in the scenario underlying the table above,
the extreme choice of 0% = 7 with all other assumptions left unchanged will lead to a
circumstance where maximum efficiency is found at « = 1 rather than o = 0. To study this
important relationship closely, we let f(a) = Var(fiy), per Equation (13), and then take the
derivative of this expression with respect to a. Expressing the result in the form below, we
can see that f/(a) will always be positive under certain conditions.
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Table 2. MOET Results compared to OET Results. (= 0.15,p; = 0.85,p = 0.15, iy =2, 5 =0,
Hs1 = 2,]152 = 1,“11'1" = 1,]/IR = 1,Uy = 1,(75 =1, or = 1,0’R =1,n=500,N = 10,000)

OET Model MOET Model

A W iy MSE(fiy)y  THr* (Yr w fy MSE(iyr VDt (97 w

1 1 1.99899  0.0400 3500  0.0114 1.0001 2.00122  0.0077  1.4250 0.0054 0.9956
1 0.9 2.0017 0.0409 3500  0.0117 0.8989 19996 ~ 0.0075  1.4250 0.0053 0.8938
1 0.7 1.9975 0.0407 3500  0.0116 0.7023 1.9993  0.0072  1.4250 0.0051 0.6938
1 0.5 1.9985 0.0380 3500  0.0109 0.5013 20010 = 0.0069  1.4250 0.0048 0.4941
1 0.3 1.9999 0.0327 3500  0.0093 0.3001 19997  0.0066  1.4250 0.0046 0.2914
0.95 1 2.0014 0.0450 3750  0.0120 0.9989 1.9994 ~ 0.0092  1.5900 0.0058 0.9953
095 09 1.9991 0.0454 3750  0.0121 0.9014 19990 ~ 0.0089  1.5900 0.0056 0.8933
095 0.7 2.0024 0.0442 3750  0.0118 0.6980 2.0010 ~ 0.0083 15900 0.0052 0.6933
095 05 2.0006 0.0405 3750  0.0108 0.499 2.0005 = 0.0077  1.5900 0.0048 0.4925
095 03 1.9966 0.0342 3.750  0.0091 0.3030 19999 ~ 0.0071  1.5900 0.0045 0.2901
0.9 1 2.0010 0.0500 4000  0.0125 0.9993 2.0007 ~ 0.0107 17550 0.0061  0.9960
09 09 1.9997 0.0499 4000  0.0125 0.9000 1.9995  0.0103  1.7550 0.0059 0.8925
09 07 2.0010 0.0477 4000  0.0119 0.6997 19996 ~ 0.0094  1.7550 0.0054 0.6916
09 05 1.9988 0.0430 4000  0.0108 0.5013 19975 ~ 0.0084  1.7550 = 0.0048  0.4883
09 03 2.0000 0.0357 4000  0.0089 0.3012 20002 = 0.0075  1.7550 0.0043  0.2889
0.85 1 2.0038 0.0550 4250  0.0129 0.9980 20017 = 0.0122  1.9200 0.0064 0.9936
085 09 2.0024 0.0544 4250  0.0128 0.8984 1.9996  0.0116  1.9200 0.0060 0.8910
085 07 2.0032 0.0512 4250  0.0120 0.6988 19995  0.0104  1.9200 0.0054 0.6915
085 05 2.0002 0.0455 4250  0.0107 0.4997 2.0000  0.0092 19200 0.0048 0.4882
085 03 1.9996 0.0372 4250  0.0088 0.3000 2.0001 0.0080 19200 0.0042 0.2908
0.8 1 2.0028 0.0600 4500  0.0133  0.9987 19974  0.0137  2.0850 0.0066 0.9917
08 09 2.0036 0.0589 4500  0.0131 0.8982 2.0005  0.0130  2.0850 0.0062 0.8915
08 07 1.9997 0.0547 4500  0.0122 0.7004 19996 ~ 0.0115  2.0850 0.0055 0.6895
08 05 2.0041 0.0480 4500  0.0107 0.4971 20010 = 0.0100  2.0850 0.0048  0.4906
08 03 1.9990 0.0387 4500  0.0086 0.3008 2.0000 = 0.0084  2.0850 0.0040 0.28888

* MSE(fiy)r, (V*)r, and (6") 1 represent the theoretical mean squared error, privacy and unified measure for the
respective models. Green indicates model superiority.

1-p1\%2 1—pr \?2
Fla) = <pzpp11> [z + X+ Yo o+ Ca] + (pz p;) S X+ Yi+al @

1/71' :Awplo—%/
X = (1= p)W (1= A)o% +1) (6% + 12 ) + 0% — 0% — 1),
Y; = 2(pur — uy)W(1 — pi)uy,
G =2(1—a)(ug — ny)*W3(1 - p;)?,
i=1, 2.

Specifically, under the following two sufficient but not necessary conditions, f/(a)
will be positive across all a values, so Var(fiy) will be an increasing function of a. That is,
maximum efficiency (minimum MSE) will always occur when o = 0 if

UR = Wy, (22a)

(1= 4)0% +1) (6} +1d) + 02 > ok + k. (22b)

The first condition sets g equal to py, which seems both reasonable and intuitively
appealing, as the response to the unrelated question should be designed to have a similar
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size to that of the sensitive question under study. Because the first condition fixes (g,
the second condition puts an upper limit on the size of 0%. This is not a very restrictive
condition. Note that with A =1, condition (22b) for the scenario presented in Table 1
reduces to 0% < 2. Our choice of 0% = 1 meets the condition comfortably.

The second important aspect of Table 1 is that it illustrates the importance of the mix-
ture feature of the model. The mixture capability of MOET is necessary to strike an optimal
balance between the model’s efficiency and its privacy. This is clear because maximum
efficiency is typically achieved when o is low (mixture leans toward the Greenberg model),
while maximum privacy is achieved when « is high (mixture leans toward the Warner
model), providing A < 1. For example, when A = 0.9 and W = 1, theoretical privacy
improves from 1.3 to 1.5 as « values increase from 0 to 1, but at the same time that privacy
improves, efficiency declines (MSE increases from 0.0091 to 0.0152). Since RRT models
must achieve strong levels of both privacy and efficiency, the choice of an « value of 0 or
1 (full Greenberg or full Warner) would be a poor choice; they would either sacrifice the
model’s privacy to maximize its efficiency or vice versa. A choice of x between 0 and 1
(some mixture) will better balance the competing concerns.

Beyond the two key observations made above, Table 1 also confirms that the model
behaves in many expected ways. When question sensitivity (W) is low, the model is
more efficient. For example, when A =1 and « = 0.6, efficiency is higher (MSE lower)
for W =0.2 (0.0069) than for W =1 (0098). This relationship is intuitive because more
respondents submit their responses without any RRT scrambling when W = 0.2, leading to
greater efficiency.

When respondents do not require additional scrambling to enhance their trust (when
A is large), the model is more efficient. For example, when W = 0.6 and « = 0.6, efficiency
is higher (MSE lower) for A =1 (0.0083) than for W = 0.9 (0101). Again, this result seems
intuitively reasonable. Note that Table 1 was run with p; = 0.15 and p, = 0.85. These
values were chosen because widely disparate probability values lead to higher model
efficiency (this is a known characteristic of the split sample approach).

The exact nature of the tradeoff between efficiency and privacy across « values, and
in fact the existence of any tradeoff at all, is influenced by the sensitivity of the particular
quantitative research question (W) and the respondent’s need for enhanced trust (A),
as well as by the standard deviations of the chosen scrambling variables, S and T, and
the mean and variance of the unrelated question response R. We make this observation
as a way of drawing attention to the high level of flexibility in the model. For a given
quantitative research scenario in which a researcher has specific efficiency and privacy
goals, the researcher can strategically choose the MOET model’s S, T and R variables and
the mixture split o that will most closely achieve those goals.

Table 2 is provided principally to facilitate comparisons between the MOET model
and its predecessor, the OET model (see Appendix A). The OET model, in fact, can be
thought of as a special case of the MOET model with o = 1. Comparison of Equation (A1)
to Equation (9) makes this relationship clear.

Recall that we have established, based on Table 1, that the empirical values of each
of these statistics falls close to their theoretical values, so for purposes of legibility, the
empirical values of these quantities are not shown here. The scenarios run for the OET
and MOET models represented in Table 2 are the same, and the values of all parameters
equal the values used in the published Gupta et al. (2022) OET model paper [6]. That is, the
values of all parameters that the two models have in common (os, pr, or), the assumed
characteristics of the sensitive question (jy, oy, W), the inclination of the respondent to
respond without additional scrambling (A), the sample size, and number of iterations run
(n, N), are the same in both models.

For the table above, we have set pug = 1 rather than ug = py = 2. This choice was
made because the estimator for W (see Equation (19)) becomes volatile when pg = wy. The
choice of pg =1 caused privacy to improve but caused efficiency to deteriorate slightly.
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In a real-life scenario, a researcher could choose i to accommodate their research needs,
choosing g far from py if an estimate of W is needed.

The Table 2 scenario shows the MOET model’s efficiency to be superior to that of the
OET model. For example, in the circled row, when A = 0.95 and W = 0.9, we can see that
(MSE = 0.0089) < (MSE = 0.0454), implying that the MOET has superior efficiency; this
efficiency superiority in fact holds true for all A and W values in the table. It follows that in
scenarios where efficiency is significantly more important than privacy, the MOET model
will often be the better choice of model. However, the OET model outperforms the MOET
in terms of privacy. See Figures 2 and 3 below that illustrate the tabular data above:

MOET Versus OET Efficiency and Privacy Across Trust Levels

Efficiency (MSE)* Privacy
0.0800 5.0000
0.0600 IR 4.0000 ___/-"“"
- >
2 00400 S 3.0000
0.0200 Z 20000
0.0000 e 1.0000
10000 095 09 085 08 0.0000
Trust (A) 1.0000 095 09 085 08
Trust (A)
= OET (W=1) OET (W=0.5)

e MOET (W=1) MOET (W=0.5) s OET s VIOET

(a) (b)

* Low MSE values are preferred.

Figure 2. MOET vs. OET comparison across trust levels. (a) Efficiency results for MOET and OET
models across trust levels (A). (b) Privacy results for MOET and OET models across trust levels (A).
Parameter values underlying these exhibits are those cited in Table 2.

MOET Versus OET Efficiency and Privacy Across Sensitivity Levels

Efficiency (MSE)* Privacy
0.0600 6.0000
>

w 0.0400 — S g 4.0000
= 0.0200 £ 2.0000

0.0000 0.0000

1.0000 0.9000 0.7000 0.5000 0.3000 1.0000 0.9000 0.7000 0.5000 0.3000
Sensitivity (W) Sensitivity (W)
e OET (A=1) OET (A=0.9) e OET (A=1) OET (A=0.9)

e VOET (A=1)

(a)

MOET (A=0.9)

e VIOET (A=1)

(b)

MOET (A=0.9)

* Low MSE values are preferred.

Figure 3. MOET vs. OET comparison across sensitivity levels. (a) Efficiency results for MOET and
OET models across sensitivity levels (W). (b) Privacy results for MOET and OET models across
sensitivity levels (W). Parameter values underlying these exhibits are those cited in Table 2.
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While in the illustrated scenario MOET outperforms OET in terms of efficiency, OET
outperforms MOET in terms of privacy. When we combine the two measures, we see
that the MOET model outperforms the OET model according to the unified measure. For
example, when A =1 and W =1, we can see in Table 2 that (6" = 0.0056) < (6" = 0.0121);
the superiority of the MOET model in terms of unified measure holds true for all A and
W values.

5. Conclusions

The Mixture-Optional Enhanced Trust model proposed in this study has important
advantages over the OET model, which in turn was shown to be superior to the basic
Warner model (Gupta et al. 2022) [6]. Specifically, the MOET model can yield lower MSE
(therefore higher efficiency) than the OET model when MOET parameters are elected that
favor efficiency over privacy. But the OET model generally achieves superior privacy, so
it will usually be the better model in cases where the need for privacy is the overriding
concern. This lower MSE of the MOET model offsets the higher privacy offered by the OET
model, as indicated by superior unified measure values. In this study, we have shown,
furthermore, that the MOET model’s mixture capability (captured by model parameter
«) causes MOET to be superior to either a full Warner-based or a full Greenberg-based
model. This mixture model will balance the competing concerns of privacy and efficiency,
which will always be preferable to fully sacrificing one of these important characteristics
for the other.
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Abbreviations

The following is a list of acronyms used in the paper:

MOET model Mixture Optional Enhanced Trust model
OET model Optional Enhanced Trust model

MSE Mean Squared Error
RRT Randomized Response Technique
SDB Social Desirability Bias

Appendix A. The Optional Enhanced Trust Model

Gupta et al. (2022) proposed an Optional Enhanced Trust (OET) model [6]. We will
review the OET model here because the OET is a key predecessor to the Mixture Optional
Enhanced Trust (MOET) model that we will propose later in this study. Comparisons
between the OET and the MOET model will help illustrate the unique value of the new
MOET model.

The OET is a Warner-based RRT model that allows respondents to elect RRT or
not (optionality) and allows RRT respondents to elect additional multiplicative or linear
combination scrambling if they feel that doing so will enhance their trust. The parameter
W captures a respondent’s desire to use some form of scrambling to hide their response,
so W can be thought of as a measure of the sensitive question’s sensitivity. The parameter
A captures a respondent’s desire for additive and multiplicative scrambling (rather than
just additive scrambling) to enhance their trust in the RRT. Here, S and T are additive
and multiplicative scrambling variables, respectively, with means pg = 0 and pr = 1 with
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known variances 0% and o%. The resulting OET model is shown below. Gupta et al. (2002)
showed that the OET model achieved superior efficiency and better mitigated lack of trust
as compared to Warner’s model [6].

Below, Figure Al presents a diagram of the OET model:

Optional Enhanced Trust Model

Does

responent A Z=Y+S
trust RRT <
without
R additional 14 Z=TY+S
Does the scrambling
Respondent
find the
question
sensitive?
N
4
Z=Y
Figure A1. OET model.
Y with probability 1-W
Z=4( Y+S with probability WA (A1)
TY +S with probability W(1-A)

Gupta et al. (2022) provided estimators for the OET’s mean, variance of mean estimator
(efficiency), and privacy, as given by [6]:
Mean Estimator:

= Z. (A2)

Variance of Mean Estimator (Efficiency):

S|

Var(iy) = — [W(1 — A) (630% + 0213 ) + 03 + W + 72 ]. (A3)

If W and/or A are unknown, the variance of the mean estimator can be estimated by

2
— . 5
Var(ity) = ?Z, (A4)
where s2 is the variance in sample responses.
Privacy:
V' = (1- A)(c20% + 031 ) + o2, (A5)
Unified Measure:

_ Var(y) | Var(iy)

o 4 vt

(A6)
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