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Abstract

This paper presents a theoretical algebraic block transformation based on bi-periodic Pell
matrices and elliptic-curve point-valued blocks. The construction uses block-dependent
scalar key matrices K; = P,;_1(a,b) € GL,(F,) to transform plaintext blocks whose
entries lie in a selected elliptic-curve subgroup G = (G,) € E(F,) of prime order gq. The
encryption operation is defined by the elliptic-curve scalar matrix action M; = B; * K;,
where the entries of K; act as scalar coefficients modulo g, and point additions are
performed in G. The main purpose of the construction is to formalize the interaction
between recursive Pell-type matrix sequences over F, and elliptic-curve point-valued
block transformations. The algebraic correctness follows from the invertibility of K; over
F, and the compatibility of the *-action with the matrix multiplication. The deterministic
version is not claimed to provide semantic security or IND-CPA security without
additional randomization, nonce-dependent masking, and formal security proofs.

Keywords: elliptic curve cryptography; bi-periodic Pell sequence; bi-periodic Pell matrix
sequence

MSC: 68P30; 11T71; 14G50; 11B39; 11B83; 11B37

1. Introduction

Elliptic curve cryptography was independently introduced by Koblitz and Miller as
a public-key cryptographic framework based on the elliptic curve discrete logarithm
problem [1,2]. Since then, elliptic curves have been widely used in key exchange, public-
key encryption, digital signatures, and hybrid cryptographic protocols [3-5]. In many
ECC-based hybrid schemes, the elliptic curve component is mainly used for key
establishment or key encapsulation, whereas the actual data encryption is performed by
a separate symmetric encryption mechanism [6]. In contrast, the present study uses
elliptic curve points directly as plaintext and ciphertext entries. Thus, the elliptic curve
group is not only used for a key-related component, but also as an algebraic domain in
which the block transformation is performed.

Matrix-based cryptographic constructions originate from the classical Hill cipher, in
which plaintext vectors are transformed by an invertible matrix over a finite alphabet or
finite-field [7]. Several studies have extended this idea by using recursive sequences, dy-
namic matrices, bi-periodic Fibonacci matrix structures were studied in [8]. Fibonacci cod-
ing and Fibonacci-based cryptographic methods have been studied in different contexts
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[9], and generalized Fibonacci matrices have been combined with affine Hill-type encryp-
tion [10-13]. Related matrix-based public-key constructions were considered in [14-16].
More specifically, bi-periodic Pell matrix structures were studied in [17], whereas a Pell-
equation-based encryption and decryption algorithm and coding theory with h(x)-fibo-
nacci was proposed in [18-20].

Although these studies provide useful algebraic tools for matrix-based cryptography,
many of them perform encryption as finite-field or modular matrix transformations. In
such settings, if sufficiently many plaintext-ciphertext pairs are available, the recovery of
a fixed key matrix may often be reduced to linear algebra over the underlying field or ring.
This is a well-known limitation of classical Hill-type schemes and purely finite-field re-
cursive matrix constructions.

The proposed construction is situated at the intersection of recursive matrix-based
cryptography and elliptic-curve point-valued block transformations. It uses bi-periodic
Pell matrices as block-dependent scalar key matrices

K; = ~m+i—1(a' b) € GL, ([Fq):

where the parity function controls the alternating structure of the bi-periodic Pell matrix
sequence. The plaintext and ciphertext blocks are matrices whose entries lie in a selected
elliptic curve subgroup

G = (Go) S E(F,)

of prime order g. Hence, the construction distinguishes between elliptic curve base field
[F,,, subgroup order g, and the scalar field F,.

The encryption operation is not an ordinary finite-field matrix multiplication. Instead,
it is defined through the elliptic-curve scalar matrix action

ML' = Bi *KL’,

where the entries of K; act as scalar coefficients modulo g, and the resulting point com-
binations are computed using the elliptic curve group law in G. The corresponding de-
cryption operation is

Bi = Mi * Ki_l,

which is well-defined because the key matrices are invertible over F,.

This formulation distinguishes the proposed construction from previous Hill cipher
variants, Fibonacci/Pell matrix constructions, and standard ECC-based hybrid schemes.
Compared with the Hill-type and Pell-matrix schemes, the construction does not operate
only on scalar plaintext entries over a finite field. Compared with standard ECC-based
hybrid schemes, elliptic-curve points are used directly in the block transformation rather
than only in the key establishment phase. Therefore, the main contribution of this study
is the formal combination of block-dependent bi-periodic Pell matrices with elliptic-curve
point-valued plaintext blocks.

The construction should be interpreted as a theoretical algebraic block transfor-
mation rather than a deployable authenticated encryption scheme in its deterministic
form. Once the parameters a, b, and m are fixed, the key-matrix sequence is determin-
istic and consists of consecutive terms of the recursive matrix sequence. Therefore, deter-
ministic parameter reuse may reveal equality patterns or algebraic relations in the known-
plaintext or chosen-plaintext settings. In particular, under a chosen point-block model,
specially structured inputs may reveal elliptic-curve point images of the scalar entries of
K;; recovering the corresponding scalar coefficients from these point images is related to
the elliptic-curve discrete logarithm problem in G. However, this observation does not
formally prove semantic security or IND-CPA security.

The main contributions of this study are summarized as follows:
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e A bi-periodic Pell matrix structure is used to generate block-dependent scalar key
matrices over F,.

e A elliptic-curve scalar matrix action is defined on point-valued plaintext blocks in
G2%2.

e The construction explicitly separates the elliptic-curve base field [F,, subgroup order
q, and scalar field F,.

e  The algebraic correctness of encryption and decryption is established through the
invertibility of K; € GL,(FF;) and the action identity of *.

e  The deterministic limitations of the construction are analyzed, including effective
key-state size, chosen point-block reconstruction, and the need for additional ran-
domization or masking.

e A small numerical example over F,, is provided only to illustrate the algebraic steps
of the construction.

The remainder of this paper is organized as follows. Section 2 introduces the neces-
sary background information and notations. Section 3 presents the algebraic properties of
the bi-periodic Pell matrices used for the construction. Section 4 describes the block struc-
ture, scalar matrix action, and encryption and decryption procedures. Section 5 provides
a numerical example illustrating the algebraic operation of the construction. Section 6 dis-
cusses the adversary model, security limitations, brute-force considerations, computa-
tional complexity, and qualitative comparison with related frameworks. Finally, Section
7 concludes the paper and outlines the possible directions for future work.

2. Preliminaries and Notation

In this section, we introduce the basic definitions and notations required for remain-
der of the paper. In particular, we recall the bi-periodic Pell sequence, its associated matrix
representation in a compact form, and essential concepts from elliptic-curve cryptography.

Definition 1 (Bi-Periodic Pell Sequences). The bi-periodic Pell sequence is defined in [17] by

_ (2aPpy_q + Pp_;,meven
m = { 2bPy_4 + Pp,_, modd

with Py =0 and P, =1, where a and b are fixed nonzero parameters. This sequence general-
izes the classical Pell numbers by allowing the recurrence coefficients to alternate according to the
parity of the index.

Definition 2 (Parity Function). For m € N, the parity function &(m) is defined in [17] by

_ (0 formis even
§(m) = { 1 for mis odd

Definition 3 (Bi-periodic Pell Matrix). The bi-periodic Pell matrix sequence is defined in [17]
by

b b
_ (E)g(m)Pm+1 EPm
Bu(ab) = b
B (E)f(m)Pm—l

where By, is the m" bi-periodic Pell number.

Definition 4 (Elliptic Curve). Let p be a prime and F, = Z/pZ’ an elliptic-curve E over [F,
is the set of points (x,y) with x,y € [, which satisfy the equation

yi=x3+cx+d
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where c,d € F, such that 4c3 + 27d* # 0 (modp) together with a single element denoted by
“0" and called the “point at infinity”. The elliptic-curve over F, is denoted by Eg,(c,d). The

points on Eg,(cay form an additive abelian group with “0" as identity element [3].

For further background on elliptic curves and their arithmetic over finite fields, see
[3,20]. In the proposed construction, the elliptic-curve E is defined over the base field F,,.
However, the plaintext and ciphertext points are taken from a cyclic subgroup G = (Gy) S
E(IF,) of prime order q. Thus, p determines the coordinate field of the elliptic-curve,
whereas q determines the scalar modulus for elliptic-curve scalar multiplication on G.

For the convenience of the reader, the main symbols and parameters used through-
out this study are summarized below. These tables also distinguish scalar matrices over
the finite-field from elliptic-curve point-valued plaintext and ciphertext blocks. For the
convenience of the reader, the main symbols and parameters used throughout this study
are summarized in Table 1.

Table 1. Glossary of symbols and parameters.

Symbol Description
p Prime defining the base field [, of the elliptic-curve.
F, Coordinate field over which the elliptic-curve E is defined.
E(IF,) Elliptic curve defined over the finite-field F,.
0 Point at infinity on the elliptic-curve E(F)).
Gy A base point generates the selected elliptic-curve subgroup.
G The cyclic subgroup of E(F,) used for plaintext and ciphertext points.
Prime order of subgroup G. It is the scalar modulus for elliptic-curve scalar multiplica-
1 tion on G.
v Scalar field associated with subgroup G. The entries of the key matrices are interpreted
? over Fg.
B Primitive element used in the Diffie-Hellman-type parameter agreement process.
7 Alice’s secret exponent.
e Bob’s secret exponent.
E; Alice’s public value, E; = " € H € Fy
a Public parameter,a= f® € H € F;
b Shared secret parameter, b= E;°= a” € H € Fy
m Pre-agreed initial index parameter of the bi-periodic Pell matrix sequence.
M Set of initial indices m
Tk actual period of the key-matrix sequence
Ters effective period used in the security/key-state analysis
¢(m) Parity function used in the bi-periodic Pell matrix sequence.
Py The m-th Pell number or Pell-type sequence term, depending on context.
B.(a,b) Bi-periodic Pell matrix of index m.
K; Block-dependent key matrix, K; = P,,;_1(a,b)
M, (F,) Set of all 2 x 2 matrices over F,.
B Plaintext matrix of size 2n x 2n.
M Ciphertext matrix of size 2n X 2n.
B; The i-th plaintext block of size 2 x 2.
M; The i-th ciphertext block of size 2 X 2.
G** Set of 2 X 2 matrices whose entries are elliptic-curve points over F,.
n Number of block rows and block columns in plaintext matrix.
N = n? The total number of 2 x 2 plaintext blocks.
* Elliptic-curve group action combining scalar multiplication and point addition.
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z Plaintext alphabet used in the symbol-to-point encoding map.
$:2 -G Fixed public injective map assigning plaintext symbols to elliptic-curve point in G
o d(E) > 3 An inverse decoding map used to recover plaintext symbols from decrypted elliptic-
curve points.
s A plaintext symbol in .
P, = ¢(s) Elliptic-curve point corresponding to plaintext symbol s.
PAD A fixed padding symbol appended when the encoded message length is insufficient to
form a square matrix of even order.
Ppap Elliptic-curve point assigned to the padding symbol.

Note. The matrices K;are scalar coefficient matrices over [F;, whereas the plaintext and ciphertext
blocks B; and M;are 2 X 2 matrices whose entries are points in the selected elliptic-curve sub-
group G = (Gy) € E(IF,). The symbol * denotes the elliptic-curve scalar matrix action, in which

the entries of K; act as scalar multipliers modulo gon the elliptic-curve points in B;.

3. Algebraic Properties of the Bi-Periodic Pell Matrix

In this section, we investigate the fundamental algebraic properties of the bi-periodic
Pell matrix introduced in Section 2. These properties enable the application of the pro-
posed encryption and decryption procedures.

Lemma 1 (Determinant). Let B, (a,b) € M, (Fq) be bi-periodic Pell matrix, where a,b € Fy.
Then the determinant of B, (a,b) is given by

_ £m)

det(P(a, b)) = (~D" (<)

Since a,b € Fy, the quotient b/a is well-defined in F,. Therefore, det(P,(a,b)) # 0 in

F,.

Proof. We prove the result by mathematical induction on m. Let D,, = detP,. For m =
0,

= )

and therefore

Since £(0) =0,

Hence the result holds for m = 0.
Assume that
B b §m)
detB, = (—1)™ (Z)
for some m = 0.
§m) _

From [12], we have (Z) Pn.1 = B,P,. Taking determinants on both sides gives
pr s o

p\2§(m)
) m+1 = DDy

Since P,,;isa 2 X 2 matrix, we obtain (Z

Moreover,
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Dl = detﬁl = — -
Therefore,
26
(a) D1 = Dy,
and hence
p\1728m)
D1 = (E) Dm,
Since
1-2§(m)=¢(m+1) —$(m),
we get
P Em+D=£(m)
Dipy1 = — (a) Dp,.
Assume that
PRI
b= 0" ()
Then
p\SmDEm - Em)
Da == () o ()
Thus,

&(m+1)

Dppyq = (=)™ (E)

Hence, by induction,
B b §(m)
det B, = (—1)™ (Z)

forall m>0.o

Lemma 2. Let q be a prime and let a,b € Fy. For each m, let P,(a,b) € M,(F,) be the bi-
periodic Pell matrix. Then By(a,b) € GL,(F,). Equivalently, det(Py(a,b)) #0 in F,.

Proof. From Lemma 1, the determinant of the bi-periodic Pell matrix is given by
_ A&
det(Pn(a, b)) = (~D™ (2]

Since a,b € IF;, both a and b are nonzero in Fq. Hence a~! exists in Fq, and
therefore
b
—=ba ' €F.
a
Thus,

py M
(Z)  =o
a
in Fg,. Also, (—1)™ # 0 in [F,. Consequently,
det(B,(a, b)) # 0

in F,. Therefore, B,(a,b) is an invertible 2 X 2 matrix over F,. Hence, P.(a,b) €
GLy(Fg). O
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Corollary 1. For each block-dependent key matrix K; = Pp,;_1(a,b), where a,b € FY, we have
K; € GL,(F,). Therefore, the inverse matrix K ' used in the decryption process is well-defined
over the scalar field F,.

Proposition 1. Let K; = P,,;_1(a,b) be the i-th block-dependent key matrix over [F,, where
a,b € FFy. Then the consecutive key matrices satisfy

a f(m+i—1) _
Ki=(;)  KPi(ab).

Proof. From the multiplicative relation of the bi-periodic Pell matrix sequence, we have

N a\s@® _ N
Pia@b)=(3)  Pi(@b)Pi(ab).

Taking t = m + i — 1, we obtain

§(m+i-1) _

Prni@h)=(3) Pruina(@b)Pia,b)

Since
K; = Ppyi—1(a, b)
and
Kis1 = Pnyi(a,b),

it follows that

E(m+i-1)

Kii=(5) Kb,

This proves this assertion. o

The above proposition shows that the block-dependent key matrices K; are not in-
dependent. Each matrix K;,, isobtained from K; by multiplication with the fixed matrix
P, (a, b), together with the parity-dependent scalar factor

()

Thus, the parity function controls not only the alternating structure of the bi-periodic

E(m+i-1)

Pell matrix sequence, but also the transition between consecutive block-dependent key
matrices. Over the finite field F,, periodic behavior is not merely possible; it follows from
the fact that the recurrence is represented by an invertible transition on a finite augmented
state space.

Proposition 2. Periodicity over F,.
Let q be aprimeandlet a,b € [Ff;. Consider the bi-periodic Pell recurrence over ¥y, and
define the augmented state by

Sp = (Py, Pp—y,nmod2) € F; x {0,1}.

Then the recurrence induces a bijective transition map on this finite augmented state space.
Consequently, each orbit is purely periodic. In particular, there exists a positive integer T, with
T < 2q?, suchthat S,z =S, forall n = 0. Hence, the associated bi-periodic Pell sequence and
the block-dependent key-matrix sequence derived from it are periodic over F.

Proof.
For the appropriate parity coefficient c, € {a, b}, the one-step transition on the pair
(P, Py—1) is represented by the matrix
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where

Since
det(4,) =—-1+0

in [y, each parity-dependent transition matrix is invertible over [F,. Moreover, the parity
component n (mod2) is updated deterministically and reversibly. Therefore, the aug-
mented transition map on

Fz x {0,1}

is a bijection on finite sets. Because every orbit of a bijection on a finite set is periodic from
its initial state, the sequence is purely periodic over [F,. This proves the assertion. o

Let Ty denote the period of the resulting key matrix sequence. Then the initial index
m is effective only modulo Ty. In particular, two initial indices that are congruent mod-
ulo Tx generate the same shifted sequence of block-dependent key matrices. Conse-
quently, m should be interpreted as a pre-agreed index offset determining the starting
position of the key-matrix sequence, rather than an unlimited independent source of cryp-
tographic security.

4. Algebraic Block Encryption Construction

In this section, we introduce the proposed algebraic block encryption construction
based on bi-periodic Pell matrices and elliptic-curve point-valued plaintext blocks. Let
E/F, be an elliptic-curve defined over the base field [F,, and let G = (G,) € E(FF,) be a
cyclic subgroup of prime order q. In this construction, the plaintext and ciphertext blocks
are matrices whose entries are points in G, and the key matrices are scalar coefficient
matrices over F,.

Throughout the construction, the parameters a,b € [F; are assumed to be nonzero.
This assumption ensures that the quotient b/a = ba™" is well-defined in F,. For the i-
th plaintext block B; € G?*?, the corresponding block-dependent key matrix is defined by

Ki = ~m+i—1(a' b) € GLZ(IFq)'

where m is a pre-agreed initial index parameter. The parameter m is fixed in advance
by the communicating parties during the session setup and is not transmitted publicly
during the encryption process. Thus, the sequence of key matrices starts from the agreed
index m, and consecutive plaintext blocks are transformed by consecutive bi-periodic Pell
matrices over the scalar field F,.

The encryption of the i-th plaintext block is not ordinary matrix multiplication over
[F,,. Instead, it is defined by the elliptic-curve scalar matrix action

M,: = Bi *Ki,

*: G2X2 X My(Fy) — G2,

where K; € M,(F,), B;, M; € G**?, and the entries of K; act as scalar multipliers modulo
q on the elliptic-curve points in B;. Therefore, different plaintext blocks are transformed
by different scalar key matrices from the sequence

Bn(a, b), Pns1(a,b), Prsz(a, D), ...

https://doi.org/10.3390/axioms15070527
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The parity function {(m) has an algebraic role in the generation of bi-periodic Pell
matrices. It controls the alternating occurrence of parameters a and b in the consecutive
terms of the matrix sequence. In particular, the key matrices do not evolve as independent
random matrices; rather, they are consecutive terms of a structured parity-dependent ma-
trix sequence. Hence, the use of £(m) produces an alternating algebraic structure in the
sequence

Ki = ~m+i—1(a' b)'

this distinguishes the proposed construction from classical Pell and Fibonacci matrix-
based schemes.

Definition 5 (Elliptic-Curve Scalar Matrix Action). Let G = (Go) € E(F,) be a cyclic sub-
group of prime order q. For

_ bl bZ 2X2
B‘(b3 b)“

and
_ (k1 Kk
K = (k3 k4) € GL,(Fy),

we define the elliptic-curve scalar matrix action by
[k1]by @ [k3]b, [k,]by © [k4]b2)
[k11b3 € [k3]bs  [k2]bs @ [k4]bs)'

Here, [k]P denotes scalar multiplication of the elliptic-curve point P € G by the scalar k €
Fy, and @ denotes elliptic-curve group addition in G. Since | G |= q, all scalar coefficients are
interpreted modulo q.

B*K:(

Throughout the construction, this is used as a right scalar matrix action on point-
valued blocks: encryption is written consistently as M; = B; x K; and decryption as B; =
M; *K;”' with B,M; € G**? and K; € GLz(Fg). Thus, the order of the action, block in-
dices, and matrix dimensions is fixed throughout the manuscript.

Lemma 3 (Compatibility of the Scalar Matrix Action).
Let B € G*** and let K,L € GL,(F,). Then
B+I,=B
and

(BxK)*L =B x*(KL).

Proof. The first identity follows directly from the definition of *, since multiplication by
1 € F, fixes every point of G, and multiplication by 0 € F, gives the identity point O.
For the second identity, write

(b1 by (k1 Kk _/u v
b= <b3 b4)'K_ <k3 k4)’L_ (w 2)
Using the definition of *, the first entry of (B * K) * L is

[ul([k1]1by D [k3]bz) D [W]([k2]by D [k4]bo).

By distributivity of elliptic-curve scalar multiplication over point addition, this
equals

[uk:]b; @ [uks3]b, © [wk;]by © [Wka]b,.
Grouping the terms gives
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[uky + wky]by @ [uks + wky]b,.

This is the first entry of B x (KL). The other entries are obtained in the same way.
Hence,

(B*K)xL =B (KL).

This proves the assertion. o

4.1. Message Representation and Block Structure

Let E/F,be an elliptic-curve over the base field F,, and let G = (G,) € E(IF,)be a
cyclic subgroup of prime order q. Plaintext symbols are encoded into points of G by a
fixed public symbol-to-point mapping. The encoded message is then arranged as a
2n X 2n point matrix and partitioned into 2 X 2 blocks B; € G**2. The corresponding ci-
phertext blocks also belong to G?*?, whereas the block-dependent key matrices K; are
scalar matrices over [F,. The plaintext message is first encoded by a fixed public symbol-
to-point map into elliptic-curve points. If necessary, padding symbols are inserted so that
the encoded message can be arranged into a square matrix of even order. The plaintext
matrix is written as

[bm biz .. bian ]
B =|b2 b“_ N bazn | \where b €G1<jk<2n
bZn,l b2n,2 b2n,2nJ

The matrix B is partitioned into n? submatrices of size 2 X 2 sequentially from left

to right
by1 biz] [bi3 b1,4] by 2n—1 bl,Zn]
b1 bypl lbys byy byon-1 baon
bs1 b3y [b3s b3,4] b3 n-1 b3,2n]
bar bapl lbssz bag birn-1 bazn
ban-11 brn-12] [Pan-13 bZn—lA—] ban-1,2n-1 b2n—1,2n]
L bZn,l b2n,2 L L b2n,3 b2n,4 bZn,Zn—l b2n,2n

Here, n denotes the number of block rows and block columns of the plaintext matrix.
Thus, the plaintext matrix B can be written in block form as

B, B, .. B,
Bn+1 Bn+2 BZn
Bp2_ni1 Bpz_pyz o Bp2

The indices r and s denote the block row and block column, respectively, where
1 <r,s <n. Foreach pair (I,s), the corresponding 2 x 2 plaintext block is defined by

B; = [bZr—1,2s—1 bzr—1,2s] where j =2r—1, k=2s—1 and b;, € B;.
2r,2s5—-1 2r,2S
Equivalently, this block decomposition can be expressed as B;, i=(r —1)n+s
where 1 <r,s < n. For example, the first block is obtained by taking r =1 and s = 1.
Hence,

b1 by
5=y bk
Similarly, the second block is obtained by taking r =1 and s = 2.Since (r — 1)n +

s=(1—-1n+2 =2, weobtain

https://doi.org/10.3390/axioms15070527
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_ [b1s b1,4]
b2,3 b2,4 .
Therefore, the 2n x 2n plaintext matrix is decomposed into n? plaintext blocks,

B,

each of size 2 x 2. Each block B;, 1 <i < n?, consists of four elliptic-curve points and is
processed separately during the encryption procedure. The encryption of the i-th block
is performed by using the corresponding key matrix K;, generated from the bi-periodic
Pell matrix sequence, as follows:

M; = B; » K;(modp),i = 1,2, ...,n?%.

Here, M; denotes the i-th ciphertext block corresponding to the plaintext block B;.
The corresponding block-dependent key matrix is defined by K; = P,,,;_;(a,b), where
a,b € Fy, and m is the pre-agreed initial index parameter. If

KD kD] o 0,0 0

i i l L

K; =[ 0 (i)]’k11'k12'k21'k22 € Fq,
k21 k22

then the encryption of the block B; is defined by
M i = B,: * Ki'

where * denotes the action of the finite-field coefficients of K; on the elliptic-curve
points of B;. More explicitly,

o [[k@]bzr_m_l @ [k 1b2r-125 (K13 1bor 1,261 @ [k 1bar-125
UL Mo @ kMbaras TR bares @ [k )boras |

Here, [k]P denotes the scalar multiplication of the elliptic-curve point P € G by the
scalar k € F;, and @ denotes the elliptic-curve group addition in G. Since G has prime
order ¢, all scalar coefficients are interpreted modulo g. Therefore, the ciphertext block
also consists of elliptic-curve points, namely M; € G**?. Accordingly, the encryption of
the i-th block is written as M; = K; x B;. This expression should not be interpreted as
ordinary matrix multiplication over F,. Instead, * denotes the elliptic-curve scalar
matrix action: the entries of K; € M,(F;) act as scalar coefficients on the elliptic-curve
points in B; € G?*?, and the resulting point multiples are combined by using the elliptic-
curve group law.

The bi-periodic Pell matrix K; = Pp,,;_1(a,b) determines the scalar coefficients used
in the transformation of the i-th plaintext block. Here, a,b € Iy, and hence K; € M,(F,).
On the other hand, the plaintext and ciphertext blocks are formed by elliptic-curve points
in the subgroup G. Hence, the encryption process combines two algebraic structures: the
scalar field [F,, which is used in the generation of the bi-periodic Pell key matrices, and
the elliptic curve subgroup G <€ E([F,), which is used in the transformation of plaintext
blocks into ciphertext blocks.

The parity function {(m +i — 1) preserves its role in the generation of consecutive
key matrices. Since the key matrix of the i-th block is givenby K; = P,,,;_;(a,b), the sca-
lar coefficients acting on the elliptic-curve points vary from block to block according to
the parity-dependent bi-periodic Pell matrix sequence. Therefore, consecutive plaintext
blocks are not transformed by a fixed scalar matrix. Instead, each block is transformed by
a different elliptic-curve scalar matrix action induced by the corresponding matrix K;.
This makes elliptic-curve group operations a central part of the proposed encryption
mechanism rather than a secondary mapping layer.

Encoding, Padding, Validation, and Decoding Rules

In the proposed construction, plaintext symbols are encoded into elliptic-curve
points by a fixed public injective map
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¢:X— G,

where ¥ denotes the plaintext alphabet and G = (Gy) € E (]Fp) is the selected cyclic sub-
group of prime order q. The map ¢ is not secret; it is used only to represent plaintext
symbols as elliptic-curve points. For a plaintext symbol s € X, the corresponding point is
denoted by

Py =¢(s) €G.

If the number of encoded symbols is not sufficient to form a square matrix of even
order, a fixed padding symbol, denoted by PAD, is appended until the encoded sequence
has length (2n)? for some positive integer n. The padding symbol is also assigned to a
fixed point

PPAD = d)(PAD) € G
After decryption, the inverse map
PP — X

is applied to the recovered elliptic-curve points, and the trailing padding symbols are re-
moved.

All scalar coefficients appearing in the matrices K; € M,([F;) are interpreted modulo
q. Thus, for a scalar coefficient k € F, and a point P € G, the scalar multiplication [k]P
is computed using the integer representative of k modulo q. Since G has order g, this
interpretation is consistent with elliptic-curve scalar multiplication.

For validation, every received or recovered elliptic-curve point must satisfy the curve
equation over [, and must belong to the selected subgroup G. Equivalently, for a point
P, one checks P € E(F,) and [q]P = 0. The point at infinity O is the identity element
of the elliptic-curve group and may occur during intermediate group operations. How-
ever, it is not assigned to an ordinary plaintext symbol unless explicitly included as a pad-
ding or special symbol. Therefore, if 0 occurs in a non-padding position after decryption,
or if a recovered point is not in the image of the encoding map ¢, then decoding is de-
clared unsuccessful.

A decoding failure occurs if at least one of the following conditions holds: the re-
ceived point does not lie on E(IF,), the point does not belong to G, the recovered point is
not contained in the image of ¢, or the padding pattern is invalid. These rules make the
encoding and decoding procedure reproducible and separate it from the cryptographic
secrecy of the construction.

Theorem 1 (Correctness). Let B; € G**? be the i-th plaintext block and let K; € GL,(F,) be
the corresponding block-dependent key matrix. If M; = B; x K;, then decryption by K. recovers
the original plaintext block:

Mi * Ki_l = Bi'

Proof.

M;x K" = (BixK)* K. ' = By x (KK ') = B;* I, = B;.

4.2. Public Parameters Setup

The scalar parameters a and b used in the bi-periodic Pell matrix sequence are
generated in the scalar field F,, where qis the prime order of the selected elliptic-curve
subgroup G = (Gy). Let H=(B) be a cyclic subgroup of F; generated by f. The
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elements of H are nonzero elements of F;, and therefore they can be used as admissible
scalar parameters in the Pell matrix sequence.

Alice selects a secret integer r and computes E; = 7 € H. Then Alice sends the
public information (B, E;) to Bob.

Bob selects a secret integer e and computes a =f° € H and b =Ef =" € H.
Since H <€ Fj, the obtained values satisfy a,b € F;. These parameters are then incorpo-
rated into the bi-periodic Pell matrix sequence. The value a is transmitted publicly as
part of the ciphertext data, whereas b is the shared scalar parameter used to reconstruct
the block-dependent key matrices. Alice can recover the same value b from Bob’s public
value a by computing

b=a" =‘8er'

Thus, both parties obtain the same scalar parameter pair (a,b) over F,, while the
block-dependent key matrices are generated as K; = Pp,,;_1(a,b) € My(F ¢)- This param-
eter setup is used to derive scalar coefficients for the Pell matrix sequence. It is not an
elliptic-curve key exchange by itself; the elliptic-curve is used in the subsequent scalar
matrix action on point-valued plaintext blocks.

4.3. Key Generation Using Bi-Periodic Pell Matrices

Using the scalar parameters a,b € F; generated in Section 4.2, the block-dependent
key matrices are constructed from the bi-periodic Pell matrix sequence over the scalar field
F,. For the i-th plaintext block B;, where 1 <i <n?, the corresponding key matrix is
defined by

Ki = ~m+i—1(al b) € MZ([Fq)'

where m is the pre-agreed initial index parameter of the matrix sequence. By Lemma 2,
since a,b € Fj, each key matrix satisfies K; € GL,(F,). Therefore, the inverse matrix K; '
used in the decryption process is well-defined over F,.

The parameter m determines the starting position of the bi-periodic Pell matrix se-
quence. It is fixed in advance by the communicating parties during the session setup and
is not transmitted publicly during encryption. Hence, the sequence of key matrices used
in the encryption process starts from the agreed index m, namely

ﬁm(a' b)' pm+1(a' b)' Pm+2(a' b)'

Equivalently, the first plaintext blocks are transformed by the consecutive key matri-
ces

Kl = ~m(a' b)! KZ = ~m+1(a; b); K3 = ﬁm”(a, b),

These block-dependent key matrices should not be interpreted as independent ran-
dom matrices. They are consecutive terms of the same structured bi-periodic Pell matrix
sequence. In particular, as shown in Proposition 1, consecutive key matrices satisfy

a Em+i-1)
Kivi = (3) K:Py(a,b).

This relation shows that the transition from K; to K;,; is controlled by the parity
function and the fixed matrix P, (a, b). Thus, the parity-dependent structure of the bi-pe-
riodic Pell sequence determines how the scalar coefficients vary from block to block.

4.4. Encryption-Decryption Process

The parameter/key generation stage derives the scalar parameters a and b over the
multiplicative group Fj. This procedure is summarized in Algorithm 1.
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Algorithm 1 Parameter/Key Generation

Input: prime g, primitive element f € Fy, Alice’s public value Ej, pre-agreed index pa-
rameter m
Output: scalar parameters a and b

1. Choose a secret integer e, where 1 <e <q—1.

2. Compute a = f°(modq).

3. Compute b = E{f = 7 (modg).

4. Output the parameters (a,b).

In this stage, the parameters a and b are generated over the multiplicative group
[F;, where q is the prime order of the selected elliptic-curve subgroup G = (G,). They are
not generated by elliptic-curve point operations. These parameters are subsequently used
as nonzero scalar inputs in the bi-periodic Pell matrix sequence. Since a,b € Fj, the
block-dependent key matrices are generated as K; = P,,,;_1(a, b) € M, (Fg). By Lemma 2,
each K; is invertible over ;. Hence, K; € GL,(F;), and the inverse matrix K;* used in
decryption is well-defined over the scalar field F,.

After the scalar parameters have been generated, the plaintext is encoded into
elliptic-curve points, partitioned into 2 x 2 blocks, and transformed by block-dependent

key matrices. The complete encryption procedure is given in Algorithm 2.

Algorithm 2 Encryption
Input: plaintext message P, elliptic-curve E/IF,, selected subgroup G = (G,) € E(FF,) of
prime order g, public symbol-to-point encoding map ¢, block size 2 X 2, pre-agreed in-
dex parameter m, scalar parameters a,b € Fy
Output: ciphertext pair (a, M)

1. Encode the plaintext message P into elliptic-curve pointsin G by using the pub-

lic encoding map
$:X—G.

2. Ifnecessary, append padding symbols and arrange the encoded points as a matrix
B e GZnX Zn.

3. Partition B into n? non-overlapping plaintext blocks By, By, ..., B2, where B; €
GZXZ_

4. For each block index i = 1,2, ...,n?, compute the block-dependent key matrix
K; = Ppyi—1(a, b) € My(Fy).

By Lemma 2, since a,b € F;, we have K; € GL,(IF,).

5. For each plaintext block B;, compute the ciphertext block by the elliptic-curve
scalar matrix action
M; = B, * K,.
Here, *:G**%2 x M, (IFq) — G?*% denotes the elliptic-curve scalar matrix action.
6. Assemble the encrypted blocks M; in their original block positions to obtain

https://doi.org/10.3390/axioms15070527


https://doi.org/10.3390/axioms15070527

Axioms 2026, 15, 527

15 of 39

M € GanZn

7. Return the ciphertext pair (a, M).

The block-level encryption flow corresponding to Algorithm 2 is illustrated in Figure 1.

Plaintext P >

Encode as point matrix Partition into n? point blocks
BEGan?n B,-EG“?

Y

Block By

Ky = P,,(a,b) Ky=P,,(a,b) v Ku2=P, 2 y(a,b)

s Block B2 /

Cipher block M; Cipher block M, | Cipher block M2

Y

Assemble M € G2n*2n
from My, Mo, ..., M2

Y

Ciphertext (a, M)

Figure 1. Encryption flow. The plaintext is encoded as B € G*™**™and partitioned into blocks B; €
G?*2.Each block is transformed as M; = B; * K;, where K; = Pp4;_1(a,b) € GL,(F,). The symbol *
denotes the elliptic-curve scalar matrix action; scalar coefficients are interpreted modulo ¢, and

point additions are performed in G S E([F,). The parameter m is pre-agreed and is not transmitted.

The corresponding decryption procedure reconstructs the same block-dependent key ma-
trices and applies the inverse scalar matrix action to recover the plaintext blocks. This
procedure is presented in Algorithm 3.

Algorithm 3 Decryption

Input: ciphertext pair (a, M), elliptic-curve E/F,, selected subgroup G = (G,) € E(F,)
of prime order q, Alice’s secret integer r, pre-agreed index parameter m, public decod-
ing map ¢!

Output: plaintext message P

1. Compute
b = a"(mod q).

2. Partition the ciphertext matrix M into n? non-overlapping blocks
Ml, Mz, ey MTLZ’

where M; € G?*2,

3. For i =1,2,...,n?% reconstruct the block-dependent key matrix
K; « Ppyio1(a,b) € My(F,).

4. Compute the inverse key matrix
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Ki_l < ﬁm+i—1(a' b)_ll

Since a,b € IF,}‘, by Lemma 2 we have K; € GL,(F,), and hence K7t is well-

defined over [F,.

5. Recover each plaintext block by the elliptic-curve scalar matrix action
Bi « M i* Ki_l.

6. Assemble the recovered plaintext blocks B; to obtain
B e GanZn.

7. Decode the elliptic-curve points in B by using the inverse mapping ¢ ', remove
the trailing padding symbols if present, and recover the original plaintext mes-
sage P.

The decryption flow corresponding to Algorithm 3 is illustrated in Figure 2.

Ciphertext Recover parameter Partition into n? blocks
(a, M) b =a" (modq) M; in G@X2)
Ki' = Pp(a,b)”! K" = Ppy(a,b)™ K = Prynaa(a, )"
Cipher block M; —>@ Cipher block M, —>@ coe Cipher block M,z —>
Recovered By Recovered B, Recovered B,z
Assemble B from Decode EC points Plaintext
B1,B;,...,B,2 to plaintext P

Figure 2. Decryption flow. The ciphertext pair (a,M) is processed by first recovering b =
a”(modq). The ciphertext matrix is partitioned into blocks M; € G#*?, and each plaintext block is
recovered through the elliptic-curve scalar matrix action B; = M; x K;!, where K; = P,,.;_1(a,b) €
GLy(Fg). The recovered blocks are assembled into B and decoded to obtain the plaintext P. The

parameter m is pre-agreed and is not transmitted.

5. Numerical Example

In this section, the proposed construction is illustrated by a small numerical example.
The purpose of this example is only to demonstrate the algebraic steps of the proposed
procedure. The parameters used in this section are deliberately small and should not be
interpreted as cryptographically secure parameters for real-world applications. Consider
the plaintext
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“A BI-PERIODIC PELL MATRIX BASED ENCRYPTION METHOD OVER ECC”.

Let E /IF47 :y% = x® + 3x + 41(mod47) be an elliptic-curve over F,,. By exhaustive

enumeration over [F,;, the curve has 46 affine points. Together with the point at infinity
0, this gives

HE(F,,) = 46 + 1 = 47.

Since 47 is prime, E(IF,;) isa group of prime order. Hence, every non-identity point
is a generator of the group. In particular,

Go=(214) # 0
generates the whole group. Thus, in this illustrative example, we take
G =(Go) = E(F47)
and
q=IG|=47.

Therefore, in this example, the elliptic-curve base-field prime and the subgroup order
coincide, namely p = q = 47. This equality is used only for computational simplicity. In
general, p and q may be distinct, and scalar coefficients acting on elliptic-curve points
must be interpreted modulo the subgroup order g, not necessarily modulo the base-field
prime p.

The complete list of elliptic-curve points used in this example is given in Appendix
Al

The point list was obtained by checking all pairs (x,y) € F,; X F,, satisfying the
curve equation. This example is used only for illustration. In practical cryptographic ap-
plications, substantially larger finite-fields, secure elliptic-curve parameters, and suitable
subgroup orders must be used.

The characters of the plaintext are mapped to elliptic-curve points according to the
symbol-to-point mapping given in Appendix A. The plaintext contains 58 characters.
Since the proposed block construction uses a square matrix of even order and 2 X 2
plaintext blocks, the message is padded to length 64. Thus, the plaintext is arranged as an
8 X 8 matrix. Therefore,

2n =8,n = 4,n? = 16.

Hence, the plaintext matrix is partitioned into exactly 16 blocks of size 2 X 2. For
display purposes, the plaintext characters are arranged as follows:

A _ B I — P E Rj
I o DI C _ P E
L L _ M AT R I
X _ B A S E D _
E N C R Y P T 1
O N _ M ET H O
D _ OV E R _ E
c c _ _ _ _ _ _|

Here, “_” denotes the blank-space symbol and padding symbol contained in the
plaintext. After decryption, the padding symbols are removed to recover the original
plaintext. Using the elliptic-curve point mapping defined in Appendix A, the above char-
acter matrix is converted into an 8 X 8 plaintext matrix B = (b;)sxs, bjx € G. For in-
stance, the plaintext matrix begins as
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(2,14) (233) - (30,23)l
B - D S

(21,24) (21,24) - (233)

The plaintext matrix B is then partitioned into 2 X 2 blocks. Since Bis an 8 X 8
matrix, there are 4 block rows and 4 block columns. Therefore, the number of plaintext
blocks is 4 -4 = 16. The blocks are indexed as By, B, ..., B14. For 1 < r,s < 4, the block
index is given by i = (r — 1)4 + 5. Thus, the (r,s)-th block is

b2r—1,25—1 bzr—1,25 2%2
B; = € G~
t b b
2r,25—1 27,28

For example, the first block is obtained by taking r = land s = 1. Hence,

2,14 2,33
BF[? 5]=[((27,26)) (23,24))'

Similarly, the second block is obtained by taking r = 1land s = 2. Since
i=(1-1)4+2=2

we obtain

B _[B I _[(28,9) (27,26)
27 lp 1713334 @7.206)]

The remaining blocks Bj, ..., B¢ are obtained in the same way by taking adjacent
2 X 2 submatrices of the 8 x 8 plaintext matrix. Therefore, the blocks should not be in-
terpreted as four consecutive characters in the one-dimensional plaintext string. Instead,
they correspond to adjacent 2 X 2 positions after the plaintext has been arranged into the
square matrix B.

5.1. Construction of Public Parameters

The scalar parameters @ and b are generated over the multiplicative group [F.
They are not generated by elliptic-curve point operations. In this example, Alice chooses
the primitive element 8 = 5 of [F;; and her secret integer 7 = 21. The initial index
parameter is pre-agreed as m = 29. Alice computes

E,; = B7 = 5%! = 15 (mod47).

Then Alice publishes (f,E;) = (5,15), while r = 21 is kept secret. The parameter
m = 29 is fixed in advance by Alice and Bob during the session setup and is not transmit-
ted as part of the ciphertext.

5.2. Key Generation and Encryption

Bob uses Alice’s public information (f,E;) to generate the parameters a and b.
Bob chooses a secret integer

e=51<e<46.
Then he computes
a = B¢ =55 = 23 (mod47),
and
b = Ef = 15° = 43 (mod47).

Thus, in this numerical example (a, b) = (23,43). Using the pre-agreed value m =
29, the block-dependent key matrices are constructed as
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b i b
PNE(m+i-1) . b
(a) Pm+l a

b i—
Pm+i—1 (;)f(m-H 1)Pm+i—2

Prn+i-1(a,b) € GLy(Fy7) and

Pm+i—1

Pt i—1(a,b)(mod47) = (mod47), for 1< i <16,

K; = Pyi-1(2343),1<i < 16.
Equivalently,
Ky = P,5(23,43), K, = P;y(23,43), K3 = P3,(23,43), ..

The first three key matrices are

18

Kl = ﬁ29(23,43) = 41

46
) O] (mod47),

22

Kz = ﬁ30(23,43) = 14

18
. 1] (mod47),

and

24

K3 = ﬁ31(23,43) = 22

35
: 8] (mod47).

The remaining key matrices K, ..., K;¢ are obtained analogously from the consecu-
tive terms of the bi-periodic Pell matrix sequence. Since the entries of B; are elliptic-curve
points, the encryption operation is not an ordinary matrix multiplication over F,;. In-
stead, each scalar entry of K; acts on the elliptic-curve points in B;. Therefore, the en-
cryption of the i-th block is written as

M i = Bi * Ki N
where * denotes the elliptic-curve scalar matrix action. More explicitly, if
® @
P 1 P 2 k11 k12
Biz[ ]eam K-=[ L M2l e gl (F,,).
P; P T @ 5,0 7
3 kot K

then

_ [[ki?m ® [kD1P, [KD1P, @ [ké?]Pz]
Bi * Ki = .

[Py © [k51P: [k51P: @ [Kk31P,
Here, [k]P denotes scalar multiplication of the elliptic-curve point P € G by the

scalar k € F,,, and @ denotes elliptic-curve group addition on G € E(F,,). For the first
plaintext block, we have

B, = [ &1 (2,33)],K1=[18 46]_

T 1(27,26) (43,24) 41 20
Thus, M; = B; * K;. This gives

e [ 181219 @ [41](233)  [46](2,14) © [20](2,33)
1= [[18](27,26) @ [41](43,24) [46](27,26) @ [20](43,24) ]

After performing scalar multiplication and point addition on E /IF47’ we obtain
[41](2,33) = (11,29),
[46](2,14) = (2,33),
[20](2,33) = (38,32),
[18](27,26) = (14,17),
[41](43,24) = (33,34),
[46](27,26) = (27,21),

and
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[20](43,24) = (30,23).

Therefore, the corresponding point additions are

(30,23) © (11,29) = (13,31),

(2,33) & (38,32) = (14,30),

(14,17) © (33,34) = (34,22),

and

(27,21) © (30,23) = (27,26).

Hence,

M, = (13,31) (14,30)].

“134,22) (27,26)

Similarly, for the second plaintext block,

B= |35 @720) (22 18
(33,34) (27,26) 14 41
Hence,
M, =B, x K,.
This yields

M. = [(30,24) (30,24)
27 1(14,30) (30,23))
The remaining ciphertext blocks M, ..., M;¢ are obtained analogously by using the
corresponding key matrices

K; = Ppyi_1(23,43),1 <i < 16.

After all sixteen ciphertext blocks are computed, they are assembled in their original
block positions to form the ciphertext matrix M € G®*8. Finally, Bob transmits the cipher-
text pair (a, M) to Alice. The parameter m = 29 is not transmitted, since it is pre-agreed
during the session setup. The full numerical computations of all ciphertext blocks are pro-
vided in Appendix A.2

5.3. Decryption

Upon receiving the ciphertext pair (a,M), Alice first reconstructs the scalar
parameter b by using her secret integer r = 21. Since a = 23, Alice computes

b =a" = 232! = 43(mod47).

Thus, Alice obtains the same scalar parameter pair (a,b) = (23,43). The ciphertext
matrix M is then partitioned into sixteen 2 X 2 ciphertext blocks

My, My, ..., M, M; € G?*2.
For each block index i, Alice reconstructs the corresponding block-dependent key
matrix K; = P,,,;_1(23,43). Since a,b € F},, Lemma 2 gives K; € GL,(F,).
Hence, the inverse matrix K; ! is well-defined over F,,. The plaintext block is re-

covered by applying the inverse matrix through the same elliptic-curve scalar matrix ac-
tion:

Bi = Mi * Ki_l.

For example, for i = 1, we have

(13,31) (14,30)]

M= 1(3422) (27,26
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The corresponding inverse key matrix is
. _[29 32
K; _[ ) 12] (mod47).

Therefore,
Bl - Ml * Kl_l.

More explicitly,

_[291(13,31) @ [4](14,30) [32](13,31) @ [12](14,30)

B1 = 1201(34,22) @ [4](27,26) [32](34,22) @ [12](27,26)]

After performing the scalar multiplications and point additions on G = E(F,,), we
obtain

(2,14) (2,33)

Bi=12726) (43.24)|

Thus, the first plaintext block is recovered exactly. After all blocks By, B,, ..., Bi¢ are
recovered, they are assembled in their original block positions to reconstruct the plaintext
matrix

B € G8*8,

Finally, the elliptic-curve point representation is inverted according to the symbol-
to-point mapping table in Appendix A, and the trailing padding entries are removed. This
gives the original plaintext message

“A BI-PERIODIC PELL MATRIX BASED ENCRYPTION METHOD OVER ECC”.

The full numerical computations of all sixteen ciphertext blocks and their corre-
sponding decryption steps are provided in Appendix A.2.

This numerical example is provided strictly as an illustrative algebraic computation.
It should not be interpreted as evidence of practical cryptographic security, IND-CPA se-
curity, semantic security, authenticated-encryption security, or performance efficiency.

6. Security Analysis

This section discusses the algebraic and cryptographic properties of the proposed
block encryption construction under explicitly stated assumptions. Standard background
on classical cryptographic principles, modern security notions, and applied cryptographic
constructions can be found in [21-26]. The construction combines three algebraic
components: a Diffie-Hellman-type scalar parameter agreement over the multiplicative
group Fg, block-dependent bi-periodic Pell key matrices over [Fy, and elliptic-curve
group operations used to transform point-valued plaintext blocks into ciphertext blocks.

The construction uses two different algebraic domains. The elliptic-curve is defined
over the base field F,, and plaintext and ciphertext entries are represented as points in
the selected subgroup G = (G,) € E(F,) of prime order g. On the other hand, the scalar
parameters a and b, as well as the entries of the block-dependent key matrices K; =
Ppnii—1(a,b), belong to the scalar field [F,. Therefore, scalar multiplication on elliptic-
curve points is interpreted modulo q, whereas point addition is performed in the sub-
group G. The parameters a and b used in the bi-periodic Pell matrices are obtained
through a Diffie-Hellman-type parameter agreement process over [Fj. The elliptic-curve
structure is then used to represent plaintext and ciphertext entries as points in G, and the
block transformation is performed through the elliptic-curve scalar matrix action. Thus,
the i-th encryption step has the form M; = B; xK;, where B;,M; € G*** and K; €
GL,(F,).
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The security discussion is organized according to these roles. First, the secrecy of the
shared scalar parameter bis related to the difficulty of recovering a Diffie-Hellman-type
shared value from public information in [F3. Second, the block-dependent matrices K; =
Pnii_1(a,b) provide different scalar matrix actions for different plaintext blocks. How-
ever, these matrices are consecutive terms of the same bi-periodic Pell matrix sequence
and are therefore structurally dependent rather than independent random matrices. Third,
since the entries of plaintext and ciphertext blocks are elliptic-curve points, scalar recovery
from point relations is connected to discrete-logarithm-type problems in the selected sub-
group G, provided that the elliptic-curve parameters and subgroup order are chosen ap-
propriately.

The numerical example over F,; given in Section 5 is used only for illustrating the
algebraic steps of the construction and does not provide cryptographic security. In prac-
tical applications, the prime p, the subgroup order g, the elliptic-curve, and all scalar pa-
rameter sizes must be selected according to standard cryptographic security requirements.

The aim of this section is not to provide a formal proof of indistinguishability under
chosen-plaintext attacks. In its deterministic form, the proposed construction is not
claimed to achieve semantic security or IND-CPA security as a standalone encryption
scheme. Once the parameters a, b, and m are fixed, the sequence of key matrices is de-
terministic. Therefore, additional randomization, nonce-dependent masking, or integra-
tion into a standard authenticated-encryption framework would be required for deploy-
ment in a modern cryptographic setting. Accordingly, the following analysis focuses on
the algebraic validity of the key matrices, the scalar parameter space, the structural de-
pendence and finite periodicity of the key sequence, and the limitations of the determin-
istic construction under known-plaintext and chosen-plaintext attack models [21-23].

6.1. Adversary Model

We consider an adversary who knows the complete description of the proposed
construction. In particular, the adversary is assumed to know the elliptic-curve E/F,, the
selected subgroup G = (G,) € E(F,) of prime order g, the public symbol-to-point
encoding map, the bi-periodic Pell matrix recurrence, the definition of the elliptic-curve
scalar matrix action *, and the encryption and decryption algorithms. Thus, the analysis
follows the standard principle that the security of a cryptographic construction should not
rely on the secrecy of the algorithm.

For a given encryption session, the adversary may observe the public scalar parame-
ter a and the ciphertext matrix M. The adversary may also know the public information
used in the Diffie-Hellman-type scalar parameter agreement, such as f and E; = ",
when such a parameter setup is used. However, the adversary is not assumed to know
Alice’s secret exponent r, Bob’s secret exponent e, or the resulting shared scalar parameter
b=p°.

The pre-agreed initial index m is also not transmitted as part of the ciphertext. How-
ever, m should not be regarded as an unlimited independent source of security. By Prop-
osition 2, the bi-periodic Pell recurrence over Fgjinduces an invertible transition on a finite
augmented state space. Hence the corresponding key-matrix sequence has a finite period
Ty. Therefore, the contribution of m is bounded by T, and m should be interpreted mod-
ulo the period of the sequence.

The main computational objectives of the adversary may be described as follows:

recover the shared scalar parameter b,

recover the block-dependent matrices K; = Pp,1;_1(a, b),

or
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recover the plaintext point blocks B; from M; = B; * K;.

A passive adversary is assumed to have access to ciphertexts and public session data.
In a known-plaintext setting, the adversary may additionally know some plaintext blocks
B; together with their corresponding ciphertext blocks M;. In a chosen-plaintext setting,
the adversary may obtain ciphertexts for plaintexts of its choice under the same session
parameters. These stronger models are considered in order to clarify the limitations of the
deterministic version of the construction.

Since the construction is deterministic once a, b, and m are fixed, reusing the same
session parameters may reveal structural information. In particular, the same plaintext
block at the same block position is transformed by the same scalar matrix action. Conse-
quently, equality patterns or algebraic relations between plaintext and ciphertext blocks
may be exposed under known-plaintext or chosen-plaintext settings.

For this reason, the proposed deterministic construction is not claimed to provide
semantic security or IND-CPA security as a standalone encryption scheme. The adversary
model considered here is used to analyze the algebraic structure and the limitations of the
construction, rather than to establish a complete modern security proof.

The adversary model does not include implementation-level attacks such as timing
attacks, side-channel leakage, invalid-curve attacks, fault attacks, or attacks arising from
improper point validation. It is assumed that all received elliptic-curve points are vali-
dated to liein G, that scalar coefficients are reduced modulo g, and that the encoding and
decoding procedures are implemented consistently.

Under this model, the following subsections analyze the role of the scalar parameter
b, the invertibility and structural dependence of the key matrices K;, and the limitations
of the deterministic construction under known-plaintext and chosen-plaintext attacks
[22,23].

6.2. Scalar Parameter Agreement and Key-State Recovery

The scalar parameters used in the bi-periodic Pell key matrices are obtained through
a Diffie-Hellman-type parameter agreement over a multiplicative subgroup of Fy. Let
H = (B) € F; be the subgroup generated by f, and let N =| H |. Alice chooses a secret
exponent r and publishes E; = f". Bob chooses a secret exponent e and computes a =
B¢, together with the shared scalar parameter b = Ef = f7°. Alice can recover the same
value by computing b = a” = ¢. Thus, both parties obtain the same scalar pair (a, b) €
3 x F3. The public information available to an adversary may include §,E; = f7,a =
B¢, whereas the shared scalar parameter b = ™ is not transmitted.

The following statement formalizes the relation between recovering band the com-
putational Diffie-Hellman-type problem in H.

Theorem 2. Let H = (B) € Fy be a cyclic subgroup of order N. Let T,ebe chosen uniformly
from the exponent space of H, and let

E'1 =ﬁT’a =ﬁ€’b =ﬁ‘r€.

Suppose that an adversary A, given the public tuple (B,E;,a) = (B,B",[¢), outputs the
shared scalar parameter b = f7° with probability . Then A gives rise to an algorithm that
solves the computational Diffie-Hellman problem in H with the same success probability €.

Proof. An instance of the computational Diffie-Hellman problem in H is given by
(B,B7,B°), and the goal is to compute S7¢. This is exactly the value b = Ef = a” used as
the shared scalar parameter in the proposed construction. Therefore, any adversary that
recovers b from the public tuple (B, E;,a) also solves the computational Diffie-Hellman
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problem in H. Hence, the success probability of recovering b is bounded by the adver-
sary’s success probability against the computational Diffie-Hellman problem in H. o

Equivalently, if no algorithm significantly better than solving the computational Dif-
fie-Hellman problem in H is available, then recovering b from the public data is com-
putationally infeasible for appropriately chosen parameters. In the case of blind guessing,
the probability of correctly guessing b is

~ 1
Pr[b = b] = N

However, the secrecy of b should be interpreted only as one component of the con-
struction. It does not, by itself, imply semantic security or IND-CPA security of the whole
deterministic block transformation. The block-dependent key matrices are determined by
K; = Ppyio1(a,b),1 < i < n? Thus, once the values a, b, and m are known, all key ma-
trices K; can be reconstructed. Since a is transmitted as public data, the hidden part of
the key state consists of the shared scalar parameter b and the pre-agreed initial index
m.

By Proposition 2, let T denote the period of the bi-periodic Pell key-matrix se-
quence over F,. Since this period arises from a finite invertible augmented state space, the
contribution of m is bounded by Tj. Hence, m should be interpreted modulo Tj. For a
fixed public value a, define the key-state space by

S = H X Z/TugfL.
Each hidden state (b,m) € § determines the block-dependent key matrix K; =
Pn+i—1(a,b). For a fixed block index i, define the map
®;:8 — GLy(F,)
by
®;(b,m) = P,,,;_1(a,b).

The probability of recovering K; by blindly guessing from the structured key-state
space depends on the number of collisions of the map @;. Let

b= max | {(b,m) € S:d;(b,m) = K} |.

Then the optimal blind-guessing probability for the i-th key matrix is bounded by

Hi

Prl,=K;] < ————.
(K, = K;] T H | Ton

In particular, if ®; is injective on the considered key-state space, then

Pr[Kk, = K;] < '
[K, = K;] H | Tog

More generally, for the full key-matrix sequence
(K1, Ky, o Kp2),
one may define
®(b,m) = (Bn(a,b), Ppi1(@b), ..., Prinz_1(ab)).
If the corresponding collision multiplicity is
p = max | {(bym) €S:P(b,m) =K} |,
then the blind-guessing probability for the full key-matrix sequence satisfies

5 o 2
Pr[(K;,...,K,2) = (Kq, ..., K <—
r[( 1 nz) ( 1 nz)] | H | Teff
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This bound should be interpreted as a structured key-state guessing bound, not as a
proof of modern indistinguishability security. It shows that the effective uncertainty of
the key-matrix sequence is governed by the size of the subgroup H, the effective period
Tefr, and possible collisions in the map from hidden states (b,m) to key matrices.

In particular, the key matrices are not independent random matrices from GL,(IF,).
They are consecutive terms of the same bi-periodic Pell matrix sequence. Therefore, the
effective key space is not the full space GL,([F,;), but the structured family generated by
the hidden state (b, m).

The small numerical example in Section 5 uses g = 47 only for illustration. In that
case, the group sizes and effective search spaces are trivially small and provide no cryp-
tographic security. For practical parameter choices, the subgroup H, the subgroup order
q, and the effective period T must be sufficiently large.

Finally, even if recovering bor blindly guessing the full key state is computationally
infeasible, this does not imply semantic security for the deterministic construction. Under
known-plaintext or chosen-plaintext settings, the algebraic relation M; = B; * K; may re-
veal structural information if the same session parameters are reused. These limitations
are discussed separately in the following subsections.

6.3. Chosen Point-Block Reconstruction Limitation

Proposition 3. Let G = (Go) € E(IF,) be a cyclic subgroup of prime order q, and let O denote
the point at infinity. Assume that the same session parameters a, b, and m are reused without
nonce-dependent randomization or point masking. For a fixed block index i, let

~ 40 19
kZl k22

Suppose that an adversary is allowed to submit chosen point blocks in G*** at the same block
index i. If the adversary submits the special block

* __ GO 0
5= (5 GO)’

then the corresponding ciphertext block

M; = B; * K;
is

e = ([ki?]co [ki?]%)
(k52160 [k521Go
Therefore, the chosen point block reveals the elliptic-curve point images of all scalar entries of

K;. If the elliptic-curve discrete logarithm problem in G is efficiently solvable, then the scalar en-
tries

i ki3 kg, e
can be recovered modulo q. Hence, under deterministic parameter reuse and a chosen point-block
model, recovery of the scalar key matrix K;reduces to solving discrete logarithms in G.

Proof. By the definition of the elliptic-curve scalar matrix action, for

o= (: 3

and
@ @
o (KD K
i k(i) k(i) ’
21 22
we have
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Bk ([ki?]fa ® k1P, [kJ1P @ [ké?]Pz)
=t 1 : 21F2)
k1P @ [(k$1P,  [K91P; @ [K$91P,

. (Go O
5=(5 o)
Then P, = Gy, P, =0, P; =0, and P, = G,. Since
[k]lO =0

Now choose

and
PdoO=pP
for every P € G, we obtain

s o (Uai1Go [ei216o
B xK; = <[k(i)]G k916 )
21160 1K221bo

Thus, the ciphertext block directly exposes the point images of the scalar entries of
K;. If ECDLPin G is efficiently solvable, then each scalar kfjg can be recovered from the
corresponding point [kD]G,. Therefore, the scalar key matrix K; can be reconstructed. o

However, this result should be interpreted as a limitation of deterministic parameter
reuse under a chosen point-block model. It does not imply that K; can be recovered effi-
ciently in a properly chosen elliptic-curve subgroup where ECDLP is computationally in-
feasible. It also does not represent a standard IND-CPA proof or a complete security re-
duction. Rather, it shows that without nonce-dependent randomization or point masking,
the deterministic scalar matrix action can expose algebraic information when special
plaintext point blocks are allowed.

In a standard symbol-level chosen-plaintext setting, the adversary may be restricted
by the public symbol-to-point encoding map. If the encoding map does not allow the ad-

versary to construct arbitrary point blocks in G2*?

, especially blocks containing G, and
the point at infinity O in prescribed positions, then the exact reconstruction mechanism
described above may not be directly applicable. Nevertheless, the proposition demon-
strates that deterministic parameter reuse should not be regarded as sufficient for modern
chosen-plaintext security.

Similarly, in a known-plaintext setting, an adversary may observe plaintext-cipher-
text block pairs (B;, M;) satisfying M; = B; * K;. Although this relation is not an ordinary
linear equation over [, because B; and M; are point-valued matrices, it still represents
a deterministic algebraic relation between the plaintext block, the ciphertext block, and
the scalar key matrix. Therefore, repeated use of the same session parameters a, b, and
m may reveal equality patterns or structural relations between blocks.

Consequently, the deterministic version of the proposed construction is not claimed
to provide semantic security or IND-CPA security as a standalone encryption scheme. The
result above is included to clarify the algebraic limitation of the construction under chosen
point-block access. To obtain resistance against standard chosen-plaintext attacks, the con-
struction would need to be extended with nonce-dependent randomization, point mask-
ing, fresh session parameters, or integration into an authenticated-encryption framework.

6.4. Effective Key-State Size and Brute-Force Considerations

The effective secret material of the deterministic construction is determined by the
shared scalar parameter b and the pre-agreed initial index m. Since the scalar parameter
a is transmitted as part of the ciphertext pair (a, M), it is regarded as public information
and is not counted as an independent secret component. For fixed a,b and m, the block-
dependent key matrices are determined by K; = P,,,;_,(a,b),1 < i <n?. Thus, once b
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and m are known, the full key-matrix sequence Ki,Kj,...,K,2 can be reconstructed. Let
B denote the admissible set of values for b, and let M denote the admissible set of initial
indices m. A direct brute-force adversary may test candidate pairs (b',m') € B x M by
computing K; = P,,r,;_;(a,b") and checking whether M; = B; x K{ holds for known
plaintext-ciphertext block pairs. The nominal brute-force search space is therefore

[ Bl M|,
and the nominal key-state size is
log, | B | +log, | M |.

By Proposition 2, the contribution of m must be interpreted with respect to the finite
period Ty of the bi-periodic Pell key-matrix sequence over [F,. If

m = m'(mod Teg),

then m and m' generate the same shifted key-matrix sequence. Therefore, the effective
contribution of m is bounded by

min(| M |, Tegr)-
Hence, the effective brute-force key-state space is more accurately expressed as
[ B |- min(l M |, Tege),
with effective key-state size
log, | B | +log,(min(| M |, Tegr)).

This estimate should not be confused with the size of the full matrix group GL,(F,).
The key matrices are not independently sampled from GL,([F,); rather, they are consecu-
tive terms of the structured sequence K; = P,,,;_1(a, b). Therefore, the effective key space
is governed by the hidden state (b, m), not by

| GL,(F,) I™".

The scalar parameter b is derived from a Diffie-Hellman-type agreement over a sub-
group
H = (p) € Fj.

If b € H, then
[ BI<IHI

Recovering b = " from the public values S,f", ¢ corresponds to a computa-
tional Diffie-Hellman-type problem in H. Therefore, the difficulty of recovering b de-
pends on the size of H and the hardness of the discrete logarithm and computational
Diffie-Hellman problems in that subgroup. Known plaintext-ciphertext pairs may help an
adversary verify candidate hidden states. For example, if (By M;) is known for a fixed
block index i, then a candidate pair (b', m")can be tested by checking whether

M; =B;* P, 4(ab")

holds. Thus, known-plaintext information can reduce the cost of verifying brute-force
guesses, even if it does not directly determine the correct hidden state.

The small numerical example over F,; has a very limited search space and is not
cryptographically secure. It is included only to illustrate the algebraic operation of the
construction. For practical security, the subgroup H, the elliptic-curve subgroup G, and
the effective period T must be sufficiently large. Moreover, deterministic reuse of the
same parameters a, b, and m should be avoided; nonce-dependent key derivation,
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point masking, or fresh session parameters are required for a deployable cryptographic
scheme.

6.5. Computational Complexity Analysis

In this section, the computational cost of the proposed deterministic algebraic block
transformation is analyzed in terms of finite-field operations over F, and elliptic-curve
group operations in G. Let the plaintext matrix be B € G*"**", Since B is divided into
2 x 2 point blocks, the total number of plaintext blocks is N, = n?. For each block index
i, the block-dependent key matrix is K; = P,;4;-1(a,b) € GL,(F,). The encryption of the
i-thblock is givenby M; = B; * K;. Here, * denotes the elliptic-curve scalar matrix action.
This action consists of scalar multiplication of elliptic-curve points by entries of K;,
followed by point addition in the subgroup G. Let Csy denote the cost of one elliptic-
curve scalar multiplication in G, let Cpy denote the cost of one elliptic-curve point
additionin G, and let Cu:q denote the cost of one finite-field operation over F, [3,4,20,24—

26]

6.5.1. Cost of Parameter Agreement

The scalar parameters a and b are generated by a Diffie-Hellman-type agreement
over a multiplicative subgroup H = (f) € FF;. Alice chooses a secret exponent r and
computes E; = 7 (modq). Bob chooses a secret exponent e and computes a =
B¢ (modq), and b = Ef (modq). Alice can recover the same shared scalar parameter by
computing b = a” (modq). Thus, the parameter agreement phase consists of modular
exponentiations in [Fj. Using the square-and-multiply method, each exponentiation
requires O(logq) finite-field multiplications over [F,. Since this phase is performed once
per session, its cost is independent of the number of message blocks. Therefore, it does
not dominate the total computational cost for messages containing many 2 X 2 blocks.

6.5.2. Cost of Generating the Key Matrices

For each block index i, the corresponding block-dependent key matrix is K; =
Ppii_1(a,b) € GL, (Fg). The key matrices are generated over the scalar field [F,. Since
they are consecutive terms of the bi-periodic Pell matrix sequence, they can be computed
sequentially from the recurrence relation. After the initial matrix B, (a, b) is obtained,
each subsequent matrix K;; = P,;;(a,b) requires only a constant number of finite-field
operations over F. Therefore, if the total number of plaintext blocks is N, = n?, then
generating the required sequence Ki,Kj,...,Ky, requires O(N,) finite-field operations
after initialization. If the initial index mis large, computing B,(a,b) by naive iteration
from the beginning of the sequence would require O(m) finite-field operations. For
practical implementation, the initial state should instead be computed using a fast
recurrence method or a matrix-exponentiation method, reducing the initialization cost to
O(logm) finite-field operations. Thus, the total cost of generating all required key
matrices can be expressed as O(logm + N,) finite-field operations over [F,. Since each K;
is a 2 X 2 scalar matrix, the per-block key-generation cost is constant. Moreover, this
finite-field cost is typically much smaller than the elliptic-curve scalar multiplication cost

required by the *-action.

6.5.3. Encryption Complexity per Block

Let B; € G*** and K; € GL,(F,). The encryption of the i-th block is given by the
elliptic-curve scalar matrix action M; = B; * K;. Writing

w=(g" 62
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we obtain
Qi1 = [kg)]Pn S [kg?]Pu:
Q12 = [kiiz)]Pn S [kélz) Pyy,
Q21 = [kﬂ)]Pn 5] [kg?]Pzz»

Q22 = [kgiz)]Pn ® [kgiz)]Pzz-

Each output point requires two elliptic-curve scalar multiplications and one elliptic-
curve point addition. Since each ciphertext block contains four output points, the encryp-
tion of one 2 X 2 block requires 8 elliptic-curve scalar multiplications and 4 elliptic-
curve point additions. Therefore, the encryption cost for one block is

8Csm + 4Cpa + 0(1)Cy,.

Here, Csy denotes the cost of one elliptic-curve scalar multiplication in G, Cps de-
notes the cost of one elliptic-curve point addition in G, and Cg,denotes the cost of one
finite-field operation over [F,. Since the total number of 2 X 2 blocksis N, = n?, the to-
tal encryption cost is

Ny (8Csy + 4Cpa) + O(Ny)C,.

Equivalently, since N, = n?, the dominant encryption cost is 0(n?Csy). This is be-
cause elliptic-curve scalar multiplication is typically much more expensive than finite-
field additions and multiplications used in the generation of the scalar key matrices.

6.5.4. Decryption Complexity per Block

For decryption, the receiver first reconstructs the same block-dependent key matrix
K;. Then the inverse matrix K; ! is computed over the scalar field [Fg,. Since K; is a
2 X 2 matrix, its inverse can be computed as

k(i) _k(i)
kit = dEt(Ki)_l( 0 (il)z)'
—k ki

21

Thus, computing K; ' requires one finite-field inversion in F, and a constant num-
ber of finite-field multiplications and additions, provided that det(K;) # 0. By Lemma 2,
this condition is satisfied because K; € GL,(IF;). After K; ! is obtained, decryption is
performed by B; = M; K[ . The *-action has the same elliptic-curve operation struc-
ture as in encryption. Therefore, for each 2 X 2 ciphertext block, decryption requires 8
elliptic-curve scalar multiplications and 4 elliptic-curve point additions. Let Cj,, denote
the cost of computing one 2 x 2 matrix inverse over [F,. Then the decryption cost for one
block is 8Cgy + 4Cpp + Ciy- Since the total number of blocks is N, = n?, the total de-
cryption cost is N, (8Csy+4Cpa+Crny). Equivalently, since N, = n?, the dominant de-
cryption cost is 0(n?Cgy). This is because Cy,, is a finite-field cost over [F,, whereas el-
liptic-curve scalar multiplication is typically the dominant operation.

6.5.5. Overall Complexity

The total encryption cost consists of three main components:
parameter agreement cost + key-matrix generation cost + block encryption cost.

The parameter agreement phase requires modular exponentiations over [Fy, and its
costis O(logq) finite-field multiplications per exponentiation. The generation of the key-
matrix sequence requires O(logm + N,) finite-field operations over F,, where N, = n?
is the number of 2 X 2 blocks. The block encryption cost for all blocks is N, (8Csy +
4Cpap).

Therefore, the total encryption cost can be written as
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Cenc = O(Iqu) + O(IOgm + Nb) + Nb(8CSM + 4CPA)'
Since N, = n?, this becomes
Cone = 0(log q) + O(logm + n?) + n?(8Csy + 4Cpp).

As elliptic-curve scalar multiplication is typically the dominant operation, the lead-
ing term of the encryption cost is Cepe = 0(n?Csy). Similarly, decryption consists of pa-
rameter reconstruction, key-matrix generation, inverse matrix computation over F,, and
block decryption through the x-action. Hence,

Cdqec = 0(logq) + O(logm + N) + N, (8Csy + 4Cpp + Cipy)-
Equivalently,
Caec = 0(log q) + 0(logm + n?) + n?(8Csy + 4Cpp + Crpy)-

Since Cyyy is a finite-field matrix inversion cost over [, while elliptic-curve scalar
multiplication is the dominant operation, the leading term of the decryption cost is also
Cgec = 0(n*Csy). The main computational costs of the proposed construction are summa-
rized in Table 2.

Table 2. Computational complexity summary.

Operation Complexity
Parameter agreement O(log q)
Initial key-sequence generation O(log m)
Generation of all K; matrices O0(Ny) = 0(n?)
Encryption per block 8 Csy +4 Cpy
Encryption of all blocks n? (8 Csy +4 Cgy)
Decryption per block 8 Csy +4 Cput+ Ciyy
Decryption of all blocks n? (8 Csy +4 Cpat+ Ciny)

Here, N, = n? denotes the total number of 2 X 2 blocks. The dominant cost is
elliptic-curve scalar multiplication, because each block transformation is performed
through the elliptic-curve scalar matrix action M; = B; x K; or, in decryption, B; = M; *
K;'. Compared with a purely finite-field matrix transformation, the proposed
construction has a higher computational cost because each scalar action on an elliptic-
curve point requires elliptic-curve scalar multiplication. This additional cost arises from
representing plaintext and ciphertext entries as elliptic-curve group elements and
applying scalar matrix actions on point-valued blocks. Therefore, the proposed
construction trades computational efficiency for a richer algebraic point-valued block
structure. For practical implementations, the dominant cost remains the elliptic-curve
scalar multiplication in the block transformation. The symbols and cost expressions used
in the computational complexity analysis are listed in Table 3.

Table 3. Symbols used in the computational complexity analysis.

Symbol/Expression Description
Csy Cost of one elliptic-curve scalar multiplication in G
Cpa Cost of one elliptic-curve point additionin G.
Ciny Cost of one 2 x 2 finite-field matrix inversion over F,.
O(log q) Cost order of one modular exponentiation in F; using square-and-multiply.

o ) Cost order of computing the initial term of the key sequence using a fast recur-
ogm . .
g rence or matrix-exponentiation method.
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Cost order of sequentially generating all block-dependent key matrices for

o) N, = n? blocks.
8 Cspy +4 Cpy Cost of encrypting one 2 x 2 block.
8 Coyp +4 Cput+ Ciyy Cost of decrypting one 2x2 block, including inverse matrix computation over F,.
n? (8 Csy +4 Cpy) Total encryption cost for all N, = n? blocks.
n? (8 Csy +4 Cpp+ Ciny) Total decryption cost for all N, = n* blocks.

6.6. Qualitative Comparison with Related Frameworks

This subsection provides a qualitative and structural comparison between the pro-
posed construction and related encryption frameworks. The purpose is not to claim prac-
tical efficiency, standardized security, or security equivalence with AES or established
cryptographic schemes. Rather, the comparison is intended to position the proposed con-
struction with respect to its algebraic domain, transformation structure, and dominant
operations. AES is included only as a standardized reference point for symmetric block
encryption. The classical Hill cipher and recursive matrix-based schemes are included to
position the proposed construction within matrix-based cryptography. Ref. [14] is in-
cluded because it is a Pell-based matrix encryption scheme closely related to the algebraic
motivation of this work. ECC-based hybrid schemes are included to clarify the difference
between standard hybrid approaches, where elliptic-curves are mainly used for key es-
tablishment, and the proposed construction, where elliptic-curve points are used directly
as plaintext and ciphertext entries.

The comparison in Table 4 is qualitative and operation-level. It is not based on im-
plementation-level runtime benchmarking, and it does not imply that the proposed con-
struction achieves the same practical efficiency or formal security level as AES or other
established cryptographic standards. In its present deterministic form, the proposed con-
struction should be interpreted as a theoretical algebraic block transformation rather than
as a deployable authenticated-encryption scheme.

Table 4. Qualitative Comparison of Related Algebraic and Cryptographic Frameworks.

Scheme

Main Algebraic Do- Key and Transformation

. Operation Role in Comparison/Limitation
main Structure

Standardized and highly opti-
mized symmetric block cipher.
S-box evaluations,  Included only as a reference

Byte-oriented finite Substitution-permutation . . .
y P XOR operations, and framework; direct runtime or se-

AES field operations overnetwork with fixed round e L . . o
finite-field multipli- curity comparison requires im-
F,s. structure. . .
cations. plementation-level benchmark-
ing and formal security analysis
[27].
Efficient matrix-based transfor-
mation, but vulnerable to
) L . . . Modular / finite-field T
Classical ~ Modular arithmetic Fixed invertible matrix used . / o known-plaintext attacks when
o . matrix multiplica- . .
Hill cipher over Z,, or F,. for encryption. i enough plaintext-ciphertext
ion. . .
pairs are available to reconstruct
the key matrix by linear algebra.
Fibo- . . . Recursive matrices provide
. Key matrices generated from Recursive matrix .
nacci/Pell o . . .., structured key generation, but
. Finite-fields or mod-recursive sequences such as generation and finite- . .
matrix- _ , , g , ... encryption generally remains a
ular rings. Fibonacci, Lucas, Pell, or re- field matrix multipli- . -~ . )
based . ) finite-field or modular matrix
lated matrix sequences. cation. .
schemes transformation.
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Provides a Pell-matrix-based al-

Pell- i truction; h
sceherl:lesfrcll Finite-field or mod- Pell or Pell-type matrix used Finite-field matrix gebraic construction; however,

Ref. [14]

plaintext and ciphertext entries
are not generally represented as
elliptic-curve points.

ular matrix setting. as an encryption matrix. operations.

ECC is mainly used for key
exchange, key encapsulation,
or public-key encryption;
data encryption is usually
performed by a separate
symmetric cipher.

Elliptic-curve group
ECC-based for key establish-
hybrid ment and symmetric
schemes  encryption domain

for data encryption.

EC scalar multiplica- ECC and data encryption are
tion for key establish-usually separated. The elliptic-
ment; symmetric op- curve component is not typically
erations for data en- used as the direct algebraic do-
cryption. main for every plaintext block.

Theoretical algebraic framework

Elliptic-curve group combining bi-periodic Pell ma-
G € E(F,) for Block-dependent matrices K; trices with elliptic-curve point-
Proposed point-valued = Ppii—1(a,b) € GL,(F,) act Elliptic-curve scalar valued block transformations.
p . __plaintext and cipher-on EC point-valued plaintext multiplication and =~ Computationally more expen-
construction . . e . T
text blocks; scalar  blocks through the right sca- point additionin G. sive than purely finite-field ma-
key matrices over  lar matrix action. trix schemes and deterministic
Fq unless additional randomization

or masking is added.

Note. This table provides a qualitative and operation-level comparison only. It is not based on im-
plementation-level runtime benchmarks or formal security reductions. AES and established hybrid
encryption schemes are included as reference frameworks, not as schemes claimed to be practically
or security-wise equivalent to the proposed construction. In its deterministic form, the proposed
construction should be interpreted as a theoretical algebraic block transformation unless additional

randomization, authentication, and formal security proofs are provided.

7. Conclusions

In this paper, a theoretical algebraic block transformation based on bi-periodic Pell
matrices and elliptic-curve point-valued blocks was presented. The proposed construction
uses block-dependent scalar matrices K; € GL,(F;) to transform plaintext blocks whose
entries lie in the elliptic-curve subgroup G = (Gy) < E(F,). Thus, the encryption
operation is not ordinary finite-field matrix multiplication. Instead, it is defined by the
elliptic-curve scalar matrix action M; = B; * K;.

The main algebraic contribution of the construction is the combination of bi-periodic
Pell matrix sequences over [ with elliptic-curve point-valued block transformations over
G. The construction distinguishes between the elliptic-curve base field [, the subgroup
order g, and the scalar field F,, thereby making the role of scalar multiplication on ellip-
tic-curve points explicit.

The analysis shows that the block-dependent matrices are invertible over [, so the
decryption operation B; = M; » K; " is algebraically well-defined. The scalar parameter
bis derived through a Diffie-Hellman-type agreement over a multiplicative subgroup of
[F3, while the initial index m determines the starting position of the bi-periodic Pell key-
matrix sequence.

At the same time, the deterministic version of the construction has important limita-
tions. Once the parameters a, b, and m are fixed, the key-matrix sequence is determin-
istic and consists of consecutive terms of a recursive matrix sequence rather than inde-
pendent random matrices. Therefore, deterministic reuse of the same session parameters
may reveal equality patterns or algebraic relations under known-plaintext or chosen-
plaintext settings. In particular, under a chosen point-block model, specially structured
inputs may reveal elliptic-curve point images of the scalar entries of K;; recovering the
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corresponding scalar coefficients from these point images is related to the elliptic-curve
discrete logarithm problem in G.

Consequently, the deterministic form of the proposed construction is not claimed to
provide semantic security, IND-CPA security, or authenticated-encryption security as a
standalone cryptographic scheme. The numerical example over F,; is included only to
illustrate the algebraic steps of the construction and does not represent secure crypto-
graphic parameters.

Overall, the proposed framework should be viewed as a theoretical algebraic con-
struction rather than as an implementation-optimized competitor to AES or established
authenticated-encryption schemes. Its main value lies in formalizing how bi-periodic Pell
key matrices can act on elliptic-curve point-valued plaintext blocks through a scalar ma-
trix action.

Future Work

Future work will focus on extending the deterministic algebraic construction with
mechanisms required for modern cryptographic deployment. In particular, nonce-
dependent key derivation, randomized point masking, fresh session parameters, and
message authentication should be incorporated to reduce deterministic reuse and to
support formal security analysis.

Further research may also determine the exact periods of bi-periodic Pell matrix se-
quences over finite fields, analyze possible collisions in the map from hidden states to key-
matrix sequences, and study alternative recursive matrix families. Another important di-
rection is to develop a randomized version of the construction and study its security under
standard indistinguishability models such as IND-CPA or authenticated-encryption secu-
rity. The implementation-level performance of such an enhanced version may then be
compared with established cryptographic schemes through proper benchmarking.
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Appendix A
Appendix A.1. Points on E(FF,;) and Symbol-to-Point Mapping

This appendix collects supplementary numerical material used in the illustrative ex-
ample of Section 5. The purpose of this appendix is to ensure reproducibility and trans-
parency of the proposed construction, while keeping the main text focused on the algo-
rithmic structure, security arguments, and complexity analysis. This subsection lists the
affine points of the elliptic-curve y? = x* + 3x + 41(mod47) as follows:

Table A1l. Points on E(F,;).

14) (233) (10,15) (10,32) (11,18) (11,29) (13,16) (13,31) (14,17) (14,30)
167) (1640) (19,1) (1946) (20,8) (20,39) (21,23) (21,24) (24,5) (24,42)
(721) (27,26) (28,9) (2838) (30,23) (30,24) (33,13) (33,34) (3422) (34,25)
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(354) (3543) (3815) (38,32) (40,10) (40,37) (41,18) (41,29) (42,18) (42,29)
(4323) (4324) (4511) (4536) (46,15) (46,32) O

The point set was obtained by exhaustive enumeration over F,,, verifying the curve
equation for each candidate pair (x,y). A total of 46 affine points were identified; together
with the point at infinity O, this yields #E(F,;) = 47. Since the group order is prime, the
elliptic curve group is cyclic, and every non-identity point is a generator. In particular, the
point G, = (2,14) generates the whole group. Hence, in this numerical example, we take
G = (Gy) = E(F,4,). For the purpose of encrypting textual data in Section 5, each character
(letters, digits, and selected symbols) is mapped to a unique point on E(F,;). The
mapping is fixed and publicly known, serving only as an encoding mechanism rather than
a source of cryptographic secrecy. The assignment was constructed by selecting distinct
points from the elliptic-curve group and associating them with characters in a
deterministic manner. This mapping ensures a one-to-one correspondence between
symbols and elliptic-curve points, enabling block-wise matrix construction over encoded
plaintext.

Table A2. Character Table.

A B C D E F G H I ]
2,14) (28,9) (21,24)  (3334)  (40,10)  (11,29)  (4229)  (4511)  (27,26)  (35,4)
K L M N O P Q R S T
(46,15)  (20,39)  (41,18)  (1640)  (4324)  (10,15)  (2442)  (30,23)  (1946)  (38,15)
U \ W X Y zZ 0 1 2 3
(1417)  (3425)  (1316)  (1331)  (3422)  (1430) (3832 (19,1 (30,24)  (24,5)
4 5 6 7 8 9 - ! @ #
(1032)  (4323)  (167) (41,29)  (20,8) (46,32)  (3543)  (27,21)  (4536)  (42,18)
$ % & * 3 A

(11,18)  (40,37)  (21,23)  (2838)  (2,33) (33,13)

- (2,14)
(27,26)
(20,39)
(13,31)
(40,10)
(43,24)
(33,34)

[(21,24)

Bl_

Note. Each table entry consists of a plaintext character and its corresponding elliptic-curve point.
The special symbols -, |, @, #, $, %, &, *, _, and * denote the hyphen, exclamation mark, at sign,
number sign, dollar sign, percent sign, ampersand, asterisk, underscore, and caret, respectively.
These symbols are included only as plaintext alphabet characters in the symbol-to-point encoding

map and should not be interpreted as mathematical operations.

Appendix A.2. Complete Block Computations

This subsection provides the complete Pell matrix computations used in the numer-
ical example of Section 5. The plaintext matrix is given as follows:

(233) (289) (27.26) (3543) (10,15) (40,10) (30,23)
(4324) (3334) (27.26) (21,24) (2,33) (10,15) (40,10)
(20,39) (2,33) (41,18) (2.14) (3815) (30,23) (27,26)
(3543) (289) (2,14) (19,46) (40,10) (33,34) (2,33)
(16,40) (21,24) (30,23) (34,22) (10,15) (38,15) (27,26)
(16,40) (2,33) (41,18) (40,10) (38,15) (45,11) (43,24)
(2,33)  (4324) (34,25) (40,10) (30,23) (2,33) (40,10)
(21,24) (233) (233) (233) (233) (233) (233) |

Block matrices B; are listed as follows:

(214) (233 289) (27,26
_[? 5]=[(27,26)) ((43,24))] Bzz[g ﬂ=[((33,34)) (27,263
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5. [~ P1_[B543) (10,15)] o _(E Ry _[(40,10) (30,23)
3_[6 ]‘_(21,24) (2,33) | 4‘[19 E]_[(10,15) (40,10)
5. [b L] _[(2039) (2039 , _1_ M_[(233) (4118)
5—[x _]‘,(13,31) (35,43)] 6‘[3 A]_[(28,9) (2,14)

g [A TI_[@10) (3815 , _[R 1] _[(3023) (2726)
7‘[5 E]_,(19,46) (40,10)] 8 ~ [p ]_[(33,34) (2,33)
5. = [E N)_[(4010) (1640)) , _1C Ry_[(2L24) (3023)
9—[0 N]_[(43,24) (16,40)] 10‘[ M]_ (2,33) (41,18)

g =[Y P1=[BG422) (1015 , T [1]_[B815) (27,26
11‘[5 T]_ (40,10) (38,15)] 12_[H 0]‘ (45,11) (43,24)
_[D _1_[B334) (233) [0 V7 [(4324) (34:25)
Bu=[c ¢l= (21,24) (21,24)] Bu=| _]—[(2,33) (2,33)
_[E Ry _[(40,10) (30,23) . E7_[(233) (40,10)
315—[_ _]‘[(2,33) (2,33) Bl"‘[_ _]_[(2,33) (2,33)

Block matrices M; are listed as follows:

_ 5 _[(@214)  (233) 18 46 _[(13,31) (14,30))
Ml_Bl*P29(23’43)_[(27,26) (43.24)]*[41 20] (m0d47)‘[(34,22) (27,26)]
_ 5 _[@89) (27,26)] 22 18 _ [(30,24) (30,24))
My = By * Foo(23.43) = | 3334) (27.26)]*[14 41] (mod47) = | 1430) (30,23)]
(30,23)  (43,23)]
(21,24)  (42,18)]

(35,43)  (10,15)

My =By * P1(2343) = | 150 (233)

[ 3o -

(19,46)  (2,33) ]
(21,23)  (13,31)]

[(40,10) (30,23)] N [40
3

My =By * P5p(2343) = | 1015) (40.10)

24 3
22] (mod47) =

_ 5 _[(20,39) (2039)] .16 38 _[(20,8) (45,36)]
Ms = Bs x F5a(2343) = [ 1331) (35.43)]*[40 24) (mod47) =1 1430) (16,40)]
(3832) (21,23)

_ (2,33) (41,18)] 118 6
M6=B6*P34(23'43)=( ) )]*[36 (34,22) (40,10)

(28,9) (2,14) 40] (mod47) =
(2,14)  (38,15)] . [12

(33,13) (30,24)
(19,46) (40,10)] * l18

M; = By * P55 (2343) = (4632) (42,18)

z] (mod47) = [

M8 = BB * p36(23’43) =

(30,23) (27,26)] . [21
25

12 _ [(4536) (28,9)
(33,34)  (2,33) 18](m0d47)_[ ]

(20,39) (24,5)

(41,18) (14,17)

o _ [(40,10) (1640)] 119
M9_39*P37(23’43)_[ ]*[21 (4324) (27,26)

27
(43,24) (16,40) 12] (m°d47):[
(21,24) (30,23)]*[14 19

(14,30) (20,39)
(233) (41,18)] " 120 21 ]

| (mods7) = [(46.15) (19,46)

MlO = Bl() * ﬁ38(23’43) = [

(34,22) (10,15) (2,14) (28,9)]
0

_ = _ 8 18 _
My1 = By * P39(23,43) = [(40,10) (38,15)] * [14 19] (mod47) = (27,21)
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(34,22) (33,34)

~ ) 5 )
My, = By * Py(23,43) = [(38 1) (3 26)] * [219 184] (mod47) = [(20,39) (45,36)

(4511) (43,24)

(13,16) (38,32)

~ 33,34 2,33 13 44
M3 = B3 x P,1(23,43) = ( ) @3 ] * [29 3 ] (m (43,23) (43,24)

(21,24) (21,24) 0d47) =
(2,33) (41,29)

_ 4324) (34.25)] . 14
My, = 314*p42(23,43)=[( ) )]*[31 (289) (40,10)

13 B
(233) (2,33) 29] (mod47) =
(38,32) (40,37)

_ 40,10) (30,23)] . 2
M5 = Bys * Py3(2343) = [( ) )] * [14 (10,32) (10,15)

18
(233)  (233) 13] (mod47) =
(2,33) (40,10) (38,15) (14,17)

- 40 2
Myg = Byg * P, (23,43) = [(2,33) (2,33) ] * [12 14-] (mod47) = [(4—0,37) (10,32)

The ciphertext matrix M is assembled from the ciphertext blocks My, M,, ..., M4 as
follows:

(13,31) (14,30) (30,24) (30,24) (30,23) (43,23) (19,46) (2,33) "
(3422) (27,26) (14,30) (30,23) (21,24) (42,18) (21,23) (13,31)
(20,8) (4536) (3832) (21,23) (33,13) (30,24) (4536) (28,9)
(14,30) (16,40) (34,22) (40,10) (46,32) (42,18) (20,39) (24,5)
(41,18) (14,17) (1430) (20,39) (2,14) (289) (3422) (33,34)
(4324) (27,26) (46,15) (19,46) (27,21) O  (20,39) (4536)
(13,16) (38,32) (2,33) (41,29) (3832) (40,37) (38,15) (14,17)
(43,23) (43,24) (289) (40,10) (10,32) (10,15) (40,37) (10,32)]

The recovered plaintext coincides with the original message, illustrating the correct-
ness of the proposed algebraic construction for the numerical example.

M =

[(13,31) (14,30) (30,24) (30,24) (30,23) (43,23) (19,46) (2,33)1
(34,22) (27,26) (1430) (30,23) (21,24) (42,18) (21,23) (13,31)
(20,8) (4536) (38,32) (21,23) (33,13) (30,24) (4536) (289)
(14,30) (16,40) (34,22) (40,10) (46,32) (42,18) (20,39) (24,5)
(41,18) (14,17) (1430) (20,39) (2,14) (289) (3422) (33,34)
(4324) (27,26) (46,15) (19,46) (27,21) O  (20,39) (45,36)
(13,16) (3832) (2,33) (41,29) (3832) (40,37) (38,15) (14,17)
(43,23) (43,24) (289) (40,10) (10,32) (10,15) (40,37) (10,32)]

Also, the ciphertext blocks M; are listed as follows:

. = [(133D) (1430) _[(30,24) (30,24)] ., _ [(30,23) (43,23)
17 (34,22) (27,26)] 27 [(14,30) (30,23)] 37 (21,24) (42,18)]
o, = [(1946)  (233) _[(20,8) (45,36) _[(3832) (21,23)
4+~ [(21,23) (13,31)] 5~ [(14,30) (16,40) 6_[(34,22) (40,10)

(33,13) (30,24) [(45,36) (28,9) [(41,18) (14,17)]

M7=[(46,32) (42,18)] 78 T |(20,39) (24,5)] 0~ |(43,24) (27,26)

M, = (14,30) (20,39)] M, = (2,14) (25(39,9)] M, = [(34,22) (33,34)

~ |(46,15) (19,46) ~ 127,21) (20,39) (45,36)

_[(13,16) (38,32) _[(233) (41,29) [(3832) (40,37)
M13‘[(43,23) (43,24)] M14‘[(28,9) (40,10)] Mls‘[(10,32) (10,15)
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M16=[

(38,15) (14,17)
(40,37) (10,32)

B,o '(23,43)(mod47) = [249

By, 1 (23,43)(mod47) = g?
B, 1(23,43)(mod47) = ‘3*3

39

Ps, 1(23,43)(mod47) = o

Py (2343)(mod47) = | 392

B,, " (23,43)(mod47) = 13
B, " (23,43)(mod47) = 12
B, " (23,43)(mod47) = ‘Z*g
Py, " (23,43)(mod47) = g;
B,y '(23,43)(mod47) = ;i
Py ' (23,43)(mod47) = ig
B, 1 (23,43)(mod47) = g;

B,, ' (23,43)(mod47) = [3:

B, " (23,43)(mod47) = ‘2*1
38

P,s '(23,43)(mod47) = i

23

P, '(23,43)(mod47) = "

Combining the recovered blocks gives the following plaintext matrix:

_1(1331)  (14,30)] 129
B = [(34,22) (27,26)] * [ 4

5 _ [B024) (30247 136
2_[(14,30) (30,23)]* 37

5. _ [3023) (4323)) a5
3T [(21,24) (42,18)] * [39

51’3] (mod47)
194] (mod47)
ig] (mod47)
i3] amoda7)
ﬂ] (mod47)
i;] (mod47)
gg] (mod47)
gﬂ (mod47)
3] Gmod47)
27] Gmoda7)
330] (mod47)
ﬂ] (mod47)
210] (mod47)
gg] (mod47)
] Gmoda)

37
12] (mod47)

321 [ (214)
12
14]: (28,9)
9
30
13] - [(21,24)

B [(27,26) (43,24)

(33,34) (27,26)

(35,43) (10,15)
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B = (19,46) (2,33) L [39
* 7 1(21,23) (13,31)] " [31
B — (20,8) (45,36)]*[9
57 [(14,30) (16,40)] " 132
B — [(38,32) (21,23)] . [15
67 1(34,22) (40,10)] " L10
B — [(33,13) (30,24)] . [16
77 [(46,32) (42,18)] " l46
_ [(45,36) (28,9)] . 140
Bs = [(20,39) (24,5)] * [28
B — [(41,18) (14,17)] N [27
o7 [(43,24) (27,26)] " I35
B = (14,30) (20,39)]* 32
107 [(46,15) (19,46)] 121
B — (2,14) (28,9)]* 36
17 [(27,21) 0 18
B :[(34,22) (33,34)] 22
1271(20,39) (45,36)] 132
B = (13,16) (38,32)]*[34
137 1(43,23) (43,24) 6
_[(2,33) (41,29) L[4
314_[(28,9) (40,10)] [21
B. = [(38,32) (40,37)] . [38
157 [(10,32) (10,15)] " I35

Bl6=[

F(2,14)
(27,26)
(20,39)
(13,31)
(40,10)
(43,24)
(33,34)

[(21,24)

(2,33)
(43,24)
(20,39)
(35,43)
(16,40)
(16,40)
(2,33)
(21,24)

(38,15) (1417)] [23 32
(40,37) (10,32)]*[

(289) (27,26)
(33,34) (27,26)
(2,33) (41,18)

(289) (2,14)
(21,24) (30,23)
(2,33) (41,18)

(43,24) (34,25)
(233)  (2.33)

34 12
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The reconstructed plaintext matrix is obtained as follows:

13] _ [(40,10) (30,23)]
411 7 1(10,15) (40,10)
21]: (20,39) (20,39)]
14l 7 [(13,31) (3543)
331 [(233) (41,18)
42 _[(28,9) (2,14)
391 _[(214) (3815)
32]_[(19,46) (40,10)
361 [(30,23) (27,26)
31 ‘[(33,34) (2,33)
45 :[(40,10) (16,40)
31l T [(43,24) (16,40)
271 [(21,24) (30,23)
371 7 [ (2,33) (41,18)]
31 _[(3422) (10,15)
30]‘ (40,10) (38,15)]
217 [(38,15) (27,26)
121‘[(45,11) (43,24)]
11_[(3334) (233)
20]_ (21,24) (21,24)]
27]=[(43,24) (34,25)
36l ~1(233)  (233)
45]=[(40,10) (30,23)
42171233 (233)
_[(233) (40,10)
_[(2,33) (2,33)
(35,43) (10,15) (40,10) (30,23)]
(21,24) (2,33) (10,15) (40,10)
(214) (3815) (30,23) (27,26)
(19,46) (40,10) (33,34) (2,33)
(3422) (10,15) (38,15) (27,26)
(40,10) (38,15) (4511) (43,24)
(40,10) (30,23) (2,33) (40,10)
(233)  (233) (233) (233) |
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    B  i


    M  i =   B  i ⋆   K  i .


  ⋆ :   G  2 × 2 ×   M 2  (   𝔽  q ) ⟶   G  2 × 2


    M  i


  M ∈   G  2 n × 2 n


  ( a , M ) .


  B ∈   G  2 n × 2 n


    B  i ∈   G  2 × 2


    M  i =   B  i ⋆   K  i


    K  i =     P ~  m + i − 1 ( a , b ) ∈ G   L 2 (   𝔽  q )


  ⋆


  q


  G ⊆ E (   𝔽  p )


  m


  ( a , M )


  E /   𝔽  p


  G = ⟨   G 0 ⟩ ⊆ E (   𝔽  p )


  q


  r


  m


    𝜙  − 1


  P


  b ≡   a  r ( mod   q ) .


  M


    n 2


    M 1 ,   M 2 , … ,   M    n 2 ,


    M  i ∈   G  2 × 2 .


  i = 1 , 2 , … ,   n 2


    K  i ←     P ~  m + i − 1  ( a , b ) ∈   M 2  (   𝔽  q ) .


    K  i  − 1 ←     P ~  m + i − 1 ( a , b  )  − 1 ,  


  a , b ∈   𝔽  q ×


    K  i ∈ G   L 2 (   𝔽  q ) ,


    K  i  − 1


    𝔽  q


    B  i ←   M  i ⋆   K  i  − 1 .


    B  i


  B ∈   G  2 n × 2 n .


  B


    𝜙  − 1


  P


  ( a , M )


  b =   a  r ( mod q )


    M  i ∈   G  2 × 2


    B  i =   M  i ⋆   K  i  − 1 ,


    K  i =     P ~  m + i − 1 ( a , b ) ∈ G   L 2 (   𝔽  q ) .


  B


  P


  m


  “A BI-PERIODIC PELL MATRIX BASED ENCRYPTION METHOD OVER ECC” .


    E    𝔽 47 :   y 2 =   x 3 + 3 x + 41 ( mod 47 )


    𝔽 47


    𝔽 47


  𝒪


  # E (   𝔽 47 ) = 46 + 1 = 47 .


  E (   𝔽 47 )


    G 0 = ( 2 , 14 ) ≠ 𝒪


  G = ⟨   G 0 ⟩ = E (   𝔽 47 )


  q = ∣ G ∣ = 47 .


  p = q = 47


  p


  q


  q


  p


  ( x , y ) ∈   𝔽 47 ×   𝔽 47


  2 × 2


  8 × 8


  2 n = 8 , n = 4 ,   n 2 = 16 .


  2 × 2


   [          A  _   I  O     B  I   D  I      L  L   X  _     _  M   B  A        −  P   C  _     E  R   P  E      A  T   S  E     R  I   D  _         E  N   O  N     C  R   _  M      D  _   C  C     O  V   _  _        Y  P   E  T     T  I   H  O      E  R   _  _     _  E   _  _ ]


  “ _ ”


  8 × 8


  B = (   b  j , k  )  8 × 8 ,     b  j , k ∈ G


  B =  [       ( 2 , 14 )  ( 2 , 33 )     ⋯  ( 30 , 23 )      ⋮    ⋮     ⋱    ⋮      ( 21 , 24 )  ( 21 , 24 )     ⋯  ( 2 , 33 ) ]


  B


  2 × 2


  B


  8 × 8


  4


  4


  4 ⋅ 4 = 16 .


    B 1 ,   B 2 , … ,   B 16 .  


  1 ≤ r , s ≤ 4


  i = ( r − 1 ) 4 + s .


  ( r , s )


    B  i =  [      b  2 r − 1 , 2 s − 1    b  2 r − 1 , 2 s     b  2 r , 2 s − 1    b  2 r , 2 s ] ∈   G  2 × 2 .


  r = 1


  s = 1


    B 1 =  [    A  _   I  O ] =  [    ( 2 , 14 )  ( 2 , 33 )   ( 27 , 26 )  ( 43 , 24 ) ] .


  r = 1


  s = 2


  i = ( 1 − 1 ) 4 + 2 = 2 ,


    B 2 =  [    B  I   D  I ] =  [    ( 28 , 9 )  ( 27 , 26 )   ( 33 , 34 )  ( 27 , 26 ) ] .


    B 3 , … ,   B 16


  2 × 2


  8 × 8


  2 × 2


  B


  a


  b


    𝔽 47 × .


  𝛽 = 5


    𝔽 47 ×


  r = 21 .


  m = 29 .


    E 1 ≡   𝛽  r ≡  5 21 ≡ 15   ( mod 47 ) .


  ( 𝛽 ,   E 1 ) = ( 5 , 15 ) ,


  r = 21


  m = 29


    ( 𝛽 , E 1 )


  a


  b


  e = 5 ,   1 < e < 46 .


  a ≡   𝛽  e ≡  5 5 ≡ 23   ( mod 47 ) ,


  b ≡   E 1  e ≡  15 5 ≡ 43   ( mod 47 ) .


   ( a , b ) =  ( 23 , 43 ) .


  m = 29


      P ~  m + i − 1 ( a , b )  ( m o d 47 ) ≡  [        (   b  a )  𝜉 ( m + i − 1 ) P  m + i      b  a P  m + i − 1     P  m + i − 1    (   b  a )  𝜉 ( m + i − 1 )   P  m + i − 2 ]  ( m o d 47 )


  ≤ i ≤


      P ~  m + i − 1 ( a , b ) ∈ G   L 2 (   𝔽 47 )


    K  i =     P ~  m + i − 1  ( 23 , 43 ) ,   1 ≤ i ≤ 16 .


    K 1 =     P ~ 29 ( 23 , 43 ) ,   K 2 =     P ~ 30 ( 23 , 43 ) ,   K 3 =     P ~ 31 ( 23 , 43 ) , …


    K 1 =     P ~ 29 ( 23 , 43 ) =  [    18  46   41  20 ] ( mod 47 ) ,


    K 2 =     P ~ 30 ( 23 , 43 ) =  [    22  18   14  41 ] ( mod 47 ) ,


    K 2 =     P ~ 30 ( 23 , 43 ) =  [    22  18   14  41 ] ( mod 47 ) ,


    K 3 =     P ~ 31 ( 23 , 43 ) =  [    24  35   22  18 ] ( mod 47 ) .


    K 4 , … ,   K 16  


    B  i


    𝔽 47


    K  i


    B  i


  i


    M  i =   B  i ⋆   K  i ,


  ⋆


    B  i =  [      P 1    P 2     P 3    P 4 ]   ∈ G  2 × 2 ,     K  i =  [      k 11   ( i )    k 12   ( i )     k 21   ( i )    k 22   ( i ) ] ∈ G   L 2 (   𝔽 47 ) .


    B  i ⋆   K  i =  [    [   k 11   ( i ) ]   P 1 ⊕ [   k 21   ( i ) ]   P 2  [   k 12   ( i ) ]   P 1 ⊕ [   k 22   ( i ) ]   P 2   [   k 11   ( i ) ]   P 3 ⊕ [   k 21   ( i ) ]   P 4  [   k 12   ( i ) ]   P 3 ⊕ [   k 22   ( i ) ]   P 4 ] .


   [ k ] P


  P ∈ G


  k ∈   𝔽 47


  ⊕


  G ∈ E (   𝔽 47 )


    B 1 =  [    ( 2 , 14 )  ( 2 , 33 )   ( 27 , 26 )  ( 43 , 24 ) ] ,   K 1 =  [    18  46   41  20 ] .


    M 1 =   B 1 ⋆   K 1 .


    M 1 =  [    [ 18 ] ( 2 , 14 ) ⊕ [ 41 ] ( 2 , 33 )  [ 46 ] ( 2 , 14 ) ⊕ [ 20 ] ( 2 , 33 )   [ 18 ] ( 27 , 26 ) ⊕ [ 41 ] ( 43 , 24 )  [ 46 ] ( 27 , 26 ) ⊕ [ 20 ] ( 43 , 24 ) ] .


    E    𝔽 47


  [ 41 ] ( 2 , 33 ) = ( 11 , 29 ) ,


  [ 20 ] ( 43 , 24 ) = ( 30 , 23 ) .


  ( 30 , 23 ) ⊕ ( 11 , 29 ) = ( 13 , 31 ) ,


  ( 27 , 21 ) ⊕ ( 30 , 23 ) = ( 27 , 26 ) .


    M 1 =  [    ( 13 , 31 )  ( 14 , 30 )   ( 34 , 22 )  ( 27 , 26 ) ] .


    B 2 =  [    ( 28 , 9 )  ( 27 , 26 )   ( 33 , 34 )  ( 27 , 26 ) ] ,     K 2 =  [    22  18   14  41 ] .


    M 2 =   B 2 ⋆   K 2 .


    M 2 =  [    ( 30 , 24 )  ( 30 , 24 )   ( 14 , 30 )  ( 30 , 23 ) ] .


    M 3 , … ,   M 16


    K  i =     P ~  m + i − 1  ( 23 , 43 ) ,   1 ≤ i ≤ 16 .


  M ∈   G  8 × 8 .


  ( a , M )


  m = 29


  ( a , M )


  b


  r = 21


  a = 23


  b ≡   a  r ≡  23 21 ≡ 43 ( mod 47 ) .


  ( a , b ) = ( 23 , 43 ) .


  M


  2 × 2


    M 1 ,   M 2 , … ,   M 16 ,   M  i ∈   G  2 × 2 .


  i


    K  i =     P ~  m + i − 1  ( 23 , 43 ) .


  a , b ∈   𝔽 47 ×


    K  i ∈ G   L 2  (   𝔽 47 ) .


    K  i  − 1


    𝔽 47


    B  i =   M  i ⋆   K  i  − 1 .


  i = 1


    M 1 =  [    ( 13 , 31 )  ( 14 , 30 )   ( 34 , 22 )  ( 27 , 26 ) ] .


    K 1  − 1 =  [    29  32   4  12 ]   ( mod 47 ) .


    B 1 =   M 1 ⋆   K 1  − 1 .


    B 1 =  [    [ 29 ] ( 13 , 31 ) ⊕ [ 4 ] ( 14 , 30 )  [ 32 ] ( 13 , 31 ) ⊕ [ 12 ] ( 14 , 30 )   [ 29 ] ( 34 , 22 ) ⊕ [ 4 ] ( 27 , 26 )  [ 32 ] ( 34 , 22 ) ⊕ [ 12 ] ( 27 , 26 ) ] .


  G = E (   𝔽 47 )


    B 1 =  [    ( 2 , 14 )  ( 2 , 33 )   ( 27 , 26 )  ( 43 , 24 ) ] .


    B 1 ,   B 2 , … ,   B 16


  B ∈   G  8 × 8 .


    𝔽  q ×


    𝔽  q


    𝔽  p


  G = ⟨   G 0 ⟩ ⊆ E (   𝔽  p )


  q


  a


  b


    K  i =     P ~  m + i − 1 ( a , b ) ,


    𝔽  q


  q


  G


  a


  b


    𝔽  q ×


  G


  i


    M  i =   B  i ⋆   K  i ,


    B  i ,   M  i ∈   G  2 × 2


    K  i ∈ G   L 2 (   𝔽  q ) .


  b


    𝔽  q ×


    K  i =     P ~  m + i − 1 ( a , b )


  G


    𝔽 47


  p


  q


  a


  b


  m


  E /   𝔽  p


  G = ⟨   G 0 ⟩ ⊆ E (   𝔽  p )


  q


  ⋆


  M


  𝛽


    E 1 =   𝛽  r


  e


    b = 𝛽  e r


  m


    𝔽  q


    T  k


    T  k


  recover the shared scalar parameter  b ,


  recover the plaintext point blocks    B  i  from    M  i =   B  i ⋆   K  i .


    B  i


    M  i


  a


  b


  m


  G


  q


  b


    K  i


    𝔽  q ×


  H = ⟨ 𝛽 ⟩ ⊆   𝔽  q ×


  𝛽


  N = ∣ H ∣ .


  r


    E 1 =   𝛽  r .


  e


  a =   𝛽  e ,


  b =   E 1  e =   𝛽  r e .


  b =   a  r =   𝛽  e r .


  ( a , b ) ∈   𝔽  q × ×   𝔽  q × .


  𝛽 ,   E 1 =   𝛽  r , a =   𝛽  e ,


  b =   𝛽  r e


  b


  H


  H = ⟨ 𝛽 ⟩ ⊆   𝔽  q ×


  N


  r , e


  H


    E 1 =   𝛽  r , a =   𝛽  e , b =   𝛽  r e .


  𝒜


  ( 𝛽 ,   E 1 , a ) = ( 𝛽 ,   𝛽  r ,   𝛽  e ) ,


  b =   𝛽  r e


  𝜀


  𝒜


  H


  𝜀


  H


  ( 𝛽 ,   𝛽  r ,   𝛽  e ) ,


    𝛽  r e .


  b =   E 1  e =   a  r


  b


   ( 𝛽 ,   E 1 , a )


  H


  b


  H


  H


  b


  b


  Pr ⁡ [   b ^ = b ] =  1  N .


  b


    K  i =     P ~  m + i − 1  ( a , b ) ,   1 ≤ i ≤   n 2 .


  a


  b


  m


    K  i


  a


  b


  m


    T  k


    F  q


    T  k


    T  k


  a


  𝒮 = H × ℤ /   T eff ℤ .


  ( b , m ) ∈ 𝒮


    K  i =     P ~  m + i − 1 ( a , b ) .


  i


   Φ  i : 𝒮 ⟶ G   L 2 (   𝔽  q )


   Φ  i ( b , m ) =     P ~  m + i − 1 ( a , b ) .


    K  i


   Φ  i


    𝜇  i =   max ⁡  K ∈ G   L 2 (   𝔽  q ) ∣ { ( b , m ) ∈ 𝒮 :  Φ  i ( b , m ) = K } ∣ .


  i


  Pr ⁡ [     K  i ^ =   K  i ] ≤     𝜇  i  ∣ H ∣   T eff .


   Φ  i


  Pr ⁡ [     K  i ^ =   K  i ] ≤  1  ∣ H ∣   T eff .


  (   K 1 ,   K 2 , … ,   K    n 2 ) ,


  Φ ( b , m ) =  (     P ~  m ( a , b ) ,     P ~  m + 1 ( a , b ) , … ,     P ~  m +   n 2 − 1 ( a , b ) ) .


  𝜇 =   max ⁡  𝒦 ∣ { ( b , m ) ∈ 𝒮 : Φ ( b , m ) = 𝒦 } ∣ ,


  Pr ⁡ [ (     K ^ 1 , … ,     K ^    n 2 ) = (   K 1 , … ,   K    n 2 ) ] ≤   𝜇  ∣ H ∣   T eff .


  H


    T eff


  ( b , m )


  G   L 2 (   𝔽  q )


  G   L 2 (   𝔽  q )


  ( b , m )


  q = 47


  H


  q


    T eff


  b


    M  i =   B  i ⋆   K  i


  G = ⟨   G 0 ⟩ ⊆ E (   𝔽  p )


  q


  𝒪


  a


  b


  m


  i


    K  i =     P ~  m + i − 1 ( a , b ) =  (      k 11   ( i )    k 12   ( i )     k 21   ( i )    k 22   ( i ) ) ∈ G   L 2 (   𝔽  q ) .


    G  2 × 2


  i


    B  i ∗ =  (      G 0  𝒪   𝒪    G 0 ) ,


    M  i ∗ =   B  i ∗ ⋆   K  i


    M  i ∗ =  (    [   k 11   ( i ) ]   G 0  [   k 12   ( i ) ]   G 0   [   k 21   ( i ) ]   G 0  [   k 22   ( i ) ]   G 0 ) .


    K  i


  G


    k 11   ( i ) ,   k 12   ( i ) ,   k 21   ( i ) ,   k 22   ( i )


  q


    K  i


  G


  B =  (      P 1    P 2     P 3    P 4 )


    K  i =  (      k 11   ( i )    k 12   ( i )     k 21   ( i )    k 22   ( i ) ) ,


  B ⋆   K  i =  (    [   k 11   ( i ) ]   P 1 ⊕ [   k 21   ( i ) ]   P 2  [   k 12   ( i ) ]   P 1 ⊕ [   k 22   ( i ) ]   P 2   [   k 11   ( i ) ]   P 3 ⊕ [   k 21   ( i ) ]   P 4  [   k 12   ( i ) ]   P 3 ⊕ [   k 22   ( i ) ]   P 4 ) .


    B  i ∗ =  (      G 0  𝒪   𝒪    G 0 ) .


    P 1 =   G 0


    P 2 = 𝒪


    P 3 = 𝒪


    P 4 =   G 0


  [ k ] 𝒪 = 𝒪


  P ⊕ 𝒪 = P


  P ∈ G


    B  i ∗ ⋆   K  i =  (    [   k 11   ( i ) ]   G 0  [   k 12   ( i ) ]   G 0   [   k 21   ( i ) ]   G 0  [   k 22   ( i ) ]   G 0 ) .


    K  i


  G


    k  u v   ( i )


  [   k  u v   ( i ) ]   G 0


    K  i


    K  i


    G  2 × 2


    G 0


  𝒪


    ( B  i ,   M  i )


    M  i =   B  i ⋆   K  i .


    𝔽  q


    B  i


    M  i


  a


  b


  m


  b


  m


  a


  ( a ,   M )


  a ,   b


  m


    K  i =     P ~  m + i − 1  ( a , b ) ,   1 ≤ i ≤   n 2


  b


  m


    K 1 ,   K 2 , … ,   K    n 2


  ℬ


  b


  ℳ


  m


  (   b ′ ,   m ′ ) ∈ ℬ × ℳ


    K  i ′ =     P ~    m ′ + i − 1 ( a ,   b ′ )


    M  i =   B  i ⋆   K  i ′


  ∣ ℬ ∣ ⋅ ∣ ℳ ∣ ,


    log ⁡ 2 ∣ ℬ ∣ +   log ⁡ 2 ∣ ℳ ∣ .


    T k


    𝔽  q


  m ≡   m ′ ( mod     T eff ) ,


  m


    m ′


  m


  min ⁡ ( ∣ ℳ ∣ ,   T eff ) .


  ∣ ℬ ∣ ⋅ min ⁡ ( ∣ ℳ ∣ ,   T eff ) ,


    log ⁡ 2 ∣ ℬ ∣ +   log ⁡ 2  ( min ⁡ ( ∣ ℳ ∣ ,   T eff ) ) .


  G   L 2 (   𝔽  q )


  G   L 2 (   𝔽  q )


    K  i =     P ~  m + i − 1 ( a , b ) .


  ( b , m )


  ∣ G   L 2 (   𝔽  q )  ∣    n 2 .


  b


  H = ⟨ 𝛽 ⟩ ⊆   𝔽  q × .


  b ∈ H


  ∣ ℬ ∣ ≤ ∣ H ∣ .


  b =   𝛽  r e


  𝛽 ,   𝛽  r ,   𝛽  e


  H


  b


  H


   (    B  i ,    M  i )


  i


  (   b ′ ,   m ′ )


    M  i =   B  i ⋆     P ~    m ′ + i − 1 ( a ,   b ′ )


    𝔽 47


  H


  G


    T eff


  a


  b


  m


    𝔽  q


  G


  B ∈   G  2 n × 2 n .


  B


  2 × 2


    N  b =   n 2 .


  i


    K  i =     P ~  m + i − 1 ( a , b ) ∈ G   L 2 (   𝔽  q ) .


  i


    M  i =   B  i ⋆   K  i .


  ⋆


    K  i


  G


    C SM


  G


    C PA


  G


    C    𝔽  q


    𝔽  q


  a


  b


  H = ⟨ 𝛽 ⟩ ⊆   𝔽  q × .


  r


    E 1 ≡   𝛽  r   ( mod q ) .


  e


  a ≡   𝛽  e   ( mod q ) ,


  b ≡   E 1  e   ( mod q ) .


  b ≡   a  r   ( mod q ) .


    𝔽  q ×


  O ( log ⁡ q )


    𝔽  q


  2 × 2


  i


    K  i =     P ~  m + i − 1 ( a , b ) ∈ G   L 2 (   𝔽  q ) .


    𝔽  q


      P ~  m ( a , b )


    K  i + 1 =     P ~  m + i ( a , b )


    𝔽  q


    N  b =   n 2 ,


    K 1 ,   K 2 , … ,   K    N  b


  O (   N  b )


  m


      P ~  m ( a , b )


  O ( m )


  O ( log ⁡ m )


  O ( log ⁡ m +   N  b )


    𝔽  q


    K  i


  2 × 2


  ⋆


    B  i ∈   G  2 × 2


    K  i ∈ G   L 2 (   𝔽  q ) .


  i


    M  i =   B  i ⋆   K  i .


    M  i =  (      Q 11    Q 12     Q 21    Q 22 ) ,


    Q 11 = [   k 11   ( i ) ]   P 11 ⊕ [   k 21   ( i ) ]   P 12 ,


    Q 22 = [   k 12   ( i ) ]   P 21 ⊕ [   k 22   ( i ) ]   P 22 .


  2 × 2


  8


  4


  8   C SM + 4   C PA + O ( 1 )   C    𝔽  q .


    C SM


  G


    C PA


  G


    C    𝔽  q


    𝔽  q


  2 × 2


    N  b =   n 2 ,


    N  b ( 8   C SM + 4   C PA ) + O (   N  b )   C    𝔽  q .


    N  b =   n 2


  O (   n 2   C SM ) .


    K  i


    K  i  − 1


    𝔽  q


    K  i


  2 × 2


    K  i  − 1 = det ⁡ (   K  i  )  − 1  (      k 22   ( i )  −   k 12   ( i )   −   k 21   ( i )    k 11   ( i ) ) .


    K  i  − 1


    𝔽  q


  det ⁡ (   K  i ) ≠ 0 .


    K  i ∈ G   L 2 (   𝔽  q ) .


    K  i  − 1


    B  i =   M  i ⋆   K  i  − 1 .


  ⋆


  2 × 2


  8


  4


    C Inv


  2 × 2


    𝔽  q


  8   C SM + 4   C PA +   C Inv .


    N  b =   n 2 ,


    N  b  (  8   C SM +  4   C PA +    C Inv ) .


    N  b =   n 2


  O (   n 2   C SM ) .


    C Inv


    𝔽  q


  parameter agreement cost + key-matrix generation cost + block encryption cost .


    𝔽  q ×


  O ( log ⁡ q )


  O ( log ⁡ m +   N  b )


    𝔽  q


    N  b =   n 2


  2 × 2


    N  b ( 8   C SM + 4   C PA ) .


    C enc = O ( log ⁡ q ) + O ( log ⁡ m +   N  b ) +   N  b ( 8   C SM + 4   C PA ) .


    N  b =   n 2


    C enc = O ( log ⁡ q ) + O ( log ⁡ m +   n 2 ) +   n 2 ( 8   C SM + 4   C PA ) .


    C enc = O (   n 2   C SM ) .


    𝔽  q


  ⋆


    C dec = O ( log ⁡ q ) + O ( log ⁡ m +   N  b ) +   N  b ( 8   C SM + 4   C PA +   C Inv ) .


    C dec = O ( log ⁡ q ) + O ( log ⁡ m +   n 2 ) +   n 2 ( 8   C SM + 4   C PA +   C Inv ) .


    C Inv


    𝔽  q


    C dec = O (   n 2   C SM ) .


  O ( l o g   q )


  O ( l o g   m )


    K  i


    O ( N  b ) = O (   n 2 )


    C  S M


    C  P A


    n 2


    C  S M


    C  E A


    C  S M


    C  P A


    C  I N V


    n 2


    C  S M


    C  P A


    C  I N V


    N  b =   n 2


  2 × 2


    M  i =   B  i ⋆   K  i


    B  i =   M  i ⋆   K  i  − 1 .


    C  S M


  G


    C  P A


  G


    C  I N V


  2   ×   2


    𝔽  q


  O ( l o g   q


    𝔽  q ×


  O ( l o g   m )


  O (   n 2 )


      N  b = n 2


    C  S M


    C  P A


    C  S M


    C  P A


    C  I N V


    𝔽  q


    n 2


    C  S M


    C  P A


      N  b = n 2


    n 2


    C  S M


    C  P A


    C  I N V


      N  b = n 2


    𝔽   2 8


   ℤ  m


    𝔽  p


    G ⊆ E ( 𝔽  p )


    𝔽  q


    K  i


    P  m + i − 1 ( a , b ) ∈ G   L 2 (   𝔽  q )


  G


    K  i ∈ G   L 2 (   𝔽  q )


  G = ⟨   G 0 ⟩ ⊆ E (   𝔽  p ) .


    M  i =   B  i ⋆   K  i .


    𝔽  q


  G


    𝔽  p


  q


    𝔽  q


    𝔽  q


    B  i =   M  i ⋆   K  i  − 1


  b


    𝔽  q ×


  m


  a


  b


  m


    K  i


  G


    𝔽 47


  E (   𝔽 47 )


      y 2 = x 3 + 3 x + 41  ( mod 47 )


  E (   𝔽 47 )


  𝒪


    𝔽 47


   ( x , y ) .


  𝒪


  # E (   𝔽 47 ) = 47 .


    G 0 = ( 2 , 14 )


  G = ⟨   G 0 ⟩ = E (   𝔽 47 ) .


  E (   𝔽 47 )


  B =  [          ( 2 , 14 )  ( 2 , 33 )   ( 27 , 26 )  ( 43 , 24 )     ( 28 , 9 )  ( 27 , 26 )   ( 33 , 34 )  ( 27 , 26 )      ( 20 , 39 )  ( 20 , 39 )   ( 13 , 31 )  ( 35 , 43 )     ( 2 , 33 )  ( 41 , 18 )   ( 28 , 9 )  ( 2 , 14 )        ( 35 , 43 )  ( 10 , 15 )   ( 21 , 24 )  ( 2 , 33 )     ( 40 , 10 )  ( 30 , 23 )   ( 10 , 15 )  ( 40 , 10 )      ( 2 , 14 )  ( 38 , 15 )   ( 19 , 46 )  ( 40 , 10 )     ( 30 , 23 )  ( 27 , 26 )   ( 33 , 34 )  ( 2 , 33 )         ( 40 , 10 )  ( 16 , 40 )   ( 43 , 24 )  ( 16 , 40 )     ( 21 , 24 )  ( 30 , 23 )   ( 2 , 33 )  ( 41 , 18 )      ( 33 , 34 )  ( 2 , 33 )   ( 21 , 24 )  ( 21 , 24 )     ( 43 , 24 )  ( 34 , 25 )   ( 2 , 33 )  ( 2 , 33 )        ( 34 , 22 )  ( 10 , 15 )   ( 40 , 10 )  ( 38 , 15 )     ( 38 , 15 )  ( 27 , 26 )   ( 45 , 11 )  ( 43 , 24 )      ( 40 , 10 )  ( 30 , 23 )   ( 2 , 33 )  ( 2 , 33 )     ( 2 , 33 )  ( 40 , 10 )   ( 2 , 33 )  ( 2 , 33 ) ]


    B  i


    B 1 =  [    A  _   I  O ] =  [    ( 2 , 14 )  ( 2 , 33 )   ( 27 , 26 )  ( 43 , 24 ) ]     B 2 =  [    B  I   D  I ] =  [    ( 28 , 9 )  ( 27 , 26 )   ( 33 , 34 )  ( 27 , 26 ) ]


      B 3 =  [    −  P   C  _ ] =  [    ( 35 , 43 )  ( 10 , 15 )   ( 21 , 24 )  ( 2 , 33 ) ]     B 4 =  [    E  R   P  E ] =  [    ( 40 , 10 )  ( 30 , 23 )   ( 10 , 15 )  ( 40 , 10 ) ]


    B 5 =  [    L  L   X  _ ] =  [    ( 20 , 39 )  ( 20 , 39 )   ( 13 , 31 )  ( 35 , 43 ) ]     B 6 =  [    _  M   B  A ] =  [    ( 2 , 33 )  ( 41 , 18 )   ( 28 , 9 )  ( 2 , 14 ) ]


      B 7 =  [    A  T   S  E ] =  [    ( 2 , 14 )  ( 38 , 15 )   ( 19 , 46 )  ( 40 , 10 ) ]     B 8 =  [    R  I   D  _ ] =  [    ( 30 , 23 )  ( 27 , 26 )   ( 33 , 34 )  ( 2 , 33 ) ]


    B 9 =  [    E  N   O  N ] =  [    ( 40 , 10 )  ( 16 , 40 )   ( 43 , 24 )  ( 16 , 40 ) ]     B 10 =  [    C  R   _  M ] =  [    ( 21 , 24 )  ( 30 , 23 )   ( 2 , 33 )  ( 41 , 18 ) ]


      B 11 =  [    Y  P   E  T ] =  [    ( 34 , 22 )  ( 10 , 15 )   ( 40 , 10 )  ( 38 , 15 ) ]     B 12 =  [    T  I   H  O ] =  [    ( 38 , 15 )  ( 27 , 26 )   ( 45 , 11 )  ( 43 , 24 ) ]


    B 13 =  [    D  _   C  C ] =  [    ( 33 , 34 )  ( 2 , 33 )   ( 21 , 24 )  ( 21 , 24 ) ]     B 14 =  [    O  V   _  _ ] =  [    ( 43 , 24 )  ( 34 , 25 )   ( 2 , 33 )  ( 2 , 33 ) ]


      B 15 =  [    E  R   _  _ ] =  [    ( 40 , 10 )  ( 30 , 23 )   ( 2 , 33 )  ( 2 , 33 ) ]     B 16 =  [    _  E   _  _ ] =  [    ( 2 , 33 )  ( 40 , 10 )   ( 2 , 33 )  ( 2 , 33 ) ]


    M  i


    M 1 =   B 1 ⋆     P ~ 29  ( 23 , 43 ) =  [    ( 2 , 14 )  ( 2 , 33 )   ( 27 , 26 )  ( 43 , 24 ) ]   ⋆  [    18  46   41  20 ]    ( m o d 47 ) =  [    ( 13 , 31 )  ( 14 , 30 )   ( 34 , 22 )  ( 27 , 26 ) ]


      M 2 =   B 2   ⋆   P ~ 30  ( 23 , 43 ) =  [    ( 28 , 9 )  ( 27 , 26 )   ( 33 , 34 )  ( 27 , 26 ) ] ⋆  [    22  18   14  41 ]    ( m o d 47 ) =  [    ( 30 , 24 )  ( 30 , 24 )   ( 14 , 30 )  ( 30 , 23 ) ]


      M 3 =   B 3 ⋆     P ~ 31  ( 23 , 43 ) =  [    ( 35 , 43 )  ( 10 , 15 )   ( 21 , 24 )  ( 2 , 33 ) ] ⋆  [    24  35   22  18 ]  ( m o d 47 ) =  [    ( 30 , 23 )  ( 43 , 23 )   ( 21 , 24 )  ( 42 , 18 ) ]


      M 4 =   B 4 ⋆     P ~ 32  ( 23 , 43 ) =  [    ( 40 , 10 )  ( 30 , 23 )   ( 10 , 15 )  ( 40 , 10 ) ] ⋆  [    40  24   3  22 ]  ( m o d 47 ) =  [    ( 19 , 46 )  ( 2 , 33 )   ( 21 , 23 )  ( 13 , 31 ) ]


    M 5 =   B 5 ⋆     P ~ 33  ( 23 , 43 ) =  [    ( 20 , 39 )  ( 20 , 39 )   ( 13 , 31 )  ( 35 , 43 ) ] ⋆  [    6  38   40  24 ]    ( m o d 47 ) =  [    ( 20 , 8 )  ( 45 , 36 )   ( 14 , 30 )  ( 16 , 40 ) ]


      M 6 =   B 6 ⋆     P ~ 34  ( 23 , 43 ) =  [    ( 2 , 33 )  ( 41 , 18 )   ( 28 , 9 )  ( 2 , 14 ) ] ⋆  [    18  6   36  40 ]    ( m o d 47 ) =  [    ( 38 , 32 )  ( 21 , 23 )   ( 34 , 22 )  ( 40 , 10 ) ]


      M 7 =   B 7   ⋆   P ~ 35  ( 23 , 43 ) =  [    ( 2 , 14 )  ( 38 , 15 )   ( 19 , 46 )  ( 40 , 10 ) ] ⋆  [    12  3   18  6 ]  ( m o d 47 ) =  [    ( 33 , 13 )  ( 30 , 24 )   ( 46 , 32 )  ( 42 , 18 ) ]


    M 8 =   B 8 ⋆     P ~ 36  ( 23 , 43 ) =  [    ( 30 , 23 )  ( 27 , 26 )   ( 33 , 34 )  ( 2 , 33 ) ] ⋆  [    21  12   25  18 ]  ( m o d 47 ) =  [    ( 45 , 36 )  ( 28 , 9 )   ( 20 , 39 )  ( 24 , 5 ) ]


    M 9 =   B 9   ⋆   P ~ 37  ( 23 , 43 ) =  [    ( 40 , 10 )  ( 16 , 40 )   ( 43 , 24 )  ( 16 , 40 ) ] ⋆  [    19  27   21  12 ]    ( m o d 47 ) =  [    ( 41 , 18 )  ( 14 , 17 )   ( 43 , 24 )  ( 27 , 26 ) ]


    M 10 =   B 10 ⋆     P ~ 38  ( 23 , 43 ) =  [    ( 21 , 24 )  ( 30 , 23 )   ( 2 , 33 )  ( 41 , 18 ) ] ⋆  [    14  19   20  21 ]    ( m o d 47 ) =  [    ( 14 , 30 )  ( 20 , 39 )   ( 46 , 15 )  ( 19 , 46 ) ]


    M 11 =   B 11   ⋆   P ~ 39  ( 23 , 43 ) =  [    ( 34 , 22 )  ( 10 , 15 )   ( 40 , 10 )  ( 38 , 15 ) ] ⋆  [    8  18   14  19 ]  ( m o d 47 ) =  [    ( 2 , 14 )  ( 28 , 9 )   ( 27 , 21 )  𝒪 ]


    M 12 =   B 12   ⋆   P ~ 40  ( 23 , 43 ) =  [    ( 38 , 15 )  ( 27 , 26 )   ( 45 , 11 )  ( 43 , 24 ) ] ⋆  [    29  8   1  14 ]  ( m o d 47 ) =  [    ( 34 , 22 )  ( 33 , 34 )   ( 20 , 39 )  ( 45 , 36 ) ]


    M 13 =   B 13   ⋆   P ~ 41  ( 23 , 43 ) =  [    ( 33 , 34 )  ( 2 , 33 )   ( 21 , 24 )  ( 21 , 24 ) ] ⋆  [    13  44   29  8 ]    ( m o d 47 ) =  [    ( 13 , 16 )  ( 38 , 32 )   ( 43 , 23 )  ( 43 , 24 ) ]


    M 14 =   B 14   ⋆   P ~ 42  ( 23 , 43 ) =  [     ( 43 , 24 )   ( 34 , 25 )    ( 2 , 33 )   ( 2 , 33 ) ] ⋆  [    14  13   31  29 ]    ( m o d 47 ) =  [     ( 2 , 33 )   ( 41 , 29 )    ( 28 , 9 )   ( 40 , 10 ) ]


    M 15 =   B 15 ⋆     P ~ 43  ( 23 , 43 ) =  [    ( 40 , 10 )  ( 30 , 23 )   ( 2 , 33 )  ( 2 , 33 ) ] ⋆  [    2  18   14  13 ]  ( m o d 47 ) =  [    ( 38 , 32 )  ( 40 , 37 )   ( 10 , 32 )  ( 10 , 15 ) ]


    M 16 =   B 16 ⋆     P ~ 44  ( 23 , 43 ) =  [    ( 2 , 33 )  ( 40 , 10 )   ( 2 , 33 )  ( 2 , 33 ) ] ⋆  [    40  2   12  14 ]  ( m o d 47 ) =  [    ( 38 , 15 )  ( 14 , 17 )   ( 40 , 37 )  ( 10 , 32 ) ]


  M


    M 1 ,   M 2 , … ,   M 16


  M =  [          ( 13 , 31 )  ( 14 , 30 )   ( 34 , 22 )  ( 27 , 26 )     ( 30 , 24 )  ( 30 , 24 )   ( 14 , 30 )  ( 30 , 23 )      ( 20 , 8 )  ( 45 , 36 )   ( 14 , 30 )  ( 16 , 40 )     ( 38 , 32 )  ( 21 , 23 )   ( 34 , 22 )  ( 40 , 10 )        ( 30 , 23 )  ( 43 , 23 )   ( 21 , 24 )  ( 42 , 18 )     ( 19 , 46 )  ( 2 , 33 )   ( 21 , 23 )  ( 13 , 31 )      ( 33 , 13 )  ( 30 , 24 )   ( 46 , 32 )  ( 42 , 18 )     ( 45 , 36 )  ( 28 , 9 )   ( 20 , 39 )  ( 24 , 5 )         ( 41 , 18 )  ( 14 , 17 )   ( 43 , 24 )  ( 27 , 26 )     ( 14 , 30 )  ( 20 , 39 )   ( 46 , 15 )  ( 19 , 46 )      ( 13 , 16 )  ( 38 , 32 )   ( 43 , 23 )  ( 43 , 24 )      ( 2 , 33 )   ( 41 , 29 )    ( 28 , 9 )   ( 40 , 10 )        ( 2 , 14 )  ( 28 , 9 )   ( 27 , 21 )  𝒪     ( 34 , 22 )  ( 33 , 34 )   ( 20 , 39 )  ( 45 , 36 )      ( 38 , 32 )  ( 40 , 37 )   ( 10 , 32 )  ( 10 , 15 )     ( 38 , 15 )  ( 14 , 17 )   ( 40 , 37 )  ( 10 , 32 ) ]


  M =


   [          ( 13 , 31 )  ( 14 , 30 )   ( 34 , 22 )  ( 27 , 26 )     ( 30 , 24 )  ( 30 , 24 )   ( 14 , 30 )  ( 30 , 23 )      ( 20 , 8 )  ( 45 , 36 )   ( 14 , 30 )  ( 16 , 40 )     ( 38 , 32 )  ( 21 , 23 )   ( 34 , 22 )  ( 40 , 10 )        ( 30 , 23 )  ( 43 , 23 )   ( 21 , 24 )  ( 42 , 18 )     ( 19 , 46 )  ( 2 , 33 )   ( 21 , 23 )  ( 13 , 31 )      ( 33 , 13 )  ( 30 , 24 )   ( 46 , 32 )  ( 42 , 18 )     ( 45 , 36 )  ( 28 , 9 )   ( 20 , 39 )  ( 24 , 5 )         ( 41 , 18 )  ( 14 , 17 )   ( 43 , 24 )  ( 27 , 26 )     ( 14 , 30 )  ( 20 , 39 )   ( 46 , 15 )  ( 19 , 46 )      ( 13 , 16 )  ( 38 , 32 )   ( 43 , 23 )  ( 43 , 24 )      ( 2 , 33 )   ( 41 , 29 )    ( 28 , 9 )   ( 40 , 10 )        ( 2 , 14 )  ( 28 , 9 )   ( 27 , 21 )  𝒪     ( 34 , 22 )  ( 33 , 34 )   ( 20 , 39 )  ( 45 , 36 )      ( 38 , 32 )  ( 40 , 37 )   ( 10 , 32 )  ( 10 , 15 )     ( 38 , 15 )  ( 14 , 17 )   ( 40 , 37 )  ( 10 , 32 ) ]


   [          ( 13 , 31 )  ( 14 , 30 )   ( 34 , 22 )  ( 27 , 26 )     ( 30 , 24 )  ( 30 , 24 )   ( 14 , 30 )  ( 30 , 23 )      ( 20 , 8 )  ( 45 , 36 )   ( 14 , 30 )  ( 16 , 40 )     ( 38 , 32 )  ( 21 , 23 )   ( 34 , 22 )  ( 40 , 10 )        ( 30 , 23 )  ( 43 , 23 )   ( 21 , 24 )  ( 42 , 18 )     ( 19 , 46 )  ( 2 , 33 )   ( 21 , 23 )  ( 13 , 31 )      ( 33 , 13 )  ( 30 , 24 )   ( 46 , 32 )  ( 42 , 18 )     ( 45 , 36 )  ( 28 , 9 )   ( 20 , 39 )  ( 24 , 5 )         ( 41 , 18 )  ( 14 , 17 )   ( 43 , 24 )  ( 27 , 26 )     ( 14 , 30 )  ( 20 , 39 )   ( 46 , 15 )  ( 19 , 46 )      ( 13 , 16 )  ( 38 , 32 )   ( 43 , 23 )  ( 43 , 24 )      ( 2 , 33 )   ( 41 , 29 )    ( 28 , 9 )   ( 40 , 10 )        ( 2 , 14 )  ( 28 , 9 )   ( 27 , 21 )  𝒪     ( 34 , 22 )  ( 33 , 34 )   ( 20 , 39 )  ( 45 , 36 )      ( 38 , 32 )  ( 40 , 37 )   ( 10 , 32 )  ( 10 , 15 )     ( 38 , 15 )  ( 14 , 17 )   ( 40 , 37 )  ( 10 , 32 ) ]


    M  i


    M 1 =  [    ( 13 , 31 )  ( 14 , 30 )   ( 34 , 22 )  ( 27 , 26 ) ]


      M 2 =  [    ( 30 , 24 )  ( 30 , 24 )   ( 14 , 30 )  ( 30 , 23 ) ]     M 3 =  [    ( 30 , 23 )  ( 43 , 23 )   ( 21 , 24 )  ( 42 , 18 ) ]


      M 4 =  [    ( 19 , 46 )  ( 2 , 33 )   ( 21 , 23 )  ( 13 , 31 ) ]


    M 5 =  [    ( 20 , 8 )  ( 45 , 36 )   ( 14 , 30 )  ( 16 , 40 ) ]


      M 6 =  [    ( 38 , 32 )  ( 21 , 23 )   ( 34 , 22 )  ( 40 , 10 ) ]


      M 7 =  [    ( 33 , 13 )  ( 30 , 24 )   ( 46 , 32 )  ( 42 , 18 ) ]     M 8 =  [    ( 45 , 36 )  ( 28 , 9 )   ( 20 , 39 )  ( 24 , 5 ) ]     M 9 =  [    ( 41 , 18 )  ( 14 , 17 )   ( 43 , 24 )  ( 27 , 26 ) ]


      M 10 =  [    ( 14 , 30 )  ( 20 , 39 )   ( 46 , 15 )  ( 19 , 46 ) ]     M 11 =  [    ( 2 , 14 )  ( 28 , 9 )   ( 27 , 21 )  𝒪 ]     M 12 =  [    ( 34 , 22 )  ( 33 , 34 )   ( 20 , 39 )  ( 45 , 36 ) ]


    M 13 =  [    ( 13 , 16 )  ( 38 , 32 )   ( 43 , 23 )  ( 43 , 24 ) ]


      M 14 =  [     ( 2 , 33 )   ( 41 , 29 )    ( 28 , 9 )   ( 40 , 10 ) ]


      M 15 =  [    ( 38 , 32 )  ( 40 , 37 )   ( 10 , 32 )  ( 10 , 15 ) ]


      M 16 =  [    ( 38 , 15 )  ( 14 , 17 )   ( 40 , 37 )  ( 10 , 32 ) ]


          P ~ 29  − 1 ( 23 , 43 )  ( m o d 47 ) ≡  [    29  32   4  12 ]  ( m o d 47 )  


        P ~ 30  − 1  ( 23 , 43 )  ( m o d 47 ) ≡  [    36  14   37  9 ]  ( m o d 47 )  


        P ~ 30  − 1  ( 23 , 43 )  ( m o d 47 ) ≡  [    36  14   37  9 ]  ( m o d 47 )  


        P ~ 31  − 1 ( 23 , 43 )  ( m o d 47 ) ≡  [    45  30   39  13 ]  ( m o d 47 )  


        P ~ 31  − 1 ( 23 , 43 )  ( m o d 47 ) ≡  [    45  30   39  13 ]  ( m o d 47 )  


        P ~ 32  − 1 ( 23 , 43 )  ( m o d 47 ) ≡  [    39  13   31  41 ]  ( m o d 47 )  


        P ~ 32  − 1 ( 23 , 43 )  ( m o d 47 ) ≡  [    39  13   31  41 ]  ( m o d 47 )  


        P ~ 33  − 1 ( 23 , 43 )  ( m o d 47 ) ≡  [    9  21   32  14 ]  ( m o d 47 )  


        P ~ 33  − 1 ( 23 , 43 )  ( m o d 47 ) ≡  [    9  21   32  14 ]  ( m o d 47 )  


        P ~ 34  − 1 ( 23 , 43 )  ( m o d 47 ) ≡  [    15  33   10  42 ]  ( m o d 47 )  


        P ~ 34  − 1 ( 23 , 43 )  ( m o d 47 ) ≡  [    15  33   10  42 ]  ( m o d 47 )  


        P ~ 35  − 1 ( 23 , 43 )  ( m o d 47 ) ≡  [    16  39   46  32 ]  ( m o d 47 )  


        P ~ 35  − 1 ( 23 , 43 )  ( m o d 47 ) ≡  [    16  39   46  32 ]  ( m o d 47 )  


        P ~ 36  − 1 ( 23 , 43 )  ( m o d 47 ) ≡  [    40  36   28  31 ]  ( m o d 47 )  


        P ~ 36  − 1 ( 23 , 43 )  ( m o d 47 ) ≡  [    40  36   28  31 ]  ( m o d 47 )  


        P ~ 37  − 1 ( 23 , 43 )  ( m o d 47 ) ≡  [    27  45   35  31 ]  ( m o d 47 )  


        P ~ 37  − 1 ( 23 , 43 )  ( m o d 47 ) ≡  [    27  45   35  31 ]  ( m o d 47 )  


        P ~ 38  − 1 ( 23 , 43 )  ( m o d 47 ) ≡  [    32  27   21  37 ]  ( m o d 47 )  


        P ~ 38  − 1 ( 23 , 43 )  ( m o d 47 ) ≡  [    32  27   21  37 ]  ( m o d 47 )  


        P ~ 39  − 1 ( 23 , 43 )  ( m o d 47 ) ≡  [    36  3   18  30 ]  ( m o d 47 )  


        P ~ 39  − 1 ( 23 , 43 )  ( m o d 47 ) ≡  [    36  3   18  30 ]  ( m o d 47 )  


        P ~ 40  − 1 ( 23 , 43 )  ( m o d 47 ) ≡  [    22  21   32  12 ]  ( m o d 47 )  


        P ~ 40  − 1 ( 23 , 43 )  ( m o d 47 ) ≡  [    22  21   32  12 ]  ( m o d 47 )  


        P ~ 41  − 1 ( 23 , 43 )  ( m o d 47 ) ≡  [    34  1   6  20 ]  ( m o d 47 )  


        P ~ 41  − 1 ( 23 , 43 )  ( m o d 47 ) ≡  [    34  1   6  20 ]  ( m o d 47 )  


        P ~ 42  − 1 ( 23 , 43 )  ( m o d 47 ) ≡  [    41  27   21  36 ]  ( m o d 47 )  


        P ~ 42  − 1 ( 23 , 43 )  ( m o d 47 ) ≡  [    41  27   21  36 ]  ( m o d 47 )  


        P ~ 43  − 1 ( 23 , 43 )  ( m o d 47 ) ≡  [    38  45   35  42 ]  ( m o d 47 )  


        P ~ 43  − 1 ( 23 , 43 )  ( m o d 47 ) ≡  [    38  45   35  42 ]  ( m o d 47 )  


        P ~ 44  − 1 ( 23 , 43 )  ( m o d 47 ) ≡  [    23  37   34  12 ]  ( m o d 47 )  


        P ~ 44  − 1 ( 23 , 43 )  ( m o d 47 ) ≡  [    23  37   34  12 ]  ( m o d 47 )  


    B 1 =  [    ( 13 , 31 )  ( 14 , 30 )   ( 34 , 22 )  ( 27 , 26 ) ] ⋆  [    29  32   4  12 ] =  [    ( 2 , 14 )  ( 2 , 33 )   ( 27 , 26 )  ( 43 , 24 ) ]


    B 2 =  [    ( 30 , 24 )  ( 30 , 24 )   ( 14 , 30 )  ( 30 , 23 ) ] ⋆  [    36  14   37  9 ] =  [    ( 28 , 9 )  ( 27 , 26 )   ( 33 , 34 )  ( 27 , 26 ) ]


    B 3 =  [    ( 30 , 23 )  ( 43 , 23 )   ( 21 , 24 )  ( 42 , 18 ) ] ⋆  [    45  30   39  13 ] =  [    ( 35 , 43 )  ( 10 , 15 )   ( 21 , 24 )  ( 2 , 33 ) ]  


    B 4 =  [    ( 19 , 46 )  ( 2 , 33 )   ( 21 , 23 )  ( 13 , 31 ) ] ⋆  [    39  13   31  41 ] =  [    ( 40 , 10 )  ( 30 , 23 )   ( 10 , 15 )  ( 40 , 10 ) ]


    B 5 =  [    ( 20 , 8 )  ( 45 , 36 )   ( 14 , 30 )  ( 16 , 40 ) ] ⋆  [    9  21   32  14 ] =  [    ( 20 , 39 )  ( 20 , 39 )   ( 13 , 31 )  ( 35 , 43 ) ]


    B 6 =  [    ( 38 , 32 )  ( 21 , 23 )   ( 34 , 22 )  ( 40 , 10 ) ] ⋆  [    15  33   10  42 ] =  [    ( 2 , 33 )  ( 41 , 18 )   ( 28 , 9 )  ( 2 , 14 ) ]


    B 7 =  [    ( 33 , 13 )  ( 30 , 24 )   ( 46 , 32 )  ( 42 , 18 ) ] ⋆  [    16  39   46  32 ] =  [    ( 2 , 14 )  ( 38 , 15 )   ( 19 , 46 )  ( 40 , 10 ) ]  


    B 8 =  [    ( 45 , 36 )  ( 28 , 9 )   ( 20 , 39 )  ( 24 , 5 ) ] ⋆  [    40  36   28  31 ] =  [    ( 30 , 23 )  ( 27 , 26 )   ( 33 , 34 )  ( 2 , 33 ) ]


    B 9 =  [    ( 41 , 18 )  ( 14 , 17 )   ( 43 , 24 )  ( 27 , 26 ) ] ⋆  [    27  45   35  31 ] =  [    ( 40 , 10 )  ( 16 , 40 )   ( 43 , 24 )  ( 16 , 40 ) ]


    B 10 =  [    ( 14 , 30 )  ( 20 , 39 )   ( 46 , 15 )  ( 19 , 46 ) ] ⋆  [    32  27   21  37 ] =  [    ( 21 , 24 )  ( 30 , 23 )   ( 2 , 33 )  ( 41 , 18 ) ]


    B 11 =  [    ( 2 , 14 )  ( 28 , 9 )   ( 27 , 21 )  𝒪 ] ⋆  [    36  3   18  30 ] =  [    ( 34 , 22 )  ( 10 , 15 )   ( 40 , 10 )  ( 38 , 15 ) ]


    B 12 =  [    ( 34 , 22 )  ( 33 , 34 )   ( 20 , 39 )  ( 45 , 36 ) ] ⋆  [    22  21   32  12 ] =  [    ( 38 , 15 )  ( 27 , 26 )   ( 45 , 11 )  ( 43 , 24 ) ]


    B 13 =  [    ( 13 , 16 )  ( 38 , 32 )   ( 43 , 23 )  ( 43 , 24 ) ] ⋆  [    34  1   6  20 ] =  [    ( 33 , 34 )  ( 2 , 33 )   ( 21 , 24 )  ( 21 , 24 ) ]


    B 14 =  [     ( 2 , 33 )   ( 41 , 29 )    ( 28 , 9 )   ( 40 , 10 ) ] ⋆  [    41  27   21  36 ] =  [     ( 43 , 24 )   ( 34 , 25 )    ( 2 , 33 )   ( 2 , 33 ) ]


    B 15 =  [    ( 38 , 32 )  ( 40 , 37 )   ( 10 , 32 )  ( 10 , 15 ) ] ⋆  [    38  45   35  42 ] =  [    ( 40 , 10 )  ( 30 , 23 )   ( 2 , 33 )  ( 2 , 33 ) ]  


    B 16 =  [    ( 38 , 15 )  ( 14 , 17 )   ( 40 , 37 )  ( 10 , 32 ) ] ⋆  [    23  32   34  12 ] =  [    ( 2 , 33 )  ( 40 , 10 )   ( 2 , 33 )  ( 2 , 33 ) ]


  B =  [          ( 2 , 14 )  ( 2 , 33 )   ( 27 , 26 )  ( 43 , 24 )     ( 28 , 9 )  ( 27 , 26 )   ( 33 , 34 )  ( 27 , 26 )      ( 20 , 39 )  ( 20 , 39 )   ( 13 , 31 )  ( 35 , 43 )     ( 2 , 33 )  ( 41 , 18 )   ( 28 , 9 )  ( 2 , 14 )        ( 35 , 43 )  ( 10 , 15 )   ( 21 , 24 )  ( 2 , 33 )     ( 40 , 10 )  ( 30 , 23 )   ( 10 , 15 )  ( 40 , 10 )      ( 2 , 14 )  ( 38 , 15 )   ( 19 , 46 )  ( 40 , 10 )     ( 30 , 23 )  ( 27 , 26 )   ( 33 , 34 )  ( 2 , 33 )         ( 40 , 10 )  ( 16 , 40 )   ( 43 , 24 )  ( 16 , 40 )     ( 21 , 24 )  ( 30 , 23 )   ( 2 , 33 )  ( 41 , 18 )      ( 33 , 34 )  ( 2 , 33 )   ( 21 , 24 )  ( 21 , 24 )     ( 43 , 24 )  ( 34 , 25 )   ( 2 , 33 )  ( 2 , 33 )        ( 34 , 22 )  ( 10 , 15 )   ( 40 , 10 )  ( 38 , 15 )     ( 38 , 15 )  ( 27 , 26 )   ( 45 , 11 )  ( 43 , 24 )      ( 40 , 10 )  ( 30 , 23 )   ( 2 , 33 )  ( 2 , 33 )     ( 2 , 33 )  ( 40 , 10 )   ( 2 , 33 )  ( 2 , 33 ) ]


  h ( x )

