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Abstract

In certain variants of the RSA cryptosystem with a modulus N = pg, the public exponent
e and the private exponent d are related by the equation ed =1 (mod ¢,(N)) ored =1
(mod ¢,(N)), where ¢,(N) = (p" —1)(¢" — 1) and ¢,(N) = % are defined
for a positive integer n > 1. In this paper, we introduce a new attack against the RSA
variants when two public exponents e; and e; are given, satisfying e;d; =1 (mod ¢,(N))
ore;d; =1 (mod ¢, (N)) fori = 1,2. Specifically, we show that when the prime factors of
N share an amount of their least significant bits, and d; and d; share an amount of their
most significant bits, the factorization of N can be computed in polynomial time. Our
method is based on an extension of Coppersmith’s technique and lattice basis reduction
and achieves improved bounds as the number of shared bits increases. The proposed
attacks are heuristic in nature, relying on the standard assumption that the polynomials
obtained after lattice reduction are algebraically independent.
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MSC: 94A60

1. Introduction

The security of many public key encryption schemes can be regarded as the challenge
of solving modular polynomial equations. In particular, the RSA cryptosystem [1] has long
attracted extensive cryptanalytic attention. A natural point of departure is the fundamental
relation linking the RSA keys, ed — k¢(N) = 1, which captures the core algebraic structure
underlying the system, where ¢(N) denotes Euler’s totient function. This relation can
be transformed, in several ways, into modular polynomial equations whose small roots
correspond directly to secret information. Consequently, identifying these roots often
leads to a full cryptanalytic break. This perspective forms the basis of numerous attacks
exploiting lattice reduction, Coppersmith—type methods, and algebraic techniques.

In a landmark contribution, Coppersmith [2] developed two influential lattice-based
approaches: one for determining solutions to modular equations of the form P(x) = 0
(mod N) without requiring the factorization of N, and another for locating small roots
to bivariate polynomial equations Q(x,y) = 0. Since then, these techniques have been
extended and adapted in numerous directions, and now serve as essential components in
modern cryptanalysis, particularly in the study of RSA and its various generalizations. In
1998, Boneh and Durfee [3] broadened Coppersmith’s methodology by designing a highly
effective attack on RSA instances with small secret exponents. Their idea was to rewrite
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the key relation ed — kg (N) = 1 as the modular equation f(x1,x2) = —Nxj +x1x0 —1=0
(mod e), and then apply Coppersmith'’s lattice techniques to recover the small solution
(x1,x2) = (k,p + g —1). This led to an improvement over Wiener’s bound [4], namely
d < 3NY% to the stronger bound d < N 0292 which enables efficient factorization of N and
contributes to the well-known class of attacks on RSA.

In 2010, Sarkar et al. [5] showed that RSA can be broken when two public keys (N, e7)
and (N, ep) share the same modulus N and the public exponents are approximately of size
N. More precisely, they proved that if the corresponding private exponents dy,d, < N°
share a certain number of their most significant bits (MSBs), then RSA can be broken in
polynomial time whenever |d; —dy| < Nfand 6 < 3 — é . Later, Nitaj et al. [6] improved
this bound by showing that if additionally e;,e; ~ N “ and the primes share ¢ of their least
significant bits (LSBs) such that 2/ = N, then the bound can be improved to

5<;—ze—ﬁ—}L\/6(1—49)(5+4a—49—4ﬁ).

Other extended RSA-like schemes have also attracted the attention of cryptanalysts. In
2024, Nitaj et al. [7] cry%otanalyzed schemes defined by the key equation ed — ki, (N) =1,
(9"

-1
where 1, (N) UZP (=1

that these schemes are vulnerable when d < N0292("=1) In the same year, Teseleanu [8]
showed that schemes defined by the equation ed — k¢, (N) = 1 with ¢,(N) = (p" —

1)(q" — 1) are vulnerable whenever d < N%2%2", Further recent attacks on these schemes

. They presented a small secret exponent attack showing

have been proposed in [9-11], all of which target a single weak public key (N, ¢) under
various constraints.

In this work, we present new lattice-based attacks against RSA-like schemes involving
two public keys (N, e1) and (N, e;) that share a common modulus N, with corresponding
private keys (N, d1) and (N, d;). Our attacks apply to moduli whose prime factors share
an amount of their least significant bits, while the associated secret exponents di and d;
share another amount of their most significant bits.

Starting from the underlying key relations e;d; — k;i,(N) = 1 or ¢;d; — k;p,(N) =1,
for i = 1,2, we derive a multivariate polynomial f,(z1,2,23,2z4) whose small integer
roots are directly related to the secret parameters; by applying Coppersmith’s framework
for finding small solutions to multivariate polynomial equations, we are able to recover
the private exponents and the prime factors of the modulus, namely (dy,dz, p,q). More
precisely, we show that when the RSA primes coincide on / least significant bits, with
20 = N9 and when the secret exponents satisfy |d1 dy| < NP and dy,dy < N‘S, while
the public exponents satisfy ej,eo < N*, the RSA-like schemes defined by either of the
equations ed — k¢, (N) = 1 or ed — kg, (N) = 1 can be efficiently broken.

In particular, we establish that the above schemes are vulnerable whenever the follow-
ing bounds on ¢ hold:

5 5 1
< ynta—no, o< En—Znﬂfﬁ—1\/6n(4n9—4a+4ﬁ—5n)(49—1),
for schemes based on ed — k¢, (N) = 1, and

B< (1) +a—6(n-1),

5 < (i —29)(n—1) . %\/6(11—1)(4(11—1)9—40(4—4,6—5(71—1))(46—1).

for schemes based on ed — kip,,(N) = 1, respectively.
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As is customary in multivariate Coppersmith-type cryptanalysis, our attacks are
heuristic rather than deterministic. In particular, they rely on the standard assumption that
the polynomials obtained after the LLL reduction are algebraically independent.

The rest of this paper is organized as follows: In Section 2, we provide the essential
background and review the key tools employed throughout the study. Section 3 details
the adaptation of Coppersmith’s method to the cryptanalysis of the proposed two families
of RSA variants. Section 4 illustrates the attack with a comprehensive numerical example,
while Section 5 concludes the paper.

2. Foundational Material

In this section, we present auxiliary lemmas that will be instrumental for establish-
ing our main results. We also recall essential concepts, including lattice basis reduction
techniques and the extended Coppersmith method. Finally, we describe in detail the
two families of cryptographic schemes that are susceptible to our proposed cryptanalysis.

2.1. Technical Lemmas

The following theorem, originally established by Coppersmith [2], is a fundamental
tool in the cryptanalysis of RSA and is widely employed for recovering the prime factors of
an RSA modulus.

Lemma 1 (Coppersmith). Let N = pg be an RSA modulus satisfying q < p < 2q. If either
the most significant half or the least significant half of the bits of one of the prime factors p or q is
available, then the factorization of N can be computed in polynomial time.

The following lemma (see [12]) establishes explicit upper and lower bounds on the
prime factors of the RSA modulus N = pg, under the standard balanced-prime assumption
g<p<2q.

Lemma 2. When the RSA modulus N = pq is generated from primes of comparable size, namely
q < p < 2q, the values of p and q are restricted to the interval given below:

05 05 N\
(2N)"” >p>N">¢q> 5 ) -

Notably, we have p +q < (1 + v/2)N03.

When the difference between the primes takes the form p — g = 2‘x for some integers
x and ¢ > 0, one can determine the ¢ LSBs of both p and g, and the 2¢ LSBs of p + g . Under
the same assumptions, we have the following result. A detailed proof can be found in
Appendix B of [6].

Lemma 3. Suppose that p — q = 2‘x, and let v be a solution to
¥ -N=0 (mod?2").

Let
wo =2vp + (N — v%)val (mod 2%).

Then, there exist integers py, qo, and w such that the prime factors and their sum can be expressed as

222

pzzgpo—i-vo, q:Zéqo—i-vo, p+q=2"w+w.
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Observe that when the prime factors p and g have ¢ identical least significant bits,
these bits can be recovered directly by applying Lemma 3, without requiring any side-
channel information.

An immediate consequence of Lemma 3 arises when 20 = N? with 6 > %. In this case,
we have ¢ > }1 log, (N), indicating that at least one-half of the least significant bits of p are
determined. By Coppersmith’s result (Lemma 1), this amount of information is sufficient
to recover the factorization of N in polynomial time. Therefore, throughout the remainder
of this paper, we restrict our attention to the case § < }1.

In [13,14], the extended totient functions are defined to be

en(N) = (p" =1)(¢" =1), n > 1,

_ -1 )
O e [ R

The results below furnish estimate bounds for the maximum and minimum values of
both ¢, (N) and ¥, (N) [9,12].

Lemma 4. The values of ¢, (N) lie within the following range:
n

- < ¢n(N) < N".

Lemma 5. The function y,, takes values in the interval
N1 < ¢, (N) < 4N""1,

In connection with Lemma 3, the subsequent results detail recursive approaches for
computing ¢, (N) and ¥, (N) as functions in w [7,9].

Lemma 6. Let N = pq with p + q = 22w + wy. The function ¢, (N) satisfies

1. ¢1(N)=—2%w—wy+ N +1.
2. @a(N) = —2%w? — 22 lygw — wi + (N +1)2
3. Foranyn > 3, we have

Pa(N) = = (N1 1= g, 1(N) ) (2w + ) = Ny (N)

+(N+ 1)(N"—1 + 1).
For example, one has

@3(N) = —2%w% — 3. 2% wyw? — 3- 2% (w3 — N)w + N® — wj + 3Nwg + 1,
pa(N) = =280t — 266+2¢p0p® — 2441 (3wd — 2N)w? — 2272 (w} — 2Nwp)w
+ N* — w + 4Nwj — 2N? +1,
@5(N) = =215 — 5. 280wt — 5. 26¢2w — N)w? — 5 - 24 (2w] — 3Nwy)w?
—5-2%(w} — 3Nw} + N*)w + N° — w3 + 5Nw) — 5N?wp + 1.

Lemma 7. Let N = pq with p + q = 22w + wy. The function ¥, (N) fulfills

1. ¢1(N)=1.
2. a(N) =22w+wy+ N + 1.
3. Foranyn > 3, one finds

Pu(N) = 951 (N) (2%w + wo) — 2 (N)N + N"7" 4 1.
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For instance, one finds

P3(N) = 24w? 4+ (22'N + 22+ 1wy + 229w + N2 + Nwg 4+ w3 — N +wg + 1,
¥4(N) = 20w 4+ (2%(N + 3wp + 1)) w?

4 (22€N2 1+ 22+ N, + 3 22€w(2) _ Q2N 92+ 0 4 22€)w

+ (N® + N?wg + Nwj + w3 — N*> — 2Nwg + w} — N +wp + 1),
280t 4+ (26ZN+4,26£w0 +26€)w3
+ (2¥N? +3- 24 Nwy + 6 - 24w3 — 3. 24N + 3. 24wy + 24) w?
+ (22€N3 + 22 N2y + 3 - 22 N + 4 - 223 — 22HIN2
—6-22Nwy + 3 - 22w} — 221N + 22+, 422w
+ (N* + N3wp + N*wj + Nw} + wj — N> — 2N?wg — 3Nw}
+wj + N? = 2Nwp +w§ — N +wg + 1).

2
2

P5(N)

From the recursive formulas presented above, it follows by induction on # that ¢, (N)
and ¢, (N) are polynomials in w with integer coefficients. This can be summarized as
follows: [9,12].

Lemma 8. Let N = pq with p +q = 2?‘w + wq. For any integer n > 1, one can compute
coefficients ay € 7,0 <k <n —1,usingn, N, ¢, and wy, so that

n—1
¢u(N) = =22y 4 Y wk.
k=0

Lemma 9. Let N = pq with p +q = 2*w + wy. For any integer n > 2, one can compute
coefficients b, € Z,0 < k <n — 2, usingn, N, £, and wy, so that

n—2
Pn(N) =220V =1 L Y bk,
k=0
It is worth emphasizing that knowledge of the coefficients a; and by does not suffice
to compute the totients ¢, (N) and ¢, (N). The essential difficulty lies in determining the
unknown value w associated with each function.
In what follows, we introduce two families of schemes that are vulnerable to our attacks.

2.2. The First Family of Cryptosystems

We note that for n = 1, the function ¢, (N) coincides with the standard Euler totient
function used in the RSA cryptosystem.

2.2.1. Cryptosystems Related to the Equation ed — kgy(N) —1 =10

Castagnos [15] introduced, in 2007, a probabilistic cryptosystem built on quadratic
field quotients, where computations are performed using Lucas sequences. The system
employs a modulus N = pg, and the public and private keys satisfy ed — kg, (N) —1 = 0.
Additional schemes based on the same relation are presented in [16-18].

2.2.2. Cryptosystems Related to the Equation ed — kg, (N) —1 =0

In 2023, Cotan and Teseleanu [13] proposed a generalized version of the RSA
scheme [1]. The arithmetic operations in this construction are performed over the quotient
group Q, = Zy|z]/(z" — a) where N is an RSA modulus, and a is chosen such that the
polynomial z" — a is irreducible over F[z]. The function ¢,(N) denotes the order of the
multiplicative group Qj. For any positive integer i and p € Q,,, we write p©* to indicate

https:/ /doi.org/10.3390/axioms15070543
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the repeated product of p with itself i times. An analogue of Fermat’s Little Theorem then
holds in Q,;:
p@?(N) =1 (mod N).

We note that for an RSA modulus N = pg, one has the isomorphism
Qn ~Fyz]/ (2" —a) x Fylz]/ (2" —a),

and thus ¢,(N) = (p" —1)(g" — 1).

The above algebraic framework naturally supports the design of a cryptosystem
analogous to RSA. To initialize the system, two distinct large primes p and g of bit-length r
are selected, forming the modulus N = pgq. Also, the exponents (e, d) are generated such
thated —1 =0 (mod ¢,(N)).

To encrypt a message, the plaintext is first encoded as a polynomial in Q;:

m=q0+ iz ez
where the coefficients o, ..., v,—1 € ZN encode the message content.

The ciphertext is then obtained via exponentiation in @, modulo N, replacing any
occurrence of z" with a in accordance with the algebraic structure: ¢ = m® (mod N). The
resulting encrypted message is the polynomial ¢. To decrypt and recover the plaintext
polynomial m, one computes m = ¢ (mod N), again replacing z" with a according to the
structure of Q,,.

Further constructions have been introduced in [19-22], each satisfying ed — k¢, (N) —
1=0.

2.3. The Second Family of Cryptosystems

2.3.1. Cryptosystems Related to the Equation ed — kyp3(N) —1 =0

In 2018, Murru and Saettone [23] introduced an RSA-like cryptosystem that incorpo-
rates a novel operation © defined via the cubic Pell equation

Z3 +azy +a*z3 — 3az1z0z3 =1 (mod N).

The modulus is set as N = pg, with a chosen to be a cubic non-residue modulo both
primes p and g. The encryption exponent e is selected to satisfy ged(e, 3(N)) = 1 and
the corresponding secret exponent d fulfills ed — kip3(N) — 1 = 0. Within this framework,
encryption raises a plaintext pair (a1, 4,) to the power of e using the ® operation, producing
the ciphertext

(b1,b2) = (a1,82)®¢  (mod N).

Decryption is performed by exponentiating the ciphertext with d under the same operation,
recovering the original plaintext:

(ay,a2) = (by,b2)®?  (mod N).

2.3.2. Cryptosystems Related to the Equation ed — ki,(N) —1 =0

Cotan and Teseleanu [14] introduced in 2022 a generalized Murru-Saettone cryptosys-
tem [23], operating over the quotient group

En = F/F*,  Fn=1Zn[x]/ (2" —a),

https://doi.org/10.3390/axioms15070543
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where N is an RSA modulus and a ensures that x" — a is irreducible over F. The order of
the unit group &, is denoted 1, (N) and is computed by

(r" -1)(g"-1)
(p—1(@-1) "

l,bn(N) =

For any p € &, and integer i > 0, p®' indicates repeated multiplication in the group. A
Fermat-like property holds:
p®¥(N) =1 (mod N).

The system mirrors RSA in its operation. Two distinct large primes p and g of bit-
length r are chosen to form N = pgq. Similarly, the encryption and decryption exponents
are such thated —1 =0 (mod ¢,(N)).

Messages are encoded as polynomials

m=9+mz+ - +yaz 42, t<n,
with coefficients in Zy. Encryption is performed via
c=m° (mod N),
where z" is replaced by a. Decryption retrieves the plaintext using
m=c¢ (mod N).

2.4. LLL Algorithm

In geometry of numbers, a lattice £ C R™ of rank r can be generated by a finite set of
linearly independent vectors. Specifically, there exists a basis (v, vy, ..., v,) of R such that

a; € Z}

When the number of basis vectors equals the ambient dimension, r = m, the lattice is
referred to as full-rank.

r
L= {Zaivi

i=1

For practical computations, it is often convenient to encode the lattice in matrix form.
Let B be the matrix whose rows are the basis vectors vy, ..., v,; then the lattice can be
described as £ = {zB | z € Z'}. The lattice £ has an associated volume, defined by
det(£) = \/det(BT B), where BT is the transpose of B. For full-rank lattices, this simplifies
to det(L) = | det(B)]|.

It is noteworthy that any lattice of rank at least two admits infinitely many generating
bases, each consisting of the same number of vectors and producing the same lattice volume.
Nevertheless, identifying a basis made of short, nearly mutually orthogonal vectors is a
challenging problem, especially in higher dimensions. To overcome this difficulty, Lenstra,
Lenstra, and Lovasz developed the LLL algorithm [24] in 1982. This algorithm efficiently
computes a basis in which the vectors are relatively short and nearly orthogonal, providing
a practical tool for applications in relatively smaller dimensions.

As stated in [25], the theorem below details the behavior of the LLL algorithm’s
output and constitutes a key component in the cryptanalysis of RSA and similar crypto-
graphic constructions.
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https://doi.org/10.3390/axioms15070543

Axioms 2026, 15, 543

8 of 22

Theorem 1. Let (vy,...,V,) be a basis of a lattice. Applied to (vy,...,V,), the LLL algorithm
produces a new basis (W1, ..., W) such that

r(r=1) 1
[will < [lwz < - < [lwjl| < 250770 det(L£) 1, j=1,...,r.

2.5. Determining Small Solutions in Modular Congruences

In 1996, Coppersmith [2] presented a polynomial-time algorithm for finding small
integer solutions to univariate polynomial congruences g(x) =0 (mod M), assuming that
the modulus M is known but its prime decomposition remains hidden. This technique was
subsequently generalized to multivariate polynomials, addressing polynomials of the form

Gxr,.oon) = Y g, PAREES
jln-vjn

with integer coefficients a;, ;. The Euclidean norm associated with the polynomial G is
introduced as follows:

HG(Xl,Xz,. . .,xn)H =

Yo T

jl:jz,--~,];1

In 1997, Howgrave-Graham [26] developed a variant of Coppersmith’s method that
provides a sufficient condition under which small modular roots of a multivariate polyno-
mial correspond precisely to integer solutions. The formal statement is restated as follows:

Theorem 2 (Howgrave-Graham). Let G(x1, ..., x,) be a multivariate polynomial with integer
coefficients, containing at most r nonzero monomials. Let R > 0 be an integer. Suppose there exist
integers uy, . .., u, and positive bounds Uy, . .., Uy, such that

1. G(uq,...,uy) =0 (mod R),

2 G, )] < £

3. |u| < U,foreachi=1,...,n.
Then G(uq,...,uy) =0.

In the case of multivariate polynomials with three or more variables, Coppersmith-
type algorithms are usually heuristic. Accordingly, the subsequent assumption [3,27-29] is
frequently invoked.

Assumption 1. Let Gy, G, ..., G, denote the polynomials whose coefficients are given by the
components of the reduced vectors obtained from applying the LLL algorithm to the lattice ba-
sis. We assume that these polynomials are algebraically independent, that is, for any polynomial
P € Z[xy,...,x:]), the relation P(Gy, Gy, ..., Gy) = 0 implies that P is identically zero.

Given the preceding conditions, one can determine the shared solution (u1, ..., uy,) of
the equations
Gi(x1,...,xy) =0, i=1,...,7,

by employing computational techniques such as Grobner bases or resultants.

Notice that, in practice, multivariate Coppersmith-type attacks have been observed to
succeed with high probability in numerous cryptanalytic applications. Nevertheless, no
general theoretical guarantee is known when more than two variables are involved. The
attack may fail if the polynomials produced after the LLL reduction are not algebraically
independent or if the resulting polynomial system is degenerate, preventing Grobner basis
or resultant computations from recovering the desired roots.
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3. The New Attacks

In this section, we present two lattice-based cryptanalytic attacks against the family
introduced in Section 2.2 and the second family outlined in Section 2.3.

3.1. Cryptanalysis of the First Family

We analyze the first family in the presence of shared least significant bits among the
prime factors and shared most significant bits among two secret exponents.

Theorem 3. Let n > 1 be an integer, and N = pq be an RSA modulus, where p and q are
two primes of equal bit-length sharing ¢ LSBs with 2° = N® and 0 < 6 < %. Suppose that
there exist two pairs of encryption and decryption exponents (e;, d;), i € {1,2}, satisfying the key
equations e;d; — kip, (N) =1, with e,ep < N%, |dy — dp| < NP, and dy,d, < N°. Then, under

Assumption 1, the pair (p,q) can be computed in polynomial time whenever

1
B < Zn—i—tx—n(), o< %1—2119—,8—Z\/6n(4n9—41x+4,3—5n)(49—1).

Proof. On the one hand, by Lemma 8, we have
- k
pn(N) = ) ",
k=0

where a, = —220n, ap € Zfor 0 < k < n—1, and w is defined by the relation
p+q = 2%w + wy, as stated in Lemma 3. On the other hand, by scaling the first key
relation by e, and the second by e;, and subsequently taking their difference, the resulting
expression becomes

exer(dy — da) — exk19n(N) + e1ko @ (N) = e2 — ey. (1)
This shows that the tuple (z1, 2, 23,24) = (d1 — da, k1, ka, w) is a root of the polynomial equation

fn(z1,22,23,24) =0,

where

n
fu(z1,22,23,24) = ere2z1 — (€222 — €123) (Z aﬂ’i) +e1 —eo. 2)
k=0

In order to compute small roots of the above equation, we employ a variant of Copper-
smith’s method derived from the strategy introduced by Jochemsz and May [27]. This
approach consists in constructing two specific sets of monomials associated with the poly-
nomial fy(z1,22,23,24). More precisely, we fix two positive integers v and t, where t will be
optimized at a later stage. Moreover, let

1 . . _
M= {2]12522229 7 212522924 is a monomial of £ 1 (zy, 22,23, 24) }.
0<I<t

We denote by M, the set of monomials obtained by multiplying the monomials of
fn(z1,22,23,24) by those of M. Based on the binomial expansion, the monomials of

©=1(z21,25,23,24) are described by tuples (a1, a,, a3, a,) satisfying

https:/ /doi.org/10.3390/axioms15070543
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A
N
»
IN
S
I
—_
|
)
—
I
N
N
N

0 < a4y < nap+ nas.
Then, the monomials of M; are identified by

0<a <v-—1,
ap<v—1-—um,
0<a3<v—1—a; —ay,

0 <ay <nap+nas+t.

In a similar manner, the monomials of M are those composed from

IN
=2
A

=0

A
S
IN

0—m,
a3 < v —ay —ay,

0 <ay <nap+naz—+t.

In the rest of the analysis, we also need to identify the monomials of M \ M;j. A sim-
ple observation shows that the monomials under consideration can be partitioned as
D1 U D, U Ds. More precisely, the set D; consists of monomials whose exponents satisfy

a =0,
0<a<v—ay,
0<a3<v—a;—ay
0 <ay <nay+nas+t.

Similarly, the set D, consists of monomials with exponents satisfying

0<a; <v-1,

a =0 —4ay,

0<a3 <v—a;—ay,
0 <ay <nay+nas+t.

Finally, the set D3 consists of monomials whose exponents fulfill

0 S aj S 0 — 1/
0<a <v—-1-m,
a3 =0 —a; —ay,
0 <ay <nap+nas—+t.
A central step in Coppersmith’s method is the determination of suitable bounds for the

unknown roots. For z;, we set Z; = NP which stands for |[dy —da| < N P. To determine
bounds of both z; and z3, observe that fori € {1,2},

- Edi—l
@n(N)’

ki
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with e = N*, and d; < N°. By Lemma 4, we have NTH < @n(N). This implies k; < 2N*+9-",
Consequently, we may take
Zp = Z5 = 2N*H—1,

For z,, we use the relations 2¢ = N? and p + ¢ = 2%w + wy, together with the bound
p+q < (1++/2)N'/2 stated in Lemma 2. This gives

+g— wo _
A L N N

As % — 20 > 0, a valid bound of z4, is Z4 with
Zy = (1+V2)N/2%.

Next, let W,, denote the maximum absolute value of the coefficients of f},(z121,2075,23723,2474),
that is, Wy, := || fu(21Z1, 2222, 23Z3,24Z4) || .- Then, from (2), W, satisfies the lower bound
epZrag < Wj,. For sufficiently large values of N, Lemma 6 implies that the dominant term of ag
is N". Hence, asymptotically, we have ag ~ N", and therefore

2N® NOHO—1 N = N2+ < W, (3)

Define

3 v—1
R, = W, (H Zi) ZZ(U71)+t_

i=1

We require that
gcd(Rn,el — 62) =1.

Since
3 v—1
R, =W, (H Zl) ZZ(U*U*HI
i=1
it suffices to ensure that
gcd(Z,',el—ez) :1, i:1,...,4,

and
ged(Wy,e1 —ep) = 1.

The quantities Z; are merely upper bounds on the unique solution (z1, 22, z3, z4). Therefore,
replacing them by larger values preserves the validity of the attack. Since e; — e, is a fixed
public integer, it possesses only finitely many prime divisors. Consequently, for each bound
Z; (resp. W), there always exists an integer Z! > Z; (resp. W;, > W) such that

ged(Zl,e1 —e) =1 and  ged(W,,e1 —ex) = 1.

Replacing Z; and W, by these enlarged bounds does not affect the asymptotic analysis.
Hence, without loss of generality, we may assume that

gcd(Ry,e1 —ep) = 1.

This allows us to compute the inverse of e; — e; modulo R, which we denote by ¢y, and to
consider the following polynomial:

Fu(z1,22,23,24) = cofn(z1,22,23,24) mod Ry,
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whose constant term is equal to 1.
Following [27], we build two family of polynomials
(n) ay v—1—a; yv—1—ay ,o—1—a3 »n(v—1)+t—ay
gﬂ1,a2,u3,a4 Z] Z Z Z4 FnZ Z Z Z
for 211252232, € My,

h(”)

ay
a1,02,03,04 — Zl zy’ Z ’z4' Rn

for z]' 22253z, € Mo\ M;.
Subsequently, the coefficient vectors of the polynomials

b sy (2121,2070, 2373, 2324)  and W, 000, (21 21,2075, 2373, 2474)
form a Euclidean lattice £(#, v, t) whose dimension is given by the number of elements in

M and Mo\./\/ll, that is
1 4 1 4 1, 1
r(n,t,v) = Y (n+2t)+6v (3n+6t+1)+ﬁv (11n+22t+12)+gv(3n+6t+11)+1.

For the purpose of simplifying the determinant computation, it is customary to impose
a suitable ordering on the rows and columns of the lattice basis matrix so that it assumes a
left or right triangular form. Following the approach of [27], the matrix can be arranged in a
right triangular form as follows: The rows corresponding to the polynomials gp(,?,)az/uw , and
hg?}aww , are ordered according to the lexicographic order on the index tuple (a1, a3, a3, a4).
Likewise, the columns, which correspond to the monomials zllzg2 2332 4, are arranged
according to the same lexicographic order on (a1, a4z, a3, a4). A toy example is presented in

Table 1 where the symbol © represents non-zero entries.

Table 1. The lattice matrix when (v, t,n) = (1,1,2).

: Monomials 1 2 2324 2322 2323 2 2224 222 2223 z1 2124
Polynomials
@) -
g(()zo) 00 Zs 0 o © ® 0 ® © © 0 o 0
801 0 Z 0 ® ® ® 0 © © ® 0 ®
h(()231 . 0 0 Z3R, 0 0 0 0 0 0 0 0 0
hgfg " 0 0 0 Z57Z4R, 0 0 0 0 0 0 0 0
@) 2
s 0 0 0 0 Z372R; 0 0 0 0 0 0 0
h(()zg 13 0 0 0 0 0 Z3Z3R, 0 0 0 0 0 0
hng 00 0 0 0 0 0 0 Z>R, 0 0 0 0 0
h(<)21> o 0 0 0 0 0 0 0 Z>Z4Ry 0 0 0 0
h(ng 02 0 0 0 0 0 0 0 0 7,72R; 0 0 0
h(<)21> 03 0 0 0 0 0 0 0 0 0 Zy 73R, 0 0
hgzg 00 0 0 0 0 0 0 0 0 0 0 ZiRo 0
hgzg on 0 0 0 0 0 0 0 0 0 0 0 Z1Z4R,

In addition, the diagonal terms corresponding to the polynomials g,g?,) are

a3,a3,04

of the form (212223)”‘122(2771”5 while those associated with hb(zif,)@,%,@ take the form
W, 20~ 10 Z0 1z Zo=tias Zn(0UHH G Bor g < k < 4, define

O = ) . 5)
z1 zzzz 32446/\/10\/\/11
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It follows that the lattice determinant can be written as

Z

|
:]w

det(L) ;vfl)#/\/th(vfl)#(/\/lo\M])JrUj

-
Il
-

= 3

W (MO\Ml)ZAL(n(vfl)+t)#M1+(n(vfl)+t)#(Mo\M1)+a4 ©)

X

(- 1#Mo+o) | HMo\M1) 4(”(77—1)“)#/\404-04'

Zj

I
-:1‘”

-
Il
—

We perform an LLL reduction on the lattice basis matrix B(#,t,v), producing a reduced
basis B’ (n, t,v) that preserves the determinant. The vectors of this reduced basis generate a
set of polynomial relations

Gi(z1,22,23,24) =0 (mod Ry), i=1,...,r(nt0).

The extraction of the desired solution is achieved by combining Theorem 2 with the
properties of the LLL-reduced basis from Theorem 1. By focusing on the case j = 4, the
solution can be guaranteed by imposing the condition below

r(n,to)(r(nto)—1)

1
T A(r(nto)—3) r(n,t,v)— R
2 4(r(ntv)-3) (detﬁ(n, t v)) i3 n

Vr(n,t,v)

or equivalently

det(L(n,t,0)) < ! Ri(M0)=3

r(nto)—-3 _r(nto)(r(nto)—1)
r(n,t,v)” z 2 1

This leads to
det(L(n,t,v)) < R,

In addition to (6), we get

Wf(MO\Ml) " <ﬁ Z;Ul)#MOJrlT]') " Z4(n(v—1)+t)#/vlo+a4
j=1

3 r(n,t,v)
< <anjj(”‘”+* z}”‘”) :
=1
Combining with #My = r(n,t,v), we find that

4 Y
z]‘.’f < WM 7)
j=1
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To obtain an optimal bound, we replace ¢ by vt. Using (5) and summing over the indices
corresponding to the monomials in M \ M7, we obtain

1 1 1 1
2 1)0® — —(n—4t — —(n-2

o = 12(n+ 1ot +6(n+3t+ )o? 12(n t—6)0? 6(n )o,
o i(3n+4t)v 41 (5n+6t+2)v3+i(9n+8t+12)v2+i(n+4)v
2724 12 24 12 ’
o i(C’>1H—4t)v + = ! (5n + 6t +2)0° + ! (9n + 8t +12)0* + — ! (n+4)v
3T 24 12 24 12 ’

_ 1 2 2 2 3
0y 24(311 + 8nt + 6t%)v* +12(5n + 12nt + 9t~ + 2n + 3t)v

1 1
+ ﬂ(9712 + 16nt + 121> + 12n + 18t)v” + ﬁ(n2 +4n + 6t)0.

Similarly, we have

1 1 1 1
#Mq = E(n+2t)v4+ “(n+3t+1)0° — E(n — 4t — 6)v? — g(n—z)v.

g
Then, an elementary computation shows that, for sufficiently large v, the parameters oj,
and #M satisfy the following asymptotic behavior:

al:n;b-ZZt o (v )

oy = 3712—24t o+ o(oh),

s — 3n24;4t o 4 o(o%),

0y = 24(371 + 8nt + 6t%)0* + o(v?),
#Mq = 12(n+2t)v +o(v*).

Retaining only the dominant parts, substituting the bounds Z;, Z,, Z3, Z4, and neglecting
smaller coefficients, relation (7) reduces, in view of (3), to

(at0—n) 3ty N(u¢+5 n) dtdty, N(l 26)%(311 +8nt+6t2)0t < N(2a+5)f7(n+2t)v4

NF*

After taking logarithms and dividing both sides by v*, we obtain the following inequality

n+ 2t 3n + 4t 3n + 4t 1 5
B W +(a+06—n) 7 +(a+6—n) Y +<2—29) (3n* + 8nt + 6t2)
(2a+5)i2(n+2t),

or equivalently
—6(40 — 1)t* — 8(4nf — B — 6 + n)t — 12n%0 + 4an + 4Bn + 85n — 9In* < 0,
which is optimized at

; _2(4nb—B—45+n
0= 3 140 :
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Plugging t; in the preceding inequality yields

—80% — 8(4n0 + 2B — 5n)d + 161%6> — 48anb + 16416 + 8n*0 — 8>
+ 12an + 281 — 3512 < 0.

After solving this quadratic inequation, a valid range of J is

5 1
6< n—2m0—p- ZL\/671(4;19—4¢x+4ﬁ—5;1)(49—1).

It is worth noting that, since 6 < %, then the above bound is well defined if

4nf —4a + 4 —5n <0

or equivalently
B < Zn +a —no.

Under this bound, together with Assumption 1, we consider four polynomials, namely

g%n), gén), g:(,)n), and gi"). By solving the system

g\ (21,22,23,24) = 0, i€ {1,2,3,4},

using Grobner basis techniques or resultant computations, we derive the value of z4 = w.
Combining the relations N = pq and p + g = 2*w + wy, we could then efficiently recover
the prime factors (p, q). This completes the proof. [

Remark 1. When n = 1, the bound obtained in [6] coincides exactly with the bound derived in
Theorem 3 as a special case. As a consequence, our attack applies to the same cryptographic setting
as that considered in [6]. However, the proof presented here follows a different approach, relying on
a new lattice construction and on the heuristic Assumption 1 concerning the algebraic independence
of the polynomials produced after the LLL reduction.

Theorem 3 leads to two distinct consequences, depending on whether the secret
exponents share a significant number of their most significant bits or share none at all.

Corollary 1. Let n > 1 be an integer, and N = pq be an RSA modulus, where p and q are two
primes of equal bit-length sharing ¢ LSBs with 2' = N? and 0 < 6 < %. Suppose that there exist
two pairs of encryption and decryption exponents (e;, d;), i € {1,2}, satisfying the key equations
eid; —kipn(N) = 1, with e,eo < N%, and dy = dp ~ NO. Then, under Assumption 1, the pair
(p,q) can be computed in polynomial time whenever

5 5 1
0< En—l—a—nG, o< 5;1—2710—1\/611(4;16—404—571)(46—1).

Proof. When the secret exponents share a large portion of their most significant bits,
Theorem 3 implies that dq =~ d, thatis, § ~ 0. This satisfies the required bound. O

Remark 2. In connection with Corollary 1, the bound for breaking RSA of Sarkar et al. [5] is

5 B
5<§—§.
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To compare the resulting bounds, we take @ = 0, « =1, = 0, and n = 1. Then, the bound from
Corollary 1 reduces to

5
5
which improves upon the bound § < % ~ 0.625 of [5].

5 < Z\@ ~ 0.662,

Corollary 2. Let n > 1 be an integer, and let N = pq be an RSA modulus, where p and q are two
primes of equal bit-length sharing ¢ LSBs with 2! = N® and 0 < 6 < 1 Suppose that there exist
two pairs of encryption and decryption exponents (e;, d;), i € {1,2}, satisfying the key equations
eidi — kipn(N) = 1, with e1,e; < N%, and dy,d < N°. Then, under Assumption 1, the pair
(p,q) can be computed in polynomial time whenever

. (5 17 1 1
s < m1n<4n—|—zx — nH,En — 1719 — R\/3n(49 —1)(12n6 — 3n —3204)).

Proof. If the secret exponents do not share any portion of their most significant bits, a
natural bound for |d; — ds| is max(dy,d,) < N°. In this case, Theorem 3 applies with § = ,
and solving the inequation with unknown ¢ provides the required bound. [

Remark 3. In connection with Corollary 2, Sarkar et al. [5] (Corollary 1) showed that the maximal
bound for breaking RSA is 6 < 0.416.
To compare the resulting bounds, we taken = 1,0 = 0, and « = 1 in Corollary 2. Then, our
bound becomes 6 < 65, where
17 1

—+105 =~ 0.422,

2=16 " 16

which is slightly improves the former bound of Sarkar et al. [5].

Remark 4. The optimal bound of [7] for small secret exponent attacks targeting a single secret
exponent in schemes defined by ed — kg, (N) = 1 with d < N° is § < 0.292n. Figure 1 highlights
that attacks exploiting two encryption exponents provide better bounds than those focusing on
a single exponent. The comparison further shows that our bound A grows significantly beyond
B = 0.292 1 as 6 varies over the interval [0, §].

0

7 |
=A: Our bound
= B: Bound of Nitaj et al.

Figure 1. Comparison of our bound with the bound presented by Nitaj et al. in [7] for n = 7.
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3.2. Cryptanalysis of the Second Family

We analyze the second family in the presence of shared least significant bits among
the prime factors and shared most significant bits among two secret exponents.

Theorem 4. Let n > 1 be an integer, and let N = pq be an RSA modulus, where p and q are
two primes of equal bit-length sharing ¢ LSBs with 2 = N® and 0 < 0 < }I. Suppose that
there exist two pairs of encryption and decryption exponents (e;, d;), i € {1,2}, satisfying the key
equations e;d; — ki, (N) = 1, with ey, ep < N, |dy — dao| < NP, and dy,dr < N°. Then, under

Assumption 1, the pair (p,q) can be computed in polynomial time whenever
5
B < Z(n—l)—l—oc—ﬂ(n—l),

and

5 < (i —29) (n—1)—p— i\/6(n C1)(4(n — 1)0— 40+ 4B —5(n— 1)) (40 — 1),

Proof. Analogously to Theorem 3, we apply Lemma 9 to write
n—1
Yu(N) = Y b, with b, = 22t(n-1)
k=0

and
eper(dy — dy) — exk1Pn (N) + erkopy (N) = ep — ey. 8)

This shows that the tuple (z1,22,23,2z4) = (d1 — da, k1, kp, w) is a root of the polynomial
equation f,(z1,2p,23,24) = 0, where

n—1
fu(21,22,23,24) = erexz1 — (€222 — €123) (Z ka§> +e—en.
k=0

The remainder of the analysis follows as in Theorem 3 by noting that the polynomial
representing ¢,(N) has degree n, whereas that representing ,(N) has degree n — 1.
Consequently, it suffices to replicate the analysis of Theorem 3, replacing n with n — 1. This
yields the required bound of ¢ and completes the proof. [

Remark 5. Analogous results to Corollaries 1 and 2 also hold for the schemes satisfying ed —
ki, (N) —1 = 0, upon replacing n with n — 1.

4. A Detailed Numerical Experiment

In this section, we explain how the approach of Theorem 3 can be applied to carry
out the attack in the present setting. Similar arguments can be simulated to implement
Theorem 4.

All experiments were conducted using SageMath 10.4 on a system running
Ubuntu 22.04.3 LTS, with an Intel® Core™ i5-4460 processor (3.20 GHz, 4 cores) and
8 GB of RAM.

For reproducibility purposes, the SageMath implementation used in our experiments,
including the construction of the lattice and the computation of its dimension, has been
made publicly available at https://github.com/algebre96-hue/Attacking RSA_Variants
(accessed on 5 July 2026).

As a straightforward example to solve the equations

e1d1 —kign(N) = e2ds — ko@n(N) =1,
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with unknowns (dq,dy, k1, ka2, ¢4 (N)), we fix n = 3, and use the public keys (N, e;) and
(N, e2) given by

N =806245068963983742968693740528808594508793710387341582779982776\
108779113,

e1 =231691282929459044923108178276104618307528831372890503810101486\
734951858438308718179865880413093925253316607860087206264898127\
500677294931977139734051853846423113495173217473039304044159127\
943164434958361854295459709,

ey =354338496806918522318046730914011367732246940549869784461102758\
703145195910947658646243151957949682027354673165753581691230678 \
829996717301436163472036677513178388725597399984508751887100181\
779436382627610885045199557.

Under this setting, we obtain (e1,e2) = (N*1, N*2), where a1 ~ 2.9951 and a; ~ 2.9976. We
therefore set & = max(a1, ap) = 2.9976.

Suppose that the prime factors p and q of the RSA modulus N = pq coincide on their
! least significant bits. Since the parameter ¢ is typically unknown, it can be determined
by testing successive values ¢ = 1,2, .. .. In our experiments, we fix £ = 41, which implies
2¢ = N? with  ~ 0.172. In relation to Lemma 3, we solve the equation y> = N (mod 2¢).
We obtain

vy € {127069610899, 972442016877, 1226581238675, 2071953644653 }.
In the present experiment, we choose vy = 1226581238675 and then compute
wo =209 + (N —0v])v,!  (mod 220,

yielding
wo = 3341263838569273827051302.

According to Lemma 6, the quantity ¢3(N) can be expanded as
@3(N) = —2%w® + ayw? + ayw + ag,

for
ap; = -3 242 wo,
a; = —3-2% (wf — N),
ag = N° —w8+3Nwo+1.

We thus seek to solve the equation
fn(21,22,23,24) = e1e221 — (€222 — €123) (—ZMZZ + axz + mrz4 + ao) +ep—e=0,
which admits the particular root (z1,z2,23,24) = (d1 — da, k1, ko, w).
Following the framework of Theorem 3, we assume that d; and d, share 60 of their
most significant bits. Since both d; and d, are unknown, the attacker may test several values

of (,B). We therefore assume that di,d, < N° and |d; — dp| < NP withé = g = 1.01.
Under these assumptions, all conditions of Theorem 3 are satisfied; in particular

B < gn—i—zx —n6 =~ 6.2345,
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and

5<gn—zmw—ﬁ—%¢&umw—4a+4ﬁ—&nme—1)z2]@9

Next, we compute the corresponding bounds Z; = NP, Z, = Z3 = 2N**%~" and
Zy = (1+ v2)N2~2 as well as the quantity

3 v—1
R, = W, (H Zi) Z:(vfl)ﬂ,

i=1

with (v,t) = (2,2) and
Wi = || fu(2121, 2022, 2373, 2424) || -

The computations show that ged(eq — €2, R;) = 4. We then increase the values of Z; and
W, iteratively until we find ged(Z;, e — e2) = ged(Wy,, 1 — e2) = 1. The resulting updated
values are
7, =| NP | ~ 422213137107693002779033747929516689837287923966529404308847711\
5052457985,
Zy =73 = |2N"107"| ~ 56752659365596464032000432082389163100210066153940897\
01791984314065354753,

Zs =(1+ V2)N2~20 = 494914431531

W, =1857032707364209387680402928084975626239658859824439493240028346627255\
7167887525559998260297204877002954821057384249002971375276303927846166\,
19167863020786462324636765285467295320906292505843405257411356 74076736\
3825772105684273718709619280306807780580944369937253700928658995136780\
3479977164414815842293669704635722150024956370326264909939449641204279\
1130587271083117994582227296721374354885116943278010289795584672095199\
317720089077,

which ensures that ged(e; — €2, R;,) = 1, as required in the proof of Theorem 3.

From the coefficient vectors of the polynomials defined in (4), we construct a lattice £ of
dimension r = 60. After applying LLL reduction, the reduced basis yields 60 polynomials
in one minute and 30 s. Computing a Grobner basis allows us to extract the first four
polynomials, and solving the resulting system over the integers yields the root in one minute
and 13 s:

z1 =158262425115417123302104131002430427126427538464388740390172851092259'\
4988,

zp =139931758497970038898605235717441206034796833314785345344291469671521\
9858,

z3 =107002750243339113448222401480215470932254552554636736687358669177995\
3085,

z4 =371367493936.

Once w = z4 is determined, the function ¢3(N) is computed via

p3(N) = —2%'w® + ayw? + ayw + ag,
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which yields

¢3(N) =52408437810134958302844633027857758682441543029734412475676183\
40493356840772483135022976102946207086062981503532221720897449\
71478978062175468192886676645378920146508465035147003603703407\
091305574841771464418254080356.

At the final stage, we solve the system formed by
p +q = 22w + wy = 1795823007942579783416907274874046246,
and N = pg, resulting in

p =897911503971289891708485523274228627,
g =897911503971289891708421751599817619.

Taking the modular inverses of e; and e, modulo ¢3(N) results in

d1; =316524850230834246430717185769744795475591926108172907331665413789090'
0861,

dy =158262425115417123128613054767314368349164387643784166941492562696830\
5873.

Note that the sizes of d; and d; are on the order of N19%83 and N10041 respectively, which
are much larger than the maximum bound for small secret exponent attacks on a single
encryption exponent, namely N%292"" ~ N0-876,

5. Conclusions

We presented lattice-based cryptanalytic attacks on two families of RSA-like cryptosys-
tems characterized by one of the below equations:

I [C ) DRI
d k(p—l)(q—l) 1 d ed—k(p"—1)(g"—-1)=1.

Assuming that two encryption exponents were employed, that the prime factors shared

an amount of their least significant bits, and that the corresponding decryption exponents
shared an amount of their most significant bits, we combined Coppersmith’s method with
Euclidean lattice reduction techniques to derive newly bounds on the secret parameters
under which these schemes became vulnerable. Our attacks showed that this setting
yielded improved bounds compared with the use of a single encryption exponent. In RSA
and its variants, the primes are generated randomly. Then, with overwhelming probability,
the primes will be of the size of N, and could share an amount of their least significant
bits. Similarly, when two decryption exponents are generated randomly, then they could
share an amount of their most significant bits. To avoid our attacks in the real-world, it is
easy to check that the former scenarios do not occur.
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