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Abstract

Generative artificial intelligence (GenAl) can accelerate Building Information Modeling
(BIM) and digital-twin workflows, but probabilistic outputs and manipulated inputs cre-
ate data-integrity risks that conventional construction-software liability rules do not fully
explain. This study develops a reproducible doctrinal and comparative-law method that
maps the GenAl value chain onto the Architecture, Engineering, and Construction (AEC)
lifecycle. Its principal advantage over single-actor product or professional-negligence
analyses is a qualitative proportional-liability assessment framework that evaluates tech-
nical control, foreseeability, verification capacity, causal contribution, and evidence
preservation across developers, deployers, and professional users. The analysis identifies
the following two recurrent pathways of harm: autonomous hallucination entering safety-
relevant design information and adversarial or erroneous data entering digital-twin feed-
back loops. It also specifies syntax, semantic, cybersecurity, and human-verification con-
trols linked to AEC information-management and quality standards. The framework is
not an empirically calibrated formula and does not determine legally binding percentages.
Instead, it provides a transparent decision aid for applying existing tort doctrines and
regulatory duties to distributed GenAl-enabled construction workflows.

Keywords: generative Al; data integrity; qualitative liability assessment; digital twins;
Building Information Modeling (BIM); AEC quality management; smart city governance

1. Introduction

The integration of generative artificial intelligence (Al), particularly large language
models (LLMs) and diffusion algorithms, has driven a significant transformation within
the Architecture, Engineering, and Construction (AEC) sector toward data-driven con-
struction and smart city governance [1]. By leveraging algorithmic capabilities in spatial
synthesis, parametric modeling, and automated text generation, generative Al optimizes
the workflows and decision-making processes of project stakeholders [2]. Within the do-
main of smart urban infrastructure, this technological trajectory has stimulated academic
and industrial discourse regarding its impact on network digital twins [3] and Building
Information Modeling (BIM) ecosystems [4]. Research indicates that integrating genera-
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tive design tools into urban computing minimizes decision-making costs during the plan-
ning phase and enhances the operational efficiency of lifecycle management [5] in large-
scale engineering projects [6].

However, the rapid adoption of these intelligent technologies within digital construc-
tion environments [7] has introduced notable data integrity risks, which necessitate re-
evaluation from a cross-disciplinary socio-legal perspective. Currently, digital challenges
within the construction industry have expanded from traditional software operational er-
rors to algorithmic hallucinations [8] during autonomous system generation [9], as well
as erroneous data injections induced by improper user prompts [10]. When generative Al
is embedded into complex engineering workflows or smart city platforms, inaccurate
technical parameters autonomously generated by algorithms [11] pose a substantial risk
to structural integrity, engineering cost estimations, and overall property safety. For in-
stance, if unverified compliance data are injected into the interactive virtual-real mapping
layer of a smart city digital twin system, they can disrupt the automated closed-loop feed-
back mechanisms of urban planning. Furthermore, Al-generated design drawings con-
taining incorrect fire safety codes or mechanical metrics may embed latent vulnerabilities
into public buildings, potentially leading to severe engineering failures.

Conventional AEC software, referred to here as a general category rather than a spe-
cific product used in this study, generally operates through more predictable, rule-based
functions than GenAl, although software defects and contractual disputes have long com-
plicated liability. Existing project contracts, BIM protocols [12-14], professional duties,
and software terms commonly allocate responsibility for input, validation, approval, and
use. GenAl adds a distinct problem because the same prompt may produce variable out-
puts and because model behavior may depend on changing data, retrieval sources, and
versions. The legal inquiry can therefore no longer stop at the assumption that software
merely executes a professional’s fixed instruction.

The transition from deterministic software to probabilistic GenAl exposes a domain-
specific gap in current liability analysis. The existing Al-liability literature commonly ex-
amines autonomous vehicles, medical systems, financial services, or general-purpose plat-
forms [15-17]. AEC workflows differ because safety-relevant information moves through
fragmented contractual chains, licensed professionals, model-based design environments,
and cyber-physical feedback loops. A single erroneous output may be transformed, ap-
proved, and reused across several project phases before physical damage appears. These
features do not make existing product liability, platform liability, or professional-negli-
gence doctrines irrelevant. They make a lifecycle-based method necessary to identify
which actor controlled the failed risk node and which duty was breached.

Emerging Al regulation supplies relevant compliance duties [18-21] but does not it-
self resolve AEC tort allocation. The EU Al Act establishes risk-management, documenta-
tion, logging, and human-oversight obligations for systems that fall within its scope [22].
China’s Interim Measures for the Management of Generative Artificial Intelligence Ser-
vices primarily govern services offered to the public and emphasize provider and content-
governance responsibilities. Neither instrument creates a complete AEC-specific civil-lia-
bility regime. Their requirements are therefore treated in this study as possible evidence
of reasonable care, regulatory breach, or risk control, subject to the applicable private-law
rules.

Liability analysis in this setting must distinguish model development, application
integration, professional adoption, and physical execution. These stages distribute control
over training data, system boundaries, prompts, verification gates, and final construction
decisions. The relevant legal question is therefore not whether the Al system itself should
bear liability. It is how existing duties and causal responsibility should be reconstructed
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across the actors who could foresee, prevent, detect, document, or correct the integrity
failure.

Accordingly, this study asks three questions. First, why are existing single-actor lia-
bility models incomplete for GenAl-enabled AEC workflows? Second, which technical
and organizational controls identify the actor best positioned to prevent or document a
data-integrity failure? Third, how should regulatory compliance, contractual duties, and
professional verification inform qualitative responsibility allocation without replacing ap-
plicable tort doctrine? The study answers these questions through a structured doctrinal
and comparative analysis, a dual-track lifecycle mapping method, and bounded scenario-
based stress tests.

2. Methodology and Conceptual Framework

GenAl introduces probabilistic outputs into AEC systems that manage safety-rele-
vant information and physical assets. The methodological challenge is to connect the tech-
nical origin and movement of an integrity failure with the legal duties of the actors who
develop, integrate, verify, approve, and implement the affected information. This section
therefore combines a reproducible source-selection protocol with a dual-track mapping
and qualitative assessment method.

2.1. Research Design and Reproducible Source-Selection Protocol

This study uses a structured doctrinal and comparative-law design. The source base
comprises peer-reviewed AEC and Al-risk research, primary legal instruments, official
technical and quality-management standards, and bounded real-world or legal analogs.
Searches and verification were completed on 18 June 2026. Academic materials were iden-
tified through Crossref, OpenAlex, and structured literature searches using combinations
of “generative Al”, “construction”, “BIM”, “digital twin”, “data integrity”, “hallucina-
tion”, “prompt injection”, “liability”, “automation bias”, “software license”, “intervening
cause”, and “superseding cause”. Primary legal materials were retrieved from official
sources and reported legal authorities, including EUR-Lex, the Cyberspace Administra-
tion of China, reported case law, and the Restatements of Torts.

Materials were included when they directly addressed GenAl output integrity, AEC
information exchange, digital-twin security, professional verification, multi-actor liability,
or the regulatory scope of the compared instruments. Marketing materials, unverified in-
cident reports, and sources that were only nominally related were excluded. Each retained
source was coded against the following five analytical dimensions: the actor controlling
the risk node, the foreseeable failure mode, the available preventive or verification control,
the evidence needed to reconstruct causation, and the legal function of the relevant rule.
Primary legal texts control over secondary descriptions when defining regulatory scope.

The framework was constructed in four reproducible steps. First, the GenAl value
chain was mapped to the planning, design, construction, and operation phases of the AEC
lifecycle. Second, the two recurring integrity-failure pathways were traced through these
mapped nodes. Third, responsibility was assessed using the following five qualitative fac-
tors: technical control, foreseeability, verification capacity, causal contribution, and evi-
dence preservation. Fourth, the resulting allocation logic was conceptually illustrated and
normatively tested through two hypothetical AEC scenarios, with verified legal and engi-
neering analogs used only to define the scenarios’ practical boundaries. This procedure
produces analytical findings rather than empirical or statistical results.

No Delphi study, expert interview, AHP exercise, quantitative calibration, or dam-
ages dataset were used. The qualitative responsibility bands are therefore ordinal deci-
sion-support categories, not estimates of legally binding percentages. The scenarios test
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whether the framework exposes relevant controls and evidence; they do not validate pre-
dictive accuracy, external validity, or compensation shares.

2.2. Dual-Track Mapping and Framework Construction

The dual-track mapping method aligns the GenAl value chain with the AEC project
lifecycle. It treats model development and project delivery as connected but distinct
chains. The first identifies who controls training, model behavior, integration settings, and
interface safeguards. The second identifies when information is generated, reviewed, ap-
proved, transformed, and physically implemented. Linking the two chains makes the lo-
cation of control and the point of verification visible.

For analytical clarity, actors are grouped as developers, deployers, and professional
or organizational users. Developers control the foundation model, training and fine-tun-
ing processes, model documentation, and known-limit disclosures. Deployers integrate
the model into BIM, digital-twin, or review platforms and control access, retrieval sources,
interface constraints, logging, and validation gates. Users provide prompts, interpret out-
puts, approve safety-relevant information, and authorize its use in project decisions.
These categories describe functional control and may overlap in a vertically integrated
organization.

Mapping these functions into planning, design, construction, and operation creates
an auditable chain from model source to physical consequence. The method does not pre-
sume that one actor is always primarily responsible. It identifies which actor controlled
the failed safeguard, which actor had the practical capacity to verify the output, and which
records are needed to establish causation. Figure 1 illustrates this dual-track structure.

Generative Al value chain
Developers Deployers End users
pre-training data ‘platform integration © prompt inputs
 model development cybersecurity - expert verification
-+ code alignment ‘workflow guardrails - document adoption
source data system human feedback-loop
integration verification governance

integrity

AEC project lifecycle

. . . . ration an
Planning Design Construction Operation and
smart city management
- concept generation —» - BIM collaboration — - site coordination —
digital twins
early analysis - drawing review - cost and compliance - urban feedback loops
Control Foreseeability Auditability Professional duty of care

Figure 1. Dual-track mapping model aligning the generative Al value chain with the AEC project
lifecycle.
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2.3. Syntax, Semantic, and Algorithmic-Stability Controls

Heterogeneous AEC data cannot be placed into a common information space by ag-
gregation alone. Syntax transformation first converts source files, sensor messages, sched-
ules, and textual outputs into declared exchange structures. In BIM workflows, Industry
Foundation Classes (IFCs) provide a machine-readable data schema, while the build-
ingSMART Information Delivery Specification (IDS) can express required properties and
support automated compliance checks [23,24]. Files that fail schema, unit, identifier, or
mandatory-field validation should be quarantined before they enter the shared model.

Semantic transformation then maps equivalent concepts across disciplines and pro-
ject phases. A deployer should maintain controlled vocabularies, object classifications,
unit mappings, provenance fields, and explicit links between a generated statement and
the authoritative code, drawing, calculation, or sensor source it purports to represent. Am-
biguous or unmapped concepts should be routed to professional review rather than si-
lently normalized. These controls reduce the risk that syntactically valid information is
treated as semantically correct.

Algorithmic convergence must also be separated from engineering correctness. Re-
peated sampling and self-consistency can improve reasoning performance by selecting a
recurring answer among several generated paths [25], but agreement among probabilistic
outputs does not prove compliance with physical laws or construction codes. For safety-
relevant AEC use, output stability should therefore be tested through repeated genera-
tion, independent deterministic calculations, constraint checking, and professional ap-
proval. A stable but incorrect output remains a data-integrity failure.

2.4. Typology of Data Integrity Risks in Digital Construction

Having established the mapping model, this study deconstructs the technical me-
chanics of the following two core data-integrity risks within the AEC domain: algorithmic
hallucinations and erroneous data injections. The AEC sector is not uniformly risk-intol-
erant. Construction practice accepts specified tolerances, uncertainty, optimization trade-
offs, and managed nonconformities. Tolerance is substantially lower; however, where an
error can compromise structural stability, fire safety, or another mandatory safety func-
tion. The relevant distinction is therefore between managed engineering tolerances and
failures that cross legal, contractual, or professional safety thresholds.

Algorithmic Hallucinations in Generative Design: GenAl generates outputs from
learned probability distributions and does not independently guarantee compliance with
physical mechanics or statutory engineering codes. In a safety-relevant workflow, a fabri-
cated clause, parameter, or calculation may appear credible and may remain syntactically
valid. The principal safeguards are authoritative-source grounding, explicit citations, de-
terministic constraint checks, independent calculation, model-version records, and pro-
fessional approval before adoption.

Erroneous Data Injection in Digital Twins: A digital twin combines data from physi-
cal assets, models, users, and connected services through a continuing virtual-physical
feedback process. Natural-language interfaces and automated integrations expand the at-
tack and error surface [26]. A malicious prompt, compromised sensor, mapping error, or
unverified external record may be accepted as a true physical state unless the deployer
applies access controls, provenance checks, schema and semantic validation, anomaly de-
tection, and a separate approval gate before operational commands are issued.

The two risk types differ not only in their technical origins, but also in their attribu-
tion logic. Table 1 classifies these data integrity risks by source, workflow manifestation,
engineering hazard, and legal attribution problem. Figure 2 then visualizes the two path-
ways as parallel mechanisms through which digital anomalies become built-environment
risks.
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Table 1. Typology of data integrity risks and legal attribution problems in GenAl-enabled digital
construction.

Risk Category Technical Origin AEC Manifestation = Engineering Hazard Legal Attribution Problem
Fabricated structural
parameters, non-exist- Latent vulnerabilities

Feature conflicts in train-

Requires separating devel-
ing data; weak alignment

. . oper source-data failure
Autonomous ~ © . . ent fire-safety clauses, may enter drawings, . .
... with engineering codes; . . . from professional verifica-
algorithmic o . or unreliable compli- structural calculations, . .
hallucination probabilistic generation tion failure through model

ance outputs in BIM-as- or code-compliance

under insufficient source = | . .
sisted design and re- files

provenance and adoption
grounding

. records
view

Digital twin databases Shifts liability toward inten-
may absorb false physi- tional user misconduct and
cal-state data, produc-  deployer cybersecurity
ing resource misalloca- omissions; developer expo-
tion, subsidy misuse, or  sure may reduce if the
erroneous administra- model was not the proxi-

Fraudulent compliance
Adversarial prompts, ma-  reports, distorted
User-induced licious NLP manipula- lifecycle assessments,
data injection tion, or inadequate input- or contaminated opera-
validation safeguards tional data in smart-city
digital twins

tive decisions mate source
A Autonomous or Hallucinated Qutput Path
. L . . . Hallucinated or Inadequate .
Unreliable or conflicting GenAl-assisted design . o Latent design or
. — unsupported technical — —#» professional — . .
sourceor retrieval data or BIM workflow . construction risk
pﬂI’EHTIClL‘I‘ verification
; : B . : ENGINEERING OR
TECHNICAL OR INPUT ORIGIN WORKFLOW CONTROL FAILURE o e T
‘ ‘ OPERATIONAL CONSEQUENCE
. L Contaminated Distorted automated Systemic resource
Malicious, erroneous, Prompt or data injection - . . o .
o . . digital-twin state review, control, misallocation or
or non-compliant input through an interface . .
or database or dispatch public-system harm

Figure 2. Dual pathways of data integrity failure in GenAl-enabled digital construction: (A) auton-
omous or hallucinated output path; (B) adversarial or erroneous input path. (A) Autonomous algo-
rithmic hallucination pathway from probabilistic generation to safety-relevant design information.
(B) User-induced erroneous-input pathway from adversarial or invalid input to contaminated dig-
ital-twin records.

Figure 2 leads to a specific attribution conclusion. Autonomous hallucination directs
attention toward model documentation, source grounding, platform guardrails, and pro-
fessional verification. User-induced injection directs attention toward intent, interface se-
curity, access control, provenance, and operational approval. In both pathways, liability
cannot be inferred from actor labels alone. It must be reconstructed from the failed control,
the actor capable of operating that control, and the available audit evidence.
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2.5. Theoretical Contribution and Boundary Conditions: Beyond Existing Al-Liability Pathways

The theoretical contribution is not a new freestanding tort regime. It is a domain-
specific translation rule that connects technical control in the GenAI-AEC information
chain to existing legal concepts of duty, causation, fault, product defect, and professional
responsibility. This translation is needed because no single existing theory captures the
complete pathway from model development to physical construction or infrastructure
operation.

The first limitation is control. GenAl systems do not operate like deterministic con-
struction software whose behavior is fully fixed by code at the moment of delivery. Train-
ing data, retrieval sources, prompts, deployment settings, feedback loops, and model up-
dates may all affect later outputs. In an AEC project, a harmful parameter may emerge
only after a generated statement has been transformed into a BIM object, reviewed by a
professional, incorporated into a drawing, or reused by a digital twin. Traditional liability
theories built around a single controlling actor therefore risk either over-concentrating
responsibility on the upstream provider or losing the responsible actor within a frag-
mented value chain [27-29].

Product liability remains relevant, especially after the revised EU Product Liability
Directive expressly includes software and Al-related products within its modernized
framework [30]. It is nevertheless incomplete for GenAl-enabled AEC workflows. Product
liability usually presupposes an identifiable product, a defect, a producer or seller, and a
relatively linear link between defect and damage. In GenAl-enabled construction, the le-
gally relevant failure may result from model design, training data, semantic mapping,
platform integration, professional verification, or post-deployment use. A single product-
defect inquiry cannot by itself explain how responsibility should be distributed across
these stages.

Platform-liability theory is also insufficient. Platform duties are commonly organized
around an intermediary role and a reactive obligation to manage third-party content,
transactions, or user conduct. GenAl tools embedded in BIM and digital-twin systems do
more than host or transmit third-party information. They actively generate technical state-
ments, classify sensor data, suggest design parameters, and influence operational deci-
sions. The central legal problem is therefore not only whether an intermediary failed to
remove harmful content. It is how to attribute a safety-relevant output that has been gen-
erated, transformed, approved, and operationalized across several actors.

Risk-governance theory supplies useful ex-ante controls, but it does not inde-
pendently answer ex-post private-law questions. Risk-management duties, documenta-
tion, logging, and human oversight can identify expected precautions and evidentiary
trails. They do not determine whether a professional duty was non-delegable, whether an
upstream defect and downstream verification failure were concurrent causes, how a
claimant proves causation, or whether liability should be joint, several, or contractually
allocated. Similarly, a broad strict-liability approach to all Al providers would be dispro-
portionate where the core problem is not a single abnormal danger but information asym-
metry, distributed control, and proof difficulty.

The dual-track mapping model advances existing theories by treating lifecycle posi-
tion and functional control as the bridge between technical evidence and legal attribution.
The qualitative proportional-liability assessment framework then organizes that bridge
through the following five explicit factors: technical control, foreseeability, verification ca-
pacity, causal contribution, and evidence preservation. Its academic value lies in integrat-
ing doctrines that otherwise operate separately and in showing where each existing legal
pathway stops explaining the AEC-specific risk chain.
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The framework remains bounded. It does not override mandatory rules on joint and
several liability, contractual allocation, professional licensing, product liability, or eviden-
tiary burdens. It also does not assign numerical percentages. Courts, regulators, and con-
tracting parties must apply the relevant jurisdictional rules to the established facts.

3. Doctrinal and Scenario-Based Findings

The structured analysis produces three doctrinal findings. First, GenAl-related AEC
harm is usually distributed across several technical and professional control points rather
than one autonomous machine act. Second, responsibility becomes more transparent
when each failed safeguard is mapped to the actor able to implement, verify, or document
it. Third, regulatory compliance and technical standards can inform the standard of care,
but they do not mechanically determine private tort liability. These are analytical findings
from doctrinal coding and scenario-based stress testing, not empirical or statistical results.

3.1. Systemic Rupture of Traditional Tort Elements Under Algorithmic Anomaly Scenarios

Traditional tort elements remain applicable, but their application becomes eviden-
tially difficult when probabilistic outputs and cyber-physical feedback loops distribute
decisions across several actors. A wrongful act may consist of defective model design,
unsafe integration, inadequate verification, intentional manipulation, or a combination of
these acts. Damage may remain latent, while causal proof may depend on model versions,
prompts, transformations, approval records, and operational logs.

Product liability, platform responsibility, contract, and professional negligence each
explain part of this chain. None should be presumed to fail categorically. The central dif-
ficulty is identifying the legal function of each actor after the same output has been gen-
erated, integrated, reviewed, transformed, and physically implemented. The four-element
analysis in Table 2 therefore focuses on the evidence required to apply existing tort rules
to a distributed workflow.

Doctrinal rupture can be expressed through the four elements of traditional tort lia-
bility. Table 2 shows why each element becomes unstable when probabilistic outputs and
cyber-physical feedback loops are embedded into AEC workflows.

Table 2. Systemic rupture of traditional tort elements by generative Al in the built environment.

Traditional Tort Traditional AEC Appli-

Element

. Disruption by Generative Al Doctrinal Challenge
cation

Wrongful act

Defective drawing, static

software error, or identi-

fiable professional draft-
ing omission

Difficult to classify a generated
output as a static defective
product or discrete wrongful

Al outputs are dynamic, probabilistic,
and affected by model updates, retrieval

contexts, and prompt interactions act

Fact of damage

Physical defect, financial
loss, code non-compli-
ance, or project delay

linked to a known actor

Digital anomalies may remain latent un- Damage recognition may lag
til construction, operation, or public-in- behind the original data corrup-
frastructure feedback loops reveal the tion, complicating limitation pe-
defect riods and evidence

Causal link

A direct chain connects

human decision, design

document, construction
action, and damage

Proximate cause requires
prompt logs, model versions,
audit trails, and data-origin ver-

BIM and digital twins distribute false
data through multiple actors, databases,

and feedback loops P
ification

Subjective fault

Professional negligence,

intent, or organizational

omission is attributed to
a recognized actor

Autonomous model behavior and auto-  Fault must be reconstructed
mation bias blur the line between ma- through control, foreseeability,
chine output, platform design, and hu- auditability, and professional

man reliance verification duties
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3.2. Qualitative Proportional-Liability Assessment Framework

The proposed matrix is a qualitative proportional-liability assessment framework. It
does not reject joint and several liability where applicable and does not calculate numeri-
cal shares. The high, medium, and low bands are ordinal descriptions of legal significance.
They are not numerical scores and must not be added, averaged, or translated into com-
pensation percentages.

The assessment proceeds actor by actor across five separate factors. Technical control
concerns the actor’s practical and legally relevant ability to prevent, modify, suspend, de-
tect, or mitigate the failed process at the time when intervention remained possible. Fore-
seeability concerns whether the type of failure and harm was reasonably identifiable from
the actor’s knowledge, role, warnings, prior incidents, and intended use. Verification ca-
pacity concerns the actor’s authority, information, competence, tools, and practical oppor-
tunity to test or review the relevant output or process.

Causal contribution concerns whether the actor’s conduct was necessary, substantial,
or risk-increasing in the sequence that produced the legally recognized harm, subject to
the causation test of the governing jurisdiction. Evidence preservation concerns the actor’s
control over records needed to reconstruct the event and whether those records were rea-
sonably created, retained, disclosed, altered, or lost. This factor supports forensic attribu-
tion but does not replace proof of duty, breach, causation, or damage.

A high band indicates strong and direct support for greater relative responsibility
under the relevant factor. A medium band indicates material but shared, indirect, quali-
fied, or evidentially uncertain support. A low band indicates limited practical capacity,
remote foreseeability, attenuated causal involvement, or little responsibility for the rele-
vant records. Every classification must identify the supporting facts, contrary evidence,
and the applicable legal or professional rule.

Application follows three stages. First, the decision-maker separates established facts
from disputed or unavailable evidence for each actor. Second, each factor is classified with
a short reasoned statement. Third, the five classifications are synthesized under the gov-
erning doctrine. The factors are not presumed to carry equal weight because their legal
relevance depends on the claim, jurisdiction, protected interest, and evidence.

The final assessment is a reasoned comparative judgment rather than arithmetic ag-
gregation. Converging high classifications may support a stronger attribution, while
mixed classifications require an explanation of which factors are legally decisive and why.
No combination compels a predetermined result. The framework is intended to improve
transparency, consistency, and reviewability without claiming empirical calibration or
mathematical precision.

Table 3 identifies actor-specific control and fault indicators rather than predeter-
mined liability shares. A developer’s responsibility may increase where a known model
limitation, deficient documentation, or avoidable source-grounding defect materially con-
tributes to the output. A deployer’s responsibility may increase where unsafe integration,
missing validation gates, weak access control, or inadequate logging permits the output
to enter the project workflow. A professional or organizational user’s responsibility may
increase where safety-relevant information is intentionally manipulated or adopted with-
out the verification required by law, contract, or professional practice. The five operational
definitions and the three-stage procedure above must be applied to the evidence in the
individual case.
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Table 3. Actor-specific controls and fault indicators for applying the qualitative proportional-liabil-

ity assessment framework.

Standard of Care and

Stakeholder in Primary Scope of Liabilit o ..
. -ry P y Fault Attribution Criteria
Al Value Chain (Risk Control Phase) . .
(Indicators of Negligence)
Potential breach of model-development and docu-
mentation duties:
. - Failure to address known, material data-qualit
Foundation Model Devel- _ _ o . o Caerdiatly
obers Source data integrity and algorithmic defects or disclose relevant model limitations;
P . logic during the pre-training and fine- - Failure to support authoritative-source ground-
(e.g., Algorithm Provid- . . . L . .
ers) tuning phases. ing or validated constraint integration for the in-
tended safety-relevant use;
- Inadequate testing, documentation, monitoring,
or warning for foreseeable unsafe outputs.
Potential breach of integration, cybersecurity, and
workflow-control duties:
. . . . - Inadequate access control, input validation, prov-
Platform Deployers  System integration, cybersecurity archi-

(e.g., BIM Cloud Services, tecture, and administrative safeguards

Smart City Operators)

enance checking, or prompt-injection mitigation;
- Failure to implement required human approval
and deterministic validation gates;

- Inadequate logging, anomaly detection, incident
response, or independent audit.

within automated workflows.

End Users
(e.g., Registered Archi-
tects, Cost Engineers,
Contractors)

Potential professional negligence or intentional
misconduct:
- Adopting safety-relevant Al outputs without the

Terminal prompt inputs, adoption of Al-independent verification required by law, contract,
generated outputs, and physical execu- or professional practice;

tion in engineering nodes. - Approving or transmitting unverified infor-
mation into construction or operational records.
Intentional manipulation or malicious prompt in-
jections to bypass compliance.

3.2.1. Regulatory Context and Its Evidentiary Role

Regulatory compliance may inform evidence of reasonable care or breach, but it does
not mechanically allocate civil liability. The legal effect depends on the applicable private-
law regime, the protected interest, causation, and the relationship between the breached
rule and the harm. The EU and Chinese instruments considered below therefore operate
as contextual inputs to the qualitative assessment rather than liability formulas.

The EU Al Act is principally a regulatory compliance framework. It imposes obliga-
tions according to the system’s classification and the actor’s role, including risk manage-
ment, documentation, logging, data governance, and human oversight where applicable
[22]. Not every GenAl tool used in AEC is automatically high-risk. A specific use must fall
within the Act’s scope and classification rules. The Act also preserves other Union and
national remedies. Civil compensation must therefore be analyzed under the applicable
tort, contract, and product-liability rules, including Directive (EU) 2024/2853 where its
conditions are satisfied [30].

China’s Interim Measures primarily govern GenAl services offered to the public in
China and emphasize provider duties, lawful content, training-data governance, and ser-
vice security [31]. The Measures expressly exclude research, development, and use that
do not provide services to the domestic public. They do not establish a specific AEC tort-
liability matrix. For a public-facing service within scope, compliance or non-compliance
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may provide relevant evidence. For internal AEC systems outside scope, responsibility
must instead be derived from other applicable civil, cybersecurity, data, construction, con-
tract, and professional rules.

3.2.2. Contractual Risk Allocation and Forensic Evidentiary Challenges in AEC
Workflows

Contractual allocation and forensic evidence constrain the qualitative assessment.
Construction contracts, BIM execution plans, common-data-environment rules, profes-
sional appointments, and software-license terms can assign responsibilities for model use,
validation, approval, record keeping, warranties, and remedies. Software-license terms
may limit warranties or remedies between contracting parties, but they do not categori-
cally eliminate civil liability. In M.A. Mortenson Company, Inc. (Minneapolis, MN, USA)
v. Timberline Software Corporation (Beaverton, OR, USA), the reported construction-es-
timating-software dispute illustrates that the effect of a license limitation depends on con-
tract formation, wording, governing law, the type of loss, and applicable mandatory rules
[32]. Such terms do not automatically determine duties owed to non-contracting third par-
ties.

Forensic reconstruction should identify the model version, retrieval sources,
prompts, transformations, validation results, approvals, and final project decision. Miss-
ing or unreliable records may prevent a claimant or defendant from establishing causation
and fault. Tamper-evident logs and signed provenance can improve traceability, but they
do not make the record complete or establish liability by themselves.

Figure 3 translates the five assessment factors into a qualitative screening pathway.
It identifies a presumptive focus for doctrinal analysis and expressly avoids categorical or
mechanical liability outcomes. Final responsibility remains subject to the applicable law,
contract, causation, professional duties, and available evidence.

Engineering defect, harmful output, or data-integrity failure identified

y

CONTROL
Who designed,

deployed, or controlled

the failed node?

EVIDENCE
PRESERVATION

What logs, versions,

FORESEEABILITY

Could the harm have

VERIFICATION
CAPACITY
Who could detect or

CAUSAL
CONTRIBUTION

Which act or omission

been reasonably

anticipated? prevent the failure? materially contributed? and approvals remain?

y

Presumptive focus for doctrinal analysis

DEVELOPER

inadequate instructions;
foreseeable misuse

Model or training-data defect

»

DEPLOYER
Integration, access control,
workflow safeguards, logging, and
monitoring

SHARED OR UNCERTAIN

Concurrent causes, contractual

allocation, missing evidence,
and applicable law

PROFESSIONAL USER
Independent verification, approval,
adoption, and standard of care

Screening aid only: liability remains subject to applicable tort, contract, product-liability, professional, causation, and evidentiary rules.

Figure 3. Qualitative fault-attribution screening pathway for identifying the presumptive focus of

doctrinal analysis.
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3.3. Doctrinal Anchors for Fault Attribution in Comparative Jurisprudence

The qualitative framework operationalizes existing doctrines rather than replacing
them. Product liability, contractual allocation, professional negligence, network or plat-
form duties, and general tort principles remain the legal anchors. The framework’s func-
tion is to identify which doctrine and evidence correspond to each failed control point.

For developers, relevant questions include whether the software or Al system is le-
gally treated as a product, whether a defect or inadequate instruction existed, whether the
intended or reasonably foreseeable use was disclosed, and whether that defect caused
compensable damage. The revised EU Product Liability Directive includes software and
Al-related products, but liability still depends on the directive’s conditions and national
implementation [30]. Regulatory documentation or data-governance breach may be rele-
vant evidence; it is not an automatic finding of tort liability.

For deployers, the relevant duty arises from their active control over system integra-
tion, access, retrieval sources, validation gates, logging, and operational interfaces. The
legal basis may arise from contract, general negligence, cybersecurity and data obliga-
tions, sector regulation, or other applicable rules. Platform status alone does not establish
liability. The inquiry concerns the deployer’s actual control, the foreseeability of the fail-
ure, and whether reasonable safeguards were omitted.

For AEC professionals and organizational users, existing professional and contrac-
tual duties remain central. Automation bias is a human-factors explanation for inappro-
priate reliance on automated output [33,34]; it is not an independent legal wrong and does
not itself establish negligence, gross negligence, or recklessness. A breach can arise only
where the applicable law, contract, or professional standard required verification and the
actor failed to satisfy that requirement.

The legal bridge requires four inquiries. First, was independent verification required
by a statutory, contractual, project, or professional rule? Second, were the tool limitation
and safety consequence reasonably foreseeable? Third, did the actor have authority, in-
formation, competence, and a practical opportunity to verify the output? Fourth, did the
omission fall below the governing standard of reasonable professional care and materially
contribute to the harm? General negligence is assessed against reasonable care under the
circumstances, while any aggravated classification requires the additional jurisdiction-
specific threshold for recklessness or gross negligence [35].

Expert verification is a key attribution point, but it is not the only one. A professional
omission does not erase an upstream defect or unsafe deployment, and an upstream de-
fect does not excuse a non-delegable professional duty. Repeated warnings, a safety-crit-
ical decision, an obvious contradiction, or deliberate bypass of a mandatory review may
strengthen the inference of serious fault. A single understandable cognitive error does not.
The qualitative framework permits concurrent responsibility where several failures ma-
terially contribute to the same harm.

3.4. Scenario Analysis: Tort Liability Attribution in Engineering Practice

Within the databases, search terms, and cutoff date stated in Section 2.1, this study
identified no reported judicial decision adjudicating physical AEC damage caused by a
large language model or other GenAl system. A recent taxonomy of generative-Al litiga-
tion identifies reported claims concentrated in copyright, unjust enrichment, negligence,
and unfair competition rather than physical construction failure [36]. This is a bounded
search result rather than a universal assertion that no such dispute exists. The two scenar-
ios are therefore normative illustrations, not empirical validation. Their reasoning is
bounded by the following two verified analogs: M.A. Mortenson Co. v. Timberline Soft-
ware Corp., reported at 140 Wn.2d 568, 998 P.2d 305 (2000), and a documented digital-
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twin-supported bridge-monitoring case [32,37]. Neither analogue proves the proposed al-
location.

3.4.1. Scenario A: Algorithmic Hallucination and Structural Design Failure in BIM
Collaborative Workflows

Scenario A considers a structural engineering team using a GenAl parametric plugin
within a cloud BIM platform. The model combines incompatible or outdated engineering
sources and generates a reinforcement parameter below the applicable code threshold.
The hypothetical output is not itself treated as proof of a product defect. The scenario asks
which actor controlled authoritative-source grounding, rule-based constraint checking,
professional verification, and final drawing approval.

The generated parameter becomes hazardous only after it passes several preventable
control points. The platform does not flag the non-compliant value, and the responsible
professional adopts it without the independent calculation and review required for safety-
relevant design [38]. The error is then incorporated into approved construction infor-
mation and later requires remedial work.

Applying the qualitative framework does not predetermine the legal result. Devel-
oper responsibility would increase only if evidence establishes a material model or docu-
mentation defect connected to the output. Deployer responsibility would increase if a rea-
sonably required validation gate was omitted. Professional-user responsibility would in-
crease if the applicable verification duty was breached. Contract terms, mandatory law,
causation, and the available logs would determine the final legal allocation.

3.4.2. Scenario B: Adversarial Prompt Injection in Municipal Building-Compliance
Administration

A parallel liability dilemma arises when a municipal digital-twin platform is used as
an administrative decision-support system for building records, lifecycle assessments,
and green-building incentives [39—-41]. Consider a contractor seeking a tax rebate or public
subsidy for a building that does not satisfy the applicable performance criteria. The con-
tractor submits a manipulated natural-language report through an interface that uses
GenAl to summarize supporting documents and recommend an eligibility classification.

The contractor uses adversarial instructions and fabricated supporting text to induce
the system to disregard conflicting sensor records and classify the building as compliant.
Because the deployer has not separated generated summaries from authoritative records
or required independent approval, the inaccurate classification is written into the digital-
twin administrative record and relied on in a payment or rebate decision. The scenario
concerns erroneous administrative classification and financial loss; it does not assume that
natural-language GenAl output directly controls a municipal power grid or other safety-
critical infrastructure.

Scenario B shifts the dominant control failure toward intentional user manipulation
and unsafe deployment. The contractor may occupy the highest responsibility band if in-
tent, reliance, and causation are proved. The municipal operator or platform deployer
may also bear responsibility if it exposed an operational interface without proportionate
authentication, source validation, separation of duties, logging, or human approval. De-
veloper responsibility may be lower where the dominant failure arose from deployment-
specific controls, but it cannot be excluded without evidence concerning known vulnera-
bilities, documentation, and feasible mitigations.

Malicious input should not automatically be classified as a superseding cause. Under
the Restatement (Second) of Torts, intervening and superseding causation turns on mat-
ters including foreseeability, the scope of the original risk, the independence and extraor-
dinary character of the later act, and the relationship between the omitted safeguard and
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the intervention [42]. If prompt injection or falsified input was a foreseeable reason for
requiring authentication and validation, the malicious act may coexist with, rather than
necessarily displace, upstream responsibility. The terminology and legal effect remain
subject to the governing jurisdiction.

A comparison of the two scenarios clarifies how the center of liability changes when
the dominant anomaly source shifts from autonomous model generation to intentional
user manipulation. Table 4 summarizes the forensic distinctions, and Figure 4 visualizes
the resulting allocation pattern.

Table 4. Comparative forensic analysis of scenario-based liability allocations.

Scenario Parame- . . . e .. Scenario B: Adversarial Injection in Municipal
Scenario A: Algorithmic Hallucination in BIM . Jec . P
ter Compliance Administration
Autonomous model generation followed by =~ Human-driven adversarial manipulation at the
Locus of control

professional verification failure digital-twin interface

Absence of authentication, prompt-injection de-
Polluted or contradictory training data; lack of fense, authoritative-record validation, separation
hard alignment with structural code thresholds of duties, and human approval before administra-
tive classification

Technical defect

Foundation model developer and registered
structural engineer, depending on proof of
source defect and verification omission

Primary liable ac- Contractor or applicant if intentional manipula-

tor tion and fraudulent submission are proved

Municipal digital-twin operator or platform de-
ployer if access, validation, approval, and logging
safeguards were inadequate

Deployer liability may reduce where safe-  Developer responsibility may be lower where evi-
guards, logs, and expert review gates were im- dence shows that deployment-specific malicious
plemented manipulation was the dominant causal factor
Training-data records, model version, gener- ~Prompt history, interface logs, source-document
ated parameter logs, verification notes, and fi- records, eligibility criteria, approval trail, payment
nal drawing approval history record, and cybersecurity incident evidence

Secondary liable BIM platform deployer if rule-based guardrails
actor or alert mechanisms were absent

Reduced-liability
actor

Evidentiary re-
quirement

A Scenario A: hallucination in BIM collaborative workflows B Scenario B: adversarial prompt injection in smart city digital twins

nilicting allucinated missed nlictin malicious fabricated contaminated istorted
conflicting ; conflicting
Ll Structur = professional prompt compliance digital twin -~ po e
training data training data !

parameter verification manipulation output data esponse

Liability concentration Liability concentration

Primary Develaper Primary User

Coneurrent User Secondary Deployer

Secondary Deployer Limited Developer

Source error originates upstream, but professional omission Intentional manipulation shifis the center of gravity toward the

activates the physical hazard. terminal actor and the deployment interface.

Figure 4. Scenario-based liability allocation under algorithmic hallucination and adversarial data-
injection cases: (A) hallucination in BIM collaborative workflows; (B) adversarial prompt injection
in smart city digital twins.
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4. Discussion

The findings support a layered governance approach that combines private-law rem-
edies, contractual duties, professional standards, and proportionate technical controls. Ex-
post tort analysis remains necessary after harm, but prevention and evidence preservation
determine whether a distributed GenAI-AEC failure can be detected, contained, and le-
gally reconstructed.

4.1. Complementary Dynamics Between Private Remedy and Public Regulation

Private-law remedies and public-law controls perform different functions. Tort and
contract rules allocate responsibility after a legally recognized loss, while regulation,
standards, and project governance can reduce risk before harm occurs and preserve evi-
dence if an incident arises. In AEC workflows, the most useful connection between these
functions is a documented control chain that links each safety-relevant output to an ac-
countable reviewer and an auditable decision.

4.2. Risk-Based Oversight of Automated Drawing Review

Oversight of automated drawing review should focus on the safety significance and
function of the system rather than assume that every GenAl tool requires a new license.
For systems that generate or assess safety-relevant construction information, regulators
and project owners can require documented intended use, authoritative-source ground-
ing, validated constraints, human approval, event logging, incident reporting, and peri-
odic review.

The strongest controls should apply before an Al output can alter an approved draw-
ing, compliance decision, or operational command. A non-bypassable human approval
gate is important [43], but it must be paired with an identified competent reviewer, access
to the underlying source and calculation, and a recorded decision. Human presence with-
out authority, information, or time to verify the output does not provide effective over-
sight.

4.3. Layered Protection for Smart City Digital Twins

A digital twin should be protected as a set of connected resources rather than as a
single trusted object [44,45]. Proportionate controls include least-privilege and zero-trust
access, authenticated data sources, signed provenance, schema and semantic validation,
independent anomaly detection, separation between analytical outputs and operational
commands, and human approval for safety-relevant actions. NIST’s Al risk-management
resources and Zero Trust Architecture provide general control principles that can be
adapted to this setting [46-48]. ISO 19650-5 provides a security-minded approach to infor-
mation management in the built environment [49].

Auditability is equally important. Deployers should preserve model versions, re-
trieval sources, prompts, transformations, rejected inputs, approval records, and opera-
tional changes in tamper-evident logs. Incident response should permit the digital twin to
enter a safe state and prevent unverified information from reaching physical control sys-
tems. Independent audits should test whether these controls operate in practice, while
recognizing that no technical audit eliminates the need for professional judgment.

4.4. Alignment with Construction Quality and Information-Management Standards

The proposed controls can be linked to existing quality-management indicators ra-
ther than presented as an isolated digital solution. GB/T 50430-2017 supplies a construc-
tion-enterprise quality-management benchmark for documented responsibilities, process
control, inspection, nonconformity handling, and continual improvement [50]. Within a
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GenAl-enabled workflow, these indicators correspond to assigned approval authority,
recorded verification, traceable corrective action, and periodic control review.

GB/T 51212-2016 and GB/T 51301-2018 provide examples of BIM application and de-
sign-delivery requirements [51,52]. Their information-management logic supports de-
clared exchange requirements, consistent model objects and attributes, delivery checks,
version control, and accountable review. The proposed syntax and semantic controls can
therefore be incorporated into BIM execution plans, common data environments, design-
delivery checks, and project quality records. Standards inform the standard of care where
applicable or contractually incorporated, but they do not independently determine tort
liability.

4.5. Regulatory Boundary Conditions for the Private Liability Framework

The EU and Chinese instruments are relevant only as boundary conditions for the
private liability framework. The comparison asks whether an instrument applies to the
use case, which actor controls the regulated function, and whether the resulting compli-
ance record is relevant to duty, breach, causation, or evidence preservation. It is not an
independent account of transnational Al governance.

Under the EU Al Act, any evidentiary effect depends on the system’s function, clas-
sification, and actor role [22]. Applicable duties concerning risk management, documen-
tation, logging, data governance, and human oversight may help identify expected con-
trols. They do not determine damage allocation, and an AEC tool is not high-risk merely
because it is used in construction.

China’s Interim Measures apply to GenAl services offered to the public in China and
exclude internal research, development, or use that does not provide such services [31].
For an in-scope public service, provider duties and service-security records may inform
the control analysis. For an internal AEC system outside that scope, the Measures do not
create liability by analogy.

Table 5 therefore treats both regimes as possible evidentiary modulators rather than
liability formulas. Civil responsibility still requires the applicable private-law elements
and sector-specific duties. This narrower use preserves the manuscript’s focus on devel-
oper, deployer, and professional-user responsibility.

Table 5. Regulatory boundary conditions and their possible evidentiary relevance to private AEC
liability.

Regulatory c . .. . . Modulation Effect on Private
Framework Core Legislative Philosophy Key Administrative Mechanism Tort Liability

Risk-based regulatory frame-  Ex-ante conformity assessment, Compliance or non-compliance

. work with heightened obliga- continuous risk management, may be relevant evidence under
European Union

AT Act tions only where a system falls data-governance duties, event the applicable private-law re-

within the applicable classifica- logging, and human oversight re- gime, but the Act does not me-
tion and use case quirements chanically allocate civil liability

Direct relevance depends on

whether the service falls within
scope; the Measures do not cre-
ate an AEC-specific tort alloca-

Governance of public-facing
GenAl services, centered on
provider duties, content safety,
data governance, and service su-

China Interim Provider obligations, security as-
sessment where required, lawful

content, training-data governance,

Measures for
Generative Al

Services and service-level controls

pervision tion regime

Prospective translation of gen- Integration of applicable Al gov- Standards and regulatory com-

eral Al governance into con- ernance, automated drawing re- liance provide contextual evi-
AEC-Specific Ad- & gre- p p

aptation struction review, BIM protocols, view, human approval, BIM infor-dence and do not substitute for

and digital-twin safety require- mation controls, and independent private-law causation, fault, and
ments technical audit damages analysis
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4.6. Practical Recommendations for AEC Stakeholders

Developers should document intended and prohibited uses, known limitations,
model and retrieval versions, evaluation results, and incident-reporting channels. Safety-
relevant applications should support authoritative-source grounding, output citations,
and machine-readable constraints rather than rely on free-form generation alone.

Deployers should define the system boundary in the BIM execution plan or digital-
twin governance plan. They should implement least-privilege access, validated data map-
pings, prompt and input controls, deterministic code and physics checks, tamper-evident
logs, change approval, fallback states, and periodic independent audits.

AEC professionals and project owners should identify which decisions require inde-
pendent calculation or specialist review, prohibit unverified Al output from entering ap-
proved construction information, record acceptance or rejection decisions, and treat un-
explained model changes as controlled nonconformities. Contracts should allocate docu-
mentation, verification, incident-response, and evidence-preservation duties without at-
tempting to exclude mandatory liability.

Regulators and standard-setting bodies should prioritize function-specific require-
ments for safety-relevant uses, clarify how existing construction and professional duties
apply to GenAl-assisted work, and support interoperable audit records. These recommen-
dations are implementation options derived from the qualitative framework, not empiri-
cally validated performance claims.

5. Conclusions

This study contributes a reproducible doctrinal method for analyzing GenAl-related
data-integrity risks across the AEC lifecycle. The method combines structured source se-
lection, legal-document coding, dual-track lifecycle mapping, and scenario-based stress
testing. Its central analytical finding is that responsibility should be reconstructed from
failed controls and evidence across developers, deployers, and users rather than assigned
solely from actor labels or the presence of an Al system.

The qualitative proportional-liability assessment framework connects existing prod-
uct, platform, professional-negligence, and risk-governance theories through the follow-
ing five operationally defined factors: technical control, foreseeability, verification capac-
ity, causal contribution, and evidence preservation. Its three-stage procedure requires ac-
tor-specific fact identification, reasoned ordinal classification, and doctrine-sensitive syn-
thesis. It also identifies syntax, semantic, cybersecurity, and professional-verification con-
trols that can be embedded in BIM and digital-twin workflows and aligned with construc-
tion quality-management practices.

The framework is deliberately bounded. It is not empirically calibrated, does not cal-
culate legally binding percentages, and does not replace jurisdiction-specific tort, contract,
product-liability, causation, or professional rules. The scenarios normatively illustrate the
framework and do not establish external validity. The legal search identified no reported
GenAl-related physical AEC decision within its stated scope and cutoff date, but that
bounded result does not prove universal absence. Future research should test the factor
definitions through disclosed case datasets, expert elicitation, Delphi or multi-criteria
methods, and comparative judicial outcomes before any quantitative allocation model is
proposed.
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Abbreviations

The following abbreviations are used in this manuscript:

Al Artificial Intelligence

AEC Architecture, Engineering, and Construction
BIM Building Information Modeling

CAD Computer-Aided Design

EULA End-User License Agreement

EU European Union

EU AT Act  European Union Artificial Intelligence Act
FEA Finite Element Analysis

GenAl Generative Artificial Intelligence

LCA Life Cycle Assessment

LLM Large Language Model

NLP Natural Language Processing
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