= -
computation
%

Article
Phishing Email

Mariam Ibrahim * and Ruba

Detection Using BERT and RoBERTa

Elhafiz

Department of Mechatronics Engineering, German Jordanian University, Amman 11180, Jordan;
r.elhafiz@gju.edu.jo
* Correspondence: mariam.wajdi@gju.edu.jo

Abstract

One of the most harmful and deceptive forms of cybercrime is phishing, which targets
users with malicious emails and websites. In this paper, we focus on the use of natural
language processing (NLP) techniques and transformer models for phishing email detec-
tion. The Nazario Phishing Corpus is preprocessed and blended with real emails from the
Enron dataset to create a robustly balanced dataset. Urgency, deceptive phrasing, and
structural anomalies were some of the neglected features and sociolinguistic traits of the
text, which underwent tokenization, lemmatization, and noise filtration. We fine-tuned
two transformer models, Bidirectional Encoder Representations from Transformers
(BERT) and the Robustly Optimized BERT Pretraining Approach (RoBERTa), for binary
classification. The models were evaluated on the standard metrics of accuracy, precision,
recall, and Fl-score. Given the context of phishing, emphasis was placed on recall to re-
duce the number of phishing attacks that went unnoticed. The results show that RoBERTa
has more general performance and fewer false negatives than BERT and is therefore a
better candidate for deployment on security-critical tasks.
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1. Introduction

Phishing continues to be one of the most prevalent and harmful forms of cyberattack,
preying on human behavior via emails and other online content. Recent research indicates
that a large portion of data breaches stem from phishing, and attackers are always evolv-
ing their methods to avoid detection [1]. Unlike traditional forms of malware that exploit
a system’s technical weaknesses, phishing is much harder to defend against since it relies
on social engineering.

Phishing techniques are always evolving, and conventional detection methods like
blacklisting and rule-based filtering are too static to keep up [2]. These methods fall short
of defending against disguised URLSs, zero-day attacks, or even adversarial text manipu-
lation. To tackle these issues, there is an increasing focus on machine learning and, more
recently, deep learning to uncover the intricate linguistic and contextual clues of phishing
emails that, until now, have gone unnoticed [3].

Natural Language Processing (NLP) contributes significantly to this effort by provid-
ing modern techniques for pattern analysis, meaning extraction, sense making, and anom-
aly detection [4]. BERT-based and RoBERTa [5] transformer models have performed
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exceptionally well on text classification due to contextual embeddings and attention
mechanisms. Unlike earlier approaches based on static word embeddings, these models
generate contextually relevant embeddings that are useful for identifying complex phish-
ing linguistic signals.

Nevertheless, phishing detection remains problematic. A good number of studies are
conducted on datasets that are small, lack linguistic heterogeneity, and do not perform
well on obfuscated or adversarial inputs [6]. Moreover, evaluation is often focused on the
accuracy metric, which is problematic for security-sensitive applications that require a
high recall for the metric [7]. Using the Nazario Phishing Corpus, the transformer-based
NLP models BERT and RoBERTa are evaluated in detecting phishing emails. In this case,
the architecture of the framework is designed to process the data and conduct fine tuning,
after which evaluation on the relevant metrics will be carried out to test the accuracy and
robustness of the model.

This paper emphasizes the following key contributions:

1. Creation of a phishing detection pipeline utilizing NLP and transformer models,
BERT and RoBERTH?, tailored to the Nazario Phishing Corpus.

2.  Comprehensive testing and evaluation of the models (with deliberate character,
whitespace, and URL obfuscations in emails), focusing on minimizing false negatives
with a detailed assessment of the accuracy, precision, recall, and F1-score.

3. Analysis of BERT and RoBERTa models examining the efficiency and performance
and adaptability trade-offs to differing phishing content.

4.  Analysis of existing gaps and possibilities towards further investigation with the
transformer-based NLP model for phishing detection.

2. Literature Review

In recent years, transformer-based NLP models have become increasingly prominent
in phishing detection research. For example, the experimental results in [8] demonstrate
that the improvement of the Al detection model effectively covers different templates of
phishing emails of the same type in black and gray production, as well as variant detection
that avoids detection. This approach was proposed in response to the poor detection per-
formance of social work email phishing attacks in complex dimensions. The BERT training
model is used for detection. However, compared to Al detection model methods, the de-
tection impact based on the combination of big models and conventional rules is superior.

The Improved Phishing and Spam Detection Model (IPSDM) was introduced by [9]
to detect phishing and spam emails, particularly by fine-tuning the BERT family of mod-
els. The author shows how IPSDM, the improved version, can more accurately categorize
emails in both balanced and unbalanced datasets. The use of LLMs to strengthen infor-
mation system security is made possible in large part by this study. But the model must
be improved by adding more variety and enhancing training performance

PhishingGNN is presented in [10] to detect subtle phishing trends that are missed by
conventional algorithms. This hybrid model combines Graph Attention Networks (GATs)
to represent email metadata and content as graph structures with DistilBERT for context-
aware text analysis. Despite the model’s good generalization across benchmarks, the his-
torical breadth of the CEAS_08 dataset could not accurately reflect modern phishing tech-
niques, and there was no proof of effectiveness against new threats like multilingual ma-
terial, targeted spear-phishing, or LLM-generated assaults.

Other work has investigated alternative transformer families. For instance, [11] intro-
duced Phishsense-1B, a LLaMA-based detection framework fine-tuned with GuardRea-
soner. While it outperformed BERT and RoBERTa, the system struggled with generaliza-
tion, as its accuracy declined on unseen, real-world phishing examples. Similarly, re-
searchers have extended detection to Uniform Resource Locator (URL) and web content.
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For instance, [12] presented BERT-PhishFinder, a transformer-based model for URL cate-
gorization, but noted limited coverage for multilingual and obfuscated URLs.

Further developments include teacher-student frameworks. For instance, [13] pro-
posed BERTPHIURL, where RoBERTa acted as the teacher for a distilled version (Distil-
RoBERTa). This approach maintained efficiency without major loss in accuracy, though
the authors argued that knowledge distillation and dynamic model updating require
more research to keep pace with evolving phishing tactics.

Several studies have also targeted mobile or resource-constrained environments. Ref-
erence [14] introduced Phish-Jam, a mobile ensemble that combined hand-crafted features
with transformer embeddings. Although it achieved near real-time detection, the ap-
proach faced energy and hardware limitations on low-end devices. Along similar direc-
tions, [15] designed PhishTransformer, a hybrid architecture using convolutional neural
networks (CNNs) and transformers to detect malicious embedded URLs. While perfor-
mance was very high, the complexity of training raised barriers for deployment.

Explainability has also become an area of focus. Reference [16] presented EXPLI-
CATE, which integrates XAl techniques such as SHAP and LIME into transformer-based
phishing detection. The authors observed, however, that interpretability varied across dif-
ferent types of input, and user studies are needed to validate explanation quality. A re-
lated contribution, [17], introduced the Language Pack Tuned Transformer Language
(LPTTL). By exploiting intentional misspellings (cacography), LPTTL was able to identify
ransomware-related phishing emails with high accuracy. Still, handling mixed-language
text and irregular spellings remains a challenge, requiring multilingual datasets and
standardized orthography.

Other approaches combine linguistic and structural signals. Reference [18] proposed
a multimodal framework that integrates BERT, RoBERTa, A Lite BERT (ALBERT), and the
Character-Aware Neural Language Model (CANINE) with tabular classifiers to analyze
HTML content. While being effective, this hybrid method increased both model complex-
ity and inference time. Reference [19] developed a transformer-based system incorporat-
ing Vector Similarity Search (VSS) to quickly compare suspicious inputs with known
phishing patterns. Although promising, its reliance on up-to-date embedding databases
limits its adaptability to fast-changing phishing material.

In this paper, we sought to overcome several limitations that were identified in pre-
vious studies, such as developing a balanced and realistic dataset, which tends to increase
evaluation reliability. In addition, we used tokenization, lemmatization, and noise filters,
as well as disregarded phishing-specific features to improve resilience. We also performed
a head-to-head evaluation of BERT and RoBERTa using the identical preprocessing, train-
ing, and evaluation procedures. This separates the effects of pretraining tactics and model
design on phishing detection.

3. Preliminaries
3.1. Natural Language Processing (NLP)

Making it feasible for computers to understand, generate, and interpret human lan-
guage is the aim of NLP, a branch of linguistics and artificial intelligence (AI). NLP may
be conceptualized mathematically as a probabilistic modeling task: given a corpus C =
{w1, Wy, ...,w,}, where each w denotes a token, the goal is to learn parameters 6 that min-
imize a loss like cross-entropy or enhance the likelihood of observed data. Stochastic gra-
dient descent with backpropagation using neural architectures is commonly used for this
optimization [20].

Tokens are first separated from the text to create a vocabulary V. After mapping each
token w € V to a continuous vector space, embeddings 1, € R? d is obtained, where d
denotes the dimensionality of the embedding vector. This mapping is formalized by
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Word2Vec models like Continuous Bag-of-Words (CBOW) and Skip-Gram, which opti-
mize via negative sampling and predict target words from context or vice versa. By re-
ducing the distance between words that appear in comparable contexts, these embeddings
convey semantic similarity [21].

Prior to deep learning, NLP depended on n-gram models, which estimated the like-
lihood of a sequence using a fixed history of size n — 1. For instance, a trigram model can
approximate:

count(Wi_,,w;_1,W;)
P(w; | w; w; r
( l| i-1 1—2) count(wi_p,wi_q) (1)

Such models assume the Markov property (the future is determined exclusively by the
last n — 1 words). While useful for a tiny vocabulary, they are sparse and lack generaliza-
bility [22].

Hidden Markov Models (HMMs) are commonly employed in sequence labeling ap-
plications such as part-of-speech identification. The Viterbi method is an efficient dynamic
programming technique for calculating the most likely sequence of hidden states given
observed tokens.

5:(5) = ¢ §Bet(r)  ars big,) @

where a, ; are transition probabilities and b, ,, are emission probabilities [23].

Neural networks, particularly recurrent neural networks (RNNs) and convolutional
neural networks (CNNs), have played an important role in modeling longer-term lan-
guage connections. Transformer architectures changed NLP by depending solely on self-
attention rather than repetition. The primary operation is scaled dot-product attention:

Attention(Q,K,V) = softmax(%)V 3)

A series of queries is packed into a matrix Q and the attention function is calculated
on each query at the same time. Additionally, the keys and values are crammed into ma-
trices K and V, where the scaling factor is \/d_k .

Transformers enable concurrent training and capture global dependencies, making
them the basis for modern pre-trained models like BERT and RoBERTa [24].

3.2. Bidirectional Encoder Representations from Transformers (BERT)

BERT is a groundbreaking pre-trained language model based on the Transformer en-
coder architecture. Unlike unidirectional models, BERT reads context from both the left
and right concurrently in all levels, allowing for extensive contextual comprehension. The
architectural Details and Mathematical Foundations include the following:

Input Representation: BERT turns input text into embeddings by adding Token embed-
dings, Position embeddings, and Segment (token-type) embeddings. The encoder stack
receives this vector representation X, as input [4].

Transformer Encoder Stack: BERT is an encoder-only stack of Transformer blocks. For-
mally, the model consists of L identical layers (e.g., 12 for BERT_BASE, 24 for
BERT_LARGE), each with [25] multi-head self-attention, which is computed per head as
follows:

Attention(Q,K,V) = softmax(%)V 4)

The feed-forward sublayer is a fully linked two-layer network with ReLU activation. Each
sublayer has residual connections and layer normalization.

Pre-training Objectives: BERT is trained with two unsupervised tasks that allow for con-
textual comprehension: Masked Language Modeling (MLM), which involves randomly
masking (usually 15%) tokens and training a model to predict the original words using
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bidirectional context, and the Next Sentence Prediction (NSP) model, which predicts
whether sentence pairs (A, B), follow each other consecutively. This facilitates the captur-
ing of sentence-level coherence, which is useful for tasks such as quality assurance and
natural language inference.

Once pre-trained, BERT may be fine-tuned for downstream tasks by layering a task-
specific head (e.g., classification layer) on top of the encoder output and training together

[4]-

3.3. Robustly Optimized BERT Pretraining Approach (RoBERTa)

RoBERTa is a revised reimplementation of BERT that improves the pretraining tech-
nique by making many key changes: training longer with larger batches, deleting the Next
Sentence Prediction (NSP) target, utilizing dynamic masking, and training on substan-
tially larger datasets. These adjustments result in significant performance increases across
popular NLP benchmarks, including GLUE, RACE, and SquAD [5]. The algorithm and
mathematical foundations include:

Input Encoding and Transformer Architecture: RoBERTa uses the encoder-only trans-
former architecture created by BERT, which features stacked transformer layers with
multi-head self-attention, feed-forward sublayers, and residual connections. Input token
sequences are similarly embedded using token and positional embeddings [5].
Optimized Pretraining Strategy: RoBERTa improves on BERT’s training recipe by [5]:
larger batch sizes and longer training sessions that lead to improved optimization and
representation quality, removing NSP, as earlier studies indicated it may not be necessary
for downstream performance, dynamic masking allows mask patterns to alter each epoch
or batch, improving generalization, and using full-sentence inputs instead of fixed-length
fragments using Next Sentence Prediction (NSP) mechanisms. These strategic modifica-
tions refine the optimization process, increasing capabilities for subsequent jobs.
Training Objective: RoBERTa continues to employ MLM, which predicts masked tokens
using a cross-entropy loss but does not include the NSP component, simplifying the loss
function to focus just on language modeling [5].

Empirical Performance: Controlling for data, masking approach, and hyperparameters,
RoBERTa regularly outperforms the original BERT performance. It improves accuracy
across GLUE tasks (e.g.,, MNLI, QNLI, RTE, STS-B), SQuAD, and RACE, demonstrating
that superior training dynamics, rather than architecture, are the primary driver of in-
creased performance [5].

3.4. Datasets

Nazario Phishing Corpus Dataset: Jose Nazario, a cybersecurity researcher, estab-
lished the Nazario Phishing Corpus, which was one of the first publicly available collec-
tions of phishing emails. The dataset was published to give academics real-world phish-
ing samples to explore language trends, social engineering methods, and automated de-
tection systems [26]. The corpus comprises around 9500-11,500 phishing emails, depend-
ing on the version utilized for study. Emails were acquired during the early 2000s, when
phishing became a common criminal method. Emails are saved in plain text format (RFC
822/MIME), which includes headers (e.g., sender, subject, routing information) and body
content (HTML or plain text). This early phishing dataset is one of the most legitimate and
diversified, as it was obtained via user-reported campaigns and spamtrap with the fol-
lowing content characteristics: frequent use of spoofed domains (e.g., PayPal, eBay, bank-

ing institutions), urgency cues in subject lines (“urgent,” “verify immediately”), embed-
ded URLs redirecting to fraudulent websites, and requests for credentials or financial in-

formation.
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Enron Corpus Dataset: To supplement the Nazario Phishing Corpus, which only
contains phishing emails, we used the Enron Corpus as a source of real (ham) emails. The
Enron dataset was revealed during the Enron Corporation inquiry and includes about
500,000 real-world emails from senior management. This corpus has now become a fre-
quently used standard in text mining and email classification research due to its size and
realistic portrayal of non-malicious corporate communication [27]. By selecting valid
emails from the Enron corpus, we created a balanced collection of phishing and legitimate
communications, allowing for binary classification and adequate detection performance
measurement.

From the Enron Corpus, legitimate (ham) emails were selected by randomly sam-
pling messages from the cleaned dataset after removing duplicates, empty emails, and
system-generated messages. Sampling was performed using a fixed random seed to en-
sure reproducibility. No additional content-based filtering was applied, preserving the
natural diversity of legitimate corporate communication.

Although the Nazario and Enron datasets are considered legacy corpora, they con-
tinue to serve as reproducible benchmarks and enable longitudinal comparisons in recent
phishing-detection literature. Importantly, phishing emails consistently exhibit persistent
patterns such as urgency cues, impersonation, requests for user credentials, and compli-
ance solicitation. To verify that these datasets remain relevant, we examined phishing
terms and structures and observed strong alignment with contemporary phishing reports.
Consequently, this study focuses on analyzing model behavior, robustness, and recall-
oriented performance within established benchmark datasets rather than claiming dataset
novelty.

The final consolidated dataset contains 19,000 emails, comprising 9500 phishing sam-
ples from the Nazario corpus and 9500 legitimate samples from the Enron corpus. Using
a fixed random seed, the dataset is randomly split into training (80%) and testing (20%)
subsets. All reported performance metrics and confusion matrices are computed exclu-
sively on the held-out test set. For fair and consistent comparison, all models use the iden-
tical train/test split.

3.5. Evaluation Measures

In phishing detection and other text classification tasks, conventional classification
measures such as accuracy, precision, recall, and F1-score are often used to evaluate ma-
chine learning model performance. These measurements originate from the confusion ma-
trix, which describes classification outcomes in terms of true positives (TP), true negatives
(TN), false positives (FP), and false negatives (FN) [28].

Accuracy is defined as the proportion of correctly categorized samples (both phishing and
legitimate) compared to the total number of samples [28].

TP+TN

Accuracy = ——
Y = IPTN+FP+FN ®)

Precision (also known as Positive Predictive Value) is the percentage of properly recog-

nized phishing emails among all emails anticipated as phishing [29].

Precision = TP ©)
recision = om0

Recall (also known as Sensitivity or True Positive Rate) is a measure of the model’s ability
to properly identify genuine phishing emails [30].

TP
- 7
Recall TP+ FN (7)
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F1-Score is the harmonic mean of accuracy and recall, resulting in a balanced assessment
of the two [29].

Fl—s =2 Precision - Recall ®)
core = Precision + Recall

4. Methodology

Dataset Preparation: The experimental technique starts with collecting phishing and
legal email corpora. The phishing subset was taken from the Nazario Phishing Corpus, a
publicly available collection of around 9500-11,500 real-world phishing emails. Because
Nazario only contains phishing samples, real emails were sourced from the Enron Corpus,
a huge dataset of business email exchanges that is frequently utilized in text mining and
classification studies. To preserve class balance, an equal number of authentic emails from
Enron were collected and compared to the phishing emails from Nazario. To guarantee
consistency and trustworthiness in the training data, all records were preprocessed, which
included duplicate removal, encoding uniformity, and the removal of superfluous format-
ting.

Preprocessing and Tokenization: NLP models require text to be converted to nu-
merical input. This was accomplished with the WordPiece tokenizer for BERT and Byte-
Pair Encoding (BPE) for RoBERTa. Both tokenizers break down email content into sub-
word units, allowing the models to handle out-of-vocabulary phrases and phishing-spe-
cific lexical changes like obfuscated URLs or misspellings. Each email was trimmed or
padded to a maximum length of 256 tokens, with attention masks used to discriminate
between content and padding.

Model Selection: We used two cutting-edge transformer-based architectures: BERT
is a deep bidirectional language representation model that was trained on large-scale cor-
pora using masked language modeling and next-sentence prediction tasks. Specifically,
we employ the BERT-Base (uncased) and RoBERTa-Base pretrained variants, each con-
sisting of 12 transformer layers, 768 hidden units, and 12 attention heads. Its self-attention
mechanism gathers contextual dependencies from both left and right directions at the
same time, making it very good at detecting subtle indications in phishing content, such
as frantic tones or deceitful purpose. RoOBERTa enhances BERT by training on bigger da-
tasets, omitting the next-sentence prediction job, and using dynamic masking. Thus, im-
proving resilience against noisy or hostile data, such as phishing efforts that intentionally
change phrasing and structure.

Both models were optimized for binary classification (phishing vs. legitimate emails),
with a classification head made up of a fully linked layer and softmax activation. Table 1
shows the used hyperparameters for fine-tuning the models.

Table 1. Training hyperparameters used for fine-tuning BERT and RoBERTa models.

Parameter Value
Pretrained models BERT-Base (uncased), RoBERTa-Base
Optimizer AdamW
Learning rate 2.00 x 10-
Batch size 16
Epochs 3
Max sequence length 256
Weight decay 0.01
Warmup steps 10% of total steps
Gradient clipping 1

https://doi.org/10.3390/computation14020046



Computation 2026, 14, 46

8 of 14

Loss function Cross-entropy

Hyperparameters were chosen according to the standard practices in the literature
when fine-tuning transformer models for text classification tasks. A learning rate of 2 x
105 is often accepted in the literature as a good compromise between convergence speed
and stability of tuning. It turned out that training for 3 epochs was good enough to reach
convergence on the balanced dataset. More training resulted in minimal improvements
and a greater risk of overfitting. The maximum sequence length and batch size were set
to optimize the representation capacity and the constraints of the GPU memory.

Training Procedure: The dataset was separated into training and testing sets based
on an 80/20 split. Each model was trained for three epochs with a batch size of 16, using
the AdamW optimizer and weight decay regularization to avoid overfitting. A linear
learning rate scheduler with warmup was used to stabilize training. Gradient clipping
was used to prevent bursting gradients, and all trials were carried out with fixed random
seeds to ensure repeatability.

Phishing email detection framework: From raw data to model assessment, the
phishing email detection approach shown in Figure 1 creates a structured pipeline. To
ensure that phishing and authentic emails are appropriately gathered, cleaned, balanced,
and labeled, the process starts with robust data capture and preprocessing. To prepare
textual inputs for transformer models, the dataset is first divided into training and testing
divisions. Tokenization and attention mask creation are then used. For binary classifica-
tion, BERT and RoBERTa are optimized, and training is stabilized by the use of gradient
clipping and optimization schedules. Confusion matrices and performance measures like
accuracy, precision, recall, and F1-score are calculated during evaluation to give a thor-
ough picture of the model’s efficacy. Lastly, an interactive inference module enables real-
time detection on unseen emails, while comparison analysis and visualization demon-
strate the superior model.

Visualization and Comparison: To improve interpretability, confusion matrices
were produced for each model to show the distribution of true positives, true negatives,
false positives, and false negatives. A side-by-side performance comparison was per-
formed between BERT and RoBERTa, allowing for an examination of their comparative
strengths in phishing detection.
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Figure 1. Flowchart of the proposed phishing email detection framework.

5. Results and Discussion

The confusion matrices in Figures 2 and 3 pertain only to the predictions made on
the 20% test subset. The matrices show the class counts according to the specific distribu-
tion of the test split, not the fully balanced dataset.

To ensure fairness, both BERT and RoBERTa were evaluated using the identical test
set, and confusion matrices were regenerated using this fixed split.

Figures 2 and 3 show the confusion matrices of BERT and RoBERTa, respectively. It
can be seen that BERT correctly identified the majority of phishing and valid emails; how-
ever, it produced more false negatives (phishing emails misclassified as legitimate). This
vulnerability is essential in phishing detection since undiscovered phishing emails can
offer serious security risks. RoBERTa revealed a more robust balance, successfully lower-
ing both false positives and false negatives. This enhancement is especially significant in
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real-world security applications, as eliminating false negatives is critical to averting intru-

sions.
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Figure 2. Confusion matrix of BERT model.
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Figure 3. Confusion matrix of RoBERTa model.
The resulting performance, as shown in Figure 4, is as follows: for BERT, the accuracy

=0.91, precision = 0.97, recall = 0.91. and F1 = 0.94. Meanwhile, for RoBERTa, accuracy =
0.94, precision = 0.98, recall = 0.94, and F1 =0.96.
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Figure 4. Performance metrics of BERT and RoBERTa models.

These findings suggest that RoBERTa’s optimal pretraining tactics (longer training,
dynamic masking, and the elimination of next sentence prediction) improve its ability to
handle the misleading and combative character of phishing emails. Its greater recall is
especially useful for reducing false negatives, ensuring that fewer phishing emails get
through detection. This is critical in security-sensitive applications.

BERT showed high accuracy, indicating that it seldom misidentified valid emails as
phishing, making it useful in situations where avoiding false alarms is crucial. In compar-
ison, RoBERTa had a higher F1-score and a greater recall, indicating a better capacity to
detect phishing attempts without sacrificing precision. This demonstrates that RoBERTa
performs better across the board: it not only minimizes false positives, making it suitable
for environments where avoiding unnecessary alerts is important, but also achieves
higher recall, making it especially valuable in mission-critical scenarios where missing a
phishing attempt poses a major security risk.

To examine resilience to predictive phishing techniques, we employed tests with de-
liberate character, whitespace, and URL obfuscations in emails. When assessing the two
models under obfuscation, we saw that ROBERTa has, and maintains, a higher recall than
BERT, suggesting that RoBERTa is more resilient to phishing texts that have been manip-
ulated. This analysis goes beyond conventional accuracy assessments and emphasizes
how models respond to more plausible attacks.

We evaluated our models with those in the literature, and our models performed
better overall. For example, [7] proposed CATBERT, a context-aware Tiny BERT model
for identifying social engineering emails, which obtained an accuracy of around 90% on
their dataset. While effective, these results fall short of the performance of our fine-tuned
transformer models, where BERT and RoBERTa attained higher accuracy. This demon-
strates the benefit of combining bigger, optimized transformer designs with improved
pretraining techniques, which were more robust in detecting minor phishing cues and
lowering misclassification rates.

Furthermore, in reference [31], the authors employed the same datasets as those used
in this study to train their BERT module, and while they had greater accuracy than our
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BERT module (93%), they had lower perception (92%) and lower F1 (93%). Furthermore,
our RoBERTa module outperformed their BERT module across all measures.

Table 2 presents examples from both the phishing and legitimate email categories to
demonstrate the challenges involved in detecting phishing emails. Some phishing emails
are written with professionalism and contain no apparent signs of malicious intent, while
other legitimate emails contain requests and links that might superficially be indicative of
phishing. These instances are proof that contextual and semantic reasoning are needed.

Table 2. Representative examples of phishing and legitimate emails used to illustrate task difficulty.

Category Example Email Text

“Your account access has been temporarily limited. Please review the at-

Phishin, )
& tached document to restore full service.”
“Unusual sign-in activity detected. Verify your identity using the secure
Phishing . ,,g y Yy y &
link below.
.. “Please review the attached purchase order and confirm if everything is
Legitimate .
correct.
. “IT has completed system maintenance. Details are available on the inter-
Legitimate

nal portal.”

In order to gain an in-depth understanding of the reason for misclassification, we
manually reviewed a sample of emails that had been misclassified by the two models in
question. We identified three main error categories. First, the emails that are phishing at-
tempts look like authentic emails from a company. They may use a professional tone and
may not contain a rush or threat language, which makes it hard, even for human readers,
to detect them. Second, some of the emails that are authentic contain links, attachments,
and prospective actions that are phishing-like, thus presenting the potential for false pos-
itives. Third, small numbers of misclassifications can also be a result of the presence of
unclear and conflicting labels in the datasets because the corpora that are considered to be
outdated can have an even borderline, or some samples that have been labeled indiscrim-
inately may contain a mixture of misclassifications. Thus, most of the cases of misclassifi-
cations occur due to this being the case rather than from the models being deficient to
some extent.

6. Conclusions

This paper provided an NLP-powered phishing email detection system based on
fine-tuned transformer models, notably BERT and RoBERTa, which was tested on a bal-
anced dataset that included both the Nazario Phishing Corpus and real emails from the
Enron dataset. Through rigorous preprocessing, model tuning, and comparison analysis,
we showed that both models exhibit good detection performance, with RoBERTa surpas-
sing BERT across key criteria. BERT demonstrated great accuracy (0.91); its greater false
negative rate reveals a weakness in mission-critical applications where undiscovered
phishing emails can pose significant hazards. In comparison, RoBERTa performed better
overall, with an Fl-score of 0.96, an accuracy of 0.94, and a recall of 0.94. These findings
support RoBERTa’s optimal pretraining method, which improves robustness against ad-
versarial or disguised phishing attempts and increases resilience in real-world circum-
stances. Future work should prioritize scalability, linguistic support, and explainability to
guarantee broad application across varied situations. Future studies will also extend the
comparative analysis to additional transformer architectures, including lightweight mod-
els such as DistilBERT and alternative pretraining strategies such as ELECTRA and re-
lated variants, to examine accuracy-efficiency trade-offs. In addition, simpler deep learn-
ing baselines such as CNN and hybrid CNN-LSTM architectures will be explored to
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provide broader benchmarking against non-transformer neural models. Integrating real-
time detection pipelines, adversarial training, and hybrid multimodal characteristics
(such as URLs, metadata, and HTML content) may further improve detection accuracy
and robustness.
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