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Abstract: Smart home and building systems are popular solutions that support maintaining comfort
and safety and improve energy efficiency in buildings. However, dynamically developing distrib-
uted network technologies, in particular the Internet of Things (IoT), are increasingly entering the
above-mentioned application areas of building automation, offering new functional possibilities.
The result of these processes is the emergence of many different solutions that combine field-level
and information and communications technology (ICT) networks in various configurations and ar-
chitectures. New paradigms are also emerging, such as edge and fog computing, providing support
for local monitoring and control networks in the implementation of advanced functions and algo-
rithms, including machine learning and artificial intelligence mechanisms. This paper collects state-
of-the-art information in these areas, providing a systematic review of the literature and case studies
with an analysis of selected development trends. The author systematized this information in the
context of the potential development of building automation systems. Based on the conclusions of
this analysis and discussion, a framework for the development of the Generic IoT paradigm in smart
home and building applications has been proposed, along with a strengths, weaknesses, opportu-
nities, and threats (SWOT) analysis of its usability. Future works are proposed as well.

Keywords: building automation; Internet of Things; generic IoT; fieldbus; edge computing; fog
computing; blockchain; machine learning; artificial intelligence; IoT assessment

1. Introduction

The rapid development of Internet-of-Things (IoT) technology over the last dozen or
so years has contributed to a significant increase in the diversity and heterogeneity of
data-transmission networks, as well as the emergence of numerous standards, communi-
cation protocols, and approaches in network organization. However, technological pro-
gress and development in this area are inevitable, and the IoT paradigm is constantly
gaining new application areas, in particular in the field of smart solutions, both industrial,
commercial, and utility, dedicated directly to customers [1,2]. This diversity of applica-
tions generates the need to consider the various requirements and expectations of users
and applications. For example, the implementation of IoT devices (smart nodes) in the
control and monitoring network of a production line with industrial robots poses com-
pletely different challenges to network installers and integrators than in the case of iden-
tifying products and a purchasing application based on smart IoT labels or operating IoT
modules with a smartphone in smart-home or smart-city installations [2—4]. Therefore, it
is a difficult task to define and sanction a uniform universal generic IoT framework for all
its potential application areas, although many research and engineering teams are making
efforts. This paper focuses on the applications of smart-home technologies and smart-
building systems, considering their inclusion in larger system structures such as local en-
ergy microgrids and smart cities [5-7].
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1.1. Fieldbus Networks in Smart Homes and Buildings

Over the last thirty years, network-communication technologies and protocols for
building and industrial automation systems, as well as information and communications
technology (ICT) networks, have been developing independently of each other. In partic-
ular, to support various sensor and actuator modules characteristic for building automa-
tion and control systems (BACS) and building management systems (BMS) dedicated
communication technologies have been developed to transmit short data packets in chan-
nels with relatively low bandwidth that are sufficient for this type of use. Physically, com-
munication was and is implemented in most such systems through data buses with vari-
ous types of communication media, most often a twisted pair and less often a power line,
optical fiber, or radio channels. Three open, international standards, namely KNX [8], Lon-
Works [9], and BACnet [10], have been developed for BACS, dedicated to the implemen-
tation of fieldbus networks in buildings [11-14]. In addition, many manufacturers of
building automation modules have developed and introduced their own, proprietary
communication protocols, reserved to support the modules and devices they offer. Most
of them are based on the seven-layer open systems interconnection model from the Inter-
national Organization for Standardization (ISO/OSI model) providing a common basis for
the purpose of systems interconnection [15-17]. Based on these technologies and proto-
cols, distributed automation networks are built, operating in the event-based regime [18-
21].

In turn, over the last ten to fifteen years, distributed systems with wireless commu-
nication of various technologies (Bluetooth, ZigBee, Z-Wave, and Wi-Fi) have become in-
creasingly popular in the smart-home and smart-building market, especially for solutions
dedicated to commercial and individual customers. In most cases, the organizational con-
cept of such networks is based on a simplified configuration of network devices and con-
trol functions, using a smartphone, mobile devices, or Web services [22-26]. However, it
should be noted that this integration in the physical and communication layer is mostly
based on wireless Wi-Fi channels and the TCP/IP protocol. This is primarily due to the
rapid increase in the popularity of Wi-Fi access points in private, public, commercial, and
industrial buildings as an element of ensuring continuous, mobile, and remote communi-
cation with the buildings’ infrastructure as well as their users/occupants. Moreover, peo-
ple have used to almost constant use of smartphones and applications dedicated to them,
including smart-home control and monitoring with Wi-Fi communication.

The mentioned wireless-communication technologies, such as Bluetooth Low Energy
(BLE), ZigBee, or Z-Wave, tend to be used locally at the field level in home and building
automation systems. This is mainly due to their short signal range and low power con-
sumption. Therefore, they are implemented in various types of sensors (local measure-
ment of temperature, pressure, CO:z concentration, or light intensity) [26-31] and modules
for location, user-activity tracking (beacons), and presence verification. In these applica-
tions, their short-range characteristics increase the precision of operation and can support
the implementation of some building automation functions related to thermal comfort,
adaptive control of heating, ventilation, and air conditioning (HVAC) systems, or dynamic
regulation of room lighting [32-37]. Therefore, in relation to the generic IoT concept, they
should only be considered as supporting technologies that cooperate with active nodes of
KNX, LonWorks, BACnet, and ICT networks with TCP/IP protocol dedicated to IoT solu-
tions.

These trends have opened the way to the expansion of IoT concepts and technologies
as a solution not only for remote access to distributed BACS and BMS networks but also
for communicating distributed modules with the TCP/IP protocol interface within such
systems, at the field level as well. At the same time, however, the prospect of integrating
ICT network technologies with fieldbus network technologies created the need to solve
several technological and application problems [3,5,13,19,23,38,39]:

e  TField-level IP protocol implementation with real-time requirements;
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e  Development of IoT structures for fieldbus networks;

e  Assumptions for implementation of edge and fog services;

e  Big-data processing within the edge and cloud computing for BACS and BMS;

e  Cybersecurity and data privacy;

¢  Energy efficiency and energy consumption reduction for wireless modules, sensors,
and actuators.

1.2. Edge and Fog Computing within Advanced Home and Building Automation Systems

The network and functional structures of modern BACS are characterized by the two
most important features: (i) distribution —the possibility of installing universal microcon-
trollers performing simple control, monitoring, and communication functions directly in
network nodes at the field level and (ii) integration —striving for mutual connection in one
exchange network data control and monitoring functions for as many devices and build-
ing infrastructure subsystems as possible. Advances in digital technologies, as well as em-
bedded systems based on System-on-a-Chip (SoC) architectures, have enabled the devel-
opment of many control and monitoring devices (network nodes) that are powerful for
support control and data communication functions directly at the field level, near the
building infrastructure (for example, temperature and occupancy sensors, various actua-
tors, such as valves, motors, etc.) [3,5,40]. In previous and some of the existing solutions,
most of the functions of control modules, along with the data exchange between them,
were implemented at the field level. However, with this approach, the desire to include
an increasing number of new building infrastructure elements and devices in the network
resulted in an increase in the resource load of these modules (memory, processor) and the
use of communication bus bandwidth. Moreover, the prospect of developing BACS and
BMS with the functions of dynamic response to changes in parameters and decision mak-
ing in the implementation of energy-efficiency improvement mechanisms and transactive
energy (for example, demand side management—DSM and demand side response —DSR)
requires maintaining high time determinism and working in real-time mode (with mini-
mal, deterministic data communication delays) [41-44].

To improve the responsiveness and correctness of the BACS and BMS, edge intelli-
gence and devices have been proposed. They push processing for data-intensive, ad-
vanced control and monitoring functions away from the field-level nodes to a new edge
network level, effectively handle local workloads, and make faster, more precise service
decisions. Therefore, in the concept of smart home and smart building, one of the solutions
turned out to be the expansion of BACS and BMS network structures with new SoC edge
modules. They communicate with field-level nodes to collect data from sensors or provide
signals to actuators, and, at the same time, they are responsible for handling higher-level
data communication and local processing of advanced algorithms for monitoring, data
acquisition, and control functions. Moreover, these edge modules, thanks to routing sup-
port and the inclusion in the TCP/IP network, also allow communication of smart-home
and smart-building modules with external cloud services (databases, data analytics and
visualization, cooperation with machine learning—ML, artificial intelligence— Al tools,
and advanced algorithms). In this way, the IoT potential increases and introduces other
development possibilities for BACS and BMS. Since the IoT edge nodes can increase com-
putation near the source of the data, various IoT and cloud services can be deployed on
local systems. This paradigm is known as ‘edge computing” and integrates IoT technolo-
gies and cloud computing systems [45,46]. What is very important in smart home and
building applications is that it reduces the communication bandwidth needed between
sensors, actuators, and the external data center. Moreover, it allows for easier integration
of different subsystems (energy, climate control, security, comfort, user services, mainte-
nance, and energy management) controlled and monitored in modern, fully integrated
intelligent facilities [3,39,47]. Therefore, this is one of the most important elements that
should be included in the concept of a generic IoT framework for smart-building solu-
tions.
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A natural consequence of including edge modules from the IoT in BACS network
structures, along with the computing and memory resources available in them (edge com-
puting), is the emergence of a larger data exchange and processing structure called fog
computing [45,46]. In [5], Taghizad-Tavana et al. explain that fog computing aims to opti-
mize data transfer and communication between smart-building zones and smart homes
and to develop lightweight algorithms to process local data and reduce the number of
transmissions that are needed between devices. Moreover, according to [48,49] the fog
computing paradigm is an alternative to smart modules with limited computational re-
sources, typical for smart home and building systems. The authors explain that it extends
the computational resources available in the cloud services to the network edge level,
providing mobility, scalability, low latency, and robustness for the end BACS and BMS
users. Additionally, what is very important is that edge computing enables real-time in-
formation analyses through the distribution of the decision-making process directly in the
edge-level network at facilities (buildings, homes, local microgrids, etc.) [45]. Finally, Na-
sir et al. [39] add and explain that fog computing principally extends the cloud-computing
architecture to the edge-level network. This approach enables an innovative variety of si-
lent services and applications for end-users. Lightweight algorithms running on the edge-
level network directly on IoT devices can conserve less bandwidth and provide computed,
analyzed data to the end user without using the cloud every time. Moreover, the edge/fog
modules can be equipped with Al mechanisms, providing more advanced computing and
analyzing data in real time, thereby reducing the cloud service need and bandwidth. This
approach and its features are very important considering the perspective of the develop-
ment of advanced, dynamic control and monitoring functions for tactile internet, transac-
tive energy management, generic loT-fog-cloud BACS and BMS architectures as well as
smart communities and cities [5,6,50,51].

1.3. Methodology of the Review

The wealth of conceptual and technical issues associated with the development of
modern distributed smart home and building automation systems prompted the author
to conduct a comprehensive review of the scientific literature of the last dozen years, par-
ticularly on the topic of integrating ICT networks and TCP/IP protocol transmission chan-
nels into these systems. The review is based on publication databases recognized in the
electrical engineering, electronics, information technology and network control systems
industry, namely ScienceDirect, Springer, IEEE Xplore, MDPI, and, occasionally, ACM
Digital Library, Taylor and Francis, and Wiley Online Library. Moreover, in the selection
of the main topics of the review, the results of analyses of the citations of publications in
the Web of Science and Scopus databases and the population of selected keywords in pa-
tent databases (Google Patents search engine) were used.

Keywords were an important element in the guide to the literature review and in
selecting specific publications for further discussion in this paper. They were divided into
several thematic groups: (i) distributed control systems (e.g., building automation,
fieldbus, smart home, smart building, BACS, and BMS); (ii) Internet of Things (e.g., smart
nodes, edge computing, fog computing, cloud computing, TCP/IP for smart applications,
and IoT maturity); (iii) communication networks (e.g., wired and wireless communica-
tion, remote access, local communication, and communication protocols); (iv) cybersecu-
rity (e.g., privacy, data security, blockchain, access control, and encryption), and emerging
trends (e.g., machine learning, artificial intelligence, tactile internet, and digital twin).

In many cases, combinations of several keywords led to the finding of other review
texts, particularly those relating to IoT technologies and the areas of smart home and
building applications. By analyzing these texts, the author identified potential thematic
gaps and, based on them, formulated original contributions for this publication.
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1.4. Original Contributions and the Paper Structure

According to the information presented in the previous subsections, IoT technologies
have a very wide scope of applications. This review focuses on the specific smart home
and building systems industries, considering the functionalities of advanced BACS and
BMS. Moreover, several technical aspects of interactive energy management with DSM
and DSR functions are discussed for smart home and building operations within local
microgrids and smart-city infrastructures. In particular, the literature, research results,
and case studies are analyzed in the context of developing the generic IoT concept for
building automation systems in the framework of fieldbus—edge—fog-cloud architecture.
The main contributions of this review are as follows.

e It provides a comprehensive review of the state-of-the-art IoT techniques and solu-
tions related to smart homes and buildings with distributed control systems. This
review is important because it collects knowledge about adapting and using IoT tech-
nologies in a segment that is rapidly developing but has so far been based on its own
solutions for communication and data processing, in particular at the field level;

e Asopposed to other IoT technology reviews, this one analyzes and discusses the suit-
ability of various IoT concepts and tools for smart homes and buildings. Moreover, it
sheds light on trends and innovative solutions emerging from this field that could be
motivating for interested researchers and engineers;

e Providing a new perspective on various IoT applications (e.g., edge and fog compu-
ting and big-data processing) supported by recent research studies. To this end, the
review provides some of the [oT design practices, considering the unique properties
of smart homes and buildings, that finally will lead to more effective data processing,
control and monitoring functions execution and better integration;

e It presents the major challenges and trends and pinpoints new, open research issues
that need attention from researchers, domain experts, and engineers. In particular,
this review provides information on the future scope of research on the integration
of Aland ML capabilities, tactile internet developments, and IoT technology maturity
assessment in building applications;

e It proposes general assumptions for the generic IoT framework concept with SWOT
analysis as well as a discussion of pros and cons.

The remaining sections of this article are organized as follows. Section 2 presents a
general view of network solutions, in particular distributed networks, used in home and
building automation. Then, Section 3 describes the technological issues and main chal-
lenges related to the implementation of emerging edge and fog computing in BACS, BMS,
and smart home and building systems. Section 4 selects and discusses several important
trends and concepts for the development of functionally advanced BACS and BMS plat-
forms with IoT technologies, in particular aspects of the implementation of ML and Al
techniques. Section 5 introduces the generic IoT framework proposed by the author for
applications in home and building automation systems, along with a SWOT analysis of
its usability. Finally, in Section 6, the paper is concluded, providing future work infor-
mation as well.

2. Control Networks and Smart Technologies in Buildings

In the classic engineering approach, technical solutions of smart home and building
systems are based essentially on two organizational structures, (i) centralized systems,
with one programmable logic controller (PLC) or server unit, cooperating with external
modules supporting sensors and/or actuator modules and (ii) distributed systems, with-
out a central unit but with sensor and actuator modules equipped with microcontrollers
and communication interfaces. The second approach enables the execution of control and
monitoring functions directly next to the elements of the house or building infrastructure,
as well as data transfer between such modules, to implement more advanced functions
within an integrated structure [52,53]. It should be noted that distributed solutions are the
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result of technological progress, development, and miniaturization of electronics, and
they represent a significant achievement over the last several dozen years, enabling the
implementation of more universal, advanced, and reliable system structures in the indus-
trial and building automation industry. Obviously, centralized systems are still available
and implemented in practice, but usually in very small installations (e.g., control of heat-
ing, ventilation, and air-conditioning systems in houses and small buildings), where they
work well and are attractively priced. However, distributed systems are also becoming
more and more popular in this sector. They are usually based on simple SoC modules
with radio communication (Wi-Fi, Bluetooth, Z-Wave, ZigBee, and others), with dedicated
applications for mobile devices or with support from dedicated server applications and
websites [2,23,26,54,55]. Therefore, this study focuses on the analysis of the development
of distributed automation networks, the architecture of which naturally fits into the con-
cept of IoT technology applications and the cloud, with distributed tools and services for
data processing.

2.1. Distributed Control Approach

The idea of distributed control systems in industrial and building automation devel-
oped in the 1990s and was a direct result of the appearance of microcontrollers that had
sufficient computing power and memory resources to implement algorithms for the con-
trol and monitoring functions of industrial and building infrastructure devices. First,
modules of various types of sensors and actuators were developed and equipped with
microcontrollers and communication interfaces, necessary to exchange data (network var-
iables and data points) between such modules. In the next stage of the development pro-
cess, with the increase in the computing power and operating speed of microcontrollers
(in the 2000s), universal programmable input-output modules appeared. Then, automa-
tion servers and other system modules have been introduced that support the processing
of growing amounts of data at the object level [56-58]. As a result, especially in larger
commercial and public buildings (e.g., hotels, shopping centers, offices, and university
campuses), it became possible to build extensive automation and building management
systems (BACS and BMS) with a fully distributed architecture. However, at the same time,
the growing number of modules creating BACS and BMS forced the systematization of
this architecture as well as the communication protocols. In [55,58,59], the authors de-
scribe and explain their most important elements, pointing to the progressive hierarchi-
zation of the BACS network architecture. According to the main assumptions, the overall
architecture for a typical BACS can be organized into three layers/levels depending upon
the functional hierarchy of the specific application:

e  Field layer, the lowest one, where the interaction with field devices (sensors and ac-
tuators) happens, environmental data are collected, and parameters of the environ-
ment are physically controlled in response to commands from the system. Additional
modules of sensors, stationary and mobile beacons with BLE, Z-Wave, and ZigBee
wireless-communication technologies, are often used on this layer as well. They sup-
port mechanisms for the precise location of people and equipment in rooms and for
monitoring environmental parameters;

e  Automation layer, the middle layer, where data are processed, control loops are exe-
cuted, and alarms are activated. It is also where processing entities also communicate
values of more global interest to each other, and values for vertical access by the next
management level are prepared (possibly aggregated);

¢  Management layer, the top layer, is where information from throughout the entire
system is accessible, as well as where activities like system-data presentation, for-
warding, trending, logging, and archiving take place. Moreover, vertical access to all
BACS values is provided, including the modification of parameters such as schedules
and long-term historical data storage. The possibility to generate reports and statis-
tics is implemented as well.
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With this concept, the progressive growth of data-processing tasks and services car-
ried out at the highest Management Layer is clearly visible. However, the next stage of
development of distributed BACS systems is not associated with progress in electronics,
but with the rapid expansion of ICT networks, which over the last dozen years have been
gradually reaching the management level and even lower levels in the architecture of
BACS networks. Therefore, the key question is: how far this inclusion should go, whether
TCP/IP protocols of ICT networks should dominate or perhaps completely take over com-
munication and data handling in field-level networks? Are the protocols dedicated to
field-level networks (ISO/OSI model), developed over many years and still strongly pre-
sent in industrial and building automation and to be replaced by the expansion of TCP/IP,
or should they exist together in a kind of symbiosis [20,60]?

In response, a broad, multiaspect analysis of the currently developed generic IoT con-
cept is necessary, considering specific application requirements, security, privacy, and op-
erational reliability of smart home and smart building systems.

2.2. 10T Structures and Technologies for Building Automation

The possibility of including TCP/IP communication channels in field-level networks
has generated a multitude of application concepts at various levels of the existing archi-
tecture of BACS and BMS systems that address this topic by several engineering and sci-
entific teams, along with additional marketing chaos. For example, the KNX Association
and LonMark International, recognized organizations in the building automation indus-
try, responsible for international open building automation standards, have launched in-
formation and advertising campaigns that the KNX [8] and LonWorks [9] standards are
“loT ready”. Similar information still appears in the materials of many manufacturers of
modules for BACS, BMS, and smart-home systems [61-63]. Therefore, in the first years of
this process, research, engineering, and methodological works were already carried out
aimed at verifying the technical capabilities of TCP/IP transmission channels and the IoT
paradigm based on them in the effective implementation and support of the efficiency of
BACS, BMS, and smart-home systems.

Scientific studies from the first two decades of the 2000s indicated potential areas of
IoT applications and attempted to define possible development concepts for distributed
networks. Kortuem et al. [64] propose a concept of smart objects as independent nodes
with awareness (ability to sense, interpret, and react to events occurring in the physical
world) and interaction (ability to converse with devices, other nodes, and the user in terms
of input, output, control, and feedback). They discuss a general approach to such a con-
cept, without specification of application areas (e.g., smart home or building), analyzing
the possibilities of building peer-to-peer (P2P) data-exchange networks based on such
smart objects to implement more advanced control and monitoring functions as well as
data acquisition from sensors, actuators, etc. It is very important to note the reaction of
smart objects to events, which is a key element of smart home and building systems, de-
fined as event-based systems. In turn, in [65,66], the authors already point to the potential
possibilities of IoT integration in the structures of BACS and BMS systems. However, the
proposed applications concern only the use of IoT gateway modules and integration serv-
ers to support the operation of distributed BACS network nodes (integrated within field-
level networks) in the implementation of remote access, data acquisition, and visualiza-
tion in external services and object-linking and embedding for process control (OPC) da-
tabases. Therefore, IoT technologies in this approach constitute an addition, without sig-
nificant interference in the structures of existing and planned BACS and BMS field-level
networks. For example, the IoT with a TCP/IP protocol is considered a crucial element of
a standardization process of building automation protocols.

However, the second decade of the 2000s brings more and more analyses and tech-
nical developments of the BACS architecture concept using IoT technology in system in-
tegration and development trends for modern smart home and building systems. In con-
ference proceedings [67], Jung et al. discuss the new version of the IPv6 protocol and its
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most important features, such as the larger address space, self configuration, quality of
service mechanisms, and security, qualifying it for applications in BACS and BMS, and
promising a better integration of building automation technology in the IoT. Moreover,
they conclude that the transition towards IPv6 from IPv4 at the Automation and Manage-
ment Layers opens new opportunities for several previously not realizable use case scenar-
ios in BACS and BMS like (i) home and/or building infrastructure device maintenance, (ii)
smart grids and energy efficiency with interconnected devices, renewable energy sources
(RES) and dynamic load shifting, the energy pricing ready for transactive energy concept,
and, finally, (iii) buildings integrated into business processes with advanced occupants
monitoring, access control, and HAVC operation and lighting control. In this context, sev-
eral technical aspects of IoT integration with different BACS standards (KNX, LonWorks,
BACnet, and OPC) are shortly discussed with a use case study.

Going one step further, Lilis et al. [68] proposed a transitional design for BACS net-
works that integrate IoT technologies. Based on the BACS architecture with field-level
modules with communication in open standards (BACnet, KNX, and LonWorks), the use
of the Internet backbone, and the developments in the embedded electronics at a higher
level of the network structure, the authors point out the possibility and necessity of suc-
cessive implementation of the embedded web services, sometimes referred to as Web of
Things (WoT). In this way, the control and monitoring functions of BACS systems become
services implemented in the form of applications in IoT devices at the automation or man-
agement layer, with communication of signals from and to field-level modules. Moreover,
the authors analyze the practical possibilities of implementing openBMS-class platforms
by providing a palette of semantic web services with the wide adoption of IoT-based man-
agement systems. For this purpose, they propose the implementation of universal distrib-
uted embedded electronics modules at the automation layer. According to this concept,
each of those modules is an always-listening participant of the sensor and actuator net-
works and provides gateway-like capabilities towards the computer network [69,70].

Bearing in mind all development aspects of the concept of integrating IoT technology
in BACS and BMS networks, Figure 1 presents their most important elements and differ-
ences visible, especially in the middle layer —the automation layer.
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Figure 1. Schematic diagrams for two basic concepts of IoT development and application within the
BACS and BMS architectures: (a) field-level devices connected by universal gateways to the higher
network level using TCP/IP protocol and providing remote access [66]; (b) field-level devices con-
nected by dedicated modules (automation servers, IP gateways) providing both remote access and
data tunneling (IP channel integrated within the BACS and BMS architecture) [56,67]; and (c) addi-
tional distributed embedded electronics modules implemented at the automation level [68,69].

3. The IoT with Edge and Fog Computing in Buildings —Main Challenges

The turn of the second and third decades of the 2000s and until now is a period of
rapid development of ICT network and cloud services. During this period, the widespread
use of server resources (cloud) for storing and processing large amounts of data has been
developing, basically, in all areas of industry, science, and social life. In the building au-
tomation industry, there are subsequent years of progressive integration of field-level net-
works with ICT networks and a trend toward implementing advanced control, monitor-
ing, and management functions of an increasing number of elements of the building in-
frastructure. Moreover, the progressive implementation of energy-management algo-
rithms, energy media, and the operation of local microgrids with RES and smart-grid ser-
vices.

3.1. Service-Orientated IoT and Edge and Fog Computing in BACS and BMS

Such a significant development of functional concepts indicates new development
trends in BACS systems in smart home and building applications. Simultaneously, the
continuous development of IoT techniques and microcontrollers determines the need for
organizational changes in BACS networks. In particular, this concerns the expansion of
the ability to perform most of the analyzing and data-processing functions for monitoring
and controlling the building infrastructure directly in the local network (within the build-
ing, campus of buildings, etc.). This is made possible by the computing power and
memory resources of many modern distributed embedded electronics modules (automa-
tion servers, advanced routers, and gateways), integrated in the automation level of the
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IoT network. These modules, usually located at the junction of the field and automation
(middle) layers, create the so-called edge computing in the modern BACS with IoT-net-
work nomenclature [46]. Edge computing can be defined as a computing approach that
uses resources in the periphery of a network. In this way, it brings the computation closer
to the nodes of the BACS at the network’s edge to provide a minimal delay and lower
latency period between the moments that the data are acquired by sensors and then sent
as control signals for actuators within the BACS [40,71,72]. The ongoing development of
this layer of the BACS network, in particular the exchange of data in the TCP/IP channels
between distributed embedded electronics modules and their performance of local, ad-
vanced analytical and data-processing functions at the automation level, has led to the
creation of a new paradigm and term, fog computing, in the modern BACS with IoT net-
works. Fog computing is a distributed network resource that performs functions using
local network resources but is also open to external services outside the local network —
in the cloud [45,46]. Fog computing, therefore, operates at the automation and manage-
ment levels, which are still supported by the local network and external resources. Hence,
the fog element in the name indicates a kind of blurring of the integrated network layers
[48,49,51,71]. The technical and organizational aspects of IoT networks presented in this
subsection have significantly influenced the architecture of modern BACS and BMS sys-
tems in applications for smart homes and buildings. The general structure of such a net-
work, highlighting the most important elements and levels, is shown in Figure 2.
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Figure 2. Structure and data flow in the network with field-level local networks, fog level, and cloud
level [51].

In addition, BACS and BMS networks with such a structure, using distributed mod-
ules with TCP/IP communication in the edge and fog computing structure, create an en-
vironment for a service-oriented IoT [47] and a new Building as a Service (BaaS) [73] strat-
egy. The first one is more general in nature; in the literature, it is referred also as Fog of
Everything (FoE) and Internet of Everything (IoE) and focuses on the ability to use IoT



Computers 2024, 13, 45

11 of 33

technology in the implementation of services for four main areas: processes, data, people,
and things. Formally, this approach refers to an ecosystem of edge modules that autono-
mously share and self-manage their limited resources in order to achieve the system goal
(e.g., implementation of dynamic control, monitoring, management functions, etc.) [74].

The second one is more detailed and refers directly to the development concepts of
BACS and BMS systems, in particular in smart-building applications. According to [75,76],
buildings, in particular nonresidential ones equipped with BACS and IoT distributed net-
works integrated with fog and cloud computing, can be perceived in the BaaS convention,
defined as the demand-oriented deployment of resources and assets, respectively. With
this approach, buildings become platforms of information for providers and consumers.
The focus moves from functions and services available in a building with BACS and BMS
to view the building as a service-dominant logic-based asset. In this way, facility manage-
ment (FM) is, in practice, a process of dynamic data management and data mining in order
to adjust the operating conditions of building infrastructure devices to the current needs
of users and changing environmental parameters (e.g., temperature, daylight level, energy
tariffs, etc.). Moreover, it opens the way to building a framework of open data-processing
platforms to provide specific services to users and infrastructure elements based on meas-
urement data and device operating parameters.

Wildenauer et al. [75] also point to the inclusion of the BaaS and IoE approaches for
enabling a digital twin (DT) tool based on building information modeling (BIM), which is
becoming mandatory in several European states. In this context, it should be emphasized
that the latest Energy Performance of Buildings Directive (EPBD 2018) [77] and the related
technical report [78] define the smart readiness indicator (SRI) along with guidelines for
verifying this readiness based on the services offered and possible to implement in the
building. The first verification analyses of the usability of this indicator and related ser-
vices in buildings are carried out as part of research and engineering works in order to
develop mechanisms for applying the indicator’s guidelines in real applications of build-
ings as well as energy microgrids with RES and energy storages [44,79-81].

3.2. Big-Data Processing and Cloud Computing

An aforementioned approach to BACS with IoT as a framework of an open data-
processing platform requires the integration of numerous sensor and actuator modules as
well as automation servers at the field and automation layers. Moreover, it is necessary to
organize network connections of edge modules and computing infrastructure with exter-
nal resources in the cloud. This entails the need to ensure efficient transmission and pro-
cessing of large data resources while maintaining the time regime (real time) so that the
implementation of BACS and BMS functions and services takes place essentially unno-
ticed by the building users. At the same time, in recent years, there has been a rapid in-
crease in the popularity of data collection and processing services in the cloud —external
servers usually operated by external entities or at the disposal of suppliers of smart home
and smart building systems. This situation also affects designers and integrators of BACS
systems with IoT, who often decide to implement cloud-centric systems, where there are
basically only two levels of network structure, field and management (cloud) layers, and
all more advanced functions and services in system are implemented in external cloud
resources [82,83]. At the same time, they rely largely on data processing and protection
tools offered by external administrators of such cloud services. However, this is not al-
ways beneficial, especially considering that many advanced services can be provided by
modern BACS and IoT modules directly at the automation layer, close to the field layer
modules. This solution naturally increases data security and reduces the load on network-
communication channels. Therefore, in concept research and application case studies of
modern BACS and BMS with IoT, solutions based on more advanced multilevel structures
of system networks are considered and developed. The key element of these analyses is
the development of guidelines regarding the areas of implementation of BACS and BMS
functions and services in the network structure (what levels, between levels) and the
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methodology for the effective organization of network variables and data objects binding
(interoperability, integration) to provide control and monitoring services. Considering the
possibility of moving away from a cloud-centric organizational strategy, Chen et al. [84]
propose an original cloud-fog computing architecture for information-centric IoT appli-
cations providing a classification of IoT applications and scheduling computing resources.
Moreover, a developed scheduling mechanism optimizes the dispatch of cloud and fog
resources regarding minimum cost in a cloud—fog computing environment. In turn, Sahil
and Sood [85] discuss cloud—fog architecture implemented in a specific application, the
panic-oriented disaster evacuation system in smart cities, with a particular analysis of the
effectiveness of the proposed system-data-processing algorithms for various functional
priorities (e.g., accuracy and sensitivity) in a very demanding time regime.

Research and development work is also carried out from a second perspective fo-
cused on the lowest levels of the network structure. In paper [4], the authors proposed a
model and algorithms for handling modules with video cameras distributed at the field
layer, with identification and classification services of recognized objects implemented at
the automation layer in edge modules and a local workstation with the Microsoft Azure
IoT Platform. Research focused on the functional capabilities of this solution and meas-
urements of the system’s effectiveness were carried out with the results discussion. In
other studies, Huang et al. [47] propose an edge intelligence framework to build smart IoT
applications. The project they developed is based on an extensive automation layer, with
many edge modules cooperating to support local groups of field devices. A characteristic
element of the concept is virtualized IoT services, which enable hardware-independent
application design and simplify IoT services composition using different field-layer (phys-
ical) devices without redefining applications. This is an element of the ongoing strategy
of organizing fog computing at the automation layer, within the local system network.
Further development of the concept is proposed by Nasir et al. [39] by employing edge
devices as a computational platform in terms of reducing energy costs and providing se-
curity, as well as remote control of all field devices and appliances behind a secure gate-
way. Moreover, in the automation layer, in addition to edge modules (nodes), they define
fog nodes based on the powerful Jetson Nano device [86]. The platform is open for inte-
gration with external cloud services but is considered only as an additional tool to perform
the most advanced processing, data analysis, and machine-learning services.

In turn, in paper [40], Lacatusu et al. analyze several design variants of the monitor-
ing and control system for the infrastructure of a smart-buildings complex, based on edge
computing and containers with additional cloud-computing services. Importantly, the au-
thors conducted a comprehensive performance evaluation of design concepts using test-
ing environments with two architectural options, (i) centralized (a cluster hosted in a pub-
lic cloud) and (ii) decentralized (a similar cluster deployed in a local datacenter). They
executed tests considering different numbers of edge nodes, corresponding to real appli-
cation cases, namely a small apartment, a house, a small residential building, an office
building, and a complex of smart buildings.

Finally, the research and engineering work of the last few years has focused on the
development of various comprehensive concepts for the organization of smart home and
building systems with the loT-edge—fog-cloud architecture. For instance, in [3,51,87], the
authors propose similar structures and frameworks for BACS and BMS networks with
IoT, using in particular the new capabilities of edge and fog computing modules. In all
cases, regardless of the application area, the structures of the automation layer are ex-
panded, where operations are carried out by providing services such as data aggregation
and analytics, security, access control, self healing, and self managing. The general dia-
gram of such a network layer structure is shown in Figure 3.
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Figure 3. Advanced layer structure of BACS, BMS with IoT network, including big-data processing
and cloud services [3,51,87].

For these solutions, the use of various communication technologies and the possibil-
ity of building network nodes based on universal modules with microcontrollers (e.g.,
Arduino and ESP) or a class of microcomputers (e.g., Raspberry Pi and Beagle Bone) are
analyzed. Using the results of these analyses, engineering teams carry out tests aimed pri-
marily atimproving efficiency and reliability while rationalizing costs and resources used.

With this approach and the clear development trends of edge and fog computing in
BACS and BMS systems, the issues of selecting communication protocol techniques and
implementing data-security mechanisms, certainty, and unambiguity of communication
become very important. In the context of the variety of available communication proto-
cols, both wired and wireless, a comprehensive analysis of their usefulness and applica-
tion potential was carried out in [71]. Furthermore, a broader analysis of security issues
and data-transmission reliability was carried out in BACS and IoT edge computing net-
works in smart-city applications in [7].

3.3. Cybersecurity, Privacy, and Blockchain Solutions for Distributed IoT in Buildings

It should be noted that the aforementioned developments of new structural concepts
of BACS and BMS networks in smart home and building applications, in particular the
progressive distribution of IoT nodes and edge modules at the automation layer cooper-
ating with external cloud services, resulted in a greater “openness” of the BACS network
structure for new threats related to their inclusion and progressive integration into com-
monly used TCP/IP networks. Moreover, new structures of communication and access to
data in the fog computing networks have been created, generating completely new cate-
gories of threats. According to [88], traditional conventional security mechanisms will not
be designed or developed to secure technology such as the IoT. Therefore, it is necessary
to develop and introduce innovative solutions in the field of data security and reliable
trusted communication in the organized structures of a smart home and building net-
work. These issues are the subjects of numerous research and technical analyses.

One of the most generalized analyses is presented in [38], where the authors indicate
the most important issues related to the security and privacy of IoT networks. They dis-
cuss (i) confidentiality (data secrecy which guarantees the reliable transfer of data); (ii)
data integrity (prevents corruption or alteration of data during transmission); (iii) availa-
bility/disposeability (ability to provide sufficient network and data processing resources
when necessary), and (iv) authenticity (unique identification of users and resources au-
thorized to operate on a given network). Moreover, they indicate significant challenges
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resulting from the development of IoT networks affecting security and safety issues. Ac-
cording to the authors, there are five main ones [38].

e  Heterogeneity of devices and communication, resulting from the coexistence of var-
ious modules/nodes in one network structure (from small sensors and relays to large
modules of automation servers and data servers), and the fact that they are produced
by various manufacturers, often with different hardware architectures, supporting
various types of software tools;

e Integration of physical devices; the result of the aforementioned ‘openness’ is that an
attacker is potentially able to communicate with more devices than before. If he
breaks the home/building/local network protection, he is able to manipulate the light-
ing system, lock doors, control HVAC, etc.;

e  Constrained devices, the feature of many IoT devices resulting from a tendency to
reduce the cost of their production. As a consequence, IoT devices have limited re-
sources, memory space, low bandwidth, etc., and these considerably reduce the pos-
sibility to implement conventional security techniques;

e Large scale, since, currently, there are more computers and other IoT devices con-
nected to the Internet than the number of humans on the globe, and the management
of so large number of smart devices is a very demanding task and inevitably raises
security risks;

e  Privacy, IoT devices by their nature operate in a distributed structure, allowing com-
munication for various wired and wireless technologies. This approach allows for
interaction everywhere and data communication with many other BACS network
nodes and edge modules in order to provide various services with different scopes
and resource uses. The openness and flexibility of this structure generate additional
privacy risks.

This is, of course, a very general summary. More threads emerge in detailed analyses.
Particularly noteworthy is paper [89], where Parikh et al. consider security and privacy
risks for all three of the most important levels of IoT networks, namely cloud computing,
fog computing, and edge computing. The result of the analyses is a classification of the
complexity of problems and preliminary proposals for solutions but without any technical
or technological indications. In turn, paper [45] contains an overview of proposed solu-
tions that increase the level of security and privacy in edge and fog computing structures.
Laroui et al. provide a synthetic summary of the literature devoted to efforts to improve
security and privacy in IoT networks, along with a brief discussion of the proposed mod-
els, mechanisms, and tools. Moreover, they discuss future research directions in this area
considering the balance between openness and ease of use of the IoT networks and the
need for a high level of their security and reliability.

From the point of view of BACS and BMS systems with the IoT, the most important
are countermeasures dedicated to fog and edge computing integrated at the automation
layer, usually within a local subnet. Such countermeasures are described by a detailed
literature review by Alwakeel A. in [90]; in particular:

e  For fog computing

a. Encryption techniques;

b.  Decoy technique for authentication of data;

c. Intrusion detection system for denial-of-service attack (DoS attack) [91] as
well as port scanning attacks;

d. Authentication schemes, where the fog computing network enables users
to access the fog services from the fog infrastructure if they are well authen-
ticated from the system;

e.  Blockchain strategy, it can prevent various malicious attacks in the fog net-
work, including man-in-the-middle attack, DoS attack, and data tampering.

e  For edge computing
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Edge node security;

Full-time monitoring of edge nodes;

Encryption with secret keys and attribute based [92];

Intrusion detection system;

User behavior profiling;

Cryptographic techniques with smart secret keys;

Data Confidentiality, for example with a privacy-preserving QueryGuard
mechanism [93].

@Q ™mean T

One of the most frequently discussed and analyzed solutions that is intended to sup-
port the implementation of the most advanced security and privacy elements is blockchain
ledger technology [45,90]. In relation to the IoT paradigm, it is explained in [94] that block-
chains, by definition, rely on a public directory acting as a common transaction infor-
mation database for devices (nodes), edge modules, and automation servers. Further-
more, in [95], Moniruzzaman et al. discuss the blockchain-based smart-home ecosystem,
with the framework presented in Figure 4. According to them, it is a four-layer conceptual
framework consisting of four layers, namely the (i) IoT data sources layer, (ii) blockchain
network layer, (iii) smart-home applications layer, and (iv) clients layer.
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Figure 4. A four-layer application framework of a blockchain-based smart-home ecosystem pro-
posed and discussed in [96].

Sensors and actuators located in the first one generate and/or use data consolidated
and stored in edge modules (servers) or a decentralized platform such as the second one—
a blockchain. All of the events and acts of the sensors and actuators became smart trans-
actions used to realize services. What is characteristic is that time is an indestructible da-
tabase that is placed in a new transaction and divided into a block hash chain. In this way,
many copies of blocks are made and saved in the extracted node protocol. Moreover, hash
values cryptographically connect blocks, and edge modules (servers) may be considered
miners, which are responsible for verifying and adding new transactions to new blocks
while smart contracts follow predefined rules and facilitate the decentralized transactions
[94,95]. This organization of data processing as a transaction with a trace in the block
structure fits naturally into the framework of distributed BACS and BMS with IoT net-
works [96]. Additionally, it opens the way to easier and more reliable integration with
external services, for instance in the community microgrid frameworks suggested in [97].
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Importantly, the more distributed the network nodes in such a structure, the higher
the security level due to blocking verification procedures in the nodes. Therefore, the dis-
tribution factor, previously identified as reducing data security, becomes an advantage
with this approach. The pros and cons related to the implementation of blockchain tech-
nology in IoT networks in various application areas, including smart homes and build-
ings, are discussed in [98,99], considering security and privacy aspects as well, and indi-
cating the added value of such an approach. A detailed analysis of the transaction work-
flow along with the accompanying tools and methods of data protection in the fog and
edge computing network structure, is presented in [100]. In the conclusion section, the
authors also provide a comprehensive review of research work focused on the possibility
of increasing the level of security and privacy in IoT networks, along with an indication
of various limitations. Some of the latest research suggests innovations in the integration
of blockchain technology in IoT networks, allowing for overcoming the limitations of the
classic approach, such as scalability, storage and bandwidth, transaction charges (check-
ing by miners), data privacy (sharing every node), and network size (all nodes within the
network). In [88], Alshaikhli et al. introduce an IoT application (IOTA) distributed ledger
technology that can provide unlimited scalability specifically suitable for the IoT with fog
and edge computing. In particular, this technology provides fully distributed data trans-
actions without a central authority unit, microtransactions in real time with zero fees, a
new scalable distributed ledger mechanism, and masked authentication messaging with
advanced encryption of data.

4. New Ideas, Concepts and Trends

The generic IoT concept for smart buildings and field-level automation should be
considered first of all in the context of needs and facilitations in organizing and integrating
increasingly distributed network nodes as well as new ideas and development trends of
smart building systems with IoT. Since IoT technologies and application areas are still
undergoing rapid development in many areas, this study selects several of the most im-
portant aspects that seem to be important in relation to smart home and building systems.

4.1. Machine Learning and Artificial Intelligence

The development of modern techniques for collecting and processing big data has
allowed for the effective implementation and use of ML and Al mechanisms, in particular
supporting the organization and functioning operation of automation systems. According
to Djenouri et al. [101], in the context of BACS and BMS, ML techniques could be used to
solve fundamental problems, such as predicting occupant behavior and preferences and
forecasting energy demand and peak periods, which are difficult to solve with traditional
programming, but potential solutions can be achieved from advanced and fast data anal-
yses. They reviewed several research and studies and discussed potential areas for ML
applications in two aforementioned categories:

¢ Occupant-centric solutions

a.  Occupancy detection, prediction, and estimation providing essential infor-
mation for advanced control of several subsystems like HVAC;

b.  Activity recognition to provide better control scenarios, tailored to in-
creased or limited user activity, e.g., in different zones of the building;

c.  User preferences and behavior to provide well-tailored thermal and light-
ing comfort, considering individual or group user preferences, as well as
operating scenarios for home devices and building infrastructure tailored
to the most common recurring user behaviors;

d. Authentication schemes, where a fog computing network enables users to
access the fog services from the fog infrastructure if they are well authenti-
cated in the system;
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e. Blockchain strategy, it can prevent various malicious attacks in a fog net-
work, including man-in-the-middle attack, DoS attack, and data tampering.

e  Energy/device-centric solutions

a. Energy profiling and demand estimation in the context of using BACS and
BMS monitoring and control functions to improve the energy efficiency of
buildings, in particular, those incorporated into the structures of local en-
ergy microgrids and prosumer installations [12,102];

b.  Appliance profiling and fault detection to track and identify different build-
ings’ appliances, as well as detect anomalies/failures in the different com-
ponents of the energy management system. Moreover, this approach allows
support of the DSM and DSR mechanisms of transactive energy [103,104].

These two categories are mostly discussed in the context of ML applications within
smart homes and buildings. In [105], the authors analyze in detail various technical and
functional aspects of human activity recognition in smart homes using algorithms for IoT
sensor networks, considering the pros and cons of different ML methods and tools dedi-
cated for various smart home and building applications. However, in [106], Suman et al.
point out that, in turn, advanced IoT and BACS devices may impact the behaviors of peo-
ple in buildings. Based on human and various thermal and environmental models, the
authors analyze their possible mutual impact, in particular, changes in human behavior
depending on changes in building infrastructure control scenarios and comfort parame-
ters.

In turn, in [107] Machorro-Cano et al. present a HEMS-IoT, a big data and machine
learning-based smart-home energy-management system to provide home comfort, safety,
and energy savings. ML techniques and big-data processing technologies are important
in this solution since they help to analyze and classify energy consumption efficiency,
identify user behavior patterns, and offer increased comfort at home with rational energy
usage. Additionally, in [108], the authors identify the most essential BACS with IoT-ena-
bled factors that sanction a need for ML, as well as Al integration with smart homes and
buildings to provide energy-efficiency improvements and facilitate energy management.
Research, analyses, and case studies are carried out in this area using advanced function-
alities and communication techniques [41,80,109-111].

Another issue is the possibility of using ML mechanisms with Al elements to recog-
nize, classify, and service BACS and IoT modules and network nodes. Cvitic et al. [112]
propose an original approach and an ML-based IoT device classification model consider-
ing various sets of data and different data traffic models. Furthermore, considering the
growing use of BACS with IoT solutions, especially with edge and fog computing, Huang
et al. [47] note that real-time detection of unexpected, emerging, or spontaneous situations
is important for increasing the reliability of the network and improving its maintenance.
This approach makes recent data more valuable than historical data for the learning mod-
els, which also determines the need to develop ML mechanisms with a shorter time win-
dow for analyzing data sets. All these issues indicate the growing importance and even
indispensability of ML technologies and methods in BACS, BMS, and IoT systems in the
coming years. Moreover, research is already being conducted to develop new trends in
ML development. Due to the increasing computing power of edge and fog-level network
nodes, a federated learning (FL) approach is proposed [50,113,114]. In this concept, the
nodes within the IoT network get involved in the training and inferring process, keeping
the raw data within themselves and sending only the results of local training processes
performed on these network nodes, to maintain privacy and reduce communication over-
head. Importantly, FL. mechanisms based on the dispersion of network nodes and their
computing power are indicated as important elements of the development of blockchain
technology in the field of more advanced data security and privacy mechanisms in BACS
networks with IoT [115-117].
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However, the Al functions and solutions are particularly considered in the context of
support in the integration processes of extensive BACS system networks with IoT, sup-
porting very diverse functional and infrastructure subsystems of buildings and homes.
First of all, Al integration is important since, in classic BACS and IoT networks, the design
and architecture development of each control function, and the rule only works in one
subsystem (e.g., HVAC, lighting, security, etc.); there is no interoperability between these
subsystems (or it is very limited). Furthermore, as previously stated in Sections 1.1 and
1.2, the monitoring and control functions of these systems are often aided by other mod-
ules such as sensors and beacons with wireless-communication interfaces that do not sup-
port the TCP/IP protocol directly. This requires the use of additional gateways or data
concentrators.

Considering this, the model proposed in [3] facilitates and allows the integration of
new digital services based on BACS and IoT nodes, providing deeper interoperability of
the different subsystems and introducing new services based on ML and Al techniques to
homes and buildings. The authors have implemented the model and verified it in tests.
Moreover, in [118], Panchalingam et al. describe several smart-building domains that
should be considered for integration with Al techniques in relation to those techniques.
They suggest and discuss what research on Al techniques should be conducted to improve
safety, BACS and IoT systems design, control logic, and energy efficiency in buildings as
well. The similar aspects are analyzed in [119,120], considering not only functional and
organizational aspects, but technical and architectural as well.

The synthetic summary in graphical form in Figure 5 indicates the areas in which the
use of ML, FL, and Al techniques is observed and suggested.
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Figure 5. The BACS with IoT systems areas for implementation of ML, FL, and Al techniques, meth-
ods, and tools (based on [101]).

4.2. Tactile Internet and Digital Twins with Distributed Automation Networks
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All these methods and technologies, namely ML, FL, and AL become the basis for the
implementation of new functional possibilities and the development of emerging trends
of BACS and BMS systems with IoT. The author has selected two, namely Tactile Internet
and Digital Twins, which are, in his opinion, currently the most important trends that are
both part of the development of a new philosophy of using smart home and building sys-
tems and as operational maintenance support techniques, especially for large BMS with
IoT systems in smart buildings. The importance of the emergence of these development
trends is indicated by the increase in the number of scientific publications observed since
the mid-second decade of the 2000s, in particular those resulting from research and devel-
opment projects. In the publication databases of ScienceDirect (Elsevier), Springer, and
IEEE Xplore, 80% of publications on the topic of “tactile internet in smart applications”
are in the years 2017-2023. Of which, the years 2020-2023 amount to almost 300 publica-
tions per year. A similar proportion applies to the recognized bibliometric services Web
of Science and Scopus. In turn, in relation to the second emerging trend, Digital Twins in
smart buildings, the analysis of the number of scientific publications in the ScienceDirect,
Springer, and IEEE Xplore databases indicates an even narrower time spectrum, 2019-
2023, with a rapidly growing number of publications (for example in ScienceDirect in
2020: 462, in 2021: 714, but in 2022: 1094, in 2023: 1463). In the Web of Science and Scopus
bibliometric services, the first single publications on this topic were recorded in 2017-2018,
and in 20202023 there are already almost 200 publications per year.

The first of the discussed emerging trends is the Tactile Internet or Tactile Internet of
Things (TIoT), considered the second generation of the IoT to support the transfer of hap-
tic data (what is sensed by the skin) and kinesthetic data (muscle movement), in addition
to audio, video, and images as tools for the human-smart home system interface [50,121].
In its most basic approach, TIoT involves wireless communication (5G and Wi-Fi) and
classic wired channels to control real and virtual objects (actuators) by humans in real
time. By enabling the control of the IoT nodes in real time, it also provides haptic sensa-
tions to create a new extent for human-machine interaction in homes, buildings, and in-
dustry [122,123]. The assumptions of the technical organization and architecture of TIoT
systems are currently the subject of research and development work, but, as Fanibhare et
al. [122] point out, crucial design goals can be achieved by placing TIoT nodes close to
each other, which is possible with a distributed and decentralized architecture dependent
on recent technological advancements, such as edge and fog computing. Therefore, mod-
ern, fully distributed, BACS and BMS installations with elements of fog and cloud com-
puting services are becoming a natural implementation environment for TIoT. In particu-
lar, the development of user interfaces based on virtual reality (VR) and advanced appli-
cations for monitoring the activity, behavior, and health parameters of occupants is ex-
pected [122,124]. However, the implementation of user interfaces and functions in the
haptic and immersive real-time interaction regime introduces new requirements for the
data communication network, both in terms of its speed and throughput. In TIoT appli-
cations, a response time to events of 1 ms is required, much shorter than in the case of
audio (100 ms) or video (10 ms) interfaces. That is why fog computing and FL technologies
are becoming so important for the effective implementation of the TIoT concept, support-
ing mechanisms of local processing of larger data volumes and transmission of the results
of analytical tools [50,121-123].

The second selected emerging trend is the Digital Twin (DT) environment, the con-
cept of which is being developed for many industries and the building industry. It is usu-
ally discussed in relation to BIM techniques, which are based on technical data and oper-
ational parameters of the building for the purpose of modeling its architectural, installa-
tion, and utility structure. According to [125,126], BIM is used in architecture, construc-
tion, engineering, and facility management to facilitate the planning and analysis of vari-
ous scenarios and building organization concepts as well as clash detection, lean construc-
tion, cost, and time estimation. However, the BIM concept does not include the element
of data dynamics and the related predictive capabilities. In [125] the authors point out the
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two most important differences between DT and BIM, namely (i) the BIM was designed
to improve the efficiency of design and construction, and still is used in these processes,
but the DT is designed to monitor physical assets and improve their operational efficiency
and provide predictive maintenance and (ii) the BIM was not designed to work with real-
time data; therefore, it is used for design and construction facility management, whereas
the DT is a dynamic environment, with support for real-time data and ML and Al. More-
over, in [127], Hadjidemetriou et al. describe building DT architecture separating four
phases:

1. Collection of data and information regarding the geometry, materials, and equip-
ment characteristics of the specific building of interest. This information is necessary
for modeling the building;

2. Collection of live measurements from sensors and electrical meters installed in the
building to monitor its real-time operating conditions. In this context, modules with
wireless-communication protocols, such as BLE, Z-Wave, and ZigBee, can be used at
the field level, along with the required infrastructure for integration into the IoT
TCP/IP network [128-131]. Additionally, live weather data could also be collected.
These live data are directly incorporated as inputs into simulation tools to replicate
the building’s operating conditions in real time;

3. Simulation tools with model-based modeling are incorporated to simulate building
control and monitoring systems. Intelligent algorithms can also be used to calibrate
the building parameters in order to achieve better comfort and/or improve energy
efficiency;

4. Development of a software platform to integrate the three previous phases. That plat-
form is responsible for the proper data exchange and the successful real-time execu-
tion of the simulation tools as well as for integrating monitoring and control applica-
tions and investigating different what-if scenarios.

This architecture is presented in the graphical form in Figure 6, published and de-
scribed in detail in paper [132]. Moreover, the dependencies between the BIM and DT
techniques, in terms of their use in distributed systems with IoT, are analyzed in paper
[133].

Required Data Components from
Building Information Model (BIM)

What if
analysis

Decision
Making o
Improvement of building
- operations and use cycle
Predictive
Maintenance

.- Gateway +

[

Data Integration
and Analytics

Digital Twin (DT)
of Building

Wireless / Wired Sensor Network

Figure 6. Essential components of building DT architecture [133].

From the analysis of the DT concept for buildings, it can be clearly stated that this is
an environment requiring the involvement of all existing technologies and development
tools of distributed BACS and BMS networks with edge, fog, and cloud computing ele-
ments. Thanks to them, it is possible to collect information about the operating status of
the building’s infrastructure, users” behavior and activity, and conduct active energy-
management mechanisms, demand and load prediction, and provide control and moni-
toring functions [125,126].
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4.3. 10T Technology and Maturity Assessment

The multitude of technical solutions and potential frameworks of modern network-
automation systems with IoT technologies add complexity and raise questions concerning
facility management strategies, organizational structures, and technological capabilities
in the implementation of basic or advanced functions of monitoring, control, management
of buildings, home infrastructure, etc. Additionally, many existing and operated buildings
are equipped with very diverse IT systems, field-level networks, proprietary control sys-
tems, and other platforms supporting building management and BMS tools. In such a sit-
uation, the transition to modern IoT technologies and practices in order to streamline and
improve the capabilities of effective building management is difficult and, above all, re-
quires preliminary sorting and assessment of BACS, BMS, IoT technologies, and tools
available to the user or building manager.

Therefore, in recent years, efforts have been made to develop IoT readiness assess-
ment methods and tools. They focus, in particular, on the evaluation of two areas, namely
the technical and organizational conditions of network systems in buildings, in terms of
the possibility of their use in the development of infrastructure for comprehensive smart
home and building systems with IoT. In [134], Arsenijevic et al. describe four possible
methods for assessing the technological maturity of the IoT with varying levels of detail.
The most important verification factors were analyzed, in particular, those related to the
network structure (centralized or distributed), available computing power and data ana-
lytics tools, diversity of standards, and data-transmission protocols in the system, and also
the readiness of the IT team to support new networks with edge and fog elements and
cloud computing. In turn, in paper [135], Metwally et al. analyze these methods in detail,
along with additional technical and organizational aspects relating directly to IoT appli-
cations in BACS and BMS. As a result, they proposed their own scale and indicator for
assessing IoT readiness, with five levels of advancement:

1. Low IoT level, larger manual, low automatic control at the building level (local auto-
mation);

2. Mid-IoT level, automatic control at the building level (centralized automation), firstly
emerging of DALI controls for lighting as well as field-level sensors for some control
functions;

3. HighIoT Level, automatic control at the building level (distributed automation), with
networked sensors and modules and nodes to control most systems’ functions with
the performance analysis;

4. Fully IoT level, automatic control across all buildings/site levels (distributed net-
worked automation) with networked sensors, all modules and nodes to control most
systems’ functions with the performance analysis also perform a predictive decision
making.

The authors of paper [1] where, after a comprehensive analysis of existing methods
to verify technological maturity and readiness for IoT solutions, proposed a four-level IoT
assessment model, but with an additional level of zero. This model, however, relates
mainly to organizational issues of preparation of staff and teams operating the network
infrastructure and their awareness of system transformation, and to a lesser extent to tech-
nical and technological issues; although, of course, it does not ignore them.

In the context of the development of BACS and BMS platforms with IoT, it should be
emphasized that the mentioned models and indicators complement the standards and
studies regarding the selection of basic and advanced functions of home and building au-
tomation—standards EN 15232 and ISO EN 52120 [136,137]—and the assessment of the
readiness of buildings for intelligent solutions and smart grid networks with the Smart
Readiness Indicator (SRI)—EPBD directive [77] —and technical report [78].

5. Generic IoT Framework — Concept, Development, and Discussion
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Bearing in mind all the technical and organizational aspects analyzed in Sections 2—
4 of this review, the author proposes systematizing the most important elements relating
to the technical, organizational, and conceptual issues, from the perspective of developing
the concept and implementing the so-called generic IoT [138-140]. Wang W. et al. in
[138,139] discuss for the first time the general concept of generic IoT, focusing on optimi-
zation issues and essentially reducing the size of data necessary for transmission between
IoT network nodes. The approach they have developed and tested allows for more effec-
tive data handling by devices with limited resources and computing power. Moreover,
they indicate that achieving integration both on a device and semantic (data) level for
physical objects and services is possible thanks to the virtualization of middleware envi-
ronment objects (edge and fog computing). With this approach, the handled data objects
and integrated network nodes become universal, increasing the freedom of their connec-
tion and processing. A similar strategy for developing generic IoT is undertaken by Ali Z.
et al. [140] who developed the thread of implementation of a number of data-processing
services and information about network modules in the middleware environment (data
acquisition, device heterogeneity, service management, security and privacy, interopera-
bility, scalability, flexibility, data processing, and visualization). Considering the rapid
technological progress and the increase in the possibilities of local data processing of edge
and fog network nodes, they discuss for the first time the possibilities of implementing
advanced data-processing mechanisms, including Al functions, in the middleware envi-
ronment. They verify their proposals by analyzing the results of implementing the pro-
posed mechanism in a smart-city application. However, all the publications discussed
above indicate the dependence of the concept of generic IoT on many different factors,
including policy, standardization, and development of innovative technologies (research
and development), conditions, and requirements of specific applications, as well as the
technological possibilities of supporting increasingly advanced mechanisms and algo-
rithms for data handling at the middleware and object level.

Therefore, since designing an advanced framework for generic IoT systems in the
context of building automation and smart-home systems involves careful consideration
of various elements to ensure seamless integration and optimal functionality, the author
of this paper decided to review and consider them, proposing holistic generic IoT frame-
work dedicated for this type of applications. In the next subsections, there is a structured
framework proposed, outlining both the mandatory and optional elements, as well as con-
sidering specific requirements for smart home and building applications, including edge,
fog, and cloud computing. Moreover, the main fields of potential research and develop-
ment work are suggested as well.

5.1. Mandatory Elements of the Framework

The elements collected in this group are crucial for the generic IoT framework due to
their fundamental roles in ensuring the effectiveness, reliability, and security of the entire
system with BACS and IoT nodes. They are divided into six levels.

Device layer: sensors and actuators form the foundation of the field level within the
network, enabling data collection and control, which are essential for smart decision-mak-
ing both in building automation and smart homes. All international BACS standards,
other standardized protocols (e.g., message queuing telemetry transport—MQTT, con-
strained application protocol—CoAP), and wireless-communication technologies dis-
cussed in Sections 1-3 should be considered for implementation at this layer.

Communication layer: standardized protocols and gateways facilitate seamless com-
munication between diverse devices, providing interoperability and efficient data ex-
change. They should be considered for all network layers discussed in Section 2, imple-
menting again the MQTT, CoAP, and additional real-time technologies and protocols.

Data-processing layer: Edge computing enhances real-time data processing near the
device level within a local network, reducing latency and ensuring timely responses,
while data filtering and aggregation optimize network resources. Considering fog
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computing and even integration with cloud computing, it is recommended to conduct
research and development work with Amazon Web Services (AWS) IoT Greengrass,
Google Cloud IoT Edge, and Azure IoT Edge.

Integration layer: BIM and DT based on the TCP/IP protocol and middleware enable
the harmonious integration of IoT devices with building structures and diverse systems,
promoting a cohesive and interoperable environment. It is suggested to conduct research
and development work considering RESTful Application programming interfaces (APIs),
MQTT, CoAP, etc., tools and protocols to develop standardized APIs and middleware to
enable communication and data exchange between different IoT devices and systems, en-
suring interoperability. An exploration of new service discovery algorithms should be
mentioned as well. Their development and implementation would support the dynamic
discovery and registration of IoT services and resources, facilitating the integration of new
devices without manual configuration.

Security layer: end-to-end encryption and access controls are paramount for safe-
guarding sensitive data, ensuring the integrity and confidentiality of information in the
BACS and BMS IoT ecosystem. Considering the openness of the IoT networks, develop-
ments of this layer should be considered first of all Intrusion Detection Systems (IDS) and
Intrusion Prevention Systems (IPS) aimed to identify and respond to potential security
threats, enhancing the resilience of the IoT ecosystem. Moreover, implementation of end-
to-end encryption with, for example, Transport Layer Security (TLS) and Datagram
Transport Layer Security (DTLS), should be examined, to secure data communication be-
tween IoT devices and the cloud, preventing unauthorized access and ensuring data con-
fidentiality.

Cloud-computing layer: leveraging cloud storage and ensuring scalability supports
the archiving of historical data and large-scale analytics and accommodates the evolving
nature of generic IoT systems. There are many cloud services and tools that could be de-
veloped for this type of application, for example, AWS Lambda, Microsoft Azure Virtual
Machines, Google Cloud Firestore, etc., with the aim to host applications and services that
require computing resources, facilitate data processing, and application deployment.

It should be noted that these mandatory elements collectively establish a solid foun-
dation for a reliable, secure, and integrated generic IoT framework. They address the core
aspects of device communication, data processing, integration, and security, providing
solutions for the successful implementation of advanced features and technologies in
smart home and building applications with integrated IoT technologies.

5.2. Optional Elements of the Framework

The elements collected in this group enhance the generic IoT framework by introduc-
ing advanced capabilities that address the specific requirements of smart home and build-
ing applications and the overall performance of the generic loT network. Considering that,
they are presented in two subgroups, related to the smart home and the smart building.

5.2.1. Smart-Home Applications

Remote access and control: the development of mobile applications to provide
homeowners and users with remote access to monitor and control smart-home devices;
the implementation and integration of voice commands for convenient hands-free control.
This application area is important for low-energy wireless-communication technologies
such as BLE, ZigBee, and Z-Wave.

User interface: dashboards and control panels enable intuitive interfaces for home-
owners to monitor and control smart-home devices effortlessly; moreover, customization
of the user interfaces allows them to personalize automation rules based on their prefer-
ences, enhancing the user experience. In this field, several technical concepts could be con-
sidered for research and development, like voice command integration, with, for example,
Amazon Alexa Skills Kit, Google Actions, etc. Moreover, web and mobile app develop-
ment frameworks should be utilized to build responsive and interactive user interfaces
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for smart-home applications accessible through web browsers and mobile devices. Aug-
mented reality will probably also be a new and emerging trend in organizing modern user
interfaces.

Energy efficiency: integration of energy monitoring devices to empower homeown-
ers with insights into energy consumption, promoting energy-efficient practices; smart
grid integration explores connections with smart grids for optimized energy management
within the smart-home environment, using DSM and DSR functions and tools. The most
important directions of technological and systemic development seem to be (i) smart en-
ergy meters and IoT-enabled power outlets, allowing for the integration of energy moni-
toring devices to track and analyze the energy consumption of individual devices and
appliances within the smart home; (ii) integration with local smart grids in relation to RES
and energy storage use to optimize energy consumption, leveraging real-time data to
make informed decisions about energy usage; and, last but not least, (iii) integration with
dynamic pricing platforms (transactive energy mechanisms) implementing systems that
adjust energy consumption based on dynamic pricing models, allowing users to optimize
energy usage during periods of lower electricity costs.

5.2.2. Smart-Building Applications

Fog computing: local data-processing nodes deploying fog computing for smart-
building applications, supporting local data processing for reduced latency and enhanced
responsiveness in large-scale systems. Considering the fog computing layer/element, var-
ious tools and solutions can be employed to enhance real-time processing capabilities at
the edge of the network. However, research and development are primarily suggested in
the areas like leverage edge computing platforms (e.g., AWS loT Greengrass, Azure [oT
Edge, and Google Cloud IoT Edge) to extend cloud capabilities to edge devices, enabling
local computation, data storage, and execution of IoT applications as well as the develop-
ment of lightweight algorithms optimized for edge computing that are resource-efficient
and well-suited for edge devices to enable real-time processing without compromising
performance. Containerization is also an important emerging element that appears in the
analyzed concepts for the development of fog computing for smart buildings. It provides
tools to package and deploy applications consistently across edge devices, facilitating ef-
ficient deployment and management of fog computing resources.

ML and AL utilizing ML for predictive analytics in smart-building management, op-
timizing resource allocation and improving overall efficiency and implementing of Al-
based anomaly detection for proactive identification of faults and irregularities in building
automation systems. Currently, it is a very dynamically developing field. The suggested
main directions of research and development of ML and Al applications in smart building
applications are (i) predictive maintenance models with ML algorithms that predict when
building equipment and systems require maintenance, minimizing downtime and reduc-
ing operational costs; (ii) energy-consumption forecasting employing Al models to fore-
cast building energy consumption, enabling proactive energy management and cost opti-
mization with DSM and DSR mechanisms; and (iii) exploring of reinforcement learning
techniques for building automation, allowing BACS and BMS systems to adapt and learn
optimal control strategies over time.

Regulatory Compliance: ensure robust data-privacy measures to comply with regu-
lations, addressing the unique challenges associated with handling sensitive data in
smart-building applications and compliance with energy-efficiency standards where spe-
cific energy-efficiency standards applicable to commercial and large-scale buildings must
be complied with. This area depends largely on institutions and nontechnical conditions.
But, first of all, new regulations are expected in the field of data privacy, with a focus on
protecting the personal information collected by smart-building systems, and updates to
cybersecurity standards for IoT and smart buildings to address evolving threats and vul-
nerabilities. Moreover, establishing interoperability standards for smart buildings, ensur-
ing compatibility and seamless integration of diverse devices and systems should be
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considered as well. In this context, regulations and standards for new smart-city platforms
and frameworks are expected to promote the cohesive development of smart homes,
buildings, and microgrids and the deployment of IoT technologies in these applications.

It should be noted that all elements from both subgroups can be mixed, being used
in both smart home and building applications. However, he points out that some of them
are dedicated only to specific applications, for example, regulatory compliance is specific
to larger buildings.

5.3. SWOT Analysis and Discussion —Main Challenges, Opportunities, Pros, and Cons

The usefulness of the presented generic IoT framework requires an analysis of the
possibilities and challenges arising from its potential implementation and possible diffi-
culties as well as threats in its practical implementation in a smart home and BACS and
BMS with IoT installations. Therefore, the author decided to present the SWOT analysis,
along with a short discussion.

S —Strengths:

e  Comprehensive integration: the incorporation of mandatory elements from
the framework ensures a solid foundation for seamless device communica-
tion, data processing, and security;

e  Flexibility and scalability: the inclusion of optional elements allows for cus-
tomization based on specific applications, catering to the unique needs of
both smart homes and buildings;

e Advanced capabilities: optional elements such as fog computing, machine
learning, and Al enhance the framework’s capabilities, providing predic-
tive analytics, anomaly detection, and efficient resource management.

W —Weaknesses:

¢  Complex implementation: the inclusion of various optional elements may
introduce complexity in the implementation phase, requiring careful plan-
ning and expertise;

e  Resource intensiveness: certain advanced features, such as ML and Al, may
demand substantial computing resources, potentially affecting system per-
formance;

e  Potential security risks: the complexity of the framework may introduce
vulnerabilities, necessitating robust cybersecurity measures to mitigate po-
tential risks.

O —Opportunities:

e  Market growth: the rising demand for smart home and building solutions,
as well as IoT and TloT, presents a significant market opportunity, with the
framework well-positioned to capitalize on this trend;

e  Technological advancements: ongoing advancements in IoT technologies,
including edge, fog computing, ML and Al offer opportunities for continu-
ous improvement and innovation within the framework;

e  Regulatory support: compliance with emerging data-privacy and energy-
efficiency regulations can enhance the credibility of the framework and
market acceptance.

T—Threats:

e  Cybersecurity concerns: as IoT systems become more interconnected, the
framework faces potential threats from cyberattacks, necessitating robust
security measures;

e Integration challenges: compatibility issues with existing systems in build-
ings or homes may pose challenges during implementation, requiring
seamless integration strategies;
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e  Market, research, and technical competition: rapid technological advance-
ments may lead to increased competition, requiring continuous updates to
maintain the framework’s competitiveness.

The generic IoT framework for smart home and building applications proposed in
this paper is a comprehensive solution with strengths in integration, flexibility, and ad-
vanced functional capabilities. The latter, in particular, requires consideration when im-
plemented in smart-home applications. The underlying integration of BACS and BMS
techniques with the IoT poses challenges, including the potential complexity of imple-
mentation, the intensity of use of resources available in the network node modules, and
data security threats. Therefore, the successful implementation of the generic IoT platform
based on the presented framework depends on the effective management of system com-
plexity, tracking technological trends, and solving security and compatibility issues in or-
der to meet the changing needs of the smart home and building industry.

What is very important and significant is to address the weaknesses and threats iden-
tified in the SWOT analysis for generic IoT in smart home and building applications; the
following research and development directions can be proposed:

Reducing weaknesses

1. Simplify implementation processes by developing automated deployment
tools and standardized templates to simplify the installation and configu-
ration of IoT devices in smart homes and buildings. Automation and stand-
ardization can minimize the complexity of implementation, making it more
user-friendly and reducing the potential for errors;

2. Resource optimization for advanced functions by exploring lightweight al-
gorithms and edge computing strategies to optimize resource-intensive
functions, such as machine learning and Al, to ensure efficient operation in
resource-constrained environments. Optimizing resources reduces the load
on devices and networks, improving overall system performance;

3. Enhance cybersecurity measures by exploring blockchain-based security
frameworks, decentralized identity management, and real-time threat de-
tection to strengthen the security posture of smart home and building IoT
systems. Implementing advanced cybersecurity measures will strengthen
defenses against evolving threats, protect sensitive data, and ensure the in-
tegrity of the system.

Mitigating threats

1.  Enhance cybersecurity awareness and education by conducting research on
effective cybersecurity awareness and education programs for both users
and developers involved in IoT applications for smart homes and build-
ings. Increased awareness and education can empower users to adopt se-
cure practices, reducing the risk of cyber threats such as unauthorized ac-
cess or data breaches;

2. Standardize security protocols by working with industry stakeholders to
establish and promote standardized security protocols for IoT devices and
communications in smart home and building ecosystems. Standardization
ensures a consistent and robust security framework, making it harder for
attackers to exploit vulnerabilities;

3. Continuous monitoring and updating by researching dynamic monitoring
solutions and automated update mechanisms to ensure continuous moni-
toring of IoT systems and rapid deployment of security patches. Proactive
monitoring and timely updates reduce the vulnerability window, mitigat-
ing potential threats to the IoT ecosystem;

4. Interoperability testing by developing comprehensive interoperability test-
ing frameworks to verify the compatibility of IoT devices with different
platforms and protocols. Ensuring interoperability reduces the likelihood
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of integration challenges and enhances the overall reliability of smart home
and building IoT systems.

6. Conclusions

IoT technologies set the direction for the development of many industries related to
IT and automation. In particular, in line with the concept of distributed system architec-
ture, they are increasingly entering the structures of BACS networks in smart home and
building applications. Along with this process, the technological and functional complex-
ity of these types of systems increases. This paper provides a systematic literature review
of the state-of-the-art development of several aspects related to the development of mod-
ern smart home and building platforms. The author traced the path of changes in the ar-
chitecture of distributed automation systems, with an analysis of new edge and fog com-
puting paradigms, implemented at the level of local BACS networks, BMS with IoT mod-
ules, and TCP/IP communication channels. Then, application areas for big-data-pro-
cessing technologies and the implementation of advanced ML and AI techniques support-
ing the implementation of control functions and effective management of the infrastruc-
ture of houses and buildings were identified and discussed. Finally, there is proposed the
framework structure for a generic loT dedicated to applications in building automation in
elements of Internet services and local automation servers. A SWOT analysis was per-
formed for the proposed framework in the context of the potential use of BACS network
systems with IoT elements in smart home and building applications.

Future research and development work in the generic IoT concept for smart home
and building applications could explore enhancing interoperability through standardized
communication protocols for seamless integration with a diverse range of devices, for ex-
ample within platforms like Home Assistant. Moreover, investigating ML applications
within Home Assistant and other similar tools can further optimize automation rules, of-
fering personalized and context-aware user experiences. Additionally, exploring energy-
efficient algorithms and predictive analytics within the proposed framework could con-
tribute to resource-management efforts and improve overall sustainability in smart homes
and buildings.
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Abbreviations

The following abbreviations are used in this manuscript:

Al Artificial Intelligence

API  Application Programming Interface

AWS Amazon Web Services

BaaS Building as a Service

BACS Building Automation and Control Systems
BIM Building Information Modeling

BLE Bluetooth Low Energy

BMS Building Management Systems

CoAP Constrained Application Protocol

DoS Denial-of-Service

DSM Demand Side Management

DSR Demand Side Response

DT  Digital Twin

DTLS Datagram Transport Layer Security

EPBD Energy Performance of Buildings Directive
FL  Federated Learning
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FM  Facility Management

FoE Fog of Everything

HVACHeating, Ventilation, Air Conditioning

ICT- Information and Communications Technology
IDS  Intrusion Detection Systems

IoE  Internet of Everything

IoT  Internet of Things

IOTA Internet of Things Application

IPS  Intrusion Prevention Systems (IPS)

ML  Machine Learning

MQTTMessage Queuing Telemetry Transport protocol
OPC OLE for Process Control (OLE—Object Linking and Embedding)
P2P  Peer-to-Peer

PLC- Programmable Logic Controller

RES- Renewable Energy Sources

SoC- System-on-a-Chip

SRI- Smart Readiness Indicator

TIoT Tactile Internet of Things

TLS Transport Layer Security

WoT Web of Things
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