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Abstract

Detecting anomalies in network traffic is a central task in cybersecurity and digital in-
frastructure management. Traditional approaches rely on statistical models, rule-based
systems, or machine learning techniques to identify deviations from expected patterns,
but often face limitations in generalization across domains. This study proposes a cross-
domain data enrichment framework that integrates behavioral embeddings with network
traffic features through adversarial autoencoders. Each network traffic record is paired
with the most similar behavioral profile embedding from user web activity data (Charles
dataset) using cosine similarity, thereby providing contextual enrichment for anomaly
detection. The proposed system comprises (i) behavioral profile clustering via autoencoder
embeddings and (ii) cross-domain latent alignment through adversarial autoencoders, with
a discriminator to enable feature fusion. A Deep Feedforward Neural Network trained
on the enriched feature space achieves 97.17% accuracy, 96.95% precision, 97.34% recall,
and 97.14% F1-score, with stable cross-validation performance (99.79% average accuracy
across folds). Behavioral clustering quality is supported by a silhouette score of 0.86 and
a Davies—Bouldin index of 0.57. To assess robustness and transferability, the framework
was evaluated on the UNSW-NB15 and the CIC-IDS2017 datasets, where results confirmed
consistent performance and reliability when compared to traffic-only baselines. This sup-
ports the feasibility of cross-domain alignment and shows that adversarial training enables
stable feature integration without evidence of overfitting or memorization.

Keywords: anomaly detection; user profiling; representation learning; network traffic
analysis; clustering-based security

1. Introduction

The exponential growth of the Internet in recent years, both in the number of users and
the volume of data exchanged, has created an increased need to implement more robust
security measures to protect networks against potential threats [1-4]. Also, the need for
monitoring and management of network traffic increases as the volume of transmitted
data grows [5]. In this context, anomaly detection emerges as a key strategy to identify
unusual patterns in traffic that may signal cyberattacks or service interruptions [6]. The
implementation of traffic monitoring systems is required to manage data flows and detect
anomalies. These systems must perform continuous analysis of network activity and enable
timely responses. Their design must align with the characteristics of the infrastructure,
including data volume, network architecture, and security protocols. Effective traffic
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monitoring depends on integration with scalable infrastructures capable of handling high
loads without performance loss [7,8].

From the hardware perspective, Physically Unclonable Functions (PUFs) have been
proposed to enhance device-level security in IoT and embedded systems. PUFs exploit mi-
croscopic manufacturing variations to generate unique challenge-response pairs, enabling
hardware authentication, secure key generation, and IP protection without permanent
secret storage [9-12]. Despite their value, PUFs remain vulnerable to modeling attacks, side-
channel analysis, and environmental variations [13]. As a complementary line, software-
based anomaly detection offers greater scalability and adaptability to network dynamics.
Machine learning and deep learning have been widely explored, including wavelet-based
multi-scale residual classifiers using stacked autoencoders for time—frequency feature ex-
traction [14], as well as DNN, CNN, RNN, LSTM, GRU, and CNN-LSTM hybrids for
intrusion detection [15,16]. Comparative studies on NSL-KDD show that recurrent models
such as GRU achieve strong performance in binary classification tasks [17].

Anomaly detection frameworks that integrate ensemble learning with explainable
Al have also been explored. For instance, one study addresses data imbalance through a
hybrid sampling method combining SMOTE and K-means clustering; feature selection is
performed using denoising autoencoders, XGBoost serves as the detector, and SHAP is
employed for interpretability [18]. Graph neural networks have likewise been applied to
IoT networks, merging GraphSAGE and graph attention networks to capture host—flow
interactions, which improves anomaly detection while reducing false positives and
negatives [19]. Another work employs a one-dimensional convolutional neural network
that classifies traffic by TCP, UDP, and other protocols; chi-square guides feature selection,
SMOTE handles class imbalance, and the UNSW-NB15 dataset is used for evaluation [8].
Regarding traditional machine learning, classifiers such as Decision Trees and Random
Forests have been applied to detect DoS attacks in IoT networks, with feature selection
via Genetic Algorithms and Correlation-based Feature Selection, and validation using the
[0TID20 dataset [20].

Anomaly detection in IoT-enabled networks and smart environments has been widely
studied due to the rapid growth of connected devices and the expanding attack surface.
Early efforts centered on traditional IDS based on statistical or signature techniques. While
rule-based systems efficiently detected known attack patterns, they struggled against zero-
day or adaptive threats [21]. To address these limitations, machine learning was later
introduced, with smart home models emphasizing feature selection and adaptability to
heterogeneous IoT traffic [22]. These advances laid the groundwork for methods capable
of capturing complex traffic behaviors. In parallel, scalable approaches for smart envi-
ronments demonstrated that lightweight, device-specific classifiers can achieve up to 96%
accuracy using only 32 flow-level features (e.g., byte counts, standard deviations), showing
that flow-based fingerprinting can effectively replace deep packet inspection [23]. While
traffic-level features (packet sizes, inter-arrival times, byte counts) have proven effective
for anomaly detection in homogeneous environments [23], this work investigates whether
cross-domain behavioral enrichment can prevent dataset-specific overfitting in heteroge-
neous network environments. Our contribution is not to replace efficient traffic-based
methods, but to demonstrate the technical feasibility of adversarial alignment for feature
space augmentation.

Recent research has increasingly focused on balancing accuracy with efficiency. Tree-
based and ensemble methods have proven suitable for resource-constrained devices, with
an IDS embedded in smart thermostats achieving real-time detection and low computa-
tional overhead [24]. Transformer-based architectures have also been applied to capture
long-range dependencies, enabling smart home IDS to model temporal correlations across
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device interactions with superior accuracy [25]. At the same time, federated learning and
trustworthy Al have been adopted in 6G-connected smart buildings, where distributed
training ensures privacy while preserving performance [26]. Transport protocol studies
further highlight open challenges: a comparative review of QUIC and TCP uncovered
protocol-specific vulnerabilities that IDS models must address [27], while anomaly detec-
tion tailored to QUIC traffic confirmed that protocol-aware features enhance detection
accuracy [28].

It is important to note that, separately, user behavior profiling has also been explored
as an alternative approach to identify anomalous activities in network environments.
User behavior profiling, on its part, has become a critical tool for understanding network
usage and strengthening its security as well [29-33]. The construction of user profiles
enables the detection anomalous activities that could indicate malicious behavior [34,35].
This is especially relevant given the diversification of Internet usage, with an increase in
activities such as video streaming, social media, and messaging apps that continuously
modify traffic patterns [36]. Recent studies highlight that identifying patterns in user
behavior improves the prediction of potential threats and optimizes network management
by differentiating legitimate users from possible attackers [37,38]. A comparative summary
of recent approaches, from traditional IDS models to hybrid and federated frameworks, is
presented in Table 1.

While user behavior profiling and network anomaly detection have been extensively
studied as separate domains, the specific integration of cross-domain behavioral enrichment
with representation learning for network traffic data enhancement remains an emerging
research area. This work addresses this gap by proposing a cross-domain data enrichment
approach that integrates behavioral embeddings derived from user web activity with
network traffic analysis. Rather than replacing existing traffic-based methods, our approach
enriches network anomaly detection datasets through adversarial alignment between traffic
data (UNSW-NB15 and CIC-IDS2017) [39,40] and user behavioral profiles captured via
proxy monitoring. This enrichment prevents perfect memorization of dataset-specific
patterns observed in traffic-only baselines. The main contribution of this work lies in
the development of an adversarial cross-domain alignment methodology, showing that
adversarial alignment produces feature representations with internal coherence to influence
training dynamics compared to models relying solely on traffic features. By integrating
these enriched representations, the deep learning model is trained to account for both traffic
characteristics and user behavior patterns.

The rest of the paper is organized as follows. Section 2 presents essential background
on user behavior profiling, network traffic, and anomalies needed to understand the
proposed approach. Section 3 details the methodology, including data collection, user
profiling, dataset enrichment, and model training. Section 4 reports the experimental results
and analysis. Finally, Section 5 presents conclusions and directions for future research.

Table 1. Comparative analysis of network anomaly detection approaches.

Method Year Approach Type Architecture Dataset
Traditional ML 2019-2021 Supervised Statistical features NSL-KDD

[7] SVM, RF, DT Rule-based detection KDD Cup 99
Multi-scale CNN 2023 Deep Learning ~ Wavelet transform + Custom dataset
[14] Hybrid Stacked autoencoders

Federated Learning 2023 Distributed Privacy-preserving Distributed

[41]

Collaborative Cross-domain learning  datasets
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Table 1. Cont.

Method Year Approach Type Architecture Dataset
Ensemble + XAI 2024 Ensemble + SMOTE + K-means + UNSW-NB15
[18] Explainable AI ~ XGBoost + SHAP NSL-KDD
Graph Neural 2024 GNN GraphSAGE + IoT-specific
Networks [19] Hybrid Graph attention datasets
GAN-based 2024 Generative Synthetic data generation UNSW-NB15
[38] Adversarial Sliding window adaptation Custom data
Dynamic Behavioral 2024 User Profiling + Real-time adaptation IoT networks
[42] ML SDN integration

Proposed Method 2025 Hybrid User Cross-Domain profiling + UNSW-NB15
(This work) Profiling + DL Traffic enrichment + Charles Proxy

2. Background on Network Behavior and Anomalies
2.1. User Behavior Modeling for Profiling

User behavior modeling refers to the process of representing and analyzing patterns
of actions performed by users within a system or network. In cybersecurity, this modeling
facilitates the identification of deviations that may signal malicious activity or system
misuse [43,44]. The underlying assumption is that normal user behavior follows certain
patterns that can be captured and represented mathematically, while anomalies indicate
potential threats.

In this study, user behavior is represented as a fixed-length numerical vector. Each
dimension of the vector corresponds to the count of HTTP or HTTPS connections initiated
to a monitored domain or application. Formally, for each user u € U, the behavior vector is
defined as

Vy = [Ullv2l° . '/UH] S IRn/ (1)

where v; denotes the number of requests made to service i and # is the total number
of monitored services. Each service i corresponds to a specific platform (e.g., Teams,
Thingiverse, Multisim, etc.) identified in the collected traffic dataset.

The vector v, is constructed from raw traffic logs obtained using Charles Proxy. These
logs include timestamps, source IP addresses, and domain names or endpoints accessed by
each user. Each log entry is assigned to a domain category, and requests are aggregated
into a single vector per user. This vector captures the activity of the user distribution across
services during the observation window.

To model user behavior using clustering, the set of user behavior vectors {v, | u € U}
is processed by a clustering algorithm that assigns each vector to one of the clusters
{C1,Cy,...,Cy}. Each cluster C]- is represented by its centroid H; € R", computed as the
mean of the vectors within the cluster:

1

Vj:@

T v @

VHEC]'

The assignment of a user behavior vector v, to a cluster is determined by finding the
centroid closest to it according to a distance metric d(-, -), typically the Euclidean distance:

C(vy) = arg min d(vu,y]-). 3)
j=1,..k

Anomaly detection is performed by comparing the distance between the user behavior
vector v, and its assigned cluster centroid Hé(w,) toa predefined threshold 7. The cluster
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assignment function C(v,) maps each user vector to its nearest cluster based on Euclidean
distance in the latent embedding space. Specifically, the distance calculation is performed as

d(Vu/Fc‘(vu)) = [[vu — Hevy) [ (4)

where || - ||2 denotes the Euclidean norm. The threshold parameter 7 is determined through
empirical validation using cross-validation on the training dataset. In practice, T is set as
the 95th percentile of distances between normal user vectors and their respective cluster
centroids, ensuring that approximately 5% of normal behaviors are classified as potential
anomalies, which provides a balance between detection sensitivity and false positive rates.
This threshold selection approach is consistent with standard anomaly detection practices
and can be adjusted based on specific security requirements.

The anomaly detection rule is then formulated as

d(V“’”C(vU)) > T — anomaly (5)

The function notation [vy; ”C’(vu)} represents the concatenation of the user behavior vector
with its corresponding cluster centroid, creating an enriched feature vector that combines
individual behavioral patterns with group-level behavioral characteristics. This concatena-
tion operation enables the integration of both instance-specific and cluster-representative
information, providing a more comprehensive behavioral context for anomaly detection.

The clustering algorithm takes as input the user behavior vectors {v, }!V_, extracted
from the autoencoder latent space and outputs cluster assignments C(v,) along with
anomaly decisions based on the distance thresholds. The parameters of the clustering
process, including the number of clusters and linkage criteria, are determined through
clustering validation metrics such as the silhouette score and Davies—Bouldin index to
ensure optimal cluster quality and separation.

This representation framework allows the seamless integration of behavioral features
with traditional traffic-based features, enhancing the semantic scope of anomaly detection
by providing contextual information about user patterns. Understanding how behavioral
features align with packet-level characteristics requires a comprehensive review of network
traffic composition and its potential for anomalous behavior manifestation. The follow-
ing subsection introduces the concept of network traffic and its fundamental role in the
emergence and identification of network-based anomalies.

2.2. Network Traffic and Anomalies

Network traffic is the flow of data packets exchanged between devices in a communi-
cation network. This traffic includes data governed by protocols such as the Transmission
Control Protocol (TCP), User Datagram Protocol (UDP), and others [45]. TCP manages
reliable, ordered, and error-checked delivery of data. UDP provides connectionless, low-
latency communication with minimal overhead. The variety of protocols and volume of
data require analysis to maintain network performance, reliability, and security. Anomalies
in network traffic are deviations from baseline patterns. These deviations may result from
faults, misconfigurations, or malicious activities. Detecting anomalies supports identifi-
cation of cyberattacks, unauthorized access, or service interruptions that affect network
resources [46].

Generally, anomalies occur in different forms depending on attack vectors and objec-
tives. Denial of Service (DoS) attacks overload targets with excessive traffic or requests
to disrupt service availability. Reconnaissance attacks scan networks to gather informa-
tion about system configurations and vulnerabilities before further attacks. Exploits use
software or protocol vulnerabilities to gain unauthorized access or escalate privileges. Mal-
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ware propagation via worms, backdoors, and shellcode enables attackers to compromise
systems, maintain access, and execute code remotely. Fuzzing attacks send malformed or
unexpected inputs to expose security weaknesses. Generic attacks include various attack
methods that do not fit other categories [46,47].

Network traffic can be described by a set of features extracted from packets, flows, or
sessions. These features include packet size, inter-arrival time, protocol type, port numbers,
and statistical aggregates such as mean duration or byte count. Let X = {x1,x2,...,Xm }
denote a dataset of m network traffic records, where each x; € R” is a feature vector repre-
senting traffic characteristics. Anomaly detection in network traffic consists of identifying
patterns that deviate from a defined notion of normality. This process supports intrusion
detection systems and contributes to the protection of networked environments. The formal
goal of anomaly detection is to build a function

f:R"—{0,1} (6)

that assigns a binary label to an input feature vector x € R", where f(x) = 1 indicates an
anomaly and f(x) = 0 indicates normal behavior. Such a function can be learned using
expert rules, ensemble methods, or deep learning. In this work, we use a deep learning
model that combines user behavior and traffic patterns to enhance anomaly detection
accuracy and adaptability.

To incorporate user behavior, let i/ = {uy,uy, ..., uy } be a set of user profile feature
vectors associated with each network traffic record x;, where u; € R? represents behavioral
features. In this work, we use a deep learning model that combines traffic features x; and
user behavior features u; to enhance anomaly detection accuracy and adaptability. Behavior
profiling combined with network anomaly detection datasets is used to classify anomalous
network activity, as described in the following section.

The cross-domain aspect of profiling is achieved at the record level: each UNSW-NB15
traffic sample is paired with the most similar profile embedding from the Charles dataset
using cosine similarity. This instance-specific assignment provides contextual behavioral
information for every network record, enhancing the ability of the anomaly detection model
to distinguish normal from anomalous traffic.

3. Methodology
3.1. Data Extraction

This study uses three data sources: self-obtained network traffic for user profiling, the
UNSW-NB15 dataset for attack pattern detection, and the CIC-IDS-2017 dataset. In this
study, the binary versions of both datasets were used, as in [48]. This setup aligns with
the behavioral enrichment process using the Charles dataset, whose embeddings capture
general traffic patterns rather than attack-specific features. By keeping all attack types in a
single class, each traffic record receives meaningful enrichment without introducing noise
or inconsistencies. This binary setting preserves the diversity of attack instances while
ensuring that the enrichment is consistent across all samples. Charles Proxy (v5.0.3, XK72
Ltd., Wellington, New Zealand; available online: https://www.charlesproxy.com, accessed
on 20 September 2025) helps capture and examine HTTP and HTTPS traffic between a
client (like a browser or app) and a server, making it useful for observing network activity
in real-time. A particular set of sites was monitored, and its log is shown in Table 2.

The first dataset was self-collected specifically for this study by monitoring network
traffic from 90 students, each observed for 30 min. Charles Proxy was selected over alter-
natives (tcpdump, Wireshark) for its ability to seamlessly capture application-layer traffic
without disrupting user sessions or requiring network infrastructure modifications. This
approach captures user interaction patterns with specific web services (Table 2) that reflect
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genuine behavioral diversity across different user roles. The total observation time was
limited by the software license, which allowed only 30 min of use. The students were di-
vided into three groups based on their academic and professional backgrounds: 20 network
analysts, 10 programmers, and 60 students from a mechatronics program. This division
allowed the study to explore different user behaviors and their network traffic patterns.
Charles Proxy was used to capture network traffic from each user. The traffic included
information about visited web pages, application usage, and established connections. This
data was used to build user profiles based on traffic type. The captured data included
HTTP headers, cookies, URLs, and response times. The use of a proxy enabled traffic
capture without modifying the network or interrupting user sessions. Network activity
from different user groups was collected to support comparison across usage patterns. The
collected data was used for user profiling.

All 90 users provided consent to participate in the study. Each session lasted approxi-
mately 30 min, resulting in approximately 2700 min (45 h) of total observation time, covering
diverse activities such as web browsing, application usage, and network connections. This
dataset was then used to build user profiles based on traffic type, allowing comparison
across different user groups and supporting the anomaly detection experiments.

For the UNSW-NB15 dataset, the full dataset was used with a 70/30 training/testing
split, removing identifying features (User, IP address, category), while retaining the re-
maining features were used for modeling. These details ensure ethical compliance and
sufficient information for reproducibility of the anomaly detection experiments. In parallel,
the CIC-IDS-2017 dataset was also prepared to provide complementary validation. Fol-
lowing a stratified subsampling strategy, a representative 5% subset was extracted while
preserving the original benign/anomalous distribution. Only numerical attributes were
retained, missing values and infinities were imputed using median values, and all features
were standardized before being converted into PyTorch (v2.8.0) tensors for model training.
This preparation ensured that CIC-IDS-2017 could be consistently integrated with the
UNSW-NB15 experimental framework while maintaining computational feasibility.

UNSW-NB15 was selected over alternative datasets (NSL-KDD, KDD Cup 99, IoTID20)
for several methodological reasons. Firstly, the binary version of UNSW-NB15 was used as
in [48], which provides a balanced normal/anomalous classification structure, essential for
evaluating regularization effects without the complexity of multi-class attack categorization.
This setup aligns with the behavioral enrichment process using the Charles dataset, whose
embeddings capture general traffic patterns rather than attack-specific features. By keeping
all attack types in a single class, each traffic record receives meaningful enrichment without
introducing noise or inconsistencies that could arise from attempting to match behavioral
profiles to specific attack categories. Secondly, UNSW-NB15 offers modern network traffic
characteristics that are more representative of current network environments compared
to legacy datasets like KDD Cup 99. The dataset includes contemporary attack vectors
and normal traffic patterns that facilitate realistic evaluation of cross-domain alignment
methodologies. Thirdly, the dataset’s feature engineering includes both basic network
statistics and advanced flow-based features, providing sufficient complexity to demonstrate
the regularization benefits of behavioral enrichment while maintaining comparability with
the existing literature.

In addition, the CIC-IDS-2017 dataset was incorporated to strengthen external val-
idation and assess the robustness of the proposed methodology under different traffic
distributions. Unlike UNSW-NB15, CIC-IDS-2017 contains a larger set of heterogeneous
flows and diverse attack scenarios, offering a complementary perspective on anomaly detec-
tion performance. A stratified subsample was prepared to ensure computational feasibility
while preserving the original benign/anomalous balance. By combining UNSW-NB15 as
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the primary benchmark with CIC-IDS-2017 as a secondary validation set, the experimental
design not only leverages the methodological clarity of UNSW-NB15 but also tests the
generalization capacity of the adversarial alignment approach across datasets with distinct
traffic and attack profiles.

Table 2. List of services accessed by participants during data collection using Charles Proxy. This
dataset captures HTTP/HTTPS traffic generated by 90 users across various platforms, reflecting
real-world user behavior for profiling and network analysis. Each entry corresponds to a monitored
service or platform visited during the session.

Site Description

thingiverse 3D design and model sharing platform

multisim Electronic circuit simulation tool

canvas Online learning management platform

wikipedia Free online encyclopedia with collaborative content
netacad Cisco’s educational platform for learning networking
arduino Development environment for electronic projects

matlab Software for mathematical analysis and programming
stackoverflow Community of questions and answers for programmers
SevOne Network and IT performance monitoring solution
PacketTracer  Cisco network simulator for learning networking concepts
Spectrum Network and Performance Management Platform
ServiceNow IT service automation platform

Visual Studio  Integrated development environment from Microsoft
Udemy Online learning platform with courses in various fields
Xcode Development environment for iOS and macOS applications
Github Version control and development platform based on Git

The integration of the Charles Proxy data with other datasets, the UNSW-NB15 and
the CIC-IDS-2017 datasets, is described in the following subsections. The goal of this
integration is not to match the specific content of visited sites but to align behavioral
patterns. Autoencoders and a discriminator are used to produce latent representations of
each dataset and align them through adversarial training. This process maps both sources
into a shared latent space, allowing the model to learn from both traffic and behavior
without requiring semantic correspondence. The enrichment does not modify labels or
alter the meaning of the datasets but introduces additional context based on user activity
patterns. We first describe the computed user profiling, followed by the merging of the
two datasets.

3.2. Data Preparation

After data extraction, preprocessing steps were performed to prepare the datasets for
anomaly detection. Feature extraction was performed to convert traffic and behavioral
logs into numerical representations. User profiles were created by clustering embeddings
generated by autoencoders trained with adversarial learning to align the latent gaps
between the datasets. The UNSW-NB15 dataset was enriched by incorporating these
behavioral embeddings, adding user context to the network traffic data. Finally, the
combined dataset was normalized and split into training and test subsets to facilitate model
training and evaluation. These steps prepared the data for building and validating the
detection system.

3.2.1. Behavioral Data Preparation

Behavioral data preparation involved calculating the frequency of use for each service
and the activity entropy for each user, followed by dimensionality reduction using Principal
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Component Analysis (PCA) [49]. First, the frequency of use for each service was calculated
by dividing each service interaction by the total number of interactions for each user [50].
Normalizing the frequencies standardized the data, allowing the comparison of users with
different activity levels. This process enabled the analysis of user behavior independently
of the total number of interactions, allowing comparison across users.

The formula for calculating the normalized frequency of each service is as follows:
Xij

fij = ?)

jo1%ij
where f;; is the normalized frequency of service j for user i, x;; is the raw count of in-
teractions for service j by user i, and 2;121 x;; is the total number of interactions for user
i. Next, the activity entropy for each user was calculated to measure the randomness in
their interactions.

Activity entropy is a metric that reflects how unpredictable or varied actions from
an user are [51]. A higher entropy value indicates that a behavior of a particular user is
more random, while a lower entropy suggests more consistent behavior. This metric was
important for profiling users, as it allowed us to distinguish between those with varied
behavior and those with more focused patterns. By applying the formula of the Shannon
entropy, we were able to capture the degree of randomness in users activity, providing a
deeper insight into their interaction patterns. The formula for calculating entropy for each
user is

n
H; = =) pij-log(pij), (8)
j=1
where Hi; is the entropy for user i, p;; is the probability of interaction with service j by user
i, and 7 is the number of services. The probability p;; is calculated as

xi]-

pij = )

j—1%ij
Finally, PCA was applied to reduce dimensionality by extracting the two principal com-
ponents. These components were added to the existing dataset rather than replacing the
original features. This approach retained all original feature details while incorporating the
PCA components, which summarize the key variance in the data. Adding PCA components
provided complementary information that can improve the modeling of user behavior pat-
terns and anomaly detection, enabling the model to leverage both detailed and aggregated
feature representations.

The final behavioral dataset includes several features per user. These are the normal-
ized frequency of interaction with each monitored service, representing the proportion of
accesses to each resource relative to the total activity. Each user profile also contains a value
for activity entropy, calculated using Shannon’s entropy formula to measure variability in
behavior. Two principal components obtained from PCA were added to reduce dimension-
ality and summarize patterns of variation in user activity. The dataset combines interaction
frequencies, entropy values, and PCA components, providing input for modeling and
anomaly detection.

Behavior Profiling

The behavior profiling phase used clustering techniques to group data based on
patterns in user behavior. After normalization, different clustering algorithms were applied
and compared to identify distinct user behavior groups and select the best approach for
profiling. Various unsupervised learning techniques were applied to group the data based
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on patterns within the user behavior. The data, after being normalized, was subjected
to different clustering algorithms to identify distinct patterns of user behavior. The first
approach involved K-means [52] and agglomerative clustering [53] with autoencoders,
and DBSCAN [54]. K-means and agglomerative clustering require the specification of the
number of clusters, hence various values for the number of clusters were tested to identify
the optimal count. For K-means and agglomerative clustering, a range of clusters from
2 to 10 was explored, and the optimal clustering configurations were determined using
the silhouette score [55], which measures the quality of the clusters. DBSCAN, in contrast,
does not require a predefined number of clusters but instead uses the parameter eps to
define the maximum distance between points within a cluster. A series of values for eps
were tested, and the best configuration was chosen based on the silhouette score as well. In
addition to the silhouette score, we calculated an additional metric, the Davies—Bouldin
index, to evaluate cluster quality. This ensures that the clusters reflect actual behavioral
patterns rather than arbitrary divisions. With this information, the clustering steps are fully
connected to the parameters, the dimensionality reduction, and the similarity measurement
in the real data.

Clustering parameters and the calculation of distances between vectors are defined
to ensure that they accurately capture the underlying structure of the data in real-world
networks. As stated, after dimensionality reduction with an autoencoder, each user is
represented as a latent vector v,. The centroid of each cluster u; is calculated as the mean
of the vectors of the users assigned to that cluster. The similarity between a user and its
cluster is measured using the Euclidean distance in the latent spaceas in Equation (4).

The behavioral profiling methodology used in this study follows a multi-stage ap-
proach to extract patterns from user interaction data. First, a preprocessing phase is
performed in which the data is normalized to ensure analytical consistency. Normalization
prevents features with larger numerical ranges from dominating the analysis, such as
session duration versus click frequency.

After normalization, a hybrid model is applied that combines dimensionality reduction
using autoencoders and unsupervised clustering with agglomerative algorithms. This com-
bination addresses the complexity of high-dimensional behavioral data and the nonlinear
relationships between features.

The autoencoder compresses the input data into a lower-dimensional latent space,
minimizing reconstruction error and preserving essential patterns. The resulting latent
representation is processed by an agglomerative clustering algorithm, which hierarchically
clusters the data based on similarity in the reduced space. This approach identifies hierar-
chical structures in behavioral patterns and assigns group labels based on actual similarity.

The integration of the autoencoder with clustering allows for the identification of
behavioral profiles that would not be detectable using linear methods or direct clustering on
the original data. The resulting profiles represent user archetypes with distinct interaction
and behavior patterns, useful for network security analysis.

The entire process is regulated by hyperparameters that control the autoencoder
architecture, training dynamics, and clustering criteria. These parameters were optimized
through experimentation and are detailed in Table 3. Figure 1 shows the data flow from
input to the fusion of behavioral profiles with the UNSW-NB15 dataset.
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Figure 1. Cross-domain enrichment framework for network anomaly detection. The pipeline il-
lustrates three main stages: (i) construction of behavioral profiles from monitored web activity,
(ii) cross-domain data enrichment where embeddings are aligned with UNSW-NB15 traffic records
through adversarial autoencoders and cosine similarity matching, and (iii) training of a deep feedfor-
ward neural network on the enriched dataset. This process demonstrates how behavioral embeddings
complement traffic features to improve generalization in anomaly detection.

The architecture of the autoencoder consisted of an input layer, a hidden layer that
produced the reduced representation (the latent space), and a final output layer that
reconstructed the original input data. In this case, the autoencoder was configured to
reduce the dimensionality of the data to two features. The model was trained to minimize
the reconstruction error using a mean squared error loss function. Once the autoencoder
was trained, the encoded data (the compressed representation) was extracted and used as
the input for clustering. This enabled us to reduce data complexity while preserving its
essential patterns.

The next step involved applying clustering algorithms to the encoded data, testing
various numbers of clusters to find the optimal clustering solution. The objective was
to determine both the best number of clusters and the algorithm that produced the most
accurate grouping. For each clustering configuration, several evaluation metrics were
calculated to assess clustering quality. These included the silhouette score, which measures
how well each data point fits into its assigned cluster; the Calinski-Harabasz index, which
evaluates cluster cohesion and separation; and the Davies-Bouldin index, which assesses
cluster similarity. Together, these metrics helped identify the clustering solution with the
best performance. Once the dataset of user profiles is computed, it is merged with the
UNSW-NB15 datasaet using adversarial training.

Table 3. Parameters used in the hybrid model (autoencoder and agglomerative clustering).

Parameter Value

Data Preprocessing Data normalization

Dimensionality Reduction (Autoencoder) 32 (latent dimension)

Input Layer (Autoencoder) Input: (n_features,)

Hidden Layer (Autoencoder) Dense (64, activation = ‘relu’)

Latent Layer (Autoencoder) Dense (32, activation = ‘linear”)

Output Layer (Autoencoder) /D.ense .(n,_features, activation =
sigmoid”)

Optimization (Autoencoder) Adam

Loss Function (Autoencoder) Mean Squared Error

Epochs (Autoencoder) 100

Batch Size (Autoencoder) 256

Number of Clusters (Agglomerative Clustering) 2
Linkage (Agglomerative Clustering) Ward
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3.3. Dataset Enrichment via Adversarial Training

The dataset enrichment process integrates behavioral data embeddings from the
Charles Proxy dataset with the UNSW-NB15 attack dataset. This integration aims to
enhance anomaly detection by providing richer context to each network traffic record.
First, numerical features were extracted separately from both datasets and standardized
to normalize their ranges. Two separate autoencoder models were defined: one for the
UNSW-NB15 dataset and one for the Charles dataset. Each autoencoder compresses input
features into a latent embedding of dimension 32 and reconstructs the input from this latent
space. A discriminator model was also defined to differentiate between latent embeddings
generated by each autoencoder, facilitating adversarial training to align the latent spaces
across datasets. The same procedure was also applied to the CIC-IDS-2017 dataset, ensuring
methodological consistency across both benchmarks.

The models were trained adversarially over 100 epochs. In each training iteration,
the discriminator learned to classify latent embeddings as either originating from the
UNSW-NB15 or Charles dataset. Simultaneously, the autoencoders optimized their recon-
struction losses and tried to fool the discriminator by aligning their latent embeddings.
The combined loss function for the autoencoders included a mean squared error term for
reconstruction and a binary cross-entropy term weighted by 0.1 for adversarial loss. The
key training parameters are summarized in Table 4. The encoder and decoder architectures
used in the adversarial autoencoder training are the same as those reported in Table 3.
Convergence during training was monitored by observing both the reconstruction loss and
the adversarial loss over epochs, ensuring that the losses stabilized before completing the
100 training epochs. This guarantees that the autoencoders effectively learned to reconstruct
inputs while aligning their latent embeddings across datasets.

After training, latent embeddings were extracted from both datasets. For each UNSW-
NB15 embedding u;, the most similar embedding c; from the Charles dataset was identified
using cosine similarity:

Lli'Cj

TSI (10)
il

sim(ui ’ C])

This similarity score measures the alignment between the network traffic pat-

terns represented in u; and the behavioral profiles represented in each ¢;. The embed-

ding c; with the highest similarity was selected and concatenated with u; to form the
enriched representation:

i = [uj;cj] (11)

This process produces a joint feature vector that integrates network traffic and be-
havioral information for each instance. The enrichment is instance-specific, ensuring that
each UNSW-NB15 record is paired with the most contextually relevant behavioral profile.
By selecting embeddings based on similarity, the approach preserves the variability of
behavioral patterns, provides richer contextual information for each network record, and
facilitates the detection of subtle deviations indicative of anomalous or malicious activity.
The final enriched dataset was stored with the original labels for subsequent model training
and evaluation.
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Table 4. Training parameters used in adversarial autoencoder dataset enrichment.

Parameter Value

Batch size 128

Latent dimension 32

Learning rate 0.001

Number of epochs 100

Reconstruction loss Mean Squared Error
Adversarial loss weight 0.1

Optimizer Adam

3.4. Deep Feedforward Neural Network for Anomaly Detection

The classification model for anomaly detection is a Deep Feedforward Neural Net-
work (DFNN) trained on the enriched dataset. The architecture consists of an input layer
that receives 96 features, corresponding to the concatenation of a 64-dimensional latent
representation from the UNSW-NB15 dataset and a 32-dimensional behavioral profile from
the Charles dataset. The input is passed through three fully connected hidden layers with
128, 64, and 32 units, respectively. Each hidden layer uses the ReLU activation function. The
final output layer is a single neuron with a sigmoid activation function to perform binary
classification of network traffic as either benign or malicious. The model was trained using
binary cross-entropy as the loss function and the Adam optimizer. The training process
was conducted over multiple epochs using mini-batches. Table 5 summarizes the training
parameters used.

Table 5. Detailed architecture and training parameters for the Deep Feedforward Neural
Network classifier.

Parameter Value

Input dimension 96

Number of hidden layers 3

Hidden layer sizes 128, 64, 32

Activation functions ReLU (hidden), Sigmoid (output)
Dropout rate 0.3 (after each hidden layer)
Loss function Binary Cross-Entropy
Optimizer Adam

Learning rate 1x10°3

Batch size 128

Number of epochs 20

3.5. Evaluation Framework

The evaluation framework in this study is designed to assess three main aspects of our
methodology: the quality of clustering for behavioral profiling, the effectiveness of dataset
enrichment through domain alignment, and the performance of the classifier in detecting
anomalies. This comprehensive evaluation directly supports the motivation of our work by
demonstrating that integrating user behavioral profiles improves anomaly detection and
achieves better results than traditional approaches.

For clustering evaluation, we employ multiple metrics to measure the quality of
the clusters and to justify parameter selection. The silhouette score quantifies cohesion
within clusters and separation between clusters, helping to identify the optimal number
of clusters. The Calinski-Harabasz index evaluates the overall separation among clusters,
while the Davies—Bouldin index measures the similarity between clusters, with lower
values indicating better-defined groups. The Dunn index assesses the balance between
intra-cluster compactness and inter-cluster separation. Together, these metrics ensure that



Computers 2025, 14, 450

14 of 28

the clusters reflect genuine behavioral patterns rather than arbitrary divisions. By applying
an autoencoder for dimensionality reduction, the latent representations capture essential
features and reduce noise, which improves the separation and stability of clusters across
different configurations.

The impact of dataset enrichment is evaluated by integrating behavioral profile em-
beddings with the UNSW-NB15 dataset. Visualizations using t-SNE are employed to
verify the separation between domains and the compactness of the enriched embeddings.
Additionally, latent structure analysis assesses whether the combined representations im-
prove the feature space available to the classifier, facilitating more effective learning and
anomaly detection.

Anomaly classification performance is evaluated using accuracy, precision, recall, and
F1-score, which provide a comprehensive view of the model performance in detecting both
normal and anomalous traffic. Cross validation is performed to ensure the stability and
generalizability of the results. The confusion matrix provides detailed insights into true
positives, false positives, true negatives, and false negatives, allowing a deeper understand-
ing of the classifier performance. The use of these metrics aligns with the motivation of
the study, confirming that behavioral profiling contributes to more accurate detection of
anomalous activity [56,57].

To contextualize the results, we compare our hybrid approach (enriched dataset with
clustering and DNN classifier) with the baseline model trained on the original dataset
without enrichment. Additionally, standard approaches reported in the literature are
included for comparison, such as K-means combined with a deep feedforward network,
DBSCAN, and agglomerative clustering without autoencoder embeddings. This allows us
to demonstrate that latent behavioral representations improve cluster quality and anomaly
detection performance relative to both our baseline and typical existing methods.

Finally, all clustering and classifier parameters, including the number of clusters,
eps for DBSCAN, learning rate, batch size, and number of epochs, are selected based
on validation metrics. Cross-validation and multiple evaluation metrics are applied to
ensure robust performance and to prevent overfitting, guaranteeing that the methodology
generalizes effectively to unseen data.

4. Experimental Results

This section presents the experimental results in three stages. The first part shows the
outcomes of the user profiling process based on clustering applied to normalized traffic
data. The second part presents the results of merging the user profiling embeddings with
the UNSW-NB15 and the CIC-IDS2017 dataset using adversarial training. The third part
includes the classification results obtained by training a deep feedforward neural network
on the combined dataset. Each stage is evaluated separately to examine its contribution to
the overall anomaly detection performance.

4.1. Behavior Profiling

The ultimate goal of this stage is to construct a behavioral dataset from the raw inter-
action logs collected with Charles Proxy. Since the proxy outputs low-level records of web
service usage, cookies, headers, and connection events, these data must be transformed
into higher-level user profiles that summarize recurring behavioral patterns. Clustering
provides a principled way to group users with similar interaction habits, enabling the
generation of representative embeddings that can later enrich the UNSW-NB15 traffic
records. To ensure that these clusters capture genuine behavioral regularities rather than
artifacts of the algorithms, we rely on several complementary quality metrics. The silhou-
ette score indicates whether individual users are well matched to their assigned cluster
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compared to neighboring ones, reflecting cohesion and separation. The Calinski-Harabasz
index measures the tradeoff between intra-cluster compactness and inter-cluster disper-
sion, with higher values supporting well-separated user archetypes. The Davies—Bouldin
index evaluates the average similarity between clusters, where lower values imply greater
distinction among behavioral groups. Finally, the Dunn index assesses the balance between
the tightness of each cluster and the distance between clusters, where higher values reflect
more robust separation. Taken together, these metrics guide the selection of the cluster-
ing configuration, ensuring that the resulting behavioral dataset encodes consistent user
profiles that can be meaningfully integrated into anomaly detection experiments.

The clustering results from various methods without using the hybrid model (au-
toencoder and agglomerative clustering) provide valuable insights into the performance
of traditional clustering algorithms. The results are shown in Figure 2. K-means clus-
tering yields silhouette scores ranging from 0.5048 to 0.4159, indicating a moderate to
weak clustering structure. A higher silhouette score generally suggests that the clusters
are well-separated, while a lower score implies that the clusters are less distinct. The
scores decrease as the number of clusters increases, but the performance does not degrade
drastically, suggesting a relatively stable clustering behavior across different values of k.

Clustering results from traditional methods without using the hybrid model (Au-
toencoder and agglomerative clustering) were analyzed to evaluate the performance of
K-means, agglomerative clustering, and DBSCAN. Figure 2 presents the silhouette scores
for each method across a range of cluster numbers.

The silhouette scores for agglomerative clustering range from 0.4739 to 0.3913, exhibit-
ing a trend comparable to K-means clustering. The scores are slightly lower on average than
those for K-means, and the performance does not improve significantly with increasing
cluster numbers. However, it does not partition the data more effectively than K-means
when applied directly to the original data. In contrast, DBSCAN produces a range of scores
from 0.4286 to -1, which includes negative values for some parameter choices. The negative
silhouette scores indicate that DBSCAN has failed to cluster some data points correctly,
likely due to its inability to identify meaningful clusters or because of a high number of
noise points. This suggests that DBSCAN may not be as reliable in this case, possibly due
to challenges in determining the appropriate density threshold for the data.

When using the hybrid model, the autoencoder reduces the dimensionality of the data
to a 2D latent space, allowing the clustering algorithm to focus on the essential features of
the data. This approach significantly improves the clustering performance. Agglomerative
clustering with the latent features from the autoencoder achieved much higher and more
consistent silhouette scores, ranging from 0.7861 to 0.8632. These improved scores show a
significant enhancement over traditional clustering methods. The higher silhouette scores
indicate that the clusters are better defined, with the hybrid model effectively capturing the
underlying structure of the data.

The results demonstrate that the reduced latent representation generated by the
Autoencoder enables more effective cluster separation. The clustering performance is more
stable across different numbers of clusters, achieving the highest silhouette score with an
optimal number of clusters. This suggests that dimensionality reduction helps uncover the
inherent structure of the data, enabling more distinct and meaningful clusters.

The hybrid model using an autoencoder followed by agglomerative clustering shows
higher performance than K-means, DBSCAN, and agglomerative clustering without di-
mensionality reduction. The autoencoder extracts a low-dimensional representation of the
input, which improves the separation of groups when used as input for clustering. The
model achieves higher silhouette scores across tested configurations. Additional clustering
metrics support this result. The Calinski-Harabasz index reaches 195.30, indicating separa-
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tion among groups. The Davies-Bouldin index reaches 0.5775, showing limited overlap
between groups. The Dunn index reaches 0.0729, showing that intra-group compactness is
not optimal. These metrics reflect consistent clustering performance and provide a basis for
comparison across different models.

Silhouette Scores for Different Clustering Methods

0.8

0.7 4

0.6 4

Silhouette Score

0.5

—8— KMeans
—e— Agglomerative Clustering

0.4
Agglomerative Hibrido
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Number of Clusters

Figure 2. Comparison of silhouette scores for different clustering methods. This figure compares
the silhouette scores for K-means, agglomerative clustering, and hybrid agglomerative clustering
(autoencoder + agglomerative clustering) across a range of cluster numbers (2 to 10). The plot
shows how each method performs in terms of cluster separation, with higher silhouette scores
indicating better-defined clusters. The hybrid agglomerative clustering approach demonstrates
superior performance, achieving consistently higher scores compared to the traditional K-means and
agglomerative clustering methods.

Although the Davies-Bouldin index is relatively low, it is not minimal due to partial
overlap between clusters corresponding to users with intermediate behavior patterns.
For example, some students in the mechatronics group exhibit both programming and
networking activities, creating latent embeddings that lie between the distinct behavioral
groups, increasing the intra-cluster distance relative to inter-cluster separation.

The Calinski-Harabasz index of 195.30 indicates a strong between-cluster separation
relative to within-cluster dispersion, confirming that the latent features extracted by the
autoencoder highlight distinctive behavioral patterns. The Dunn index of 0.0729 suggests
that although clusters are well-separated, intra-cluster compactness could be improved,
reflecting variability among users within the same behavioral group.

Overall, the hybrid autoencoder-agglomerative clustering approach demonstrates
superior clustering quality compared to traditional methods and PCA baselines. While
the silhouette score indicates well-defined clusters, the moderate Davies—Bouldin and
Dunn indices reflect the presence of users with mixed or transitional behaviors, which
naturally reduces perfect cluster separation. These results confirm that dimensionality
reduction via autoencoders captures the non-linear structures in user behavior, enabling
more meaningful profiling for downstream anomaly detection.

The clustering analysis validates the feasibility of transforming raw Charles Proxy
logs into a structured behavioral dataset suitable for cross-domain enrichment. Traditional
methods such as K-means and DBSCAN showed limited separation capacity, highlighting
the challenge of capturing complex user interaction patterns directly from high-dimensional
data. By contrast, the hybrid autoencoder—agglomerative clustering approach achieved sub-
stantially higher and more consistent performance across all evaluation metrics, confirming
that dimensionality reduction uncovers latent behavioral structures otherwise hidden in the
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raw traffic. The combination of silhouette, Calinski—-Harabasz, Davies—-Bouldin, and Dunn
indices provided a balanced view of both cohesion and separation, guiding the selection
of the optimal configuration for dataset construction. Although some overlap remains
among transitional user groups, the overall results demonstrate that the hybrid model
produces stable and interpretable clusters that serve as reliable behavioral embeddings.
These embeddings form the foundation of the enriched dataset, ensuring that anomaly
detection experiments incorporate context-aware profiles rather than relying solely on
low-level traffic parameters.

4.2. Dataset Enrichment

The enrichment stage aims to align traffic-based features from UNSW-NB15 with
behavioral embeddings extracted from Charles Proxy logs, creating a joint representation
space where both sources contribute complementary information. To assess whether this
cross-domain alignment is effective, we rely on representation-level metrics and visualiza-
tion techniques. Traditional clustering indices are less informative here, since the goal is
not to form static user groups but to evaluate how well the adversarial training integrates
heterogeneous domains while preserving their internal structures. Therefore, t-distributed
Stochastic Neighbor Embedding (t-SNE) is employed to project high-dimensional embed-
dings into two dimensions, making latent patterns interpretable. This technique is widely
used to verify whether embeddings preserve neighborhood relations, expose separable
clusters, and reduce domain overlap. In our context, t-SNE allows us to (i) confirm that
UNSW traffic and Charles behavioral data remain distinguishable yet aligned in a shared la-
tent space, (ii) inspect whether enrichment tightens the geometry of normal traffic patterns
and refines the separation of anomalous samples, and (iii) visually validate that the learned
embeddings do not collapse into indistinguishable clusters, which would indicate poor
domain alignment. In short, these metrics and visualizations are necessary to ensure that
enrichment produces meaningful latent representations rather than simply concatenating
features without structural coherence.

To interpret how the enrichment reshapes the latent space, we apply t-distributed
Stochastic Neighbor Embedding (t-SNE) to the learned embeddings [58]. t-SNE projects
high-dimensional representations into two dimensions while preserving local neighbor-
hood structure, making cluster formation, overlap, and domain separation visually ap-
parent. This visualization allows us to (i) verify the domain separation achieved by the
adversarial alignment between network traffic datasets (UNSW-NB15 and CIC-IDS-2017)
and Charles behavioral dat and (ii) inspect how the enrichment modifies the geometry of
network embeddings by tightening normal patterns and exposing finer-grained anomalous
structures. In other words, the plots provide an intuitive view of how behavioral context
changes the arrangement of samples in the latent space, clarifying the mechanism by which
the enriched features improve separability for downstream anomaly detection.

Figure 3 presents the t-SNE embeddings obtained from the UNSW-NB15 and Charles
datasets. In the left panel, the UNSW embeddings (blue) form several clusters that cor-
respond to distinct categories of network traffic, including normal activity and multiple
attack types. The Charles embeddings (red) appear clearly separated from the network
traffic, with one dominant cluster representing regular user behavior and scattered points
indicating atypical or anomalous activities. This separation illustrates that the learned
representations are able to capture differences not only across datasets but also within each
domain, distinguishing between baseline and anomalous patterns.

The right panel shows the enriched embeddings for a subset of 100 UNSW samples.
The green points form a compact cluster associated with normal traffic, while other clusters
capture different categories of malicious activity. The presence of scattered points indicates
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events that do not conform to the main groups, which may correspond to rare attack
signatures. Compared to the original embeddings, this enriched representation yields a
clearer separation of attack-related patterns, suggesting that the model captures structural
differences in network behavior with greater precision.

Together, both panels indicate that the training process achieved a domain separation
between network traffic and user behavior while also preserving the internal structure
within each domain. This allows the representation to support the identification of normal,
suspicious, and anomalous activities, which is essential for subsequent profiling and
detection tasks.
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Figure 3. t-SNE visualization of learned embeddings showing domain-specific representations.
(Top row:) Original embeddings from 100 samples each of UNSW-NB15 network traffic (blue) and
Charles user behavioral data (red), and enriched UNSW-NB15 embeddings (green). (Bottom row:)
Corresponding visualization for CIC-IDS-2017 traffic and enriched embeddings. In both cases,
original traffic and behavioral data exhibit clear domain separation, while enriched representations
form refined clusters that better discriminate between normal, suspicious, and anomalous network
traffic patterns.

Overall, the enrichment analysis demonstrates that adversarial training successfully
integrates user behavior with network traffic features while maintaining the internal struc-
ture of each domain. The clear separation between behavioral and traffic embeddings,
together with the refined clustering observed in enriched datasets representations, confirms
that cross-domain alignment provides a richer latent space for anomaly detection. Normal
traffic becomes more compact, anomalous activities gain sharper boundaries, and rare
events emerge as distinct outliers, suggesting that the added behavioral context improves
the discriminative capacity of the feature space. These findings validate the necessity of
the enrichment step; rather than replacing traffic parameters, behavioral embeddings act
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as a regularization mechanism that enhances the separability of anomalies, laying the
foundation for more robust classification in the next stage.

4.3. Anomaly Classification

The anomaly classification stage evaluates the effectiveness of integrating behavioral
embeddings into traffic-based models by comparing them with a traffic-only baseline. In
this context, the choice of performance metrics is critical, as different indicators capture
different aspects of intrusion detection quality. Accuracy measures the overall proportion
of correctly classified samples but can be misleading when attack classes are imbalanced.
Precision reflects the ability of the model to correctly identify attacks among all traffic
labeled as malicious, minimizing false alarms in operational scenarios. Recall quantifies the
ability to detect actual attacks, which is crucial to avoid undetected intrusions. The F1-score
balances precision and recall, providing a single measure that accounts for both detection
capability and false positives. Finally, the ROC-AUC evaluates the model’s discrimination
power across thresholds, offering a robust view of performance under varying decision
criteria. Together, these metrics provide a comprehensive evaluation framework that
goes beyond raw accuracy, ensuring that improvements with behavioral enrichment are
meaningful for real-world IDS deployment.

This section evaluates anomaly detection performance by comparing two experimental
setups across both UNSW-NB15 and CIC-IDS2017 datasets: a baseline model trained on
balanced datasets without enrichment and a model trained on enriched datasets that
integrate behavioral profiles through adversarial autoencoder alignment. For both datasets,
we sample 30,000 instances from each class (attack and normal traffic) to create balanced
training sets of 60,000 samples in total. This configuration ensures fair comparison between
baseline and enriched approaches while maintaining consistency across benchmarks.

The evaluation includes learning curve analysis, confusion matrices, and cross-
validation metrics to provide a comprehensive assessment of classification performance.
The confusion matrices highlight the distribution of false positives and false negatives in
each setup, while cross-validation ensures that the results are stable across multiple folds
and not tied to a single train—test split.

For the enriched configurations, the integration of behavioral profiles introduces ad-
ditional variability that avoids perfect memorization. This prevents the classifier from
converging to trivial solutions and promotes the learning of more robust decision bound-
aries. It is important to note that this benefit is specific to the controlled experimental
configuration presented here; no model can completely eliminate the risk of overfitting in
all scenarios. Nevertheless, the enriched datasets help the classifier balance accuracy and
generalization, achieving realistic performance that is more representative of conditions
likely to be encountered in deployment.

Our contribution demonstrates the technical feasibility of cross-domain alignment
using adversarial autoencoders. The enrichment augments the feature space from 42 to
96 dimensions and produces consistent patterns across two benchmark datasets. We
position this as a proof-of-concept for cross-domain enrichment methodologies, showing
that behavioral context can be systematically integrated with network traffic features to
enhance model robustness.

4.3.1. UNSW-NB15 Results

Figure 4 illustrates the training dynamics for both experimental setups on UNSW-NB15.
The model trained on enriched data (Figure 4a) demonstrates gradual loss reduction over
50 epochs, with training loss decreasing from 0.67 to 0.04 and validation loss stabilizing
at 0.05. The convergence pattern shows consistent decrease without abrupt changes,
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maintaining a small gap between training and validation losses throughout the process. The
model trained on balanced original data (Figure 4b) exhibits rapid convergence within the
first 10 epochs. Both training and validation losses drop from initial values of 0.6 and 0.47,
respectively, to near-zero values by epoch 6. The losses remain at approximately 0.001 for
the remaining training period, creating parallel trajectories with minimal separation.
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Figure 4. Learning curves comparing DFNN training dynamics on UNSW-NB15. (a) Model trained
on enriched dataset shows gradual convergence over 50 epochs with training and validation losses
stabilizing around 0.05, indicating controlled learning progression and maintained generalization gap.
(b) Model trained on balanced original data exhibits rapid convergence by epoch 10 with both losses
approaching zero, suggesting potential overfitting through dataset memorization. The sustained loss
values in the enriched model demonstrate regularization effects from data augmentation, while the
near-zero losses in the balanced model indicate perfect fitting to training distribution patterns.

The convergence behavior reveals fundamental differences in learning dynamics. The
enriched model requires extended training periods to achieve convergence, suggesting that
the augmented dataset presents a more complex optimization landscape. The sustained
loss values indicate that the model continues to encounter variability in the data throughout
training. The rapid convergence observed in the model without enriched data indicates that
the optimization process quickly identifies patterns that allow near-perfect classification.
The immediate drop to near-zero loss suggests that the model rapidly learns to exploit
specific characteristics present in the training data. This behavior typically occurs when the
dataset lacks sufficient complexity to challenge the model learning capacity.

The maintained gap between training and validation losses in the model with enriched
data provides evidence that the data augmentation process successfully introduces regular-
ization effects. The model’s inability to achieve zero loss indicates that the enriched dataset
contains sufficient variability to prevent complete memorization of training patterns. These
training dynamics support the hypothesis that user behavior profiling enrichment creates
learning conditions that require the model to develop more robust decision boundaries
rather than relying on dataset-specific artifacts.

Figure 5 presents the confusion matrices for both experimental setups on UNSW-NB15.
The model trained on enriched data (Figure 5a) produces 53 false positives (normal traffic
classified as attacks) and 28 false negatives (attacks classified as normal traffic). This results
in a false positive rate of 0.87% and a false negative rate of 0.47%. The error distribution
demonstrates that the model maintains discrimination capability while exhibiting con-
trolled misclassification patterns. In contrast, the model trained on original data (Figure 5b)
achieves zero misclassifications across all categories. The absence of any false positives
or false negatives indicates that the model achieves perfect separation between classes
during validation.
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Figure 5. Confusion matrices comparing DFNN performance on UNSW-NB15. (a) Model trained
on enriched dataset with user behavior profiling shows realistic classification performance with
53 false positives and 28 false negatives, achieving balanced error distribution and demonstrating
robust generalization capabilities. (b) Model trained on balanced original data exhibits perfect
classification with zero misclassifications, indicating potential overfitting and memorization rather
than genuine learning. The enriched model’s moderate error rates suggest better adaptability to
real-world deployment scenarios, where perfect accuracy is unrealistic and model robustness is
prioritized over training set performance. Color intensity represents the number of classifications,
with darker shades indicating higher counts.

The presence of misclassification errors in the enriched model suggests that the data
augmentation process introduces variability that prevents the model from achieving perfect
memorization of the training patterns. The balanced error distribution between false
positives and false negatives indicates that the model does not exhibit bias toward either
class. The zero-error performance of the model without enriched data, while appearing
optimal, raises concerns about the ability of the model to generalize beyond the specific data
distribution encountered during training. Perfect classification performance on validation
data typically indicates that the model has learned to exploit specific patterns or artifacts
present in the dataset rather than developing robust decision boundaries.

The model trained on the enriched UNSW-NB15 dataset achieved accuracy of 97.17%,
precision of 96.95%, recall of 97.34%, F1-score of 97.14%, and ROC-AUC of 99.77%. The
training process converged over 31 epochs, with a small gap between training and valida-
tion losses. The model trained solely on the balanced original data reached 100% across all
measures, with rapid convergence and validation loss approaching zero.

The enriched model demonstrates stable and consistently high performance across
all folds, as evidenced by the results in Table 6. Accuracy, precision, recall, F1-score, and
ROC-AUC remain stable, with minimal variation, indicating that the model generalizes
well to unseen data and that the high performance is not caused by overfitting.

Table 6. Cross-validation metrics for the Deep Feedforward Neural Network classifier trained on the
enriched UNSW-NB15 dataset. Metrics are reported for each fold and the average across folds.

Fold Accuracy Precision Recall F1-Score ROC-AUC
1 0.9975 0.9956 0.9999 0.9977 0.9999
2 0.9980 0.9971 0.9992 0.9982 0.9998
3 0.9980 0.9968 0.9996 0.9982 0.9997
4 0.9976 0.9958 0.9998 0.9978 0.9997
5 0.9982 0.9969 0.9999 0.9984 0.9996

Average 0.9979 0.9965 0.9997 0.9981 0.9997




Computers 2025, 14, 450

22 of 28

4.3.2. CIC-IDS2017 Results

Figure 6 illustrates the training dynamics for both experimental setups on CIC-IDS2017.
The model trained on enriched data (Figure 6a) demonstrates a similar gradual convergence
pattern, with training and validation losses decreasing progressively over the training
period. Both curves converge towards low loss values while maintaining a small but
consistent gap, indicating controlled learning without memorization. The model trained
on balanced original CIC-IDS2017 data (Figure 6b) exhibits rapid convergence comparable
to the UNSW-NB15 baseline, with both training and validation losses dropping sharply
in the initial epochs and stabilizing at near-zero values. This pattern mirrors the behavior
observed in the UNSW-NB15 baseline, suggesting consistent overfitting characteristics
across datasets when behavioral enrichment is absent.

The consistency of convergence patterns across both datasets provides evidence that be-
havioral enrichment produces systematic regularization effects independent of the specific
network traffic characteristics. The enriched models in both UNSW-NB15 and CIC-IDS2017
require extended training periods and maintain validation gaps, while both baselines
converge rapidly to near-perfect training performance.

Figure 7 presents the confusion matrices for both experimental setups on CIC-IDS2017.
The model trained on enriched data (Figure 7a) produces 4 false positives and 4 false
negatives, resulting in a false positive rate of 0.02% and a false negative rate of 0.07%. This
balanced error distribution, while lower in absolute numbers compared to UNSW-NB15,
maintains the characteristic pattern of controlled misclassification that indicates robust
generalization. In contrast, the model trained on original CIC-IDS2017 data (Figure 7b)
achieves zero misclassifications across all categories, mirroring the perfect separation
observed in the UNSW-NB15 baseline.

Learning Curve Learning Curve - Baseline CICIDS
= Train Loss = Train Loss

0.6 Validation Loss 0.6} Validation Loss
n 0.4} w 0.4F
u [0
(=} (=}
— ]

0.2r 0.2}

0.0, . . . . 0.0 . . . , .

0 10 20 30 40 50 0 10 20 30 40 50
Epoch Epoch
(a) (b)

Figure 6. Learning curves comparing DFNN training dynamics on CIC-IDS2017. (a) Model trained
on enriched dataset shows gradual convergence with training and validation losses maintaining a
controlled gap, demonstrating regularization effects from behavioral enrichment. (b) Model trained
on balanced original data exhibits rapid convergence with near-zero losses, indicating potential
overfitting, consistent with patterns observed in UNSW-NB15. The sustained learning progression in
the enriched model contrasts with the rapid memorization behavior of the baseline.

The model trained on the enriched CIC-IDS2017 dataset achieved accuracy of 99.93%,
precision of 99.93%, recall of 99.93%, F1-score of 99.93%, and ROC-AUC of 99.99%. While
these metrics are higher than those observed with UNSW-NB15 enrichment (97%), they
remain below the perfect 100% baseline performance, maintaining the characteristic gap
that indicates generalization capability. The model trained solely on the balanced original
CIC-IDS2017 data reached 100% across all measures, consistent with the baseline behavior
observed in UNSW-NB15.
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Figure 7. Confusion matrices comparing DENN performance on CIC-IDS2017. (a) Model trained on
enriched dataset shows balanced error distribution with four false positives and four false negatives,
demonstrating controlled generalization. (b) Model trained on balanced original data exhibits
perfect classification with zero misclassifications, consistent with memorization patterns observed
across datasets. The enriched model maintains realistic error rates that suggest adaptability to
deployment conditions.

The enriched CIC-IDS2017 model demonstrates remarkably stable performance across
all folds, as shown in Table 7. The minimal variation across folds (all metrics at 99.93%)
indicates consistent generalization behavior. The slightly higher absolute performance
compared to UNSW-NB15 enrichment may reflect differences in traffic patterns or attack
distributions between datasets, but the consistent presence of controlled error rates across
both benchmarks confirms the systematic mechanism to avoid the perfect memorization
effect of behavioral enrichment.

Table 7. Cross-validation metrics for the Deep Feedforward Neural Network classifier trained on the
enriched CIC-IDS2017 dataset. Metrics are reported for each fold and the average across folds.

Fold Accuracy Precision Recall F1-Score ROC-AUC
1 0.9993 0.9993 0.9993 0.9993 0.9999
2 0.9993 0.9993 0.9993 0.9993 0.9999
3 0.9994 0.9993 0.9994 0.9993 0.9999
4 0.9993 0.9993 0.9993 0.9993 0.9999
5 0.9993 0.9993 0.9993 0.9993 0.9999
Average 0.9993 0.9993 0.9993 0.9993 0.9999

The observed behavior across both datasets highlights the value of improving the
representational richness of the input space. The enriched datasets increase variability and
complexity without requiring additional raw data, demonstrating that robust generalization
can be achieved through data enrichment rather than architectural modifications. This
effect is particularly relevant because it shows that simpler models can reach levels of
reliability that would typically require greater capacity or significantly larger datasets when
provided with behaviorally enriched features.

While the baseline models achieve perfect validation performance on both balanced
datasets, such results are atypical in real-world deployment where data distributions shift,
attack variants emerge, and computational constraints favor simpler models. Our enrich-
ment framework demonstrates that behavioral context enables high performance (97%+
for UNSW-NB15, 99.9%+ for CIC-IDS2017) with enhanced robustness, as evidenced by
(1) stable cross-validation across folds in both datasets, (2) balanced error distribution pre-
venting bias toward false negatives or positives, and (3) training dynamics that consistently
suggest learning generalizable patterns rather than dataset-specific artifacts.
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The comparison across two benchmark datasets indicates that data enrichment with
user behavior profiling acts as a systematic regularization mechanism, even with simple
neural network architectures. By introducing variability through behavioral context derived
from adversarial autoencoder alignment, the enriched datasets maintain the complexity
of network traffic while preventing the model from memorizing training patterns. The
consistency of this effect across UNSW-NB15 and CIC-IDS2017—despite their different
traffic characteristics and attack distributions—validates the technical feasibility of cross-
domain alignment for intrusion detection.

The performance difference between enriched models (97-99.9%) and baseline models
(100%) should not be interpreted as the baseline being superior. Rather, the baseline’s
perfect validation scores under balanced conditions represent an upper bound achievable
through dataset-specific optimization. The enriched models’ slightly lower but highly stable
performances across folds, combined with training dynamics showing sustained variability
in both datasets, indicates learning patterns that may generalize better to distribution shifts
encountered in deployment. This tradeoff between validation perfection and operational
robustness aligns with established principles in machine learning regularization.

These results support the use of cross-domain behavioral enrichment with network
traffic data to enhance robustness across architectural designs. The enrichment framework
creates training scenarios that prepare models for deployment in network environments
where computational efficiency and model interpretability are priorities. The consistency
of the regularization effects across two distinct benchmark datasets demonstrates that
adversarial autoencoder-based alignment can systematically integrate behavioral context
with traffic features, producing models that are less brittle and more reliable for deployment
in dynamic network environments.

5. Conclusions and Future Work

This research developed an anomaly detection system that integrates user profiling
with behavioral enrichment through cross-domain latent alignment. The system operates
in three stages: clustering user behavior via autoencoder embeddings, enhancing behavior
through adversarial autoencoders, and classifying anomalies with a deep feedforward
neural network.

The hybrid approach to user profiling combines autoencoders with agglomerative
clustering. Clustering on raw traffic data alone produces moderate or inconsistent results,
as the original feature space does not fully separate user behaviors. Reducing dimension-
ality with the autoencoder emphasizes essential patterns and reduces noise, enabling the
clustering algorithm to identify coherent behavioral structures. As a result, the hybrid
approach improves cluster consistency and stability across different configurations, demon-
strating that the observed gains arise from exposing underlying patterns not directly visible
in the raw data.

Behavioral enrichment aligns latent representations from the UNSW-NB15 and CIC-
IDS2017 datasets and user profiling embeddings using adversarial autoencoders. The dis-
criminator distinguishes domain-specific patterns while maintaining internal consistency,
and concatenating the average profile embeddings with network traffic representations
reduces variance in the latent space. This integration provides global behavioral context,
which supplements traffic features and contributes to more structured and informative rep-
resentations for anomaly detection. The main performance improvements are attributable
to this cross-domain alignment, which preserves classification accuracy and supports the
identification of anomalous patterns without degrading performance.

The deep feedforward neural network trained on the enriched feature space converges
rapidly and exhibits stable learning, indicating that the combined representation provides
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coherent signals for classification. Confusion matrix analysis shows low rates of false
positives and false negatives, suggesting that the model can effectively distinguish normal
from anomalous traffic. These results confirm that the system can combine heterogeneous
data sources in a technically feasible manner while maintaining operational performance.

The experiments show that behavioral enrichment modifies training dynamics. While
the traffic-only baseline achieves perfect validation accuracy on the balanced UNSW-NB15
dataset, this performance largely reflects memorization. In contrast, the enriched model
maintains high detection rates (97%+ across metrics) but with more gradual convergence,
stable cross-validation results, and balanced error distributions between false positives and
negatives. These patterns suggest that cross-domain enrichment introduces controlled vari-
ability that acts as a regularization mechanism, helping the model learn more generalizable
decision boundaries. In practical terms, behavioral embeddings complement traditional
traffic parameters, such as packet sizes, intervals, and protocols, by providing additional
contextual information. This enrichment preserves discriminative power while enhancing
resilience to overfitting, indicating that the approach can strengthen anomaly detection
beyond traffic-only baselines, though broader validation across datasets and deployment
scenarios remains necessary.

The hybrid clustering approach enhances user profiling by revealing latent structures
in network traffic data. Behavioral enrichment through adversarial alignment integrates
these profiles with traffic features, producing a more informative feature space for classifica-
tion. The combination of dimensionality reduction, clustering, and cross-domain alignment
explains the observed performance improvements. Overall, the results demonstrate that
incorporating behavioral context into network anomaly detection supports effective and
robust detection, with potential for future exploration of instance-specific embeddings or
additional alignment strategies.

The evaluation was conducted on a single public dataset combined with proxy user
profiling data, which may limit the generalizability of the results to other network environ-
ments. Additionally, the scalability of the proposed approach to large-scale or real-time
network monitoring has not been assessed. Future work could explore the application of the
method across diverse datasets and evaluate its performance in operational deployments.

Future research directions should explore the scalability of the proposed system across
different network environments and traffic volumes. An investigation of alternative dimen-
sionality reduction techniques beyond autoencoders could reveal more efficient feature
extraction methods for user profiling. The extension of the adversarial training framework
to incorporate multiple data sources beyond network traffic and user profiles could en-
hance detection capabilities for complex attack scenarios. Real-time implementation studies
would validate the practical deployment feasibility and identify performance bottlenecks in
operational environments. Research into explainable Al techniques for the proposed model
could improve interpretability of anomaly detection decisions, facilitating security analyst
understanding and system trust. The investigation of federated learning approaches could
enable collaborative anomaly detection across multiple network domains while preserving
data privacy.
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