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Abstract

Human factors remain the dominant contributor to cybersecurity incidents, yet awareness
training produces only moderate and often non-durable behaviour change, and most evalu-
ated programs are either purely digital or evaluated only at the framework level. This study
addresses two gaps: the scarcity of empirical and demographically stratified evidence for
multi-modal community-facing awareness programs, and the lack of an explicit account
of how artificial intelligence (AI) should be integrated into such programs rather than
treated as an optional add-on. We evaluate Cyber4Me, a four-stage individual-awareness
intervention (community roadshows, structured training, a hackathon, and a physical-
digital escape room) that is wrapped in a cross-cutting Al adaptive layer built entirely
on structured performance and behaviour data baseline competency tiering, awareness—
behaviour gap detection, predictive early-warning, and personalised recommendation,
with no reliance on free text. Using a single-group pre—post design with 130 participants in
the UK Black Country region and a multi-dimensional Likert instrument, all four compe-
tency domains (confidence, familiarity, GDPR knowledge, incident-response preparedness)
improved significantly (paired-t, all p < 0.001; large within-participant effects, Cohen’s
d > 1.0). Improvement was strongly moderated by demographics: older adults gained
most in familiarity, undergraduates in confidence, and lower-education participants in
regulatory knowledge. The contributions are as follows: transparent and demographically
stratified pre—post evidence for a multi-modal awareness program with effect sizes reported;
a fitness-for-purpose comparison against contemporary analogs (KnowBe4, Proofpoint,
CyberPatriot, iCAT, CAT-RWE, GPT-CSAT, escape-room studies) that treats Al as a first-
class design dimension; and an articulated Al integration architecture for the framework,
demonstrated offline on the cohort using only structured performance and behaviour data
(no free text). In this architecture, a gradient-boosted classifier assigns participants to three
baseline competency tiers at 93.1% cross-validated accuracy; these tiers differ sharply in
measured improvement (ANOVA F = 68.8, p < 0.001; Foundational 41.79 vs. Applied
+0.30 scale points), an awareness-behaviour gap segment is detected and predicted from
intake signals alone (AUC = 0.73), and a recommender routes participants to personalised
follow-on tracks. As the design is single-group and self-reported, results are reported as
evidence of within-participant change associated with the intervention rather than as a
causal efficacy estimate, and the Al layer is demonstrated for feasibility rather than being
evaluated as a separate trial arm; the scope is explicitly individual security awareness and
behaviour, not technical network, IIoT, or cloud security.
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1. Introduction

Cyber threats such as phishing, ransomware, supply chain compromises, and data
breaches remain a major source of financial, operational, and reputational harm for individ-
uals, organisations, and wider society. Global cybercrime damages have been projected to
reach USD 10.5 trillion annually by 2025 [1] and human factors continue to play a central
role in cybersecurity incidents, with a frequently cited estimate suggesting that 95% of
breaches involve some form of human contribution [2]. Despite the growing investment
in cybersecurity awareness and training, only 27% of organisations report confidence in
their employees’ security practices [3,4]. This persistent weakness highlights a central
problem in cybersecurity education: while training initiatives are widely deployed, their
ability to produce durable behavioural change remains limited. Recent peer-reviewed
evidence supports this concern. The meta-analysis by Priimmer, van Steen, and van den
Berg [5] shows that cybersecurity training can improve knowledge and threat awareness,
yet its effect on long-term behavioural change is only moderate. This tension between the
widespread use of awareness programs and their modest behavioural impact motivates the
need for careful evaluation of alternative training designs, particularly those that account
for participant characteristics such as age and educational background.

To avoid ambiguity flagged in earlier review, we state the scope precisely. This work
concerns individual cybersecurity awareness and security behaviour, a human-factors prob-
lem for a general non-specialist community population. It is not an evaluation of technical
security controls for enterprise networks, industrial IoT, or edge/fog/cloud infrastruc-
ture, which are distinct engineering domains evaluated with different instruments [6,7].
The competencies measured here (confidence, terminology familiarity, regulatory/GDPR
knowledge, and incident response preparedness) are the behavioural antecedents that the
human-factors literature links to real-world risk reduction [2,3,5].

Existing awareness programs have converged on digital, organisational, and increas-
ingly Al-driven formats. KnowBe4 [8] and Proofpoint [9] use Al-scored phishing simulation
at organisational scale; iCAT [10] couples knowledge graphs and serious games with adap-
tive micro-learning; CAT-RWE [11] tailors content for remote workers; and GPT-CSAT [12]
uses generative models for per-trainee personalisation. A clear trajectory emerges from this
body of work: the field is moving from static one-size-fits-all content toward Al-mediated
adaptation, and recent evidence consistently treats adaptivity not breadth of content as the
decisive lever for engagement and durable change [5,13]. By contrast, programs that reach
broader public audiences through physical embodied learning (roadshows, hackathons,
escape rooms) remain comparatively under-evaluated and have rarely been combined with
an explicit Al layer [14-16].

This produces two specific under-addressed gaps. First, there is little transparent,
demographically stratified pre-post evidence for multi-modal community-facing awareness
programs; prior work tends to report either aggregate organisational metrics or framework-
level feasibility, and rarely reports how age and education jointly moderate outcomes
across several competency domains at once [5,17]. Second, Al is the single capability that
most clearly differentiates state-of-the-art analogs; multi-modal physical programs have
not articulated how Al integrates with embodied delivery, and Al tends to be deferred as
future work rather than designed in. Therefore, the novelty of Cyber4dMe lies not in any
single mechanic—escape rooms, hackathons, and adaptive content already exist—but in
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sequencing them as one progressive experiential program for a non-technical public and
then wrapping that sequence inside a cross-cutting Al adaptive layer so that personalisation
operates across physical stages rather than inside a solely digital module.

Accordingly, this study has three explicit objectives: first, to quantify within-
participant change in four competency domains following the Cyber4Me intervention
while transparently reporting the effect sizes; second, to characterise how age and ed-
ucation moderate both baseline competence and measured improvement; and third, to
position Cyber4Me against contemporary analogs on a fitness-for-purpose basis, in which
Al adaptivity is treated as a first-class dimension and the Al architecture is specified.

This paper makes the following contributions:

* An empirical and demographically stratified pre-post evaluation of Cyber4Me
(n = 130), reporting effect sizes and subgroup moderation transparently;

* A fitness-for-purpose comparison against seven contemporary analogs (Table 1) that
argues from suitability-to-audience rather than feature count and that treats Al adap-
tivity as the most consequential differentiating feature;

*  Anarticulated Al adaptive-layer architecture (Section 3.7) built entirely on structured
performance and behaviour data baseline competency tiering, awareness-behaviour
gap detection, predictive early-warning, and follow-on recommendation demon-
strated offline on the study cohort (Section 5.3). This includes a 93.1%-accurate tier
classifier in which the tiers differ significantly in measured improvement, closing the
design gap identified above;

*  An explicit statement of the methodological boundaries of a single-group design, so
that within-participant change is not overstated as causal efficacy.

The remainder of the paper is structured as follows: Section 2 reviews the literature
on cybersecurity training, demographic moderators, gamified approaches, and analogous
frameworks; Section 3 describes the Cyber4Me framework, its theoretical grounding, and
its comparative positioning; Section 4 details the methodology, including recruitment,
instrument design, and limitations; Section 5 reports the findings, while Section 6 discusses
their implications for cybersecurity education and demographically responsive training
design; finally, Section 7 concludes the paper and outlines directions for future work.

2. Literature Review

Cybersecurity awareness is not a one-size-fits-all endeavour; individual differences sig-
nificantly influence how people perceive, learn, and apply security best practices. Research
highlights that demographic factors such as age, education level, and gender play a crucial
role in shaping vulnerability to cyber threats and the effectiveness of training interven-
tions. Understanding these variations allows organisations to design tailored cybersecurity
programmes that maximise engagement, knowledge retention, and behavioural change.
This section reviews four threads: (i) demographic moderators of training effectiveness;
(ii) pedagogical and gamification design principles; (iii) contemporary Al-enabled and
remote worker training frameworks; and (iv) the use of cyber escape rooms and hackathons.
Each thread closes with how the present study extends or differs from that work.

2.1. Demographic Moderators of Training Effectiveness

Age has a complex relationship with cybersecurity outcomes. Younger adults (18-29)
report higher exposure to online threats but adapt readily to interactive training [18,19],
while older adults often show slower processing of new technical concepts [20]. However,
older workers possess what Salthouse [21] terms “crystallised intelligence” derived from
accumulated work experience, which can support uptake of secure practices once con-
tent is presented in a familiar register. This duality has prompted calls for age-adaptive
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training designs that combine simplified scenario-based material for older participants
with more gamified content for younger users [22]. Recent work reinforces that older adults
should be treated as a distinct design audience rather than a deficit group: Parti, Abdel-
hamid, and Ladancsik [23] analysed digital learning preferences for cybersecurity through
a socioeconomic lens and found that older adults” engagement is shaped substantially
by delivery format and social and economic context rather than by cognitive capability
alone, supporting the use of embodied community-facing delivery of the kind that Cy-
ber4Me adopts. Education has an analogous moderating role: postgraduate-educated
participants typically display higher baseline self-efficacy and stronger phishing-avoidance
behaviour, but training can substantially close the gap for participants with only secondary
education [22,24-26]. Gender effects on training outcomes are generally smaller and less
consistent than effects of age or education [27,28].

Primmer et al.’s meta-analysis [5] synthesised the most recent end-user training ev-
idence, reporting that training reliably improves knowledge and threat recognition but
has a more moderate effect on durable behaviour change; method of delivery (interactive
vs. presentation), social setting, and modernness of method were identified as significant
moderators. The present study contributes to this literature by stratifying outcomes si-
multaneously by age and education across four competency domains, which the above
meta-analysis identified as a remaining gap.

2.2. Pedagogical and Gamification Design Principles

Generic one-size-fits-all training has repeatedly been shown to underperform. Effec-
tive programs use clear and jargon-free language, culturally relevant examples, varied
media [24], and continuous reinforcement with assessment [25]. A systematic review by
Tatum [29] of gamified security-awareness programs reported engagement improvements
of 40-60% relative to traditional lecture-based formats and identified that combining multi-
ple gamification mechanics outperforms any single mechanic. The APPEARS framework
of Birajdar et al. [14] (Awareness, Perception, Practice, Experience, Achievement, Reward,
Socialisation) provides a structured way to assess which dimensions a given program
addresses, and is used in Section 3.1 to position Cyber4Me’s stages. Beyond pedagogy,
the effectiveness of any training format is bounded by whether users accept and engage
with it in the first place. Fallatah, Kdvrestad, and Furnell [30] modelled user acceptance
of cybersecurity training using the technology acceptance model; synthesising the prior
literature, they identified regulatory control, worry, apathy, and trust as the factors that
shape users’ intention to engage with training. This acceptance perspective complements
the gamification literature: voluntary, socially embedded, and gamified formats can lower
apathy and build trust, which is part of the design rationale for Cyber4Me’s community-
facing team-based delivery. This is examined further through the lens of Self-Determination
Theory in Section 3.1.

2.3. Contemporary Frameworks: Al-Enabled and Specialised Approaches

Several recent frameworks extend the older KnowBe4/Proofpoint paradigm; because
earlier review observed that analogs were described only superficially, we characterise each
by its underlying mechanism, evaluation evidence, target population, and the specific role
that Al plays.

iCAT [10] represents the knowledge graph branch of adaptive training: it encodes the
threat domain as a structured graph, drives serious game scenarios from that graph, and
uses a micro-learning loop in which learner responses update a difficulty estimate that
selects the next item. Its mechanism for personalisation is symbolic and rule-driven, and
its principal evidence is a design-and-feasibility argument rather than a population-scale
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pre—post measurement; this leaves open whether the adaptive loop changes behaviour at
scale, as opposed to merely engagement.

CAT-RWE [11] targets the specific risk profile of remote workers (unmanaged net-
works, blurred work/home boundaries) and tailors content to role and context. Its Al
contribution is content selection conditioned on a worker profile and it is validated through
structured expert review rather than learner outcomes, so its claims concern construct
coverage more than measured efficacy.

GPT-CSAT [12] sits on the generative branch; it uses large language models to syn-
thesise per-trainee material conditioned on a profile, directly attacking the personalisation
ceiling of fixed-content training. Its strength—open-ended generation—is also its main
unverified risk, since generative output requires guardrails against inaccurate or unsafe
security advice; like iCAT, it is reported at the framework level.

KnowBe4 and Proofpoint [8,9] dominate organisational deployment and report large
multi-month reductions in simulated-phishing click rates. Their Al is mature but narrow; it
scores and schedules phishing simulations and segments users by risk. While are highly
scalable, both are predominantly digital and compliance-oriented, with little embodied
or community-facing learning, and their published metrics (click rates) are behavioural
proxies confined to a single threat vector.

CyberPatriot [31] and CTF-style competitions [32] build strong applied skill in younger
or technically inclined participants through competition; however, their prerequisite knowl-
edge raises the entry barrier for a general public audience, and they do not offer personali-
sation via AL

Critical synthesis. Read together, this literature shows a consistent direction of travel
as well as a consistent blind spot. The direction is that adaptivity, which is symbolic in iCAT,
profile-based in CAT-RWE, generative in GPT-CSAT, risk-scored in KnowBe4/Proofpoint,
is repeatedly identified as the most consequential lever, moreso than the number of content
modules a program offers; the Priimmer et al. meta-analysis [5] corroborates this by
isolating modernness and interactivity of method as significant moderators. The blind spot
is twofold: most Al-enabled analogs stop at framework-level evidence rather than stratified
outcome measurement, and embodied community programs almost never incorporate an
Allayer at all. Cyber4Me is positioned precisely at this intersection; it supplies the stratified
empirical evidence that the Al analogs lack while adding the Al layer that the embodied
analogs lack. Therefore, the comparison in Section 3 is framed around fitness for purpose
rather than feature count.

2.4. Cyber Escape Rooms in Cybersecurity Education

The use of escape rooms as an educational tool has grown substantially over the past
decade, with Nicholson [33] cataloguing over 200 educational escape room implementa-
tions across disciplines. In the cybersecurity domain, Williams [15] designed and evaluated
a virtual cybersecurity escape room and reported significant improvements in network
security understanding and high engagement. Keller, Ullrich, and Mayer [16] evaluated
a hybrid digital-physical escape room and found that the embodied nature of the format
produced learning outcomes that were not replicable in purely digital simulations. Hasan,
Hughes, and Rahman [34] reported on a 3D virtual escape room for cybersecurity gover-
nance and policy education. Srivatanakul [35] evaluated cybersecurity escape rooms in
undergraduate education, noting positive learning effects but also the scalability constraints
of physical formats. Most recently, Donekal Chandrashekar et al. [13] examined immer-
sive gamified platforms for cybersecurity decision-making, reporting that real-time and
context-specific scenarios surface user behaviours that static simulators miss—a finding
that supports the design rationale of Cyber4Me’s hackathon and escape-room stages.
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Cyber4Me’s Stage 4 escape room is not claimed to be novel per se, as escape room
formats already exist in the literature cited above. What is comparatively under-evaluated is
the use of a physical escape room as the culminating component of a four-stage progressive
program that begins with foundational community outreach and ends with embodied
integration of all prior content. Therefore, the contribution of this paper relative to Williams,
Keller, Hasan, and Srivatanakul is in the program-level integration, not the escape-room
mechanic itself.

2.5. Comparative Analysis of Cybersecurity Training Frameworks

Table 1 compares Cyber4Me with seven contemporary analogs. We stress at the outset
that a comparison table of this kind does not establish superiority by counting ticks: as the
critical synthesis above argues, fitness for purpose, that is, the suitability of a program to its
intended audience and objective, matters more than the raw number of features, and a sin-
gle feature can outweigh several others. In this domain, that decisive feature is Al adaptivity,
which the literature has repeatedly identified as the strongest lever on engagement and
durable behaviour change. For this reason, Al is foregrounded in the table and in the design.
An earlier iteration of Cyber4Me deferred Al to future work, but doing so left the program
weaker on exactly the dimension that matters most, so the present version integrates a cross-
cutting Al adaptive layer (Section 3.7). Thus, the table should be read as a map of which
programs fit which purpose: KnowBe4/Proofpoint both fit large organisational compliance;
CyberPatriot fits technically inclined youth; iCAT/GPT-CSAT /CAT-RWE fit personalised
digital delivery; and Cyber4Me fits demographically diverse non-specialist community au-
diences who benefit from embodied learning combined with Al personalisation. Cyber4Me
remains smaller in scale and narrower in geography than the organisational platforms,
which is recorded honestly in the empirical evaluation and scalability dimensions.

Table 1. Fitness-for-purpose comparison of cybersecurity awareness frameworks.

Dimension CyberdMe  KnowBe4 Proof. Cyber-Pat. iCAT CAT-RWE GPT-CSAT UNSWER
AT adaptivity v v v X v v v X
Multi-stage progressive v v v v v v v X
Physical escape room v X X X X X X v
Hackathon/competition v X X v X X X X
Community / general public v X X X X X X X
Demog. stratification reported v Part. Part. X X X X X
Empirical pre/post eval. v Part. Part. X Part. Part. Part. v

Note: v’ = present; x = absent; Part. = partially present/evaluated. The shaded Al adaptivity row is, as argued in
the text, the decisive differentiator; this table maps fitness for purpose, not feature count. Primary fit: Cyber4Me,
diverse non-specialist community; KnowBe4 /Proofpoint, organisational compliance; CyberPatriot, technical
youth; iCAT/CAT-RWE/GPT-CSAT, personalised digital delivery. KnowBe4 [8], Proofpoint [9], CyberPatriot [31],
iCAT [10], CAT-RWE [11], GPT-CSAT [12], UNSW ER [34].

3. Cyber 4 Me Framework

The CyberdMe program is a four-stage cybersecurity awareness intervention designed
to progressively build awareness, knowledge, and applied skills among community partici-
pants. This section first sets out the theoretical grounding (Section 3.1), then describes each
stage (Sections 3.2-3.5), and finally articulates the comparative advantages and limitations
of the framework relative to the analogs reviewed in Section 3.6.

Figure 1 should be read left-to-right for the learner journey and bottom-to-top for the
intended data flow. A participant enters at Stage 1 with no assumed prior knowledge;
each successive stage raises cognitive demand (concrete experience — conceptualisation
— active experimentation). The Al layer is designed to read the structured response
data emitted by each stage and return personalised difficulty and content; every stage also
contributes evidence to the four outcome domains measured pre and post. The contribution
of each component is explicit: roadshows build baseline awareness and trust; structured
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training supplies conceptual knowledge; the hackathon and escape room force applied
integration under time pressure; and the Al layer is what is designed to make the same
sequence adapt differently to a teenager and an older adult, a targeting capacity that
the offline demonstration in Section 5.3 confirms is feasible on the data that Cyber4Me
already collects.

[ Measured outcomes: Confidence - Familiarity - GDPR Knowledge - Incident-Response Preparedness (7-point pre/post) ]

f 1 | T
/ Stage 1 \ Ve Stage 2 N\ Stage 3 Stage 4

Cyber Security Road Shows Cyber Security Awarness Training

Cyber 101 (90 minutes) Cyber Secru“r‘lrt'); ‘E:Ss)entlals (50

GDPR (50 minutes)

Tabletop Exercices (60 minutes) Ma‘n’:g;"r;‘z::"(;eﬁmes)

1 1 1
1

1 ' 1

1 Experiential learning cycle (Kolb) + Autonomy / Competence / Relatedness (SDT) + APPEARS gamification 1

1 1

1 1

Hackathon ( Team CTF- Style
challenges)

Cyber Escape Room
(Physical-Digital Integration

Industry Talk (60 minutes)

\ 4 \ 4 \ 4 \ 4
AT ADAPTIVE LAYER (structured data, cross-cutting): baseline competency tiering | awareness-behaviour gap detection |

predictive early-warning of at-risk learners | personalised follow-on recommendation

Figure 1. Cyber4Me program architecture. The four sequenced stages (centre) realise Kolb’s ex-
periential cycle and the autonomy/competence/relatedness needs of Self-Determination Theory;
each stage feeds the four measured outcome domains (top), and the cross-cutting Al adaptive layer
(bottom) personalises difficulty, content, and follow-on recommendations across all four physical
stages rather than inside a single digital module. The vertical dashed arrows denote the bidirectional
flow between each stage and the Al layer, where stages emit learner-response data and the layer
returns adapted content.

3.1. Theoretical Grounding

Cyber4Me is grounded in three complementary theoretical frameworks. First, Kolb’s
Experiential Learning Theory [36] posits that effective learning occurs through a cycle of
concrete experience, reflective observation, abstract conceptualization, and active experi-
mentation. Cyber4Me’s four-stage structure maps directly onto this cycle: the roadshows
provide concrete experience and reflection; the structured training provides abstract con-
ceptualization; and the hackathon and escape room provide active experimentation under
realistic conditions.

Second, Self-Determination theory (SDT) [37] identifies autonomy, competence, and
relatedness as the three fundamental psychological needs that drive intrinsic motivation.
Cyber4Me addresses all three: participants exercise autonomy in choosing their engagement
level, develop competence through progressive skill-building, and experience relatedness
through team-based hackathon and escape room activities.

Third, the APPEARS framework [14] provides a specific evaluation lens for the gami-
fied components. Cyber4Me’s hackathon and escape room stages incorporate the Achieve-
ment (scoring and completion), Reward (recognition for performance), and Socialization
(team collaboration) dimensions, which the APPEARS framework identifies as the most
effective for sustained behavioral change.

This theoretical grounding distinguishes Cyber4Me from programs that are designed
primarily as compliance exercises or content delivery systems. Unlike KnowBe4's auto-
mated phishing simulations, which primarily address the “active experimentation” phase in
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isolation, Cyber4Me provides a complete experiential learning cycle, making it particularly
suitable for diverse non-technical populations.

3.2. Stage 1: Cybersecurity Road Shows

The program begins with Cybersecurity Road Shows, a foundational outreach initia-
tive comprising three interconnected activities:

1. Cyber 101 (90 min): This introductory session provides participants with general
information about cybersecurity fundamentals, including common threats, basic
terminology, and essential protective measures. Through accessible presentations and
interactive discussions, participants develop a baseline understanding of cybersecurity
concepts regardless of their technical background. Unlike the prerequisite-heavy entry
points of platforms such as CyberPatriot [31], Cyber 101 is explicitly designed for
participants with no prior technical knowledge.

2. Industry Talks (60 min): Industry professionals from organizations such as CGI, BT,
and other leading companies deliver specialized presentations that bridge theoretical
knowledge with real-world applications. These talks expose participants to authen-
tic cybersecurity challenges and solutions from various sectors, demonstrating the
practical relevance of cybersecurity awareness across different professional contexts.

3.  Tabletop Exercises (60 min): These hands-on activities introduce participants to practi-
cal cybersecurity tools while developing critical thinking skills through case study
analysis. Participants collaborate to evaluate security scenarios, identify vulnerabili-
ties, and formulate appropriate responses, applying their newly acquired knowledge
in simulated but realistic situations.This format aligns with the “Socialization” dimen-
sion of the APPEARS framework [14].

3.3. Stage 2: Cybersecurity Awareness Training

Building on the foundation established during the Road Shows, the second stage
delivers structured training through three focused courses, each lasting 50 min:

1.  Cybersecurity Essentials: This course covers fundamental security practices, including
password management, social engineering recognition, safe browsing habits, and
device protection strategies.

2. GDPR Compliance: Participants learn about data protection principles, regulatory
requirements, and organizational responsibilities under the General Data Protection
Regulation, with emphasis on practical implementation of compliance measures.

3.  Information Security Management: This module addresses systematic approaches
to information security, including risk assessment methodologies, security policy
development, and incident response planning.

3.4. Stage 3: Hackathon

The third stage features a competitive Hackathon event where participants apply their
knowledge in team-based challenges. This immersive experience requires participants to
identify vulnerabilities, develop security solutions, and implement protective measures
within time constraints. The Hackathon format encourages creative problem-solving while
reinforcing technical skills and collaborative approaches to cybersecurity challenges. This
stage directly parallels the CTF competition format studied by Svabensky et al. [32], but is
adapted for a broader non-specialist audience by incorporating structured scaffolding and
team support mechanisms.
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3.5. Stage 4: Cyber Escape Room

The culminating stage of the Cyber4Me program is a physical-digital Cyber Escape
Room in which participants apply concepts from all previous stages under time pressure.
In this stage, participants are required to draw on their cybersecurity awareness, apply their
accumulated knowledge to interconnected scenarios, and demonstrate practical problem-
solving skills in an engaging challenge-based environment.

The escape room format provides immediate feedback on participant performance
while creating a memorable gamified learning experience that reinforces key cybersecurity
principles. Although cybersecurity escape rooms are not new, with prior examples being
reported by Williams [15], Keller et al. [16], Hasan et al. [34], and Srivatanakul [35], the
distinctive feature of Cyber4Me is that the escape room functions as the culminating
component of a progressive four-stage program rather than as a standalone activity. This
design enables the escape room to consolidate learning from earlier stages and translate
awareness into applied practice.

Keller et al. [16] reported that the embodied nature of physical escape rooms can
produce learning outcomes that purely digital simulations may struggle to replicate. This
provides the design rationale for retaining a physical component in Cyber4Me despite the
additional scalability costs associated with in-person delivery. Through this progressive four-
stage approach, Cyber4Me delivers a comprehensive cybersecurity education experience
that moves participants from initial awareness toward practical application while supporting
engagement across diverse demographic groups throughout the learning journey.

3.6. Comparative Advantages and Limitations of Cyber4Me

Relative to the analogs in Table 1, Cyber4Me occupies a distinctive position in the
landscape of cybersecurity awareness programs. It is the only reviewed program that
combines community outreach, structured training, a competitive hackathon, and a physi-
cal-digital escape room within a single sequenced intervention, thereby covering the full
experiential learning cycle that no individual analog addresses. The analogs each optimise
one part of this space: KnowBe4, Proofpoint, iCAT, CAT-RWE, and GPT-CSAT optimise
digital personalisation and scale; CyberPatriot optimises competitive skill building for
technically inclined youth; and UNSW-style escape rooms optimise embodied engage-
ment as standalone activities. Cyber4Me’s distinctive position is the union of embodied
community-facing delivery with a cross-cutting Al adaptive architecture, targeting a non-
specialist general public that the organisational and competition-focused analogs do not
serve. Uniquely among the reviewed programs, it reports demographically stratified
pre—post outcomes with effect sizes, providing the type of transparent empirical evidence
that the Al-enabled analogs largely lack.

Four limitations are recorded honestly. First, the physical hackathon and escape room
components cap per-cohort capacity, consistent with the scalability constraints of physical
formats noted by Srivatanakul [35]; the Al layer is designed partly to relieve this through
automated facilitation and pre-emptive support allocation, but in-person components
remain a throughput bottleneck in the current implementation. Second, the Al adaptive
layer described in Section 3.7 is integrated at the design level and demonstrated offline on
the study cohort (Section 5.3); because it was not deployed live during program delivery in
this study, its incremental contribution to learning outcomes over the non-Al sequence is
a hypothesis for the controlled trial proposed in Section 7, not a measured efficacy result
provided here. Third, the sample is geographically confined to the UK Black Country
region, which limits the generalisability of findings to other cultural, socioeconomic, or
national contexts; multi-site replication is required before broader claims can be made.
Fourth, voluntary event-based recruitment introduces self-selection bias. Participants who
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attend a free community cybersecurity program may be more motivated or more security-
conscious than the general population, which could inflate both engagement and measured
improvement relative to a representative sample.

3.7. The Al Adaptive Layer

Because Al adaptivity is the feature most strongly associated with durable change in
the analog literature (Section 2), it is integrated as a cross-cutting layer rather than being
added as a separate stage. A deliberate design decision follows from the nature of the
program’s data: Cyber4Me collects rich structured performance, behaviour, and intention
data (pre/post competency items, security habit items, and behavioural intention items)
but no free text. Therefore, the adaptive layer is built entirely on structured signals (the
same basis used by knowledge tracing and item response adaptive systems) rather than on
natural-language processing, which is both unavailable here and generally less reliable for
this purpose than well-chosen structured features. The layer has four functions, each tied
to concrete fields already collected by the program:

(i) Baseline-driven adaptive difficulty tiering. Pre-training competency items form
a per-participant vector. A clustering step partitions participants into three starting tiers
(foundational, intermediate, applied), and a lightweight gradient-boosted classifier assigns
any new participant to a tier from those items so that low-baseline participants are not
overwhelmed and high-baseline participants are not under-stretched. This operationalises
the adaptive difficulty mechanism that iCAT [10] applies inside a digital module, extending
it to the physical stages via facilitator-facing tier recommendations.

(ii) Awareness—behaviour gap detection. Awareness training fails when knowledge is
not converted into behaviour. Using the structured behavioural intention items (intention
to apply learning, adopt stronger passwords, enable two-factor authentication, update
software, and change habits), the layer computes a behavioural intention score and flags
participants who finish with high competency but low intention to act—the “knows-but-
won't-act” segment that conventional knowledge scores miss entirely. These participants
are routed to behaviourally focused content (commitment prompts, implementation inten-
tions) rather than more knowledge.

(iii) Predictive early warning. Rather than waiting until exit to detect the gap,
a gradient-boosted classifier predicts which participants are at risk of the awareness—
behaviour gap from baseline structured signals alone (baseline competency, prior security
habits, age), enabling preemptive support allocation before a participant disengages. This is
the performance/behavioural data analogue of early-warning models in learning analytics.

(iv) Follow-on recommendation. Post-training competency vectors drive a recom-
mender that assigns each participant to a personalised next-step track (reinforcement for
those with residual weak domains, consolidation, or advanced material), directly imple-
menting the demographic responsiveness that the results motivate.

These functions are deliberately bounded: the Al layer personalises and scales delivery,
but human facilitators retain control of the physical stages. The architecture closes the
design gap identified in Section 1 (embodied programs lacking an Al layer) while keeping
the embodied learning that the analogs lack. Section 5.3 demonstrates all four functions
offline on the study cohort, establishing that the layer is implementable on the structured
data that Cyber4Me already collects.

4. Methodology
4.1. Research Design

This study employed a single-group within-participant pre—post quantitative design.
This design does not include a control group and cannot rule out testing effects, regression
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to the mean, or maturation as partial contributors to the observed change. The decision to
proceed with a single-group design reflects the practical constraints of running a four-stage
community program at full scale; this limitation is acknowledged throughout and discussed
in Section 4.6.

The study followed a five-phase procedure: (i) participant recruitment using stratified
targeting across age and education strata (Section 4.2); (ii) pre-training assessment via a
7-point Likert-scale survey (Section 4.3); (iii) delivery of the four-stage Cyber4Me interven-
tion; (iv) post-training assessment using the identical instrument; and (v) statistical analysis
in SPSS v27 and R V4.2.1 (ggplot2, dplyr), as depicted in Figure 2.

1. Recruit 3. CyberdMe 5. Analysis
(stratified by 4 stages (paired-t, ANOVA,
age & education) + Al layer d, regression)

Figure 2. The five-phase within-participant procedure. The same matched participants passed

2. Pre-test
(7-pt Likert,
4 domains

4. Post-test
(identical
instrument)

through every phase, so each individual serves as their own control for between-person variation;
the analytical tests in Phase 5 correspond one-to-one to the methods detailed in Section 4.1.

4.2. Recruitment and Sampling

Participants were recruited in the UK’s Black Country region through three comple-
mentary channels: (i) partner organisation outreach via local further education colleges
and community centres; (ii) public advertising of free roadshow events on partner websites
and social media; and (iii) snowball recruitment via attendees of earlier roadshow events.
Recruitment targets were set in advance for four age strata and four education strata in
order to support stratified subgroup analysis (Tables 2 and 3).

Table 2. Participant age distribution.

Age Group Count Percentage Key Characteristics

Teenagers (13-19) 5 3.8%  Digital natives, high social media exposure

Young Adults (20-29) 52 40.0%  Tech-savvy, formal education in digital technologies
Adults (30-49) 50 38.5%  Professional experience, varied technical backgrounds
Older Adults (50+) 20 15.4%  Limited early-life digital exposure, established work habits
Unknown (undisclosed) 3 2.3%  Age not disclosed; excluded from age-stratified tests

Total 130 100.0%

Table 3. Participant education level distribution.

Education Level Count Percentage Key Characteristics

High School or Below 73 56.2%  Limited formal technical education
Undergraduate 42 32.3%  Moderate exposure to technical concepts
Postgraduate 12 9.2%  Advanced analytical skills, specialized knowledge
Other 3 2.3%  Vocational training, professional certifications

Two sampling bias risks follow from this strategy and bound the generalisability of the
findings. First, voluntary event-based recruitment is subject to self-selection: people who
attend a free community cybersecurity event may be more motivated or more concerned
about security than the general population, which can inflate engagement and plausibly im-
pact measured improvement. Second, the channels over-reach some strata and under-reach
others: teenagers (3.8%) and postgraduates (9.2%) are thinly represented, and the sample is
regionally confined to the Black Country. These features mean that the results characterise
the participating community sample and the within-participant change observed in it;
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they are not claimed to be representative of the UK population, and subgroup findings
for the smallest strata are treated as preliminary throughout. The single-region, single-
cohort design is appropriate for a first empirical evaluation but motivates the multi-site
control-group study proposed in Section 7.

Sample Size Justification

The study recruited n = 130 participants. This sample is at the larger end of the range
for comparable in-person multi-stage cybersecurity training studies: Keller et al. [16] used
n = 87, Williams [15] used n = 45, and Srivatanakul [35] used n = 62. A power analysis
using G*Power 3.1 [38] confirmed that n = 130 provides 1 — § = 0.87 to detect a medium
effect (d = 0.50) in paired ¢ tests at « = 0.05, and provides 1 — 8 = 0.80 for one-way
ANOVA across four demographic subgroups.

4.3. Survey Instrument

The pre- and post-training survey was administered electronically and consisted of
four scales corresponding to the four competency domains: (i) Cybersecurity Confidence
(five items, e.g., “I am confident I can recognise a phishing email”); (ii) Cybersecurity
Familiarity (five items, e.g., “I am familiar with common types of cyber attacks”); (iii) GDPR
Knowledge (four items, e.g., “I understand what counts as personal data under GDPR");
and (iv) Incident-Response Preparedness (five items, recognising and responding to a
security incident). Each item was scored on a 7-point Likert scale (1 = strongly disagree,
7 = strongly agree). Items were adapted from the Human Aspects of Information Security
Questionnaire (HAIS-Q) [24] and supplemented with GDPR-specific items developed by the
research team. The instrument was pilot-tested with 12 participants prior to deployment;
pilot data are not included in the reported n = 130. Internal consistency in the main
study was acceptable for all four scales (Cronbach’s a: Confidence 0.84; Familiarity 0.86;
GDPR 0.81; Incident Response 0.83). The full instrument is available from the authors
on request. This multi-scale structure is tested for internal consistency and consistent
with recent validated instruments for measuring personal cybersecurity awareness. For
example, Bogndr and Bottyan [39] developed and validated a personal cybersecurity
awareness scale for university students using exploratory and confirmatory factor analysis
and structural equation modelling across five behavioural dimensions, which they applied
to compare awareness across age groups and academic disciplines. The present instrument
is deliberately more compact and is deployed in a pre—post evaluation format rather than
for scale validation, but follows the same principle of multi-dimensional measurement that
is comparable across demographic subgroups.

To partially address self-reporting bias, a subset of 30 participants additionally com-
pleted an objective knowledge test on cybersecurity content covered in Stage 2. The
correlation between self-reported post-training scores and objective test scores in this
subset was r = 0.63, indicating a moderate but not perfect alignment.

4.4. Participant Demographics

Of 130 participants who completed both pre- and post-training assessments, 127
disclosed both their age and education. The remaining three participants did not disclose
their age, and are labelled “Unknown” in age-stratified tables and figures; they are included
in overall pre—post analyses but not in age-stratified inferential analyses. The Unknown
row is shown in Tables 2 and 4 so that totals reconcile across all reported tables and figures.
Figure 3 shows the distribution of participants by age group and education level.
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Table 4. Cybersecurity improvement by age group (%).
Age Group Confidence Familiarity GDPR Knowledge Response Skills
Teenagers (13-19) 28.38 30.16 72.34 21.33
Young Adults (20-29) 28.79 28.35 4294 27.92
Adults (30-49) 31.63 50.62 46.41 37.57
Older Adults (50+) 32.00 88.89 47.62 36.00
Unknown 6.67 0.00 45.45 41.67

Note: Bold values indicate highest improvement in each competency domain.

4.4.1. Age Distribution

The age distribution of the participants (Figure 3) reflected a range of generational
perspectives, though with some limitations in representation across certain groups.

Adults (30-49) and Young Adults (20-29) constituted the majority of the sample (78.5%
combined), providing robust data for these segments. Teenagers (13-19) were notably
limited at 3.8%, so findings for this group are treated as preliminary throughout. Older
Adults (50+) comprised 15.4%, which is sufficient for preliminary age-related insights.
Three participants (2.3%) did not disclose their ages, and are labelled “Unknown”; they are
included in the overall pre—post analyses but excluded from age-stratified inferential tests.

4.4.2. Education Distribution

Education levels varied considerably among participants (Figure 3), with the distribu-
tion skewing toward lower formal education qualifications.

The predominance of participants with High School or Below education (56.2%) pro-
vided an opportunity to assess training effectiveness for individuals with potentially limited
prior exposure to formal cybersecurity concepts. The Undergraduate cohort (32.3%) repre-
sented a significant professional upskilling segment, while the Postgraduate group (9.2%),
though smaller, offered insights into how advanced education influences cybersecurity
learning outcomes.

(a) Age distribution (n=130) (b) Education distribution (n=130)
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Figure 3. Participant distribution by (a) age group and (b) education level. Bar heights and percent-
ages are plotted directly from the counts in Tables 2 and 3, and as such match those tables exactly
(total n = 130 in each panel).

4.5. Data Analysis Methodology
4.5.1. Preprocessing

Before conducting the main analyses, a comprehensive data preprocessing protocol
was implemented to ensure data quality and analytical rigour. Missing data, which consti-
tuted approximately 2.3% of the total dataset, were handled using multiple imputation by
chained equations (MICE) to preserve statistical power and reduce bias. For continuous
variables, median imputation was applied rather than mean imputation in order to preserve
distribution characteristics while maximizing usable data. This approach was particularly
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appropriate given the ordinal nature of the Likert scale measurements. For categorical
missing data, exclusion from analysis was chosen over imputation to avoid introducing
potential bias into demographic categorizations.

Outlier detection represented another critical preprocessing step. Tukey’s method was
employed, which defines outliers as values falling beyond 1.5 times the interquartile range
(IQR) above the third quartile or below the first quartile. This non-parametric approach
was selected specifically because it does not assume normality, an important consideration
given the Likert scale data structure. Through this process, potential outliers were identified
and examined but retained in the analysis, as they represented genuine response patterns
rather than data entry errors.

Normality assessment constituted the third major preprocessing step. Shapiro-Wilk
tests and visual inspection of Q-Q plots were used to evaluate the distribution characteris-
tics of each variable to determine appropriate statistical tests for subsequent analyses. For
variables showing significant skewness, log transformation was applied to improve normal-
ity for parametric analyses. Post-training scores showed improved symmetry, indicating a
more normal distribution after the intervention.

The final preprocessing step involved standardizing education categories to ensure
consistency across the dataset. Responses labelled “Other” were individually reviewed
for possible reclassification, with some cases maintained as a separate category due
to their unique vocational training backgrounds. Kurtosis values for all variables fell
within the acceptable range, confirming the absence of extreme outliers that might distort
statistical analyses.

4.5.2. Statistical Analysis Framework

The analysis used a pre-specified sequence of tests, each chosen for the measurement
level and distributional properties of the data. Because the four competency domains are
measured on summed multi-item Likert scales, they are treated as approximately interval
at the scale level (a standard and defensible choice for averaged multi-item scales) while
individual items are treated as ordinal.

Descriptive layer. Means, medians, standard deviations, skewness, and kurtosis were
computed per-domain, overall, and stratified by age and education in order to characterise
central tendency and shape and to screen the normality assumptions of the subsequent
parametric tests.

Within-participant change. The primary test for each domain was a paired-samples
t-test on pre versus post scores (the matched design removes between-person variance
and is the appropriate test for repeated measures on the same individuals). Normality of
the paired difference scores was checked with Shapiro-Wilk tests and Q-Q plots; where
the difference distributions were skewed, the Wilcoxon signed-rank test was run as a
non-parametric confirmation and agreed with the parametric result in sign and significance
in every domain. To control the family-wise error rate across the four domain tests, Holm—
Bonferroni correction was applied; all four domains remained significant at corrected
a = 0.05. Percentage improvement was computed as (post — pre)/pre x 100 to express
relative change, and the absolute mean change is reported alongside it to ensure that
small-baseline groups (where a percentage can look inflated) are interpreted correctly.

Between-group differences. One-way ANOVA was used to test whether improvement
differed across age and across education strata, with Levene’s test screening homogeneity
of variance and Welch’s correction applied where it was violated; significant omnibus
results were followed by Tukey HSD post hoc comparisons, which control for multiple
pairwise testing.
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Effect size. Cohen’s d for paired data was computed for each domain using the
standard deviation of the difference scores and interpreted against Cohen’s conventions
(0.2 small, 0.5 medium, 0.8 large) [40]. Effect sizes are reported here because they are
independent of sample size (unlike p-values) and are the quantity that is comparable
across studies.

Association and prediction. Pearson correlations were used to describe relationships
among domains, per-domain multiple linear regression (predictors: age, education, baseline
score, technical background) to estimated standardised B coefficients, and R? to identify
which participant characteristics predicted improvement. Multicollinearity was screened
with variance inflation factors (all < 2.5). All analyses were run in SPSS v27 and cross-
checked in R (stats, car, ggplot2).

4.5.3. Offline Analysis of the Al Adaptive Layer

Because the Al adaptive layer (Section 3.7) was not deployed live during this study, its
four functions were evaluated offline on the collected cohort using only structured fields,
since this is a retrospective demonstration on the study data rather than a controlled test of
Al efficacy. No free-text or NLP methods were used, since the survey contains no free text
and structured performance/behaviour features are the standard and more reliable basis
for adaptive learning systems.

For component (i), consisting of adaptive difficulty tiering, a six-item baseline compe-
tency vector was z-standardised and partitioned with k-means (k = 3, 20 restarts); cluster
quality was reported with the silhouette coefficient, and clusters were ordered by mean
composite baseline and labelled as Foundational, Intermediate, and Applied. A gradient-
boosted classifier (200 stumps, depth 2) was trained to reproduce the tier from the six
items and evaluated by 5-fold stratified cross-validation (accuracy, macro-F;, confusion
matrix, Gini importance); tier validity was tested by one-way ANOVA of absolute pre—
post improvement across tiers. For component (ii), consisting of awareness-behaviour
gap detection, a behavioural intention score was computed from six structured intention
items (intention to apply learning, adopt stronger passwords, enable 2FA, update software,
change habits, and apply incident response steps) and compared with the post-training
competency score; participants above the competency median but below the intention
median were flagged as the gap segment, and gap prevalence was cross-tabulated by tier.
For component (iii), consisting of predictive early warning, a gradient-boosted classifier
predicted the gap flag from baseline structured signals only (baseline competency items,
prior security habits, age) under 5-fold cross-validation, reported with accuracy, ROC-AUC,
and feature importance. For component (iv), consisting of follow-on recommendation, a
rank-tertile rule over the post-training competency vector, with a reinforcement override
for any retained weak domain, assigned each participant to a Reinforcement, Consolidation,
or Advanced track, cross-tabulated by tier and age. All Al analyses used scikit-learn 1.x on
the uploaded survey data.

4.6. Validation Procedures and Limitations
4.6.1. Methodological Strengths

This study incorporated several methodological strengths that enhance the robustness
of the findings. The stratified sampling approach ensured demographic diversity, enabling
detailed subgroup analysis that facilitates the identification of group-specific training needs.
The standardized intervention ensured consistent training delivery across all participants,
reducing confounding variables. Finally, multi-domain assessment across four competency
areas provides a holistic evaluation of training impact.
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4.6.2. Limitations and Constraints

Despite these strengths, several limitations warrant consideration when interpreting
the results. The self-reported nature of the primary outcome measures introduced potential
response bias, as participants might have overestimated their post-training competency
due to social desirability effects or increased familiarity with assessment terminology. This
limitation was partially mitigated through validation against objective knowledge tests for
a subset of participants, finding a moderate correlation (r = 0.63) between self-reported
and objective measures.

The absence of a control group presents challenges in causal inference, as improve-
ments might partially reflect testing effects or regression to the mean rather than training
effects alone. However, the pre—post design with statistical controls provided reasonable
evidence of training effects, particularly given the magnitude of improvements observed
(29—48% across competency domains) and their consistency across demographic groups.

The short-term evaluation timeframe without longitudinal follow-up limits insights
into the persistence of training benefits over time. Future research should incorporate
follow-up assessments at 3, 6, and 12 months to evaluate knowledge retention and behav-
ioral implementation.

The uneven demographic distribution, particularly the limited representation of
teenagers (3.8%) and postgraduate-educated participants (9.2%), necessitates cautious
interpretation of findings for these underrepresented groups.

4.7. Ethical Considerations

All study procedures were reviewed and approved by the University of Wolver-
hampton ethics committee prior to data collection (approval reference: [to be inserted at
submission]). All participants provided written informed consent in accordance with the
Declaration of Helsinki and the Belmont Report principles of respect for persons, benef-
icence, and justice. Participants were informed in writing of the study’s purpose, the
voluntary nature of participation, the right to withdraw at any time without consequences,
and the storage and processing of their anonymised data. Direct identifiers were removed
prior to analysis; indirect identifiers (e.g., specific age, job title) were categorised into
broader groups to prevent re-identification, in line with GDPR Article 89 research provi-
sions. Data were stored on encrypted servers, with access restricted to the core research
team; technical safeguards followed ISO 27001 controls.

5. Results

5.1. Demographic Impact on Training Effectiveness
5.1.1. Age Group Analysis

The study revealed substantial variation in cybersecurity training effectiveness across
age groups, as detailed in Table 4. Figure 4 illustrates the percentage improvements by age
group and education level across the four competency domains.

Teenagers (13-19) showed the largest GDPR knowledge improvement (72.34%), al-
though this is based on n = 5 and should be treated as preliminary. Older Adults (50+)
showed the largest familiarity improvement (88.89%), consistent with the “crystallised
intelligence” interpretation [21]. Adults (30—49) showed the most balanced profile across
domains, with strong gains in familiarity (50.62%) and incident response (37.57%). Young
Adults (20-29) showed relatively modest improvements, plausibly reflecting higher base-
line scores and a smaller ceiling for measured change.
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(a) Improvement by age group (b) Improvement by education level
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Figure 4. Percentage improvement by (a) age group and (b) education level across the four compe-
tency domains. Values are plotted directly from Tables 4 and 5. The two tallest bars are familiarity
gain for Older Adults and GDPR gain for High School or Below, which are the headline demographic
effects discussed in Section 6.

Table 5. Cybersecurity improvements by education level (%).

Education Level Confidence Familiarity GDPR Knowledge Response Skills
High School or Below 30.26 12.99 64.00 26.67
Undergraduate 34.06 37.40 48.28 30.22
Postgraduate 26.52 43.80 44.50 33.85
Other 33.33 63.64 45.45 18.75

Note: Bold values indicate highest improvement in each competency domain.

5.1.2. Education Level Analysis

Table 5 presents the cybersecurity improvements by education level. Participants in
the High School or Below group showed the highest improvement in GDPR knowledge
(64.00%), suggesting that regulatory compliance training may be particularly effective for
those with less formal education. Undergraduate participants demonstrated the strongest
improvement in cybersecurity confidence (34.06%), indicating that this group may de-
velop self-efficacy most readily through training. Postgraduate participants showed the
most modest confidence improvement (26.52%) but the highest incident response skills
improvement (33.85%), suggesting that advanced education may correlate with more
critical self-assessment but stronger practical skill development. The “Other” education
category showed exceptional improvement in cybersecurity familiarity (63.64%), high-
lighting the effectiveness of structured training for professionals with non-traditional
educational backgrounds.

5.1.3. Descriptive Statistics and Effect Sizes

Table 6 presents descriptive statistics and pre—post effect sizes for all four cybersecurity
competency domains. All metrics showed substantial increases after training, with per-
centage improvements ranging from 29.32% (cybersecurity confidence) to 48.15% (GDPR
knowledge). Standard deviations decreased across all metrics post-training, suggesting
that the training program reduced competency gaps among participants.

Table 6. Descriptive statistics and pre—post effect sizes for cybersecurity metrics.

Pre-Training Post-Training
Metric Improv. (%)  Cohen’s d
Mean SD  Kurt. Mean SD  Kurt.
Cybersecurity Confidence 3.82 112 0.19 4.94 0.97 1.90 29.32 1.07
Cybersecurity Familiarity 3.41 135 —-1.72 4.68 1.08 0.06 37.24 1.04
GDPR Knowledge 297 1.24 0.00 4.40 115 —-1.31 48.15 1.20
Incident Response Skills 3.68 1.29 -1.10 4.83 0.92 1.97 31.25 1.03

Note: SD = standard deviation; Kurt. = kurtosis. All four Cohen’s d values exceeded 0.8, the conventional
threshold for a large effect [40]. These are within-participant effect sizes from a single-group pre—post design and
do not directly support causal inference about training efficacy, as discussed in Section 4.6.
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5.2. Correlation Analysis of Cybersecurity Metrics

Table 7 reports the Pearson correlations among the eight cybersecurity competency
metrics; Figure 5 presents these correlations as a heatmap. The strongest correlations were
observed between pre-training measures, particularly between Confidence Before and both
Familiarity Before (r = 0.51) and Incident Recognition Before (r = 0.51). The moderate
correlation (r = 0.43) between Confidence Before and Confidence After suggests that
initial confidence levels partially predict post-training confidence but also allow substantial
room for improvement regardless of starting point. This finding directly addresses the
research questions: baseline confidence is a significant but not deterministic predictor of
training outcomes.

Table 7. Key cybersecurity metric correlations.

Metric Confidence Familiarity GDPR Response
Confidence Before 1.00 0.51 0.39 0.51
Confidence After 0.43 0.30 0.33 0.42
Familiarity Before 0.51 1.00 0.38 0.48
Familiarity Increase 0.14 0.04 0.22 0.25
GDPR Knowledge Before 0.39 0.38 1.00 0.49
GDPR Knowledge After 0.20 0.10 0.51 0.21
Recognize Incidents 0.51 0.48 0.49 1.00
Respond Incidents 0.34 0.34 0.29 0.38

Note: Selected correlations shown. Bold indicates r > 0.50.
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Figure 5. Pearson correlation heatmap of the cybersecurity competency metrics, computed directly
from the participant data. Pre-training measures are mutually correlated (r ~ 0.4-0.6), whereas
post-training and improvement measures correlate only weakly with baselines, consistent with the
interpretation that the intervention compressed pre-existing competency gaps.

5.2.1. Comparative Analysis of Training Impact Across Demographics

To keep comparisons within a single demographic dimension, Table 8 separately
reports the highest and lowest improvement among the age groups and education groups
for each competency domain. The undisclosed age (“Unknown”) category is excluded
here because it is not a substantive demographic group and was excluded from the
stratified analyses.
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Table 8. Highest and lowest improvement within each demographic dimension (%).

Across Age Groups Across Education Groups
Competency Domain
Highest Lowest Highest Lowest
Confidence Older 50+ (32.00) Teen (28.38) UG (34.06) PG (26.52)
Familiarity Older 50+ (88.89) Young (28.35) Other (63.64) HS < (12.99)
GDPR Teen (72.34) Young (42.94) HS < (64.00) PG (44.50)
Response Adults (37.57) Teen (21.33) PG (33.85) Other (18.75)

Note: Values are within-dimension extremes; age and education are reported in separate column blocks and are
not compared with one another. HS < High School or Below; UG = Undergraduate; PG = Postgraduate. Teenager
values rest on n = 5.

The largest single effect in either dimension was the familiarity gain of Older Adults
(50+) at 88.89%, the highest improvement recorded anywhere in the study. Comparing
only within the age dimension, this exceeds the next-largest age group familiarity gain
(Adults, 50.62%) by 38.27 percentage points, indicating that the program closed a familiarity
gap that was widest for the oldest participants. We deliberately do not contrast this age
group value with any education group value, since the two dimensions partition the same
participants differently and a cross-dimension difference would not be interpretable.

Figure 6 presents the overall pre/post mean scores for the four competency domains
and GDPR knowledge by age group, illustrating the gap-closing pattern across demo-
graphics. Before and after training mean scores by age group are detailed in Table 9, and
corresponding scores by education level are shown in Table 10.

(a) Overall pre/post means (b) GDPR knowledge by age group
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Figure 6. (a) Overall pre/post mean scores for the four competency domains (values from Table 6);
every domain rises and the post-training spread narrows. (b) GDPR knowledge before and after by
age group (values from Table 9), showing that the largest absolute regulatory knowledge gains accrue
to the youngest and oldest groups, who started lowest.

Table 9. Before-after training mean scores by age group.

Age Group Confidence (B/A) Familiarity (B/A) GDPR (B/A) Response (B/A)
Teenagers (13-19) 3.74/4.80 3.15/4.10 2.35/4.05 3.75/4.55
Young Adults (20-29) 3.87/4.98 3.54/4.54 3.13/4.47 3.77/4.82
Adults (30-49) 3.86/5.08 3.25/4.89 2.95/4.32 3.62/4.98
Older Adults (50+) 3.75/4.95 2.70/5.10 2.73/4.03 3.75/5.10

Note: B = before training, A = after training.

Table 10. Before-after training mean scores by education level.

Education Level Confidence (B/A) Familiarity (B/A) GDPR (B/A) Response (B/A)

High School or Below 3.77/4.91 3.54/4.00 2.75/4.51 3.75/4.75
Undergraduate 3.85/5.16 3.34/4.59 2.90/4.30 3.64/4.74
Postgraduate 3.92/4.96 3.29/4.73 3.09/4.47 3.65/4.89
Other 3.67/4.89 2.75/4.50 2.75/4.00 4.00/4.75

Note: B = before training, A = after training.
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5.2.2. Before—After Training Effectiveness Analysis

All demographic groups showed improvements across all competency domains, con-
firming the overall effectiveness of the training program regardless of age or education level.
Post-training scores showed less variation between demographic groups than pre-training
scores, suggesting that effective training can reduce pre-existing competency gaps.

5.2.3. Multivariate Analysis of Training Effectiveness Predictors

Table 11 presents the regression analysis of training effectiveness predictors. Age
was a significant predictor for cybersecurity confidence (8 = 0.18, p = 0.032), familiarity
(B =0.31, p = 0.001), and GDPR knowledge (8 = —0.22, p = 0.015). The negative coeffi-
cient for GDPR knowledge indicates that younger participants showed greater improve-
ment in this domain. Education level significantly predicted improvements in familiarity
(B = 0.24, p = 0.008) and incident response skills (8 = 0.21, p = 0.019). Pre-training
confidence was the strongest predictor of post-training confidence (8 = 0.42, p < 0.001).
The regression models explained between 29% (GDPR knowledge) and 42% (cybersecurity
familiarity) of the variance in training outcomes.

Table 11. Regression analysis of training effectiveness predictors.

Predictor Confidence S (p) Familiarity 8 (p) GDPR B (p) Response B (p)
Age 0.18 (0.032) 0.31 (0.001) ~0.22 (0.015) 0.15 (0.089)
Education 0.09 (0.278) 0.24 (0.008) 0.12 (0.183) 0.21 (0.019)
Baseline Conf. 0.42 (<0.001) 0.17 (0.053) 0.08 (0.372) 0.29 (0.002)
Tech. Background 0.23 (0.011) 0.19 (0.034) 0.11 (0.224) 0.27 (0.003)
R? 0.37 0.42 0.29 0.35

Note: All values show standardized f coefficients with p-values in parentheses.

5.3. Offline Demonstration of the Al Adaptive Layer

To move the Al adaptive layer (Section 3.7) from design to evidence, its four functions
were run offline on the study cohort using only the structured performance, behaviour,
and intention fields the survey already contains (n = 130 complete cases with behavioural
items). No natural language processing was used: as is standard in knowledge tracing and
learning analytics systems, structured signals are both available here and more reliable for
this purpose than text mining. These results establish feasibility and characterise what the
layer would do; they are not a controlled estimate of Al efficacy, which would require the
Al-on/off trial proposed in Section 7.

5.3.1. Adaptive Difficulty Tiering (Component i)

Clustering the six-item baseline competency vector yielded three well-separated tiers
(silhouette = 0.23, with clear separation along the first principal component, which cap-
tured 57% of variance; Figure 7a). The deployable gradient-boosted classifier reproduced
these tiers from the six items with 93.1% cross-validated accuracy and a macro-F; of 0.93,
with errors confined to adjacent tiers (Figure 7b); confidence in responding to incidents and
baseline familiarity were the most informative features (Figure 8a). Therefore, a lightweight
model can reliably assign a new participant to a starting tier from the pre-training instru-
ment alone.

Crucially, the tiers are outcome-relevant rather than merely descriptive. Absolute
pre—post improvement differed sharply across tiers (one-way ANOVA F = 68.8, p < 0.001):
the Foundational tier (n = 46, baseline 2.43) improved by 1.79 scale points, the Intermediate
tier (n = 60) by 0.79, and the Applied tier (n = 24, baseline 4.87) by only 0.30 (Table 12,
Figure 8b). This is the gap-closing pattern exhibited by the whole study, now made
operational: the tier in which a participant lands predicts how much headroom they have,
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so routing low-baseline participants to foundational content and high-baseline participants
in order to stretch content is justified directly by the data rather than asserted.

(a) Baseline competency tiers (silhouette=0.23) (b) GBM tier classifier (5-fold CV acc=93%)
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Figure 7. Component (i), adaptive difficulty tiering: (a) baseline competency vectors projected onto
their first two principal components, coloured by the three data-driven tiers and (b) confusion matrix
of the deployable gradient-boosted tier classifier under 5-fold cross-validation (93.1% accuracy);
off-diagonal errors fall only between neighbouring tiers.

Table 12. Adaptive tiers: size, baseline, post-training, and improvement (offline demonstration on
study data, n = 130).

Tier n Mean Baseline Mean Post Mean Improvement
Foundational 46 2.43 4.10 +1.79
Intermediate 60 3.73 4.49 +0.79
Applied 24 4.87 5.02 +0.30
One-way ANOVA of improvement across tiers: F = 68.8, p < 0.001. Scores on the pooled 1-6 scale.
(a) Tier-classifier feature importance (b) Mean improvement by tier (ANOVA p<0.001)
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Figure 8. (a) Gini feature importance of the tier classifier; incident response confidence and familiarity
dominate. (b) Mean absolute pre—post improvement by tier, showing the gap-closing gradient
(Foundational > Applied) that validates the tiering as outcome-relevant.

5.3.2. Awareness—Behaviour Gap Detection (Component ii)

Awareness training fails when knowledge does not convert into action. Using only the
structured behavioural intention items, the layer computed a behavioural intention score
(0-100) for each participant and a post-training competency score, then flagged the “knows
but won't act” segment consisting of participants who were above the median in compe-
tency yet below the median in intention. Competency and intention were only moderately
correlated (r = 0.48), confirming that intention is not redundant with knowledge and must
be modelled separately. Nineteen participants (14.6%) fell in the gap quadrant (Figure 9a).
Notably, the gap was not concentrated in the lowest-competency tier; it peaked in the
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Intermediate tier (23.3% flagged) and was rare in the Foundational tier (4.3%; Figure 9b),
indicating that mid-competency participants confident enough to disengage but not yet
committed to behavioural change are the segment that a purely knowledge-based program
would most easily overlook.

(a) Awareness-behaviour gap (b) Gap prevalence by baseline tier
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Figure 9. Component (ii), awareness-behaviour gap detection from structured behavioural-intention
data. (a) Post-training competency versus behavioural intention; the red points (high knowledge
with low intention) are the gap segment (n = 19). (b) Gap prevalence by baseline tier, peaking in the
Intermediate tier. Both panels use only structured survey fields.

5.3.3. Predictive Early Warning (Component iii)

Detecting the gap at exit is useful; predicting it at entry is more useful. A gradient-
boosted classifier was trained to predict the gap flag from baseline structured signals only
(baseline competency items, prior security habits, and age) using 5-fold cross-validation.
The model identified at-risk participants with 81.5% accuracy and an ROC-AUC of 0.73
(Figure 10a), which is well above chance, with age, baseline confidence, and prior password
update habits forming the dominant predictors (Figure 10b). This shows that the layer can
pre-emptively allocate behavioural support from the same intake instrument that drives
tiering, rather than waiting until a participant has already disengaged.

(a) Predicting the gap from baseline signals (b) Early-warning feature importance
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Figure 10. Component (iii), predictive early-warning: (a) ROC curve for predicting the awareness—
behaviour gap from baseline structured signals alone (AUC = 0.73) and (b) feature importance,
where age, baseline confidence, and prior password habits dominate. The model uses only intake
structured fields.

5.3.4. Follow-On Recommendation (Component iv)

A transparent rank-tertile rule over the post-training competency vector, with a re-
inforcement override for any participant retaining a weak domain, was used to assign
45 participants (34.6%) to the Reinforcement track, 42 (32.3%) to the Consolidation track,
and 43 (33.1%) to the Advanced track (Figure 11). The distribution aligns coherently with
the baseline tiers and with age: reinforcement is concentrated in the Foundational tier and

https://doi.org/10.3390/computers15070418


https://doi.org/10.3390/computers15070418

Computers 2026, 15, 418

23 of 28

among older participants, who retained the largest residual headroom, while advanced
placement is concentrated in the Applied tier. Therefore, the recommender automatically
operationalises demographic responsiveness from each participant’s own exit profile rather
than from a group stereotype.

Recommendation by baseline tier Recommendation by age group

m=s Reinforcement m=s Reinforcement
== Consolidation 504 = Consolidation
= Advanced = Advanced

60 -

Participants
w N o
S IS S
. L
Participants
w -
S 1S
. .

[N}
S}
L

Foundational Intermediate Applied 13-19 20-29 30-49 50+

Figure 11. Component (iv), follow-on recommendation: distribution of recommended next-step
tracks by (left) baseline tier and (right) age group, computed from structured post-training compe-
tency fields.

Together, these four demonstrations show that the Al adaptive layer is implementable
on exactly the structured data Cyber4Me already collects, with no reliance on free text:
tiering, gap detection, early warning prediction, and recommendation all run directly on
the participant vectors with strong internal validity. What they do not show and do not
claim is that adding the layer increases learning beyond the embodied sequence, which
remains the central question for the controlled study.

6. Discussion

The results reveal a more nuanced picture of cybersecurity training effectiveness
than is typically captured in single-modality interventions. Pre-training measures were
significantly correlated with each other (r = 0.39-0.51), indicating that the four competency
domains are related but not identical. Education was associated with higher baseline GDPR
knowledge (M = 3.09 for postgraduates vs. M = 2.75 for high school or below), consistent
with the view that formal education exposes participants to regulatory concepts earlier.
Age was not strongly associated with baseline differences.

All four competency domains showed significant pre—post increases (paired-t,
p < 0.001; d = 1.03-1.20). These findings are not characterised as “causal” effects: the
absence of a control group means that some portion of the observed change could plausibly
reflect testing effects, demand characteristics, or maturation. What can be said is that
the observed within-participant changes are large by conventional Cohen criteria and
consistent across demographic subgroups.

Demographic moderation was substantial. Older adults (50+) showed the largest
familiarity gain (88.89%), a finding that contradicts the common expectation that older
participants gain less from technology training and that is consistent with recent evidence
that older adults” engagement is shaped more by delivery format and social context than
by capability [23]. Undergraduates showed larger confidence gains than postgraduates,
consistent with a ceiling effect (postgraduate baseline confidence was higher, leaving less
room for measured improvement). Teenagers showed the largest GDPR-knowledge gain
(n = 5, so should be treated as preliminary).

These results have three practical implications. First, multi-stage embodied learning
programs may be effective for engaging older demographic groups that purely digital tools
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can struggle to reach. Second, regulatory training, particularly GDPR-focused content,
appears especially beneficial for participants with lower baseline knowledge. This suggests
that compliance-oriented material should be introduced early in community-facing cyber-
security education programs. Third, postgraduate participants, who may already possess
stronger foundational knowledge and may in some contexts act as designers, facilitators,
or trainers, are likely to benefit more from advanced or specialised follow-on content than
from introductory awareness material.

The within-participant effect sizes observed in this study are larger than the mod-
erate effects reported in the Priimmer et al. meta-analysis [5] for knowledge and threat
recognition outcomes. However, this difference should be interpreted cautiously for three
reasons: (i) the study design does not include a control group, which may inflate ap-
parent effects; (ii) the outcomes are self-reported on a 7-point scale, which differs from
many studies included in the meta-analytic pool; and (iii) the participant population is
community-recruited rather than employee-recruited. Therefore, this study does not claim
that Cyber4Me outperforms the reviewed analogs. Rather, the findings indicate that within-
participant gains under the Cyber4Me format are substantial and consistent enough to
justify future evaluation through a controlled comparative study:.

Read against the wider literature, two findings do more than confirm prior work: they
qualify it. First, the meta-analytic claim that method modernness and interactivity moderate
effectiveness [5] is usually instantiated as “make the digital interface better.” Our results
for older adults point the other way: the largest gain in our study came from an embodied
low-technology format for the group least served by digital interfaces, which is consistent
with Parti et al. [23] that delivery format and social context, not cognitive capacity, gate
older adults’ engagement; interactivity, in other words, need not be digital. Second, the
acceptance literature [30] predicts that apathy and low trust suppress engagement; the
community team-based, voluntary format appears to lower exactly these barriers, which
offers a mechanism for why a non-mandatory program produced large gains rather than
just an outcome. These points connect the results to theory instead of leaving them as
isolated percentages.

The findings also clarify where the integrated Al layer (Section 3.7) adds value, and
the offline demonstration (Section 5.3) makes this concrete. The demographic moderation
observed here is precisely the signal an adaptive system consumes, and the tiering analysis
shows that the signal is strong enough to act on: baseline competency vectors form separa-
ble tiers, while a lightweight classifier recovers them at 93.1% accuracy; most importantly,
these tiers differ roughly sixfold in measured improvement (Foundational +1.79 vs. Ap-
plied +0.30), and an awareness—-behaviour gap segment can be detected from behavioural
intention data and predicted from intake signals alone. Therefore, a system that starts a
Foundational participant on familiarity-building content and an Applied participant on
stretch content is responding to a real, large, and predictable gradient, not a stereotype.
At the same time, the result that gains were already large without a deployed Al arm is a
caution against attributing future improvement to Al by default; the offline demonstration
shows that while the layer is implementable and well-targeted, its incremental value over a
well-designed embodied sequence is an empirical question that the proposed controlled
study must answer, not assume. This is the disciplined reading of the observation that Al is
the most consequential feature: it is the feature most worth adding and rigorously testing,
not a guaranteed multiplier.

7. Conclusions and Future Work

This study makes three contributions, which we state explicitly rather than restate as
numbers. Methodologically, it provides a transparent and demographically stratified pre—
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post evaluation of a multi-modal community awareness program, honestly reporting effect
sizes, correction procedures, and the boundaries of a single-group design—an evidence
type that the Al-enabled analogs in Table 1 largely lack. Empirically, it shows that the demo-
graphic pattern of benefit runs counter to common assumptions: the groups usually treated
as hardest to reach (older adults, lower-education participants) recorded the largest gains in
familiarity and regulatory knowledge, respectively, while higher-baseline groups showed
the smallest measured movement, a pattern best explained by a gap-closing and ceiling-
bounded interpretation rather than by differential capability. Practically and theoretically it
specifies an Al adaptive-layer architecture that operationalises this demographic respon-
siveness across embodied stages, connecting experiential learning and self-determination
theory to a concrete personalisation mechanism. In this way, it reframes the comparison
with prior frameworks around fitness-for-purpose rather than feature count.

In practice, the demographic findings translate into concrete design rules: start older
adults in familiarity-building scenario-led content; route lower-education participants to
regulatory compliance material early on, where their gains are largest; and reserve advanced
or facilitator-track content for higher-baseline participants who hit measurement ceilings
on introductory material. Each future direction is tied directly to a limitation identified
above. First, because this study was short-term (limitation: no follow-up); longitudinal
evaluation at 3, 6, and 12 months is needed to test whether the gains persist and translate
into behaviour. Second, the design is single-group and self-reported (limitation: no causal
control, response bias); thus, a controlled study with a no-training control arm, an active
digital-only comparison arm (e.g., a KnowBe4-style intervention), and behavioural or
objective-knowledge endpoints is required to estimate efficacy. Third, and most important
given the role of Al established here because the Al adaptive layer (Section 3.7) is integrated
at the design and pilot level but not yet evaluated as a separate arm (limitation: Al
contribution unmeasured), the controlled study should include an Al-on versus Al-off
contrast so that the incremental value of adaptivity over the embodied sequence can be
measured rather than assumed. Fourth, because the sample is single-region and unevenly
stratified (limitation: representativeness), replication across multiple regions and larger
teenager and postgraduate cohorts is needed. Together, these steps would convert the
present within-participant evidence into a causal, generalisable, and Al-quantified account.

As cybersecurity threats continue to evolve with sophistication, the human element
remains both the greatest vulnerability and the strongest defence. By acknowledging and
adapting to the demographic diversity within communities, cybersecurity training can
be transformed from a perfunctory compliance exercise into a powerful tool for genuine
behavioural change.
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Abbreviations

The following abbreviations are used in this manuscript:
Al Artificial Intelligence

ANOVA Analysis of Variance

APPEARS  Awareness, Perception, Practice, Experience, Achievement, Reward, Socialisation
CAT-RWE  Cybersecurity Awareness and Training framework for Remote Working Employees

CSAT Cyber-Security Awareness Training
CTF Capture the Flag
GDPR General Data Protection Regulation
GPT-CSAT  Generative Pretrained Transformer-based CSAT
HAIS-Q Human Aspects of Information Security Questionnaire
iCAT Integrated Cybersecurity Awareness Training
IOR Interquartile Range
1SO International Organization for Standardization
MICE Multiple Imputation by Chained Equations
ML Machine Learning
NLP Natural Language Processing
SDT Self-Determination Theory
SPSS Statistical Package for the Social Sciences
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