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Abstract

We tackle the problem of secure and private feature selection by homomorphically eval-
uating features” information gains over the encrypted data of horizontally partitioned pri-
vate datasets owned by edge IoT (Internet of Things) devices. In the process, we use a
powerful cloud server to do the bulk of the costly homomorphic encryption aggregations.
We proceeded with secure and private federated learning (training) and Machine Learn-
ing (ML) classification over the selected features in the same environmental settings (con-
text). In the process, the participants interact with each other under strict security, privacy,
and efficiency requirements. To this end, to each participant’s interaction we provide con-
fidentiality, integrity, and authenticity (CIA) by signing its hashed contents with the cor-
responding participant’s private key. We assure consistency among interactions by intro-
ducing timestamps and linking them with the hashed content(s) of the preceding interac-
tion(s). Those linked blocks of hashed content(s) from each interaction of participants
while running the protocols produce the so-called chain-of-blocks (COB) structure, which
will be utilized to detect malicious edge IoT dataset owners, unauthorized participants,
and network errors. The security of the proposed protocols is proven through rigorous
mathematical modeling. Extensive experimental evaluations over benchmark datasets
give an advantage to our secure protocols ranging from several times to orders of magni-
tudes w.r.t to the state of the art in terms of computation and communication costs, as
well as security and privacy characteristics. Moreover, since the utilized underlying cryp-
tographic techniques are resilient to quantum computer attacks, the proposed algorithms
are applicable to the post-quantum world.

Keywords: chain-of-blocks (COB); machine learning; secure IoT; privacy preserving;
feature selection; federated learning; training; classification; homomorphic encryption;
information gain; text classification; fault tolerance; collusion attacks; distributed
environments; post-quantum cryptography; cloud computing; edge computing

1. Introduction and Problem Statement

Acknowledging the privacy concern while dealing with Machine Learning (ML) and
Data Mining (DM) algorithms, the works in [1,2] appeared almost simultaneously and
they were among the first to address the privacy of the datasets over which ML models
are trained. Soon, other works followed, some of which are presented in the surveys in [3]
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and [4]. Those are known as privacy-preserving (PP) training schemes. Common for them
was that they solely concentrated on the privacy of the datasets, with little or no concern
for the privacy of the classification stage. They also paid no attention to the privacy of the
trained model [3,4]. Similar privacy-protection techniques were also observed in [5-10].

Realizing these shortcomings, dozens of schemes followed afterwards, which exclu-
sively deal with the classification (inference) stage for different ML classifiers such as Na-
ive Bayes (NB), Deep Neural Networks, Support Vector Machines, Logistic Regression,
Random Forests, Decision Trees, etc. These schemes fall into the privacy-preserving clas-
sification category, such as those in [11-25], to name a few. There are also a few schemes
that, for consistency and continuity reasons, address both privacy-preserving training and
classification problems under the same system architecture and environmental settings,
such as those proposed in [26-32].

However, before training an ML model, it is usually common practice to do some
pre-processing and feature selection for the dataset(s), over which the training is being
done. Especially, this is common for the highly dimensional datasets (i.e., have a huge
number of features), a typical occurrence for textual datasets such as SMS spam, e-mail
spam, document classification, etc., which are known to harbor tens, hundreds of thou-
sands, or even millions of unique features (words, tokens, bigrams, etc.). By applying
some feature selection over such datasets, not only do we save valuable amounts of com-
putation and communication costs during the training and classification stages later, but
rather trained models also obtained over datasets on which a certain feature selection has
been applied are shown to be more accurate during the classification stage [33—40].

Despite this, surprisingly, there is little work done on the area of secure and private
feature selection, especially on edge Internet of Things (IoT) environments. The few exist-
ing schemes have one or several setbacks and disadvantages, which are elaborated on in
Section 2. Among others, they are not designed to provide a mechanism for ensuring the
end-to-end integrity, authenticity, and consistency (continuity, order of sequence) by
which the interactions are done among different participants in the system while execut-
ing the protocols, nor are they designed to address malicious users that deviate from the
protocols. Due to several definitions in the literature, to avoid eventual confusions, we
give what we feel are the proper definitions over which we built our secure and private
protocols.

Definition 1. A chain-of-blocks (COB) is a data log structure consisting of a list of blocks (log
records), where each block consists of a timestamp and its transaction data (usually in form of a
Merkle tree [41]) and is linked with the previous block(s) by including its (their) hash(es) in itself,
thus forming a chain-of-blocks. Chain-of-blocks (COB) data structure is inspired by blockchain
cryptocurrency technologies [33,42]. Details are provided in Section 3.4.

Definition 2. Internet of Things (IoT) is a set of cooperating devices (sensors, mobile devices,
etc.) that can collect and transfer data over a wireless network without explicit human intervention
with the aim of implementing a certain functionality [43].

Definition 3. Edge computing refers to the technologies that enable computations to be performed
at the edge (end) of the network. It is usually done to improve response times and use less network
resources, as well as resources of other devices around, by doing local processing at the edge node
(device). For example, smartphones, laptops, or tablet PCs are edge devices [44].

Paper contributions: To overcome the afore-mentioned shortcomings (elaborated in
more details in Section 2), this paper introduces the following six contributions:
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Secure feature selection (secFS) protocol—novel secure feature selection (filtering)
protocol based on information theoretic metrics such as entropy. Concretely, homo-
morphically, we evaluate features’ information gains over horizontally partitioned
private datasets owned by edge IoT devices and select the top m ones with the high-
est information gain. To the best of the author’s knowledge, this is the first scheme in
the literature to apply secure feature selection on information gains over distributed
datasets. Its privacy requirements are as follows (details in Section 5):

e  Privacy of the input features (words, tokens, attributes, bigrams), which are not
public (e.g., words in a private email dataset), by permuting the hash bits of each
feature.

e  Privacy of the input feature values (counts, frequencies).

e  Privacy of intermediate results since they might be used as a trapdoor for a total
or partial leakage of the input or the output of the corresponding protocol.

e  Privacy for the output, which are the top m selected features with the highest
information gain. They are kept private for the secure feature selection (secFS)
and secure federated learning (training) (sect) protocols but are revealed only for
the secure classification protocol (secC) since users prepare their queries accord-
ing to selected features.

Secure Federated Learning (Training) (sect) protocol—on top of the selected (fil-
tered) m features, we provide a secure and private federated learning (training)
over the same context (system architecture, participants, and security settings). Secu-
rity requirements of the federated learning protocol are as follows Section 6):

e  Privacy of the input features, which are the m selected features, i.e., the output
from secFS protocol;

e  Privacy of the input features’ values;

e  Security and privacy of intermediate results;

e  Privacy of the output, i.e., the trained ML model. This is one of the rare proto-
cols in the literature to keep private the final trained ML model at any stage.

Secure ML classifications (secC) protocol: to classify unclassified client queries us-
ing the obtained ML trained model while having in mind the following (Section 7):

e  Privacy of the trained ML model, which will be used to classify user queries;
e  Privacy of the user (client) query, both query features and their values;

e  Security and privacy of the intermediate results;

e  Privacy of the output, i.e., the final ML classification result;

Introduction of the chain-of-blocks log record structure —For each participant’s in-
teraction, we ensure confidentiality, integrity, and authenticity (CIA) by digitally
signing the hashed input content using the participant’s corresponding private key.
Consistency across interactions is maintained through the incorporation of
timestamps and by cryptographically linking each interaction to the hashed content
of the preceding interaction(s), thus building the structure that we call chain-of-blocks
(COB). Details are in Section 3.4.

Dealing with malicious edge IoT dataset owners and system errors by utilizing the
chain-of-blocks: After obtaining the trained ML model, ML prediction accuracy is
tested. A low accuracy indicates contributions from malicious edge IoT devices,
which are flagged as such. Hashes of COB are used to check network transmission
errors, signatures on blocks of COB check the authorization of participants and
timestamps on blocks of COB make sure that order of execution is correct. The details
are given in Sections 3.4 and 8.

Extensive experimental evaluations show that the proposed protocols outperform the
related ones in literature in terms of computation and communication costs as well as
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on security and privacy characteristics. More details are provided in Sections 2, 9, and
10.

2. Related Research and State-of-the-Art

Early secure feature selection schemes rely mostly on the secure sum protocol [34-38]
as their building block. In secure sum, n participants, denoted as P, ... B,, securely com-
pute the sum of their corresponding private integer inputs, iy, ... i,,, assuming an existence
of a ring network topology between them. Without the loss of generality, the first partici-
pant adds a random number R to his input and passes it to the second one, which in turn
adds his private input to the received sum and passes the result to the third participants,
and so on, until the first participant receives the randomized sum (R + }i-; i;), subtracts
the random R from it, and broadcasts the result to all the other participants. In this sense,
while executing the protocol, P, receives (R + YiZii;) from P,_; and after adding its
private input transmits (R + Y!_;i;) to P,,;, where 1 <t < n. This makes the commu-
nication cost of secure sum tobe n- ), f transmissions and ). f broadcasts, where ) f is
the total number of feature values for which we have to find the sum over n participants.
If P,_; and P;., collude, they can retrieve P,’s private input i, by subtracting P,’s out-
put and input, thus (R + Y{_; i) — (R + XIZ1i;) = i;. An eavesdropper that can listen to
all communicating channels can retrieve the private input of all the participants. Another
drawback of secure sum is that it suffers from high communication overhead when f is
large, which is the case with the highly dimensional text classification datasets, thus mak-
ing secure sum highly impractical. Furthermore, secure sum does not work in the secure
two-party computation (2PC) scenarios.

Among the first schemes to address the problem of secure feature selection is [34]. It
calculates the features’ misclassification gain [34] by proposing a probabilistic protocol
based on secure sum, which does not always guarantee avoidance of the collusion attack,
despite increasing the communication cost. In [35], they use the Harsanyi-Farrand—Chang
[35] metric for feature selection, which, for each feature value, needs a few invocations of
secure sum to find intermediate metrics such as correlation or covariance, without address-
ing any of the drawbacks of secure sum. In [36], they test several metrics for feature selec-
tion and, in the process, provide a trade-off between privacy and the accuracy of the
trained model. In [37], each participant splits his private input into n shares such that
their sum is equal to the participant’s private input and sends one share to each of the
other participants. Afterwards, all the participants locally sum up the shares received
from others and invoke secure sum to find the final result. While this solves the collusion
attack, it introduces an overhead of n - (n — 1) transmissions into the high communica-
tion cost of a single secure sum invocation. After giving a brief literature review on the
topic, ref. [38] proposes ideas for a few secure feature selection schemes without engaging
in implementation details. Among others, ref. [38] inherits all the drawbacks of secure sum
since it is supposed to use it as its main building block.

None of [34-38] solved the secure sum’s shortcomings of an eavesdropper that can
intercept all the communications, of the inability to deal with 2PC, and of the high com-
munication overhead, especially knowing that the metrics that they propose need several
invocations of secure sum for a single feature value. In this context, [34-38] use a total of
several hundreds of thousands of rounds (interactions) compared to only a few that our
protocol uses to reach the same goal with textual datasets.

Avoiding secure sum, ref. [39] uses Paillier's additive homomorphic encryption
scheme [45] to introduce a four-round 2PC (relatively high for a 2PC in secure ML classi-
fication scenarios) and does not address the scenario with multiple datasets. The secure
feature-selection scheme in [40] uses secret sharing for multiple dataset owners to share
their data among three non-colluding servers (3PC), a scenario that is not easily feasible
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in reality, especially knowing that even if two of them collude, it can reveal the private
dataset input values. Furthermore, ref. [40] has a high interaction rate, and knowing that
each feature value is processed independently makes it have a high communication over-
head. Depending on to whom the trained model is shown, ref. [40] can also deal with two
dataset owners when the owner of the trained model is not one of the dataset owners,
which rarely happens in practice.

Even if they do not engage in secure feature selection, we consider the schemes that
deal with privacy preserving training and/or classifications of textual datasets, such as
SMS, e-mail, tweets, documents, etc., as being related to our research. Among several
drawbacks, refs. [14,32] use an expensive approach of homomorphically comparing each
query word with each word of the trained model’s dictionary (bag-of-words) to check for
matches, resulting in high latency and computation cost. Those drawbacks were ad-
dressed by [30,31], which use secret sharing, and ref. [15] which uses a combination of
homomorphic encryption and garble circuits to deal with private text classification. None
of the above addressed the issue of private training. The scheme in [28] was among the
rare ones to address the issue of private training over textual datasets. Although they train
an ML model over a single encrypted dataset (rather than over multiple ones), the fact
that they do not do any prior feature selection or pre-processing over plain (un-encrypted)
data on edge makes it have high computation and communication costs. This is somehow
addressed in [29], which trains an ML model over multiple datasets by offloading as much
as possible of the computation on edge, in the process introducing a simple but effective
feature selection by introducing bigrams of consonants for SMS-like datasets. Refs [26,29]
provide relatively solid secure and private classification schemes of textual data in terms
of computation and communication efficiency, as well as security and privacy character-
istics.

None of the above schemes address the issues of authenticity, integrity, or protocol
flow consistency, which are enabled by our proposed chain-of-blocks (COB) technology
(Section 3.4). Table 1 summarizes privacy properties among several PP ML schemes.

Table 1. Security, and efficiency properties among different secure and private ML schemes.

Property

Schemes |, (351 [36] [37] [38] [39] [40] [14] [15][3()]’31 1321 [26] [27] [28] [29] O:r

Deals with secure feature selection

(secFS)

v v v v vV vV vV X X X X X X X X V

Privacy of the input features for

secFS

X X X X X X X NANA NA NA NA NA NA NA V

Privacy of input features” values for

secFS

v v v Vv Vv v v NANA NA NA NA NA NA NA V

Security and privacy of intermediate

results for secFS

VX VX VX VX VX v VX NANA NA NA NA NA NA NA V

Privacy for the output (selected fea-

tures) for secFS

X X X X X X VX NANA NA NA NA NA NA NA /X

Deals with PP training (secure train-

X X X X X X /X X X X X v v v V

ing—sect)
Privacy of the input features for secT NA NA NA NA NA NA NA NANA NA NA
f;;‘;jg’, of the input features” values \\ \A NA NA NA NA NA NANA NA NA v v ¢ v
Security and privacy of intermediate
NA NA NA NA NA NA NA NANA NA NA v
results for secT
Privacy of the trained model forsecT X X X X X X X NANA NA NA
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Non interactive (one-round) for se-

.. NA NA NA NA NA NA NA NANA NA NA X Vv Vv Vv V
cure training secT
Allows high (byzantine) failure rate
of dataset owners during secFS or vV VX VX v X X Vv NANANA NA Vv VvV VvV VvV V
secT
Has high tolerance of collisions UX X X v X X Y NANANA NA v o« o« v v
among datasets for secFS or secT
]SDezajls with secure classification — %X X X X X X NA R Y.
Privacy of the trained model forsecC NA NA NA NA NA NANA Vv v Vv X Vv VX Vv Vv V
Privacy of the user query for secC NA NANANANANANA v Vv Vv Vv V v v Y
iﬁgacy of intermediate results for NA NA NA NA NA NA NA vX v ¢ o« ¢ VERVERN,
ferclgacy of the final classification for NA NA NA NA NA NA NA X VR
Non interactive (one-round) for secC NA NA NA NA NA NA NA X v
The protocol enables no loss of accu-
racy w.r.t to the plain classifieralong v v X Vv Vv Vv Vv Vv v Vv NRNR X X Vv V
the path
iI;e[s;tanttotheSTCattackproposed NA NA NA NA NA NANA v X X NA X X X v v
Data Confidentiality, Integrity and
Authentici 1 con-
'ut ent1c1ty.and protoco COI'.I X X X X X X X X X X X X X X
sistency (chain-of-blocks) for interac-
tions
Computing on plain in edge to avoid
costly server homomorphic compu- v v Vv V Vv Vv X V V V VX X X X V V
tation costs for secFS or sect or secC
Deals with more than two EDOs v vV Y v X X NANA NA NA X
Faulttolerar@eofupto n—1 outof /X % NA vX NA NA NA NA NA
n EDO collisions
Uses a centralized server(s) to avoid
communication overhead forsecFS X X X X X NA v NANA X Vv Vv Vv NA Vv V
or sect or secC
Avoids using multiple (more than
two) semi-honest non-colluding v v Vv v Vv VvV X Vv Vv Vv Vv Vv VvV Vv Vv Y
servers for secFS or sect or secC
Classif. _Cost is independent from NA NA NA NA NA NA NA X NA NA X
query size
Resistant to eavesdropping X X X X X v v
Enables 2PC (i.e., 2 Dos) for secFS or X X X X X v I%X /v
secT
Applicable to the post-quantum X X X X X X X 4 4 X X oV v v v v
world
secFS or sect cost do not dependent
on the total number of records X X X X X X X NANANA NA X X X Vv V

among datasets

Legend: v = presence; v X = partial presence; X = absence of property (characteristic). NA = not

applicable; NR = not reported.
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3. Participants and Adversary Models. Protocol Flows. Chain-of-Blocks

This section introduces the participants’ (constituents) of the system architecture and
their attack (adversary) models, provides a brief overview of the protocol flows given in
this paper, and introduces the concept of chain-of-blocks.

3.1. Participants (Constituents)
The proposed system architecture has the following participants (constituents):

(1) EDO (Edge Dataset Owner) —We have n such EDOs in our system, denoted as EDO,
each owns a dataset DS, where 1 < k < n, that they are willing to use for training
ML models in a secure and private fashion.

(2) TACS (The Aggregating Cloud Server): a cloud server used to do the bulk of the
proposed protocols’” Somewhat Homomorphic Encryption (SWHE) computation
(Section 4.3).

(3) EDS (The Encryption Decryption Cloud Server): It’s the only participant in the sys-
tem that has a pair of public keys (whose public/private keys are (pk,sk)) with
SWHE properties (Section 4.3). All the data that are homomorphically evaluated in
our protocols are encrypted using EDS’ public key pk, thus it is the only one that can
decrypt them with its private key sk.

(4) EC (Edge Client): has an unclassified query that he/she wishes to classify in secure
and private manner by utilizing the trained ML model obtained from EDOs private
datasets.

The participants together with protocol flows are illustrated in Figures 1 and 2. Pro-
tocol flows are briefly explained in Section 3.3. Their details are given in Sections 5-8.

Ve ~
The Encryption Decryption Cloud Server- EDS q}

@0

5 o
20100 ‘© @ _ @0
69 &

Dataset 1 - DS, e

The Edge Dataset Owner 1 - EDO,

The Aggregating Cloud Server-TACS

Local processing at the participant (constituent)

Transmission from/to a participant

Dataset k — DS,

The Edge Dataset Owner & — EDO,,

Figure 1. Protocol flows for secure feature selection (secFS-S1 and secF-S2).
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b

= ® 6

subject 1 Summa
=
ubject: hello 8
ar , you ox it
ha rove a o
a tified last
(3126 Q<10 [:-
Ly avid
Dataset 1 - DS, 3
TheRoge Dataset Omnert -~ RO The Edge Dataset Owner n — EDO,
= 2= =4 == n
—_—
b~ “ o .

Dataset n - DS,
o
Local processing at the participant (constituent)

; Dataset k - DS;,
Transmission from/to a participant The Edge Dataset Owner k — EDO,,
. . . — — —

Figure 2. Protocol flows for secure training (sect) and secure classification (secC).

Each participant has a pair of public cryptosystem keys (say RSA). For EDO the pair
of public/private keys is (pkg, skg); for TACS it is (pkr, skr), for EDOk it is (pky, sky),
where 1<k <n; and for EC it is (pkgc, Skgc). They form the set of keys KeySet =
{(pkg, skg), (pkr, skr), (Pky, skidk=1, Pkec, skec)}-

3.2. Adversary (Attack) Model of the Participants

TACS, EDS and EC are assumed to be in the passive semi-honest (honest but curi-
ous) model, which means that they follow the protocol but, in the background, they try to
infer some private data which they are not supposed to. A formal definition of the semi-
honest model is given in Section 10. We assume that TACS and EDS do not collude.

Some EDOs are assumed to be malicious, which means that they do not follow the
protocols, thus, they input false data while participating in the protocols. The aim of ma-
licious EDOs is to disrupt the correct usage of the whole system, which eventually is re-
flected in incorrect classification of unclassified client (EC) queries. Out of n EDOs, our
environment setting allows for up to n — 3 EDO failures, i.e. EDOs not being able to in-
put their data while executing the protocols or simply refusing to participate in them.
Moreover, the proposed protocols allow of up to n — 2 collusions (cooperations) between
EDOs without jeopardizing the private content of the datasets of the remaining and non-
colluding EDOs (Section 10, Figures 1 and 2). Also, during the secure classification stage,
we assume a more active EC that performs the malicious STC-attack proposed in [13]. The
motivations for participants to behave in the manner described above are given in [11-21].

3.3. Protocol Flows At-a-Glance

(1) GRPV (Generate Random Permutation Vector): it is a Secure Multi-Party Computa-
tion (SMPC) protocol through which EDOs agree on a random permutation of their
hash bits of their private words, needed for the secure feature selection protocol.

(2) secFS: (secure feature selection—stage 1 and 2): illustrated in Figure 1. Simultane-
ously, all the n EDOs find W,, which is the set of permuted bit hashes of the local
unique words (features) of their local textual datasets, where 1 < k < n, @ and send
them to TACS (D. TACS finds their union (the global set of hashes of unique words)
W = Uﬁzl[DecskT (Wk)] @ and broadcasts it to all EDOs @. Using each word of W
as an index entry, EDOs simultaneously construct the corresponding ciphertexts of
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(3)

4)

the word counts (appearances) in ham and spam documents in the local dataset, i.e.
hamWinDoc_cy, spamWInDoc_ci, then they construct the replicated ciphertexts of
the number of ham and spam documents in the local datasets, hamM _c;, spamM _c,
© and send them to TACS Q). TACS finds the global number of ham and spam
documents, as well as the global ham and spam counts for each word of W by ho-
momorphically summing up the locally constructed EDO ciphertexts, thus
hamWInDoc_c = Yi=1(hamWInDoc_c;) , spamWInDoc_c =
h=1(spamWInDoc_c;) , hamM_c = Y}_,(hamM_c,) and spamM_c =
Yr=1(spamM_c;), then proceeds to find the terms needed to calculate the information
gains of each word, randomizes those terms e and sends them to EDS @. EDS de-
crypts those randomized terms, uses them to compute the vector of the randomized
terms of the information gains for each word, encrypts the randomized logarithmic
terms @ and sends them back to TACS ®. TACS homomorphically removes the
randomizations of the previously randomized terms and finds the information gain
for each word in its corresponding index inside inforGains_c, adds some randomi-
zations to get rndInforGains_c @ and sends it to EDS while broadcasts the ran-
domizing numbers to each EDO ®. EDS decrypts rndInforGains_c to get the ran-
domized vector of information gains rndinforGains_v @ and broadcasts it to the
EDOs @. Each of the EDOs removes the randomization from rndinforGains_v to
get inforGains_v vector, which at the corresponding indexes, contains the infor-
mation gain data for each of the words. EDOs then choose the top m words with the
highest information gain as the selected features’ set SF, thus SF = {wy, ... wp,} 0.
It should be noted that we choose the information gain to do the feature selection
since it is shown to be among the most effective feature selecting metrics for text clas-
sification [20,34], and due to the lack of secure and private schemes that use it in
literature [23-29].
sect (secure federated learning —training): Illustrated in Figure 2. Using the selected
words of SF as index entries, n EDOs simultaneously construct the ciphertext of
the training vector which containing the local frequencies of each word, TV_c;, @
and send them to TACS ®. TACS sums them up to get the global frequencies, ran-
domizes this result to get rndTV_c = Q}F_.TV_cx) X R_p @ and sends it to EDS (©
. After decrypting it, EDS finds the randomized class and conditional word-class log-
arithms of probabilities, integerizes and encrypts them to get the randomized trained
model rndTM_c @ and sends it back to TACS (0, which homomorphically re-
moves the randomization to get the final trained model TM_c which represents NB
or the MNB classifier .
secC (secure ML classification): Shown in Figure 2. EC multiplies its unclassified
query q_p with the trained model TM_c @@ and sends the result to TACS @) for
homomorphic processing and randomization @. The randomized query result is
sent to EDS while the randomizing data to EC @). EDS decrypts the randomized
query result @) and sends it back to the EC @), which in de-randomizes query result
to get the final classification ®.

3.4. Chain-of-Blocks (COB)

All the participants have a pair of public/secret keys used for signatures and secure

communications (Section 3.1). Additionally, EDS has a pair of public/secret keys with
SWHE properties (Section 4.3). All these key pairs form the KeySet set (Sections 5 and 6).

While executing secFS and secT, each participant interacts (sends and receives

data) with other participants several times! For each such interaction, each participant

constructs its log block with the following content (Figure 3):
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1. Hashes of blocks of data received from other participant(s). If data are received
from multiple participants, then a Merkle Hash Tree over all input data is constructed.

2. Hashed data sent to other participants. If multiple data are sent to other partici-
pants, then a Merkle Hash Tree of all output data is constructed.

3. Timestamps.

Afterwards, each participant signs the hash of its log block by encrypting it with
his private key, and this signature is added to what we call the chain-of-blocks (COB)
(not to be confused with blockchain technology [33,42])! Chain-of-blocks (COB) is illus-
trated in Figure 3 for secFS (Section 5) and secT (Section 6).

Data that participants send/receive from each other, as well as the chain-of-blocks,
are kept at TACS and, together, they offer the following security and privacy properties:

1. Confidentiality —since all the data that participants send to each other are en-
crypted either by receiver’s corresponding public key or the EDS’s public SWHE key.

2. Integrity —by comparing the received and calculated hashes for each block sepa-
rately. In this fashion, eventual network errors (transmission, propagation) are detected.

3. Authenticity —by verifying each of the signed log blocks in chain-of-blocks by us-
ing participant’s corresponding public key. In this fashion, unauthorized participants are
prevented from participating in the protocols.

4. Order (flow, sequence) of execution—by checking the timestamps in each block
of the chain-of-blocks.

It should be noted that when one or more new EDOs want to contribute with their
own private datasets to obtain a more accurate trained ML model, then secure feature
selection (secFS) and secure federated learning—training (secT) protocols are executed
from the beginning. In the process, the EDOs that participated in the previous executions
are also invited to participate. For each execution of secFS and secT, their corresponding
chain-of-blocks and data that participants send/receive from each other while executing
the protocol are stored at TACS. After each execution of protocols, the system checks the
classification accuracy of the obtained trained ML model by testing it with already cor-
rectly classified queries. If a classification accuracy lower than a certain threshold is ob-
served, then it is assumed that it is due to malicious EDOs. In such a case, these malicious
EDOs are flagged as malicious, their obtained trained ML model, chain-of-blocks, and
other data are deleted from TACS, whereas ECs (clients) are instructed to use the last
trained ML model to classify their unclassified queries.

More details about dealing with malicious EDOs and system errors (such as network
transmission and propagation errors, unauthorized EDOs) are provided in Section 8.
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Figure 3. Illustration of generating participant’s blocks in the chain-of-blocks log data structure for

each iteration while executing protocols secFS-S1, secFS-52 (Section 5), and secT (Section 6).
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4. Preliminaries and Notations

v

Integer vectors are denoted by having “_v” at the end of their names, e.g.,, A_v =
{as, az, ...ay} = {(a)V,}. By Av+Bv;, Av—B.v; AvxB_v;, Av/B_ v, we denote the
component (index) wise addition, subtraction, multiplication, and division of two integer
vectors, respectively. A_v %mod denotes applying the modular operation with modulus
mod toeach elementof A_v. [-], |/] denotes the ceiling and floor functions, respectively.
H(") is a cryptographic hash function, and [S| denotes the cardinality of a certain set S.

Encyy, (*), Decgy,(+) denote encryption/decryption, using public/secret keys belong-
ing to a participant P, where P = {(EDOy)}-,,TACS,EDS,EC} (Section 3.1).

4.1. Naive Bayes (NB) and Multinomial Naive Bayes (MNB)

Let the transactions (documents) of a certain dataset DS have a selected feature set
SF consisting of m words (features); thus, SF = {w;, ..., w,,}. For simplicity and without
loss of generality, let the set of classes € of DS consist of two classes, ham and spam; thus,
C ={cp,cs}. Let f (wi, cj) denote the frequency of word w; in documents classified (la-
beled) as belonging to class ¢;, while N(w;,c;) denotes the count (number) of documents
where w; appears at least once in documents classified as belonging to ¢;, where 1 <i <
m and ¢; =c, or ¢; =c,. If w; appears several times in a document belonging to ¢;,
then its frequency f(w;,c;) will be incremented as many times as it appears in that par-
ticular document, while its document count N (Wl-, c]-) will be incremented by one. Let NT
and N(c;) denote the total number of transactions and the number of records belonging

to class ¢;, respectively. Thus, NT = chzch‘cjzcs N(cj). Let P(c]-) = % denote the class

. F(wic) N(wicj)
probabilities. Let P(w;|¢;) = T;])] and P(w;|¢;) = N(c]-)]
class probabilities for the Multinomial Naive Bayes (MNB) and Naive Bayes (NB) cases,
respectively. Actually, P(¢;) and P(w;|c;), where 1<i<m and ¢;=c¢, or ¢ =c;,

denote the conditional word-

represent the trained model Cry(*) for the MNB and NB classifier, respectively. To give
a chance to words whose conditional probability is zero, due to their counts or frequencies
being zero, we add one to each count (frequency) accompanied by adding the vocabulary
size (number of unique words) to the denominator of the corresponding conditional prob-
abilities. This process is called Laplace Smoothing. For the MNB case, un-classified queries
have the form of q_v = {1, fy(wy), ..., fy(wy,)}, where f,(w;) is the frequency of the ap-
pearance of word w; inthe query q_v, while, for the NB case, it has the form of the binary
vector q_v = {1, Ng(wy), ..., N¢(wWp,)}, where N,(w;) =1o0r 0 if w; appears at least once
in the query and N, (w;) = 0 if w; doesnotappear in the query, for 1 <i<m and w; €
SF. Using the Bayes’” Theorem [29,46,47], we classify q_v as follows:

Cru(qv) = P(cj|lqv) = argmax P(c)P(qvlc;) 1)

Having in mind that P(q_v) is always the same, that logarithm is a monotonically

Cj = Cp OT Cj = Cs P(q_v)

increasing function and naively assuming that appearances of words in a query are inde-
pendent of each other, i.e., P(q_vlcj) =I1Z, P(Wi|cj)fq(wilcj), then, for the NB and MNB,
case (1) can be written as follows:

Cru(qv) = sign[K(logP(cp) — logP(c)) + Ty K fo(wi) (logP (wi|cn) — logP (wilcy))] @)

, if Cry(qv) >0, ie., sign = +, then q_v is classified as ¢, (ham), otherwise as c¢;
(spam). K is a constant used to integerize terms of Cry(g_v) for encryption purposes (Sec-
tion 4.3).

If the dataset DS is obtained by merging n other datasets denoted as DS, for 1 <
k <n, then NT =¥} NT(k), N(¢;) =Zp-i N®(c)), f(wic;) = Xfer f®(wi,¢;), and
N(w;, ¢) = Tk N®(wy, ¢;), where NT(k), N®(¢), f®(w;,¢), and N®(w;,¢;) de-
note the number of transactions (records), number of records labeled as c;, frequency of
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word w; in documents labeled as c;, and the count (number) of at least one appearance
of w; in documents labeled as ¢; at dataset k, respectively, for ¢; = ¢, or ¢; = c,.

4.2. Information Gain

For the binary classification case, let N (Wl, cj) =N (cj) - N (Wl-, c]-) denote the count
(number) of documents in the dataset labeled as belonging to class ¢; where word w;
does not appear, and ¢; = c, or ¢; = cs. Let N(w;) = N(w;,cp) + N(w;, ¢s) be the num-
ber of documents where word w; appears at least once and N(W) = NT — N(w;) be the

count (number) of documents where w; doesnotappears atall. Let P(w;) = % denote
N(w,)

the probability of w; to appear in a document, P(w;) = ——= denote the probability of

N(wj,cj 1.
w; not appearing in a document, P(w;,¢;) = % denote the probability of word w;
N(Wic))

to appear in a document classified as ¢;, and P(w,,¢;) = denote the probability of

word w; not appearing in a document classified as ¢;, where ¢; = ¢, or ¢; = ¢;. Then,
the information gain (IG) of a word w; is defined as follows [46—48]:

I6W;) = Xe;j=cpe <P(wi, ¢j)log (7;‘/‘(}‘3}6&)})) + P(w, c;)log (7;\5/—‘3::(]3]-))) 3)

The information gain is a quantitative metric, which measures the reduction of en-

tropy (uncertainty) of a query q_v to belong to a class ¢; after word w; has been ob-
served in the query. The higher the entropy reduction, the more information gain the
word w; offers. This is the reason that makes information gain one of the most metrics in
dimension reduction (feature selection), especially when choosing the top m words with
the highest information gain in what is known as “bag-of-words” [46-48]. Substituting the
probabilities with their counts and having in mind that we want to find the top m words
with the highest IG, but not their exact IG, then (3) is rewritten as follows:

16000~ Lo (Mo oo (L) + NG o) (TEE) 0
which makes the homomorphic evaluations and selection of the top m words with the
highest IG easier (Section 4.3).

4.3. SWHE Public Key Cryptosystems

Homomorphic encryption (HE) schemes allow for certain arithmetic or Boolean op-
erations to be evaluated (done) over the ciphertexts without decrypting them (while the
ciphertexts are still encrypted) [45,49-52]. So far, the strongest form of HE is Fully HE
(FHE) schemes, which allow unlimited numbers of homomorphic additions and multipli-
cations over the ciphertexts. This is due to the computationally expensive technique
known as bootstrapping (homomorphic evaluation of the decryption circuit), which as an
output gives a re-encrypted ciphertext over which new homomorphic operations can be
done. The first FHE scheme was proposed in 2009 [49], and over the years, several others
would follow [50]. All the recent FHE schemes are based on the assumption of the hard-
ness of Decision-RLWE (Ring Learning with Errors, Section 10), known to be resistant to
quantum computer attacks [26-29,49-52]. While the security of Somewhat HE (SWHE)
schemes is also based on Decision-RLWE, they are a weaker variant of FHE in terms that
they allow only a limited number of homomorphic multiplications (known as the circuit
depth), but in the process, they avoid the costly bootstrapping operation [49-52]. However,
in most of the real-case scenarios, the circuit depth is known in advance, which allows for
the encryption parameters to be set in a way that no bootstrapping will be needed. This
makes SWHE an ideal choice over FHE [14-21]. The plaintexts and the ciphertexts in FHE
and SWHE schemes are polynomial rings with modulus X" + 1, and their coefficients
are integers modulo t and g, respectively, s.t. ¢ > t. Thus, plaintexts belong to the ring
R, = Z,[X]/(X" + 1) and ciphertexts to the ring R, = Z,[X]/(X" + 1). In [51], it has been
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shown that if the polynomial modulus of degree N can be expressed as a multiplication
of N irreducible polynomials of degree one, which in turn are automorphic to each other;
then, according to the Chinese Remainder Theorem (CRT), we can encode N integers in
a single plaintext or ciphertext, one integer for each polynomial coefficient. A single ho-
momorphic operation (addition or multiplication) over two ciphertexts encoded in such a
way would result in a simultaneous (parallel) component (index, slot) wise execution of
the same operation over the encoded integers (Figure 4a,b)). This allows for an SIMD (Sin-
gle Instruction Multiple Data) fashion of homomorphically evaluating the ciphertexts, en-
abling massive efficiency improvements without extra cost. Furthermore, the automor-
phism of the irreducible polynomials of degree one allows for the encoded integers to
change their places, mainly by rotating (shifting) them to the right or left (Figure 4c)).
SWHE schemes allow SIMD operations between a ciphertext and a plaintext as well,
where the result is always a ciphertext. Throughout the paper, we assume that all SWHE
encodings—encryptions of the plaintexts are done to support SIMD operations. For encod-
ing/encryption purposes, plaintexts and ciphertexts are denoted by having “_p” and “_c¢”
at the end of their names, respectively. Common functions of a typical public SWHE
scheme are as follows [49-52]:

e (pk,sk) = KeyGen(A,N,t,q). Generates a pair of public key cryptosystems (i.e., a
public and corresponding secret key) according to the security parameter A, polyno-
mial modulus N, and coefficient moduluses t and g for the plaintext and cipher-
text, respectively.

e m_p = Encode(m_v). SIMD encoding of an integer vector into a plaintext.

e m_c = EncEncr(m_v). SIMD Encoding and encryption of an integer vector into a
ciphertext.

. Cc =Ac+B._c Cc =Ac+ B_p. SIMD addition of a ciphertext with another ci-
phertext or plaintext (Figure 4a). The result is always a ciphertext.

) C_c =A_cxB_c; C_c = A_c X B_p.SIMD multiplication of a ciphertext with another
ciphertext or plaintext (Figure 4b). The result is always a ciphertext.

e B_c= Rot(A_c,R). Rotating a ciphertext for R slots (indexes). If R > 0, rotations
are done to the right, otherwise to the left (Figure 4c)).

e m_v=Decode(m_p). Decoding a plaintext into an integer vector.

e m_v=DecrDec(m_c). Decrypting then decoding a ciphertext into an integer vector.
Let Av={ay,..,ay} ={(a)L.}, Bv={by,...,by}={(b)L,} be integer vectors

and their corresponding SIMD encoded&encrypted ciphertexts B_c = EncEncr(A_v)

and B_c = EncEncr(B_v), respectively. Let R_v ={Ry,..,Ry} = (RO} and hwv=

{hy, ... iy} = {(R)X,}} be random integer vectors s.t. R; > 0,|h;| <R; for 1<i <N,

and let R_p = Encode(R_v), h_p = Encode(h_v) be their respective SIMD encoding into

plaintexts. Then C_c = ((A_c —B_c)x R_p) + h_p is the SIMD secure comparison of the
index-wise elements of A_v and B_v, firstly proposed in [29]. Namely, let C_v =

DecrDec(C.) = {cy, ..., ey} = {(c)iL1} = {(Ci =(a; —b) XR; + hii)il}r if ¢; = (a;—by) X
R; + h; > 0 then a; > b;, otherwise a; < b; for 1 <i <N.

Figure 4. [llustration of SWHE SIMD (a) addition, (b) multiplication, and (c) Rotation.
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5. Novel Secure Feature Selection Algorithm

Definition 4. Feature selection is the process of reducing the dimensions of a feature set F of a
labeled dataset DS into SF according to an algorithm A; thus, SF = A(DS,F).

GRPV (Generate Random Permutation Vector): Due to our strict security and pri-
vacy requirements (elaborated in Section 1) of keeping private both the words and their
counts (frequencies), simple hashing of the words will not help. Since the EDO records
(emails, documents) are in a natural spoken language (say English), by hashing all of dic-
tionary words of that language, we can relatively easily apply the dictionary attack to find
matches with the word hashes of the EDO’s records. Especially, this is problematic for
EDOs that wish to use a single record (mail) for training purposes (a scenario that we do
not exclude), since the dictionary attack would reveal much of the record’s (mail’s) content.
To guard against the dictionary attack, EDOs permute the hash bits of each word accord-
ing to a random permutation upon which all EDOs agree. To obtain this random permu-
tation, all the EDOs engage in a secure multi-party computation (SMPC) protocol given
in Protocol 1.

GRPYV: given in Protocol 1. each of the EDOs locally constructs a random integer vec-
tor of hashBitSize elements, encodes and encrypts it, and sends it to TACS (lines 1-4).
TACS homomorphically adds them up, adds its own random terms, send its random
terms to each EDO by encrypting them with EDOs’ corresponding public keys, and sends
the sums of the random terms to be decrypted at EDS (lines 5-10). EDS decrypts the ran-
domized sums and sends them to each EDO using their corresponding public keys (lines
11-13). EDOs decrypt and subtract the data obtained by EDS and TACS and apply the
modulo operator with a modulus of hashBitSize in a component (index)-wise manner to
each of them to get the random hashBitSize numbers placed in the rndVec2_v, which
are solely generated by EDOs (lines 15-16). rndVec2_v is than used by the
calcPermVec() function to generate the hashBitPermVec_v by which the EDOs do the
permutations of the hash bits of their words in the proceeding protocols, e.g., if in slot
(index) 0 of rndVec2_v, we have the value of 179, which means that the Oth bit of the
original hash will be the 179th in the permuted hash bits. If in slot, say 7, of rndVec2,,
we have again the value of 179, which obviously is already used in the permuted hash
bits; then, we try the next slot to the right up until we find an empty place.

secFS—Secure Feature selection (Protocol 2-Stage I and II) is done in two stages. At
the first stage, the union of all the words among n datasets are found and those that glob-
ally appear in less than val documents from all the datasets are filtered out, while at the
second stage, the top m words with the highest IG are selected. All of this is done under
strict security and privacy requirements by (1) adding the corresponding block into the
chain-of-blocks, and after each interaction (Figures 2 and 3), participants securely com-
municate with each other either by encrypting their data with the EDS public key with
SIMD SWHE properties or by using the recipients public key generated for secure com-
munication purposes.

secFS—S51: Given in Protocol 2-Stage I. In Phase I, all the EDOs do some pre-pro-
cessing on their local datasets, locally find all the unique words and permute their binary
hashes according hashBitPermVec_v, and send them to TACS (lines 1-4). In Phase II,
TACS finds the global union of the permuted hashes of the words, W =
{mH(w,), TH (W), ..., tH (W)}, and sends them to all EDOs (lines 5-8). In Phase IIA, each
of the EDOs, using the permuted hashes of the words in W as vector entries (indexes),

W)
locally construct wordsinDoc_c, = {N(k)(wl),...,N(k)(w|w|)} = {(N(k)(wi, ch)> }, corre-
i=1

sponding to EDO,’s counts of words wy, ..., wpy, in the documents of the local dataset
DS, where 1 < k < n, and send this ciphertext to TACS (lines 9-12). In Phase IIB, TACS
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encodes the replicated vector of N integers whose value is val (line 13) and then, for the
needs of secure comparisons, generates and encodes random vectors R_v =
{Ry, o, R} = (RO} and  hlv={h1y, ..hly}=((R1DY]} st R, >0,|h1;| <R
for 1 <i<|W| (see Section 4.3) and generates h2_v = {h2;,..h2)y} = {(h2)IL,} for
randomizing the secure comparison (linel 3). Afterwards, it sums up all of the
wordsinDoc_c, to get wordsinDoc_c, which is an encryption of the vector of global
counts of words appearing in documents, and performs the secure comparison proceeded
with randomizations to get rndWinDoc_c (line 14). TACS sends rndWInDoc_c to EDS

for decryption, while sending the randomization vector h2_v to each EDO (lines 16-18).

In Phase IIC, EDS decrypts rndWinDoc_c, which looks like rndWinDoc_v = {((N (w;) —

val) X Ry + hy ;) + hy;) )Il:l’ll} (line 19), and sends it to each EDO (lines 19-22).

Finally, in Phase IID, each EDO removes the randomization by doing the subtraction
rndWinDoc_v — h2_v to get the secure comparison results wordsinDoc_v = {((N (wy) —
val) X R; + hy; )llfll} (line 24). The words w; for which the corresponding ((N wy) —
val) X R; + hy; )llfll term is negative (i.e. they appear in less than val global documents)
are filtered out and are not part of the WGThanV set, which has [W’| words (line 25).

PROTOCOL 1: GRPV (Generate Random Permut. Vector)

INPUT: KeySet = {(pkg, skg), 0kr, skr), 0k, ski)i=1, (Pkec, skec)}, €, hashBitSize

KeySet: the set of all the participants’ public key pairs used for signing blocks in the chain-of-blocks and for secure communications.
(pk, sk): key pairs of EDS with SWHE properties (Section 4.3)

hashBitSize: the size of the hash digest in bits

OUTPUT: hashBitPermVec_v
hashBitPermVec_v: a vector to permuted bit hashes at EDOs

PHASE I—EDOs:
1 fork =1tondo

2 rndVec_v;, = generateRandomVector()
3 rndVec_c, = EncEncr(rndVec_vy)
4 send rndVec_c;, to TACS

Phase II—TACS:

5 rndVec_v; = generateRandomVector()
6 rndVec_cy = EncEncr(rndVec_vy)

7 rndVec_c = {-‘:1 rndVec_c,+ rmdVec_cr
8 sendrndVec_c to EDS

9 fork =1tondo

10 \_Sﬁnd Ency, (rndVec_vr) to EDOy
Phase III-EDS:

11 rndVec_v = DecrDec(rndVec_c)

12 fork = 1tondo

13 send Enc,y, (rndVec_v) to EDOy
Pha;r\/-EDOs:

14 fork = 1tondo

15 rndVec2_v = Decgy, (rndVec_v) — Decgy, (rndVec_vr)

16 rndVec2_v = rndVec2_v%hashBitSize
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17 hashBitPermVec_v = calcPermVec(rndVec2_v)

PROTOCOL 2: secFS-S1 (secure Feat. Selection—Stage I)

INPUT: n,{DS,}}i-1, KeySet, (pk,sk),val, hashBitPermVec_v

n: the number of EDOs

{DS}}}=1: the local datasets of EDOs 1 <k <n

val: minimum allowed global document appearance for each word

hashBitPermVec_v: a vector to permute bit hashes at EDOs, obtained by Protocol 1 (GRPV)

OUTPUT: WGThanV,COB

WGThanV: set of words with at least val global document appearances

COB: chain-of-blocks (Section 3.4, Figure 3)

PHASE I—EDOs:

1 fork = 1tondo

2 W, =n(H (PreProcess(DSk)), hashBitPermVec_v)

3 B_1po, = (MT(W;), TS) //EDOK's current (1st) interaction block

COBpog,- AddBlock(Encskk(B_lDok)) //added to chain-of-blocks (COB)—Figure 3

4 _s:nd (Encpr, (W), H(B_1pg,)) to TACS

PHASE II—TACS:

5W = Up_y[Decs, (Wy)] //sorted

6 B_1; = (MT(Up-; H(B_1po,)), MT(W),TS); COBy.AddBlock(Encs,(B_17)) //TACS 1st block added to the chain-of-blocks
(COB)

7 fork = 1tondo

8 | send (Encye, (W), H(B_11))to EDO,

PHASE ITA—EDOs:

9 fork = 1tondo

10
11
12

wordsInDoc_c, = getEncryptedCounts(DSy, Decsy, (W))

B 2p0, = (H(B_1po,), H(B_17), MT (wordsInDoc_c;),TS); COBpo,. AddBlock (Encg, (B_2po,)) //EDOK's 2nd block to COB
send (wordsInDoc_cy, H(B_2po,)) to TACS

PHASE IIB—TACS

13 val_p = Enc({val, ..., val});(R_v,h1_v, h2_v) = rndVecsforComp();(R_p, h_p) = Encode(R_v, (h1_v — h2_v))

14 rndWInDoc_c = ((Xj=,wordsInDoc_c, — val_p) X R_p) + h_p

15 B_27 = (H(B_17), MT (U}, H(B_2po,)), MT (rndWInDoc_c, h2_v), TS); COBr.AddBlock(Encg,(B_27)) //TACS 2nd block
16 send (rndWinDoc_c, H(B_2)) to EDS

17 fork = 1tondo

18 L’send (Encpy, (h2_v), H(B_27)) to EDOy

PHASE IIC—EDS:

19 rndWInDoc_v = DecrDec(rndWInDoc_c)

20 B_1p = (H(B_27),MT(rndWInDoc_v),TS); COBg.AddBlock(Encs,(B_15)) //EDSs’ 1st block added to the chain-of-blocks
21 fork = 1tondo

22 _iend (Encpy, (rmdWinDoc_v), H(B_1g)) to EDOy

PHASE IID—EDOs:

23 fork = 1tondo

24 wordsinDoc_v = (Decgy, (rndWinDoc_v) — Decgy, (h2_v))

25 WGThanV_v = greaterThanVal(W,wordsIinDoc_v)
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26 B_3po, = (H(B_2po,),H(B_27), H(B_1),
MT(WGThanV), TS); COBpy,. AddBlock(Encg, (B_3po,)) //EDO’s 3rd block added to the chain-of-blocks (COB)

secFS-S82: Given in Protocol 2-Stage II. It is a continuation of secFS-S1. In Phase 111,
using each of the |W'| words in WGThanV as index entries, each EDO locally constructs

vectors hamWInDoc_v, = {(N (k)(wi,ch))iivil} and spamWInDoc_v; =

{(N(k) (w;, cs))liflll} , as well as the replicated hamM_v, = {N®(cp),...,N®(c,)} and
spamM_v, = {N®(cy)), ..., N® (c,)}, containing the number of local ham and spam mails
(documents), respectively, replicated for |[W'| times. After encoding and encrypting all
of them, they are sent to TACS (lines 1-4). In Phase IV, TACS homomorphically aggregates
(sums up) those vectors to get the global counts for each word to appear in ham and spam
documents, as well as the global number of ham and spam mails (lines 7-10). Then, it
finds  nrMails_c,wordsinDoc_c, wordsNOTInDoc_c, hamWNOTinDoc_c,  and
spamWNOTinDoc_c (lines 12-15, Figure 5), which in turn are used to find all of the ran-
domized nominator and denominator terms inside the logarithms in (4) for each word
(lines 16-23), denoted as allRndNomDenom_c, and all of them are sent to EDS (line 25),

e.g., in Figure 6a), we illustrate the SIMD evaluations and randomizations of the nomina-
N(wi,cj)NT
NwN(cj)
and denominators of the other terms in (4) are found in a similar way. In Phase V, EDS

tor and denominator of the term in (4) done in lines 16 and 20. The nominators

decrypts all of the allNomDenomRnd_c sent by TACS (lines 27) and finds the encryption
of all of the logarithmic terms of (4) in randomized form, denoted as allTheRndLogs_c,
e.g., logHamWInDoc_c = EncEncr(K1 X log (rndHamW InD _mul_nrM _v/
Nwy,cp)-NT-Ry
N(w)-N(cp)Rs1

wr|
rdWinDoc_mul_hamM_v) = EncEncr <K 1-log ( ) > (upper vector in Fig-

i=1
ure 6b), where K1 is a constant used for integerization purposes and R, ; Rs; are ran-
dom numbers (lines 28-31). Afterwards, EDS sends the allTheRndLogs_c to TACS (line
34). In Phase VI, TACS removes the randomizations and multiplies each of the
allTheRndLogs_c with the corresponding term of (4) (lines 35-42), e.g., tmp_c; =
hamWinDoc_c X (logHamWInDoc_c + invLogHamWInD_p) in line 39 is illustrated in

NwON () of (4). The other logarithmic

terms multiplied with the corresponding counts of (4) are found in a similar way. After

Figure 6b, corresponds to term N (wi,cj)log<

homomorphically finding and randomizing the information gains to get
rndInforGains_c (lines 43-46), it is sent to EDS for decryption, while a partial portion of
the randomization is sent to each EDO (lines 48-50). In Phase VII, EDS decrypts
rndInforGains_c and sends it to each EDO. Finally, in Phase VIII, each of the EDOs par-
tially removes the randomization to get inforGains_v = {(1 Gw;)) XR+ h)llfl'l} (line 58).
Since all the IG(w;) terms are multiplied and added to the same random R and h, re-
spectively, it is easy for each of the EDOs to find the top m words with the highest IG.
Afterwards, EDOs apply the inverse permutation to word hashes using
hashBitPermVec_v proceeded with sorting w.r.t. to hash values, thus getting the selected
features set, SF (line 59). Sorting is done for performance reasons when users prepare their
queries according to the selected m words during secC.

PROTOCOL 2: secFS-S2 (secure Feature Selection-Stage II)

INPUT: n,{DS;}}-1, KeySet, (pk, sk), m, WGThanV
m: the number of features (words) to be selected at the end

WGThanV: words with at least val global document appearances

OUTPUT: SF = {H(wy), ..., H(W,,)},COB
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SF: m selected words with the highest IG sorted by their hashes

PHASE III—EDOs
fork = 1tondo

(hamWInDoc_cy, spamWInDoc_cy, hamM_cy, spamM_c;,) = getEncryptedCounts(DSy, wordsGThanV _v)
B_4po, = (H(B_3po,), MT (hamWinDoc_c, spamWInDoc_cy, hamM_cy, spamM _c),TS) //EDOKs 4"  block
send (hamWInDoc_cy, spamWInDoc_c,, hamM_cy, spamM _cy, H(B_4po,)) to TACS
COByp,.AddBlock(Encgy, (B_4po,))//added to chain-of-blocks-Figure 3

PHASE IV-TACS

6 (R1.p,...,R8_p) = RndEncodedVectors()

7  hamWlInDoc_c = Y p_,(hamWInDoc_cy),

8 hamM_c = Y}_,(hamM_c;)

1
2
3
4
5

9 spamWInDoc_c = Y j-,(spamWInDoc_cy),

10 spamM_c = Y }_,(spamM_c;)

11 nrMails_c = hamM_c + spamM _c,

12 wordsInDoc_c = hamWInDoc_c + spamWInDoc_c

13 wordsNOTInDoc_c = nrMails_c — wordsInDoc_c

14 hamWNOTinDoc_c = hamM_c — hamWInDoc_c

15 spamWNOTinDoc_c = spamM_c — spamWInDoc_c

16 rndHamWInD_mul_ nrM_c = (hamWInDoc_c X nrMails_c) X R1_p

17 rmndHamWNOTInD_mul_nrM_c = (hamWNOTInDoc_c X nrMails_c) X R2_p

18 rndSpamWinD_mul nrM_c = (spamWInDoc_c X nrMails_c) X R3_p

19 rndSpamWNOTInD_mul_nrM_c = (spamWNOTInDoc_c X nrMails_c) X R4_p

20 rndWinDoc_mul_hamM_c = (wordsInDoc_c X hamM_c) X R5_p

21 rndWNOTInDoc_mul_hamM_c = (wordsNOTInDoc_c X hamM_c) X R6_p

22 rndWinDoc_mul_spamM_c = (wordsInDoc_c X spamM_c) X R7_p

23 rmndWNOTInDoc_mul_spamM_c = (wordsNOTInDoc_c X spamM_c) X R8_p

24 B 37 = (H(B_27), MT(Up=y H(B_4po, ), MT (allRndNomDenom_c),TS)) //TACS’ 3% block

25 send (allRndNomDenom_c, H(B_37)) to EDS

26 COBT.AddBlock(EncskT(B_BT)) //added to chain-of-blocks—Figure 3

PHASE V—EDS

27 (rndHamWInD_mul_nrM_v,rndHamWNOTInD_mul nrM_v, rndSpamWNOTInD_mul_ nrM_v, rmdSpamWNOTInD_mul_nrM_v,
rndWinDoc_mul_hamM_v,rndWNOTInDoc_mul_hamM _v , rndWinDoc_mul_spamM_v,rndWNOTInDoc_mul_spamM_v) =
DecrDec(allRndNomDenom_c sent by TACS)

28 logHamWInDoc_c = EncEncr(K1 X log(rndHamWInD_mul_nrM_v /rndWInDoc_mul_hamM_v))

29 logHamWNOTInDoc_c = EncEncr(K1 X log(rndHamWNOTInD_mul_nrM_v /rndWNOTInDoc_mul_hamM_v))
30 logSpamWInDoc_c = EncEncr(K1 X log(rndSpamW InD_mul_nrM_v /rndWInDoc_mul_spamM _v))

31 logSpamWNOTInDoc_c = EncEncr(K1 X log(rndSpamWNOTInD_mul_ nrM_v/rndWNOTInDoc_mul_spamM _v))
32 B2 = (H(B_1g),H(B_37),MT (allTheRndLogs_c), TS)

33 COBg.AddBlock(Encsy,(B_2g)) //EDS'2nd block in chain-of-blocks (COB)- Figure 3

34 send (allTheRndLogs_c, H(B_2g)) to TACS

PHASE VI-TACS

35 invLogHamWInD _p = Encode(K1 X log(R5_v/R1_v))

36 invLogHamWNOTInD_p = Encode(K1 X log(R6_v/R2_v))

37 invLogSpamWInD_p = Encode(K1 X log(R7_v/R3_v))
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38 invLogSpamWNOTInD_p = Encode(K1 X log(R8_v/R4_v))

39 tmp_c, = hamWinDoc_c X (logHamWInDoc_c + invLogHamW InD _p)

40 tmp_c; = hamWNOTInDoc_c X (logHamWNOTInDoc_c + invLogHamWNOTInD_p)
41 tmp_c3 = spamWInDoc_c X (logSpamW InDoc_c + invLogSpamWInD _p)

42 tmp_c, = spamWNOTInDoc_c X (logSpamWNOTInDoc_c + invLogSpamWNOTInD _p)
43 inforGains_c = Y, tmp_c;

44 Rv={R,..Rhhlv={hyq,...,.hy1}; h2_v={h, .., h}

45 (R_p,h1_p) = Encode(R_v,h1_v)

46 rndInforGains_c = (inforGains_c X R_p) + hlp

47 B_ 4y = (H(B_37),H(B_2g), MT (rndInforGains_c, (h1_v — h_v)),TS) //TACS’ 4t chain-of-blocks (COB) block
48 send (rndInforGains_c ,H(B_4¢)) to EDS

49 fork =1tondo

50 send (Encyy, (h1_v — h_v), H(B_47)) to EDO,

51 COBy.AddBlock(Encsy, (B_47)) //add TACS' 4* block to chain-of-blocks (COB)
PHASE VII-EDS:

52 rndinforGains_v = DecrDec(rndInforGains_c)

53 B_3g = (H(B_2g),H(B_47), MT (rndInforGains_v), TS)

54 fork =1tondo

55 | send (Encpy, (rndInforGains_v), H(B_3g)) to EDOy

56 COBg.AddBlock(Encsy,(B_3g)) //EDS’ 3 block added to the chain-of-blocks (COB)—Figure 3
PHASE VIII-EDOs

57 rndInforGains_v = Decgy, (rndInforGains_v)

58 inforGains_v = rndInforGains_v — Decgy, (h1_v — h_v)

59 SF = sort(m~(topM(inforGains_v)), hashBitPermVec_v)
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Figure 5. [llustration of SIMD evaluation of values in lines 13-16 of secFS-S2.
logHamWInDoc_c H(w;)
K1 x log (N(Wi'ch) X NT) X Rl,w,-
halenDo’zg-v') wordslnDo}:_(:Vl) oes (N(W,) X N(Ch)) X RS,W,-
N(W,-, Ch) N(Wz) + invLogHamWInD _p
nrMails_c nrMails_c = K1 % lOg R5-Wi
wull, SOE ...|] N i
X )R1p R1_p ®lmlenDoc_c
—...] Riw i ...] Rsw, ; - N(w;, cp)
E -ndHamWInD_mul_nrM _c rmdHamWInD _mul_nrM _c
Nw;,c, )XNT)XRy,,, (N(W;)XN(c,))XRs np_<y
4 ‘I R4 iy e s g S 0¥ %) X NT)
i» C}
bt (N(wi) X N(cn)) |...

(a)

(b)

Figure 6. [llustration of SWHE SIMD evaluations of terms in (4) in secFS-S2.

6. Secure ML Federated Learning (Training)

Definition 5. ML model training is the process of acquiring parameters of the trained model TM
from a labeled dataset(s) DS consisted of a selected feature set SF according to an algorithm T;

thus, TM = T (DS, SF).
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secT—secure (Federated Learning) Training. Given in Protocol 3. In Phase VIII, each
of the EDOs locally constructs the training vector, TV _vy, s.t. the first and the (m + 1)-th
index have the local ham N®(c,) and spam N®(c,) counts, respectively, while the in-
dexes from 1to m contain the local ham frequencies f® (w;, cy,), and indexes from m +
2 until 2m + 2 have the local spam frequencies f® (w,, c,), corresponding to the words
of the selected features’ set SF, respectively, where 1 <i <m and 1 <k <n (theupper
vectors of Figure 7, lines 2-3, 5). For the needs of Laplace Smoothing (Section 4.1), an ar-
bitrarily chosen EDO adds an extra 1 to the indexes corresponding to word frequencies
and adds the dictionary size (in our case m) to the firstand (m + 1)-th index correspond-
ing to ham and spam counts. After encoding and encrypting TV_v, to get TV _c, they
are sent to TACS, which, in Phase IX, homomorphically sums them up and randomizes
this sum to get rndTV_c (line 8, Figure 7) and sends it to EDS (line 12). In Phase X, EDS
finds the randomized logarithmic terms of the MNB trained model (Section 4.1), encrypts
them to get mmdTM_c (Figure 8, lines 14-16), and sends it to TACS (line 18). Finally, in
Phase XI, TACS removes the randomizations and subtracts the rotated result (Figure §,
lines 20-21) to get the final MNB trained model according to (2). In secT we continue the
chain-of-blocks started in the previous protocol. Note: if instead of the frequencies
F®w;,cn) and O w;, cg), we put N®w;, c,) and N®(w;,¢c;) at TV_vys in Phase I,
the final trained model will be the one based on NB (Section 4.1).

TV.cy ¢ H(w;) m+1 H(w;)

NO(cp] FPwicn) NV (]| FP(wies) [if NT(D)
+TV_CZ e e
H NP (e | FPwien) HN®E)l] fF™(wies) |} NT(@)

TV c

N(cw) | fwic) [] NG [[ f(wies) [| NT
X)Rp
1 RCh W;,Cp E RCS E Rw,-,cs E RNT

rndTV_c
'1N(Ch)XRchlf(wi,ch)XRwi,ch N(Cs)chJE f(“"i,cs)XRw,-,cJE NTXRy7

Figure 7. Obtaining and randomizing the global frequencies in SIMD fashion.

rndTM _c H(w;) H(w;)
N(cp)x Rt‘h i f(wi.ch)XRw,-.ch I: N(cs) XRc g’ [f(wx Cs) XRu Cs
NT XRyT ] .K[ N(Ch)x RC;, oK NTXRNT ] .K N(CS)XR ] .
invLogP _p
Rch RWivC'h Rcs i RWi:Cs i

TM c

~ KP(cp) |i|

~ KP(w;|cy) [i|  KP(c) i ~

KP(w;|c)) | H
~ KP(c)) [[[ ¥ KP(w;[c)) [f—(Rot(-(n+1))]

TM ¢

KP(cy) >
— KP(c)|

KP(w;|cy)
_ KP(wilcs)

Figure 8. De-randomizing and rotating rndTM _c to get the final trained model TM_c.
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PROTOCOL 3: secT (secure Training)

INPUT: n,{DS;};-1, KeySet,SF,m
SF = {H(wy), ..., H(w,,)}: m selected features with the highest IG

OUTPUT: TM_c = {K(P(cp) — P(cy)), K(P(cp|wy) — P(cs|wy)), ..., K(P(cp|wm) — P(cs|lwim))}
TM_c: the (packed) trained model ciphertext

PHASE VIII—EDOs:

1 fork =1tondo

2 TV v, = getTV AccordingToSF (DSy, SF)

3 TV _c, = EncEncr(TV_vy)

4 | B_5po, = (H(B_4po,), H(B_4), H(B_3;), MT(TV_c;),TS)

5 send (TV_cx, H(B_5p¢,) to TACS

6 COBDOk.AddBlock(Encskk (B_5p0,)) //add EDO’s 5th block to the chain-of-blocks (COB)-Figure 3
PHASE IX—TACS:

7 Rv ={R¢,, .., Rwyc,» Ry r Rwiycor - Rt}

8 rndTV_c = Q}_1TV_cr) XRp

9 invLogP_v = K X { Rﬂl [Rch l [Rﬂ] [ﬂ]}

Ry, Rwycp Res Rw;.cs

10 invLogP_p = Encode(invLogP_v)

11 B_5; = (H(B_47),MT(U}-; H(B_5p0,)), MT (rndTV ), TS)

12 send (rndTV_c, H(B_57)) to EDS

13 COBr.AddBlock(Encg,(B_51)) //add TACS’ 5th block to the chain-of-blocks (COB)-Figure 3
PHASE X-EDS

14 rndTV_v = DecrDec(rndTV _c)

15 rmdTM_v = calculateRndLogsOfProbs(rndTV_v)

16 rndTM_c = EncEncr(rndTM_v)

17 B_4; = (H(B_3z), H(B_57), MT(rndTM _c),TS)

18 send (rmdTM_c,H(B_4g)) to TACS

19 COBg.AddBlock(Encg,,(B_4g)) //add EDS’ 4th block to the chain-of-block (COB)-Figure 3
PHASE XI—TACS:

20 TM_c = rndTM_c + invLogP_p

21 TM_c =TM_c — Rot(TM_c,—(m + 1))

22 B_6; = (H(B_57), H(B_45), MT(TM_c), TS)

22 COBy.AddBlock(Encs,(B_67)) //add TACS’ 6th block to the chain-of-block (COB)-Figure 3
23 return TM_c

Improvement 1: after obtaining it, the trained model TM_c israrely changed in prac-

tice. We can utilize this fact to send it only once to the EC and amortize the communication

cost among all the secure classification instances, which will be initiated by the EC.

7. Secure ML Classifications

Definition 6. Classification is the process of assigning a label to an unlabeled query q accord-
ing to a trained model TM using an algorithm C; thus, Cry(q) = C(TM,q).
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secC—secure classification. Given in Protocol 4. In Phase XII, EC encodes its query
q_v, which has 1 in the first slot (index), proceeded by the query frequencies of each word
in the query ordered according to the word arrangement in the selected features sets SF
(line 1, Figure 9). After multiplying the encoded query with the trained model TM_c, it
sends the result to TACS (lines 2-3, Figure 9). In Phase XIII, in accordance with (2), TACS
homomorphically finds the sums of each of the (m + 1) slots in log,(m + 1) rotations
and additions with the result residing in the first slot (lines 5-6). To do this, (m + 1)
should be a power of two. If it is not the case, then we can pad extra slots with dummy
values (usually zeros). Then, for secure comparison purposes (Section 4.3), it multiplies
this result with a random R_p followed by adding h_p s.t. R_p, and h_p are con-
structed having in mind the secure comparison requirements for them in Section 4.3. To
protect the result from the STC (substitute-then-compare) attack from [13], TACS adds an
extra random h2_p = Encode(h_v) to the result and sends the randomized result to EDS
and the h2_v to EC (lines 4-11). In Phase XIV, EDS decrypts the randomized classification
result and sends it to EC (lines 12-13). Finally, in Phase XV, EC subtracts h2_v from the
randomized classification result and, according to (2), gets the final classification based on
the sign of the result (lines 14-18). If the query q_v instead of the frequencies contains the
counts (N4 (w;)) of words appearing in the query, then instead of MNB, we are dealing
with the NB.

PROTOCOL 4: secC (secure Classification)

INPUT: SF,TM_c,q_v = {1,fq(W1), ..., fq(Wm)}:
(pk, sk): key pairs of EDS with SWHE properties

SF: the set of m selected features with the highest IG, selected (filtered) during the secFS protocols

TM_c: the trained model ciphertext residing at EC

q_v: the EC’s (packed) query vector(s)

Crm(q): the q_v's final classification

PHASE XII—EC:

1 q_p = Encode(q_v)

2 Cry(@Q)c: =TM_cxqp

3 send Cry(q)_c to TACS

PHASE XIII-TACS

4 fori=0to[log(m+ 1)]

5 Crm(q)_c = Cru(q)_c + Rot(Cry(q)_c, —2")

6 (R_p,h_p, h2_p) = EncoderndVecsforComp(R_v,h_v, h2_v)
7 1mdCry(q)_c = (Cry(q)_c X R_p) + h_p) + h2_p //to protect from the STC attack described in [7]
8 send rndCry(gq)_c to EDS

9 send Ency,.(h2_v) to EC

PHASE XIV-EDS

10 rmdCry(q)_v = DecrDec(rndCry(q)_c)

11 send Encpy,.(rndFinClas_v) to EC

PHASE XV-EC

12 res_v = Decgy, . (rdCry(q)_v) — Decsy, . (h2_v)

13 if(res_.v = 0) return Cry(q) = “ham”

14 else return Cry(q) = “spam”
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Improvement 2: We can convert secC from a 3PC to 2PC by executing Phases XII
and XIII at EC (will denote them as Phase XVI), and we can proceed with Phase IV at EDS
and Phase XV at EC as usual (the EC on the left side in Figure 2).

Improvement 3: For high throughput, we can simultaneously process up to q =

l(mli 1)] queries by obtaining a replicated TM_C during secT (which can be done without

extra costs, Figure 8) and encoding (packing) q queries to q_p during secC.

H(wy) H(w;) H(w,y,)

KP(Ch) KP(wllch.)
= KP(CS) = KP(wllcs): = KP(wilcs)

KP(W,-lCh) KP(WmICh)
S KP(wmlcs)

1 fq(wl) : fq(Wi.) a fQ(Wm)

Figure 9. SWHE SIMD multiplication of the trained model TM_c with query ¢_p.

8. Dealing with Malicious EDOs and System Errors

The algorithm is given in Protocol 5. It deals with system errors, such as detecting
network (transmission or propagation) errors and unauthorized participants, as well as
dealing with malicious EDOs, which deviate from the protocol by providing false data.

In line 1, function checkintegrity(...) uses AllTransData to reconstruct Chain-of-
Blocks (COB) (Section 3.4) and compares its calculated hashes with the hash values at the
original COB. It returns true if hashes match, i.e., the integrity check holds; otherwise, it
returns false, which is probably due to network transmission or propagation errors.

In line 2, function checkSignatureValidity(...) uses the set of public keys of partic-
ipants KeySet to check and verify the signatures for each block of each participant at
COB (Figure 3). It returns true if all signature verifications hold. Otherwise, it returns false,
which signals that one or more unauthorized participants participated in protocols 1-3.

In line 3, function checkOrderOfExectuion(...) uses timestamps at each COB block
to check the order (sequence, consistency) of participants participating and interacting
with each other in protocols. It returns true if the orders holds; otherwise, it returns false.

In lines 4-8, using the trained ML model TM _c, the protocol classifies an array of
nrQ already correctly classified queries and compares the obtained classification labels
with the correct ones (lines 7-8). Afterwards, it uses this information to calculate the clas-
sification accuracy of TM_c (line 9). If the calculated accuracy is smaller than a threshold
thresh (line 10), then it is assumed that it is due to the presence of malicious EDOs. In
such a case, EDOs that participated in Protocols 1-3, to obtain the current TM_c, are added
to a list of potentially malicious EDOs (line 11).

If any of the integrity (line 1), or authorization (line 2) or consistency (line 3) or mali-
cious EDO checks (line 12) fails, then the current TM_¢, SF and COB are deleted from the
system, and the old ones (from the previous run of Protocols 1-3) are rolled (brought)
back to be used to classify unclassified client (EC) queries.

PROTOCOL 5: MalEDO_SE (Dealing with Malicious EDOs (Edge Dataset Owners) and System Errors)

INPUT: COB,AllTransData, KeySet,TM_c, SF,testQueries[nrQ],trueLabels[nrQ], thresh

COB: the chain-of-Blocks (COB) (Section 3.4) obtained during secFS and secT protocols (Sections 5 and 6) (Figure 3)

AllTransData: all data that participants send to each other while running secFS and secT, needed to construct COB (Figure 3)

KeySet: the set of all the participants’ public key pairs used for signing blocks in the chain-of-block and for secure communications.

TM_c: the trained model ciphertext (which is the output of secT) residing at TACS

SF: the set of m selected features with the highest IG, selected (filtered) during the secFS protocols
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testQueries[nrQ]: an array of nrQ correctly labeled (classified) queries used to test the accuracy of TM_c

trueLabels[nrQ]: the correct corresponding labels (classes) of the nrQ queries of the array testQueries[nrQ]

thresh: the minimum accepted ML classification accuracy threshold value by the system

OUTPUT: decsion

decision: accept, if no system errors and ML classification accuracy is above threshold thresh, otherwise decline

1 integrityCheck = checkintegrity(COB, AllTransData) //returns true if integrity check holds, otherwise returns false

fori =0tonrQ

o N N G o W N

authorizationCheck = checkSignatureValidity(COB, KeySet) //true if authorization (identity) check holds, otherwise false
consistencyCheck = checkOrderOfExectuion(COB) //true if order (sequence) of execution holds, otherwise false

correctlyClassifiedQueeries = 0; noMaliciousEDO = true

obtainedLabel[i] = secC(SF,TM_c, testQueries[i[)
if (trueLabels[i] == obtainedLabel[i])

orrectlyClassifiedQueeries + +

correctlyClassifiedQueeries

9 accuracy = o

10 if (accuracy < thresh)

11 | addToSuspectedMaliciusListParticipatingEDOs()
12 mglgiciousEDOCheck = false

13 if (integrityCheck == false or authorizationCheck == false or consistencyCheck == false or noMaliciousEDO = true)

14 | rollBackToLastTrainedModel()

15 re‘urn decline

16 otherwise return accept

9. Experimental Evaluations and Comparisons

We run our codes in a machine with an Intel Core i3-4000M processor with two phys-
ical cores, each of 2.4 GHz (we utilize one core only in our implementations) with 4 GB of
DDR3 RAM and 64-bit Windows 10 Pro as an OS. For SWHE purposes, we use the C++-
based Microsoft’s SEAL 3.2 library [53], which implements the SWHE scheme in [52].

For benchmark and comparison purposes with the state-of-the-art schemes, we used
two textual datasets, the SMS spam corpus [54] and the Enron e-mail dataset [47,55]. Their
implementations can be found in [55,56], respectively, for a total of around 15 000 lines of
original C++ code. The Enron e-mail dataset is a collection of e-mails from 150 user profiles,
with a total of 16,555 ham and 17,148 spam e-mails. For the dataset pre-processing in line
2 of the secFS — S1 (Protocol 2), we applied stop-words removal, partial punctuation re-
moval, stemming by using the library in [57] and converting all the letters to lowercase.
For our protocols, the input parameter values for the Enron dataset are val = 5,K; =
100 000, K = 256, and m = 2047. For the SMS spam corpus, which has 4591 ham and
983 spam SMSes, instead of secFS —S1 and secFS — S2 (Protocols 2 and 3), we use the
SMS consonant bigram approach proposed in [29] accompanied by several improvements
in training and classification. This gives us a total of m = 21 x 21 = 441 features for the
SMSes vs. thousands for the classical “bag-of-words” approach. Furthermore, in the
trained model TM_c, instead of allocating separate slots for each ham- and spam-related
probability as it is done in [29], we allocate a single slot, which has the subtractions of the
corresponding ham and spam probabilities (Sections 6 and 7, Figures 8 and 9). This alone
gives an improvement of 50% in terms of computation and communication costs with
respect to the private SMS algorithms in [29]. For both the datasets, unlike the related
schemes, we also applied Laplace smoothing to boost our classification accuracy (Sections
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4.1 and 6). Compared with the reported accuracy results in related research, such as [15,28]
and [47], our results are shown to be among the most accurate ones in the literature in
both private and non-private ML classifications. Also, due to choosing K to be between
8 and 10 bits, there was no loss of accuracy due to private classifications, which is con-
sistent with the findings in [29].

For the SWHE parameters (Section 4.3) for N = 8192, 16,384, we use the correspond-
ing values of t = 37,60 bits and q = 218,m438 bits, respectively, and security of 4 =
128 bits.

Table 2 gives the cumulative (total) computation and communication costs for each
participant while running Protocol 2 (both stage I and II) for the Enron email dataset,
while Table 3 gives the costs for Protocol 3. Both tables report results for different polyno-
mial sizes N and numbers of EDOs n. The size of a single ciphertextis 2+ N - q bits. In
Protocol 3, each participant transfers one ciphertext each, for a total (cumulative) commu-
nication cost of (n + 2) ciphertext transmissions (n EDOs, TACS and EDS), which are
reported in the corresponding columns in Table 2 in MB. Table 4 gives the amortized (per
query) costs of the improved 2PC version of Protocol 4 (Improvement 2 and 3 in Section
7) for each different N. In this sense, for the Enron dataset, the number of packed queries

J = 4 and 8 queries for N = 8192 and N =

in a single ciphertextis q = l (mjil)l = l (zoiv7+1)

16,384, respectively, while for the SMS spam corpus dataset, it is 8 and 16 queries, respec-
tively.

Table 2. Protocol 3 costs for different polynomial modulus N and EDO numbers n.

N n Computation Cost (s) Communication Cost (MB)
EDO TACS EDS EDO TACS EDS
10 197.7 394.4 2.0 190.2 45.7 16.5
20 163.3 442.8 2.1 378.5 59.3 22.5
8192 30 148.5 484.4 2.1 566.4 72.9 28.6
40 53.3 176.6 2.5 754.3 86.6 34.7
50 34.1 173.6 1.9 482.1 100.2 40.7
10 77.2 141.6 1.5 379.3 77.5 26.8
20 69.0 195.5 1.1 756.6 91.1 32.8
16,384 30 54.7 240.7 2.3 1133 104.8 38
40 39.2 323.0 2.1 1510 118.4 45.0
50 33.3 386.5 2.1 1887 132.0 51.0

Table 3. Protocol 3 costs for different N and numbers of EDOs.

N Comp. (ms) N = 8192 Com. Comp. (ms) N = 16,384 Com.
n EDO TACS EDS (MB) EDO TACS EDS (MB)
Enron email dataset [47]
10 1690 149 65 5.1 803 557 53 20.5
20 1382 212 62 9.3 582 646 73 37.6
30 1044 198 70 13.6 530 1581 52 54.7
40 941.0 203 71 17.8 413 1966 55 71.8
50 283.3 235 63 224 392 1752 48 88.9
SMS spam corpus dataset [54]

10 16.8 7.8 4 5.1 36.5 34.9 11.9 21.9
20 16.7 9.5 4.2 9.4 35.8 42.1 1.7 40.2
30 16.4 13.9 3.7 13.7 36.1 53.4 10.3 58.5
40 16.3 17.4 4.1 18.0 36.5 65.3 10.8 76.8
50 16.1 19.8 3.9 22.3 37.8 71.0 11.0 95.0
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Table 4. Amortized (per query) costs of Protocol 4.

Comput. Cost (ms) Comr(nlll];. Cost Comput. Cost (ms) Comr(n;];' Cost
EC EDS EC EDS EC EDS EC EDS
Enron Email dataset [47], N = 8192 Enron Email dataset [47], N = 16,384

15.03 0.28 27.5 0 17.3 0.27 27.5 0
SMS spam dataset [54], N = 8192 SMS spam dataset [54], N = 16,384
6.5 0.2 13.75 0 6.95 0.72 13.75 0

In Table 5, we compare the best results of our secure feature-selection protocol (Pro-
tocol 2, both secFS-51 and secFS-S2) with the secure feature protocol in [40], which is the
closest to ours from the related literature. In [40], they use a light version of the infor-
mation gain—the Gini index—for secure feature selection. Also, in [40], they use the non-
textual Speed Dating binary dataset of [58], which has NT = 8378 records, |F| =122 ini-
tial features, from which they select m = 67 features and finish the task in 60.57 min.
Since [58] is a non-textual dataset and the features are known publicly, they do not engage
in a protocol similar to our GRPV and secFS-51, which makes their task easier.

In Tables 6 and 7, we report and compare the costs and characteristics of several re-
lated schemes (mainly related to binary textual datasets) dealing with PP training and
classification, respectively. Since they report several costs and properties, we present the
best of each one of each scheme. For the Enron dataset, in Table 6, in training costs of our
scheme, we include both secure feature selection and training, compensating for the fact
that the other schemes directly proceed with training without prior feature selection. For
PP training and classification benchmark purposes with [29], for the SMS spam dataset
[54,56] of our protocols, we report the results for N = 4096, t = 27 bits and g = 109 bits
and A = 128 bits.

Tables 5-7 show that our schemes outperform the others from several times to orders
of magnitudes in terms of computation and communication, despite the others running
their protocols on machines with much better hardware resources than ours. Our proto-
cols are also better in classification accuracies.

Table 5. Secure feature selection comparisons among schemes.

Scheme NT |F| m = |SF| Comp. Comm.
Speed Dating dataset [58]
[40] * 8378 122 67 60.57 min Not reported
Enron email dataset [47]
Ours 33,703 157,458 2047 10.15 min 310 MB

* Four co-located F32s V2 Azure, each with 32 cores and 64 GB RAM.

Table 6. Training comparisons among similar PP schemes.

Scheme Comp. Cost Comm. Cost ML Algorithm Class. Acc.
Enron email dataset [47]
[28] * 11.1 days 120 GB Deep Learning 86.3%
[28] ** 5.04 days 120 GB Deep Learning 86.3%
Ours 10.16 min 316 MB MNB 99.1%
SMS spam corpus dataset [54]
[29] 21.57 ms 763 KB NB 93.1%
Ours 18.20 ms 709 KB NB 93.1%
MNIST dataset [59]
[60] 55.5 days NR Deep Learning 96.3%
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* Utilizing 104 cores of Intel Xeon processors with 2.2 GHz and 482 GB of RAM. ** Improved version

of the same scheme over the same hardware resources.

Table 7. Classification comparisons among similar PP schemes.

Scheme Comp. Cost Comm. Cost ML Algorithm Class. Acc.
Enron email dataset [47]

[14] ~8 s Not reported NB Not report.
[15] 350 ms ~110 KB MNB, NB 98.8%
[28] * 3.79s (SEAL) 40.63 MB Deep Learning 86.3%
[28] ** 0.17s (GPU) 40.63 MB Deep Learning 86.3%
[32] 78 min Not reported NB 99.1%
Ours 15.31 ms 27.5 KB MNB 99.1%

SMS spam corpus dataset [54]
[31] 21 ms Not reported NB 95.6%
[29] 6.75 ms 109 KB NB 93.1%
Ours 3.38 ms 11.37 KB NB 93.1%
Hate speech against immigrants and women in Twitter dataset [30]

[30] 25.579 s Not reported Ensemble trees 74.4%
[30] 0.953 s Not reported Logis. Regress. 72.4%

* Twenty-six cores of 2.1 GHz Intel Xeon Platinum processor with 188 GB of RAM. ** 1 TESLA (5120
cores of 1.38 GHz) and 3 P100 (3584 cores of 1.19 GHz).

10. Security Analysis and Proofs

Definition 7. Decision-RLWE: for a security parameter A, let f(x) be a cyclotomic irreducible
polynomial of degree N, which depends on A. Let Rq = Zq[x]/f(x) be a polynomial ring with
integer coefficients modulo q, s.t. q = q(A) = 2. Let a,c, and s be uniform randomly chosen
from Rq,ie., a < Rq,c < Rq and s « Rq. Let e be a randomly chosen noise from a normal
distribution y, i.e., e « y. Decision RLWE is the problem to distinguish between (a,a-s +e)
and (a,c) [51,52].

Assumption 1. Hardness of Decision-RLWE: Decision-RLWE is assumed to be a hard and
resilient problem even for an adversary with a quantum computer [51,52].

Semantic security of the RLWE schemes: Due to its probabilistic encryption, RLWE-
based schemes offer semantic security, i.e., for ciphertexts, m,_c and m;_c that encrypt
plaintexts m,_p and m,_p, respectively; an adversary cannot distinguish which cipher-
text belongs to which plaintext [61]. All the known SWHE schemes are based on RLWE.

Definition 8. Secure Multi-Party Computation (SMPC) under the semi-honest model for
deterministic functions: Let us have p parties, Py, ..., P,, with the corresponding private inputs
Xy, s Xp and let x = (xl, . xp). With a certain security parameter, A, let them execute protocol
I at the end of which each P; gets the corresponding output Op.(4,%) for 1 <i < p; thus, the

t
global output is 0" = {(OIIZi(A, f)) } Let the view of P; be Vsl (4,X) = {(mfi)_ }, where
j=1

P
i=1

m]}.’i are the messages that P; receives while executing II. We say that II is a secure MPC pro-

tocol under the semi-honest model if there exists a simulator (function) s.t.

SE(Ax;, OF.(4, %)) =, VAI(A, %), where =, stands for computational indistinguishability

against a probabilistic polynomial time adversary [12,61].
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Theorem 1. Modular Sequential Composition Theorem: Let II sequentially call protocols
I, ...y If 11, ..., I; are SMPC protocols under the semi-honest model, then II is also secure.

Proof. Given in [12,61]. O
Theorem 2. GRPV is secure under the semi-honest model.

Proof. For 1 <k<n, V§' (A X) = {Encpy, (rndVec_v), Encyy, (rndVec_vy)} is the view
and OgR6Y (A, X) = {hashBitPermVec_v} is the output of EDO.

Let rndVec_v be a random vector and let rndVec_c; = hashBitPermVec_v —
rndVec_v . For the simulator of each eDo, we have SgfpY (A, Og56r (4, f)) =
{Encyy, (rndVec_v), E ncyy, (rndVec_vr)} =, VEREY (2, %).

For the view of TACS, we have VERY (4,%) = {(rndVec_c, )}-,}, and it has no out-
put. For the simulator, we construct random SWHE ciphertexts; thus, S£FLY (1) =
(rndVec_c; )7;:1 = VY (4, %) due to the semantic security of the RLWE SWHE schemes.

For EDS, the view is V&ad (4,%) = {rndVec_c}, and it has no output. For its simula-
tor, we have SERVY (1) = {rndVec_c} =, VERIY (A, %) since RLWE-based SWHE ciphertexts
rndVec_c and rndVec_c are indistinguishable from each other due to their semantic se-
curity. None of the participants has a private input in GRPV. o

Theorem 3. secFS-S1 is secure under the semi-honest model.

Proof. For 1 <k <n, VEGD%:](S'Sl(A, X) = {Encpkk(W),Encpkk(hZ_v), Encpkk(rndWInDoc_V)}
is the view (where X the set of private input of all participants), XE%Cgi'Sl =
{PreProcess(DSy)} is the private input, and O355>>'(A,X) = {WGThanV} is the output of
EDOy. From x355°7°" and 03557 75"(4, %), we construct the set of the union of words
W = U(Wy, WGThanV,rndW), where W, is obtained as in lines 2—4 of secFS-S1 and
rndW are permuted hashes of random words. h2_v and rndWInDoc v are randomly
chosen such that in the resulting rmdWinDoc_v — h2_v, the indexes that correspond to
the words of WGThanV in W are positive, thus greater than val. For the simulator of
EDO, we have S3ss=t (2, %3555, 035557514, 9) ) =
{Encpkk(W), Encpkk (m), Encpkk (rndwmoc_v)} ; thus,
SEEgST (A x555S5, 05555714, D)) =, VEEGS1 (A, %) . For TACS, ViS4 %) =

{(Encka (W")):=1’ (wordsInDoc_ck)’,Ll} is the view, x5 =@ is the input, and
055542 751(A, %) = @ is the output it receives at the end of the protocol, where @ is the
empty set. Let us construct n sets of permuted word hashes (W,)%_; so that TACS can-
not tell apart them and (W;)%.;, and n random ciphertexts (wordsInDoc_c;)}.,, which
cannot be distinguished from (wordsInDoc_c)i-,; due to the semantic security of the
RLWE schemes. For the TACS' simulator, then S5 ~5(4, x5¢%% ~5t, 05455751 (4, %)) =
{(Encka (W;))::f (Wordsl‘?lﬁoc_ck)::l} =, V3eeks=S1(2, x).

EDS’ view is V555 1(4, %) = {rndWInDoc_c}, and its input and output is the empty
set. We construct a random ciphertext rndWinDoc_c which cannot be distinguished from
rndWinDoc_c to the semantic security of the RLWE-based schemes. For the simulator,
then we have SEECTS™S1(A, x$5EFS 51, 055585751 (A, %)) =
{rndWmDoc_c} =, V5555551 (A, %).0

Corollary 1. secFS-51 is secure under the semi-honest model when out of n, n —3 EDO:s fail or
n— 2 EDO:s collude.
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Proof. Without a loss of generality, let the 3 left (not failed) EDOs be EDOy, for 1 <k < 3,
and let us treat the n-2 colluding EDOs as a single entity EDOj; thus, we again have 3
participating EDOs denoted as EDOy, for 1 < k < 3. We go through the similar lines as
Theorem 2 to prove Corollary 1. If there are only 2 non-failed or non-colluding EDOs left,
then, for the words in W (line 8 and 14), which do not appear in one EDO, not only this
EDO will know that they exist in the other EDO, he will also know whether the counts of
those words is greater or smaller than val based on the final WGThanV words’ set,
which constitutes a partial leakage that goes against the strict security and privacy re-
quirements set in Section 1. O

Theorem 4. secFS-S2 is secure under the semi-honest model.

Proof. For 1 <k <n, VE‘*DCOFI(S_SZ AR = {Encpkk(rndInforGains_v), Encpy, (h1v — h.v)} is
the view, xgf5> > = {PreProcess(DSy), WGThanV} is the private input, and
OE%CS}?'SZ(A, %) = {SF} is the output of EDOy. We construct random rndinforGains_v
and hl v — h v s.t. after rndlnf??éams_v —hl v —=h_v, the resulting vector, that in its
corresponding indexes is supposed to store the relative IG of the words in WGThanV,
which have its top m highest values for the indexes that correspond to the words of the
selected features’ set SF. For the corresponding simulator of each of the EDOs, we have
Sepgs %2 (/1, xg55s 52, 08557 S (A, f)) = {Encyy, (rdInforGains_v), Encyy, (h1_v — h_v)};

secFS—-S2 secFS—-S2 secFS 51 = ~ secFS—-S2 =
thus, SF7o, (A,xEDOk , 035 (A,x)) =, Vgpo, “(4,X).

For TACS, Vi —352 (4, %) =
n n n
{(hamWInDocck)kzl, (spamWInDocck)kzl, (hamMck)
(spamMCk)Z_l, allTheRndLogs_c} is the view, x%%ffss 2=¢ is the input, and
05559752(2, %) = @ is the output. For the simulator, we construct the corresponding ci-

phertexts randomly, which cannot be differentiated from their counterparts due to the

semantic security of the RLWE schemes; thus, S$e5552(2, x50 52, 0554551 (1, %)) =

{(hamWDocck)n , (spamWDocck):=l, (hamck):=l, (spamMck)k=1,

allTheRndLogsC} o VEEAES=S2(2, %)
EDS’ view is VE£sES=52(4, %) = {allRndNomDenom_c, rndInforGains_c}, and its in-

put and output are the empty set. For the simulator, we construct random ciphertexts, so

SseCFS SZ(A’ 55%1;5 52 E%IZS SZ(A —)) —

{alandNomDenom_c, rndInforGans_c} =, VE5E5752(4, %). o

Corollary 2. secFS-52 is secure under the semi-honest model when out of n, n —3 EDO:s fail or
n— 2 EDO:s collude.

Theorem 5. secT is secure under the semi-honest model.

Proof. For 1 <k <n, Vi3 (A, X) = @ is the view, x}§5, = {PreProcess(DSy), SF} is the
private input, and ozifgk(x, X) = @ is the output of EDOy. The simulator is S35, = 0.
For TACS, VFg5s(4, %) = {(TV_c,)i=1,™ndTM _c} is the view, x7¢5c = @ is the input,
and 05%55(4, %) = TM_c is the output. For the simulator, we construct random RLWE ci-
phertexts; thus, S§e5k (A, x$550s, 03¢5 (A, %)) = {(TV_ck) , rndTM C} =, Veck(A,%). For

EDS, VEssh(4, %) = {rndTV_c}, S§55% = {rndTV_c} =, 755511;(/1, %). 0

Corollary 3. secT is secure under the semi-honest model when out of n, n — 3 EDQOs fail or n —
2 EDO:s collude.
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Theorem 6. Our end-to-end protocol (unprocessed datasets until the final trained model) is secure
under the semi-honest model.

Proof. The end-to-end protocol, denoted as E2E, sequentially calls GRPV secFS-S1, secFS-
52, and secT, while their security was proven in Theorems 2-5, respectively. We invoke
Theorem 1 to prove the security of E2E. o

Corollary 4. E2E protocol is secure under the semi-honest model when out of n, n—3 EDOs
fail or n — 2 EDO:s collude.

Proof. We use Corollaries 1-3 and invoke Theorem 1. O

Theorem 7. secC is secure under the semi-honest model.

Proof. EC’s view is V§&C(A, %) = {rndCpy(q)_v,h2_v} its private input x§e® =q_v and

output O§“(A,X) = Cy(q) . For the EC’s simulator, we construct random
rnd mq)_v, h2_v s.t. their subtraction will give the same output when EC executes lines
14-18; thus, S$¢°€(2, x5¢°€, 056 (A, %)) = {rndCry(q)_v, R2_v} =, VEEC (A, %). The views of
TACS and EDS are V7ES5(A, %) = {Cry(q)_c} and is VEEES(4, %) = {rndCry(q)_c}, respec-
tively. We construct random ciphertexts Cry(q)_c and rdCry(q)_c for their correspond-
ing simulators. O

11. Discussions and Future Directions

We provide and prove the security of our end-to-end (secure feature selection pro-
ceeded by secure federated learning —training, i.e., from raw dataset to the final trained
ML model), as well as secure classification protocol under the semi-honest model. In the
process, we satisfy strict privacy and efficiency goals utilizing the properties offered by
the proposed chain-of-blocks (COB) technology. Our secure protocols are robust and al-
low a high rate of fault tolerance or collusions among datasets, are independent of each
other (can be used in combination with other schemes), are designed to have in mind dis-
tributed heterogeneous edge IoT environments and are resistant to adversaries with quan-
tum computers. Furthermore, utilizing COB, the proposed protocols deal with networks
errors, as well as unauthorized and malicious edge dataset owners, which deviate from
the protocol with the aim of disrupting it by eventually providing low classification accu-
racy. Experimental evaluations show that our protocols outperform state-of-the-art ones
from several times to orders of magnitude in terms of computation and communication
cost, while retaining the strict security and privacy requirements.

We plan to extend these security, privacy, and efficiency characteristics of our
schemes to deal with secure multi-label multi-output ML algorithms in distributed envi-
ronments, the first to do so in the literature, e.g., knowing that decision trees use the fea-
tures” information gains to choose the nodes for each tree level, one such ML algorithm
can be federated (distributed) tree learning, for which we can adjust our proposed proto-
col of securely evaluating the information gains in distributed environments (secFS-52).
Furthermore, they will deal with horizontally, vertically, and hybrid partitioned datasets.
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  r n d W I n D o c _ v − h 2 _ v


  w o r d s I n D o c _ v =  {    ( ( N  (   w  i ) − v a l ) ×   R  i +  h  1 , i   )  i = 1  | W | }


    w  i


     ( ( N  (   w  i ) − v a l ) ×   R  i +  h  1 , i   )  i = 1  | W |


  v a l


  W G T h a n V


    | W ′ |


    K e y S e t =  {  ( p   k  E , s   k  E ) ,  ( p   k  T , s   k  T ) ,    ( p   k  k , s   k  k )  k = 1  n , ( p   k  E C , s   k  E C ) } , 𝑪 , 𝒉 𝒂 𝒔 𝒉 𝑩 𝒊 𝒕 𝑺 𝒊 𝒛 𝒆


  𝑲 𝒆 𝒚 𝑺 𝒆 𝒕


   ( 𝒑 𝒌 , 𝒔 𝒌 )


  𝒉 𝒂 𝒔 𝒉 𝑩 𝒊 𝒕 𝑺 𝒊 𝒛 𝒆


  𝒉 𝒂 𝒔 𝒉 𝑩 𝒊 𝒕 𝑷 𝒆 𝒓 𝒎 𝑽 𝒆 𝒄 _ 𝒗


  𝒉 𝒂 𝒔 𝒉 𝑩 𝒊 𝒕 𝑷 𝒆 𝒓 𝒎 𝑽 𝒆 𝒄 _ 𝒗


  for   k   = 1   to   n   do


  r n d V e c _   v  k = g e n e r a t e R a n d o m V e c t o r ( )


  r n d V e c _   c  k = E n c E n c r ( r n d V e c _   v  k )


  send   r n d V e c _   c  k   to   TACS


  r n d V e c _   v  T = g e n e r a t e R a n d o m V e c t o r ( )


  r n d V e c _   c  T = E n c E n c r ( r n d V e c _   v  T )


  r n d V e c _ c =   ∑  i = 1  k    r n d V e c _   c  k


  r n d V e c _   c  T


    send   r n d V e c _ c   to   EDS


  for   k   = 1   to   n   do


  send   En  c  p   k  k ( r n d V e c _   v  T )   to   ED  O  k


  r n d V e c _ v = D e c r D e c ( r n d V e c _ c )


  for   k   = 1   to   n   do


  send   En  c  p   k  k ( r n d V e c _ v )   to   ED  O  k


  for   k   = 1   to   n   do


  r n d V e c 2 _ v = D e   c  s   k  k ( r n d V e c _ v ) − D e   c  s   k  k ( r n d V e c _   v  T )


  r n d V e c 2 _ v = r n d V e c 2 _ v % h a s h B i t S i z e


  h a s h B i t P e r m V e c _ v = c a l c P e r m V e c ( r n d V e c 2 _ v )


    𝒏 ,  { 𝑫   𝑺  𝒌 }  𝒌 = 𝟏  𝒏 ,   𝑲 𝒆 𝒚 𝑺 𝒆 𝒕 ,  ( 𝒑 𝒌 , 𝒔 𝒌 ) ,   𝒗 𝒂 𝒍 , 𝒉 𝒂 𝒔 𝒉 𝑩 𝒊 𝒕 𝑷 𝒆 𝒓 𝒎 𝑽 𝒆 𝒄 _ 𝒗  


  𝒏


     { 𝑫   𝑺  𝒌 }  𝒌 = 𝟏  𝒏


  1 ≤ k ≤ n


  𝒗 𝒂 𝒍


  𝒉 𝒂 𝒔 𝒉 𝑩 𝒊 𝒕 𝑷 𝒆 𝒓 𝒎 𝑽 𝒆 𝒄 _ 𝒗


  𝑾 𝑮 𝑻 𝒉 𝒂 𝒏 𝑽 ,   𝑪 𝑶 𝑩


  𝑾 𝑮 𝑻 𝒉 𝒂 𝒏 𝑽


  v a l


  𝑪 𝑶 𝑩


  for   k =   1   to   n   do


    W  k   = 𝜋 ( H  ( P r e P r o c e s s  ( D   S  k ) ) , h a s h B i t P e r m V e c _ v )


  B _  1  D   O  k =  ( M T  (   W  k ) , T S )


  C O   B  D   O  k . A d d B l o c k  ( E n   c  s   k  k ( B _  1  D   O  k ) )


  send   ( E n   c  p   k  T (   W  k ) , H ( B _  1  D   O  k ) )   to   TACS


    W =   ⋃  k = 1  n   [   D e c  s   k  T  (   W  k ) ]


  B _  1  T =  ( M T  (   ⋃  k = 1  n  H  ( B _  1  D   O  k ) ) , M T ( W ) , T S )


  C   O B  T . A d d B l o c k  ( E n   c  s   k  T ( B _  1  T ) )


  for   k   =   1   to   n   do


  send    ( En   c  p   k  k  ( W ) , H  ( B _  1  T ) ) to   ED  O  k


    for   k   =   1   to   n   do


  w o r d s I n D o c _   c  k   = g e t E n c r y p t e d C o u n t s ( D   S  k , D e   c  s   k  k ( W ) )


  B _  2  D   O  k = ( H ( B _  1  D   O  k ) , H ( B _  1  T ) , M T ( w o r d s I n D o c _   c  k ) , T S )


  C O   B  D   O  k . A d d B l o c k  ( E n   c  s   k  k  ( B _  2  D   O  k ) )


  send   ( w o r d s I n D o c _   c  k , H ( B _  2  D   O  k ) )   to   TACS


  v a l _ p = E n c  (  { v a l , … , v a l } )


   ( R _ v , h 1 _ v , h 2 _ v ) = r n d V e c s f o r C o m p ( )


  ( R _ p , h _ p ) = E n c o d e ( R _ v , ( h 1 _ v − h 2 _ v ) )


  r n d W I n D o c _ c = ( (   ∑  k = 1  n  w o r d s I n D o c _   c  k − v a l _ p ) × R _ p ) + h _ p


  B _  2  T = ( H ( B _  1  T ) , M T  (   ⋃  k = 1  n  H  ( B _  2  D   O  k ) ) , M T ( r n d W I n D o c _ c , h 2 _ v ) , T S )


  C   O B  T . A d d B l o c k  ( E n   c  s   k  T ( B _  2  T ) )


  send   ( r n d W I n D o c _ c , H  ( B _  2  T ) )   to   EDS  


  for   k   =   1   to   n   do


  send   ( E n   c  p   k  k  ( h 2 _ v ) , H  ( B _  2  T ) )   to   ED  O  k


  r n d W I n D o c _ v = D e c r D e c ( r n d W I n D o c _ c   )


  B _  1  E = ( H  ( B _  2  T ) , M T  ( r n d W I n D o c _ v ) , T S )


  C   O B  E . A d d B l o c k ( E n   c  s   k  E ( B _  1  E ) )


   


  for   k   =   1   to   n   do


  s e n d   ( E n   c  p   k  k  ( r n d W I n D o c _ v ) , H  ( B _  1  E ) )   to   ED  O  k


  for   k   =   1   to   n   do


  w o r d s I n D o c _ v = ( D e   c  s   k  k ( r n d W I n D o c _ v ) − D e   c  s   k  k ( h 2 _ v )


  W G T h a n V _ v   = g r e a t e r T h a n V a l ( W , w o r d s I n D o c _ v )


  B _  3  D   O  k =   ( H ( B _  2  D   O  k ) , H ( B _  2  T ) , H  ( B _  1  E ) ,  


  M T ( W G T h a n V ) , T S ) ; C   O B  D   O  k . A d d B l o c k  ( E n   c  s   k  k ( B _  3  D   O  k ) )


  | W ′ |


    W G T h a n V


  h a m W I n D o c _   v  k =  {    (   N   ( k ) (   w  i ,   c h ) )  i = 1  | W ′ | }


  s p a m W I n D o c _   v  k =  {    (   N   ( k ) (   w  i ,   c  s ) )  i = 1  | W ′ | }


  h a m M _   v  k = {   N  ( k ) (   c h ) , … ,   N  ( k ) (   c h ) }


  s p a m M _   v  k = {   N  ( k ) (   c  s ) ) , … ,   N  ( k ) (   c  s ) }


  | W ′ |


  n r M a i l s _ c , w o r d s I n D o c _ c ,


  w o r d s N O T I n D o c _ c , h a m W N O T i n D o c _ c ,


  s p a m W N O T i n D o c _ c


  a l l R n d N o m D e n o m _ c


    N  (   w  i ,   c  j ) N T  N  (   w  i ) N  (   c  j )


  a l l N o m D e n o m R n d _ c


  a l l T h e R n d L o g s _ c


  l o g H a m W I n D o c _ c = E n c E n c r ( K 1 × l o g


  ( r n d H a m W I n D _ m u l _ n r M _ v / r d W I n D o c _ m u l _ h a m M _ v ) = E n c E n c r  ( K 1 ∙   l o g  (   N  (   w  i ,   c h ) ∙ N T ∙   R  1 , i  N  (   w  i ) ∙ N  (   c h ) ∙   R  5 , 1 )  i = 1  | W ′ | )


  K 1


    R  1 , i ,     R  5 , i


  a l l T h e R n d L o g s _ c


  a l l T h e R n d L o g s _ c


  t m p _   c 1 = h a m W I n D o c _ c × ( l o g H a m W I n D o c _ c + i n v L o g H a m W I n D _ p )


  N  (   w  i ,   c  j ) l o g  (   N  (   w  i ,   c  j ) N T  N  (   w  i ) N  (   c  j ) )


  r n d I n f o r G a i n s _ c


  r n d I n f o r G a i n s _ c


  i n f o r G a i n s _ v =  {    ( I G  (   w  i ) × R + h )  i = 1  | W ′ | }


  I G (   w  i )


  R


  h


  m


  h a s h B i t P e r m V e c _ v


  m


    𝒏 ,  { 𝑫   𝑺  𝒌 }  𝒌 = 𝟏  𝒏 ,   𝑲 𝒆 𝒚 𝑺 𝒆 𝒕 ,  ( 𝒑 𝒌 , 𝒔 𝒌 ) ,   𝒎 , 𝑾 𝑮 𝑻 𝒉 𝒂 𝒏 𝑽  


  𝒎


  𝑾 𝑮 𝑻 𝒉 𝒂 𝒏 𝑽 :


  v a l


  𝑺 𝑭 =  {   𝑯 ( 𝒘  𝟏 ) , … ,   𝑯 ( 𝒘  𝒎 ) } ,   𝑪 𝑶 𝑩


  𝑺 𝑭


  m


  for   k   = 1   to   n   do


  ( h a m W I n D o c _   c  k , s p a m W I n D o c _   c  k , h a m M _   c  k , s p a m M _   c  k ) = g e t E n c r y p t e d C o u n t s ( D   S  k , w o r d s G T h a n V _ v )


  B _  4  D   O  k = ( H ( B _  3  D   O  k ) , M T ( h a m W I n D o c _   c  k ,


  s p a m W I n D o c _   c  k , h a m M _   c  k , s p a m M _   c  k ) , T S )


  send   ( h a m W I n D o c _   c  k , s p a m W I n D o c _   c  k ,


  h a m M _   c  k , s p a m M _   c  k , H ( B _  4  D   O  k ) )   to   TACS


  C   O B  D   O  k . A d d B l o c k  ( E n   c  s   k  k ( B _  4  D   O  k ) )


  ( R 1 _ p , … , R 8 _ p ) = R n d E n c o d e d V e c t o r s ( )


  h a m W I n D o c _ c =   ∑  k = 1  n   ( h a m W I n D o   c _ c  k ) ,


  h a m M _ c =   ∑  k = 1  n   ( h a m M _   c  k )


  s p a m W I n D o c _ c =   ∑  k = 1  n   ( s p a m W I n D o   c _ c  k ) ,


  s p a m M _ c =   ∑  k = 1  n   ( s p a m M _   c  k )


  n r M a i l s _ c = h a m M _ c + s p a m M _ c ,  


  w o r d s I n D o c _ c = h a m W I n D o c _ c + s p a m W I n D o c _ c


  w o r d s N O T I n D o c _ c = n r M a i l s _ c − w o r d s I n D o c _ c  


  h a m W N O T i n D o c _ c = h a m M _ c − h a m W I n D o c _ c


  s p a m W N O T i n D o c _ c = s p a m M _ c − s p a m W I n D o c _ c


  r n d H a m W I n D _ m u l _ n r M _ c =   ( h a m W I n D o c _ c   × n r M a i l s _ c ) × R 1 _ p


  r n d H a m W N O T I n D _ m u l _ n r M _ c =


  ( h a m W N O T I n D o c _ c   × n r M a i l s _ c ) × R 2 _ p


  r n d S p a m W I n D _ m u l _ n r M _ c =


  ( s p a m W I n D o c _ c   × n r M a i l s _ c ) × R 3 _ p


  r n d S p a m W N O T I n D _ m u l _ n r M _ c = ( s p a m W N O T I n D o c _ c   × n r M a i l s _ c ) × R 4 _ p


  r n d W I n D o c _ m u l _ h a m M _ c = ( w o r d s I n D o c _ c × h a m M _ c ) × R 5 _ p


  r n d W N O T I n D o c _ m u l _ h a m M _ c = ( w o r d s N O T I n D o c _ c × h a m M _ c ) × R 6 _ p


  r n d W I n D o c _ m u l _ s p a m M _ c = ( w o r d s I n D o c _ c × s p a m M _ c ) × R 7 _ p


  r n d W N O T I n D o c _ m u l _ s p a m M _ c =


  ( w o r d s N O T I n D o c _ c × s p a m M _ c ) × R 8 _ p


  B _  3  T = ( H ( B _  2  T ) , M T  (   ⋃  k = 1  n  H  ( B _  4  D   O  k ) , M T ( a l l R n d N o m D e n o m _ c ) , T S ) )


  send   ( a l l R n d N o m D e n o m _ c , H ( B _  3  T ) )   to   EDS


  C   O B  T . A d d B l o c k  ( E n   c  s   k  T ( B _  3  T ) )


  ( r n d H a m W I n D _ m u l _ n r M _ v ,   r n d H a m W N O T I n D _ m u l _ n r M _ v ,     r n d S p a m W N O T I n D _ m u l _ n r M _ v


  r n d S p a m W N O T I n D _ m u l _ n r M _ v ,


  r n d W I n D o c _ m u l _ h a m M _ v , r n d W N O T I n D o c _ m u l _ h a m M _ v


  r n d W I n D o c _ m u l _ s p a m M _ v , r n d W N O T I n D o c _ m u l _ s p a m M _ v ) = D e c r D e c ( a l l R n d N o m D e n o m _ c   s e n t   b y   TACS )


  l o g H a m W I n D o c _ c = E n c E n c r ( K 1 × l o g ( r n d H a m W I n D _ m u l _ n r M _ v / r n d W I n D o c _ m u l _ h a m M _ v ) )


  l o g H a m W N O T I n D o c _ c = E n c E n c r ( K 1 × l o g ( r n d H a m W N O T I n D _ m u l _ n r M _ v / r n d W N O T I n D o c _ m u l _ h a m M _ v ) )


  l o g S p a m W I n D o c _ c = E n c E n c r ( K 1 × l o g ( r n d S p a m W I n D _ m u l _ n r M _ v / r n d W I n D o c _ m u l _ s p a m M _ v ) )


  l o g S p a m W N O T I n D o c _ c = E n c E n c r ( K 1 × l o g ( r n d S p a m W N O T I n D _ m u l _ n r M _ v / r n d W N O T I n D o c _ m u l _ s p a m M _ v ) )


  B _  2  E = ( H  ( B _  1  E ) , H  ( B _  3  T ) , M T  ( a l l T h e R n d L o g s _ c ) , T S )


  C   O B  E . A d d B l o c k ( E n   c  s   k  E ( B _  2  E ) )


  send   ( a l l T h e R n d L o g s _ c , H ( B _  2  E ) )   to   TACS


  i n v L o g H a m W I n D _ p   = E n c o d e ( K 1 × l o g ( R 5 _ v / R 1 _ v ) )


  i n v L o g H a m W N O T I n D _ p   = E n c o d e ( K 1 × l o g ( R 6 _ v / R 2 _ v ) )


  i n v L o g S p a m W I n D _ p   = E n c o d e ( K 1 × l o g ( R 7 _ v / R 3 _ v ) )


  i n v L o g S p a m W N O T I n D _ p   = E n c o d e ( K 1 × l o g ( R 8 _ v / R 4 _ v ) )


  t m p _   c 1 = h a m W I n D o c _ c × ( l o g H a m W I n D o c _ c + i n v L o g H a m W I n D _ p )


  t m p _   c 2 = h a m W N O T I n D o c _ c × ( l o g H a m W N O T I n D o c _ c + i n v L o g H a m W N O T I n D _ p )


  t m p _   c 3 = s p a m W I n D o c _ c × ( l o g S p a m W I n D o c _ c + i n v L o g S p a m W I n D _ p )


  t m p _   c 4 = s p a m W N O T I n D o c _ c × ( l o g S p a m W N O T I n D o c _ c + i n v L o g S p a m W N O T I n D _ p )


  i n f o r G a i n s _ c   =   ∑  i = 1 4  t m p _   c  i


  R _ v = { R , … R } ; h 1 _ v = {  h  1 , 1 , … ,  h  N , 1 } ; h 2 _ v = { h , … , h }


  ( R _ p , h 1 _ p ) = E n c o d e ( R _ v , h 1 _ v )


  r n d I n f o r G a i n s _ c   = ( i n f o r G a i n s _ c   × R _ p ) + h 1 _ p


  B _  4  T = ( H ( B _  3  T ) , H ( B _  2  E ) ,   M T ( r n d I n f o r G a i n s _ c , ( h 1 _ v − h _ v ) ) , T S )


  send   ( r n d I n f o r G a i n s _ c   , H ( B _  4  T ) )   to   EDS


  for   k   = 1   to   n   do


  send   ( E n   c  p   k  k ( h 1 _ v − h _ v ) , H ( B _  4  T ) )   to   ED  O  k


  C   O B  T . A d d B l o c k  ( E n   c  s   k  T ( B _  4  T ) )


  r n d I n f o r G a i n s _ v   = D e c r D e c ( r n d I n f o r G a i n s _ c )


  B _  3  E = ( H  ( B _  2  E ) , H  ( B _  4  T ) , M T  ( r n d I n f o r G a i n s _ v ) , T S )


  for   k   = 1   to   n   do


  send   ( E n   c  p   k  k  ( r n d I n f o r G a i n s _ v ) , H ( B _  3  E ) )   to   ED  O  k


  C   O B  E . A d d B l o c k ( E n   c  s   k  E ( B _  3  E ) )


  r n d I n f o r G a i n s _ v = D e   c  s   k  k  ( r n d I n f o r G a i n s _ v )


  i n f o r G a i n s _ v = r n d I n f o r G a i n s _ v −   D e   c  s   k  k  ( h 1 _ v − h _ v )


  S F =   s o r t ( 𝜋  − 1 ( t o p M ( i n f o r G a i n s _ v ) ) ,   h a s h B i t P e r m V e c _ v )


  𝒯


  T M = 𝒯 ( DS , S F )


  T   V _ v  k


  ( m + 1 )


    N  ( k )  (   c h )


    N  ( k ) (   c  s )


  m


    f  ( k ) (   w  i ,   c h )


  m + 2


  2 m   + 2  


    f   ( k )  (   w  i ,   c  s ) ,


  S F


  1 ≤ i ≤ m


  1 ≤ k ≤ n


  m


  ( m + 1 )


  T   V _ v  k


  T   V _ c  k


  r n d T V _ c


  r n d T M _ c


    f   ( k ) (   w  i ,   c h )


    f   ( k )  (   w  i ,   c  s ) ,


    N   ( k ) (   w  i ,   c h )


    N   ( k ) (   w  i ,   c  s )


  T   V _ v  k


  r n d T M _ c


  T M _ c .


    𝒏 ,  { 𝑫   𝑺  𝒌 }  𝒌 = 𝟏  𝒏 ,   𝑲 𝒆 𝒚 𝑺 𝒆 𝒕 ,   𝑺 𝑭 , 𝒎


  𝑺 𝑭 =  {   𝑯 ( 𝒘  𝟏 ) , … ,   𝑯 ( 𝒘  𝒎 ) }


  m


  𝑻 𝑴 _ 𝒄 =  { 𝑲  ( 𝑷  (   𝒄  𝒉 ) − 𝑷  (   𝒄  𝒔 ) ) , 𝑲  ( 𝑷  (   𝒄  𝒉 |   𝒘  𝟏 ) − 𝑷  (   𝒄  𝒔 |   𝒘  𝟏 ) ) ,   … , 𝑲  ( 𝑷  (   𝒄  𝒉 |   𝒘  𝒎 ) − 𝑷  (   𝒄  𝒔 |   𝒘  𝒎 ) ) }


  𝑻 𝑴 _ 𝒄


  for   k   = 1   to   n   do


  T   V _ v  k = g e t T V A c c o r d i n g T o S F ( D   S  k , S F )


  T   V _ c  k = E n c E n c r  ( T   V _ v  k )


  B _  5  D   O  k = ( H ( B _  4  D   O  k ) , H ( B _  4  T ) , H ( B _  3  E ) , M T ( T   V _ c  k ) , T S )


  send   ( T   V _ c  k , H ( B _  5  D   O  k )   to   TACS


  C   O B  D   O  k . A d d B l o c k  ( E n   c  s   k  k ( B _  5  D   O  k ) )


  R _ v   =  {   R    C h , … ,   R    w  i ,   C h ,   …   R    C  s , … ,   R    w  i   , C  s , …   R  N T }


  r n d T V _ c =  (   ∑  k = 1  n  T   V _ c  k ) × R _ p


  i n v L o g P _ v = K ×  {  ⌈     R  N T    R    C h ⌉ , … ,  ⌈     R    C h    R    w  i ,   C h ⌉ , … ,  ⌈     R  N T    R    C  s ⌉ , … ,  ⌈     R    C h    R    w  i ,   C  s ⌉ }


  i n v L o g P _ p = E n c o d e ( i n v L o g P _ v )


  B _  5  T = ( H ( B _  4  T ) , M T  (   ⋃  k = 1  n  H  ( B _  5  D   O  k ) ) , M T ( r n d T V _ c ) , T S )


  send   ( r n d T V _ c , H ( B _  5  T ) )   to   EDS


  C   O B  T . A d d B l o c k  ( E n   c  s   k  T ( B _  5  T ) )


  r n d T V _ v = D e c r D e c  ( r n d T V _ c )


  r n d T M _ v = c a l c u l a t e R n d L o g s O f P r o b s ( r n d T V _ v )


  r n d T M _ c = E n c E n c r ( r n d T M _ v )


  B _  4  E = ( H  ( B _  3  E ) , H ( B _  5  T ) , M T  ( r n d T M _ c ) , T S )


  send   ( r n d T M _ c , H ( B _  4  E ) )   to   TACS


  C   O B  E . A d d B l o c k ( E n   c  s   k  E ( B _  4  E ) )


  T M _ c = r n d T M _ c + i n v L o g P _ p


  T M _ c = T M _ c − R o t ( T M _ c , − ( m + 1 ) )


  B _  6  T = ( H ( B _  5  T ) , H ( B _  4  E ) , M T ( T M _ c ) , T S )


  C   O B  T . A d d B l o c k  ( E n   c  s   k  T ( B _  6  T ) )


  return   T M _ c


  T M _ c


  q


  𝒞


    C  T M  ( q ) = 𝒞 ( T M , q )


  q _ v


  S F


  T M _ c ,


  m + 1 )


  l o   g 2 ( m + 1 )


  ( m + 1 )


  R _ p


  h _ p


  R _ p


  h _ p


  h 2 _ p = E n c o d e ( h _ v )


  h 2 _ v


  h 2 _ v


  q _ v


    N  q (   w  i )


  𝑺 𝑭 , 𝑻 𝑴 _ 𝒄 , 𝒒 _ 𝒗 = { 𝟏 ,   𝒇  𝒒  (   𝒘  𝟏 ) , … ,   𝒇  𝒒  (   𝒘  𝒎 ) } :    


   ( 𝒑 𝒌 , 𝒔 𝒌 )


  𝑺 𝑭


  m


  s e c F S


  𝑻 𝑴 _ 𝒄


  𝒒 _ 𝒗


    𝑪  𝑻 𝑴 ( 𝒒 )


    𝑪  𝑻 𝑴 ( 𝒒 )


  𝒒 _ 𝒗


  q _ p = E n c o d e ( q _ v )


    C  T M ( q ) _ c :   = T M _ c × q _ p


  send     C  T M ( q ) _ c   to   TACS


  for   i = 0   to    ⌈ l o g  ( m + 1 ) ⌉


    C  T M ( q ) _ c =   C  T M ( q ) _ c + R o t (   C  T M ( q ) _ c , −  2  i )


  ( R _ p , h _ p , h 2 _ p ) = E n c o d e r n d V e c s f o r C o m p ( R _ v , h _ v , h 2 _ v )


  r n d   C  T M ( q ) _ c = ( (   C  T M ( q ) _ c × R _ p ) + h _ p ) + h 2 _ p


    s e n d   r n d   C  T M ( q ) _ c   to   EDS


    send   E n   c  p   k  E C  ( h 2 _ v )   to   EC


  r n d   C  T M ( q ) _ v = D e c r D e c ( r n d   C  T M ( q ) _ c )


  send   E n   c  p   k  E C ( r n d F i n C l a s _ v )   to   EC


  r e s _ v = D e   c  s   k  E C ( r n d   C  T M ( q ) _ v ) − D e   c  s   k  E C  ( h 2 _ v )


  if  ( r e s _ v ≥ 0 )


  return     C  T M ( q ) = “ ham ”


  else


  return     C  T M ( q ) = “ spam ”


  s e c C  


  q =  ⌊   N  ( m + 1 ) ⌋  


  T M _ C


  s e c T


  q


  q _ p


  s e c C


  T M _ c


  q _ p .


  c h e c k I n t e g r i t y ( … )


  A l l T r a n s D a t a


  c h e c k S i g n a t u r e V a l i d i t y ( … )


  K e y S e t


  c h e c k O r d e r O f E x e c t u i o n ( … )


  T M _ c


  n r Q


  T M _ c


  t h r e s h


  T M _ c


  T M _ c ,     S F


  𝑴 𝒂 𝒍 𝑬 𝑫 𝑶 _ 𝑺 𝑬  


  𝑪 𝑶 𝑩 ,   𝑨 𝒍 𝒍 𝑻 𝒓 𝒂 𝒏 𝒔 𝑫 𝒂 𝒕 𝒂 ,   𝑲 𝒆 𝒚 𝑺 𝒆 𝒕 , 𝑻 𝑴 _ 𝒄 , 𝑺 𝑭 , 𝒕 𝒆 𝒔 𝒕 𝑸 𝒖 𝒆 𝒓 𝒊 𝒆 𝒔 [ 𝒏 𝒓 𝑸 ] , 𝒕 𝒓 𝒖 𝒆 𝑳 𝒂 𝒃 𝒆 𝒍 𝒔 [ 𝒏 𝒓 𝑸 ] , 𝒕 𝒉 𝒓 𝒆 𝒔 𝒉


  𝑪 𝑶 𝑩


  s e c F S


  s e c T


  𝑨 𝒍 𝒍 𝑻 𝒓 𝒂 𝒏 𝒔 𝑫 𝒂 𝒕 𝒂


  s e c F S


  s e c T


  𝑲 𝒆 𝒚 𝑺 𝒆 𝒕


  𝑻 𝑴 _ 𝒄


  s e c T


  𝑺 𝑭


  m


  s e c F S


  𝒕 𝒆 𝒔 𝒕 𝑸 𝒖 𝒆 𝒓 𝒊 𝒆 𝒔  [ 𝒏 𝒓 𝑸 ] :  


  n r Q


  T M _ c


  𝒕 𝒓 𝒖 𝒆 𝑳 𝒂 𝒃 𝒆 𝒍 𝒔  [ 𝒏 𝒓 𝑸 ] :  


    n r Q


  t e s t Q u e r i e s  [ n r Q ]


  𝒕 𝒉 𝒓 𝒆 𝒔 𝒉 :  


  𝒅 𝒆 𝒄 𝒔 𝒊 𝒐 𝒏


  𝒅 𝒆 𝒄 𝒊 𝒔 𝒊 𝒐 𝒏 : a c c e p t ,  


  t h r e s h


  d e c l i n e


  i n t e g r i t y C h e c k = c h e c k I n t e g r i t y ( C O B , A l l T r a n s D a t a )


  a u t h o r i z a t i o n C h e c k = c h e c k S i g n a t u r e V a l i d i t y ( C O B , K e y S e t )


  c o n s i s t e n c y C h e c k = c h e c k O r d e r O f E x e c t u i o n ( C O B )


  c o r r e c t l y C l a s s i f i e d Q u e e r i e s = 0


  n o M a l i c i o u s E D O = t r u e


  for   i = 0   to   n r Q


  o b t a i n e d L a b e l [ i ] = s e c C ( S F , T M _ c , t e s t Q u e r i e s [ i [ )


  i f   ( t r u e L a b e l s  [ i ] = = o b t a i n e d L a b e l [ i ]


  c o r r e c t l y C l a s s i f i e d Q u e e r i e s + +


  a c c u r a c y =   c o r r e c t l y C l a s s i f i e d Q u e e r i e s  n r Q


  i f  ( a c c u r a c y < t h r e s h )


  a d d T o S u s p e c t e d M a l i c i u s L i s t P a r t i c i p a t i n g E D O s ( )


  m a l i c i o u s E D O C h e c k = f a l s e


  i f  ( i n t e g r i t y C h e c k = = f a l s e   o r   a u t h o r i z a t i o n C h e c k = = f a l s e   o r   c o n s i s t e n c y C h e c k = = f a l s e   o r   n o M a l i c i o u s E D O = t r u e )  


  r o l l B a c k T o L a s t T r a i n e d M o d e l


  r e t u r n   d e c l i n e


  o t h e r w i s e   r e t u r n   a c c e p t


  s e c F S − S 1


  v a l = 5 ,     K 1 = 100   000 ,     K = 256 ,


  m = 2047


  s e c F S − S 1


  s e c F S − S 2


  m = 21 × 21 = 441


  T M _ c


  K


  N = 8192 ,   16 , 384 ,  


  t = 37 ,   60  


  q = 218 , m 438


  𝜆 = 128


  N


  n


  2 ∙ N ∙ q


  ( n + 2 )


  n


  N


  q =  ⌊   N  ( m + 1 ) ⌋ =  ⌊   N  ( 2047 + 1 ) ⌋ =


  N = 8192


  N = 16 , 384


  N  


  n


  𝑵


  𝒏


  N = 8192


  N = 16 , 384


  N = 8192


  N = 16 , 384


  N T = 8378


   | F | =


  m = 67


  N = 4096


  t = 27  


  q = 109


  𝜆 = 128


  𝑵 𝑻


  | 𝑭 |


  𝒎


  ≈


  ≈


  𝜆


  f ( x )


  N ,


  𝜆


  R q = Z q [ x ] / f ( x )


  q


  q = q ( 𝜆 ) ≥ 2


  a ,   c


  s


  R q


  a ← R q ,   c ← R q


  s ← R q


  e


  a


  𝜒


  e ← 𝜒


  ( a ,   a · s + e )


  ( a ,   c )


    m 0 _ c


    m 1 _ c


    m 0 _ p


    m 1 _ p


  p


    P 1 , … ,   P  p


    x 1 , … ,   x  p


    x - =  (   x 1 , . . ,   x  p )


  𝜆


  Π


    P  i


    O    P  i Π  ( 𝜆 ,   x - )


  1 ≤ i ≤ p


    O  𝛱 =  {    (   O    P  i  𝛱  ( 𝜆 ,   x - ) )  i = 1  p   }


    P  i


    V    P  i  𝛱  ( 𝜆 ,   x - ) =  {    (   m  j    P  i )  j = 1  t }


    m  j    P  i


    P  i


  𝛱


  𝛱


    S    P  i  𝛱  ( 𝜆 ,   x  i ,   O    P  i  𝛱 ( 𝜆 ,   x - ) )  ≅  c   V    P  i  𝛱  ( 𝜆 ,   x - )


   ≅  c


  𝛱


    𝛱 1 , … ,   𝛱  𝛱


    𝛱 1 , … ,   𝛱  𝛱


  𝛱


  1 ≤ k ≤ n


   V   EDO k GRPV  ( λ ,  x - ) =  { En  c  p  k k  ( rndVec _ v ) , En  c  p  k k ( rndVec _  v T ) }


   O   EDO k GRPV  ( λ ,  x - ) = { hashBitPermVec _ v }


  ED  O k


    r n d V e c _ v ~


    r n d V e c _   c  T ~ = h a s h B i t P e r m V e c _ v −   r n d V e c _ v ~


    S  E D   O  k  G R P V  ( 𝜆 ,   O    E D O  k  G R P V  ( 𝜆 ,   x - ) ) =  { E n   c  p   k  k  (   r n d V e c _ v ~ ) , E   n   c  p   k  k (   r n d V e c _   v  T ~ ) }  ≅  c   V    E D O  k  G R P V  ( 𝜆 ,   x - )


    V  T E A S  G R P V  ( 𝜆 ,   x - ) = {    ( r n d V e c _   c  k   )  k = 1  n } ,


    S  T E A S  G R P V  ( 𝜆 ) =    (   r n d V e c _   c  k ~   )  k = 1  n  ≅  c   V  T E A S  G R P V  ( 𝜆 ,   x - )


    V  E 2 D S  G R P V  ( 𝜆 ,   x - ) = { r n d V e c _ c } ,


      S  E 2 D S  G R P V  ( 𝜆 ) = {   r n d V e c _ c ~ }  ≅  c   V  E 2 D S  G R P V  ( 𝜆 ,   x - )


  r n d V e c _ c


    r n d V e c _ c ~


  1 ≤ k ≤ n


   V   EDO k  secFS − S 1  ( λ ,  x - ) =  { En  c  p  k k  ( W ) ,   En  c  p  k k  ( h 2 _ v ) , En  c  p  k k  ( rndWInDoc _ v ) }


   x -


   x   EDO k  secFS − S 1 =  { PreProcess ( D  S k ) }


   O   EDO k  secFS − S 1  ( λ ,  x - ) = { WGThanV }


  ED  O k


    x    E D O  k  s e c F S − S 1


    O    E D O  k  s e c F S − S 1  ( 𝜆 ,   x - ) ,


    W ~ =  ⋃  (   W  k , W G T h a n V ,   r n d W )


    W  k


  r n d W


    h 2 _ v ~


    r n d W I n D o c _ v ~


    r n d W I n D o c _ v ~ −   h 2 _ v ~ ,


  W G T h a n V


    W ~


  v a l


  ED  O  k ,


    S  E D   O  k  s e c F S − S 1  ( 𝜆 ,   x    E D O  k  s e c F S − S 1 ,   O    E D O  k  s e c F S − S 1  ( 𝜆 ,   x - ) ) =  { E n   c  p   k  k  (   W ~ ) ,   E n   c  p   k  k  (   h 2 _ v ~ ) , E n   c  p   k  k  (   r n d W I n D o c _ v ~ ) }


    S  E D   O  k  s e c F S − S 1  ( 𝜆 ,   x    E D O  k  s e c F S − S 1 ,   O    E D O  k  s e c F S − S 1  ( 𝜆 ,   x - ) )  ≅  c   V    E D O  k  s e c F S − S 1  ( 𝜆 ,   x - )


    V  T E A S  s e c F S − S 1  ( 𝜆 ,   x - ) =  {    ( E n   c  p   k  T (   W  k ) )  k = 1  n ,    ( w o r d s I n D o c _   c  k )  k = 1  n }


    x  T E A S  s e c F S − S 1 = ∅


    O  T E A S  s e c F S − S 1  ( 𝜆 ,   x - ) = ∅


    ∅


  n


    (     W  k ~ )  k = 1  n


     (   W  k )  k = 1  n ,


  n


    (   w o r d s I n D o c _   c  k ~ )  k = 1  n


     ( w o r d s I n D o c _   c  k )  k = 1  n


    S  T E A S  s e c F S − S 1  ( 𝜆 ,   x  T E A S  s e c F S − S 1 ,   O  T E A S  s e c F S − S 1  ( 𝜆 ,   x - ) ) =  {    ( E n   c  p   k  T (     W  k ~ ) )  k = 1  n ,    (   w o r d s I n D o c _   c  k ~ )  k = 1  n }  ≅  c   V  T E A S  s e c F S − S 1  ( 𝜆 ,   x - )


    V  E 2 D S  s e c F S − S 1  ( 𝜆 ,   x - ) =  { r n d W I n D o c _ c }


    r n d W I n D o c _ c ~


  r n d W I n D o c _ c


    S  E 2 D S  s e c F S − S 1  ( 𝜆 ,   x  E 2 D S  s e c F S − S 1 ,   O  E 2 D S  s e c F S − S 1  ( 𝜆 ,   x - ) ) =  {   r n d W I n D o c _ c ~ }  ≅  c   V  E 2 D S  s e c F S − S 1  ( 𝜆 ,   x - )


  n


  n − 3


  n − 2


   O k


  1 ≤ k ≤ 3


  ED  O 3


   O k


  1 ≤ k ≤ 3


  W


  v a l


  W G T h a n V


  1 ≤ k ≤ n


   V   EDO k  secFS − S 2  ( λ ,  x - ) =  { En  c  p  k k  ( rndInforGains _ v ) , En  c  p  k k ( h 1 _ v − h _ v ) }


   x   EDO k  secFS − S 2 =  { PreProcess  ( D  S k ) , WGThanV }


   O   EDO k  secFS − S 2  ( λ ,  x - ) = { SF }


  ED  O k


    r n d I n f o r G a i n s _ v ~


    h 1 _ v − h _ v ~


    r n d I n f o r G a i n s _ v ~ −   h 1 _ v − h _ v ~


  W G T h a n V


  m


  S F


    S  E D   O  k  s e c F S − S 2  ( 𝜆 ,   x    E D O  k  s e c F S − S 2 ,   O    E D O  k  s e c F S − S 2  ( 𝜆 ,   x - ) ) =  { E n   c  p   k  k  (   r n d I n f o r G a i n s _ v ~ ) , E n   c  p   k  k (   h 1 _ v − h _ v ~ ) }


    S  E D   O  k  s e c F S − S 2  ( 𝜆 ,   x    E D O  k  s e c F S − S 2 ,   O    E D O  k  s e c F S − S 1  ( 𝜆 ,   x - ) )  ≅  c   V    E D O  k  s e c F S − S 2  ( 𝜆 ,   x - )


    V  T E A S  s e c F S − S 2  ( 𝜆 ,   x - ) = {    ( h a m W I n D o   c    c  k )  k = 1  n ,    ( s p a m W I n D o   c    c  k )  k = 1  n ,    ( h a m   M    c  k )  k = 1  n ,


     ( s p a m   M    c  k )  k = 1  n , a l l T h e R n d L o g s _ c }


    x  T E A S  s e c F S − S 2 = ∅


    O  T E A S  secFS − S 2  ( 𝜆 ,   x - ) = ∅


    S  T E A S  s e c F S − S 2  ( 𝜆 ,   x  T E A S  s e c F S − S 2 ,   O  T E A S  s e c F S − S 1  ( 𝜆 ,   x - ) ) =  {    (   h a m W I n D o   c    c  k ~ )  k = 1  n ,    (   s p a m W I n D o   c    c  k ~ )  k = 1  n ,    (   h a m   M    c  k ~ )  k = 1  n ,    (   s p a m   M    c  k ~ )  k = 1  n ,       a l l T h e R n d L o g   s  c ~ }  ≅  c   V  T E A S  s e c F S − S 2  ( 𝜆 ,   x - )


    V  E 2 D S  s e c F S − S 2  ( 𝜆 ,   x - ) =  { a l l R n d N o m D e n o m _ c , r n d I n f o r G a i n s _ c } ,


    S  E 2 D S  s e c F S − S 2  ( 𝜆 ,   x  E 2 D S  s e c F S − S 2 ,   O  E 2 D S  s e c F S − S 2  ( 𝜆 ,   x - ) ) =  {   a l l R n d N o m D e n o m _ c ~ ,   r n d I n f o r G a i n s _ c ~ }  ≅  c   V  E 2 D S  s e c F S − S 2  ( 𝜆 ,   x - )


  n ,


  n − 3


  n − 2


  1 ≤ k ≤ n


   V   EDO k secT  ( λ ,  x - ) = ∅


   x   EDO k secT =  { PreProcess  ( D  S k ) , SF }


   O   EDO k secT  ( λ ,  x - ) = ∅


  ED  O k


    S  E D   O  k secT = ∅


    V  T E A S secT  ( 𝜆 ,   x - ) =  {    ( T V _   c  k )  k = 1  n , r n d T M _ c }


    x  T E A S  s e c T = ∅


    O  T E A S secT  ( 𝜆 ,   x - ) = T M _ c


    S  T E A S  s e c T  ( 𝜆 ,   x  T E A S  s e c T ,   O  T E A S  s e c T  ( 𝜆 ,   x - ) ) =  {    (   T V _   c  k ~ )  k = 1  n ,   r n d T M _ c ~ }  ≅  c


    V  T E A S  s e c T  ( 𝜆 ,   x - )


    V  E 2 D S secT  ( 𝜆 ,   x - ) =  { r n d T V _ c } ,   S  E 2 D S secT =


   {   r n d T V _ c ~ }  ≅  c   V  T E A S secT  ( 𝜆 ,   x - )


  n


  n − 3


  n − 2


  E 2 E


  E 2 E


  n


  n − 3


  n − 2


   V EC secC  ( λ ,  x - ) =  { rnd  C TM ( q ) _ v , h 2 _ v }


   x EC secC = q _ v


   O EC secC  ( λ ,  x - ) =  C TM ( q )


    r n d   C  T M ( q ) _ v ~ ,   h 2 _ v ~


    S  E C  s e c C  ( 𝜆 ,   x  E C  s e c C ,   O  E C  s e c C  ( 𝜆 ,   x - ) ) =  {   r n d   C  T M ( q ) _ v ~ ,   h 2 _ v ~ }


   ≅  c   V  E C  s e c C  ( 𝜆 ,   x - )


    V  T E A S  s e c C  ( 𝜆 ,   x - ) =  {   C  T M ( q ) _ c }


    V  E 2 D S  s e c C  ( 𝜆 ,   x - ) =  {   r n d C  T M ( q ) _ c }


      C  T M ( q ) _ c ~


      r n d C  T M ( q ) _ c ~

