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Abstract

This paper investigates how institutional fragilities shape cross-border cyber risk in fi-
nancial systems, using the 2016 Bangladesh Bank heist as an illustrative case from a
developing-country context. Drawing on a scoping review of the multidisciplinary lit-
erature on cybersecurity governance, financial cybercrime, and cross-border cyber risk,
combined with an exploratory case study, the Bangladesh Bank heist is explored through a
multi-level analytical lens encompassing macro-level institutional and geopolitical factors,
meso-level ecosystem interdependencies, and micro-level organizational vulnerabilities.
The analysis suggests that the 2016 heist was not solely a technical intrusion but was also
associated with broader governance, regulatory, infrastructural, and organizational weak-
nesses. Fragmented governance arrangements, digital dependencies, limited operational
resilience, inadequate cybersecurity controls, and human-factor vulnerabilities emerged
as important dimensions of risk. Comparison with selected incidents from other devel-
oping and emerging economies indicates that similar patterns may occur across different
institutional settings, although their manifestation remains context dependent. Rather
than advancing a general theory, the highlights the importance of strengthening gover-
nance capacity, regulatory coordination, and cyber resilience within globally interconnected
financial systems.

Keywords: cybersecurity; developing countries; Bangladesh Bank heist; cross-border risks;
cybersecurity governance; institutional fragility; financial cybercrime

1. Introduction

When a single typo in a payment instruction nearly cost hundreds of millions of dol-
lars, the world witnessed one of the most audacious cyberattacks in financial history and a
stark alarm on the fragility of global financial security. The 2016 Bangladesh Bank heist,
in which US $81 million was siphoned via the SWIFT (Society for Worldwide Interbank
Financial Telecommunication) network—a global alliance for standard financial messaging
used by over 11,000 institutions, exposed a layered cross-border criminal ecosystem where
sophisticated malware, fragmented governance structures and weak institutional prepared-
ness converged [1-3]. As Adelman et al. [4] observe, it stands out not only as a major
technical intrusion but as a revealing moment for developing-country exposures. What
matters most is not simply the loss, but how the event exposed coordinated operations of
human actors and non-human actors [1,5]. Despite numerous technical investigations and
policy reports, academic understanding remains limited about how such ecosystems func-
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tion across borders, how human-technological interactions unfold, and how institutional
vulnerabilities, especially in developing country-contexts shape exposure [6-9].

Cybercriminal ecosystems operate at the nexus of human agents (hackers, insiders,
intermediaries) and technological elements (malware, financial platforms, regulatory gaps),
crossing jurisdictions and evading fragmented enforcement regimes [10-13]. Cybercriminal
entities such as the North Korean government sponsored the ‘Lazarus Group’, implicated
in the Bangladesh Bank attack, exemplify this global coordination, exploiting legal, techno-
logical and institutional asymmetries across borders [3,14]. In developing economies, these
threats are amplified by legacy infrastructures, weak governance, immature cybersecurity
protocols and partial adoption of global financial-messaging safeguards like SWIFT’s Cus-
tomer Security Programme [14-16]. Existing scholarship examined technical components
such as malware and advanced persistent threats [17], and explored how cyberattacks
are coordinated globally [18]. Yet much of this work is rooted in the Global North or
isolated to technical analyses, rarely integrating how human-technical interplay and institu-
tional fragility converge to create the conditions for large-scale financial cybercrime [15,19].
Within this ecosystem, SWIFT itself serves as a central non-human actor, shaping how
financial messages flow globally and how their interception or manipulation becomes
possible when local installations are weak [20,21].

In this study, institutional fragility refers to weaknesses in the capacity of formal
and informal institutions to effectively coordinate, regulate, monitor, and enforce actions
necessary to manage collective risks [22,23]. Such weaknesses may manifest through frag-
mented governance structures, inadequate regulatory oversight, limited organizational
capabilities, weak enforcement mechanisms, and insufficient inter-organizational coordi-
nation [24]. From a governance perspective, institutional fragility also reflects limitations
in state and organizational capacity to formulate, implement, and sustain effective poli-
cies and oversight mechanisms [25]. Within the cybersecurity domain, these weaknesses
can reduce the ability of institutions to anticipate, prevent, respond to, and recover from
cyber incidents, thereby increasing systemic vulnerability to complex and transnational
cyber threats. Within the cybersecurity domain, institutional fragility extends beyond
technical vulnerabilities and encompasses governance, regulatory, organizational, and
human factors that shape how cyber risks are identified, managed, and mitigated [26].
Emerging research increasingly recognizes that cyber resilience depends not only on tech-
nological safeguards but also on institutional capacity, effective governance arrangements,
regulatory coherence, and cross-organizational coordination [16,27]. This perspective is
particularly relevant in developing-country contexts, where institutional constraints may
amplify the impact of cross-border cyber threats, weaken incident response capabilities,
and complicate coordinated responses to cyber incidents. Accordingly, the Bangladesh
Bank cyber heist is examined not merely as a technological failure, but as a manifestation
of broader institutional weaknesses that shaped the bank’s vulnerability to a sophisticated
transnational cyberattack.

Building on this perspective, contemporary socio-technical frameworks emphasise the
interplay of people, systems and institutions in shaping cyber vulnerability [26]. Theoret-
ical frameworks such as the Diamond Model map adversary capabilities, infrastructure
and victim profiles to explain how attacks unfold [10]. While such models are useful for
understanding attack mechanics and threat attribution, the present study adopts a broader
socio-technical and institutional perspective that extends beyond attacker-centric analysis.
Accordingly, the study focuses on the governance, regulatory, organizational, infrastruc-
tural, and human dimensions of cyber risk identified through the scoping review and
examined through the Bangladesh Bank case. Such perspectives reveal that vulnerabilities
are not simply technical; they emerge from co-production across human, machine and
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institutional layers, especially where governance is fragmented and cybersecurity maturity
is low. Consequently, cyber-resilience in financial institutions has become a strategic imper-
ative, encompassing not just operational safeguards, but macro-level governance, board
oversight and transparent disclosures [16,27]. The Bangladesh Bank case underscored
organisational shortcomings including weak duty segregation, legacy configurations and
the absence of formal incident-response systems. Taken together, these conditions illustrate
how cyber incidents emerge not solely from technical vulnerabilities but from the interac-
tion of technological, organizational, and institutional factors operating across multiple
levels of the financial ecosystem.

Against this background, this study explores the cross-border cyber risk exposure
in a developing country context and seeks to answer the core research question: How do
cross-border cyber risks exploit governance gaps and infrastructural weaknesses to enable finan-
cial cyberattacks in developing economies? Using a socio-technical risk framework [26], it
investigates the interconnected dynamics of technological fragility, human coordination
and institutional fragility [5,16]. Importantly, while key research has focused on Global
North settings, the developing-country context remains understudied. Institutions in such
settings face distinct structural, regulatory and technological features such as limited re-
sources, weaker rule of law and greater dependency on external systems that heighten
cyber risk [15,28]. The Bangladesh Bank heist thus becomes a paradigmatic example of
how sophisticated actors exploit such asymmetries, not just technological gaps, but deep
institutional weaknesses [5,20]. Scholars highlight that in developing economies cyber-risk
governance is often hampered by overlapping mandates, fragmented jurisdictions and
weak public-private collaboration [29,30]. Moreover, financial institutions in these con-
texts typically struggle to align global standards like SWIFI’s customer-security controls
with local reality, leading to superficial compliance and enduring exposure [15,31]. The
institutional environment, shaped by underdeveloped legal regimes and a scarcity of cy-
bersecurity professionals, further amplifies vulnerability [16,28]. The ripple effects of the
heist on Bangladesh’s banking sector, such as increased cyber-risk disclosure and reactive
security measures, underscore how incident experience can reshape internal practices in
emerging markets [2].

Moreover, while these issues are not unique to Bangladesh, they reflect a broader
pattern across the Global South, where digital-finance expansion, technological depen-
dency and geopolitical asymmetries converge to generate cross-border cyber risk [15,28].
Addressing these challenges requires context-sensitive strategies, not mere transplantation
of Global North frameworks, but a pivot toward adaptive capacity, institutional strength-
ening and regional cyber-governance collaboration [16,29]. Recognizing these dynamics,
scholars and policymakers emphasize the need for enhanced international coordination,
harmonised reporting, joint incident-response frameworks and intelligence-sharing pro-
tocols [32]. Financial institutions are urged to adopt frameworks like SWIFT’s Customer
Security Programme, while governments must invest in legal and institutional capacities
to combat cyber-enabled financial crime [16,31]. Whilst significant work has focused on
technical vulnerabilities, malware and governance, there remain gaps in understanding
how developing-country contexts bring unique permutations of risk [15]. Few studies
integrate human and non-human actors in global cybercriminal ecosystems, and fewer still
offer comparative or post-incident reform analyses [5,16]. To address these gaps, this study
leverages the Bangladesh Bank case to deliver both theoretical insight and policy-relevant
knowledge. By embedding the incident within broader cybersecurity, governance and
policy debates, this study fills an urgent scholarly void and presents concrete pathways
for building more resilient, adaptive and inclusive global financial systems in the era of
sophisticated cyber threats. In this way, the study apparently makes three contributions.
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First, it extends the cybersecurity and financial governance literature with one of the few
empirically grounded analyses in a Global South context [15,31]. Second, it integrates
human and non-human actors into its analytical lens, advancing socio-technical under-
standing of cyber-enabled financial crime. Third, it provides actionable insights for securing
global financial systems, focusing on endpoint security, institutional governance and cross-
border regulatory cooperation [5]. By situating the analysis within a developing country
context, the study in general responded to calls for IS research to more directly address
the socio-technical security challenges and institutional asymmetries faced in the Global
South [33].

2. Methodology

This study employed an exploratory case study design with the 2016 Bangladesh
Bank cyber heist as the focal event. Case study methodology is widely used in infor-
mation systems (IS) research to investigate complex socio-technical phenomena where
the boundaries between the case and its context are blurred [34,35]. Exploratory case
studies are particularly appropriate when existing theory is underdeveloped, and the
objective is to surface new concepts and identify gaps for further empirical research [36].
The research combined a scoping review with a critical case analysis approach. This dual
method was chosen to provide both a broad theoretical understanding and an in-depth
empirical examination of a specific cyber incident. The multi-layered analytical framework
adopted in this study covers macro-, meso-, and micro-domains to capture the complex
interplay between geopolitical, institutional, and organizational factors that contribute to
cross-border cybercrime.

2.1. Scoping Review Approach

Overall, the approach represents a mix of legal analyses, technical assessments, gover-
nance frameworks, and behavioral studies. To build a theoretical foundation, a scoping
review was conducted to map and synthesize the diverse body of knowledge relating to
cross-border cyber risks, financial cybercrime, institutional vulnerabilities, and cyberse-
curity governance, particularly within developing-country contexts. Scoping reviews are
particularly appropriate for emerging and multidisciplinary research domains where the
objective is to identify key concepts, map existing knowledge, examine the breadth of
available evidence, and identify research gaps rather than provide an exhaustive assess-
ment of all available studies [37-39]. The theoretical framework was aimed at identifying
cross-border cybersecurity risk dimensions—especially in the context of developing coun-
tries. The work of Misaki et al. [40] demonstrated the value of adapting structured review
techniques to IS research in developing country contexts, reinforcing the importance of cap-
turing both academic and grey literature. This approach provided a robust foundation for
analyzing cybercrime ecosystems through a Global South lens. The overall review design
was informed by the literature review guidance of Webster and Watson [41], Okoli [42],
and vom Brocke et al. [43]. Consistent with these approaches, the analysis was organized
around concepts and themes rather than individual authors, allowing for the development
of a thematic understanding of phenomena rather than produce descriptive summaries.
The outcome of this process was not only a synthesis of the state of knowledge on cy-
bercriminal ecosystems but also the development of a set of analytical categories-termed
cybersecurity risk dimensions that were subsequently applied to interpret the Bangladesh
Bank heist. Thus, the scoping review was not a parallel exercise but the primary mechanism
through which the conceptual framework of the study was developed and applied to the
case analysis.
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2.2. Search Strategy, Inclusion and Exclusion Criteria

The literature search covered both academic and grey sources to reflect the multi-
dimensional nature of cybercrime risk within its ecosystems. Searches were conducted be-
tween August and September 2025 using Primo (https://www.oru.se/university-library/
find-and-borrow-material / find-material / primo-discovery-search-engine/), a federated
academic search platform subscribed to by the university where the author is also affiliated.
Primo provides access to multiple scholarly databases and collections through a single
search interface, including Scopus, Web of Science, HeinOnline, ScienceDirect, EconlLit,
EBSCOhost, JSTOR, ProQuest, Springer, Taylor & Francis, and Wiley resources, as well
as books, conference proceedings, and other scholarly materials. To broaden the scope,
Google Scholar was also used to retrieve additional peer-reviewed papers, investigative
reports and region-specific studies. Boolean keyword combinations such as “Cyberattack
in Bank”, “cybercriminal ecosystem”, “cross-border cybercrime”, “transnational cyber-
crime”, “financial cyberattack”, “financial cyberattack in developing countries”, “SWIFT

77 Zai

vulnerabilities”, “cybersecurity risks in developing countries”, “characteristics of financial
cybersecurity”, “cybersecurity in emerging markets”, “cyber risk governance”, and “Global
South cybersecurity” guided the retrieval process that could ensure that the scoping review
captures comparative Global North/South and socio-technical perspectives. Backward and
forward citation tracing was used to ensure comprehensiveness [41]. The search process
initially yielded 622 records. Studies were included if they: (1) addressed cybersecurity
risks in the financial sector; (2) examined governance, institutional, regulatory, organiza-
tional, or socio-technical dimensions of cybersecurity; (3) provided empirical, conceptual,
or policy-relevant insights applicable to developing-country contexts; or (4) were published
in peer-reviewed journals, conference proceedings, or reputable institutional reports (e.g.,
IMF, BIS, ENISA, World Bank, SWIFT). Furthermore, exclusion criteria were applied to
studies that: (1) focused exclusively on highly technical issues without organizational
or governance relevance; (2) addressed cybersecurity in unrelated sectors without trans-
ferable insights for financial systems; (3) were duplicate records; or (4) lacked sufficient
methodological or analytical substance. Figure 1 summarizes the literature identification,
screening, and selection process. Following the removal of duplicate and clearly irrele-
vant records, 126 publications were retained for full-text assessment. Application of the
inclusion and exclusion criteria resulted in 47 studies being included in the final synthesis.
These comprised peer-reviewed journal articles, conference papers, policy documents, and
investigative reports. Consistent with scoping review methodology, the search process com-
bined predefined search terms with iterative refinement. Initial searches were guided by
concepts derived from the study objectives and prior literature, while subsequent searches
incorporated additional keywords and related concepts identified during the screening
and review process. The identified records were then screened for relevance and assessed
against the inclusion and exclusion criteria. This approach enabled a broad mapping of
the multidisciplinary literature on cross-border cyber risk, financial cybersecurity, gover-
nance, and developing-country contexts. The resulting thematic synthesis informed the
development of the analytical dimensions subsequently applied to the Bangladesh Bank
case study.
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Figure 1. Study Identification and Selection Process.

2.3. Case-Specific Data Collection for the Bangladesh Bank Heist

In addition to the structured literature review, the case study of the Bangladesh Bank
heist required a broader and more adaptive search strategy. Due to the limited availability
of peer-reviewed scholarly work on this specific event, a supplementary Google search was
conducted to identify investigative reporting, institutional publications, legal documents,
and credible news coverage published from 2016 onward. These sources provided factual
and contextual information regarding the sequence of events, investigative findings, and
organizational responses associated with the Bangladesh Bank heist. Where available,
priority was given to information reported by established institutions, official documents,
and internationally recognized news organizations. Complementary academic sources
were identified through databases such as EBSCOhost, and Google Scholar. However,
the most detailed factual and contextual data, particularly regarding forensic evidence,
vendor vulnerabilities, and post-incident responses, came from investigative journalism,
whitepapers, and reports by organizations such as SWIFT, and international media. This
mixed-source approach ensured a triangulated understanding of the incident, combining
scholarly analysis with real-time documentation and critical commentary.

3. Literature Review—Towards a Conceptual Framework

The synthesis of the reviewed literature revealed recurring patterns of risks, vulnera-
bilities, and institutional responses that could be meaningfully clustered into distinct yet
interdependent categories. To capture this complexity, the findings were organized into
ten themes that operate across three analytical levels as shown in Table 1: macro/external
environment, meso/ecosystem interactions, and micro/organizational practices. This
multi-level structuring reflects how cross-border cyber risks are simultaneously shaped by
geopolitical dynamics, sector-wide interdependencies, and institution-specific governance
or technical practices. At the macro-level, the themes address systemic drivers such as
geopolitics, national governance, regulatory regimes, financial interdependence, and criti-
cal infrastructures—factors that frame the overall threat landscape and constrain national
responses. The meso-level highlights vulnerabilities that arise in the financial ecosystem,
where third-party dependencies and the need for information-sharing and incident coordi-
nation influence collective resilience. Finally, the micro-level focuses on how individual
financial institutions interpret, prioritize, and manage cyber risks through governance,
security architecture, and human-factor management.
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Table 1. Representation of the Themes.

Analytical Level Themes

Geopolitical safe-havens jurisdictions
Public-sector governance
Legal-regulatory gaps

Cross-border financial interdependence
Critical national infrastructure fragility

Macro/External Environment

Third-party vendor risk

Meso/Ecosystem Interactions Incident coordination and threat-sharing

Governance and organizational risk culture
Security architecture and technical control
Human factors and social

engineering exposure

WX N G

Micro/Organizational Practices

—_
e

3.1. Geopolitical Safe-Havens Jurisdictions

The Geopolitical safe-havens refer to the ways interstate rivalries, power asymmetries,
and permissive jurisdictions create structural enablers for financial cybercrime. Safe-havens
are states or territories where cybercriminal activities may occur with a lower likelihood
of prosecution due to explicit protection or limited legal enforcement. Empirical evidence
demonstrates that state-linked actors have repeatedly exploited geopolitical tensions to
combine espionage with financially motivated attacks. The Lazarus Group campaign
against SWIFT endpoints is a striking example of state-sponsored cyberattacks, where
North Korean actors exfiltrated millions of dollars while reinforcing their government’s
strategic objectives [44,45]. The convergence of permissive jurisdictions, i.e., the nations
or regions where cybercriminals operate with minimal risk of prosecution due to lax en-
forcement, inadequate global enforcement mechanisms, or implicit state tolerance, and
competing geopolitical interests significantly amplifies vulnerabilities in the international
banking system. In this case, ‘jurisdictional arbitrage’ is a dynamic where attackers deliber-
ately exploit regulatory gaps and jurisdictional asymmetries, shifting operations to more
permissive or poorly coordinated states [46]. By taking advantage of such gaps and operat-
ing from safe-haven jurisdictions, cyber-criminals conduct sophisticated campaigns with
relative impunity [47]. ENISA’s Threat Landscape stress that state-nexus groups exploit
both financial infrastructures and jurisdictional fragmentation to advance hybrid objectives
of espionage, sabotage, and revenue generation [48]. A study by SWIFT highlights how
attackers increasingly use geopolitical cover and regulatory arbitrage to target banks in
emerging markets, exploiting their dependence on international payment rails [49]. For
developing economies, the consequences are especially severe as institutions are targeted
via infrastructures abroad, yet governments lack both the geopolitical leverage and in-
stitutional capacity to pursue reciprocal enforcement. Together, these studies reveal that
geopolitics and safe-haven jurisdictions are not peripheral issues but foundational drivers
of systemic exposure to cross-border financial cybercrime.

3.2. Public-Sector Governance

The Public-sector governance refers to a government’s capacity to align inter-agency
efforts, synchronize national priorities, and integrate financial regulation with cyberse-
curity and development agendas. This alignment is essential to mitigating systemic ex-
posure to cross-border financial cybercrime. Fragmented governance marked by siloed
ministries, overlapping mandates, or inconsistent enforcement creates exploitable vulnera-
bilities. In contrast, cohesive frameworks that link financial oversight, national cyberse-
curity strategies, and public—private coordination foster resilience and improve response
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capabilities [50,51]. In developing economies in general, however, achieving such coher-
ence remains a challenge. Weak institutional coordination or framework and inconsistent
cybercrime reporting continue to undermine regional resilience, with cybercrime now con-
stituting a substantial share of all reported offenses in many developing countries [52,53].
Institutional reforms, particularly those driven by international programs, can foster better
digital and sustainable governance. Fahey [54] analyzes the evolution and divergence of
EU and US cyber policies, highlighting how conflicting legislative paths impede coherent
cross-border alignment. Meanwhile, Hassid [55] explores how great-power competition
and institutional asymmetries act as obstacles to forming a unified global cybersecurity
regime. In practice, misaligned mandates and weak coordination across states reduce
deterrence, particularly in financial sectors reliant on multi-jurisdiction enforcement. Even
when cross-border investigative capacity exists, fragmented legal infrastructures and mis-
matched rules complicate response and accountability [56]. Research indicates that limited
inter-ministerial and inter-jurisdictional coordination, inconsistent adoption of national
legal frameworks or cybercrime conventions, and insufficient cross-border enforcement
can reduce the effectiveness of cybercrime deterrence [57,58]. Ultimately, governance co-
herence acts as both a shield and a structural constraint. Where institutional alignment and
cross-sector integration are lacking, systemic risk persists. But when financial regulation,
cybersecurity frameworks, and enforcement structures operate in tandem, the national
capacity to deter and respond to cyber-enabled financial crime is significantly strengthened.

3.3. Legal-Regulatory Gaps

The legal-regulatory gaps refer to the robustness of national and international frame-
works governing cybersecurity, anti-money laundering (AML), and cross-border enforce-
ment mechanisms such as mutual legal assistance treaties (MLATs). This theme highlights
how financial cybercrime thrives not only through technological gaps but also through legal
and jurisdictional weaknesses. Outdated laws, inconsistent application, and fragmented
regulatory landscapes enable cybercriminals to leverage regulatory arbitrage, obfuscate
transactions, and delay prosecution across jurisdictions. Clough [59] stresses that in such
fragmented conditions, mutual legal assistance becomes cumbersome, while evidentiary
requirements across borders remain misaligned. Moreover, the broadening of AML man-
dates in advanced economies, from traditional money laundering to encompass terrorist
financing, sanctions evasion, and kleptocracy, has intensified compliance pressures on
financial and legal intermediaries. These gaps are even more pronounced in developing
countries, where legal underdevelopment and enforcement asymmetries structurally en-
able financial cybercrime. Ndubueze [60] identifies that many African states have yet
to fully legislate or operationalize cybercrime frameworks, resulting in patchy due dili-
gence, weak Know Your Customer (KYC) enforcement, and opacity in beneficial ownership
structures. The consequences of this legal vacuum are evident in the growing sophisti-
cation of cybercriminal networks operating within and across the region. Despite policy
interest in strengthening AML and cybercrime controls, developing economies in general
remain hampered by institutional capacity deficits, inconsistent enforcement, and limited
cross-border cooperation. These challenges are not merely technical but structural where
legal fragmentation, poor inter-agency coordination, and delayed international response
mechanisms systematically reduce deterrence and embolden cybercriminal operations. In
this light, regulatory and legal coherence must be understood not as a bureaucratic ideal
but as a foundational requirement for defending the integrity of global financial systems in
an increasingly digitized and contested geopolitical landscape.
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3.4. Cross-Border Financial Interdependence

Cross-border financial interdependence is shaped by the dense networks of correspondent
banking, payment infrastructures, and global settlements that bind financial systems across
jurisdictions. This interconnectivity, while essential for global liquidity, creates systemic
vulnerabilities since a local breach or fraudulent transaction can cascade rapidly through
settlement chains, amplifying shocks across multiple markets. Beyond the technical vulner-
abilities of infrastructures, recent scholarship underscores the importance of governance,
regulation, and language in shaping systemic exposure. Sousa-Silva [61] states a novel
forensic-linguistic dimension, demonstrating how translation technologies and manipu-
lated communications facilitate cross-border fraud, enabling attackers to bypass linguistic
and cultural barriers in financial messaging. Together, this body of work illustrates that
cyber-financial interdependence is not only a matter of technical infrastructure but also of
institutional asymmetries and communicative vulnerabilities.

Beyond local organizational weaknesses, cyber risk in developing-country contexts is
increasingly shaped by broader structural conditions, including digital sovereignty, infras-
tructural dependency, and unequal participation in global technology governance. Recent
scholarship argues that digital sovereignty extends beyond territorial control to encom-
pass digital capacity, technological autonomy, and the ability to shape the infrastructures,
standards, and governance arrangements upon which modern economies depend [62,63].
Developing economies frequently rely on externally developed digital infrastructures, plat-
forms, and cybersecurity standards while possessing comparatively limited influence over
their design and evolution, creating new forms of technological dependency and gover-
nance asymmetry [28]. As a result, cyber risks are shaped not only by domestic institutional
weaknesses but also by asymmetric technological dependencies and uneven capacities
across jurisdictions. Such conditions may constrain the ability of developing countries to
effectively govern cyber risks, enforce regulatory standards, and coordinate responses to
cross-border cyber incidents. Critically, without harmonized regulatory standards, stronger
multilateral enforcement, and the integration of forensic tools that capture both technical
and linguistic manipulation, cross-border interdependence will continue to function less as
a stabilizer of global finance than as a vector of systemic fragility.

3.5. Critical National Infrastructure Fragility

Critical national infrastructure (CNI) fragility encompasses the foundational systems of
telecommunications, energy grids, and internet exchange points (IXPs) that sustain the
operations of modern finance. These infrastructures function as the ‘backbone layer’ for
banks, payment platforms, and regulatory technologies, such that a disruption in non-
financial sectors almost immediately translates into systemic financial risks. Dependence
on uninterrupted electricity, stable routing through IXPs, and resilient telecommunica-
tions links positions CNI as an inseparable component of financial cyber-resilience. Ficco,
Choras, and Kozik [64] show through simulation studies that critical infrastructure failures
can amplify vulnerabilities across interconnected domains. Real-world crises such as the
Ukrainian power grid attack illustrate how disruption in energy systems can indirectly
paralyze financial transactions, including access to SWIFT terminals and settlement plat-
forms. Comparative evidence highlights an uneven landscape. Advanced economies often
integrate redundancy and conduct cross-sector exercises within regulatory frameworks,
while low- and middle-income countries remain constrained by fragile infrastructures and
chronic power instability. Studies on institutional analysis [65-67] in this regard stress
the need for coordinated oversight of telecom and energy infrastructures under financial
cybersecurity mandates, joint simulation exercises to prepare for cascading failures, and tar-
geted investments in redundant IXPs and backup power systems. Vedral [68] further warns
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that the financial system’s dependence on external infrastructures exposes it to systemic
cyberattacks that transcend sectoral boundaries. Collectively, this scholarship underscores
that CNI fragility is not peripheral but constitutive of financial cyber-resilience; and its
weaknesses disproportionately endanger developing economies that lack redundancy,
oversight, and bargaining power in global financial networks.

3.6. Third-Party Vendor Risk

The third-party vendor risk in financial cybersecurity refers to the systemic vulnera-
bilities that arise when financial institutions outsource services such as IT infrastructure,
cloud computing, or payment processing to external providers. These partnerships, while
offering cost efficiencies and technological agility, extend the institutional perimeter and
introduce significant cybersecurity dependencies. This structural exposure becomes es-
pecially dangerous in an era of advanced persistent threats and complex global supply
chains. Financial institutions increasingly rely on external vendors for critical operations,
often without adequate visibility into these partners’ security protocols. As Anderson-
Princen [69] shows, financial institutions engaging cloud outsourcing often struggle to
align internal governance with vendor controls, leaving critical operations exposed. Un-
der the EU’s DORA (Digital Operational Resilience Act), covered financial entities must
revise their vendor and ICT service contracts to align with new regulatory obligations
such as rights of audit, incident reporting, and subcontracting oversight thereby exposing
long-standing weaknesses in vendor governance structures [70]. The challenge is even
more acute in jurisdictions with weaker regulatory mandates, where banks, particularly
smaller or developing-market institutions, lack the leverage or legal mandate to impose
stringent cybersecurity requirements on global service providers. In developing economies,
third-party risks are compounded by institutional and infrastructural deficits. As Bal-
doni [71] notes, low-capacity states frequently rely on imported technologies and foreign
service vendors, often without adequate vetting, monitoring, or contingency planning. This
creates systemic contagion risks, as a breach in one outsourced environment can cascade
across interconnected financial systems. The World Bank [67] also warns that fragmented
vendor oversight frameworks leave institutions vulnerable to regulatory arbitrage and
cross-border attacks, especially where enforcement regimes vary significantly between
countries. Scholarly consensus now points to some major imperatives for reducing these
risks, such as, embedding third-party risk governance into core regulatory licensing pro-
cesses in the financial sector, creating sector-wide surveillance platforms for monitoring
third-party exposures, and building national or regional digital infrastructure to reduce
reliance on opaque foreign providers [65,69]. Ultimately, vendor ecosystems are not tan-
gential but central to financial cybersecurity, especially in low-resource economies where
limited redundancy and oversight amplify systemic exposure.

3.7. Incident Coordination & Threat Sharing

Incident coordination and threat-sharing refer to the inter-organizational frameworks that
enable financial institutions, regulators, law enforcement, and technical teams to collectively
detect, analyze, and respond to cyber threats. Ultimately, coordinated information-sharing
is the backbone of cyber resilience in the financial ecosystem [72,73]. In many developing
countries, its underdevelopment remains a critical vulnerability that facilitates the scaling
of cross-border financial cyberattacks. These mechanisms range from sector-wide security
operations centers (SOCs) to bilateral information-sharing agreements and cross-border
memoranda of understanding. The existence of real-time intelligence-sharing platforms
reduces dwell time, constrains attacker mobility across networks, and strengthens collective
incident response [74,75]. However, legal liability, data privacy concerns, and reputational
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risks often deter proactive sharing, especially in jurisdictions with weak regulatory safe-
guards or limited trust between private and public actors. In many developing economies,
the absence of institutionalized coordination platforms leaves banks reliant on foreign inter-
mediaries or donor-driven security schemes that fail to integrate national priorities. Overall,
the literature emphasizes three imperatives for ecosystem-wide resilience: (i) mandatory
participation in information-sharing hubs to reduce systemic blind spots, (ii) harmonized
legal standards for incident disclosure and coordination, and (iii) investment in domes-
tic SOCs to reduce dependency on foreign infrastructure and accelerate threat response.
Without these, detection and response remain fragmented, especially in the context of
sophisticated, cross-border cyberattacks [71,76].

3.8. Governance and Organizational Risk Culture

The Governance and organizational risk culture theme defines how institutions transform
external and technical risks into strategic actions by allocating resources and embedding
accountability. Organizational governance, leadership, and risk culture refer to the internal
structures, norms, and behavioral practices through which financial institutions frame,
prioritize, and manage cybersecurity risks. Governance encompasses formal oversight
arrangements, including risk committees, audit functions, and board-level responsibili-
ties, while risk culture reflects the informal behavioral dynamics that shape how cyber
threats are perceived and addressed. The literature underscores that institutions with
weak governance or immature risk cultures often treat cybersecurity as a siloed IT function
rather than a systemic financial-stability concern resulting in reactive and fragmented
responses. In contrast, institutions with strong board-level engagement and integrated
cyber oversight demonstrate improved preparedness, clearer disclosure practices, and
greater alignment with supervisory expectations [77]. Institutional culture and leadership
behaviors further determine how governance structures translate into real-world resilience.
As evident in Ghanian context, banks with dedicated cybersecurity committees, cross-
functional risk dialogues, and regular simulation exercises show superior performance in
incident response [78]. Also, findings from Kenya and other emerging economies indicate
that organizational readiness and cyber governance maturity are closely associated with
improved productivity and adaptive capacity in the face of targeted attacks [79]. Therefore,
the overarching insight is that governance and risk culture are not ancillary but founda-
tional to effective cyber risk management. For institutions in developing countries, where
infrastructural fragility and external threat exposure are elevated, embedding cybersecurity
into enterprise governance and fostering a culture of transparency and accountability is
vital to closing the maturity gap that enables cross-border cyberattacks.

3.9. Security Architecture and Technical Control

Security architecture and technical control refer to the degree of technical and organiza-
tional sophistication maturity within a financial institution’s cybersecurity framework. This
includes layered defence mechanisms, identity and access management (IAM), network
segmentation, endpoint monitoring, and the integration of resilience-by-design principles.
Control maturity is typically benchmarked through standards such as ISO/IEC 27001, NIST
CSF, and the SWIFT Customer Security Programme (CSP), which assess whether an insti-
tution’s controls are ad hoc, repeatable, defined, managed, or optimized. Studies confirm
that immature or fragmented security architectures significantly elevate institutional risk,
as attackers exploit outdated systems, unmonitored interfaces, and inconsistent control
implementation [80,81]. Furthermore, an unsegmented infrastructure and weak endpoint
monitoring facilitated unauthorized SWIFT transactions, underscoring the consequences
of low control maturity [82]. Comparative analyses show that financial institutions in
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advanced economies have adopted red-teaming, continuous monitoring, and regulatory
stress testing to harden digital systems. In contrast, banks in low- and middle-income
countries (LMICs) often struggle with budget constraints, outdated infrastructure, and
limited regulatory enforcement [80]. This global disparity creates systemic risk within
interconnected banking networks, where attackers can pivot through less mature jurisdic-
tions to reach better-defended nodes. Banks with high control maturity, characterized by
redundancy, regular testing, and updated playbooks, can recover within hours.

3.10. Human Factors and Social Engineering Exposure

The Human factors and social engineering exposure refer to vulnerabilities stemming
from human behavior, cognitive biases, and organizational practices rather than technical
flaws alone. In financial cybercrime, attackers frequently exploit trust relationships, weak
awareness, and cultural hierarchies through phishing, pretexting, insider collusion, and
credential harvesting. The central insight of this theme is that individuals-whether employ-
ees, contractors, or customers-constitute the most persistent entry vector for large-scale
attacks. Pant et al. [83] analyze real-world cases of social engineering, identifying ma-
nipulation tactics that bypass even hardened security architectures by targeting cognitive
and behavioral weaknesses. The persistence of social engineering threats highlights that
this exposure is not just about individual lapses but stems from systemic shortcomings
in awareness, culture, and governance. Overreliance on firewalls and monitoring tools
without cultivating cybersecurity-conscious environments leads to a false sense of security.
As recent research shows, organizational cultures that foster trust-based, non-punitive re-
porting environments encourage staff to flag suspicious emails or incidents early, whereas
blame-oriented or punitive approaches suppress reporting and thereby heighten the risk
of successful deception-based attacks [84,85]. A consensus across the literature [85-88]
emphasizes that resilience against human-centric attacks depends on regular and context-
specific phishing simulations, mandatory maker-checker workflows, and cross-functional
engagement in fostering risk-aware cultures.

3.11. Cross-Theme Synthesis and Summary

Table 2 provides an overview of the cross-theme synthesis resulting from the litera-
ture review as stated. Cross-border financial cyber risk is not solely the result of isolated
technical failures; rather, it emerges from the interplay of geopolitical factors, disparate
regulatory frameworks, vulnerable critical infrastructures, and complex socio-technical
dynamics within organizations. These micro-level vulnerabilities intersect with macro- and
meso-level dynamics, demonstrating that cybercriminals capitalize not only on technolog-
ical flaws but also on structural and organizational asymmetries. Read together, the ten
themes form a layered system in which macro-level forces (geopolitics, public-sector gover-
nance, regulatory regimes, financial interdependence, and CNI) shape the threat surface
and the rules of engagement; meso-level ecosystem arrangements (third-party/vendor de-
pendencies and information-sharing/incident coordination) determine how quickly threats
propagate or are contained; and micro-level institutional practices (governance and risk
culture, security-control maturity, and human-factor exposure) ultimately decide whether
compromises are prevented, detected, or allowed to escalate. From a developing-country
perspective, these findings converge on a critical insight: large-scale financial cyberattacks
succeed not merely because of isolated institutional weaknesses but due to the interaction
of permissive geopolitical environments, fragmented governance systems, organizational
immaturity in risk culture, i.e., uneven legal and supervisory capacity, and thin CNI re-
dundancy (power, IXPs, backbone links). Financial institutions often depend on a narrow
set of foreign correspondents and offshore vendors, while domestic information-sharing
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platforms and crisis-coordination mechanisms are emergent or donor-driven. In short,
resilience grows when strategy integrates the macro-rules of the game, the meso-mechanics

of interdependence, and the micro-realities of organizational behavior.

Table 2. Overview of the cross-theme synthesis.
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4. Case: Bangladesh Bank Heist in 2016
4.1. Bangladesh Bank Background—Current and Pre-Heist

Bangladesh, a South Asian country on the cusp of graduating from its Least Developed
Country (LDC) status in the near future, stands at a pivotal moment in its development
journey. The country’s banking sector plays a crucial role in supporting this growth,
providing credit to the private sector, facilitating remittance inflows, and enabling trade
finance. As the country’s central bank, ‘Bangladesh Bank’ has been a cornerstone of
financial governance since its establishment in 1972. As of 2026, Bangladesh has a net-
work of over sixty-three scheduled banks, including seven state-owned commercial banks,
forty-three private banks, nine foreign commercial banks, and three specialized financial
institutions [89]. There is also a privately owned digital commercial bank that is currently
in the process of commencing commercial operations. In addition, the five non-scheduled
banks (e.g., Grameen Bank) are also under the supervision of Bangladesh Bank. As the
authority responsible for monetary policy, financial oversight, and reserve management, its
role is indispensable. Yet, institutional capacity issues, including limited cyber prepared-
ness, regulatory capture, and coordination failures, have impaired its ability to proactively
safeguard financial stability. Following the post-pandemic global inflation surge, rising
energy import costs, and broader balance-of-payments pressures, Bangladesh’s foreign
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exchange reserves declined substantially from a peak of over USD 48 billion in August 2021.
However, more recently, reserves have recovered gradually, supported by strong remittance
inflows, positive export performance, and external financial assistance, reaching approx.
USD 36 billion in gross terms and USD 31 billion under BPM6 by June 2026 [90]. This
drop strained import financing capacity and highlighted broader vulnerabilities in external
sector management.

In addition to its central banking and supervisory functions, Bangladesh Bank hosts
the Bangladesh Financial Intelligence Unit (BFIU), which serves as the country’s principal
agency for anti-money laundering (AML), counter-terrorism financing (CTF), and financial
intelligence activities. The BFIU is responsible for receiving and analyzing suspicious
transaction reports, coordinating with domestic and international law-enforcement agen-
cies, and supporting investigations relating to financial crimes and illicit financial flows.
While the Bangladesh Bank heist was primarily a cybersecurity incident, the subsequent
movement and laundering of stolen funds across multiple jurisdictions highlighted the
importance of effective financial intelligence and international cooperation mechanisms in
responding to cyber-enabled financial crime [91].

At the time of the 2016 heist, Bangladesh’s cybersecurity and operational resilience
framework for the financial sector was still evolving. Although the government had intro-
duced a National Cybersecurity Strategy in 2014, implementation across critical financial
infrastructure remained uneven, and sector-wide cyber resilience capabilities were rela-
tively limited. Bangladesh Bank operated under ICT security and information management
requirements applicable to banks and financial institutions, but these controls were pri-
marily oriented toward information security compliance rather than comprehensive cyber
resilience, threat intelligence, continuous monitoring, and coordinated incident response.
Contemporary assessments indicate that Bangladesh Bank maintained poorly designed
and maintained network and cybersecurity systems. Kabir [5] in this regard states “The
Bangladesh Bank had four computers and four servers connected to SWIFT. Those comput-
ers and servers were also connected to the real-time gross settlement system allowing the
nation’s domestic banks and the central bank to perform large transfers. They were unmon-
itored, and the network lacked a firewall. The systems were connected to the open Internet.”
(p- 1). Such conditions reflected weaknesses in operational resilience, privileged-access
controls, and cybersecurity governance, increasing exposure to sophisticated cross-border
cyber threats. Furthermore, a dedicated Cyber Security Unit (CSU) within Bangladesh
Bank was only established after the incident, highlighting the relatively immature state of
institutional cybersecurity governance prior to the heist [5,20].

4.2. Overview of Bangladesh Bank Heist in 2016

Between 4 and 5 February 2016 (a Thursday-Friday weekend in Bangladesh), the
offices of Bangladesh Bank in Dhaka were closed in accordance with the country’s official
weekend schedule. Unknown to the staff, malware that had been planted weeks earlier lay
ready for strike. Cybersecurity analysts linked the heist to the highly sophisticated cyber-
criminal syndicate known as the ‘Lazarus Group’. The same group has also been blamed
for the 2014 Sony Pictures hack, based on shared code signatures and attack methods [5,92].
The group had spent those weeks studying the bank’s internal systems and SWIFT payment
workflows. As shown in the timeline Figure 2 [93], late on Thursday night, as the country
entered its weekend and Manila prepared for the Lunar New Year holiday, the attackers
launched their operation. They sent 36 fraudulent SWIFT payment orders, attempting to
steal about US $951 million from Bangladesh Bank’s account at the Federal Reserve Bank
of New York [20,94]. The timing was deliberate. The Bangladeshi weekend and the holiday
period in the Philippines delayed detection of suspicious transfers. Yet the attack did not
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succeed completely. A spelling mistake in one beneficiary’s name triggered suspicion at
an intermediary Pan Asia Bank in Sri Lanka, prompting the U.S. Federal Reserve to halt
most of the transfers. In the end, only five transfers, worth about US $101 million, were
executed. Within the first 48 h of the attack, approximately US $20 million was successfully
frozen and recovered from the Sri Lankan bank. In contrast, about US $81 million was
funneled through four or five transfers involving four fictitious accounts, each opened with
just US $500 nine months prior to the heist, at the Jupiter Street branch of Rizal Commercial
Banking Corporation (RCBC) in the Philippines. These funds, labeled as ‘consultancy
fees’, were quickly laundered during February and March through local casinos, exploiting
regulatory loopholes in the country’s anti-money laundering laws [20,94-96]. Subsequent
investigations revealed the attackers’ meticulous preparation. The Dridex and Carbanak
malware enabled them to steal SWIFT credentials, manipulate the SWIFT Alliance Access
client, erase transaction logs, and even block printer reports that would normally have
alerted staff to the fraudulent activity [5,20].
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Figure 2. Graphical overview and timeline of the Attack (Image adapted from Kehrli [93]).

Public fallout was immediate and intense. The governor of Bangladesh Bank resigned
amid accusations of negligence after the incident became public about a month later—not
through the local media but through the Philippine Daily Inquirer on 15 March [97]. The
senior officials were sharply criticized for their handling of the breach, as they kept the
incident concealed for 24 days and took 39 days to file a case under the Money Laundering
Prevention Act with the local police station [98]. Moreover, since the incident occurred in
2016, the country’s Criminal Investigation Department (CID) has struggled for many years
to produce a complete forensic report (95th attempt as of 18 June 2026). This prolonged de-
lay highlights persistent institutional and technical limitations in the country’s cybercrime
investigation and digital forensics capacity.

Commercial banks across Bangladesh reacted by increasing disclosures of cyber-
security risks, which is an observable ‘spillover effect” aimed at restoring public confi-
dence [2]. Yet the deeper wounds were institutional: the incident exposed weak governance,
poor regulatory oversight, entrenched political influence, and the lack of strong leadership
to manage both the internal crisis and the complex international repercussions.
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4.2.1. Geopolitics & Safe-Haven Jurisdictions

The Bangladesh Bank heist highlights how geopolitical asymmetries and permissive
financial jurisdictions shape the risk landscape for cross-border cyber-enabled theft. Ev-
idence links the operation to the Lazarus Group, reflecting how a sanctioned state actor
weaponized cyber-crime for revenue [95,99]. Attackers exploited regulatory loopholes in
safe-haven jurisdictions, notably the Philippines, where, at the time, casinos were exempt
from AML reporting, allowing the swift layering of the stolen US $81 million [5,100,101].
The absence of robust cross-border legal assistance treaties, fragmented AML supervision,
and uneven SWIFT-security compliance impeded rapid tracing and recovery [102,103].
Bangladesh’s limited political and economic leverage constrained its ability to compel
cooperation from stronger counterparts such as the U.S. Federal Reserve or Philippine
authorities [2]. The case shows that cyber-crime thrives at the intersection of geopoli-
tics, offshore finance, and regulatory arbitrage, demanding closer global AML alignment,
coordinated cyber-forensics, and sanction-aware financial supervision.

4.2.2. Public-Sector Governance

The Bangladesh Bank heist exposed deep structural weaknesses in public-sector gov-
ernance and policy coherence that magnified the crisis and delayed recovery efforts. At the
time of the incident, Bangladesh lacked a standing inter-agency cyber-incident response
mechanism, forcing ministries, law-enforcement agencies, and the central bank to act in
institutional silos, often working at cross-purposes [104]. This fragmentation hampered
swift coordination with the New York Federal Reserve, SWIFT authorities, and Philippine
regulators during the critical early hours of the attack. Pervasive political patronage in
senior appointments and entrenched corruption further eroded the Bangladesh Bank'’s
institutional autonomy, weakened its regulatory authority, and undermined its credibility
in both domestic and international financial circles [100]. Reports from investigative jour-
nalists and inquiries alleged that some senior officials and influential local figures exerted
pressure on the central bank’s leadership, delaying disclosure of the heist and shielding
certain officials from accountability, thereby compounding the crisis and eroding public
trust [105-107]. Instead of a unified, transparent crisis-management framework, the gov-
ernment resorted to ad hoc blame-shifting, internal reshuffles, and delayed parliamentary
oversight, undermining the central bank’s ability to lead the response [98,100]. The CID’s
prolonged forensic investigation, which failed to deliver a conclusive report for several
years, highlighted the enduring institutional bottlenecks in investigating and prosecuting
sophisticated cyber-financial crimes [108]. The Bangladesh case demonstrates that policy co-
herence, strong central-bank independence, and effective inter-agency coordination, backed
by credible political stewardship, are essential for crisis readiness in an era of state-linked,
cross-border cybercrime. Absent these capacities, even a technically sophisticated financial
system can become highly vulnerable to coordinated cyber-enabled theft.

4.2.3. Regulatory & Legal Gaps

At the time of the Bangladesh Bank heist, the country’s regulatory and legal regime
was marked by fragmentation, institutional inertia, and an alarming absence of modern
cybersecurity governance standards. Bangladesh Bank and regulator lacked both the statu-
tory mandate and operational infrastructure to enforce cybersecurity across the financial
sector. The MLA treaties and cross-border cooperation protocols were weak, slowing
coordination with the U.S. Federal Reserve, Philippine regulators, and international investi-
gators [95,103]. Moreover, the Bangladesh Financial Intelligence Unit (BFIU) had limited
institutional autonomy and enforcement capacity, further weakening the AML ecosystem.
Jurisdictional mismatches and lengthy diplomatic procedures impeded timely freezing
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of stolen funds. The laundering pathway was facilitated by the absence of coordinated
oversight between central banks, law enforcement, and casino regulators, both domes-
tically and abroad [100,102] The lack of legal provisions for cyber forensic investigation
and absence of inter-agency protocols contributed to this opacity. Reports later confirmed
that the bank did not have an internal cybersecurity unit or dedicated chief information
security officer (CISO) at the time of the attack-further reflecting a systemic neglect of cyber
risk [102]. The heist revealed deep structural failings in Bangladesh’s financial governance
and regulatory architecture. The regulatory regime lacked mandatory cyber-incident report-
ing requirements, baseline security standards for banks, and dedicated legal mechanisms
for prosecuting state-linked cyber-attacks. These deficiencies left systemic vulnerabilities
latent until the crisis exposed them, illustrating how inadequate legal and institutional
preparedness can magnify the consequences of cross-border financial cyber-crime.

4.2.4. Cross-Border Financial Interdependence

The heist highlighted how interconnected global payment infrastructures can be
turned into vectors of systemic risk. By breaching a peripheral but weakly protected
node, Bangladesh Bank, the Lazarus Group weaponized the trusted SWIFT network,
using it to send 36 fraudulent orders to the Federal Reserve Bank of New York [95,109].
Bangladesh’s structural reliance on correspondent banking for U.S. dollar settlement meant
that, once the fraudulent instructions left Dhaka, it had little operational leverage to halt
or recall the transfers [100,101]. Such a dependency turned the global rails of trust into
a vector of vulnerability. Notably, the fraudulent instructions were initially rejected due
to formatting errors but later corrected and resubmitted; yet the system, lacking robust
automated cross-checks, still processed them. The reversal of one transaction (typo in
“Shalika Foundation” as “Fandation”) occurred only because Deutsche Bank, acting as
an intermediary, flagged the irregularity that underscored how human compliance in
the chain acted as the final firewall amid weak automated safeguards [96,110,111]. This
interdependency, unaccompanied by enforceable norms or shared accountability, turned
global financial connectivity from a strength into a liability. As highlighted by Huang and
Madnick [1], without synchronized legal frameworks or harmonized technical standards,
mandatory incident-reporting, and credible cross-jurisdictional cooperation attackers will
continue to exploit jurisdictional blind spots and systemic weak links within the cross-
border financial architecture. Developing countries like Bangladesh, structurally reliant on
Western financial intermediaries for dollar clearing, often operate within an asymmetrical
system where authority is centralized, but accountability for cyber-resilience is not.

4.2.5. Critical National Infrastructure (CNI) Fragility

Although the heist did not directly target telecom or power grids, its success relied on
the integrity of the ICT backbone, stable connectivity, and reliable routing operations [112].
The broader South Asian region, including Bangladesh, faces persistent challenges in
hardening its critical infrastructure against cyber threats, with limited redundancy and
aging digital assets reducing systemic resilience [113-115]. The heist case exposed how
weaknesses in a country’s ICT backbone can indirectly enable high-impact financial crimes.
The country’s lower infrastructure resilience reduced the chance of detecting suspicious
transfers in real time and hampered incident response. The limited redundancy in back-
bone networks and dependence on a few international links increased the attack surface.
During the heist, delayed alerts and poor log visibility reflected infrastructural fragility that
constrained the central bank and law-enforcement agencies. Investigations revealed that
the central bank operated without a firewall and used secondhand $10 switches or routers
in its SWIFT room, severely undermining the perimeter defenses [116,117]. Such cheap and
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unsegmented network hardware made it difficult for forensic investigators to trace intru-
sion paths and allowed attackers to move laterally with little resistance. In effect, the bank’s
reliance on minimal, low-cost networking gear exposed the SWIFT interface, and thus its
global payment capabilities, to exploitation. Bangladesh’s broader infrastructure ecosystem
magnified these technical weaknesses. The limited visibility of internal that demonstrated
infrastructural fragility constrained Bangladesh Bank'’s ability to mount an effective defense
or forensic response. Because the network core was not hardened or monitored at multiple
layers, attackers could manipulate software, such as the SWIFT client, while suppressing
print logs and audit trails [106]. The absence of a robust national Critical Infrastructure
Protection regime and the limited reach of BGD e-Gov CIRT further hindered cross-sector
coordination Unlike jurisdictions with resilient and redundant ICT systems, Bangladesh’s
infrastructural gaps amplified the attackers” operational window, underscoring the need
for systemic investments in backbone resilience, real-time monitoring, and coordinated
institutional response [118,119] (The Financial Express, 2024; BGD e-Gov CIRT, n.d.).

4.2.6. Third-Party Vendor Risk

The 2016 heist starkly demonstrated how third-party software vulnerabilities and lax
vendor governance can become critical points of failure in financial cybersecurity [120].
Forensic investigations revealed that attackers exploited security flaws in the locally de-
ployed SWIFT Alliance Access system by embedding malware that allowed them to in-
tercept, modify, and delete transaction records and print logs [20,106]. The malware,
linked to the Lazarus Group, infiltrated the bank’s network through a vendor-supplied
software update, bypassing internal validation due to the absence of multi-layered audit
controls or code-signing mechanisms [95,121]. Investigative reports uncovered systemic
vendor management gaps, including the absence of rigorous due diligence, poor enforce-
ment of software patch policies, and limited segregation of access rights [111,122-124].
There were indications that certain foreign consultants were granted elevated system ac-
cess without formal security vetting or contractual constraints, potentially compromising
sensitive operational zones [5,121,125]. These consultants reportedly operated within a
compromised procurement environment characterized by limited oversight and political
influence, raising concerns about insider risks and regulatory blind spots [124]. Critically,
the attackers connected to the SWIFT system, tampered with SWIFT transaction logs by
disabling printers, ensuring that no physical record of the fraudulent transactions would
alert staff the following morning [106]. In this way the attackers leveraged such a weak
vendor ecosystem to conceal fraudulent transfers. This manipulation of both software and
hardware components highlights how attackers exploited fragmented vendor governance
and inadequate endpoint security. The incident underscores a key lesson for financial
institutions in low-capacity jurisdictions: without enforceable vendor contracts, secure
integration protocols, continuous monitoring, and supply chain transparency, third-party
arrangements can shift from operational enablers to systemic liabilities.

4.2.7. Incident Coordination and Threat-Sharing

The Bangladesh Bank heist laid bare the severe gaps in cyber incident coordination
and cross-border information-sharing that persist in many developing economies [126].
At the time of the attack, Bangladesh Bank operated largely in isolation from the broader
global cyber-threat intelligence ecosystem. Despite the existence of global platforms like
the SWIFT secure operations center and sector-specific Computer Emergency Response
Teams (CERTSs), there seem to be no automated channels or active protocols for real-time
information exchange between the bank and its international counterparts [127]. During
the critical hours of the heist, efforts to verify or stop the fraudulent SWIFT transfers were
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delayed not only by the time zone differences and holiday calendars in Bangladesh and
the Philippines, but also by the absence of structured escalation paths with key institutions
such as the Federal Reserve Bank of New York [128]. The heist exposed a critical lack of
structured communication and institutional coordination, with responses relying heavily
on informal emails, delayed verifications, and the absence of pre-negotiated crisis protocols
or MOUs, which are the factors that significantly delayed detection and response efforts [5].
This fragmented response enabled attackers to move money through casinos and third-
party accounts before regulatory action could be coordinated. Further compounding the
issue, investigations revealed that intelligence and technical updates were often shared
late or withheld due to bureaucratic silos, inter-agency rivalry, and lack of trust both
domestically and across borders [121]. Such coordination failures highlight the need
for institutionalized frameworks for cyber crisis response that include multi-stakeholder
drills, secure communication channels, and trust-based intelligence-sharing agreements,
especially in developing financial systems that are becoming increasingly digitized and
globally integrated.

4.2.8. Governance and Organizational Risk Culture

The heist revealed severe weaknesses in the governance structure and cybersecurity
risk culture of the central bank. Cybersecurity was not treated as a strategic priority, and
crisis-response mechanisms were underdeveloped. An institutional culture shaped by
political patronage and corruption encouraged risk-avoidance and bureaucratic caution
rather than proactive incident-handling, undermining both detection and response [2,100].
Staff were left without clear escalation protocols or institutional readiness to detect and
contain sophisticated breaches [103]. The absence of timely communication and coordina-
tion among senior officials further exacerbated the problem. Then-Governor reportedly
concealed news of the heist for 24 days from the Government’s concerned Offices, which is
an omission harshly criticized by the then government appointed investigation committee
as a breach of protocol and institutional accountability [129]. The committee was formed
on March 15, about two weeks after the ‘Philippine Daily Inquirer’ first reported the cyber
theft. According to internal accounts, the delay stemmed from fears of reputational dam-
age and uncertainty over fund recovery strategies, but it also reflected broader cultural
deficiencies in transparency and risk governance of the bank.

The leadership vacuum was particularly pronounced in the domain of cybersecurity
oversight. At the time of the breach, the central bank lacked a centralized cybersecurity
function or a designated Chief Information Security Officer (CISO), resulting in missed
alerts and poor inter-departmental coordination. Red flags, such as the printer malfunction
in the SWIFT room, were dismissed without escalation. It was, however, not until four years
later (May 2020) that Bangladesh Bank established a dedicated Cyber Security Unit (CSU)
to formalize security leadership and develop institutional capabilities. This long-delayed
structural response highlights how institutional inertia, politicized leadership, and the
absence of accountability mechanisms can significantly delay organizational learning and
expose national financial systems to prolonged risk [98,100].

4.2.9. Security Architecture and Technical Control

The heist exposed that, technically, the bank’s control environment was far below the
maturity expected of a systemically important financial institution. The SWIFT gateway was
directly connected to the broader internal network, lacking proper network segmentation,
layered defences, or zero-trust safeguards [102,109]. Critical monitoring tools, such as
anomaly detection, logging, and alerting, were either poorly configured or deliberately
disabled by the malware, allowing attackers to erase printer logs and suppress SWIFT
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transaction alerts [20,100]. There is no indication that the Bank had implemented red
teaming exercises, threat-hunting activities, or regular resilience testing prior to the incident,
reflecting a low level of cybersecurity control maturity at the time [95,103]. Due to a reactive
and poorly coordinated control environment, the attackers were able to stay inside the
system for several weeks before carrying out the theft, successfully avoiding detection
and counter response. The absence of independent anomaly detection, end-to-end audit
trails, and resilience stress testing left the system vulnerable to persistent, state-level
operators. Such findings confirm that for high-stakes financial nodes, true cyber-resilience
demands architecture built for segmentation, secure logging, independent monitoring, and
continuous stress testing [130].

4.2.10. Human Factors and Social Engineering Exposure

The Bangladesh Bank heist illustrates how human factors can become the weakest
link in cybersecurity. Initial access likely came through social engineering or credential
compromise. Internal staff awareness, training, and procedural discipline were weak. The
attackers further undermined the human oversight layer by manipulating system outputs
so that even checking staff could be misled. Investigations later revealed that as early as
January 2015, several bank employees received deceptive emails from an individual calling
himself ‘Rasel Ahlam’, who claimed to be seeking a job and invited recipients to click on a
link to download a CV and cover letter. According to BBC News [96], this link is suspected
to have contained malware that enabled remote access, offering attackers an entry point
into the bank’s internal systems. This is an early sign of alarmingly low levels of staff cyber-
awareness and a lack of effective phishing-resistance programs. This lapse underscored
the vulnerability of the human layer, as no robust mechanism existed to educate staff,
or encourage prompt reporting of suspicious emails. Despite handling critical financial
infrastructure, the bank lacked a mature cybersecurity training or awareness program or
clear internal protocols for responding to phishing attempts. Once inside the network, the
attackers were able to escalate their intrusion and exploit technical weaknesses, such as
by manipulating the SWIFT Alliance Access system, suppressing print logs, and falsifying
transaction messages, thereby deceiving even the employees tasked with oversight [20,130].
A work culture was apparently characterized by hesitation and fear of reprisal. The absence
of a culture that encourages reporting questionable behaviors compounded the failure. In
this way, the human and process layers became collateral damage in the attacker’s strategic
design. The case, therefore, demonstrates a cautionary tale that a robust cybersecurity
requires not only firewalls and software patches, but also empowered personnel, shared
responsibility, and a culture that incentivizes vigilance and procedural transparency.

5. Discussion and Conclusions

The Bangladesh Bank heist stands as one of the most revealing cases of how cross-
border cyber risks, when compounded by weak governance and institutional fragility, can
culminate in a coordinated and large-scale financial cyberattack. This heist was not an
entirely isolated incident within the national context. Subsequent reports and assessments
identified additional cyber incidents affecting financial institutions and public-sector or-
ganizations in Bangladesh, although none matched the scale or international significance
of the 2016 reserve theft. While much attention has focused on the technical breach itself,
the deeper story is one of institutional breakdown. The incident reflects long-standing
structural vulnerabilities within Bangladesh’s banking and governance systems marked by
corruption, regulatory capture, and politically motivated appointments. These conditions
created an environment where accountability mechanisms were weakened, leadership
was reactive and risk-averse, and strategic oversight was virtually absent. Rather than
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responding with decisive coordination, government and institutional actors defaulted to
internal blame-shifting, resignations, and rhetorical damage control. Investigative efforts,
such as the CID’s delayed and limited forensic reporting, were hampered by bureaucratic
inertia and a lack of prosecutorial follow-through [131]. The process of recovering stolen
funds has been slow and incomplete, and many of the original digital footprints remain
untraced. This failure to mobilize an effective response underscores that the heist was not
merely a cyber intrusion but a symptom of a broader governance failure -where weak rule
of law, institutional opacity, and leadership paralysis left no buffer for crisis resilience. The
event also exposed the layered nature of cybercriminal ecosystems, which thrive not only
on technological failure but on the fragmentation of geopolitical norms, inconsistencies
in legal-regulatory regimes, fragile national infrastructures, and limited cross-agency co-
ordination. These risks intersect and reinforce one another, creating systemic exposures
that adversaries can exploit with precision. What emerges from the Bangladesh case is
a multi-dimensional picture of cyber risk that cannot be explained by technology alone.
The following synthesis builds on these insights by organizing the findings into three
levels of analysis: macro (geopolitical and regulatory), meso (institutional and ecosystem),
and micro (organizational and human factors) as also outlined in Table 3. This layered
approach not only explains how the attack succeeded but also highlights several theoretical
and practical gaps in current frameworks for understanding and mitigating cybercrime in
low-governance contexts.

Table 3. Synthesis of the Bangladesh Bank case and lessons learned.

Themes

Lessons Learned &
Recommendations

Theoretical Relevance in
Other Contexts

Key Insights from
Bangladesh Case

Geopolitical safe havens

Hackers exploited
international regulatory
gaps; limited prosecution
capacity. Weak
jurisdictions like the
Philippines enabled
laundering and

shielded attackers.

Strengthen regional MLATs
and participate in cyber
diplomacy/prosecution
capabilities to close

legal loopholes.

Jurisdictional arbitrage;
enforcement asymmetry

Public-sector governance

Lack of inter-agency

coordination; slow
response due to
bureaucratic silos;
and poor cyber-
policy integration.

Policy incoherence;
institutional fragmentation

Establish national cyber
crisis coordination centers
with defined escalation
paths in financial and
national strategies.

E?ri?ﬁgiii lier(?:fiec tive Legal asymmetries, AML Harmonize cybercrime and

Legal-reculatory ¢aps AML re imés and enforcement deficits, AML frameworks;
& & y &ap weak crgss-bo/r der transnational strengthen MLATs and

legal cooperation regulatory lag evidence protocols.

High reliance on SWIFT Asymmetric E?Eﬁgijgﬁ:ﬁi?gg;g
Cross-border financial system and correspondent  interdependence, intge rate anomal ’
interdependence banks without systemic contagion pathways, detegction into Y

cyber-risk mitigation. digital liquidity risk SWIFT systems.

Lack of redundant IT Build redundancy and
Critical systerms and insecure Infrastructure fragility, cyber-incident drills into

infrastructure fragility

IXPs created system-
level vulnerabilities.

sectoral interdependence,
resilience deficit

telecom, disaster recovery
and power infrastructure
linked to finance.
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Table 3. Cont.

Themes

Key Insights from
Bangladesh Case

Theoretical Relevance in
Other Contexts

Lessons Learned &
Recommendations

Third-party vendor risk

Compromised local vendor
introduced malware into
SWIFT environment.

Trust asymmetry; Vendor
governance/ dependency
gaps, risk externalization,
outsourcing vulnerabilities

Mandate third-party
audits, enforce security
clauses in vendor contracts.
AML compliance for
non-traditional

financial intermediaries.

Incident coordination &
threat-sharing

Poor or no channel to share
alerts with SWIFT;
real-time intelligence
sharing or international
banks quickly.

Information asymmetry,
institutional mistrust,
cross-border blind spots

Develop financial-CERT
alliances and
incident playbooks.

Governance &
organizational risk culture

Weak oversight, passive
leadership, and fear-
driven culture
prevented escalation.

Governance immaturity,
accountability vacuum,
reactive risk culture

Foster cyber-risk
governance through
leadership training and
simulations. Embed cyber
risk governance at
board-level and link KPIs
to resilience indicators.

Security architecture &
technical controls

Weak endpoint controls,
unsegmented systems,
outdated network
security, and no
red-teaming practices.

Control maturity gaps,
outdated security
protocols, cyber
hygiene deficits

Adopt context-aware cyber
hygiene baselines; Align
control standards to
NIST/SWIFT CSP and
prioritize segmentation.

Human factors & social
engineering exposure

Phishing and social
engineering bypassed
basic defenses due to low
staff awareness.

Behavioral vulnerabilities;
awareness shortfall,
human-centric

attack vector

Continuous
simulation-based
awareness training to
improve detection and
reporting; launch
sector-wide anti-

phishing campaigns.

At the geopolitical level, jurisdictions such as the Philippines and Sri Lanka func-
tioned as permissive transit zones for illicit financial flows, owing to weak enforcement
regimes and limited international cooperation mechanisms. The Lazarus Group exploited
these fragmented legal and regulatory landscapes to evade sanctions and obscure attri-
bution [132,133]. Despite multiple red flags, intermediaries such as RCBC in the Philip-
pines processed suspicious transactions over several days without meaningful interven-
tion [20,96]. Much of the theoretical literature emphasizes cyber-espionage or state-directed
attacks, yet it has not fully accounted for how geopolitical safe havens actively enable
transnational, financially motivated cybercrime. The issue is fundamentally geopolitical
because it involves the strategic behavior of states, acting as both enablers and targets,
within an uneven international order. Diverging national interests, uneven capacity, and the
lack of harmonized cyber norms allow certain states to become either passive enablers or at
times willing participants in laundering schemes. The Bangladesh case further highlights a
persistent enforcement asymmetry: the country lacked both the bilateral legal tools and the
geopolitical leverage needed to compel timely international cooperation.

Policy coherence and institutional readiness were also critically lacking in Bangladesh’s
response. The absence of a coordinated inter-agency mechanism delayed incident escala-
tion, hindered communication with the U.S. Federal Reserve, and created confusion about
the respective roles of the Ministry of Finance, the central bank, and law enforcement [92].
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In contrast to models in developed countries, where national cybersecurity centers and real-
time response playbooks are in place, developing states such as Bangladesh still operate in
fragmented silos. The literature often assumes the existence of institutional capacity for
integrated cyber-governance; this case demonstrates how such assumptions break down
in practice. Bangladesh’s regulatory and legal environment has also been notably fragile.
Historically, weak AML enforcement and the absence of active MLATSs created a ready
pathway for laundering by attackers [59,134]. The country’s original cybercrime frame-
work, rooted in the ICT Act of 2006 and modestly amended in 2013, suffered from vague
provisions, weak enforcement, and misalignment with global norms. The Digital Security
Act of 2018 continued many of these shortcomings, including broad powers, ambiguous
definitions, and limited safeguards [135-137]. The then regime faced widespread criticism
for failing to provide the clarity, enforceability, or cross-border cooperation mechanisms
needed to prosecute complex financial cybercrime [138]. Following the fall of the long-
standing regime in 2024, which had ruled for 15 years since 2009, the interim government
formally repealed the Cyber Security Act of 2023 and introduced a new Cyber Security Or-
dinance in October 2025. Although this shift signals an intention to reform and modernize
the country’s cyber-legal framework, doubts remain about whether the new ordinance can
adequately address entrenched problems of weak enforcement, legal ambiguity, and limited
international coordination that continue to undermine Bangladesh’s capacity to confront
sophisticated cross-border cyber threats [139]. A comparable example can be seen in the
Philippines, which long excluded casinos from its AML jurisdiction, thereby creating a legal
loophole exploited by criminal actors. Such cases underscore the limitations of prevailing
theories on global regulatory compliance, which often overlook how financial crimes thrive
in legal grey zones and in the absence of synchronized enforcement across jurisdictions.

At the institutional, or meso-level, over-reliance on the SWIFT system and global pay-
ment infrastructures demonstrated how digital interdependence, while efficient, becomes
a vulnerability when not accompanied by sufficient cybersecurity and governance capac-
ity [31]. Attackers used fraudulent instructions to access Bangladesh’s reserves held at the
U.S. Federal Reserve. The role of interbank payment chains and “weak connectors,” such
as linguistic errors and routing anomalies [106], has been under-explored in the literature,
particularly in developing-world contexts. Third-party vendor risk emerged as a critical
attack vector, with malware reportedly introduced into Bangladesh Bank’s SWIFT environ-
ment through a compromised vendor software update [20,140]). The bank lacked robust
audit processes, had no visibility into vendor code, and possessed no enforceable security
clauses in its contracts. Vendor-governance frameworks for low-capacity countries remain
under-theorized, even as outsourcing increases in these contexts. Information-sharing was
also alarmingly slow. Bangladesh lacked a formal channel to coordinate cyber-incidents
with SWIFT, U.S. law enforcement, or regional CERTs [5,134]. The literature frequently
assumes the presence of trust, institutional maturity, and legal safe harbors for intelligence-
sharing, assumptions that do not hold in fragile states, where agencies may fear political
fallout or reputational damage.

At the micro-organizational level, Bangladesh Bank’s internal weaknesses magnified
the damage. There was a lack of cybersecurity-governance structure at the board level,
no central risk oversight, and poor incident-escalation capacity. Technical controls such
as network segmentation, anomaly detection, and access restrictions were either absent
or disabled [140,141]. In such environments, best-practice standards such as NIST or ISO
remain largely aspirational due to funding and skill constraints. Human error also played
a decisive role. Social-engineering tactics, notably phishing, were used to gain access, and
once inside, attackers manipulated logs to evade detection. Internal staff hesitated to raise
alarms due to a culture of fear and punitive response [84,86,94]. Despite the growing field of
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behavioral cybersecurity, there remains limited understanding of how institutional culture,
accountability gaps, and weak digital literacy shape risk behavior in the Global South.

5.1. Post-Heist Reforms and Institutional Responses

The Bangladesh Bank heist in February 2016 triggered a series of institutional, regula-
tory, and organizational reforms that extended well beyond the affected institution. Con-
sistent with broader research on cyber resilience and financial-sector governance [16,27],
the incident exposed the limitations of relying solely on technical safeguards and high-
lighted the need for stronger governance, oversight, and institutional coordination. In
response, Bangladesh Bank strengthened cybersecurity oversight and supervisory prac-
tices, while SWIFT introduced its Customer Security Programme (CSP) in May 2016 and
Customer Security Controls Framework (CSCF) to establish a common security baseline,
enhance threat-intelligence sharing, and improve fraud detection across the global finan-
cial network [141]). In fact, this heist is widely cited as a landmark case that exposed
weaknesses in the cybersecurity governance of globally interconnected financial infrastruc-
tures and subsequently informed international efforts to strengthen operational resilience,
information sharing, and security standards across the SWIFT ecosystem [5,141]. These
developments reflected a growing recognition that cyber resilience depends not only on
technology but also on effective governance structures, organizational preparedness, and
coordinated risk-management practices. The long-term consequences of this heist further
underscore the institutional dimensions of cyber risk. Ongoing forensic investigations, legal
proceedings, and international recovery efforts demonstrate the complexity of responding
to transnational cybercrime. As of May 2026, the submission of the investigation report
had been deferred for the 95th time, highlighting the prolonged legal and investigative
challenges associated with the case. According to a news report [142], the CID finalized the
charge sheet, naming 64 individuals and organizations from Bangladesh and abroad. The
accused include the then Governor and ten other bank officials of Bangladesh Bank, and
individuals and entities from the Philippines, Sri Lanka, China, Japan, India, and North
Korea (incl. hacker Park Jin-hyuk—a core member and operative of the ‘Lazarus Group’).
An expatriate cybersecurity expert who served as an IT consultant to Bangladesh Bank
under the Financial Sector Support Project and was later appointed as the lead forensic
auditor to investigate the security breach was also charged with allegedly tampering with
or destroying forensic evidence. All those charges are based on forensic evidence, FBI
reports, SWIFT data, international cooperation records, recovered-fund documentation,
and witness statements. On the other hand, progress has been made in recovering some
stolen assets. According to the CID and court records, approximately USD 20 million was
recovered from Sri Lanka, around USD 68,000 was returned through the Rizal Commercial
Banking Corporation (RCBC) in the Philippines, and an additional USD 14 million was
recovered through various initiatives. More recently, a Dhaka court ordered the confiscation
and recovery of approximately USD 81 million held at RCBC [142]. More broadly, the Cyber
Security Ordinance 2025 introduced updated provisions relating to critical information
infrastructure protection, cybercrime enforcement, incident reporting, digital evidence
management, and inter-agency cooperation. In February 2025, Bangladesh Bank also in-
troduced the ‘Cybersecurity Framework 1.0°, which was developed based on the six core
functions of the NIST Cybersecurity Framework, such as, Govern, Identify, Protect, Detect,
Respond, and Recover. The framework is aligned with the National ICT Security Policy,
the ICT Security Guidelines of Bangladesh Bank, and relevant international standards [143].
Taken together, these developments suggest a gradual shift from reactive cybersecurity
practices toward a more integrated model of cyber-risk governance and financial-sector
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resilience, while illustrating how major cyber incidents can catalyze institutional learning,
regulatory adaptation, and organizational transformation [5].

5.2. Applicability to Other Developing-Country Contexts

While the Bangladesh Bank heist provides the empirical foundation for this study,
the identified risk dimensions appear relevant beyond the Bangladeshi context. Similar
patterns have been observed in other cyber-enabled financial crimes across developing
and emerging economies. For example, the 2018 Cosmos Bank cyberattack (estimated loss
approx. USD 13.5 million) in India exposed weaknesses in payment infrastructure, gover-
nance controls, third-party dependencies, and incident-response mechanisms, ultimately
facilitating coordinated fraudulent withdrawals across multiple jurisdictions [126]. Like-
wise, the attempted cyber theft from Vietnam’s Tien Phong Bank in 2015 (USD 1.1 million)
demonstrated how vulnerabilities in SWIFI-connected systems could be exploited to initi-
ate fraudulent cross-border transfers, although timely intervention prevented substantial
losses [1,49]. Comparable weaknesses were also evident in the Banco del Austro case in
Ecuador in 2015 (USD 12 million), where attackers leveraged compromised credentials
and deficiencies in cross-border payment oversight to execute unauthorized international
transfers [1]. More recently, incidents involving NIC Asia Bank in Nepal in 2017 (USD
4.4 million) and a growing number of cyber-enabled financial crimes across South and
Southeast Asia have highlighted how limited cyber governance capacity, fragmented reg-
ulatory oversight, uneven cybersecurity maturity, and weak cross-border coordination
continue to create opportunities for transnational cybercriminal networks [8,52]. Similar
themes can also be observed in attacks targeting financial institutions in Chile, where
operational disruptions exposed the interconnected nature of cyber resilience, governance,
and incident coordination within globally integrated financial systems [48]. Although these
incidents differ in scale, institutional context, and technical execution, they collectively sug-
gest that cyber-enabled financial crime cannot be understood solely through technological
vulnerabilities. Rather, recurring weaknesses relating to governance capacity, institutional
coordination, regulatory effectiveness, critical infrastructure resilience, third-party depen-
dencies, and organizational cyber maturity appear across multiple contexts [1,16,27,126].
These common patterns reinforce the argument that institutional fragility remains a critical
determinant of cyber risk in developing-country financial systems. Consequently, the multi-
level framework proposed in this study should be viewed not as a Bangladesh-specific
explanation, but as a transferable analytical lens for examining how geopolitical conditions,
regulatory structures, ecosystem interdependencies, and organizational practices interact
to shape cross-border cyber risk across diverse developing-country contexts.

5.3. Concluding Remarks

This study makes a theoretical contribution by integrating the domains of cybersecu-
rity, international development, and governance into a single explanatory model. While
existing literature often examines technical or regulatory aspects in isolation, this research
highlights the interplay of geopolitical positioning, institutional incoherence, and orga-
nizational immaturity in facilitating cross-border cybercrime. It offers a comprehensive
risk framework that is analytically layered yet adaptable to other country contexts. Im-
portantly, the study addresses a long-standing gap in the literature: despite the scale and
symbolism of the Bangladesh Bank heist in 2016, no academic study had undertaken a
full-spectrum critical analysis of its enabling conditions and systemic implications until
now. For policymakers and practitioners, the findings suggest that cyber-resilience must
extend beyond technical defences to include coordinated legal frameworks, robust ven-
dor oversight, and institutionalized incident-response protocols. Bangladesh’s experience
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demonstrates that ad hoc approaches to cyber-incidents, dependent on informal networks
and delayed diplomacy, are inadequate in an era where cybercrime operates transnationally,
at speed, and often with state complicity. The study further emphasizes the need to har-
monize national cybersecurity strategies with financial oversight, especially in developing
economies undergoing rapid digital transformation.

Nevertheless, the research has limitations. It relies largely on secondary data due
to the restricted availability of official forensic and legal documentation. Although the
analysis draws on triangulated sources, including academic literature, investigative journal-
ism, and institutional reports, some dimensions of the attack remain obscured by political
sensitivities and opaque disclosures. Furthermore, the Bangladesh context may not fully
generalize to higher-capacity developing countries or to regions with distinct regulatory
and technological landscapes. The presented analytical framework, while theoretically
grounded, would benefit from empirical validation across multiple jurisdictions. Future
work could therefore extend these insights through comparative studies of developing
countries facing similar cyber-risk exposures. Primary data collection, particularly inter-
views with financial institutions, law-enforcement agencies, and cybersecurity experts,
would further enhance understanding of institutional readiness and response dynamics.
In addition, deeper examination of the roles played by international regulatory bodies
such as SWIFT, FATF, and the IMF in shaping cybersecurity-compliance and enforcement
norms could reveal new levers for cross-border governance reform. With digital financial
inclusion advancing rapidly across the Global South, scholars must also investigate how
these developments intersect with emerging cyber-threat vectors, particularly in contexts
marked by institutional fragility and weak oversight.

As a conclusive reflection, the Bangladesh Bank heist is not merely a cautionary
tale of one nation’s vulnerability but a global signal, an alarm echoing from Dhaka to
Manila, revealing the cracks in the firewall of an interconnected yet uneven digital-financial
landscape. Unless countries align cybersecurity with governance and legal strategy, they
will remain exposed not only to attacks but to cascading systemic risks.
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