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Abstract

Cellular networks from 2G to 5G have evolved to improve performance, reliability, and
security. However, the protection of user identity and location remains a persistent chal-
lenge across generations. Although newer architectures introduce stronger authentication,
temporary identifiers, and privacy-preserving mechanisms, attacks such as IMSI catching,
paging-based tracking, downgrade attacks, and identifier correlation continue to affect
cellular systems. This study analyzes identification and location attacks in 2G, 3G, 4G, 5G
Non-Standalone (5G NSA), and 5G Standalone (5G SA) networks. The analysis focuses on
studies published between 2018 and 2026 and follows a structured methodology based on
research questions, inclusion and exclusion criteria, quality assessment, and comparative
synthesis of studies identified in scientific databases. Following the selection process,
86 studies were included in the final analysis. The review compares attack vectors, affected
identifiers, exploited procedures, adversary capabilities, reported performance metrics,
and proposed mitigations for each network generation. The results show that vulnerabili-
ties inherited from previous generations, especially GSM/2G, remain relevant in modern
architectures through downgrade attacks, fallback mechanisms, and LTE anchoring in 5G
NSA deployments. The main contribution of this study is a cross-generational comparative
synthesis of identity and location attacks in cellular networks. The findings highlight the
need for rigorous standards implementation, effective detection mechanisms, reduced
reliance on legacy technologies, and practical evaluation of mitigation solutions in real
cellular environments.

Keywords: cellular networks; identity privacy; location privacy; IMSI catcher; fake base
station; paging attack; GUTIL; SUCL; 5G NSA; 5G SA; cellular privacy; downgrade attacks

1. Introduction

Cellular network infrastructure is one of the core components of global digital infras-
tructure and supports a large share of modern communications. The evolution of mobile
networks has been driven by the need for more efficient and secure networks. From one
generation to the next, both the architecture and the security mechanisms have become
increasingly complex and have included mutual authentication mechanisms, anonymiza-
tion of unique identifiers and advanced encryption. The International Mobile Subscriber
Identity (IMSI) used in 2G—4G networks to identify a user and the Subscription Permanent
Identifier (SUPI) in 5G are direct targets for identification and location attacks. Even the
use of temporary pseudonyms such as Temporary Mobile Subscriber Identity (TMSI) or
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Globally Unique Temporary UE Identity (GUTI) can be tracked and correlated with the
user’s identity in the context of network mechanisms such as attach, paging, registration,
Location Area Update, Tracking Area Update, Routing Area Update, which can expose
sensitive information. The 2G generation used a one-way authentication mechanism in
which only the Base Transceiver Station (BTS) authenticates the mobile terminal, and the
IMSI is transmitted in the clear to the operator, which allowed fake BTS attacks. In the
architecture of 3G and 4G technologies, a mutual authentication mechanism and improved
encryption were used, and the user’s identity was no longer directly exposed. However,
attacks have not disappeared in 4G either, where identification and location take place by
exploiting signaling procedures, paging mechanisms, correlation of temporary identifiers
or interoperability scenarios. The 5G generation introduced the Subscription Concealed
Identifier (SUCI), a privacy-preserving concealed form of the Subscription Permanent
Identifier (SUPI), to reduce the exposure of permanent subscriber identity during initial
network access [1], but the integration of the Long-Term Evolution (LTE) infrastructure
into the 5G Non-Standalone (NSA) architecture, maintaining compatibility through fall-
back/downgrade with previous generations and the non-uniformity of the networks of
mobile network operators that adopt different configurations and implementations, create
indirect opportunities for identity and location disclosure by exploiting the vulnerabilities
of older technologies. In addition, the attack surface is expanded due to the complexity of
the 4G and 5G architectures that implement different control protocols used for connection,
authentication and mobility management.

Mobile networks have evolved from simple 2G architectures designed mainly for voice
services to complex, scalable, low-latency 5G architectures. In parallel, security mechanisms
have increasingly focused on stronger authentication, user identity protection, and secure
communication between terminals and the network [2]. Protecting the identity and location
of a mobile terminal has been a sensitive point in the architecture of all generations of
cellular networks. In Global System for Mobile Communications (GSM) networks, the IMSI
identifier is transmitted in the clear, and authentication is unidirectional, as only the BTS
authenticates the mobile terminal, which has favored fake BTS attacks. In LTE networks,
a bidirectional authentication mechanism was introduced, and the IMSI was replaced
with a series of temporary identifiers such as TMSI or GUTI, which initially reduced the
identity attack surface, but the way these pseudonyms are managed and reused has created
new security gaps. Among the procedures that underlie the functioning of networks, we
identified several procedures within the control plane that can expose sensitive information
that can facilitate the location or identification of a user. The design of 5G networks has
been improved by introducing the SUCI mechanism, which protects the user’s identity by
encrypting it, but the integration of LTE networks into the 5G NSA infrastructure offers the
possibility of indirect attack scenarios on identity or location [1]. This shows that, in each
generation, new security mechanisms have been introduced, but identification and location
vulnerabilities have not been eliminated; instead, they have adapted to new architectures.

The popularity of mobile devices has grown rapidly, making the protection of user
identity and location crucial for national security and critical infrastructure protection.
Mobile terminals support a wide range of domains, from banking applications, govern-
ment communications, healthcare systems and industrial control to IoT applications, so
unauthorized identification and location of mobile terminals can lead to abusive directional
attacks [3,4]. Numerous fragmented studies have examined generation-specific vulnerabili-
ties, such as IMSI catching in GSM, paging attacks in LTE, and interoperability issues in 5G.
The need for a centralizing synthesis that presents the identification and location attacks in
2G-5G cellular networks in comparison is the motivation for this study.
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The research problem is identity exposure in cellular networks and the impact on
location attacks. Identification (IMSI catcher) or location attacks (paging-based location,
multi-cell correlations) can have devastating implications for privacy [5], the safety of
vulnerable individuals, and legal compliance. The widespread availability of Software-
Defined Radios (SDRs), together with open-source cellular network stacks, has facilitated
the emergence of low-cost attacks that require relatively limited resources. Although
each generation has brought security improvements such as two-way authentication, new
encryption algorithms (A5/3, EPS-AKA, 5G-AKA /SUCI) [6], encryption of identifiers or
the use of temporary identifiers, vulnerabilities have persisted in a form adapted to the
new architectures. The fact that in the network mechanisms (registration, attach, paging,
handover) there are sensitive data exchanges that can allow the identification and location
of mobile terminals, even when the IMSI is not transmitted in the clear, represents the main
problem in mobile telephony networks [7]. The complexity of 4G and 5G networks, added
to which is the interoperability between generations (downgrade LTE to 2G, inter-RAT)
and maintaining compatibility, creates new attack scenarios. Attackers manage to bypass
theoretical protections and exploit the heterogeneous configurations of different operators.
Thus, in 5G networks, identity protection is no longer limited to preventing the explicit
transmission of permanent identifiers; attackers may also rely on behavioral correlations
and traffic-pattern analysis based on inferred metadata [8].

This paper provides a comparative analysis of identification and location attacks
in 2G-5G networks documented in the literature. The goal is to understand how these
attacks have evolved, which mechanisms they exploit, the extent to which new protection
techniques reduce risk, which vulnerabilities persist due to interoperability and legacy
dependencies, and which gaps remain in the current literature. This literature review covers
identification and location attacks in 2G, 3G, 4G, 5G Non-Standalone (5G NSA), and 5G
Standalone (5G SA) networks, including IMSI catcher, fake base station, and downgrade
scenarios, paging-based inference, location attacks based on multi-cell correlations, and the
exploitation of information from signaling channels.

The specific objectives of this study are to identify and classify documented attacks
according to their type and operational level, including radio, core network, and protocol
levels; to analyze the procedures exploited in each cellular generation; to examine how these
attacks have evolved over time, with a focus on common patterns and changes in the attack
surface; to evaluate mitigation solutions involving cryptographic mechanisms, detection
methods, and identification policies; and to determine the vulnerabilities and practical
impact of differences between theoretical specifications and real-world implementations,
as well as future research directions.

The literature still lacks a centralized perspective examining the evolution of identifica-
tion and location attacks from 2G to 5G, highlighting the changing attack surface. The lack
of such a perspective makes it difficult to identify recurring patterns, exploited mechanisms,
the impact of technological progress, and the coherent assessment of countermeasures.

First, the transition to 5G is still shaped by gradual deployment and adaptation to
existing infrastructure. Many commercial 5G deployments rely on Non-Standalone (NSA)
operation, in which 5G networks remain dependent on 4G infrastructure. Under these
conditions, modern 5G mechanisms inherit procedures from LTE networks so that the
analysis of a vulnerability can no longer be limited to a single generation, but must also
take into account interactions with previous generations [9].

Secondly, modern networks rely on a more complex service-based architecture and
virtualized network functions, which increase the attack surface. As a result, the attack
no longer focuses on intercepting the unique identifier itself, but rather on exploiting
fundamental network mechanisms and procedures to infer sensitive metadata.
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Thirdly, it is a crucial moment when a critical evaluation of previous technologies with
a focus on identified vulnerabilities can represent a starting point in discussions about 6G
technology, so that these problems are no longer propagated in future architectures.

Finally, the identified studies reveal a fragmented literature. Many studies focus
on a specific attack type, a single cellular generation, or isolated experimental scenarios.
The lack of an overall picture makes it difficult to truly assess the progress brought by new
security mechanisms.

This literature review aims to provide a clearer understanding of cellular network
security by offering a comparative analysis of identification and location attacks across
2G-5G networks. It integrates isolated studies, examines vulnerabilities across generations,
and analyzes how the attack surface has evolved from hardware-based attacks to signaling
exploitation and cross-generation interoperability attacks. The paper proposes a methodol-
ogy for classifying attacks based on typology, level of operation, exploited mechanisms,
impact and analyzes the progress of identity protection mechanisms. Last but not least,
the study aims to identify areas with gaps that require increased attention and formulate
future directions of study in identity and location protection [10].

The main contributions of this study are fivefold. First, it provides a systematic syn-
thesis of mobile network generations by centralizing the evolution of vulnerabilities across
cellular technologies. Second, it proposes a classification of attacks according to network
generation, from 2G to 5G, including both 5G NSA and 5G SA, attack typology, namely
passive, semi-passive, and active attacks, and attack-surface layer, including the Physical
Layer (PHY), Medium Access Control (MAC), Radio Resource Control (RRC), Non-Access
Stratum (NAS), and Core Network. Third, it analyzes the evolution of the attack surface,
highlighting the transition from hardware-based attacks in 2G to protocol- and signaling-
based attacks in more recent generations, particularly 4G and 5G. Fourth, it systematically
evaluates attack performance according to key metrics such as accuracy, execution time,
cost, and the conditions under which the attacks are performed. Finally, it assesses pro-
tection mechanisms in terms of their implementation level, including standardization,
operator-side deployment, User Equipment (UE) support, and detection mechanisms,
as well as their effectiveness, costs, and limitations.

This study is intended for the academic community in mobile communications secu-
rity, telecommunications security specialists, mobile network operators, standardization
bodies, and mobile terminal manufacturers. The literature review provides a list of mea-
sures against identification and location attacks that can be a starting point for mobile
terminal manufacturers.

This review presents a comparative analysis of the literature, focusing on the theoreti-
cal foundations underlying attacks on mobile network security and offers a progressive
vision as follows:

*  Section 1. Introduction to the context, motivation of the study, issues, objectives,
contributions

*  Section 2. Systematic review methodology, protocol, research questions

*  Section 3. Theoretical foundations of identification and location mechanisms and
conceptual framework

¢ Section 4. Review results, distribution and taxonomy of attacks, experimental techniques

*  Section 5. Analysis of results, answers to Research Questions (RQs), vulnerabilities,
limitation, mitigation measures and future directions

*  Section 6. Study conclusions
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2. Review Methodology

The aim of this chapter is to ensure a transparent and reproducible approach, so that
the data extracted from the selected studies and the results obtained can be replicated
by other researchers. Taking into account the multidisciplinary framework of the chosen
topic, the methodology aims to clearly document the selection decisions and objectively
compare the results identified in the literature. The defined research protocol follows
Kitchenham’s recommendations for planning a literature review, to which are added the
principles of an adapted PRISMA-like literature review (PRISMA = Preferred Reporting
Items for Systematic Reviews and Meta-Analyses. In this review, the term “PRISMA-like”
indicates that the selection flow was adapted to the scope of the study and used to report the
identification, screening, eligibility assessment, and inclusion of studies.). The delimitation
of the research domain is done with the help of research questions regarding identification
and location in 2G-5G. The chosen search strategy, search strings and data sources are also
presented here. The final set of papers analyzed is obtained by applying inclusion and
exclusion criteria and a stepwise selection process. Data are extracted using a standardized
scheme, and studies are assessed using a quality and risk of bias assessment mechanism.
Finally, conclusions are aggregated to highlight the evolution of attacks.

2.1. Protocol and Guideline Used

The benchmarks underlying the methodology followed are Kitchenham'’s guide, which
is oriented towards rigorous planning and systematic review, and the framework of an
adapted PRISMA-like literature review that ensures transparency of the selection process.
Considering that the chosen theme includes both theoretical contributions and empirical
results, the chosen combination is justified by the empirical nature of the studied field.

Before starting the searches, the literature review protocol was defined by establishing the
objective of systematizing identification and location attacks in 2G-5G networks; formulating
research questions to guide the identification of attack typologies, adversary capabilities,
and countermeasures; defining the search strategy, including target databases, the temporal
range, and search strings; specifying explicit inclusion and exclusion criteria to be consistently
applied during screening; outlining the step-by-step selection process, including duplicate
removal, title and abstract screening, and full-text evaluation; preparing a standardized data
extraction template to ensure consistency across attack type, network generation, vector
or procedure, adversary capabilities, metrics, resources, limitations, and countermeasures;
defining a quality assessment and risk-of-bias procedure based on a quality assessment (QA)
score ranging from 0 to 12; and selecting a synthesis method based on structured narrative
synthesis and comparisons of attacks by generation and procedure.

As shown in Figure 1, the study selection methodology follows an adapted PRISMA-
like flow. The role of the adapted PRISMA-like approach in this review is to ensure
transparency of the selection made in the literature. The study selection diagram, based
on an adapted PRISMA-like process, presents the audit mechanism used, where the path
of each research paper can be seen, from identification to final inclusion. The initial
search identified 1055 records: 188 from IEEE Xplore, 113 from ScienceDirect, and 754
from SpringerLink. After removing 91 duplicate records, 964 records were retained for
the screening stage based on title and abstract. At this stage, 831 records were excluded,
and 133 full-text articles were evaluated for eligibility. During the full-text evaluation,
47 articles were excluded for the following reasons: incorrect topic (n = 10), falling outside
the 2G-5G domain (1 = 6), lack of a relevant analysis of identification/location attacks (1 =
19), and lack of a technical contribution (n = 12).
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Figure 1. Study selection methodology. The PRISMA diagram illustrates the process of identifying,

eliminating duplicates, screening, assessing eligibility, and final inclusion of studies in the systematic

literature review.

For transparency and reproducibility, the complete list of studies excluded after full-

text assessment, together with the applied exclusion criterion and the specific reason for

exclusion, is provided in Appendix B. The date on which the systematic searches were
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conducted in the IEEE Xplore, ScienceDirect, and SpringerLink databases to identify eligible
studies published during the analyzed period 2018-2026 was 19 March 2026.

Finally, 86 studies were included in the systematic literature review and used for data
extraction, quality assessment, and synthesis. The complete list of the studies included
after the selection process, together with the main extracted data for each study, is provided
in Appendix A.

The main phases of the Kitchenham guideline used in this literature review for clearly
defining the protocol are:

*  Plan Review: formulating the study objectives, formulating research questions, choos-
ing the protocol, choosing data sources and designing the search strategy, formulating
inclusion/exclusion criteria and drafting the data extraction scheme.

¢  Conduct Review: execution of searches, results management, step-by-step screening
(title, abstract, full-text), application of selection criteria and assessment of study quality.

¢ Document Review: organizing results, synthesizing findings, discussing limitations
and formulating implications (operators, UE, standardization).

As shown in Figure 2, the review process follows the Kitchenham methodology phases.

Phase 1
Plan Review

Choose data Define |
*  sources and design | | inclusion/exclusion
the search strategy | criteria

Draft the data

Define study , Formulate research | Select the review |
extraction scheme

objectives | questions protocol

Phase 2
Conduct
Review

; Multi-stage TR / ‘
Manage search screening: Apply selection 4 ‘
(MEzectie Se“"d‘es L results title - abstract - " _criteria | [Rlsessiicy qualle
fuII tzxt y
Phase 3
Document
Review
_Formulate
\ Organize results \ ’l Synthesize findings fl Discuss limitations \ o o;";ﬁ:}'ig::’i‘jé
standardization

Figure 2. The systematic review process adapted from the Kitchenham methodology. The figure
illustrates the three phases of the study: planning the review, conducting the review, and documenting
the results, along with the main activities associated with each phase.

2.2. Research Questions (RQ)

A central element of this literature review is the research questions that establish the
direction of the analysis, the search strategy, the selection and data extraction criteria. The re-
search questions of this study aim to identify the main types of vulnerabilities, the technical
mechanisms exploited by attackers and the effectiveness of countermeasures. In this litera-
ture review, the research questions were formulated taking into account the particularities
of the field studied, so as to facilitate the comparison of the evolution of vulnerabilities and
protection mechanisms between different generations of cellular networks:

1.  RQI: What types of identification and location attacks are documented in cellular
networks and how can they be classified?
This question aims to identify and classify the main types of attacks according to
2G-5G generation, capability (passive, semi-passive, active), vectors and procedures
exploited (PHY/MAC/RRC/NAS/Core; paging, attach/registration, measurement,
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inter-RAT/downgrade, SS7/Diameter), nature of the attack (identification, location)
and affected component (RAN/Core) [11] (PHY = Physical Layer; MAC = Medium
Access Control; RRC = Radio Resource Control; NAS = Non-Access Stratum; Core =
Core Network; inter-RAT = inter-Radio Access Technology; SS7 = Signaling System
No. 7; Diameter = authentication, authorization, and accounting protocol used in
mobile core networks; RAN = Radio Access Network.).

RQ2: What are the capabilities and resources required to carry out these attacks?
This question investigates the attack model described in the literature (cost, range,
and technical complexity).

RQ3: What performance do the studies report?

This question targets the metrics identified in the literature, targeting both qualitative and
quantitative aspects (identification success rate, location accuracy, time, detectability).
RQ4: What countermeasures are described (standard, operator, mobile terminal),
what is their effectiveness and what are the associated limitations?

This question aims to classify countermeasures as follows: standard, operator-
implemented, mobile terminal-level measurements, detection solutions (rule-based,
crowd-sourcing).

RQ5: How does the attack surface evolve from 2G to 5G and what vulnerabilities persist?
This question analyzes what vulnerabilities persist due to cross-generation compati-
bility and inter-RAT scenarios (fallback/downgrade, NSA anchoring).

These questions allow for the classification and comparison of documented identi-

fication and location attacks and the evaluation of the evolution of security mechanisms

depending on the 2G-5G generation.

2.3. Used Data Sources and Databases

The databases used in this literature review to select scientific publications in the field

of identification and location attacks are:

Elsevier: the platform that includes scientific journals in the field of communications,
computer security, etc.

IEEE Xplore Digital Library: database that includes articles published in IEEE journals
and conferences relevant to cellular network security.

Springer: database that includes papers published in journals and conference proceed-
ings in the field of network security.

Google Scholar: it was not used as the primary database in the systematic search,
but rather as a complementary tool for snowballing, verifying citations, identifying
related works, and accessing the full text of articles initially found in IEEE Xplore,
ScienceDirect, or SpringerLink.

The use of these databases provided a sufficiently large set of studies to form the basis

of this literature review. Table 1 presents the initial number of results obtained from each

database search.

Table 1. Scientific databases used for the systematic search and the number of records initially

identified from each source.

Database Number of Results
IEEE Xplore 188
Elsevier/ScienceDirect 113
Springer 754
Total 1055
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The publication types considered in this literature review include journal articles,
conference papers, academic book chapters, and experimental studies.

The time interval chosen for the selection of studies is 2018-2026. This interval was
chosen because this period covers the evolution of 2G-5G networks, security mechanisms,
but also because during this period, numerous studies on vulnerabilities associated with
identification and location mechanisms appeared, which provide interdisciplinary coverage
and provide a balance between the 2G past and the 4G/5G present. Numerous studies
from this period analyze the vulnerabilities indirectly inherited by modern networks
from previous 2G technologies. The temporal evolution of the number of publications by
database is illustrated in Figure 3. The year 2026 was excluded from this timeline only
because it was still an incomplete publication year at the time of the systematic search
conducted on 19 March 2026. Eligible publications from 2026 that were indexed before that
date were included in the final corpus, provided they met the inclusion criteria. Choosing
this range does not imply ignoring previous contributions. Studies published before 2018
were used as a theoretical and historical foundation for explaining the evolution of identity
and location attacks and were not subject to inclusion/exclusion criteria. An important part
of the work focuses on vulnerabilities inherited from GSM/2G networks, and how they can
continue to affect the security of 4G/5G networks through mechanisms such as fallback,
downgrade attacks, and interoperability of old and new infrastructures. The period 2018-
2026 was also chosen because during this period, the literature highlights an intensification
of research on identity and location privacy in cellular networks, amid the transition to 5G
and the security implications generated by the dependence of 5G NSA implementations
on the existing LTE infrastructure. The non-inclusion of studies published before 2018 in
the systematic review may be a limitation of this review, but these works were used for
technical and historical contextualization, to understand the origin of certain vulnerabilities.

Temporal Evolution of Published Articles by Database

—e— IEEE Xplore
100 ScienceDirect
—e— SpringerLink

Number of Articles

40

2018 2019 2020 2021 2022 2023 2024 2025
Publication Year

Figure 3. Distribution by year of articles identified in the search stage, before the final selection
of studies.

2.4. Search Strategy

The strategy used to identify studies related to identification and location attacks
consists of a structural search built around the research questions. Considering the ter-
minological diversity in the literature and the differences between cellular generations,
after identifying the main concepts associated with the study topic, three complementary
types of searches were formulated. The general search was used to identify studies that
directly address identification and location attacks in cellular networks, the mapping search
was designed to identify studies analyzing vulnerable mechanisms and procedures in
mobile networks, and snowballing was applied by examining the bibliographies of the
included studies and identifying works that cite already included publications.
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The approach described above allows for the coverage of studies focused on security
and attacks, as well as studies that analyze mechanisms that may have implications for user
security. The dimensions exploited in the search strategy are cellular network technologies,
user identification attacks and user location attacks.

Based on the study objectives and research questions, three main categories of terms
were defined for constructing the search strings: terms related to cellular generations,
including GSM, 2G, Universal Mobile Telecommunications System (UMTS), 3G, LTE, 4G,
5G, New Radio (NR), cellular networks, and mobile networks; terms related to identifi-
cation and location, including IMSI catcher, rogue base station, fake base station, identity
exposure, subscriber identification, location tracking, user tracking, and privacy leakage;
and terms related to exploitable network procedures and parameters, including paging,
attach procedure, registration procedure, temporary identifiers, TMSI, GUTI, SUPI, SUCI,
timing advance, measurement reports, cell-ID, and handover.

To avoid irrelevant results, searches were limited to titles, abstracts, and keywords,
and specialized terms were used where necessary. The search process was performed using
the Advanced Search function available in the IEEE Xplore, Elsevier and Springer platforms.

2.4.1. IEEE Xplore

Search terms were queried in the title, abstract and keywords fields in various com-
binations of search strings, as summarized in Table 2. The main terms related to attacks
were searched in the title of the publication or in the abstract, as these fields directly reflect
the main topic of the article. Validation of the strategy was carried out in a step where
it was checked whether the search strings returned works relevant to identification and
location attacks. The results of each database were exported and centralized in a reference
management system, where duplicates were eliminated, and the resulting references were
subjected to a selection process based on an adapted PRISMA-like approach. Filters used:

¢  Content type: Journals + Conferences
¢  Publication years: Years: 2018-2026

¢ Language: English

*  Sort by: relevance

Table 2. General and mapping search strings used in the IEEE Xplore database.

Search Type

Search String

General search

((Publication Title: ‘‘IMSI catcher’’ OR ‘‘fake base station’ OR ‘‘rogue base station’’ OR
‘“location tracking’’ OR ‘‘subscriber identity exposure’’) OR (Abstract: ‘‘IMSI catcher’’ OR
‘“fake base station’ OR ‘‘rogue base station’ OR ‘‘location tracking’’ OR ‘‘subscriber identity
exposure’’ OR ‘‘identity leakage’’ OR ‘‘re-identification’” OR ‘‘user tracking’’)) AND (Abstract:
‘‘cellular network’ OR ‘‘mobile network’ OR GSM OR UMTS OR LTE OR ‘4G’ OR ‘6G’’ OR NR)

Mapping search

(Abstract: ‘‘paging’’ OR ‘‘paging message’’ OR ‘‘temporary identifier’’ OR TMSI OR GUTI OR SUPI
OR SUCI OR ‘‘timing advance’ OR ‘‘measurement report’’ OR ‘‘cell ID’ OR TAC OR ECGI OR ‘‘control
plane’’ OR NAS OR RRC OR S1AP) AND (Abstract: ‘‘paging’’ OR ‘‘paging message’’ OR ‘‘temporary
identifier’” OR TMSI OR GUTI OR SUPI OR SUCI OR ‘‘timing advance’’ OR ‘‘measurement report’’ OR
‘‘cell ID’ OR TAC OR ECGI OR ‘‘control plane’” OR NAS OR RRC OR S1AP) AND (Abstract:

‘‘cellular network’’ OR ‘‘mobile network’’ OR GSM OR UMTS OR LTE OR ‘4G’ OR ¢5G’’)

2.4.2. Elsevier/ScienceDirect

In the ScienceDirect database, terms were searched in the title and abstract fields,
using a query that combines terms (IMSI = International Mobile Subscriber Identity; GSM
= Global System for Mobile Communications; UMTS = Universal Mobile Telecommunica-
tions System; LTE = Long-Term Evolution; NR = New Radio; TMSI = Temporary Mobile
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Subscriber Identity; GUTI = Globally Unique Temporary UE Identity; SUPI = Subscription
Permanent Identifier; SUCI = Subscription Concealed Identifier; TAC = Tracking Area
Code; ECGI = E-UTRAN Cell Global Identifier; NAS = Non-Access Stratum; RRC = Radio
Resource Control; SIAP = S1 Application Protocol.) related to identification and location

attacks with cellular network generations and security-related concepts, as summarized in
Table 3.

Table 3. General and mapping search strings by cellular network generation used in the ScienceDirect

database.
Search Type Generation Search String
General search 2G—GSM (identity OR privacy OR tracking) AND (location OR localization) AND (GSM
OR “QG”)
identity OR i OR t ki AND (1 ti OR 1 lizati AND (UMTS
General search 3G—UMTS (identity privacy racking) (location ocalization) (
OR “3(;”)
General search 4G—ITE (identity OR privacy OR tracking) AND (location OR localization) AND (LTE
OR ::4Gn)
General search 5G (identity OR privacy OR tracking) AND (location OR localization) AND (‘‘5G’*)
Mapping search 2G/3G (identifier OR paging OR ‘‘temporary identifier’’) AND (privacy OR tracking)
AND (GSM OR UMTS)
Mapping search  4G—LTE (identifier OR paging OR ‘‘timing advance’’) AND (tracking OR localization)
AND (LTE)
Mapping search 5G (identifier OR ‘‘control plane’’) AND (privacy OR tracking) AND (‘‘5G’*)
2.4.3. Springer
In the Springer database, the search was performed using filters on title, abstract and
keywords of the publications, as summarized in Table 4.
Table 4. General and mapping search strings used in the Springer database.
Search Type Search String

General search

(‘“IMSI catcher’’ OR ‘‘fake base station’’ OR ‘‘rogue base station’ OR ‘‘location tracking’’

OR ‘‘subscriber identity exposure’ OR ‘‘identity leakage’ OR ‘‘re-identification’® OR ‘‘user
tracking’’ OR ‘‘location privacy’’) AND (‘‘cellular network’’ OR ‘mobile network’’ OR GSM OR UMTS
OR LTE OR ‘4G’ OR ¢‘5G’’)

Mapping search

(‘‘paging’’ OR ‘‘paging message’’ OR ‘‘temporary identifier’’ OR TMSI OR GUTI OR SUPI OR SUCI
OR ‘‘timing advance’ OR ‘‘measurement report’’ OR ‘‘cell ID’ OR TAC OR ECGI OR ‘‘control
plane’’ OR NAS OR RRC OR S1AP) AND (‘“‘privacy’’ OR ‘‘tracking’’ OR ‘‘location inference’’ OR
‘“re-identification’’ OR ‘‘identity exposure’’ OR ‘‘information leakage’’) AND (‘‘cellular

network”’

OR ‘‘mobile network’ OR GSM OR UMTS OR LTE OR ‘4G’ OR ‘5G’’)

2.5. Inclusion and Exclusion Criteria

The transparency and reproducibility of this work are ensured by the use of inclu-
sion and exclusion criteria defined within an adapted PRISMA-like methodology. These
criteria were applied progressively during the selection process, according to the amount
of information available at each screening stage. During the title, abstract, and keyword
screening stage, only the criteria that could be reliably assessed from the bibliographic
information were applied, namely IC1-IC3 and EC1-EC3. The remaining criteria, IC4-1C6
and EC4-EC6, required examination of the full paper and were, therefore, applied during
the full-text eligibility assessment.

Inclusion criteria:
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¢ ICI: Studies investigating user identification and location in 2G-5G cellular networks.

e IC2: Attacks that exploit network vectors (IMSI/TMSI/SUPL/SUCI, paging, TAC/LAI/-
TAI, Cell-ID/ECGI, timing advance, handover, RRC/NAS/S1AP, broadcast/system
information).

e IC3: Studies published in journals, conference proceedings, or academic volumes,
with full-text access available.

e IC4: Clarity of the attack mechanism or network vulnerabilities.

e IC5: Studies that include experimental results, analytical evaluation, simulation results,
measurement-based evidence, or technically grounded discussion relevant to the
research questions.

e ]Cé: Studies presenting countermeasures (operator/UE/detection/standard).

The inclusion criteria were used to determine the relevance of each study to the scope
of the review. Because the reviewed literature is heterogeneous, it was not necessary
for each study to meet all inclusion criteria simultaneously. For example, some studies
focused primarily on attack mechanisms and empirical evidence, whereas others focused
on mitigation solutions or analytical evaluation. However, each included study had to be
relevant to the research questions and to the scope of identification or location attacks in
2G-5G cellular networks.

Exclusion criteria:

e ECI: Studies dealing with identification and location without connection to cellu-
lar networks.

e EC2: Studies without sufficient technical data.

e  EC3: Studies without access to the full content.

e EC4: Studies outside the 2018-2026 timeframe.

*  ECb5: Studies on non-cellular technologies.

e  EC6: Studies published in non-scientific formats.

EC1-EC3 were applied during the title, abstract, and keyword screening stage when
they could be assessed from the available bibliographic information. EC4-EC6 were verified
during the full-text eligibility assessment, when additional details were required to confirm
the temporal scope, the cellular-network focus, and the scientific format of each publication.

Exclusion criteria were used to eliminate records that fell outside the scope of the
review or that did not provide sufficient technical relevance. The risk of bias was reduced
by defining inclusion and exclusion criteria before the final selection and applying them
consistently across all databases.

2.6. Study Selection Process—Adapted PRISMA-like Flow

The study selection process was carried out using an adapted PRISMA-like approach,
inspired by the PRISMA guideline, which involves several successive stages commonly
referred to as stepwise screening. Thus, we started from a large set of studies and by
applying the inclusion criteria, we reached a final set of papers included in this study.

The stages of the selection process, reflected in the adapted PRISMA-like flow diagram
and detailed in the methodology, are:

. E1: Identification of studies: records from several academic databases, including
IEEE Xplore, ScienceDirect, and SpringerLink, were collected and aggregated into a
working database representing the initial set of candidate studies for analysis.

*  E2: Identifying and removing duplicates: duplicate records were removed based on
predefined criteria (title, authors, year) and the most complete versions were kept,
the result being a unique set of records.

e  [E3: Title, abstract, and keyword screening: only the criteria that could be reliably as-
sessed from the available bibliographic information were applied, namely IC1-IC3 and
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EC1-EC3. This step retained records that addressed identification or location attacks
in 2G-5G cellular networks, relied on relevant cellular-network vectors, and were
published in scientific venues with full-text access available.

¢ E4: Full-text eligibility assessment: the remaining studies were analyzed by examining
their full content and applying the complete set of inclusion and exclusion criteria,
namely IC1-IC6 and EC1-EC6. This step verified whether each study provided a
clear attack mechanism or vulnerability description, reported experimental results,
analytical evaluation, simulation results, measurement-based evidence, or technically
grounded discussion, and, where applicable, presented relevant countermeasures.
Studies outside the temporal scope, focused on non-cellular technologies, published
in non-scientific formats, or providing only general descriptions without sufficient
technical detail were excluded.

e E5: Final set of included studies: the studies that satisfied the full-text eligibility
assessment formed the final corpus of the review and were subsequently used for data
extraction and quality assessment (QA).

The screening process consists of a stepwise filtering procedure and is not a one-step
decision. During the screening stage based on the title and abstract, the records were evalu-
ated against the initial inclusion and exclusion criteria, with the aim of eliminating studies
that were clearly outside the scope of the review. At this stage, studies were excluded if they
did not address cellular networks, if they did not focus on identification and localization,
or if they were not relevant to the context of security and privacy in 2G-5G networks.
The full-text assessment focused on verifying the extent to which each study presented a
relevant identification or localization attack, whether the attack exploited mechanisms or
identifiers specific to cellular networks, whether the study provided sufficient technical
details, and whether it was relevant to the research questions. The final set of 86 studies
was then used for data extraction, quality assessment, and synthesis.

The results of steps E1-E5 are summarized in the selection diagram based on an
adapted PRISMA-like process and illustrate the number of records identified, the records
excluded during screening, and the final set of included studies, as shown in Table 5:

Table 5. Study selection process results, including the number of records identified, screened,
excluded, assessed for eligibility, and included in the final review.

Stage Number of Articles
Identified records 1055
Duplicates removed 91
Title/abstract screening 964
Excluded articles 831
Full-text articles assessed 133

Studies included in the literature review 86

Appendix A includes Table A1, which lists the 86 studies included in the review
and provides the extracted data used to support the transparency, traceability, and repro-
ducibility of the analysis. For each study, the following information was extracted: year of
publication, database, attack analyzed, network analyzed, exploited mechanism, adversary
model, metrics, countermeasures, and the calculated evaluation score. The metrics and
measures were filled in when this information was found in the studies analyzed. If this in-
formation was missing, the fields were marked as “Not reported”. The data extracted in the
appendix show that the literature focuses on 5G networks; studies targeting 5G networks
predominate; and the identified attacks are based on fake base stations, attacks on identity
and authentication confidentiality, location tracking attacks, and mobility inference attacks.
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Some of the studies examine legacy 2G/3G/4G environments or 4G/5G combinations,
which shows that some vulnerabilities are carried over to the new generations and arise
at the interoperability level. With regard to the adversary’s model, active attacks aimed
at manipulating authentication procedures are predominant. In the case of unauthorized
tracking of mobile devices, the most commonly used attacks are passive ones that exploit
metadata from paging, tracking area updates, and temporary identifiers. The metrics
identified in the included studies fall into two categories. Location-oriented metrics such
as signaling overhead, paging cost, tracking area update cost, power consumption of user
equipment, paging efficiency, and metrics related to detection accuracy, classification, radio
fingerprinting indicators, location, or the performance of identification mechanisms. Not
all studies report explicit quantitative metrics, and in these cases, the table marks the
information as unreported. The countermeasures identified in the 86 studies are divided
into measures to protect identity through mechanisms such as pseudonyms, SUCI/SUPI,
updating temporary identifiers, and improving authentication procedures. Another di-
rection of countermeasures is the detection methods of fake base stations, based on radio
fingerprinting, statistical analysis and classification. Some authors have proposed ideas
for optimizing paging, tracking area update and mobility management, with the aim of
reducing exposure to tracking and limiting signaling overhead.

The aim of the screening process is to identify a set of high-quality and relevant papers
that reflect the current state of research on identification and location attacks in cellular
networks. The filtering process based on an adapted PRISMA-like approach eliminated
studies that used the same terms (e.g., “location”, “tracking”), but investigated different
technologies (e.g., GPS, Wi-Fi).

2.7. Data Extraction Diagram

After centralizing all the studies, the next stage consists of the systematic and struc-
tured collection of information. For the homogeneity of the process, a standardized data
extraction scheme was defined, through which the research questions formulated above
can be indirectly answered. The data extracted in this chapter will be used in the following
chapters to analyze the evolution of the types of attacks and the technical mechanisms
exploited in 2G-5G networks.

The studies were structured into several categories, corresponding to the research
objectives and the formulated research questions, as presented in Tables 6-11.

Table 6. Technological background fields extracted from each included study, including cellular
generation, architecture, network component, and analyzed scenario.

Field Description

Network generation 2G/3G/4G/5G

Analyzed architecture GSM, UMTS, LTE, 5G NSA, 5G SA
Analyzed network component RAN, Core Network, NAS, RRC

Table 7. Bibliographic information extracted from each included study, including study identifier,
authors, year, publication venue, and study type.

Field Description

ID Unique identifier of the study

Author(s) Authors of the paper

Year of publication Year in which the study was published
Publication type Journal, conference paper, or book chapter
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Table 8. Attack classification fields.
Field Description
Attack type Identification/location
Attack category IMSI catcher, paging attack, tracking attack
Exploited mechanism .Paglr}g, mobility update, measurement reporting,
identity request
Attack level Passive/active
Table 9. Technical vectors exploited.
Field Description
Exploited identifier IMSI, TMSI, GUTI, SUPI, SUCI
Exploited procedures Attach, registration, paging, handover
Exploited radio parameters Timing advance, RSRP, RSRQ
Used metadata Cell ID, tracking area

Table 10. Reported results and performance metrics extracted from the included studies, including attack

success rate, location-tracking accuracy, execution time, cost, detectability, and reporting limitations.

Field

Description

Attack objective Identification/location
Attack success rate  If available
Attack limitations =~ Required conditions for carrying out the attack

Table 11. Countermeasures and protection mechanisms.

Field Description

Countermeasure type Standard mechanism/proposed solution
Implementation level Network/terminal

Reported effectiveness If evaluated

2.8. Quality Assessment (QA) and Risk of Bias (0-12)

For the qualitative assessment of the studies included in this report, a set of quality

criteria inspired by the Kitchenham methodology, adapted to the context of cellular network

security, was defined. Thus, an assessment of the degree of confidence in the results of the

studies analyzed was made. The questions for assessing the quality of the studies, based on

which the clarity of objectives, the rigor of the methodology and the technical contribution

were assessed, are:

QAL.
QA2.
QA3.
QA4.
QADS.
QA6.
QA7.
QAS.
QA9.

Are the study objectives clearly defined?

Is the technological context of the study clearly described?

Are the attack model and assumptions clearly described?

Is the methodology used described in detail for understanding the study?
Are the exploited technical mechanisms identified?

Does the study present relevant technical analysis?

Are the attack metrics and results present?

Are the limits and conditions of the attack discussed?

Does the study reveal the impact on user security?

QA10. Are mitigation mechanisms proposed?
QA11. Is the research relevant to 2G-5G identification or location attacks?
QA12. Can the attack be reproduced or understood?
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Each evaluation criterion was scored on a scale where 1 indicates full compliance, 0.5
indicates partial compliance and 0 indicates non-compliance. Based on the score obtained,
studies can be classified into the following quality categories:

e High (10-12): strong contribution.

e  Medium (7-9): useful evidence, but with some limitations.
e  Low (4-6): mainly indicative findings.

*  Very low (0-3): context only.

The QA framework was applied after the final selection stage to all 86 included studies.
The QA score was used to support the interpretation of the evidence base and to identify
possible limitations or risk of bias in the included studies. Each study included in the
Appendix B was evaluated based on the 12 quality criteria QA1-QA12 as shown in the
Table A2. For each study, a score was calculated by summing the scores received for each
criterion, with a maximum score of 12 points. The final score was interpreted according to
the 4 categories defined previously. For each QA criterion, a three-point scale was used:
1 point if the information is clearly presented, 0.5 points if the information is partially
presented, and 0 points if the information is missing. The distribution of studies by quality
category is illustrated in the Table A3 and highlights a relevant evidence base for our
analysis, as most of the studies fall into the categories High and Medium. The QA score
was not used as an automatic exclusion criterion. Therefore, studies with lower QA scores
were included when they were relevant to the research questions, but their methodological
or reporting limitations were taken into account during the synthesis.

The literature review also aimed to identify potential sources of bias that could influ-
ence the results of the literature review. In the field of cellular network security, the main
types of bias identified and analyzed are:

*  RoBl. Selection bias: analyzing certain technologies in isolation

*  RoB2. Methodological bias: the study methodology is not described clearly enough
*  RoB3. Experimental bias: experiment difficult to replicate

*  RoB4. Reporting bias: positive results of experiments without failures or false positives

RoB qualitative assessment:

*  Low: solid method with clear assumptions.
*  Moderate: credible results with limitations.
¢ High: incomplete method with indicative results.

2.9. Synthesis Method

The synthesis approached is narrative and classification-based, and the purpose of
this stage is to process and organize the information extracted from the analyzed studies
and identify trends, types of attacks, and exploited mechanisms.

The literature synthesis was organized along several axes, including the cellular
network generation analyzed, namely 2G, 3G, 4G, and 5G; the type of attack, distinguishing
between identification and location attacks; the attack vector, including paging, temporary
identifiers such as IMSI, SUPI, SUCI, TMSI, and GUTI, radio parameters, timing advance,
handover patterns, and NAS/S1AP control-plane metadata [12]; and the adversary model,
classified as passive, semi-passive, or active.

In the literature synthesis, the attacks were classified into two main categories: identity
attacks, which reveal the user’s identity or correlate temporary identifiers with the sub-
scriber’s real identity, and location attacks, which aim to determine the user’s geographical
position by exploiting information available in the network.

As new generations of mobile networks have emerged, vulnerabilities related to
identification and location have also evolved. In 2G GSM networks, these vulnerabilities
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were mainly characterized by the direct exposure of the IMSI identifier and by limited
security mechanisms. In 3G UMTS networks, they were primarily associated with signaling
procedures, while in 4G LTE networks they became more closely related to control-plane
vulnerabilities. In 5G networks, the attack vectors are increasingly associated with metadata
exposure and mobility procedures [11].

The countermeasures proposed in the literature mainly involve encrypting unique
identifiers, deploying mechanisms for detecting fake base stations, improving signaling
procedures, and monitoring the behavior of networks or mobile terminals.

The flow followed to facilitate the comparison of the results reported in the reviewed
literature consisted of mapping terms according to the proposed taxonomy, grouping
studies by category, synthesizing the results, analyzing the evolution of networks, and con-
cluding with a set of deliverables aligned with the research questions. These deliverables
included mapping tables covering attack vector, network generation, adversary model,
and reported metrics, as well as an attack taxonomy distinguishing between identification
and location attacks, passive and active attacks, control-plane and radio-based attacks,
and countermeasures implemented at the standard, operator, User Equipment (UE), or de-
tection level.

The heterogeneity of the studies directly influenced the synthesis of the results, con-
sequently this literature review aimed to identify trends and patterns in the literature,
without quantitative aggregation, creating a map of 2G-5G identification and location
attacks, an impact analysis and a synthesis of research gaps and countermeasures.

3. Technical Fundamentals and Conceptual Framework

To understand identification and location attacks in cellular networks, it is necessary to
establish the theoretical framework of the analyzed architectures. This framework supports
the evaluation of identity-management vulnerabilities, mitigation solutions, and attacker
models. Telecom networks are distributed systems and regardless of the generation,
a cellular network is made up of three fundamental blocks: the mobile terminal (UE),
the radio access network (RAN) and the core network (CN). These three entities ensure
the essential functions of the network: connection, authentication and services. The UE
is the user device, such as a smartphone, modem, or IoT device, that contains the radio
interface, protocol stack, and SIM or USIM, and its role is to initiate the attach/registration
procedures and transmit/receive radio signals. The RAN is the base station that provides
the first point of contact between the UE and the network and has the role of managing
radio connections. The CN provides the main network functions, including authentication,
mobility management, IP address allocation, session management, and service control.
Figure 4 presents an overview of the UE-RAN-Core architecture (UE = User Equipment;
RAN = Radio Access Network; CN = Core Network.).

From a functional point of view, there are two planes: the control plane that man-
ages network configuration, signaling, and the authentication process and the user plane
that actually carries user data [13]. The control plane is particularly exposed to attacks
because user identity and mobility information may appear in different signaling proce-
dures. As network architectures have evolved, these components have undergone major
transformations, as seen in the evolution of the user identifier, from IMSI to SUPI and
SUCI. However, identity protection does not depend exclusively on the encryption of the
identifier but also on the implementation of anonymization mechanisms (TMSI, GUTI)
in the attach or registration procedures. Attackers” approaches range from passive traffic
observation to deploying a fake base station that impersonates a legitimate mobile network
operator or exploiting interoperability mechanisms between mobile network generations.
An example of an attack that will be analyzed in this study is IMSI Catcher, an attack model
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that exploits structural vulnerabilities. The attention of this study is also directed towards
the evolution of protection mechanisms such as two-way authentication, anonymization of
unique identifiers and encryption of unique identifiers [14].

. RAN Core Network
UE ]' Radio (PHY/MAC) | / Control plane 7
/ “ Control: RRC BTS + radio ¢ V] | * Auth + mOblIlTy +
Device IoT + SIM ontro control ser plane session/services

Figure 4. Simplified UE-RAN-Core architecture of a cellular network and separation between the
control plane and the user plane.

3.1. Cellular Network Architecture (2G-5G)

The architecture of cellular networks, from 2G to 5G, has undergone major transfor-
mations, with each generation introducing structural changes in the RAN and CN that also
affect identity and mobility management. It is important to understand these architectural
differences for analyzing the attack surface on identity and location.

3.1.1. 2G/GSM Architecture

The architecture of 2G networks is circuit-switched and provides voice and data
services. 2G networks use one-way authentication, meaning that the network does not
authenticate itself to the mobile terminal. The IMSI is transmitted in the clear, encryption
is activated after authentication, and the MSC infrastructure contains the two control and
user planes. These elements allow direct attacks to impersonate mobile operator stations,
IMSI capture, and downgrade attacks to weak encryption.

As shown in Figure 5, the main components are the Mobile Station (MS), which
includes the terminal and SIM card; the Base Transceiver Station (BTS), which transmits and
receives radio signals; the Base Station Controller (BSC), which manages radio resources and
handover; the Mobile Switching Center (MSC), which manages call switching and mobility;
the Home Location Register (HLR), which stores subscriber data; and the Authentication
Center (AuC), which generates authentication vectors.

Identity: IMSI / [ Um 7 BTS Abis “J BsC I‘A"‘ MSC/VLR f
TMSI

Figure 5. Simplified architecture of a 2G/GSM network and the main entities involved in identifica-

b

MAP/SS7 HLR/AuC

Voice/SMS »| Services

d

tion, authentication and service provision.

3.1.2. 3G/UMTS Architecture

The architecture of 3G networks is a mixed type (circuit-switched + packet-switched)
and introduces for the first time bidirectional authentication and more robust cryptographic
protection. The mechanism used in the authentication process is AKA (Authentication and
Key Agreement) which ensures mutual authentication. The user’s identity is protected
by the use of the temporary pseudonym TMSI, and voice traffic is separated from data
traffic. 3G networks maintain interoperability with GSM, which offers the possibility
of downgrade.

As shown in Figure 6, the main components are the User Equipment (UE), Node B,
Radio Network Controller (RNC), and Core Network (CN), which is divided into the CS
and PS domains.
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Figure 6. A simplified architecture of a 3G/UMTS network and the separation between the CS
domain and the PS domain.

Iu-PS

3.1.3. 4G/LTE Architecture

The architecture of 4G networks is a distributed IP-based one and introduces the
temporary identifier GUTI, which is used instead of the IMSI, and the user plane (data) is
separated from the control plane (NAS and RRC signaling). Mechanisms such as paging
and GUTI reuse can provide strong signals for correlation and location attacks [15].

As shown in Figure 7, the main components are: User Equipment (UE), eNodeB
(Evolved Node B), Evolved Packet Core (EPC). The EPC includes the MME, which handles
mobility management and NAS signaling; the SGW, which anchors the user plane; the PGW,
which provides connectivity to external packet data networks; and the HSS, which stores
subscriber data (eNodeB = Evolved Node B; EPC = Evolved Packet Core; MME = Mobility
Management Entity; NAS = Non-Access Stratum; SGW = Serving Gateway; PGW = Packet
Data Network Gateway; HSS = Home Subscriber Server.).

B + MME |, . Hss
SL-MME (Control) Séa (Subscriber) \

TR s6W PGW
Stu (User-plane) 55/58 J (PDN Gateway)

UE
Identity: IMSI / [+ RRC '| eNodeB
GUTT

IP '] Internet / PDN

Figure 7. A simplified architecture of a 4G/LTE network and the separation between the control

plane and the user plane.

3.1.4. 5G Architecture

5G introduces a service-based architecture, representing a major transformation in
the world of cellular networks as network functions have been virtualized, the control
plane and user plane have been completely separated and offer support for network slicing.
Another innovative feature introduced by 5G networks is user identity protection via the
SUCI mechanism, which encrypts the SUPI using a public key [16]. Interoperability with
4G networks and the maintenance of fallback introduce indirect vulnerabilities into 5G
networks through legacy systems. 5G networks have two architectural implementations:
Non-Standalone (NSA) and Standalone (SA) [17].

5G NSA and 5G SA differ in terms of identity management, mobility procedures,
and privacy risks. In 5G NSA, 5G New Radio (NR) is introduced while several control-
plane and mobility-management functions remain anchored in LTE/EPC. For this reason,
certain vulnerabilities related to identification and location are inherited from LTE/EPC. 5G
SA networks use the 5G Core and native 5G mechanisms for identity management. In this
case, SUPI represents the subscriber’s permanent identity, SUCI represents the encrypted
form of SUPI transmitted over the radio interface, and 5G-GUTI is used as a temporary
identifier for mobility and paging. Table 12 summarizes the main architectural and security-
relevant differences between 5G NSA and 5G SA, with particular emphasis on identity
handling, LTE/EPC dependence, 5G Core mechanisms, privacy risks, and mitigation focus.
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Table 12. Architectural and security-relevant comparison between 5G NSA and 5G SA.
Characteristic 5G NSA 5G SA
. Non-standalone deployment using 5G New  Standalone deployment using 5G New Radio
Architecture and . . .
Radio (NR) with an LTE/EPC anchor. (NR) with the 5G Core.

core network

Subscriber identity
handling

May inherit LTE/EPC identity handling,
relying on IMSI, GUTI, and S-TMSI
depending on the procedure and
fallback scenario.

Uses SUPI as the permanent identity, SUCI as
its concealed form, and 5G-GUTI as the
temporary identity.

Control and mobil-
ity management

Control-plane and mobility procedures are
largely LTE/EPC-dependent, commonly
involving the eNodeB and MME.

Control-plane and mobility procedures are
5G-native, involving the gNodeB and AMF.

Main privacy risks

LTE anchor exposure, GUTI/S-TMSI
linkability, LTE paging correlation, rogue
eNodeB scenarios,

and fallback/interworking risks.

5G-GUTI linkability, paging-based presence
inference, SUCI/SUPI misconfiguration,
and implementation-specific weaknesses.

Mitigation focus

Frequent GUTI refresh, LTE paging
hardening, rogue-cell detection, secure
interworking, and restriction of
insecure fallback.

Correct SUCI configuration, frequent
5G-GUTI rotation, AMF policy enforcement,
privacy-preserving paging,

and conformance testing.

The distinction between 5G NSA and 5G SA provides a clearer understanding of
how privacy risks evolve in 5G deployments. In 5G NSA, many vulnerabilities stem from
reliance on LTE/EPC rather than from 5G NR itself. These vulnerabilities include GUTI/S-
TMSI linkability, LTE paging correlation, spoofed eNodeB scenarios, and interactions with
legacy radio technologies. In 5G SA networks, the attack surface is mainly related to
5G Core procedures for identity and mobility management, including SUPI protection
through SUCI, 5G-GUTI assignment and rotation, AMF policies, registration behavior, and
paging configuration.

As shown in Figure 8, the 5G SA architecture includes the gNodeB, which manages
radio resources, and the 5G Core, which includes functions such as the AMF, SMF, UPF,
UDM, and AUSF (gNodeB = next-generation Node B; 5GC = 5G Core; AMF = Access and
Mobility Management Function; SMF = Session Management Function; PDU = Protocol
Data Unit; UPF = User Plane Function; UDM = Unified Data Management; AUSF =
Authentication Server Function.).

As shown in Figure 9, the 5G NSA architecture includes the UE, which supports both
LTE and 5G NR through dual connectivity; the eNB, which acts as the LTE Master Node
and anchors the LTE control plane; the gNB, which provides 5G NR radio resources; and
the EPC, which remains responsible for mobility, authentication, and traffic routing (5G
NR = 5G New Radio; eNB = evolved Node B; gNB = next-generation Node B.).

The attack surface has evolved with cellular architectures. 2G networks offer a simple
architecture that exposes the identity of mobile terminals, 3G networks introduce two-way
authentication, 4G networks use an IP-based architecture and separate the control plane
from the user plane, and 5G networks introduce service-based architecture, virtualization,
and identity encryption. A recurring issue across mobile network generations is interoper-
ability, which can enable downgrade attacks [18]. Figure 10 illustrates the attack surface
across cellular network generations from 2G to 5G.
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Figure 10. The attack surface for identification and location in 2G-5G networks, highlighting the
vulnerabilities specific to each generation and the attack mechanisms common across generations.

3.2. Identification Mechanisms in Cellular Networks (IMSI, TMSI, GUTI, SUCI)

User identification has become a key concern across generations. In cellular networks,
each user has a unique identifier that they use to connect to the network. This identifier,
which may be permanent or temporary, is the basis for authentication, service provision,
and location tracking [10]. A user’s activity is associated with their profile through this
identifier, which maintains the continuity of services. The exposure of these identifiers
creates security risks that may enable the identification and location tracking of mobile
terminals. In this context, mobile networks have evolved from transmitting the identifier in
the clear, to using pseudonyms [19].
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The IMSI is the permanent subscriber identifier. It is stored in the SIM and in the
operator’s HLR database and is used during network authentication. The IMSI consists of
the Mobile Country Code (MCC), Mobile Network Code (MNC), and Mobile Subscription
Identification Number (MSIN). In 2G networks when the user connects to the network for
the first time, the IMSI is transmitted in the clear, which allowed the development of IMSI
catcher attacks. Later generations introduced temporary identifiers as a response to this
vulnerability [20,21].

In 2GH4G, the permanent subscriber identity is IMSI, while in 5G it is SUPI, as shown
in Table 13. To limit over-the-air exposure, 5G introduces SUCI. Temporary identifiers
(TMSI/P-TMSI in 2G/3G, GUTI in 4G/5G) are used in current signaling and should be
refreshed periodically to prevent long-term correlation.

Table 13. Permanent vs. temporary identifiers across generations.

Generation Permanent Identifier Temporary Identifier Over-the-Air Identifier
2G (GSM) IMSI TMSI TMSI

3G (UMTS) IMSI P-TMSI P-TMSI

4G (LTE) IMSI GUTI GUTI [22]

5G (NR) SUPI 5G-GUTI SUCI, 5G-GUTI [23]

TMSI is the identity anonymization mechanism introduced in GSM and UMTS net-
works, it is assigned to the subscriber by the operator after the initial authentication takes
place and is used instead of IMSI in most signaling mechanisms, having a limited duration
of use and is only valid in certain location areas. The TMSI does not have a fixed structure;
it is a temporary 32-bit (4-byte) identifier generated by the network (VLR or MME) and is
unique to a specific area (LA). In practice, the TMSI alone is not sufficient to identify the
network subscriber and is used in conjunction with the LAI (MCC | MNC | LAC). Even
under these conditions, correlating the TMSI with other signaling information can enable
user tracking [24].

GUTI was introduced in LTE networks to replace the use of IMSI in signaling mech-
anisms. This identifier consists of MCC, MNC, MME ID, MME code and M-TMSI. Al-
though this identifier allows for quick identification of the subscriber, studies show that in
practice the reuse of GUTI and its correlation with paging messages can lead to the iden-
tification and location of the subscriber (IMSI = International Mobile Subscriber Identity;
TMSI = Temporary Mobile Subscriber Identity; SUCI = Subscription Concealed Identifier;
MCC = Mobile Country Code; MNC = Mobile Network Code; MSIN = Mobile Subscription
Identification Number; LAC = Location Area Code; MME = Mobility Management Entity.).

SUPI and SUCI (encrypted SUPI) have been introduced in 5G networks as a new
identification mechanism based on asymmetric encryption. The concept used in 5G is that
when the user connects to the operator, they generate SUCI using the network’s public
key, thus, the subscriber’s identity is no longer disclosed [25,26]. Another advantage is
that the SUCI is generated on every access procedure, a property that prevents session
correlation. However, paging procedures, mobility updates, and control plane metadata
can allow inferences regarding the presence or location of the user in a particular area [27].

3.3. Location Mechanisms in Cellular Networks

Cellular networks provide connectivity to users whether they are stationary or on the
move. The movement of mobile terminals implies the need for their permanent location
to ensure uninterrupted services. To maintain updated information on the area where
mobile terminals are located, a series of signaling procedures and mobility management
mechanisms are used, which, although their main purpose is the proper functioning of
networks, generate metadata that can be exploited for the location of mobile terminals.
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In the literature, this information is referred to as location vectors [28]. In the context of
location attacks, the mechanisms used can be analyzed from two perspectives: signaling
and mobility procedures, which are used by the network to obtain information about the
terminal’s position, and location inference vectors, which include radio parameters or
metadata that allow position estimation.

Signaling procedures used in locating mobile terminals: attach, registration, mobility
updates, handover, measurement reporting, paging.

The attach and registration procedures provide the first opportunity to determine
the position of a mobile terminal, which at the time of connection with the base station
transmits its identifier (IMSI, TMSI, GUTI or SUCI) [29], and the network can identify
the cell to which the mobile terminal has connected and, thus, estimate its position. This
procedure has different names depending on the generation, as shown in Table 14.

Table 14. Attach and registration procedures.

Generation Procedure

2G Location Update

3G Location Area Update/Routing Area Update
4G Attach [30]

5G Registration [31]

Mobility update procedures occur when a mobile terminal moves into a different
mobility zone defined by the network. In practice, when the mobile terminal enters a
different mobility zone, it sends an update message to the network so that the network
knows the approximate zone in which the terminal is located; this ensures that when a call
is initiated, the search area for the mobile terminal is minimized [32]. Table 15 summarizes
the main mobility update procedures across cellular technologies.

Table 15. Mobility procedures.

Technology Procedure

GSM Location Area Update (LAU)

UMTS Routing Area Update (RAU)

LTE Tracking Area Update (TAU) [33]

5G Registration Update/Mobility Registration Update [7]

The paging procedure is initiated by the network when a mobile terminal is in an
inactive state (idle mode), a situation in which the network only knows the mobility area in
which the terminal is located, not the cell, and to establish a new connection, the network
transmits a paging message to all cells in the mobility area in which the mobile terminal
is known to be located. Mobile terminals continuously monitor paging messages and
respond when they receive a message addressed to them. This mechanism for scanning
paging messages can indicate a user’s presence in a specific geographic area [34]. Table 16
summarizes the paging procedures used across cellular technologies.

Table 16. Paging procedures across technologies.

Technology Procedure

GSM Paging Request
UMTS Paging

LTE Paging Message [15]
5G Paging [7]

The handover procedure handles the process of transferring a mobile terminal’s
connection from one cell to another as the terminal moves. This procedure is initiated by
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the network when the signal level from the current cell drops or the neighboring cell offers
better signal quality [35]. The main goal is to maintain the continuity of mobile services
and avoid connection interruptions. This process is controlled by the network, which
periodically receives radio measurements of the cells in the area of the mobile terminal,
and based on these measurements the network determines whether or not to transfer to
another cell [36]. There are several types of handover:

¢ Intra-cell handover: connection transfer within the same cell (between different ra-
dio channels)

e Inter-cell handover: the connection is transferred between two different base stations

e Inter-RAT handover: the connection is transferred between different radio technologies
(LTE to 3G)

All generations of cellular networks offer the handover procedure, but the mechanism
and terminology differ, as shown in Table 17.

Table 17. Handover mechanisms by cellular generation.

Generation Mechanism

2G (GSM) Handover controlled by the BSC

3G (UMTS) Soft handover managed by the RNC
4G (LTE) X2 handover/S1 handover [37]

5G (NR) NG handover [38]

Mobile terminals periodically provide radio reports containing essential data in opti-
mizing the connection such as: detected neighboring cells, signal level and signal quality.
The disadvantage of this procedure occurs in a succession of handovers that can provide
information about the user’s movement and direction, since each connection transfer indi-
cates the change of cell associated with the mobile terminal, which can be observed by an
attacker [38].

The location vectors generated by cellular networks and used for location are: Cell-
ID, power parameters, Timing Advance, signal quality parameters, system information
and neighboring cells. The identity of the cell to which a mobile terminal is connected
can estimate the user’s position within the cell’s coverage area [39,40]. Timing Advance
determines the propagation time of the radio signal from the terminal to the base station.
The signal strength and quality parameters (RSRP and RSRQ) can be used in estimating
the terminal position by triangulation or signal analysis. The information in the SIB is also
used in reconstructing the cell structure and identifying the position. By combining the
mechanisms described above, attackers may estimate the position of a mobile terminal
within a given geographical area.

3.4. Attacker Model

To understand identification and location attacks, it is necessary to define the attacker
models used to assess vulnerabilities and the capabilities required to access signaling
information or interact with network procedures [41]. In the context of telecommunications,
attacks can be classified according to their ability to generate traffic, intercept traffic and
interact with the system as follows: passive, semi-passive and active attacker. Passive
attackers can monitor traffic without directly interacting with mobile terminals or operator
infrastructure. Semi-passive attackers analyze paging messages, temporary identifiers,
radio parameters, signaling metadata and by correlating them can deduce the presence
of a user in a certain area. Semi-passive attackers can generate certain types of traffic or
trigger signaling procedures such as paging (calls, SMS messages, or data traffic to the
location vector) [42,43]. Active attacks are the most powerful and consist of transmitting
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radio signals and simulating the behavior of a base station. In this way, the attacker can
request the identity of mobile terminals, manipulate authentication procedures and force
mobile terminals to connect to a specific cell. The main capabilities of attackers identified in
the literature are interception of radio traffic, signaling message analysis, controlled traffic
generation and operating a fake base station.

Attacks can be differentiated based on network interaction and required resources
(MIB = Master Information Block; SIB = System Information Block; RNTI = Radio Network
Temporary Identifier; TMSI = Temporary Mobile Subscriber Identity; RSRP = Reference Sig-
nal Received Power; RSRQ = Reference Signal Received Quality; OAI = OpenAirInterface;
srsSRAN = open-source software radio access network suite.). Passive attacks rely on sniff-
ing broadcast or control-plane information using SDR equipment and antennas, and may
involve decoding MIB/SIB messages, capturing paging messages, tracking temporary
identifiers such as RNTI, TMSI, or GUTI, measuring RSRP/RSRQ values, and exploiting
timing advance information [44]. Semi-passive attacks extend passive capabilities by in-
ducing specific triggers, such as short calls, instant messages, or VOLTE events, in order
to correlate the triggered event with paging activity. Active attacks, including fake BTS,
eNB, or gNB scenarios and downgrade attacks, require SDR equipment together with a
radio access network stack such as OAI or srsRAN to emulate a fake base station [45],
manipulate cell selection or handover procedures, issue Identity Request messages, or force
downgrade scenarios.

The outcomes also differ according to the attack type. Passive attacks can enable
location inference without direct interaction with the UE, mainly by confirming the presence
of a mobile device within the coverage area of a cell. Semi-passive attacks can reduce the
search space by correlating induced events with observable paging behavior, while active
attacks can lead to direct identity exposure, including IMSI disclosure.

3.5. IMSI Catcher Concept

An IMSI catcher is a system that imitates the behavior of a base station and imperson-
ates the infrastructure of a mobile network operator, with the aim of connecting nearby
phones to a fake BTS. In the literature, such systems are referred to as rogue base sta-
tions [46], fake base stations, or cell-site simulators and it exploit the way in which phones
select and connect to an operator’s cell. The mobile terminal chooses the most attractive
cell (best signal) and if the authentication mechanism is weak and this step is skipped,
the attacker can initiate various procedures for the phone to reveal its permanent (IMSI)
or temporary (TMSI, GUTI) identity. An IMSI Catcher can also be used to locate mobile
terminals by observing the signal level or the moment the mobile terminal responds to
paging. The authentication mechanisms used in cellular networks directly influence the
success rate of an IMSI catcher [22].

In GSM networks, it is easy to impersonate a base station because authentication is
unidirectional as shown in Figure 11.

Although a bidirectional authentication mechanism has been introduced in LTE net-
works, compatibility with GSM technology maintains the possibility of IMSI catcher attacks
as shown in Figure 12.

Even in 5G NSA networks, although the SUCI mechanism no longer exposes identity
in the clear, interoperability with LTE infrastructure maintains certain attack surfaces as
shown in Figure 13.
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Figure 11. Simplified sequence of a 2G/GSM BTS spoofing attack to obtain a subscriber’s identity or

confirm their presence in an area.

Understanding the concept of IMSI catcher is essential for identifying existing vulner-
abilities in radio access mechanisms in cellular networks, and these vulnerabilities can be
exploited in identification and location attacks in cellular networks from 2G to 5G.

3.6. Evolution of Protection Mechanisms (2G to 5G)

As vulnerabilities in cellular networks have been identified and their complexity has
increased, new security mechanisms have been developed such as subscriber identity
protection, two-way authentication (user and network), delimiting the control plane from
the user plane, integrity protection for multiple message types. 2G networks introduced
user authentication using the A3 and A8 algorithms, and radio traffic was encrypted
using the A5 algorithm. Although these mechanisms provide a level of protection for
communications, GSM networks have a limitation given by unilateral authentication. Only
the network authenticates the mobile terminals, not vice versa. 3G networks introduced
the AKA protocol that implements bilateral authentication between the terminal and the
network, which allows mobile terminals to detect attempts to impersonate mobile operator
base stations. 4G networks introduced a separation between user plane and control plane,
the AKA protocol was retained [31], but the identity management mechanisms were
improved by using temporary identifiers GUTI or S-TMSI assigned by the network. Radio
communication is also protected by stronger encryption algorithms. 5G networks introduce
the concept of SUCI and SUPIL. SUPI represents the permanent identity of the user, which is
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not transmitted in the clear on the network, but is encrypted using the operator’s public
key, resulting in SUCI [47,48].
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Figure 12. Simplified sequence of an identity attack in 4G/LTE, highlighting the use of temporary
S-TMSI/GUTI identifiers, the possibility of correlating them, and the exposure of the IMSI in fallback
or identity reset scenarios.

However, compatibility with GSM networks, interoperability between generations,
and the use of hybrid operating modes maintain certain attack surfaces common to all
generations. The evolution of encryption algorithms by generation is illustrated in Table 18.

Table 18. Cryptographic algorithms used in cellular networks and qualified security status.

Algorithm Generation  Qualified Security Status References
A5/1 2G Legacy cipher; practically broken. [5,48]
A5/2 2G Legacy weakened cipher; broken. [5,48]
COMP128-1  2G Legacy authentication algorithm; vulnerable. [5,48]
KASUMI 3G Standardized, but affected by academic cryptanalysis. [48]
SNOW 3G 3G/4G Standardized; no practical break reported in reviewed studies. [48]

AES 1G/5G Stan.dardmed; security depends on mode, key length, [48]

and implementation.
zUC 4G/5G Standardized; no practical break reported in reviewed studies. [48]
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directly exposed, but there may be risks of inference through paging, metadata, and NSA fallback.

4. Review Results

The analysis of the 86 included studies revealed two main research directions. The first
direction concerns attacks on radio infrastructure and the use of fake base stations. In the
literature, these systems are also referred to as rogue base stations or cell-site simulators.
These attacks can be easily demonstrated experimentally in laboratories. The second direc-
tion identified in the literature is the protection of subscriber identity in the authentication
process. Researchers pay increased attention to permanent and temporary identifiers
that are exposed in mobile network protocols. IMSI/SUPI exposure, SUCI protection,
and 5G-AKA-associated vulnerabilities are topics addressed in the included studies [23].

4.1. Distribution of Studies

As part of this literature review, the included studies were categorized according to
several criteria: publication type, year of publication, field, and type of attack. The collection
of studies includes both conference papers and journal articles, though there is a slight
predominance of conference papers. The distribution of included studies shows that
conference papers represent the majority, with 49 studies (57.0%), while journal articles
total 37 studies (43.0%). In terms of the topics covered, most studies focus on attacks
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based on rogue base stations [49] and the confidentiality of mobile device identities and
authentication. There are also papers dedicated to the location and protection of subscriber
metadata. Table 19 presents the distribution of the included studies by thematic domain.

Table 19. Distribution of included studies by thematic domain.

Thematic Domain Number of Studies Percentage
Fake base stations 28 32.6%
Authentication privacy 27 31.4%
Location tracking 12 14.0%
Cellular privacy 10 11.6%
Protocol and signalling security 6 7.0%
Reviews 2 2.3%
Paging and mobility management 1 1.2%

In terms of attack type, the studies included in this literature review cover all three
types of attacks (passive, semi-passive, and active attacks), the most popular being semi-
passive and active attacks, as shown in Table 20.

Table 20. Distribution of included studies by attack type.

Attack Type Number of Studies Percentage
Semi-passive 37 43.0%
Active 32 37.2%
Passive 17 19.8%

The distribution of studies by publication year shows a growing research interest dur-
ing the 2018-2025 period. Although the increase is not perfectly linear, the trend suggests
that the topic is not a marginal one and that interest in it has grown alongside the evolution
of mobile networks, with researchers focusing their attention particularly on rogue/fake
base stations, identity and authentication privacy, location tracking and inference.

4.2. Taxonomy of ldentification and Location Attacks

Based on the studies included in this article, identification attacks in 2G-5G networks can
be classified according to the capabilities of the adversary, the technical mechanism exploited,
the operational result of the attack, the targeted identifier, and the network generation.

To fully capture the differences between generations of cellular networks, the overview
was expanded to include a cross-generational comparative perspective covering 2G, 3G,
4G, 5G NSA, and 5G SA. Appendix B, through Table A4, provides a comparative analysis
of attacks based on the attack vector, the affected identifier, the exploited procedure,
the adversary’s capabilities, the reported metrics, the limitations, the mitigation measures,
and representative studies.

4.2.1. Classification by Adversary’s Capabilities

Passive attacks consist of observing broadcast, paging, and signaling traffic without
changing the network state or modifying packets exchanged between the network and the
mobile terminal. By simply observing the control plane and metadata, the presence of a
user can be determined, his re-identification or the correlation of sessions. The advantage
of this type of attack would be high stealth, and the limitations would be the dependence
on accessibility to radio channels and communication encryption [50].

Semi-passive attacks can indirectly influence the behavior of the network or subscribers
by triggering procedures. The adversary can trigger events (call/SMS/push) without
transmitting as a base station. Studies show that paging, tracking area update or mobility
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management mechanisms can be used in identification and location attacks. The limitation
of this type of attack would be the need for a triggering and correlation channel.

Active attacks interact directly with the network infrastructure (injection/manip-
ulation). In the literature, a scenario has been identified in which a fake base station
impersonates the network and may request the permanent subscriber identity or force
fallback and downgrade procedures. The limitations of this attack would be complex
hardware requirements and detectability.

4.2.2. Classification by the Exploited Technical Mechanism

Identification attacks can be classified according to the technical mechanism exploited,
including attacks based on the correlation of permanent and temporary identifiers, such
as IMSI, SUPI, SUCI, and TMSI; attacks based on authentication and access procedures,
including fallback between generations, attach or registration procedures, and authentica-
tion procedures; attacks based on malicious radio infrastructure, such as fake base stations,
fake eNodeB/gNodeB scenarios, and other forms of emulated radio infrastructure [30];
signaling- and metadata-based attacks that exploit control-plane metadata and particular-
ities of NAS/RRC procedures [51]; and attacks based on paging, mobility, and location-
management mechanisms, which reduce the search space and correlate terminal behavior
with a specific subscriber.

4.2.3. Classification by Operational Result of the Attack

Depending on the outcome of the attack and its effects, the identification attacks
reported in the literature can be grouped into direct identification attacks, in which the
subscriber’s identity, such as IMSI or SUP], is revealed; re-identification attacks, which
correlate multiple sessions or repeated occurrences [52]; presence-confirmation attacks,
which determine whether a particular user is located in a specific area; and identity—location
correlation attacks, which link the subscriber’s identity to a position.

4.2.4. Classification by Target Identifier
Another criterion used in classifying attacks is the targeted identifier:

e Permanent identifiers: SUPI (5G), IMSI (2G—4G)
*  Temporary identifiers: 5G-GUTI (5G), TMSI (2G), GUTI/S-TMSI (4G)
e Protected identifiers: SUCI (5G)

4.2.5. Classification by Network Generation

The effectiveness of identification attacks also depends on the cellular network gen-
eration in which they are implemented. In 2G GSM networks, IMSI catcher attacks are
facilitated by the lack of network authentication and weaker encryption mechanisms. In 3G
UMTS networks, mutual authentication improves security, although exposure scenarios
may still occur through specific procedures and paging mechanisms. In 4G LTE networks,
temporary identifiers are used to reduce direct identity exposure, but paging and control-
plane metadata remain relevant attack vectors. In 5G NR networks, the main risks are
increasingly associated with metadata exposure and interoperability mechanisms.

The analysis of the research included in this study shows that identification attacks in
cellular networks are not limited to a single technology, but are the result of multiple factors
such as network design, signaling mechanisms, and adversary capabilities. The researchers’
attention is directed towards identity protection in authentication procedures and the
exploitation of fake base stations as a tool for identification and tracking. Although tech-
nologies have evolved, privacy issues related to user identification persist, often being
transferred or transformed depending on the new technologies introduced [53].
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4.3. Experimental Techniques Used in Studies

Following the analysis of the studies included in this literature review, identification
and location attacks prove to be an interdisciplinary field and are based on several ex-
perimental techniques, being exemplified by laboratory experiments, simulation of radio
infrastructures, machine learning techniques and signaling analysis, practical evaluation of
active attacks, location and re-identification based on metadata [54].

4.3.1. LTE/5G Radio Infrastructure Emulation

The authors reproduce attack scenarios in isolated environments such as fake base
stations, fake eNodeB/gNodeB scenarios, IMSI catcher attacks, and downgrade attacks [55].
These attacks consist of emulating a radio infrastructure and analyzing the behavior of
the mobile terminal to observe whether the subscriber retransmits a permanent identifier,
accepts a fake base station or accepts the transition to a more vulnerable technology [56].

4.3.2. Measurements in Real-World Networks

This approach moves the focus from theory to practice, with measurements taken
in real commercial networks, resulting in captures of control traffic, signaling metadata,
and differences in operators’ network configurations. The studies examine the presence of
IMSI catchers in the field, paging behavior, identification risks, and investigate the security
of attachment procedures [57].

4.3.3. Signal Analysis

This technique demonstrates that identification can also be achieved through meta-
data correlation, without knowing the permanent identifier explicitly. The experimental
method consists of modeling and correlating message sequences (paging, signaling) be-
tween the terminal and the network to reduce the difficulty of locating and identifying the
subscriber [58].

4.3.4. Simulation of Mobility and Paging Scenarios

Many studies use mathematical models and optimization algorithms to show how
architectural tradeoffs in a network can influence the attack surface. Techniques identified
in the literature use clustering algorithms or performance models for location management.

4.3.5. RF Fingerprinting and Machine Learning

Some of the studies analyzed use RF fingerprinting to detect fake base stations, and the
methodology followed consists of collecting radio signals, extracting features and compar-
ing them [59]. Studies show an increasing interest in automated detection techniques, such
that the detection of network anomalies and rogue base stations is also achieved by using
machine learning algorithms or data-driven methods. These studies aim at recognizing
malicious patterns, real-time detection of illegitimate behaviors with the aim of building
automated detection mechanisms [60].

4.3.6. Cryptographic Evaluation

There are studies that propose new authentication schemes, identity anonymization
mechanisms, or solutions based on post-quantum cryptography [61], which shows that
protection against identification attacks is also addressed at the protocol level, not just at
the operational or radio level. The authors propose new authentication protocols that are
analyzed from a security point of view and compare them with those existing in operator
implementations, including in terms of implementation cost [62].
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5. Analysis and Discussions
5.1. Answers to RQs

The answers to the research questions formulated above were built based on data
extracted from the included studies and provide an overview of identification and location
attacks in 2G-5G networks.

RQL1. The attacks documented in the literature can be classified according to the mech-
anisms exploited and the operational objectives. The main types of identification attacks
are IMSI catcher, fake base station attacks [22,63], attacks exploiting attach/registration
procedures [24], temporary identifier correlation attacks, attacks based on paging correla-
tion, re-identification attacks through metadata and linkability. The main types of location
attacks are attacks based on paging and triggering (call/SMS/push), for presence detec-
tion (LAC/TAI/TAC), attacks based on Timing Advance, for distance estimation, attacks
based on radio parameters, attacks based on handover and mobility (TAU/RAU/LAU),
for movement trajectory detection [37]. In 2G networks, identification and location attacks
exploit the one-way authentication mechanism, which allows an attacker to request or
directly observe subscriber identifiers; these attacks rely on the use of fake base stations,
IMSI catching, and paging monitoring. By introducing two-way authentication, 3G net-
works reduce some of the risks associated with direct identity exposure, but mechanisms
such as paging, mobility management, and fallback procedures remain relevant for track-
ing and linkability. Attacks on 4G networks target another area of interest that includes
GUTI/S-TMSI linkability, exploitation of the Tracking Area Update procedure, and fallback
between radio technologies. The architecture of 5G NSA networks is based on the LTE
architecture and partially inherits the LTE/EPC control plane interfaces. 5G SA networks
introduce the SUCI identifier, which enhances identity protection; however, attacks remain
possible due to paging behavior and specific implementation or deployment vulnerabilities.
A consolidated cross-generational comparison of these attack categories is presented in the
Appendix B.

RQ2. The adversary’s capabilities vary depending on the type of attack and can be
grouped into three categories [58].

Passive attacks (sniffing) they have capabilities of receiving and decoding channels
(broadcast/paging/control-plane), the resources used are commercial equipment, SDRs
and opensource software. These attacks have a low operational risk, but are limited by the
accessibility of some channels and the need for a compatible radio configuration.

Semi-passive attacks (observation + trigger) are based on triggering specific actions
toward a target to generate events on the network (calls, text messages, notifications) and
to establish correlations. The necessary resources include access to a trigger channel, which
offers the advantage of a high probability of event-target association.

Active attacks (injection/downgrade) impersonates an operator’s base station and
forces fallback/downgrade or reattachment. The required resources are radio equipment
such as SDR, amplifiers and filters, software stack (OsmoBTS, OpenBTS, srsRAN), and the
advantage is that it can force identity disclosure. The limitations would be detectability
and fine control of radio parameters [64].

In contrast to 2G, where attacks such as fake base stations and IMSI catcher attacks are
possible due to the lack of mutual authentication, attacks on 4G and 5G networks generally
require specialized SDR devices, a thorough understanding of the protocol, or the use of
pre-authentication, interworking, paging, or specific implementation weaknesses.

RQ3. Depending on the type of attack and the deployment environment, it has been
observed that for identification attacks the success rate is high in the case of 2G networks,
in the case of 4G and 5G networks the success rate depends on the network configurations.
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In the case of location attacks, the accuracy varies depending on the technique used, attacks
based on radio signals have a more precise estimate than attacks based on paging.

The performance of identification attacks can be summarized in metrics such as identi-
fication rate and time to success. The performance of location attacks can be summarized in
metrics such as location area, tracking stability and location error. Common to both types
of attacks are metrics such as cost, scalability and detectability.

RQ3 investigates the performance information reported by the reviewed studies, in-
cluding attack success rate or impact, location or localization accuracy, execution time, cost
and equipment assumptions, detectability, and deployment conditions. Table 21 provides a
concise synthesis of the quantitative evidence explicitly reported in the primary studies.
Because these results are heterogeneous and were obtained using different experimental
scenarios, adversary models, network configurations, datasets, and evaluation objectives,
they could not be standardized onto a single numerical scale for direct comparison.

Table 21. Concise summary of quantitative performance evidence reported in the reviewed studies.

Reported Quantitative

Performance Aspect Studies Directly Measured Metrics .
Evidence
Mobility-pattern recovery; No common location-error
Location-tracking quality 5019, S015, S017 signal-strength indicators; metric; qualitative or indirect

CRB-based privacy indicators  tracking indicators only.

Attack impact/
service disruption

System collapse in

S014 Time to system collapse approximately 30 s.

Signalling overhead/
network cost

500-800 and up to 1500
messages/UE; 34% MME load
events; 92% overhead reduction;
8% fewer TAUs; 30% fewer
paging requests; >30%
signalling-cost reduction.

Messages per UE; MME load
events; signalling-overhead
S001, S013, S033, S008, S009 reduction; TAU reduction;
paging-request reduction;
signalling-cost reduction

Execution time/

Collapse time; number of GA 30 s collapse time; 100 GA runs;

algorithmic convergence 5014, 5033 runs; stopping iterations 300 stopping iterations.
Detection rate > 96%;
Detection rate; false-positive false-positive rate < 3.8%;
Detection performance S014, S024 rate: detec tion,probabili i detection probability close to
' y 1 for NCD/MNCD and
<0.5 for SpD.

Note. This table provides a concise synthesis of the quantitative evidence reported in the reviewed studies.
A complete comparison organized by attack family, including metrics marked as “Not reported” is provided in
Appendix B. NCD = Normalized Cumulative Difference; MNCD = Modified Normalized Cumulative Difference;
SpD = Spatial Distribution; DoS = Denial of Service; UE = User Equipment; TAU = Tracking Area Update;
MME = Mobility Management Entity; GA = Genetic Algorithm; CRB = Cramér-Rao Bound.

To provide a systematic comparison across attack categories, Appendix B presents
a complementary table organized by attack family. For each attack family, the appendix
reports the available evidence regarding attack success or impact, localization accuracy,
time to success, cost and equipment assumptions, detectability, and deployment condi-
tions. Metrics that were not provided by the reviewed studies are explicitly marked as
“Not reported.”.

RQ4. Countermeasures identified in the literature can be grouped into three levels:
3GPP standard level measures, operator-implemented measures, and mobile terminal
level measures. Measures at the 3GPP level include bidirectional authentication in 3G, 4G,
and 5G networks, the method for allocating temporary identifiers with varying efficiency
from one generation to the next, protection of the SUPI identifier through the SUCI identifier
introduced in 5G networks, innovation of the AKA protocol in 4G and 5G networks, and the
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introduction of more restrictive rules regarding the interoperability of mobile networks
(2G-5G) [24,37]. Operators can reduce identification and location risks by managing
temporary identifiers more strictly in 2G-5G networks, by optimizing paging and Tracking
Area policies in 3G-5G networks, and by implementing anomaly detection mechanisms
in 4G/5G infrastructures. [22,63]. Regarding mobile terminals, the measures introduced
consist of warning applications when suspicious cells are detected and validations at
the baseband level, applicable in 3G, 4G and 5G networks [37]. The effectiveness of
these countermeasures is limited by compatibility with legacy technologies, operator
configurations, and the use of pre-authentication procedures or paging (present in all
generations) [24,37].

RQ5. Although security mechanisms have improved from one generation to the next,
the attack surface remains significant because of cross-generation compatibility and the
continued exposure of signaling metadata.

The attack area differs across cellular network generations. In 2G networks, the main
weaknesses are related to identifiers being sent in clear text and to the use of one-way au-
thentication. In 4G networks, the attack area is mainly associated with vulnerabilities in the
control plane and signaling procedures [13]. In 5G networks, vulnerabilities are increasingly
related to metadata exposure, mobility procedures, and network interoperability [65].

The answers to the research questions highlight that identification and location at-
tacks are evolving along with cellular networks. Although new protection mechanisms
have been introduced, the attack surface has remained relatively constant, partly due to
interoperability constraints. The attack surface has evolved from the direct exposure of
identity in legacy networks (2G) to more subtle forms of linkability, paging correlation,
and deployment-dependent privacy leaks in newer generations (4G/5G).

5.2. Persistent Vulnerabilities Between Generations

Each generation of telecommunications technology emerged as a response to the short-
comings of previous networks; however, certain vulnerabilities have persisted alongside
the network architecture, not as a result of implementation errors, but as a consequence of
architectural design decisions [66]. The underlying factors are interoperability with older
generations of mobile networks and multi-RAT coexistence, network mechanism require-
ments (paging, mobility) and metadata exposure in control-plane and radio procedures.
Studies show that there is a constant gap between the standard specifications and the
operators’ implementations, visible in paging and mobility configuration, temporary iden-
tifier configuration, how mobility is handled and fallback mechanism configuration [67].
Persistent vulnerabilities between generations can be observed in Figure 14.

5.3. Mitigation Measures

Mitigation measures against identification and location attacks identified in the lit-
erature can be grouped into three categories: standardized measures (3GPP), academic
measures, and commercial measures [14]. Each category targets a specific level of the
architecture (Core, RAN, UE). The literature promotes the idea that effective mitigation
results from combining standardized solutions, which reduce vulnerabilities at the architec-
tural and protocol level, with academic solutions that propose new mechanisms, and with
commercial solutions that provide operational protection [68].

5.3.1. Standardized Solutions (3GPP)

In the literature, these solutions are considered to be the most important and appear in
the context of the transition from 4G to 5G. These solutions are implemented at the protocol
level and at the cellular network architecture level. The identified solutions are:
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Mutual authentication: reduces the attack surface for fake base station attacks [69];
Use of temporary identifiers (TMSI/GUTI): replacing IMSI with temporary identifiers
and relocating them more frequently without being reused frequently;

Permanent identity protection (SUCI): rsignificantly reduces permanent identity expo-
sure at the time of authentication [70];

Paging and mobility mechanisms: reducing the predictability of messages from the
paging, tracking area update and registration update mechanisms [71,72];
Downgrade prevention/inter-RAT: network policies to limit the transition to legacy
2G technologies;

Downgrade /
fallback -
(to 26)

W

Paging side
channels
(presence +
correlation)

|

%Y

263646 v linkability s - Re-identification
- 56 (TMSI / 6UTI/ SO
N\ 56-6UTI) + Localization
\‘\ \\ . 2 |
\ Control-plane
4 metadata
) (NAS / RRC etc.)

Location indicators
(Cell-ID / TAC/ TA +
radio)

W

Figure 14. Mobile generation vulnerabilities.

Limitations of standardized solutions are operator implementation dependency, inter-

operability with older generations, overhead resulting from multiple reallocations, coverage

constraints make a downgrade necessary, implementation costs [73].

5.3.2. Academic Solutions

Academic solutions offer a variety of defensive mechanisms for detecting identification

and location attacks [33]. Although they are innovative solutions, their implementation in
real networks is difficult to achieve. The most ambitious solutions identified are:

Methods for detecting fake base stations, including IMSI catcher and rogue base sta-
tion scenarios: are based on the detection of inconsistencies (unusual cell parameters,
lack of encryption, sudden changes), protocol inconsistency, machine learning mod-
els to distinguish legitimate from suspicious cells, Crowd-sourcing (aggregation of
observations), machine learning models for classification [74].
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¢  New authentication methods: schemes based on public-key cryptography, solutions

for post-quantum security [63,75,76].

*  New identity protection schemes: pseudonym changes to prevent correlation, syn-

chronized change mechanisms [77].
¢ Detection methods for fake base stations: automatic neighbour relation [78], signaling

analysis techniques [41], RF fingerprinting, machine learning anomaly detection [79].
¢  Identifier protection: improved cryptographic schemes for identifiers.

*  Reducing the possibility of paging correlation: paging randomization.

Limitations of academic solutions are signaling overhead or latency, validation only in
the laboratory and not on a large scale, incompatibility with current infrastructures and
difficult to integrate into standards, energy and computational consumption, dependence
on access to mobile terminal parameters, complexity in identifier management, metadata-
based inference attacks persist [80].

5.3.3. Commercial Solutions

These solutions aim to detect attacks and monitor mobile networks and can be imple-
mented at the operational level as follows:

*  Fake base station and IMSI catcher detection systems (operator-side): commercial
Mobile Threat Defense (MTD) products;

¢  Terminal applications (UE-side): to detect abnormal network behavior and alert
the user;

¢ Threat intelligence and monitoring solutions: systems for detecting patterns associated
with abuse [81];

Commercial solutions also have several limitations, including operational complexity,
the need for continuous tuning, incomplete coverage, incompatibilities with certain network
configurations, proprietary constraints, and dependence on operator policies. In addition,
many solutions focus on detection rather than eliminating the root causes of identification
and location attacks [82].

5.3.4. Comparisons

The three categories of mitigation have complementary roles. Standardized solutions
are oriented toward long-term protection and reduce vulnerabilities at the protocol level by
limiting identity exposure and strengthening authentication. Academic solutions propose
new protocols and introduce innovative detection approaches, but many remain at the
experimental stage. Commercial solutions support practical deployment and operation,
but they do not fully eliminate architectural vulnerabilities. For this reason, the literature
promotes a multi-layered mitigation approach [83]. Table 22 compares the main categories
of mitigation solutions in terms of advantages, disadvantages, and implementation level.

In addition to classifying mitigation solutions, it is necessary to assess the feasibility of
implementing them in operators’ network infrastructure. The evaluation takes into account
criteria such as applicability in operational networks, operator constraints, scalability,
compatibility with existing infrastructure, computational cost, and the risk of false positives
or false negatives. Table 22 summarizes this critical assessment by comparing the solutions
identified in the report in terms of their advantages, practical limitations, implementation
conditions, and the targeted architectural level.
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Table 22. Critical evaluation matrix of mitigation solutions identified in the reviewed literature.

Practical
Mitigation Solution Category Level Advantages Limitations/Operational ~ Representative Studies
Constraints
Reduces long-term Frequent refresh may
Temporary identifier . Core/mobility tracking through TMSI, increase signalling; )
reallocation Standardized/operator management GUTI, S-TMSI, infrequent refresh [7,8,10,48]
and 5G-GUTI refresh. preserves linkability risks.
Depends on correct SUCI
SUPI concealment Protects permanent 5G configuration, key
through SUCI Standardized UE/Core/NAS identity; reduces direct management, UE support, [23,25,29,48,73]
8 SUPI/IMSI exposure. and avoidance of
weak/null profiles.
Limits paging correlation, May affect reachability,
Paging Pollcy h.arc.lem.ng Standarf:hzed /operator/ Core/RAN presence infevence, latenfzy, anc! mgnalhpg load; [7.27,34,51,72]
and paging optimization academic : requires privacy-efficiency
and idle-mode exposure.
trade-offs.
Restriction of insecure Reduces downgrade CCOOIE?;ISE efol;};nsierzlrvme
fallback and inter-RAT  Standardized/operator Core/RAN/interworking and legacy- 4 e, [18,22,48,82]
oy emergency services,
mobility procedure exposure.
and legacy UE support.
. . . . Reduces unnecessary May increase update
Trackmg at:ealt:eglstratlon Academic/operator Core/mobility paging and can limit coarse overhead or conflict with [32,34,39,40,72]
area optimization management 1 . : X L
ocation exposure. signalling efficiency.
Accuracy depends on
Rogue base station E;;‘?/CS\{SEEB /gNodeB coverage, thresholds, radio
gue Academic/commercial RAN/terminal /monitoring & conditions, and attacker [22,49,55,57,74,78,80,83,84]
detection and supports operator or .
. behavior; false alarms may
terminal alerts.
occur.
I . Often needs protocol
. mproves anonymity,
Cryptographic unlinkability, changes, extra
enhance.me'nts to Ac.ademlc/ standard- UE/Core/protocol and resistance to comp utaFlon‘, [3,6,9,14,25,31,47,77]
authentication and oriented standardization,
. . . replay, downgrade, or .
identity protection fake-network attacks and infrastructure
’ compatibility.
Warns about suspicious Limited by OS/baseband
Terminal-side suspicious . . . cells, abnormal radio access, device diversity, ) -
cell detection Academic/commercial UE/terminal conditions, or battery cost, and false 22,48,55,57]
identity requests. positives/negatives.
Identifies abnormal paging, Requires visibility, baseline
Anomaly detection in . . - attach, registration, models, threshold tuning, )
signalling behavior Academic/commercial Core/RAN/monitoring or mobility- and adaptation to roam- [2,28,41,50,64]
management patterns. ing/heterogeneous traffic.
Provides operational Limited by vendor
Operator-side monitoring visibility, rogue-cell dependency, cost,
Commercial / operator Operator/RAN/ core ! integration complexity, [22,49,50,84,85]

and audit tools

detection, anomaly
monitoring, and audits.

transparency, and operator
policies.

The mitigation measures identified in the literature do not all have the same level

of maturity and cannot be evaluated solely in terms of the theoretical protection they
offer. The effectiveness of many proposed measures depends on proper configuration
by operators, as well as roaming, fallback, paging, and mobility management policies.
Therefore, each identified security measure was critically analyzed, taking into account
practical feasibility, the level of technological development, operating costs, scalability,
and compatibility with existing mobile networks.

5.4. Limitations of the Review

With regard to the interpretation of the results, this review has a number of limitations.
Although the search strategy included major scientific databases and platforms, such as
IEEE Xplore, ScienceDirect/Elsevier, and Springer, it is possible that certain relevant studies
indexed in other sources or technical reports from operators and commercial providers
were not identified by the search process used.

To avoid misinterpretation, publications from the year 2026 were included in the final
corpus only if they were published, indexed, or available online before the systematic
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search date, 19 March 2026, and met the inclusion criteria. However, 2026 was excluded
from the temporal-evolution graph because it was an incomplete publication year at the
time of the search.

Identification and location attacks in cellular networks are described in the literature
using a variety of terms; consequently, the results are influenced by the selected search
terms and the structure of the queries. The studies identified primarily describe success-
fully demonstrated attacks and promising mitigation solutions, while failed experiments,
internal assessments by operators, or commercial limitations are less frequently published.

Another important limitation is the heterogeneity of the studies analyzed, which
limits the possibility of a direct comparison between the reported results. Some studies are
based on simulations or formal models, others on SDR prototypes, commercial devices or
measurements in operational networks. These are the reasons why the article provides a
qualitative and comparative synthesis of the literature, supported by critical discussions.

5.5. Recommendations for Future Research

The literature shows significant progress in the study of identification and location
attacks. However, several technical gaps remain, especially in multi-RAT contexts. Given
the complexity of new mobile network architectures [86], the field remains far from be-
ing exhausted.

Based on the synthesis presented above, several recommendations can be formulated
for future research. Future studies should investigate new anonymization and identifica-
tion mechanisms, with particular attention to indirect identification attacks, and should
include experiments in real commercial networks rather than relying only on controlled en-
vironments. Additional research is also needed on attacks resulting from intergenerational
interoperability, as well as on vulnerabilities in paging and mobility procedures, which are
consequences of fundamental network functions.

The evolution of the attack surface should also be analyzed in the context of new
O-RAN architectures and the virtualization of network functions. Furthermore, future
work should examine the security compromises introduced to ensure network efficiency,
develop mechanisms for protecting signaling messages, and evaluate the computational
cost, overhead, and latency of mitigation measures. Another important direction is the
development of fake base station detection mechanisms that can be integrated into both
mobile terminals and operators’ infrastructure.

Finally, because the comparison between 5G NSA and 5G SA shows that architecture,
identity management, and privacy risks depend strongly on operator configurations and
implementation choices, future research should include real-world network measurements.

5.6. Responsible Use Statement

This study analyzes identification and location attacks in cellular networks for strictly
defensive and academic purposes, with the aim of protecting user identity and improving
mobile communication security. The review does not encourage unauthorized experimen-
tation on public or private cellular networks and does not facilitate unauthorized access,
interception, impersonation, or disruption.

The attacks identified in the literature are discussed at a conceptual and analytical
level. They are compared from a taxonomic perspective, with emphasis on exploited
procedures, affected entities, limitations, and mitigation solutions. Implementation steps,
exploitation procedures, configuration details, or other elements that could facilitate misuse
are intentionally avoided.

Any experimental evaluation of cellular security mechanisms should be performed
only in controlled, isolated, and authorized environments, in accordance with applicable
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legislation. Testing on commercial networks is outside the scope of this article. The purpose
of this review is to consolidate the literature, support defensive research, raise awareness
among operators, and contribute to the design of more secure cellular systems.

6. Conclusions

This study conducted a systematic review of identification and location attacks in cel-
lular networks from 2G to 5G. The analysis was structured around clear research questions
designed to identify existing vulnerabilities, exploited mechanisms, limitations of current
solutions, and opportunities for future research. The attacks identified in the literature
were classified according to the exploited vector, the adversary’s capabilities, the cellular
generation and the scenario used.

The results show that although security mechanisms have evolved with cellular net-
works, vulnerabilities and the scope of attacks on identity and location have migrated along
with new generations of cellular networks. Persistent vulnerabilities between generations
have been grouped into five classes: downgrade, paging, temporary identifiers, control
plane, and location indicators. Mitigation mechanisms are divided into standard solutions,
academic solutions, and commercial solutions, but these countermeasures are less effective
against inferences due to trade-offs between security, performance, and compatibility.

One of the important results of this study is highlighting the impact on security of inter-
operability between generations, which maintains the attack surface that includes everything
from passive monitoring attacks to the use of SDR equipment and open-source software.

Another result of the review is the identification of an intensification of research on
identification and location attacks in 4G-5G networks in recent years, which shows that the
problem of these attacks has not been solved by the new, more complex cellular generations.
In order to reduce the risks, it was concluded that a combination of operator-side, terminal-
side policies and detection and audit tools is necessary [85]. The results of this study
were influenced by the multidisciplinary and interdisciplinary nature of the field and the
heterogeneity of the studies, so that in order to respond to the challenges, it is necessary
to develop cryptographic mechanisms at the level of protocols and interaction between
network components.
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Abbreviations

BTS Base Transceiver Station

CN Core Network

ECGI E-UTRAN Cell Global Identifier
eNB evolved NodeB

EPS-AKA  Evolved Packet System Authentication and Key Agreement
GGSN Gateway GPRS Support Node

gNB next generation NodeB

GUTI Globally Unique Temporary UE Identity
5G-GUTI  5G Globally Unique Temporary UE Identity
SUCI Subscription Concealed Identifier

SUPI Subscription Permanent Identifier

MIB Master Information Block
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MME
MS
MSC
NAS
NSA
O-RAN
HLR
HSS
IMSI
inter-RAT
LAI
LTE
PDN
VLR
SA
SDR
AKA
AMF
AUSF
BSC
SGSN
SGW
SIB
S1AP
SMF
SS7
TAC
TAI
TAU
PGW
PHY
PSTN
RAN
RNC
RRC
RSRP
RSRQ
UPF
TMSI
UE
UMTS

Mobility Management Entity
Mobile Station

Mobile Switching Center
Non-Access Stratum
Non-Standalone

Open Radio Access Network

Home Location Register

Home Subscriber Server
International Mobile Subscriber Identity
inter-Radio Access Technology
Location Area Identity

Long-Term Evolution

Packet Data Network

Visitor Location Register
Standalone

Software-Defined Radio
Authentication and Key Agreement

Access and Mobility Management Function

Authentication Server Function
Base Station Controller

Serving GPRS Support Node
Serving Gateway

System Information Block

51 Application Protocol

Session Management Function
Signaling System No. 7

Tracking Area Code

Tracking Area Identity

Tracking Area Update

Packet Data Network Gateway
Physical Layer

Public Switched Telephone Network
Radio Access Network

Radio Network Controller

Radio Resource Control

Reference Signal Received Power
Reference Signal Received Quality
User Plane Function

Temporary Mobile Subscriber Identity
User Equipment

Universal Mobile Telecommunications System
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Appendix A. Included Studies and Extracted Data

Table A1. Complete list of included studies and extracted data.

1D Authors Title Year Source Attack Type/Category Generation Exploited Mechanism Adversary Model Reported Metrics Countermeasures/Solutions
Tracking Area Update TEEE Xplore; https: gNB-based UE Mobility
A.A.R. Alsaeedy; E. K. I’rocedlfre Unnecessar}l in 5G: //repository.qu.edu.iq/wp-co Location tracking & mobility paging; tracking area/update; ) ) Signaling .cxverheafi; UE power Track.mg (UeMT); shifting
S001 P, Chong [72] Improving User Experience 2018 ntent/uploads/sites/31/2024/ vacy: Semi-passive 5G mobility/location management Semi-passive consumption; paging location tracking from
: s and Offloading 09/Tracking- Area-Update.pdf ~ P™V2<Y P ty 8 reachability /efficiency UE-triggered TAU to
Signaling Overhead (accessed on 19 March 2026) gNB/network-side tracking
IEEE Xplore; o . Privacy-preserving identifier,
. . . N . . - IMSI/subscriber identity;
) User Privacy in Legacy Mobile https://doi.org/10.1109/icsrs. Identity and authentication . . . § e pseudonym, SUCI/SUPT
S002 L. Abdelrazek; M. A. Azer [5] Network Protocols 2018 2018.8688870 (accessed on 19 privacy; Semi-passive 2G/3G/4G legacy networks ]:iailn%iglocsztclo: management; Semi-passive Not reported protection o
March 2026) gnalling security protocol hardening
IEEE Xplore; https:/ /www.rese
User-targeted Denial-of-Servi archgate.net/publication /329 Attack feasibility in LTE
R. Ghannam; F. Sharevski; ser-largetec Jenial-obbervice 953228_User-targeted_Denial- Rogue/fake base authentication privacy; rogue . ack feasibility in .
5003 Attacks in LTE 2018 A K. 4 ; 4G/LTE : . . N Active testbed; user-targeted service Not reported
A. Chung [28] . of-Service_Attacks_in_LTE_ stations; Active base station; signalling security . ! 2
Mobile Networks disruption; DoS impact
Mobile_Networks (accessed on
19 March 2026)
A privacy-preserving SpringerLink; https://www.ia - . Privacy-preserving
Garima SinghDeepti authentication protocol with s.ac.in/public/Volumes/sad Identity and authentication Authelj\tlca.t 1on/.k <y agreer.nent, . authentication protocol with
5004 . 2018 | N . 4G/LTE-A subscriber identity protection; Passive Not reported
Shrimankar [35] secure handovers for the h/043/08/0128.pdf (accessed privacy; Passive handover securit secure handovers for
LTE/LTE-A networks on 19 March 2026) y LTE/LTE-A
Mohsin KhanPhilip Defeating the Downgrade SpringerLink; https:/ /arxiv.or Identity and authentication Active adversary, typically L;r:t ei Sﬁe::_();%/én -s:zzdo:‘di:my
5005 GinzboorgKimmo Attack on Identity Privacy 2018 g/abs/1811.02293 (accessed on entity anc. 5G privacy rogue/fake base station or Not reported P S pse !
s N . privacy; Active e update integrated into 5G
JarvinenValtteri Niemi [18] in 5G 19 March 2026) malicious network element N . N
identity privacy procedure
SpringerLink;
S . Signalling Attacks in https://doi.org/10.1007/978- Protocol and signalling . . . .
S006 Mihajlo Pavloski [42] Mobile Telephony 2018 3-319-95189-8_12 (accessed on security; Passive Not reported signalling security Passive Not reported Not reported
19 March 2026)
SpringerLink; https://www.re
. searchgate.net/publication/3 .
Tracking Area Update and oon ot § . . Surveyed solutions for TAU
. . 28579958_Tracking_Area_Upd . . - . . . Paging overhead; Tracking s : s
Alaa A. R. Alsaeedy and Edwin Paging in 5G Networks: a . Location tracking and mobility paging; tracking area/update; Not applicable/survey reduction, paging optimization
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A survey of subscription ScienceDirect; https:/ /eprint. Countermeasures classified
5021 Hﬂlb?f Khan and Keith M. privacy on the 5G radio 2020 acr.org/2020/101.pdf (accessed Gene?al cell.ular ) 5G privacy Not aPpllcable/ survey Not applicable; survey paper into cryptographic r{\ﬂthc@s/
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Symmel.rlc k ey based 5G AKA 42979788_Symmetric_key_bas . P authentication/key agreement; Computational /communication Symmetric-key-based 5G-AKA
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. TEEE Xplore; .
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y B ks i 1 e siahtml sed on 1 A - Semi- . ot reporte N inf o adversary using mobility /sig- d link 1 f ser | N
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T - Scheme in 5G Systems hitecture_for_5GTechnology_a P ¥i identifier; privacy scheme in 5G systems
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ScienceDirect; https:/ /www.re
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5028 Gringoli and Giuseppe Bianchi 2021 . . I : . 4G/5G subscriber identity exposure; rogue/fake base station or Not reported R
X . . real world 4G/5G assessment zing_Disruption_in_IMSI_Catc stations; Active . A . mitigation not reported
and Nicola Blefari-Melazzi [22] ! c radio access security malicious network element
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. - SpringerLink; - . Authentication/key-
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XiaoRi Ouyang [69] perty 981-16-7443-3_13 (accessed on  privacy; Passive YP ’ P handover-security

Based on PCL

19 March 2026)

handover security

protocol proposed

https://doi.org/10.3390/computers15070446


https://eprint.iacr.org/2020/101.pdf
https://eprint.iacr.org/2020/101.pdf
https://www.researchgate.net/publication/342979788_Symmetric_key_based_5G_AKA_authentication_protocol_satisfying_anonymity_and_unlinkability
https://www.researchgate.net/publication/342979788_Symmetric_key_based_5G_AKA_authentication_protocol_satisfying_anonymity_and_unlinkability
https://www.researchgate.net/publication/342979788_Symmetric_key_based_5G_AKA_authentication_protocol_satisfying_anonymity_and_unlinkability
https://www.researchgate.net/publication/342979788_Symmetric_key_based_5G_AKA_authentication_protocol_satisfying_anonymity_and_unlinkability
https://www.researchgate.net/publication/342979788_Symmetric_key_based_5G_AKA_authentication_protocol_satisfying_anonymity_and_unlinkability
https://www.researchgate.net/publication/342979788_Symmetric_key_based_5G_AKA_authentication_protocol_satisfying_anonymity_and_unlinkability
https://researchr.org/publication/ccnc-2021
https://researchr.org/publication/ccnc-2021
https://arxiv.org/abs/2106.07199
https://arxiv.org/abs/2106.07199
https://icc2021.ieee-icc.org/program/technical-symposia.html
https://icc2021.ieee-icc.org/program/technical-symposia.html
https://icc2021.ieee-icc.org/program/technical-symposia.html
https://www.researchgate.net/publication/399371469_Leveraging_Hardware_Hacking_Tools_for_Unveiling_Vulnerabilities_in_Internet_of_Things_IoT_Devices_A_Comprehensive_Review
https://www.researchgate.net/publication/399371469_Leveraging_Hardware_Hacking_Tools_for_Unveiling_Vulnerabilities_in_Internet_of_Things_IoT_Devices_A_Comprehensive_Review
https://www.researchgate.net/publication/399371469_Leveraging_Hardware_Hacking_Tools_for_Unveiling_Vulnerabilities_in_Internet_of_Things_IoT_Devices_A_Comprehensive_Review
https://www.researchgate.net/publication/399371469_Leveraging_Hardware_Hacking_Tools_for_Unveiling_Vulnerabilities_in_Internet_of_Things_IoT_Devices_A_Comprehensive_Review
https://www.researchgate.net/publication/399371469_Leveraging_Hardware_Hacking_Tools_for_Unveiling_Vulnerabilities_in_Internet_of_Things_IoT_Devices_A_Comprehensive_Review
https://www.researchgate.net/publication/399371469_Leveraging_Hardware_Hacking_Tools_for_Unveiling_Vulnerabilities_in_Internet_of_Things_IoT_Devices_A_Comprehensive_Review
https://www.researchgate.net/publication/399371469_Leveraging_Hardware_Hacking_Tools_for_Unveiling_Vulnerabilities_in_Internet_of_Things_IoT_Devices_A_Comprehensive_Review
https://www.researchgate.net/publication/367620100_Latest_Advances_on_Security_Architecture_for_5GTechnology_and_Services
https://www.researchgate.net/publication/367620100_Latest_Advances_on_Security_Architecture_for_5GTechnology_and_Services
https://www.researchgate.net/publication/367620100_Latest_Advances_on_Security_Architecture_for_5GTechnology_and_Services
https://www.researchgate.net/publication/367620100_Latest_Advances_on_Security_Architecture_for_5GTechnology_and_Services
https://www.researchgate.net/publication/367620100_Latest_Advances_on_Security_Architecture_for_5GTechnology_and_Services
https://www.researchgate.net/publication/393170131_FlashCatch_Minimizing_Disruption_in_IMSI_Catcher_Operations
https://www.researchgate.net/publication/393170131_FlashCatch_Minimizing_Disruption_in_IMSI_Catcher_Operations
https://www.researchgate.net/publication/393170131_FlashCatch_Minimizing_Disruption_in_IMSI_Catcher_Operations
https://www.researchgate.net/publication/393170131_FlashCatch_Minimizing_Disruption_in_IMSI_Catcher_Operations
https://www.researchgate.net/publication/393170131_FlashCatch_Minimizing_Disruption_in_IMSI_Catcher_Operations
https://doi.org/10.1007/978-981-16-7443-3_13
https://doi.org/10.1007/978-981-16-7443-3_13
https://doi.org/10.3390/computers15070446

Computers 2026, 15, 446

44 of 62

Table Al. Cont.

1D Authors Title Year Source Attack Type/Category Generation Exploited Mechanism Adversary Model Reported Metrics Countermeasures/Solutions
IEEE Xplore;
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An Opportunistic Power IEEE Xplore; Passi P O funisti trol
L Bang; T. Kim; H. S. Jang; D. K. Control Scheme for Mitigating https:/ /ieeexplore.ieee.org/do Location tracking and mobility tracking/inference; location assive orsemi-passive PPOTTUNISHIC pOWeT CONtro
5031 . R 2022 - . . . Not reported N . . adversary using mobility/sig- Not reported scheme for mitigating user
Sung [33] User Location Tracking Attacks cument/9715139/ (accessed on privacy; Semi-passive privacy/inference; privacy lling /ocation dat location trackine attack:
in Cellular Networks 19 March 2026) nafling/location data ocation tracking attacks
I];Ietwsotr]:.Detec.t ton : f tF aket. Ih}fFEi}/’l;:e’ 0/10.1109 /ict R /fake b, Rogue/fake base station; Active adversary, typically Detection, localization,
S032 J. Shin; Y. Shin; J. -G. Park [78] ase Station using Automatic 2022 pei//CoLorg. U e ogue/iase base Not reported subscriber identity exposure; rogue/fake base station or Not reported or blacklisting
Neighbour Relation in 55196.2022.9952901 (accessed stations; Active radio access securit malicious network element method propased
Self-Organizing Networks on 19 March 2026) Yy Prop!
IEEE Xplore; https:/ /www.rese
archgate.net/publication /360 N . . . . .
- On the Performance of Location 907319_On_the_Performance. . . . . . Signaling cost; delay cost; Genetic algorithm /optimized
L. A.N. Oliveira; M. S. Alencar; . X . Location tracking and mobility paging; tracking area/update; . simulator-based design using RRC Inactive
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-1 A-Lopesi g Using RRC Inactive State 5G_Network_Using_RRC_Ina P v ¥ 8 & o .
- performance reduce signaling cost
ctive_State (accessed on 19
March 2026)
Tengshun Yang and Shuling Formal Analysis of 5G ScienceDirect; authentication/key agreement; Authentication/key-
Wang and Bohua Zhan and Authentication and Key https:/ /doi.org/10.1016/j.sysa Identity and authentication PR <ey agreement; . agreement or
S034 - X s . 2022 - X X 5G subscriber identity protection; Passive Not reported .
Naijun Zhan and Jinghui Li Management for Applications 1¢.2022.102478 (accessed on 19 privacy; Passive hand it handover-security
and Shuangqin [26] (AKMA) March 2026) andover securlty protocol proposed
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Valtteri Niemi [10] and Enhancements 3-031-22295-5_3 (accessed on privacy; Semi-passive : handover-security
handover security
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Qlustering Enabled Tracking 11401 Chustiing Endble To
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https:/ /www.researchgate.net . L . xApp-based rogue base station
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abled_O-RAN (accessed on 19 to UEs
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. - paging procedure; temporary Practical association between Protection of paging identifiers;
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5039 C. Yu; S. Chen; Z. Cai [43] Practical Attack Against Mobile 2019 7 hops: o Y P Vi 4G/LTE communication triggering; Active LTE temporary identifiers; refresh; prevention of
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osg S Basheer; G. Kumar; A.H. Strategies for Prevention, sop3  hitpsi//doiorg/10.1109/icsice  Rogue/fake base . rogue/fake base stationy Q“LV:/?:]::;T? pically Not reported Detection, localization,
Nalband; C. Raveendran [83] Detection, and Mitigation of e60504.2023.10585168 (accessed stations; Active o Y eXposUre; Bue, s¢ P sting
. radio access security malicious network element method proposed
Rogue Base Stations on 19 March 2026)
. ScienceDirect; https:/ /www.sc
Blockchatn-enabled ribd.com/document/ 63778879 - Security analysis; performance Blockchain +
anonymous mutual 5/Blockchain-enabled-anony Identity and authentication authentication/ key agreement; evaluation/ efficienc seudonym-based anonymous
S041 Zaher Haddad [77] authentication and location 2023 . : ‘ . J entity . A 5G subscriber identity protection; Semi-passive . ney P 4 N 4
N . mous-mutual-authentication privacy; Semi-passive . compared with existing mutual authentication and
privacy-preserving scheme for . handover security y N N
-and-location (accessed on 19 schemes location privacy preservation
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March 2026)
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5042 Teng Fei and Wenye Wang [31] enhancefnent of AI.<A Prot.ocol 2023 https://doi.org/10.1016/j.co Id.entlty and fluther.\tlcatlon 4G/LTE/5G subscriber identity protection; Semi-passive Not reported agreement or .
for mobile authentication in mnet.2023.109685 (accessed on privacy; Semi-passive handover securit handover-security
LTE/5G networks 19 March 2026) Y protocol proposed
Lie YangChien-Erh SpringerLink;
A Attacks and Threats .
5043 WengHlsing-Chung Verification Based on 4G/5G 2023 https:/ /doi.org/10.1007/978- Gene?al cellvular . 4G/5G cellular security relevance Passive Not reported Not reported
ChenYang-Cheng-Kuang Security Architect 3-031-35836-4_26 (accessed on security /privacy; Passive
ChenYung-Cheng Yao [11] ecurity Architecture 19 March 2026)
Daniel FraunholzDominik Automating Device iﬁrilﬁ%e/r}j‘i‘?k;‘_ +/10.1007/978- Re /fake base stations; RF fingerprinting; signal
S044 BrunkeLorenz Fingerprinting Attacks in 4G 2023 ps:/ 7 CoLOTE/ - opue/take base stations; 4G/5G features of base Semi-passive Not reported Not reported
. . . 3-031-30122-3_12 (accessed on Semi-passive N X
DumanskiHartmut Koenig [60] and 5G NSA Mobile Networks stations/devices
19 March 2026)
A Systematic Study for }E/l::i}iiﬁglo/r Ti)lltlt-g:>comslxets Protocol and signallin
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5047 S. Purification; S. Wuthier; J. Fake Base Station Detection 2024 https://doi.org/10.1109/iccc Rogue/fake base Not reported I.Qol;gslie/bfeak_edzisjtstztw:i o :)the/?:]:: ;ZZ?;:ZE:)C:EZ Not reported EESZSEFS' :icr)lcahzanon,
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19 March 2026)
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on 19 March 2026)
A novel enhanced security
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5051 Juliette Albert and K. Naresh generation (?G) cellular. ) 2024 https://doi.org/10.1016/j.rine Idgntlty and éuthentlcatlon 6G subscriber identity protection; Passive Not reported agreementor
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. . I Security analysis;
Enhal?clr}g Privacy and . ScienceDirect; anonymous authe‘ntlc.a tiory; Active adversary attempting computational and Anonymous 5G handover
Security in 5G Networks with N o . . - handover authentication; . N - ) -
https://doi.org/10.1016/j.co Identity, authentication, and : impersonation, replay, communication overhead; authentication protocol based
S052 Z.Haddad [62] an Anonymous Handover 2024 . N N 5G blockchain; zero-knowledge . N N . N
. mnet.2024.110544 (accessed on location privacy; Active R . man-in-the-middle, or comparison with related on blockchain and
Protocol Based on Blockchain proof; subscriber identity and . . . A
19 March 2026) N . ; identity-tracing attacks authentication and handover zero-knowledge proof
and Zero Knowledge Proof location privacy protection protocols
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N . - N mnet.2024.110814 (accessed on privacy; Active . A N
Wei [3] Hierarchical Identity-Based signalling security
" . 19 March 2026)
Signature (HIBS) solution
Danmarl ButadSteven Matthew . . SpringerLink; . N . . -
TaoHarlee TudtudAlvin Joseph Fake Base.Sta.tmn. Detection https:/ /doi.org/10.1007/978- Rogue/fake base rogue/' fake. base. station; Active adversary, fy]?lcally Delechor.\, lpcahzahon,

S054 v and Localization in 5G 2024 | a . 5G subscriber identity exposure; rogue/fake base station or Not reported or blacklisting
MacapagalPhilip Virgil Network: A Proof of Concept 981-97-4465-7_1 (accessed on stations; Active radio access securit; malicious network element method proposed
AstilloGau [80] : P 19 March 2026) Y prop
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5062 Rh Agreement Protocol of LTE 2019 . . . 4G/LTE; IoT protection; mutual Active security-property comparison . b
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Table Al. Cont.

1D Authors Title Year Source Attack Type/Category Generation Exploited Mechanism Adversary Model Reported Metrics Countermeasures/Solutions
IEEE Xplore; https:
X e Post-Quantum Key Exchange S . - . e
5064 Q. Khan; S. Purification; S. -Y. and ID Encryption Analyses for 2025 //doi.org/10.1109/noms57970. Id?nhty and éuthenncatlon 5G SUCI/ conFealecl. identifier; 5G Passive Not reported Not reported
Chang [61] . . 2025.11073683 (accessed on 19 privacy; Passive core security; privacy
5G Mobile Networking
March 2026)
. IEEE Xplore; https: Privacy-preserving identifier,
R. P. Bhatt; S. Shetty; D. M.R; S. Random Int‘erleavlng at MAC //doi.org/10.1109/smartnets6 Location tracking and mobility tracking/inference; signalling N pseudonym, SUCI/SUPT
S065 Layer for Privacy Protection in 2025 - - . X 6G . . Active Not reported .
N. P [20] 6G RAN 5254.2025.11106854 (accessed privacy; Active security; privacy Pprotection or
on 19 March 2026) protocol hardening
LTE attach, authentication, Formal model checking and
LTEInspector: A Systematic NDSS Symposium; paging, detach and Ten new attacks identified; adversarial testing; integrity
5066 S. R. Hussain; O. Chowdhury; A rc;ar:h for. A dv}érsarial 2018 https://doi.org/10.14722/nds Protocol and signalling 4G/LTE mobility-management Active attacks affecting authentication, protection for
S. Mehnaz; E. Bertino [66] Tpp. 5.2018.23313 (accessed on 19 security; Active procedures; unauthenticated confidentiality, availability and pre-authentication messages;
esting of 4G LTE X . . .
March 2026) control-plane messages; location privacy correction of protocol-state
protocol-state inconsistencies weaknesses
Towards Resilience 5G-V2N:
Efficient and IEEE Xplore; A Authentication/key-
5067 Y. Bi; C. Jia [36] Privacy-Preserving 2025 https://doi.org/10.1109/tmc. Rogue/fake base 5G e-mEh- e“.Ecat.lém/:t €y airtee:r‘\;n.t; Acti Not reported agreement or
- on G hals Authentication Protocol for 2025.3532120 (accessed on 19 stations; Active ;l;nzc: eerr‘lece]:it Yy protection; ctive reporte handover-security
Multi-Service Access and March 2026) ver securtty protocol proposed
Handover
Zero-Knowledge Proof in 5G
and Beyond Technologies: State ITEEE Xplore; authentication privacy;
3068 A. Sz_czeglelmak-Reklel; K. of the. Ar_ts, Pracnca.l Aspects, 2005 |1tlps:{ /doi.org/10.1109/acce Idgnhty and_authentlcanon 5G tracking/ inference; location Active Not reported Surveyed countermeasures and
Kanciak; J. M. Kelner [16] Applications, Security Issues, 55.2025.3596122 (accessed on 19 privacy; Active ivacy /inf open challenges
Open Challenges, and Future March 2026) privacy/inierence
Trends
. . . . ScienceDirect; . .
Rajendra Patil and Zixu Tian 5G core network control plane: . I . . A, authentication privacy;
S069 and Mohan Gurusamy and Network security challenges 2025 https://doi 'Or_)?/ 101016/j.co Id.entlty and éud\entlcatlon 5G signalling security; 5G Passive Not reported Not reported
- . . mcom.2024.107982 (accessed on privacy; Passive .
Joshua McCloud [50] and solution requirements core security
19 March 2026)
Andrea Paci and Matteo 5GMap: Enabling external ScienceDirect;
5070 Chiacchia and Giuseppe audlths of accjss sec.:untyland " 2025 htt"pS:/ / dt;].arg é 10.1016/. ].Z‘lo Id.entﬂyt j{\d.authenhcahon 5G IMSl { ls.ubscnbe? 1(%ent.1ty; Active Not reported Not reported
Bianchi [85] attach procedures in real-worl mcom.2025.108091 (accessed on privacy; Active signalling security; privacy
- cellular deployments 19 March 2026)
Kinzah Noor, Agbotiname A Comprehensive Survey on ScienceDirect;
S071 Lucky Imoize, Michael Al-Assisted Multiple Access 2005 https://doi.org/10.32604/cme General cellular 6G location Not applicable/survey or Not reported Surveyed countermeasures and
Adedosu Adelabu, Cheng-Chi Enablers for 6G and beyond 5.2025.073200 (accessed on 19 security /privacy; Passive privacy/inference; privacy review P open challenges
Lee [21] Wireless Networks March 2026)
Stefan Rommer and Catherine ScienceDirect; https:
Mulligan and Peter Hedman B . //doi.org/10.1016 /b978-0-443 Location tracking and mobility tracking/inference; location Not applicable/survey or Surveyed countermeasures and
S072 and Magnus Olsson and Lars Chapter 6 - Security 2025 -29188-3.00010-7 (accessed on privacy; Semi-passive Not reported privacy/inference; privacy review Not reported open challenges
Frid and Shabnam Sultana [17] 19 March 2026)
‘Yomna Ibrahim and Mai A. Privacy-preserved ScienceDirect; P Privacy-preserving identifier,
Abdel-Malek and Mohamed mutually-trusted 5G https:/ /doi.org/10.1016/jiot.  Identity and authentication SG-AKA /authentication; ) pseudonym, SUCI/SUPT
S073 L 2025 N . 5G authentication privacy; location Active Not reported .
Azab and Mohamed RM communications in presence of 2025.101491 (accessed on 19 privacy; Active rivacy /inference protection or
Rizk [9] pervasive attacks March 2026) P Y protocol hardening
A Fail-Safe Challenge-Response SpringerLink; Rogue/fake base station; Privacy-preserving identifier,
James WrightStephen Mechanism for User https://doi.org/10.1007/978- Rogue/fake base . F N i . pseudonym, SUCI/SUPI
S074 Wolthusen [55] Equipment to Detect Rogue 2025 3-031-81888-2_8 (accessed on stations; Active Not reported :::f;:f:;lsd:;htr);texPOh“re' Active Not reported Pprotection or
IMSI/SUPI Catchers 19 March 2026) 5 security protocol hardening
Wenao ZhangShuhui Cellular-Snooper: A General SpringerLink; RF fingerprinting; signal
3075 Cheanh_ng V_VeanF\yu_ and I_{eal:Tlmg Mobll_e ) 2005 https:/ /doi.org/10.1007/978- ROglle/ fal_<e base stations; 4G/LTE features of base Semi-passive Not reported Not reported
ZhangQiangian XingJinshu Application Fingerprinting 981-96-9872-1_4 (accessed on Semi-passive tations/ devi
Su [59] Attack in LTE Networks 19 March 2026) stations/devices
Countering Subscription SpringerLink; Persistent or linkable Privacy-preserving identifier,
5076 Julian Parkin andMahesh Concealed Identifier 2025 https://doi.org/10.1007/978- Rogue/fake base Not reported identifiers; Active Not reported pseudonym, SUCI/SUPT

Tripunitara [73]

(SUCI)-Catchers in Cellular
Communications

3-031-80020-7_6 (accessed on
19 March 2026)
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1D Authors Title Year Source Attack Type/Category Generation Exploited Mechanism Adversary Model Reported Metrics Countermeasures/Solutions
K. SowjanyaPabitra PalAman SUPI-Rear: Privacy-Preserving SpringerLink; authentication,/k reement; Authentication/key-
5077 VermaBijoy DasDhiman Subscription Permanent 2025 https://doi.org/10.1007/978- Identity and authentication 56 subsi:‘iblzr i‘den i te Y argo teei tis:' . Passive Not reported agreement or
SahaAnand M. BaswadeBrejesh Identification Strategy in 3-031-74498-3_22 (accessed on privacy; Passive hl;n dover securit Y P . P handover-security
Lall [23] 5G-AKA 19 March 2026) Y protocol proposed
. . IEEE Xplore;
. . . N Adaptive Target Device Model N N . .
S078 S. Feng; B'_C ui; J. Fu; M. Jiang; Identification Attack in 5G 2026 hitps://dot.org/10.1109/tnsm Pruto.col and §|gnallmg 5G signalling security Passive Not reported Not reported
S. Chang [58] . .2025.3626804 (accessed on 19 security; Passive
Mobile Network
March 2026)
Exploring Cellular User IEEE Xplore; Persistent or linkable Passive or semi-passive
S. Duan; F. Lyu; S. Wang; Y. Re-Identification Risks With https://doi.org/10.1109/tmc. Location tracking and mobility identifiers; adversary using
S079 Ding; X. He; Y. Zhang [52] Networking Behaviors 2026 2025.3607772 (accessed on 19 privacy; Semi-passive Not reported mobility /networking behavior mobility /signalling/location Not reported Not reported
Analysis and Modeling March 2026) correlation data
From Preparation to Execution:
Security Protocol for IEEE Xplore; authentication/key agreement; Authentication/key-
oo g Third-Party MES-Enabled 5G https://doi.org/10.1109/tmc. Rogue/fake base P X P N agreement or
5080 Y. Bi; C. Jia [38] Support Handover 2026 2025.3599376 (accessed on 19 stations; Active 56 ;ubsdcn}ler \denfltty protection; Active Not reported handover-security
Authentication and March 2026) andover security protocol proposed
Key Evolution
On the Scalability of Access IEEE Xplore;
D. Scotece; G. Santaromita; C. and Mobility Management https: /F/’ doi lorv /10.1109/tnsm Identity and authentication authentication privacy; location Detection, localization,
S081 Fiandrino; L. Foschini; Function: The Localization 2026 25‘5‘6',% 6645 ~.16 (é;cceése don 1‘9 ivac Y Semi-passive Not reported privacy/inference; Semi-passive Not reported or blacklisting
D. Giustiniano [71] Management Function Marcﬂ 2026) P Y P signalling security method proposed
Use Case
Toward 6G Authentication and IEEE Xplore; authentication/key agreement;
T. N. Turnip; B. Andersen; C. Key Agreement Protocol: A https://doi.org/10.1109/coms Identity and authentication P N g Not applicable/survey Surveyed countermeasures and
5082 Vargas-Rosales [75] Survey on Hybrid Post 2026 £.2025.3567439 (accessed on 19 privacy; Semi-passive 6G ;l::‘sdc:beirs‘i:;;ty protection; or review Not reported open challenges
Quantum Cryptography March 2026) v Y
. A Comprehensive Survey on
Muhamma.d Asim and Blockchain-Enabled Techniques ScienceDirect;
5083 f/{t;ddeaus‘lin:ﬁfnaAd C\:Kiaaﬂi and Federated Learning for 2006 https:/ /doi.org/10.32604/cmc General cellular 5G/6G rivac Not applicable/survey Not reported Surveyed countermeasures and
Gauhar Ali and Secure 5G/6G Networks: .2025.070684 (accessed on 19 security /privacy; Active P Y or review P open challenges
Mohammed [65] Challenges, Opportunities, March 2026)
N and Future Directions
LTE Is Vulnerable: IEEE Xplore; https:/ /doi.org/ unp rollt? ctéfidpret—v?uthenhsatmn. Practical identity-spoofing and I.ntegﬁ.ty }?rottedwn fsr u;,l:lal
) . Implementing Identity 10.1109/GLOBECOM38437.20 Identity and authentication signafing; identity procedures; . denial-of-service attacks signa‘ing; stronger identity
5084 T. Fei; W. Wang [67] S . . . 2019 . 4G/LTE attach and authentication Active . . verification; authentication of
poofing and Denial-of-Service 19.9013397 (accessed on 19 attacks; Active messages; LTE control-plane implemented and evaluated in re-authentication
Attacks in LTE Networks March 2026) 8es; P an LTE test environment P
weaknesses control-plane messages
. . . Measurements of security 3 .
LTE Securits Disabled: ACM Digital Library; nullﬁencry;l?tlol? and k1ntegr1ty configurations in commercial Corr;ctt network conﬁgur:.non,
M. Chlosta; D. Rupprecht; T. = oecunty Disabled: https://doi.org/10.1145/3317 Protocol and signalling contigurations; wea  or . . LTE networks; insecure mandatory secure encryption
5085 . Misconfiguration in 2019 N X . 4G/LTE disabled LTE security Semi-passive N and integrity algorithms;
Holz; C. Pépper [82] 3 549.3324927 (accessed on 19 security; Semi-passive . . deployments and disabled -
Commercial Networks algorithms; network-security . . rejection of null or downgraded
March 2026) 2 y R protection mechanisms R Ny .
misconfiguration 5 . security configurations
identified
DS-AKA: Digital
) . . Signature-Based SpringerLink; - Authentication/key-
Jignesh B. JoshiSankita J. P » 3. N - authentication/key agreement;
5086 PatelBalu L. ParneVivaksha J. Authentication and Key 2026 https://dot.org/10.1007/978 Identity and authentication 5G subscriber identity protection; Passive Not reported agreement or
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Appendix B. Quality Assessment

Table A2. Quality assessment results for each included study.
D QA1 QA2 QA3 QA4 QA5 QA6 QA7 QA8 QA9 QA10 QA1l QAI12 Total  Category
5001 1 1 1 1 1 1 1 1 1 1 1 1 12 High
5002 1 1 1 05 1 05 0 0.5 1 1 1 05 9 Medium
5003 1 1 1 05 1 1 1 1 1 0 1 05 10 High
S004 1 1 1 05 1 05 0 05 1 1 1 05 9 Medium
S005 1 1 1 05 1 05 0 05 1 1 1 05 9 Medium
5006 1 0 1 0 1 0.5 0 05 05 0 05 0 5 Low
5007 1 1 0.5 1 1 1 1 1 1 1 1 1 115 High
S008 1 1 1 1 1 1 1 1 1 1 1 1 12 High
5009 1 1 1 1 1 1 1 1 1 1 1 1 12 High
5010 1 0 1 1 1 1 1 0.5 1 1 05 1 10 High
S011 1 1 1 1 1 1 1 1 1 1 1 1 12 High
S012 1 0 1 1 1 1 1 0.5 1 1 05 1 10 High
5013 1 1 1 1 1 1 1 1 1 1 1 1 12 High
S014 1 1 1 1 1 1 1 1 05 1 1 1 115 High
5015 1 0 1 1 1 1 1 05 1 1 1 1 105 High
S016 1 1 1 0 1 0.5 0 0.5 1 0 1 0 7 Medium
5017 1 1 1 1 1 1 1 1 1 1 1 1 12 High
5018 1 0 1 0 1 0.5 0 0.5 1 0 1 0 6 Low
5019 1 1 1 1 1 1 1 1 1 1 1 1 12 High
5020 1 1 1 1 1 1 05 1 1 1 1 1 115 High
S021 1 1 0.5 1 1 1 05 1 1 1 1 1 11 High
S022 1 1 1 1 1 1 1 1 1 1 1 1 12 High
S023 1 0 1 1 1 1 1 0.5 1 1 1 1 105 High
S024 1 0 1 1 1 1 1 05 1 1 05 1 10 High
S025 1 0 1 1 1 1 1 05 1 1 1 1 105 High
5026 1 1 1 1 1 1 1 1 1 1 1 1 12 High
S027 1 1 1 05 1 05 0 05 1 1 1 05 9 Medium
5028 1 1 1 05 1 05 0 05 1 1 1 05 9 Medium
5029 1 1 1 05 1 05 0 05 1 1 1 05 9 Medium
5030 1 1 1 05 1 05 0 05 1 1 1 05 9 Medium
S031 1 0 1 05 1 05 0 05 1 1 1 05 3 Medium
5032 1 0 1 05 1 0.5 0 0.5 1 1 05 05 75 Medium
5033 1 1 1 1 1 1 1 1 1 1 1 1 12 High
S034 1 1 1 05 1 05 0 05 1 1 1 05 9 Medium
5035 1 1 1 05 1 05 0 05 1 1 1 05 9 Medium
S036 1 1 1 05 1 0.5 0 05 1 1 1 05 9 Medium
5037 1 0 1 1 1 1 1 05 1 1 05 1 10 High
5038 1 0 1 1 1 1 1 05 1 1 05 1 10 High
5039 1 0 1 0 1 05 0 05 1 0 05 0 55 Low
5S040 1 1 1 05 1 05 0 05 1 1 1 05 9 Medium
S041 1 1 1 1 1 1 1 1 1 1 1 1 12 High
S042 1 1 1 05 1 05 0 05 1 1 1 05 9 Medium
5043 1 1 1 0 1 05 0 05 1 0 1 0 7 Medium
S044 1 1 1 0 1 05 0 05 1 0 1 0 7 Medium
5045 1 1 1 0 1 05 0 05 05 0 1 0 65 Low
5046 1 0 1 05 1 05 0 05 1 1 05 05 75 Medium
5047 1 0 1 05 1 05 0 05 1 1 05 05 75 Medium
5048 1 1 1 05 1 05 0 05 1 1 1 05 9 Medium
5049 1 1 1 05 1 05 0 05 1 1 05 05 85 Medium
5050 1 1 1 0 1 05 0 05 1 0 1 0 7 Medium
5051 1 1 1 05 1 05 0 05 1 1 1 05 9 Medium
S052 1 1 1 05 1 05 0 05 1 1 1 05 9 Medium
5053 1 1 1 0 1 05 0 05 1 0 1 0 7 Medium
S054 1 1 1 05 1 05 0 05 1 1 1 05 9 Medium
5055 1 1 1 05 1 05 0 05 1 1 1 05 9 Medium
5056 1 1 1 05 1 05 0 05 1 1 1 05 9 Medium
5057 1 0 1 05 1 05 0 05 1 1 1 05 8 Medium
5058 1 1 1 05 1 05 0 05 1 1 1 05 9 Medium
5059 1 1 1 05 1 05 0 05 1 1 1 05 9 Medium
5060 1 1 1 05 1 05 0 05 1 1 1 05 9 Medium
S061 1 1 1 0 1 05 0 05 1 0 1 0 7 Medium
S062 1 0 1 0 1 05 0 05 1 0 05 0 55 Low
S063 1 1 1 0 1 05 0 05 1 0 1 0 7 Medium
S064 1 1 1 0 1 05 0 05 1 0 1 0 7 Medium
S065 1 1 1 05 1 05 0 05 1 1 05 05 85 Medium
S066 1 0 1 05 1 05 0 05 1 1 1 05 8 Medium
S067 1 1 1 05 1 05 0 05 1 1 1 05 9 Medium
S068 1 1 1 05 1 05 0 05 1 1 1 05 9 Medium
S069 1 1 1 0 1 05 0 05 1 0 1 0 7 Medium
5070 1 1 1 0 1 05 0 05 1 0 1 0 7 Medium
S071 1 1 05 05 1 05 0 05 1 1 1 05 85 Medium
s072 05 0 05 05 1 05 0 05 1 1 05 05 65 Low
S073 1 1 1 05 1 05 0 05 1 1 1 05 9 Medium
S074 1 0 1 05 1 05 0 05 1 1 1 05 8 Medium
S075 1 1 1 0 1 05 0 05 1 0 1 0 7 Medium
S076 1 0 1 05 1 05 0 05 1 1 1 05 8 Medium
077 1 1 1 05 1 05 0 05 1 1 1 05 9 Medium
S078 1 1 1 0 1 05 0 05 05 0 1 0 65 Low
5079 1 0 1 0 1 05 0 05 1 0 1 0 6 Low
5080 1 1 1 05 1 05 0 05 1 1 1 05 9 Medium
5081 1 0 1 05 1 05 0 05 1 1 05 05 75 Medium
S082 1 1 05 05 1 05 0 05 1 1 05 05 8 Medium
5083 1 1 05 05 1 05 0 05 1 1 1 05 85 Medium
S084 1 0 1 0 1 05 0 05 1 0 1 0 6 Low
5085 1 0 1 0 1 05 0 05 1 0 05 0 55 Low
S086 1 1 1 05 1 05 0 05 1 1 1 05 9 Medium

Table A3. Distribution of included studies by QA score category.
QA Category Score Interval Number of Studies
High 10-12 24
Medium 7-9.5 52
Low 4-6.5 10
Very low 0-3.5 0
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Appendix C. Cross-Generation Comparative Matrix

Table A4. Cross-generation comparative matrix of identification and location attacks in cellular networks.

Generation Attack Vector Affected Identifier Exploited Procedure Adversary Capability Reported Metrics Limitations Mitigation Representative Studies
Requires knowledge of paging  Frequent TMSI reallocation;
. . . . Passive or semi-passive Paging correlation, user occasions or repeated paging policy randomization;
2G I’ass_lve OF semi-passive TMSI, IMSI, paging identity Paging pr0§edur'e'and adversary monitoring presence detection, coarse observations; accuracy reduction of identifier reuse: [7,27,42]
paging observation temporary identifier reuse PN - P ’
broadcast and control channels  location inference depends on cell size and monitoring abnormal
paging policy paging patterns
N tual authentication: Disable or restrict 2G where
) ) . 0 mutua’ authentication; possible; operator-side
Locati date, identit Active adversary operating a IMSI disclosure rate, attack success depends on anomaly detection; terminal
2G Fake base station/IMSI catcher IMSI, TMSI ocation update, 1dentity rogue BTS and attracting attachment success, paging radio proximity, signal . J [5,22,48]
request, paging response . e warnings for suspicious cell
the UE response, tracking feasibility strength, o7 - .
X . behavior; stronger identity
and UE/operator configuration S 4
protection in later generations
. a1 . Filtering abnormal signalling
. s . . . . Requires ability to trigger . .
Silent . . . Semi-active adversary capable Location confirmation, paging R . X A triggers; operator-side SMS
2G SMS/signalling-triggered ;\r/{l\glsébl% ilr/\k ed identit fnaf; ggéil\:jtd;l?giﬁmomhty of triggering network events response timing, s‘g;ﬂg;ﬁ e‘;:?::\;:ﬁcaﬁf;;:é‘ and paging abuse detection; [28,42,43]
localization Y 8 & g and observing radio responses user reachability 8 YS! Y improved subscriber
to cell or location area E L
privacy policies
. . . . Tracking precision depends on More'frequent temporary
. - . . Passive or semi-passive User presence detection, N X 3 identifier refresh; optimized
3G Paging and mobility-area TMSI, IMSI, Paging, routing area update, adversary observin movement correlation, pagin location area size, paging aging: mobility-management [713,27]
tracking location-area identifiers location area update yobserving, - ' paging configuration, and identifier paging; 4 8 e
control-plane signalling response behavior privacy controls;
refresh frequency . -
operator-side monitoring
3G introduces mutual Enforce mutual authentication;
Rogue base station forcing Lo . Active adversary with rogue IMSI capture, downgrade authentication, but privacy prevent unnecessary fallback
3G identity exposure IMSI, TMSI fCTllll)sefihgg’ identity request, base station capability and success, attachment may still be affected before full ~ to 2G; detect rogue cells; [5,18,48]
or downgrade alibackto possible downgrade strategy attempt behavior security activation or configure networks to avoid
through fallback insecure interworking
Strict implementation of AKA
i cati - . : ; Practical feasibility dependson ~ procedures; improved error
3G Authentication and IMSI, temporary identifiers, ?ii?;:??gznﬂd l:eeyuest ng/s;:sez;rse[cli]el peii‘scsﬁj‘e, grr‘ active Linkability, identity exposure, implementation details and handling; privacy-preserving [31,47,48]
AKA-related privacy analysis authentication vectors v egs nchror;iza tion }l])ehgviorl the scena);io P g authentication failure behavior access to ) authentication responses; T
Y signalling observations avoidance of unnecessary
permanent identity requests
5 . . Frequent GUTI reallocation;
Passi . . Paging correlation, Requires repeated : b tion: optimized
i ;i Paging, tracking area update, cesive of sempassive location-area inference, user observations; accuracy paging obtuscation, optimize
4G Paging-based location tracking S-TMSI, GUT]I, paging identity . ’ . ! adversary monitoring LTE . 4 e . tracking area configuration; [7,27,32,33]
idle-mode mobility presence detection, depends on tracking area size .
control channels localization granularit and paging strate, operator-side
& Y paging 8Y anomaly detection
Minimize IMSI requests;
;i ‘ - . IMSI disclosure, attach LTE improves authentication
i LTE rogue eNodeB/ fake IMSL GUITL STMSI Attagh, identity request, ) Active adversary operating behavior, downgrade but some procedures before enforcg proper GUTI )
. , , S- tracking area update, security rogue LTE equipment or P y N . allocation; rogue-cell detection; [22,30,66,67]
base station de set modified SDR stack feasibility, UE security activation remain -
mode setup response patterns privacy-sensitive baseband and network-side
validation mechanisms
. . . Strict GUTI reallocation
Linkability through temporar Attach, TAU, pagin P;sswe o Seml-lp?‘ e ted Identifier lifetime, linkabili Effectiveness depends on policies; shortened temporary
4G Y 8 p y GUTI, S-TMSI 4 + paging, adversary correlating repeate i ty operator policy for GUTI identifier lifetime; [8,15,53,66]

identifier reuse

idle-to-connected transition

identifiers or
signalling patterns

rate, tracking duration

refresh and mobility patterns

unlinkability-aware
mobility management
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Table A4. Cont.

Generation Attack Vector Affected Identifier Exploited Procedure Adversary Capability Reported Metrics Limitations Mitigation Representative Studies
Disable insecure fallback
Active adversary influencing Downgrade success, identity Requires suitable network where possible; restrict 2G
4G D(:wngriqe orb . IMSI, TMSI, GUTI gﬁggkfj‘\!}b;%ifﬁ tZG/ 3G, radio conditions or exploiting exposure, service configuration and UE support interworking; monitor [18,22,48,82]
interworking abuse y interworking procedures disruption indicators for legacy RATs abnormal RAT changes; prefer
VOLTE/secure services
Restrict legacy fallback;
. . . Attack feasibility d d i
Fake base station or IMSI, GUTI, S-TMSI, LTE/NR interworking, Active adversary with rogue Identity exposure, fallback hea?zcil g;s:jel 11())/ ;I::l? SE Zgl:gafler:ggg:‘rsetect rogue
5G NSA downgrade-assisted SUCI/SUPI depending on fallback, identity request, LTE/NR or success, attach/registration fi Y i P }::1 . N I 'g £ 4 s [1,18,22,46]
identification fallback path registration-related signalling downgrade capability response behavior ?;Eblagcir;;ﬁlg&an operator [C)?-i\féce;-}()):s;rving
identity procedures
. GUTI, S-TMSI, 5G temporary EN-DC operation, LTE attach, Passive, semi-passive, or active Paging correlation, temporary ]EﬁEN%;éhll E.?Eends orlx 1 Strong L TE-side .GUTI rgﬁ"esh;
5G NSA LTE anchor-based privacy identifiers dependin, tracki date, pagi dversary targeting the LTE identifier linkabilit /EPC or LIE controlplane - secure interworking policies; 1y 5 5, g
pel g racking area update, paging adversary targeting the identifier linkability, . g . 8,22,
exposure - o e elements, so some LTE privacy ~ paging optimization; migration
on deployment through LTE anchor control-plane anchor tracking feasibility limitations persist toward 5G SA where feasible
Granularity depends on Temporary identifier rotation;
. o . Paging, tracking area Passive or semi-passive Presence detection, paging tracking area design and optimized tracking area
5G NSA Paglngar%dﬁ}?zmt{ tracku;lg GUTI, S-TMS], paging identity management, adversary observing LTE/NR correlation, paging strategy; NSA planning; paging [7,39,40,51]
across - eploymen idle-mode mobility signalling patterns mobility-area inference deployments may inherit randomization; operator-side
LTE weaknesses monitoring of paging abuse
. . . Frequent 5G-GUTI rotation;
Passive or semi-passive . o . . P !
Temporary identifier 5G-GUT], temporary Registration update, paging, adversary correlating Linkability duration, paging Risk persists if SG_GUT.I s not unl_ln_kablhty.-aware_ AMF -
5G SA . . . i . A L . . A refreshed frequently or if policies; paging optimization; [8,10,23,25]
linkability UE identifiers mobility management temporary identifiers or correlation, tracking feasibility ine behavior i dictabl rivacy.oreservin.
signalling events paging behavior is predictable privacy-pi g
mobility management
. - 5G introduces SUCI, Correct SUCI configuration;
SUPI protection b Resistration, identi " A;tlve ?idverst‘ary exploiting SUPI SUCT mi but protection depends on home network pub%ic key
5G SA  protection bypass SUPI, SUCI, 5G-GUTI egistration, identity request, puiscontiguration, . exposure, TISUse, correct home-network public validation: avoid null-scheme [29,47,48,73]
or misconfiguration SUCI handling implementation weakness, registration failure behavior key configuration and misuse: strict SUPT
or forced identity procedure UE implementation exposure policies
PR Paging policy hardening;
Paging-based location and Paging, idl ds habilit Passive or semi-passive User presence detection, ];r?fial{ez atelr?‘;sliﬁi‘;ezzg};;(;irse registration area optimization;
5G SA SINg-ba e 5G-GUTI, paging identity reagi:srt‘;gz; tlior?;[;Ie‘:l ;;ia\ac e?‘nleilty, adversary monitoring paging response behavior, P . & fi i reduction of predictable [7,27,51,72]
presence interence & & broadcast/ control signalling coarse localization area size, paging conbguration,  y,aging patterns; operator-side
and observation capability v d -
anomaly detection
Active or semi-active Security guarantees depend on conforma:\ctg tes}t‘mg; .
Implementation or . : - 4 1_ Py Identity exposure, linkabilit correct implementation and implementation hardening;
t dor, y exp , Y, P ; e .
5G SA deployment-specific SUPI, SUCI, 5G-GUTI Registration, authentication, adversary explolting vendor, failed authentication behavior, deployment; practical attacks privacy audits; AMF policy [31,47,50,85]

privacy weakness

paging, mobility management

configuration, or deployment
weaknesses

tracking feasibility

may be operator- or
device-specific

enforcement; correct SUCI
configuration and
5G-GUTI rotation
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Appendix D. Full-Text Eligibility Exclusions

Table A5. Studies excluded during the full-text eligibility assessment.

Study ID  Citation Applied Exclusion Criterion = Reason for Exclusion

The study proposes a GPS-based forest-fire detection and alert system and does not investigate identification or location attacks targeting cellular-network users

5087 [87] EC1
or protocols.
The study develops a personal-safety device using fingerprint authentication and location reporting, rather than analyzing identification or location attacks in
5088 [88] EC1
cellular networks.
The study presents an IoT-based assistive walking stick for visually impaired users and does not examine cellular-network identification or
5089 [89] EC1 . e
location vulnerabilities.
5090 [90] EC1 The study uses location tracking to support accident detection and emergency-response notification, without analyzing attacks against cellular-network location
or identity mechanisms.
S091 [91] EC1 The study presents a voice-activated distress-detection and location-reporting system and is unrelated to identification or location attacks in cellular networks.
5092 [92] EC1 The study proposes an accident-detection, location-tracking, and notification application rather than an analysis of cellular identification or location attacks.
S093 [93] EC1 The study develops a fall-detection and location-tracking system for elderly users and does not investigate cellular-network identity or location vulnerabilities.
5094 [94] EC1 The study focuses on GPS navigation and live tracking for visually impaired travelers, rather than attacks exploiting cellular identification or location procedures.
5095 [95] EC1 The study presents a tracking and fall-detection solution for elderly users and does not analyze identification or location attacks in cellular networks.
5096 [96] EC1 The study concerns RFID-based identification and tracking of construction components, not the identification or location of subscribers in cellular networks.
The study focuses on control and optimization intelligence for future 6G mobile networks and, therefore, falls outside the review scope limited to identification
S097 [97] EC4/EC5 . .
and location attacks in 2G-5G networks.
The study investigates hybrid quantum-classical optimization for tracking-area management in future networks, rather than identification or location attacks
5098 [98] EC4/EC5 s
within the 2G-5G scope.
The study addresses NextG positioning resilience against relay jamming and is outside the review scope restricted to identification and location attacks in 2G-5G
5099 [99] EC4/EC5
cellular networks.
5100 [100] EC4/EC5 The study proposes a quantum-resistant blockchain architecture for vehicular networks and does not analyze identification or location attacks in 2G-5G
cellular systems.
s101 [101] EC4/EC5 The study concerns secure LoRa ad-hoc communications in coverage dead zones and is not focused on identification or location attacks in 2G-5G
cellular networks.
s102 [102] EC4/EC5 The study investigates privacy-aware query processing in vehicular ad-hoc networks rather than identification or location attacks involving 2G-5G
cellular protocols.
5103 [103] EC2 The study optimizes signaling-overhead costs in 5G networks but does not analyze an attack targeting subscriber identification or location confidentiality.
The study proposes a mobility-management mechanism for reducing power consumption and signaling overhead in 5G IoT devices, without examining
5104 [104] EC2 . e O .
identification or location attacks.
5105 [105] EC2 The study predicts mobility-management demand from user behavior for network-planning purposes and does not investigate attacks against cellular identity or
location mechanisms.
5106 [106] EC2 The study addresses mobility management for 5G network slicing but does not analyze adversarial identification or location tracking.
5107 [107] EC2 The study focuses on the authenticity and verifiability of public-warning messages and does not investigate subscriber identification or location attacks.
5108 [108] EC2 The study surveys mobility management in ultra-dense cellular networks but does not provide an analysis of identification or location attacks relevant to the
review questions.
5109 [109] EC2 The study optimizes 5G-MEC service relocation with performance, availability, and privacy objectives but does not analyze attacks against cellular subscriber

identity or location.
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Table A5. Cont.

Study ID  Citation Applied Exclusion Criterion Reason for Exclusion

The study proposes O-RAN-based anomaly recognition and network sensing but does not specifically analyze identification or location attacks against

5110 [110] EC2
cellular users.
The study develops carrier-phase positioning methods for tracking XR devices and does not investigate adversarial location tracking or
S111 [111] EC2 . . S
subscriber-identification attacks.
S112 [112] EC2 The study proposes a seamless handover and mobility-management mechanism for device-to-device communication, without analyzing identification or
location attacks.
S113 [113] EC2 The study aims to reduce signaling overhead associated with IoT-device mobility and does not examine attacks against cellular identification or
N location procedures.
S114 [114] EC2 The study proposes a paging-occasion allocation mechanism for beyond-5G networks but does not analyze paging-based identification or location attacks.
S115 [115] EC2 The study presents a general intrusion-detection method for the 5G core but does not specifically analyze subscriber-identification or location attacks.
116 [16] EC2 The study uses aggregated mobile-network signaling data to observe road-freight traffic and does not examine adversarial identification or location attacks
against subscribers.
s117 [17] EC2 The study proposes a privacy-preserving authentication protocol for medical IoT devices but does not analyze identification or location attacks exploiting
cellular-network procedures.
S118 [118] EC2 The study proposes an enhanced authentication and key-agreement protocol for LTE/LTE-A IoT systems but does not investigate identification or
location attacks.
5119 [119] EC2 The study applies machine learning to tracking-area selection and handover security but does not provide an analysis of subscriber-identification or
location-tracking attacks within the review scope.
5120 [120] EC2 The study optimizes UAV trajectories and resource allocation in 5G networks and does not address identification or location attacks against cellular subscribers.
S121 [121] EC2 The study proposes a blockchain-based data-privacy mechanism for industrial IoT environments but does not analyze cellular identification or location attacks.
The publication is a short poster survey of general 5G-loT security challenges and does not provide a sufficiently detailed analysis or evaluation of a specific
5122 [122] EC2/EC6 . e .
identification or location attack.
The study provides a broad conceptual discussion of trustworthy communications in NextG networks without a detailed technical analysis of a cellular
5123 [123] EC2/ECe6 . e 2 .
identification or location attack.
S124 [124] EC2/EC6 The study surveys public-safety communication technologies in terrorism scenarios but does not investigate identification or location attacks against
cellular subscribers.
The study examines the limitations of inferring device location from the nearest cellular antenna for mobility-data analysis, rather than an adversarial
S125 [125] EC2/EC6 nestdy :
identification or location attack.
The study proposes a privacy-preservation algorithm for location-based services but does not analyze an attack exploiting cellular-network identification or
5126 [126] EC2/EC6 1 .
ocation procedures.
s127 [127] EC2/EC6 The study proposes a differential-privacy method for protecting location datasets but does not investigate identification or location attacks at the
cellular-protocol level.
The study applies generative adversarial networks to enhance location privacy but does not provide an attack-specific analysis of cellular identification or
5128 [128] EC2/ECé6 1 .
ocation procedures.
5129 [129] EC2/EC6 The study addresses privacy preservation in 5G-enabled mobile crowdsensing but does not analyze an identification or location attack against cellular-network

users or signaling procedures.
5130 [130] EC2/EC6 The study proposes a privacy-preserving contact-tracing architecture using 5G and blockchain but does not investigate cellular identification or location attacks.
The study proposes a privacy-preserving framework for collecting location data in edge-computing systems but does not analyze attacks against cellular identity

5131 [131] EC2/ECé6 . .

or location mechanisms.

The study proposes privacy-preservation mechanisms for location and trajectory data in vehicular social-network services but does not investigate identification
5132 [132] EC2/ECé6 .

or location attacks at the cellular-protocol level.
5133 [133] EC1 The study focuses on general cybersecurity measures for next-generation connected electric vehicles and does not provide a relevant technical analysis of

identification or location attacks in 2G-5G cellular networks.
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Appendix E. Performance Metrics by Attack Family

Table A6. Reported quantitative and operational metrics organized by attack family.

Attack Family

Representative Studies

Attack Success Rate or Impact

Localization Accuracy

Time to Success

Cost and Equipment Assumptions

Detectability

Deployment Conditions
and Assumptions

Paging-based location and presence

S015, 5017, S019, S007, S025, S036,

Not reported as a common numerical
success rate. Successful tracking was

No common positioning-error metric
was reported. The studies used
indirect indicators such as paging

Passive or semi-passive monitoring of
paging and control channels was

Not reported consistently. Repeated
paging observations or artificially

Requires observable paging traffic,
repeated observations, and a
sufficiently stable association between

tracking 5012, 5028, S075, S033, S034, S049, 073 generall_y assessed through paging correlation, signal strength, mobility Not reported. assu_rr?ed._ Complete equipment triggered paging events may l_:e a temporary identifier and the target
correlation, user-presence detection, N specifications and monetary costs were detectable through operator-side UE. Accuracy depends on cell size,
o patterns, or CRB-based privacy - . ) .
or mobility-pattern recovery. not reported. monitoring. tracking-area configuration,
measures. and paging policy.
Not reported consistently. . . . . . . -
. . An active rogue BTS, eNodeB, Not reported consistently. Detection Requires radio proximity, sufficient
The reviewed studies generally d lizati 4 1ly implemented 1 b 1 cell X . in the
demonstrated UE attraction, identity Not reported. Localization was or gNodeB, usually implemente may rely on abnormal cell parameters, transmit power to attract or retain the
Fake base station and IMSI-catcher S005, S044, S041, S068, S069, S048, N ’ generally limited to confirming that through software-defined radio unexpected signal-strength changes, UE, appropriate frequency and
disclosure, attachment attempts, . Not reported. . N £ X o N X
attacks S001, S017, S040 it . the target was located within the equipment or a cellular test platform, invalid network identifiers, network configuration, and support
or paging responses, but did not N H
A . coverage area of the rogue cell. was assumed. Complete monetary or network- and UE-side rogue-cell for the targeted cellular generation or
provide a common numerical . .
N costs were generally not reported. detection mechanisms. fallback procedure.
attack-success rate.
Not reported as a common numerical  Generally limited to cell-, Requiree the ability lo triggeran SMS, - o reported. Repeated silent-SMSor  Requires target reachability, successful
si . . . success rate. Impact was evaluated location-area-, tracking-area-, ' Paging L N paging triggers may be identifiable generation of a network-triggered
ilent-SMS and signalling-triggered . A s . . . network-generated signalling H .
s S036, 5026, S037 through paging activation, reachability or registration-area-level inference. Not reported. N through operator-side anomaly event, and access to the corresponding
localization X . . . transaction and to observe the H X R .
confirmation, or observable radio and Exact distance errors were not . N detection or signalling-abuse paging or
mobility-management responses. reported corresponding radio response. monitoring, mobility-management signalling
. ) Monetary cost was not reported. g g
Not reported as a common numerical No common localization-error metric . . . . Requires temporary identifiers to
; . N Passive or semi-passive observation of . . .
success rate. Effectiveness was was reported. The achievable . ttachment, istrati Not reported consistently. Purely remain unchanged or otherwise
Temporary-identifier linkability and 5019, S068, S014, S008, S051, S001, evaluated through identifier granularity depends on the cell, paging, attachment, registration, passive correlation may be difficult to linkable across multiple signalling
Ny 2. N . Not reported. and mobility-management signalling . R -
reuse 5058, 5041, S018, S045, S023 correlation, mobility-pattern recovery, location area, tracking area, A detect because it does not require events. Feasibility depends strongly
SO N - ; ; was assumed. Equipment costs were o Y
subscriber linkability, or tracking or registration area in which the ot reported. transmission by the adversary. on operator policies for TMSI, GUTI,
feasibility. identifier is observed. P . S-TMSI, and 5G-GUTI reallocation.
Not reported consistently. Requires an active radio adversar
The reviewed studies demonstrated N - ) q ! ad Y Not reported consistently. Abnormal Requires legacy RAT support,
S ot reported. Location inference is rogue base-station capability, radio e s . .
downgrade feasibility, P . i, A RAT transitions, repeated fallback permissive fallback or interworking
. . . . . . generally obtained indirectly after the interference, or the ability to influence . . . . SR . s
Downgrade and interworking attacks S017, S084, S041, S044, S001, S040 permanent-identity exposure, insecure N . Not reported. . N events, or suspicious neighboring cells policies, suitable radio conditions,
. . UE is forced onto a less secure radio radio-access-technology selection. X !
fallback, or service degradation, but no may be detectable by the operator or and a UE and operator configuration
N access technology. Complete monetary costs were not - >
common numerical UE. that permits inter-RAT mobility.
d de- ilabl reported.
lowngrade-success rate was available.
NOt repo rted ccnslslent.ly. Re.porte.d. Passive, Semupassive, or ac.nve access Not reported consistently. Detection Requires access to authentication,
impact included subscriber linkability, to authentication and identity-related may depend on identifying repeated identity-request, resynchronization,
Authentication- and AKA-related 5042, S043, S044, S018, S045, 5023, identity exposure, distinguishable signalling was assumed, depending on Y depend on Icentiiying rep! yrequest, resy! g
Not reported. Not reported. authentication failures, unusual or error-handling exchanges and may

privacy attacks

S074, 5027

authentication failures, or privacy
leakage through
authentication-related responses.

the attack model. Equipment and
monetary costs were generally not
reported.

synchronization requests, or abnormal
permanent identity requests.

depend on protocol implementation
and operator configuration.
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Table Aé6. Cont.

Attack Family

Representative Studies

Attack Success Rate or Impact

Localization Accuracy

Time to Success

Cost and Equipment Assumptions

Detectability

Deployment Conditions
and Assumptions

Signalling-overload and
mobility-management attacks

$001, S008, S009, S013, S014, S033

Reported impact included 500-800 and
up to 1500 messages per UE, 34%
MME load events, and system collapse
in approximately 30 s.
Mitigation-oriented studies reported
92% signalling-overhead reduction, 8%
fewer TAUs, 30% fewer paging
requests, and more than 30%
signalling-cost reduction.

Not applicable or not reported,
because the primary objective was
signalling load or service disruption
rather than localization.

Approximately 30 s to system collapse
was reported in S014. S033 used 100
GA runs and 300 stopping iterations,
although these values describe
algorithmic evaluation rather than
direct attack execution time.

The studies assumed the ability to
generate, amplify, or repeatedly trigger
registration, attachment, paging, TAU,
or other mobility-management
procedures. Complete monetary
equipment costs were not reported.

S014 reported a detection rate above
96% and a false-positive rate below
3.8%. Detectability was not reported
consistently by the remaining studies.

Depends on the signalling volume,
number of affected UEs, MME or AMF
capacity, mobility behavior, paging
configuration, tracking-area policy,
and the adversary’s ability to
repeatedly trigger

control-plane procedures.

Radio- and signal-based location

A common numerical attack-success
rate was not reported. Effectiveness

No directly comparable distance-error
metric was reported. Some studies

Requires access to radio
measurements, signal-strength
information, carrier phase,

5024 reported detection probabilities
close to 1 for NCD and MNCD and

Depends on propagation conditions,
target mobility, cell geometry,

inference S015, 5017, S024 was assessed using tracking feasibility, used signal-strength measurements or Not reported. or control-channel observations. below 0.5 for SpD. Other studies did measurement density, observation
signal-derived indicators, spatial CRB-derived privacy indicators Hardware configurations and not report consistent detection-rate or duration, and the availability of radio
distributions, or detection probability. instead of localization error. monetary costs were not consistently false-positive-rate values. or spatial-distribution information.
reported.
The studies ananly. eyalgated Assumes access to operator-side . o, Performance depends on the
attack-detection or mitigation . signalling traces, radio observations Detection rate above 96% and availability and quality of signalling
Paging- and control-plane anomaly effectiveness rather than direct Not reported as attack time. Detection or control-plane 'measuremer\ts and . false-positive rate below 3.8% were data, selection of detection thresholds
S014, 5024 attack-success rates. S014 reported a Not applicable or not reported. and processing times were not reported in S014. Detection probability ¢ 4

detection

detection rate above 96%, while S024
reported detection probability values
for different indicators.

reported consistently.

sufficient computational resources for
anomaly analysis. Monetary costs
were not reported.

was close to 1 for NCD and MNCD
and below 0.5 for SpD in S024.

attack intensity, network configuration,
training data, and the
representativeness of normal traffic.

SUPI/SUCI protection and
permanent-identity exposure

5001, S043, 5044, S045, S023, S074, S027

Not reported consistently.

The reported impact included SUPI
exposure, incorrect SUCI processing,
use of an unprotected identity scheme,
registration failure,

or permanent-identity disclosure.

Not reported.

Not reported.

Requires active interaction with
registration or identity procedures,
access to a rogue or misconfigured
network, or exploitation of
implementation and configuration
weaknesses. Monetary cost was
not reported.

Not reported consistently. Detection
may depend on registration logs,
invalid SUCI use, repeated identity
requests, or home-network
validation mechanisms.

Depends on correct home-network
public-key configuration, UE
implementation, SUCT
protection-scheme selection, operator
policy, and the prevention of
unnecessary SUPI requests.

Implementation- and
deployment-specific privacy
weaknesses

5042, 5043, S086, S047

Not reported consistently.
Demonstrated impact included
identity exposure,
temporary-identifier linkability,
authentication failure behavior, paging
correlation, or tracking feasibility.

Not reported.

Not reported.

Requires access to vulnerable devices,
operator configurations, protocol
implementations, or registration and
mobility-management exchanges.
Complete monetary costs were not
reported.

Not reported consistently.
Detectability depends on vendor
logging, conformance testing, privacy
audits, and network-side

anomaly detection.

Feasibility is vendor-, UE-, operator-,
and deployment-specific and may
depend on incorrect SUCI
configuration, insufficient
temporary-identifier rotation,
predictable paging behavior,

or non-compliant

protocol implementation.
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