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Abstract

The increasing realism of deepfake videos has intensified the need for reliable video-level
detection systems, but benchmark performance must be interpreted together with gener-
alization, temporal-modeling, and efficiency limits. This study presents a reproducible
multi-backbone framework for detecting manipulated videos on the official Celeb-DF v2
benchmark. Five pretrained image-classification architectures—ResNet-50, EfficientNet-
B4, ConvNeXt-Small, ViT-Base, and Swin-Base—are fine-tuned under a unified protocol
using uniform frame sampling, class-balanced training, Rand Augment, MixUp, CutMix,
random erasing, label smoothing, AdamW optimization, cosine learning-rate scheduling,
and exponential moving average weights. During inference, frame-level fake probabilities
are stabilized using horizontal-flip test-time augmentation and aggregated into video-level
predictions by mean probability pooling. This aggregation is a fixed probability-pooling
rule rather than an explicit temporal model. A probability-level ensemble of ResNet-50,
ConvNeXt-Small, and Swin-Base combines convolutional and attention-based represen-
tations. On the official 518-video Celeb-DF v2 test set, the top-three ensemble achieves a
video-level AUC of 99.967% and an average precision of 99.983%, while ResNet-50 pro-
vides the strongest single-model accuracy—efficiency trade-off. Additional analyses examine
frame-to-video aggregation, ROC and precision—recall behavior, probability distributions,
frame-probability stability over sampled frames, a proof-of-concept temporal-splice sensi-
tivity test, and inference efficiency. The results demonstrate highly competitive in-dataset
performance on Celeb-DF v2 only. Because no external benchmark testing, learned tem-
poral baseline, confidence-gated cascade, or broad partial-manipulation benchmark is
included, the results should not be interpreted as evidence of cross-dataset robustness,
in-the-wild deployment readiness, learned temporal reasoning, or general localization
capability. Cross-dataset evaluation on FaceForensics++, DFDC, WildDeepfake, and related
benchmarks, probability calibration, false-positive control, explicit temporal modeling,
cascade-based inference, and expanded localization evaluation are identified as priority
future-work directions.

Keywords: deepfake video detection; video-level classification; multi-backbone ensemble;
Celeb-DF v2; vision transformer
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1. Introduction

The rapid expansion of digital communication has made images and videos central
to news reporting, social interaction, criminal investigation, corporate communication,
education, and identity verification. However, the same digital ecosystem has also become
increasingly vulnerable to synthetic and manipulated media. Deepfakes are Al-generated
or Al-manipulated media in which a person’s face, expression, voice, or identity-related
visual appearance is altered in a way that can appear realistic to both human observers and
automated verification systems. Their social risk is significant because digital media is no
longer limited to entertainment; they are also used as evidence, authentication material,
political communication, and reputational information. As a result, manipulated media
can affect public communication, personal identity, institutional trust, and the credibility
of digital evidence. These concerns show that deepfake detection is not just a computer
vision task but also a broader issue of digital trust, media authentication, and security.

The technical difficulty of detecting deepfakes has increased in tandem with the ad-
vancement of generative models. Visible artifacts, including color disparity, low-quality
blending, unnatural winking, discontinuous head pose, and facial boundary defects, were
frequently generated by early face manipulation pipelines. As a result, early forensic
systems concentrated on handcrafted or semantically interpretable signals, such as irreg-
ular eye-blinking [1], inconsistent head pose [2], optical-flow aberrations [3], and visible
face-manipulation artifacts [4]. Despite the significant early progress that these methods
made, their assumptions have become less dependable as deepfake generation methods
have improved in spatial resolution, color correction, temporal smoothness, and post-
processing. Modern deepfakes may be compressed or resized by online platforms, may
contain fewer apparent anomalies, and may maintain plausible facial behavior over brief
video segments. As a result, recent research on deepfake detection has transitioned from
the use of hand-crafted forensic rules to learning-based methods that capture subtle spatial,
frequency, temporal, and multimodal evidence [5]. Nevertheless, high performance on
one benchmark does not by itself establish real-world authentication reliability, because
detectors can overfit to dataset-specific compression, preprocessing, face-alignment, and
identity-distribution cues.

As a result, deep learning has become the primary method for identifying manipu-
lated facial media. Convolutional neural networks (CNNs) have the capacity to acquire
local spatial features that are associated with blending boundaries, texture discontinuities,
sensor-noise inconsistencies, and compression-sensitive anomalies. As image-level detec-
tors or feature extractors for video-level classification, architectures such as MesoNet [6],
Xception [7], ResNet [8] and EfficientNet [9] have been widely used. FaceForensics++,
DeepFakeTIMIT, and Celeb-DF v2 are among the benchmark datasets on which CNN-
based methods have exhibited exceptional performance [10-12]. In contrast, numerous
detectors continue to exhibit inadequate generalization when the training and testing distri-
butions diverge, as they may overfit to manipulation traces, compression statistics, camera
pipelines, or face-alignment anomalies that are unique to the dataset.

This generalization problem has motivated research on alternative forensic cues and
stronger model architectures. Frequency-domain methods attempt to detect spectral traces
that may not be visible in the spatial domain [13-17]. Biological and physiological ap-
proaches examine cues such as pulse-related signals and facial behavior [18]. Lip movement
and face expression methods focus on mouth dynamics, visual speech consistency, and
self-supervised facial motion representations [19,20]. Self-blended and consistency-based
methods generate or exploit generic manipulation cues to improve robustness to unseen
forgeries [21-23]. Multimodal approaches also exploit audio-visual inconsistencies, al-
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though they require reliable audio and can be affected by dubbing, noise, compression, or
missing modalities [24,25].

More recently, attention- and transformer-based architectures have been introduced
into computer vision and deepfake detection because attention can model long-range
relationships across image regions [26]. The vision transformer (ViT) introduced image
classification using non-overlapping patch tokens and global self-attention [27], while
the Swin Transformer reduced the computational cost of attention through hierarchical
shifted windows [28]. Deepfake-specific attention and temporal-transformer models also
show the value of attending to manipulated facial regions and modeling frame-to-frame
inconsistency [29,30]. At the same time, transformers are often data-hungry and may not
always outperform CNNs on constrained forensic benchmarks. Modern convolutional
architectures such as ConvNeXt revisit CNN design by using transformer-inspired compo-
nents while retaining useful convolutional inductive bias [31]. This makes it important to
compare classical CNNs, efficient CNNs, modern CNNs, vision transformers, and hierar-
chical transformers under the same dataset split, sampling protocol, optimization strategy,
and video-level evaluation procedure.

Benchmark design is also critical for fair deepfake detection research. Many reported
results are difficult to compare because they depend on the dataset, split strategy, face-
cropping pipeline, frame sampling rate, compression setting, training data, and evaluation
level. FaceForensics++ is widely used because it contains multiple manipulation methods
and compression levels [11]. The Deepfake Detection Challenge (DFDC) dataset increased
scale and diversity and encouraged stronger training and ensembling strategies [32].
DeeperForensics-1.0 introduced large-scale real-world perturbation analysis [33], while
WildDeepfake emphasized the difficulty of in-the-wild manipulated videos [34]. Celeb-DF
v2 was proposed as a more challenging benchmark with higher-quality face-swap videos
and an official test split designed to reduce identity leakage [12]. Celeb-DF v2 is there-
fore employed in this study because it provides a recognized benchmark for high-quality
face-forgery detection and supports fair video-level evaluation through its official test list.

Although there have been recent advances, several research gaps remain. First, many
studies report results using only one backbone or one model family, which makes it
difficult to determine whether improvements are caused by the choice of architecture,
training strategy, or evaluation protocol. Second, frame-level reporting may be misleading
because adjacent frames from the same video are highly correlated; therefore, video-level
decisions are necessary for practical deployment. Third, high AUC values can obscure
threshold-dependent behavior, such as false positives on real videos. Consequently, AUC,
average precision, accuracy, recall, precision, Fl-score, confusion matrices, probability
distributions, and efficiency measurements should all be used to interpret detector behavior.
Fourth, the computational cost of deploying highly accurate detectors may be prohibitive,
particularly when multi-model ensembles or large transformer backbones are used. Fifth,
deepfake datasets are often imbalanced, so training protocols must address data leakage,
overconfidence, and class imbalance.

This article introduces a controlled and reproducible video-level deepfake detec-
tion framework for the Celeb-DF v2 benchmark. The proposed framework assesses five
representative pretrained backbones: ResNet-50, EfficientNet-B4, ConvNeXt-Small, ViT-
Base, and Swin-Base. These models are trained and evaluated within a unified Celeb-
DF v2 pipeline. The pipeline uses uniform frame sampling, consistent preprocessing,
class-balanced sampling, MixUp and CutMix regularization, label smoothing, AdamW
optimization, cosine learning-rate scheduling, exponential moving average of weights,
horizontal-flip test-time augmentation, and video-level probability aggregation. These
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choices are motivated by established training and regularization techniques, including
label smoothing, RandAugment, MixUp, AdamW, and Random Erasing [35-39].

Before preprocessing the frames to a shared spatial resolution, the framework samples
a fixed number of frames from each video. Each sampled frame is classified as either gen-
uine or manipulated, and the resulting frame-level fake probabilities are aggregated into
video-level probabilities. Probability-level ensembling is then used to combine complemen-
tary models. In this work, video-level aggregation means fixed averaging of independently
predicted frame probabilities; it is not a learned temporal model and does not explicitly
encode motion dynamics or frame-to-frame dependencies. Previous work using recur-
rent video models, temporal coherence modeling, thumbnail-based temporal layouts, and
ensemble-based systems supports the broader value of aggregating evidence across frames
and models for more reliable deepfake detection [40-43]. Recent strong systems also
show that performance can improve by uncovering complementary forgery clues or using
temporally aware training strategies [44,45].

This article offers diagnostic analyses that provide a more comprehensive understand-
ing of the model’s behavior than the standard Celeb-DF v2 evaluation. These analyses
encompass confidence-stratified frame examples, frame-probability stability across sam-
pled video frames, a limited proof-of-concept temporal-splice sensitivity scenario, inference
latency, throughput, and comparisons with the related literature. In addition to high
accuracy, practical deepfake detection requires interpretable probability behavior, stable
video-level decisions, and reasonable computational efficiency. Consequently, this broader
diagnostic evaluation is reported together with explicit limitations on generalization and
deployment claims.

The following are the primary contributions of this article. First, it introduces a unified
video-level deepfake detection framework that evaluates CNN and transformer backbones
under the same Celeb-DF v2 protocol. Second, it provides a controlled comparison of five
representative architectures, allowing the influence of architecture choice to be analyzed
without changing preprocessing, optimization, or inference settings. Third, it studies a
top-three probability ensemble that combines ResNet-50, ConvNeXt-Small, and Swin-Base
for threshold-independent video-level ranking, while explicitly reporting the associated
computational overhead. Fourth, it conducts a diagnostic analysis that goes beyond a
single accuracy value by reporting frame-level metrics, video-level metrics, aggregation
effects, confusion matrices, ROC and precision-recall curves, test-time augmentation,
frame-probability stability, a proof-of-concept temporal-splice sensitivity test, and inference
efficiency. All contributions are demonstrated on the official Celeb-DF v2 benchmark under
a single-dataset, in-dataset evaluation protocol; transfer to other datasets, manipulation
methods, compression settings, or in-the-wild content is not established by the present
study and is addressed as future work in Section 5.8.

Scope of the Present Study

This study should be read as a controlled Celeb-DF v2 architecture and aggregation
analysis rather than as a complete real-world authentication system. Four boundaries
are therefore made explicit. First, no cross-dataset testing is performed in the present
study; consequently, the near-ceiling Celeb-DF v2 AUC values do not establish robustness
to FaceForensics++, DFDC, WildDeepfake, DeeperForensics-1.0, social-media videos, or
unseen manipulation pipelines. Second, the video-level score is produced by mean pooling
independently predicted frame probabilities; it is not a CNN-LSTM, 3D CNN, temporal-
transformer, or other learned temporal model. Third, the reported top-three ensemble
is an offline maximum-ranking configuration, not a deployment-optimized cascade; a
ResNet-50-first confidence-gated routing strategy is proposed only as future work. Fourth,
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the temporal-splice experiment is a limited diagnostic example based on a constructed
source-video pair and should not be interpreted as a general temporal or spatial local-
ization benchmark. These boundaries are reflected throughout the Results, Discussion,
Limitations, and Future Work Sections to avoid overextending the claims beyond the
conducted experiments.

The remainder of the article is organized as follows. The literature on deepfake detec-
tion is comprehensively reviewed in Section 2. The proposed methodology is explained in
Section 3, which encompasses dataset preparation, leakage prevention, frame sampling,
preprocessing, backbone architectures, training strategy, video-level inference, ensembling,
and evaluation metrics. In Section 4, the statistical and qualitative findings of Celeb-DF v2
are presented. Section 5 addresses future work, limitations, and implications. The article
concludes with Section 6.

2. Related Work

Deepfake detection has evolved from early artifact-based forensic methods to mod-
ern learning-based systems that utilize CNNs, transformers, frequency-domain features,
temporal modeling, multimodal learning, and ensemble strategies. Early methods were
predicated on the notion that face-swap and synthesis pipelines introduce visible or mea-
surable irregularities. Li et al. employed eye-blink patterns to identify phony videos, as
the initial-generated face videos frequently failed to replicate natural blink behavior [1].
Yang et al. examined inconsistent head poses, Amerini et al. employed optical-flow analysis
to identify anomalous motion across consecutive frames, and Matern et al. concentrated
on visual artifacts, including color mismatch, missing reflections, boundary defects, and
local blending errors [2—4]. These methods yielded interpretable evidence; however, they
are contingent upon the ongoing presence of particular artifacts and may become less
dependable as the manipulation’s quality improves.

Other studies examined biological, physiological, behavioral, and identity-related
cues. FakeCatcher used biological signals derived from subtle skin-color variations caused
by blood flow [18]. LipForensics focused on the dynamics of the mouth-region and visual
speech representations for the detection of facial counterfeits, while RealForensics used
self-supervision of real talking faces to improve robustness [19,20]. Such methods are
valuable because they use interpretable signals beyond simple texture artifacts. However,
they can depend on stable face tracking, sufficient video quality, reliable illumination, and
the availability of the relevant facial or speech cues.

CNN-based approaches replaced manually designed cues with learned spatial rep-
resentations. MesoNet was one of the first compact CNN models designed to capture
mesoscopic facial forgery features [6]. Xception later became a widely used deepfake detec-
tion baseline after its adoption in FaceForensics++ benchmarking [7,11]. ResNet introduced
residual learning and skip connections, enabling deep hierarchical feature extraction, while
EfficientNet introduced compound scaling and became influential due to its high precision-
to-parameter efficiency [8,9]. CNNs remain attractive because they are efficient, benefit
from large-scale image pretraining, and provide useful local inductive bias for detecting
spatial artifacts. However, CNN-based detectors can overfit to dataset-specific traces,
compression statistics, camera pipelines, or face-alignment artifacts, limiting cross-dataset
generalization [5].

Several spatial methods have been proposed to improve generalization beyond stan-
dard CNN classification. Face X-Ray models blending boundaries to detect face forgery
in a more general way [21]. Learning self-consistency encourages detectors to identify
inconsistencies within manipulated facial regions [23]. Modern CNNs such as ConvNeXt
revisit convolutional design by incorporating transformer-inspired components, including
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larger depthwise kernels, LayerNorm, GELU activations, and inverted bottlenecks while
preserving convolutional locality [31]. This makes ConvNeXt a relevant backbone for com-
paring modern convolutional representations with both classical CNNs and transformer-
based models.

Attention-based methods were introduced to improve global reasoning and the lo-
calization of manipulated regions. The general attention mechanism was popularized by
transformer architectures [26]. Multi-attention approaches use attention maps to focus on
discriminative facial regions and reduce reliance on irrelevant background information [29].
More generally, attention mechanisms are useful because manipulation evidence may be
distributed across different parts of the face rather than being confined to a single local
region. However, attention-based models can be computationally expensive and may
require careful training to avoid overfitting on limited forensic datasets.

Transformer architectures have also influenced deepfake detection research. The vi-
sion transformer processes images as patch sequences using global self-attention, allowing
long-range relationships between image regions to be modeled [27]. The Swin Trans-
former reduces the computational cost of attention through hierarchical shifted windows
and preserves stronger locality than plain global self-attention [28]. Interpretable spatial-
temporal transformer methods further extend attention to video-level modeling by captur-
ing both spatial and temporal evidence [30]. These architectures motivate the inclusion of
transformer-based backbones in deepfake detection, where both local artifacts and broader
facial-region relationships may be relevant. At the same time, transformer models can be
data-hungry and may not always outperform CNNs on constrained forensic benchmarks.

Temporal modeling is another important direction because deepfake videos contain
frame-to-frame information that cannot be fully captured by isolated image classifiers.
CNN-LSTM and recurrent video models attempt to capture temporal inconsistencies
between frames rather than relying only on single-frame evidence [40]. Temporal coherence
methods explicitly model frame-to-frame consistency for more general video face-forgery
detection [41]. TALL converts temporal information into thumbnail layouts to capture long-
range video evidence efficiently [42], while AltFreezing aims to improve generalization
by alternating spatial and temporal training behavior [45]. Temporal reasoning is useful
because manipulated videos can contain unstable facial motion, inconsistent expressions,
or frame-level artifacts that become clearer when predictions are aggregated over time.
Nevertheless, temporal models can be sensitive to clip length, frame rate, face-tracking
quality, and temporal smoothing.

Frequency-domain approaches address a different weakness of spatial classifiers.
These methods are based on the observation that generative models and face-blending
pipelines may leave spectral artifacts that are not obvious in RGB space. Durall et al. showed
that synthetic images can exhibit abnormal frequency distributions, motivating the use of
frequency information to detect generated or manipulated visual content [13]. F3-Net mines
frequency-aware forgery clues to improve face-forgery detection [14]. High-frequency fea-
ture methods and bilateral high-pass filtering further demonstrate that frequency-sensitive
cues can improve robustness under distribution changes [15,16]. More recent work such as
FreqBlender uses frequency knowledge to strengthen deepfake detection performance [17].
Frequency-based cues can complement spatial features, but may be weakened by compres-
sion, resizing, denoising, and platform transcoding.

To improve robustness, self-blending and augmentation-based training strategies
have also been proposed. Self-Blended Images generate pseudo-fake examples from real
images to teach detectors more generic blending artifacts [22]. Standard augmentation
and regularization methods, including RandAugment, MixUp, Random Erasing, and
label smoothing, can further reduce overfitting and improve training stability [35-37,39].
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AdamW is also widely used to stabilize training with decoupled weight decay [38]. These
strategies are useful because deepfake detectors often suffer from dataset bias and may
otherwise learn manipulation-specific or dataset-specific shortcuts.

Multimodal and ensemble methods provide additional ways to improve robustness.
Multimodal approaches exploit audio-visual inconsistencies or affective cues, but they
require reliable audio and can be affected by dubbing, noise, compression, or missing modal-
ities [24,25]. Ensemble learning is a practical alternative because models with different
architectures can capture complementary evidence and reduce error variance. Large-scale
benchmark efforts such as the Deepfake Detection Challenge encouraged the use of stronger
training strategies and model ensembling for deepfake detection [32]. DeepfakeStack also
showed the value of ensemble-based learning in combining complementary detection
evidence [43].

Benchmark datasets and evaluation protocols strongly influence the reported per-
formance. Early datasets such as DeepFakeTIMIT supported initial evaluation, but were
limited in scale and realism [10]. FaceForensics++ became a standard benchmark because
it includes multiple manipulation methods and compression settings [11]. The Deepfake
Detection Challenge dataset increased scale and diversity [32]. DeeperForensics-1.0 intro-
duced real-world perturbation analysis [33], and WildDeepfake emphasized the difficulty
of detecting videos manipulated in-the-wild [34]. Celeb-DF v2 is especially important
because it contains higher-quality face-swap videos with improved synthesis quality, color
correction, and temporal smoothness, as well as an official test list designed to reduce
leakage between training and evaluation [12]. These datasets show that benchmark choice,
preprocessing, split design, compression level, and evaluation protocol strongly affect the
interpretation of reported results.

Recent high-performance methods further show the importance of combining various
cues. Exposing the Deception aims to uncover additional forgery clues for stronger deep-
fake detection [44]. Frequency-aware systems such as F3-Net and FreqBlender emphasize
spectral evidence [14,17]. Temporal systems such as ISTVT, TALL, and AltFreezing empha-
size video-level structure and frame-to-frame consistency [30,42,45]. These developments
indicate that robust detection increasingly depends on the integration of complementary
spatial, temporal, frequency, and model-level evidence rather than relying on a single
artifact type.

The present study is at the intersection of CNN-based detection, transformer-based
detection, video-level aggregation, and ensemble learning. Unlike methods that rely
on a single artifact type or a single model family, it compares ResNet-50, EfficientNet-
B4, ConvNeXt-Small, ViT-Base, and Swin-Base under the same Celeb-DF v2 protocol.
It also uses video-level probability aggregation and a top-three probability ensemble to
improve ranking reliability while reporting frame-level metrics, video-level metrics, ag-
gregation effects, confusion matrices, probability distributions, frame-probability stability,
proof-of-concept temporal-splice sensitivity, and inference efficiency. This design is in-
tended to provide a controlled evaluation of architecture choice, aggregation behavior, and
deployment-relevant trade-offs for video-level deepfake detection.

3. Proposed Methodology

The proposed framework is developed for video-level deepfake detection on Celeb-DF
v2. The goal is to determine whether an input video is genuine or manipulated while
keeping all evaluated backbones under the same training and inference protocol. Unlike
image-level detection, the proposed evaluation treats the video as the primary decision
unit rather than treating every frame as an independent test sample. Frames extracted from
the same video are temporally correlated and often share the same identity, background,
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illumination, compression characteristics, and manipulation artifacts. Therefore, reporting
only frame-level performance may overstate practical detection ability. The framework
first estimates frame-level fake probabilities and then aggregates them into a single video-
level probability. This aggregation is a fixed probability-pooling operation, not a learned
temporal-reasoning module.

Let the complete video dataset be denoted by

D = {(v;,y:) 1, 1)

where v; represents the i-th video, y; € {0,1} is its binary label, y; = 0 denotes an authentic
video, y; = 1 denotes a fake video, and N is the total number of videos. The goal of the
detector is to learn a mapping function

D :v; — P, )

where p; € [0,1] is the estimated probability that video v; belongs to the fake class. The
final predicted label is obtained by applying a decision threshold 7:

>
v

T,
®)
T.

i
i

\O —
s
A\

In this study, T = 0.5 is used as the default decision threshold unless otherwise stated.

The overall methodology is illustrated in Figure 1. The framework consists of four
main stages: (i) video-level data partitioning and leakage prevention; (ii) uniform frame
sampling and preprocessing; (iii) frame-level classification using multiple pretrained back-
bone architectures; and (iv) video-level probability aggregation followed by ensemble
prediction. The end-to-end operational pipeline is shown in Figure 2.

Survey and analysis of the state-of-the-art Deep Learning algorithms for
Deepfak Video Detection

I Figure out the gaps and main challenges |

[ |
| |
| |
| |
| |
| |
| g |
| |
| v £
} | Identify the appropriate algorithm and dataset I :
| v |
| | Propose an Ensemble Model For Deepfak Video Detection ] |
| ¥ |
| - - * =i |
| BN Validate the performance of the | Design and implement the proposed |
| '§. proposed model using ensemble model |
| K benchmark datasets. v 3 |
| Benchmark the results of the proposed o |
| method with current state of the art _g :
|

: oo ——__Y¥__Qualitative evaluation scenarios __ _ _ ___ :

’ 3

| | ¥ — |
| : | Scenario A | I Scenario B I ’ Scenario C | \ |
| . T T T : |
| VA eI IR S | | £ T e LA e ) |
| |
| Yes Improved No |
| Results? |
| |
| Cend D I
AN 7/

Figure 1. Proposed research methodology for video-level deepfake detection. The diagram sum-
marizes the controlled Celeb-DF v2 protocol, including video-level partitioning, frame sampling,
backbone training, and evaluation.
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End-to-end deepfake video detection pipeline

Input videos Uniform frame Preprocessing Backbone Frame-level Video-level
(Celeb-DF v2) sampling and augmentation —P| fine-tuning fake probability aggregation
T=32 224 x 224 CNNs + ViTs P and metrics
Training controls Inference controls
balanced sampler, MixUp/CutMix, TTA, model averaging,
label smoothing, EMA threshold-free AUC/AP

Final reporting is performed at the video level to avoid optimistic frame-level evaluation.

Figure 2. End-to-end deepfake video detection pipeline, including uniform frame sampling, prepro-
cessing, CNN/transformer backbone fine-tuning, frame-level fake probability estimation, test-time
augmentation, video-level mean pooling, and optional top-3 probability ensembling.

3.1. Video-Level Detection Formulation

Each input video v; is first represented as an ordered sequence of decoded frames:

0; = {ri,ll Vidyeons ri,N,- }r (4)

where r; ; denotes the j-th raw frame of video v;, and N; is the total number of frames in
that video. Since videos may have different durations and frame rates, a fixed number
of frames is sampled from each video to produce a uniform input representation. Let T
denote the number of frames sampled per video. The set of sampled frames for video v; is
defined as

Fi=A{xi1,xip, ., xiT} (5)

where x;; € R3>*H*W ig the preprocessed RGB frame t-th, and H = W = 224 in the
proposed implementation.

The detection task is therefore transformed from direct video classification into frame-
level probability estimation followed by video-level aggregation:

v; = Fi = {pi1, piz, - PiT} = Pi (6)

Here, p; ; denotes the fake probability assigned to the t-th sampled frame of the video v;,
and p; denotes the final fake probability at the video-level.

3.2. Uniform Frame Sampling

To ensure that every video contributes the same number of frames to the model,
uniform temporal sampling is used. Uniform sampling avoids biasing the detector towards
the beginning, middle, or end of a video. It also ensures that the sampled frames cover the
full temporal span of the clip rather than being concentrated in a short segment.

For a video v; containing N; decoded frames, the index of the t-th sampled frame is
computed as

t(N; —1
Sijp = round<(?]’_1)>, t=01,...,T—1 (7)

The sampled frame is then given by

Xip = Pl(ris;,)s 8)

where P(-) denotes the preprocessing and normalization operation applied to the raw
frame. In this study, T = 32, meaning that each video is represented by 32 uniformly

https:/ /doi.org/10.3390/computers15070461


https://doi.org/10.3390/computers15070461

Computers 2026, 15, 461

10 of 39

sampled frames. This fixed-length representation allows all backbones to be evaluated
under the same input protocol and enables fair comparison across model families.

3.3. Frame Preprocessing and Normalization

Each sampled frame is resized and transformed into a normalized tensor before
being passed to the backbone network. Let x/9" denote a sampled RGB frame before
normalization. The normalized frame x;; is computed channel-wise as

raw(c,h,w)

(chw) _ irf—_yc, c€{R,G,B}, ®)

X:
1,t o

where y. and 0. denote the ImageNet channel-wise mean and standard deviation, respec-
tively. The values used are

u = (0.485,0.456,0.406), o = (0.229,0.224,0.225). (10)

During training, stochastic transformations are applied to improve generalization and
reduce dependence on low-level artifacts specific to the dataset. These include random
resized cropping, horizontal flipping, color jittering, Rand Augment, and random erasing.
During validation and testing, deterministic preprocessing is used to ensure repeatable
evaluation. The same preprocessing protocol is applied to all backbone architectures so
that the comparison between models is not affected by inconsistent input transformations.

3.4. Frame-Level Feature Extraction

The proposed framework evaluates multiple pretrained image-classification backbones
under the same training and inference protocol. The five selected backbones are intended to
represent complementary model families rather than minor variants of a single architecture:
ResNet-50 represents a classical residual CNN, EfficientNet-B4 represents compound-
scaled efficient CNN design, ConvNeXt-Small represents a modern CNN with transformer-
inspired design choices, ViT-Base represents global patch-based self-attention, and Swin-
Base represents hierarchical window-based transformer modeling. This selection allows a
controlled comparison across classical CNNSs, efficient CNNs, modern CNNS5s, global vision
transformers, and hierarchical transformers while keeping data partitioning, augmentation,
optimization, frame sampling, and video-level aggregation fixed. Let gg, (-) denote the k-th
backbone network, where k € {1,2,...,K}, and K is the number of evaluated backbones.
For a preprocessed frame x;;, the backbone extracts a feature vector:

O = go (xR, (11)

where Dy is the feature dimension of the k-th backbone.
A binary classification head &y, (-) maps the extracted feature vector to two logits
corresponding to the real and fake classes:

o) = g, (F9) = Wit 1 1y, (12)

[

where Wy € R?*Pk and b € R? are the learnable parameters of the classification head.
All parameter counts reported in this article follow a single implementation-level
convention. The original pretraining classification layer of each backbone was replaced
by the two-output real/fake head in Equation (12), and the reported count includes the
complete backbone and this binary head. Counts were obtained from the instantiated two-
class models and are rounded to two decimal places in millions. For the top-3 ensemble,
the exact unrounded counts of ResNet-50, ConvNeXt-Small, and Swin-Base were summed
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before rounding. Consequently, these values differ from nominal architecture counts that
include the original 1000-class pretraining heads.
The logits are converted into class probabilities using the softmax function:
k
exp(ol.(, t,)c)

(k))’

e ce {0,1}. (13)
Lj—0 exp(oi,t,].

P(y =c|xis) =

The fake probability predicted by the k-th model for frame x;; is therefore

P =Py =1 xiy). (14)

This design allows the proposed detector to use strong pretrained spatial representa-
tions while keeping the final decision at the video level. The frame classifier learns local
and global visual evidence of manipulation, whereas the aggregation stage reduces the
influence of noisy or ambiguous individual frames.

3.5. Training Objective

Each backbone is trained as a binary classifier using the frame labels inherited from
the corresponding video labels. Since every sampled frame x;; originates from video v;,
the frame-level label is assigned as

Yit = Yi- (15)
For standard training samples, label-smoothed cross-entropy is used. Let C = 2 be

the number of classes and let € be the label-smoothing parameter. The smoothed target
distribution g, is defined as

1—¢ c=yy
qc—{ e C#f (16)
c—1 Yit
The label-smoothed cross-entropy loss for a frame is
C-1
Lis=—1Y 4qclogP(y=c|uxi). (17)
c=0

When MixUp or CutMix is applied, the model receives a mixed sample and a soft
target. For two frames x, and x;, with labels y, and y;, MixUp constructs

T=Axg+ (1—A)xy, (18)
J=Aa+ (1 =Ny, (19)

where
A ~ Beta(a, «). (20)

For CutMix, a rectangular region from one image is inserted into another image, and the
effective mixing coefficient is adjusted according to the patch area:

Apatcn
A=1- P2 21
Aimage &)
The soft-target cross-entropy loss is then used:
C-1
Lsoft: - Z]]Clogpk(yzc | i) (22)
c=0
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The overall training objective for model k is expressed as

O i = argmin B, Yo L0y 0 r), (23)
(xvy)eB

where B denotes a mini-batch and £ is either L5 or Ly, depending on whether sample
mixing is applied.

3.6. Class-Balanced Mini-Batch Sampling

The Celeb-DF v2 training set contains more fake frames than real frames. If standard
random sampling is used, the model may become biased toward the majority class. To re-
duce this effect, a class-balanced weighted sampler is used during mini-batch construction.

Let n. denote the number of training frames belonging to class c. For a training frame
x; with label y;, the sampling weight is defined as

1
w] = —. (24)
ny,
The probability of selecting frame x; is then
P(x;)) it (25)
Xj) = =,
! Zi\n/lzl Wm

where M is the total number of training frames. This strategy increases the probability
of sampling minority-class examples and produces approximately balanced mini-batches
without discarding majority-class samples.

3.7. Video-Level Probability Aggregation

After a backbone predicts fake probabilities for all sampled frames, frame-level pre-
dictions are aggregated into a video-level score. For model k, the fake probability at the
video-level is computed as the arithmetic mean of the frame probabilities:

) = Z Py, (26)

Mean aggregation is used because it is simple, parameter-free, reproducible, and does not
require training an additional temporal classifier. It also reduces the influence of isolated
noisy frames by averaging evidence over the sampled span of the video. Importantly, mean
pooling should not be interpreted as explicit temporal modeling: it averages independently
computed per-frame probabilities and does not learn motion dynamics, temporal order-
ing, or frame-to-frame dependencies. References to video-level behavior in this article
therefore describe probability aggregation across sampled frames rather than a learned
temporal architecture.
The predicted video label for model k is then obtained as

g = ]I(p( ) > r) (27)

where I(+) is the indicator function and 7 = 0.5 is the default threshold.

Although the proposed backbones operate on individual frames, the final decision
is explicitly video-level. This distinction is central to the methodology because practical
deepfake detection systems are normally required to classify complete videos rather than
isolated frames.
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3.8. Test-Time Augmentation

To improve the stability of frame-level predictions during inference, horizontal-flip test-
time augmentation is applied. For each frame x; ;, the model predicts the fake probability for
the original frame and for its horizontally flipped version. Let #(-) denote the horizontal
flip operation. The original and flipped probabilities are

Pl(,};,)orig =Py =11xiy), (28)
Py = Py = 1| H(x;)). 29)

The test-time-augmented frame probability is computed as

0 _Lm (*)
PirtTA = 5 (pi,t,orzg +Piy flzp)' (30)
The corresponding video-level probability with TTA is

1 T
fz thTA (31)

This inference strategy does not introduce additional trainable parameters. It only averages
predictions under a simple spatial transformation, thereby reducing sensitivity to left-right
orientation and small spatial variations.

3.9. Multi-Backbone Ensemble Prediction

The proposed framework evaluates multiple backbone architectures and combines
the strongest complementary models using probability-level ensembling. Let KC,;;s denote
the selected set of ensemble models, and let K,;s = |Keps| be the number of models in the
ensemble. For each frame, the ensemble fake probability is computed as

pir = @ Z pltTTA (32)

The final video-level ensemble probability is then obtained by averaging over the
sampled frames:

AG?ZS _ Z pens. (33)

Equivalently, the ensemble prediction can be written as an average of model-level

video probabilities:
1 5(%)

“ Ko Y. Pirra (34)
ens kEK ens

ANENS
1

The ensemble decision is obtained as
gt =1p" = 7). (35)

Probability averaging is chosen over stacking or meta-classification because it does not
introduce an additional trainable decision layer. This mitigates the risk of overfitting an ad-
ditional ensemble classifier and keeps the inference protocol transparent and reproducible.
The reported top-3 ensemble combines the strongest and most complementary in-dataset
backbones: ResNet-50 contributes residual local convolutional features, ConvNeXt-Small
contributes modern convolutional features with larger-kernel and transformer-inspired
design choices, and Swin-Base contributes hierarchical window-based attention. The en-
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semble is therefore intended to combine complementary decision evidence from different
representation families. Because this combination increases inference cost, it is evaluated
as an offline maximum-ranking configuration rather than as the default choice for all
deployment settings. No confidence-gated cascade or exhaustive search over all possible
ensemble subsets is implemented in the present study; these deployment-oriented variants
are reserved for future work.

3.10. Leakage-Controlled Model Selection

To ensure that the official test set is used only for final evaluation, model selection
is performed on the development validation split. Let Vyin, Vyar, and Viest denote the
training, validation, and official test video sets, respectively. The splits satisfy

Vtmin N Vval =4, Vtrain N Viest = 9, Vval N Viest = 2. (36)

All frames inherit the split assignment of their source video. Therefore, no frame from a
video in the official test set is used during training, validation, checkpoint selection, or
hyperparameter tuning.

For each backbone, the checkpoint is selected according to the video-level AUC
of validation:

e* =arg max AUC,, (9,’5?“) , (37)
ec{1,...,E} !

where E is the total number of training epochs and 9}5{,‘“ denotes the exponential moving
average parameters of model k at epoch e. The final selected parameters are

0 = 0. (38)

After selecting the checkpoint, the selected model is evaluated once on the official Celeb-DF
v2 test set.

3.11. Owverall Algorithm

The complete inference procedure of the proposed framework is summarized in
Algorithm 1. The algorithm receives an input video, samples a fixed number of frames, ap-
plies preprocessing, obtains frame-level probabilities from the selected backbones, applies
test-time augmentation, aggregates the probabilities at the video level, and produces the
final predicted label.

Algorithm 1 Proposed video-level deepfake detection framework

Require: Input video v;, sampled frame number T, selected models K5, threshold T
Ensure: Video-level fake probability p{"* and predicted label "
1: Decode video v; into raw frames {r;1,7i2,...,7in, }

2: fort =0toT —1do

3: Compute sampled frame index:
tH(N; —1
s;y = round (%)
4: Preprocess sampled frame:
Xip = Plris;,)
5: end for
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Algorithm 1 Cont.

6: for each model k € IC,;;5s do

7: for each sampled frame x;; do
8: Predict original-frame fake probability:
k
Pibie = Py =11 x0)
9: Predict flipped-frame fake probability:

pz(,];,)flip =Py =1]H(xiy))

10: Compute TTA probability:

K 1w (k)
PitTTA = 5 (Pi,t,orig TP, flip)

11: end for
12: Compute model-level video probability:

T
ORI I ()
Pitta = T Z; Pit 1A
=
13: end for
14: Compute ensemble video-level fake probability:
. 1 (k)
pi” = Kons] Y Pirma
ens k

€L ens

15: Compute final video label:

e =1(p > 1)

HENS Hens

16: return p;™, if;

4. Results

This section reports the experimental performance of the proposed deepfake detection

framework on the official Celeb-DF v2 test set. The evaluation is organized into six parts.

First, the frame-level and video-level performance of the five individual backbones and the

top-three ensemble are reported. Second, the effect of video-level aggregation is analyzed

to determine how much performance is gained by aggregating frame predictions across

each video. Third, the ensemble configuration is examined through confusion matrices,

ROC curves, precision-recall curves, and probability distributions. Fourth, test-time aug-

mentation is evaluated to quantify its contribution to final video-level performance. Fifth,

qualitative and diagnostic experiments are presented to examine confidence behavior,

frame-probability stability, and proof-of-concept temporal-splice sensitivity. Finally, infer-

ence efficiency and comparison with related studies are reported to evaluate the practical

relevance of the proposed approach.

All primary metrics are computed at the video level, because the official benchmark

unit in Celeb-DF v2 is the video, rather than the individual frame. Frame-level metrics are

included only as a diagnostic analysis to evaluate the discriminative strength of individual

sampled frames before temporal aggregation. The main performance indicators are accu-

racy, precision, recall, F1-score, area under the ROC curve (AUC), and average precision

(AP). Among these, video-level AUC is treated as the primary metric because it is threshold

independent and directly measures the ability of a detector to rank fake videos above real

videos across all possible thresholds.
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4.1. Per-Backbone Performance

This subsection compares the five evaluated backbone architectures: ResNet-50,
EfficientNet-B4, ConvNeXt-Small, ViT-Base and Swin-Base. The comparison is conducted
under the same dataset split, frame sampling strategy, input resolution, optimization set-
ting, and video-level aggregation protocol. This controlled setting allows the observed
differences to be attributed primarily to architectural behavior rather than to changes in the
preprocessing or training protocol.

4.1.1. Frame-Level Performance

Table 1 reports frame-level performance on the 16,576 sampled test frames. At this
level, each frame is treated as an independent image and classified using a fixed threshold
of 0.5. Although this evaluation is not the main benchmark criterion, it provides useful
insight into how much discriminative evidence each architecture can extract from a single
frame before video-level aggregation.

Table 1. Frame-level performance of the five backbone classifiers and the top-3 ensemble on the
official Celeb-DF v2 test set [12]. Frame-level evaluation treats the 16,576 sampled test frames,
obtained from 518 x 32 video—frame samples, as independent samples. Parameter counts correspond
to the instantiated two-class models and are rounded from exact counts. Reported performance
values are measured in this work; citations identify the original backbone architectures.

Model Params (M)  Accuracy (%) F1(%) AUC (%) AP (%)
ResNet-50 [8] 23.51 94.673 96.077 98.074 97.644
ConvNeXt-Small [31] 49.46 95.150 96.414 99.297 99.436
EfficientNet-B4 [9] 17.55 93.732 95.324 98.337 98.624
Swin-Base [28] 86.75 92.930 94.873 95.586 95.048
ViT-Base [27] 85.80 83.283 88.396 89.359 92.038
Ensemble (top-3, this work) 159.71 94.739 96.137 99.372 99.459

Note: Bold values indicate the best result in each metric column; ties are bolded jointly.

ConvNeXt-Small achieves the strongest individual frame-level performance, with
an AUC of 99.297%, an accuracy of 95.150%, and an F1-score of 96.414%. EfficientNet-B4
and ResNet-50 also perform strongly, reaching frame-level AUC values of 98.337% and
98.074%, respectively. These results indicate that convolutional and modern convolutional
architectures are highly effective in detecting frame-level artifacts in Celeb-DF v2.

The transformer-based models show a more mixed pattern. Swin-Base achieves a
frame-level AUC of 95.586%, while ViT-Base achieves only 89.359%. This implies that
single-frame forensic classification in this context is less effective when the manipulation
evidence is nuanced, local, and texture-based, as global self-attention alone is used. In
contrast, ConvNeXt-Small capitalizes on convolutional locality and integrates contem-
porary design strategies, including transformer-inspired normalization and large-kernel
depthwise convolutions, which may account for its exceptional single-frame performance.

The top-three ensemble achieves the highest frame-level AUC and AP, with values
of 99.372% and 99.459%, respectively. On the other hand, its frame-level accuracy is
marginally inferior to that of ConvNeXt-Small. Accuracy is indicative of performance at
the fixed 0.5 threshold, while AUC evaluates ranking quality across all thresholds. This
distinction is crucial. As a result, the ensemble has already enhanced threshold-independent
separability at the frame level, despite the fact that ConvINeXt-Small remains the most
powerful individual model at the default operating threshold.

4.1.2. Video-Level Performance

Table 2 presents the primary video-level results on the 518 official Celeb-DF v2 test
videos. For each video, the fake probabilities of the sampled frames are averaged to
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obtain a single video-level score. Horizontal-flip test-time augmentation is applied before
aggregation. A video is classified as fake if its final probability is greater than or equal
to 0.5.

Table 2. Video-level performance of the five backbone classifiers and the top-three ensemble on the
official Celeb-DF v2 test set [12]. Video-level AUC is used as the primary metric. Reported values are
measured in this work; citations identify the original backbone architectures.

Model Acc (%) Prec (%) Rec (%) F1(%) AUC (%) AP (%) AAUC (pp)
ResNet-50 [8] 94981 92.896 100.000 96.317 99937  99.967 +1.863
ConvNeXt-Small [31] 96.139 94.444 100.000 97.143 99.845 99.918 +0.548
EfficientNet-B4 [9] 95.753  94.167 99.706 96.857 99.430  99.698 +1.093
Swin-Base [28] 93.436 90.909 100.000 95.238 99.868  99.930 +4.282
ViT-Base [27] 84.556 81250 99.412 89.418 93.923  95.765 +4.564

Ensemble (top-3, this work) 95.174 93.151 100.000 96.454 99.967  99.983 +0.595
Note: Bold values indicate the best result in each metric column; ties are bolded jointly.

The video-level results show a substantial improvement over frame-level evaluation
for most architectures. ResNet-50 achieves the highest AUC at the individual video-level
of 99.937%, followed by Swin-Base with 99.868% and ConvNeXt-Small with 99.845%.
EfficientNet-B4 also performs strongly, with an AUC of 99.430%. ViT-Base remains the
weakest model, with a video-level AUC of 93.923%, but still benefits from aggregation
compared to its frame-level result.

The top-three ensemble, consisting of ResNet-50, Swin-Base and ConvNeXt-Small,
achieves the best overall ranking performance, with a video-level AUC of 99.967% and
an AP of 99.983%. This confirms that the ensemble improves the threshold-independent
separability between real and fake videos. However, the ensemble does not achieve the
highest accuracy or precision at the fixed threshold of 0.5. ConvNeXt-Small achieves the
highest video-level accuracy of 96.139% and the highest precision of 94.444%. This result
shows that the model with the best ranking performance is not necessarily the model with
the best fixed-threshold classification behavior.

A consistent pattern across the results is that the main residual error is the false-
positive classification of real videos rather than the false-negative classification of fake
videos. ResNet-50, ConvNeXt-Small, Swin-Base, and the ensemble all achieve a 100.000%
recall, which means that none of the fake videos is missed at the 0.5 threshold. In contrast,
precision varies substantially, from 81.250% for ViT-Base to 94.444% for ConvNeXt-Small.
This indicates that the main challenge in this evaluation is not detecting fake videos but
reducing the number of real videos incorrectly flagged as fake.

The difference between AUC and accuracy is especially important for interpreting
the ensemble. The ensemble achieves the highest AUC, indicating the best overall ranking
of real and fake videos across thresholds. However, its accuracy is lower than that of
ConvNeXt-Small at the fixed 0.5 threshold. This occurs because probability averaging can
slightly increase the predicted fake probability of some borderline real videos, causing a
small number of real videos to cross the decision threshold. Therefore, the ensemble is
most appropriate when ranking quality or threshold-independent detection is the main
objective, whereas ConvNeXt-Small is preferable when the default threshold and false-
positive reduction are more important.

4.1.3. Cross-Architecture Ranking

Table 3 ranks all models by video-level AUC and includes the standardized two-class
parameter count, pretraining corpus, frame-level AUC, video-level AUC, and the gain ob-
tained from frame-to-video aggregation. The ranking highlights three important findings.
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Table 3. Rank comparison of all five backbones and the ensemble in terms of video-level AUC on
the Celeb-DF v2 test set. Parameter counts correspond to the instantiated two-class models and are
rounded from exact counts. Reported AUC values are measured in this work; citations identify the
original backbone architectures.

Rank Model Params (M) g;zzgnmg Frame AUC (%) Video AUC (%) AAUC (pp)
1 [Ensemble 159.71 N/A 99.372 99.967 +0.595
(top-3, this work) ) ’ ) )
2 ResNet-50 [8] 23.51 ImageNet-1k 98.074 99.937 +1.863
3  Swin-Base [28] 86.75 ImageNet-22k  95.586 99.868 +4.282
4  ConvNeXt-Small [31] 49.46 ImageNet-22k  99.297 99.845 +0.548
5 EfficientNet-B4 [9] 17.55 JFT-300M (NS) 98.337 99.430 +1.093
6 ViT-Base [27] 85.80 ImageNet-21k  89.359 93.923 +4.564

Note: AAUC represents the improvement from frame-level AUC to video-level AUC in percentage points.
Boldface identifies the highest-ranked configuration.

At first, ResNet-50 generates the most robust individual video-level AUC, despite its
significantly smaller size than Swin-Base and ViT-Base. This implies that a convolutional
model with a well-regularized structure may be more effective than a larger transformer-
based architecture in the Celeb-DF v2 setting of the dataset. A plausible explanation is
that the manipulation traces in Celeb-DF v2 are powerfully represented by local spatial
anomalies, including texture inconsistency, boundary blending, and local color disparity.
The convolutional receptive fields are well-suited to these stimuli.

Second, ConvNeXt-Small attains the maximum frame-level AUC and video-level
accuracy, despite ranking below ResNet-50 and Swin-Base in video-level AUC. This implies
that ConvNeXt-Small is the most stable individual model at the default operating thresh-
old, while ResNet-50 and Swin-Base exhibit slightly superior ranking behavior following
video aggregation.

Third, ViT-Base performs the worst among the evaluated backbones. Its low frame-
level AUC suggests that the standard ViT architecture is less effective at extracting the
local forensic traces required for Celeb-DF v2 when trained under the present protocol.
Although video-level aggregation improves its AUC by 4.564 percentage points, the final
performance remains below the other backbones.

4.2. Effect of Video-Level Aggregation

Table 4 isolates the contribution of video-level mean aggregation by comparing frame-
level and video-level AUC for each model. This analysis addresses whether the final
performance is mainly due to strong frame-level classification or to the stabilizing effect of
aggregating multiple frames.

All models benefit from video-level aggregation. The gain is smallest for ConvNeXt-
Small, which improves by only +0.548 percentage points because its frame-level predictions
are already very strong. In contrast, ViT-Base and Swin-Base experience considerable
improvements as a result of aggregation, with a +4.564 and +4.282 percentage point increase,
respectively. This implies that transformer-based models may generate noisier single-frame
predictions, but they become more competitive when independently predicted frame
probabilities are averaged across multiple sampled frames.

The average AUC gain across the five individual backbones is approximately
+2.47 percentage points. This supports the view that video-level aggregation is not merely
a reporting option, but a critical element of the detection pipeline because it improves
the reliability of the final video-level decision by reducing the influence of isolated equiv-
ocal frames. Nevertheless, the result also suggests that robust frame-level performance

https://doi.org/10.3390/ computers15070461


https://doi.org/10.3390/computers15070461

Computers 2026, 15, 461

19 of 39

remains crucial: the most effective aggregated systems are still those whose individual
frame predictions are already highly discriminative.

Table 4. Effect of video-level mean-pool aggregation on AUC and accuracy. Frame-level metrics
treat each sampled frame independently, whereas video-level metrics aggregate predictions across
32 sampled frames per video. Reported values are measured in this work; citations identify the
original backbone architectures.

Model Frame Video Frame Acc Video Acc AAUC
AUC (%) AUC (%) (%) (%) (pp)
ResNet-50 [8] 98.074 99.937 94.673 94.981 +1.863
ConvNeXt-Small [31] 99.297 99.845 95.150 96.139 +0.548
EfficientNet-B4 [9] 98.337 99.430 93.732 95.753 +1.093
Swin-Base [28] 95.586 99.868 92.930 93.436 +4.282
ViT-Base [27] 89.359 93.923 83.283 84.556 +4.564
Ensemble (top-3, this work) 99.372 99.967 94.739 95.174 +0.595

Note: Boldface identifies the proposed ensemble and its best AUC values.

Two practical implications arise from these findings. First, evaluation of deepfake
video detectors using a single frame is insufficient because models with weaker frame-level
performance can improve substantially after video-level probability aggregation. Second,
the most suitable model depends on the application. ConvNeXt-Small and ResNet-50 are
more suitable options for forensic screening at the single-image or thumbnail level. ResNet-
50, Swin-Base, and the top-three ensemble become more competitive for complete-video
analysis because their predictions are stabilized through aggregation.

4.3. Ensemble Analysis

Probability averaging is employed to combine ResNet-50, Swin-Base, and ConvNeXt-
Small in the top-three ensemble. This subsection examines the ensemble from three per-
spectives: threshold-independent ranking behavior, threshold-dependent classification
behavior, and model composition. Because the AUC gain over ResNet-50 is very small, the
ensemble is analyzed together with its inference overhead rather than treated as the default
deployment configuration.

4.3.1. Ensemble Composition

The ensemble members are analyzed according to individual video-level ranking
performance and architectural complementarity within the Celeb-DF v2 protocol. ResNet-
50, Swin-Base, and ConvNeXt-Small are included in the reported top-three ensemble
because they are the strongest individual models in video-level AUC among the evaluated
backbones and provide complementary convolutional and attention-based representations.
EfficientNet-B4 and ViT-Base are not included in this top-three configuration because their
video-level AUCs are lower. This should be interpreted as an in-dataset model-composition
analysis for Celeb-DF v2, not as evidence that the same ensemble composition is optimal
under cross-dataset distribution shift or under a deployment-specific efficiency constraint.

The ensemble that was chosen is also architecturally diverse. With its robust lo-
cal feature extraction, ResNet-50 offers a classical convolutional representation. The
ConvNeXt-Small model offers a contemporary convolutional representation characterized
by transformer-inspired design choices and larger spatial kernels. Hierarchical window-
based self-attention, which Swin-Base contributes, is capable of capturing broader spatial
relationships across facial regions. The ensemble is able to incorporate complementary
local and global evidence as a result of this combination. Table 5 summarizes the individual
ranking performance, parameter count, pretraining source, and inclusion decision for all
five evaluated backbones.
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Table 5. Composition of the top-3 ensemble used for the in-dataset Celeb-DF v2 analysis. The table
reports final individual video-level test AUC values after the unified training and checkpoint-selection
protocol. Parameter counts correspond to the instantiated two-class models and are rounded from
exact counts. The inclusion decision should be interpreted as a Celeb-DF v2 model-composition
analysis based on ranking performance and architectural complementarity, not as cross-dataset or
deployment-optimized model selection. Citations identify the original backbone architectures.

Model Video AUC (%) Params (M) Pretraining Included
ResNet-50 [8] 99.937 23.51 ImageNet-1k  Yes
Swin-Base [28] 99.868 86.75 ImageNet-22k  Yes
ConvNeXt-Small [31] 99.845 49.46 ImageNet-22k  Yes
EfficientNet-B4 [9] 99.430 17.55 JFT-300M (NS) No
ViT-Base [27] 93.923 85.80 ImageNet-21k  No

EfficientNet-B4 is not included in the reported top-three analysis despite its high
accuracy because its AUC is lower than those of the three selected models. ViT-Base
is not included because its substantially weaker AUC and high false-positive tendency
would reduce the reliability of the ensemble average. Therefore, the selected ensemble is
not simply a combination of the largest models; it is a combination of the strongest and
most complementary models under the in-dataset Celeb-DF v2 video-level benchmark.
A broader comparison of all pairwise, top-three, all-model, and cascade variants is not
performed here and is identified as future work.

4.3.2. Confusion Matrix Analysis

Figure 3 and Table 6 report the threshold-dependent confusion matrix behavior at the
0.5 decision threshold. The test set contains 178 real videos and 340 fake videos.

The most important observation is that false positives dominate the remaining error
cases. ResNet-50, ConvNeXt-Small, Swin-Base, and the ensemble all correctly detect all
340 fake videos, producing zero false negatives. EfficientNet-B4 misses one fake video,
while ViT-Base misses two. Therefore, all models except EfficientNet-B4 and ViT-Base
achieve complete recall at the default threshold.

However, the false-positive counts differ substantially. ConvNeXt-Small produces
the fewest false positives, misclassifying 20 of the 178 real videos as fake. EfficientNet-B4
follows with 21 false positives. The ensemble produces 25 false positives, which is fewer
than ResNet-50 and Swin-Base but greater than ConvNeXt-Small and EfficientNet-B4. ViT-
Base produces the weakest false-positive behavior, incorrectly classifying 78 real videos
as fake.

Table 6. Confusion matrix counts and derived metrics for all five individual backbones and the
ensemble on the Celeb-DF v2 official test set. Reported values are measured in this work; citations
identify the original backbone architectures.

Model TP FP FN TN FPR (%) AUC AP

ResNet-50 [8] 340 26 0 152 14.6 0.9994 0.9997
EfficientNet-B4 [9] 339 21 1 157 11.8 0.9943 0.9970
ConvNeXt-Small [31] 340 20 0 158 11.2 0.9984 0.9992
ViT-Base [27] 338 78 2 100 43.8 0.9392  0.9577
Swin-Base [28] 340 34 0 144 19.1 0.9987 0.9993
Ensemble (top-3, this work) 340 25 0 153 14.0 0.9997 0.9998

TP = fake videos correctly detected as fake; FP = real videos incorrectly classified as fake; FN = fake videos
incorrectly classified as real; TN = real videos correctly classified as real. FPR is computed over the 178 real videos.
Bold values indicate the best result in each metric column; ties are bolded jointly.
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Per-Model Confusion Matrices — Celeb-DF v2 test set (32 frames/video, video-level)

ResNet-50 EfficientNet-B4

(AUC = 0.9994)

(AUC = 0.9943)

ConvNeXt-Small
(AUC = 0.9984)

E 152 26 157 21 s 158 20
~ (85.4%) (14.6%) (88.2%) (11.8%) o (88.8%) (11.2%)
[
g @
S £
% 0 340 1 339 £ 0 340
= (0.0%) (100.0%) (0.3%) (99.7%) & (0.0%) (100.0%)
Real Fake Real Fake Real Fake
Predicted Predicted Predicted
ViT-Base Swin-Base Ensemble (top-3)
(AUC = 0.9592) (AUC = 0.9987) (AUC = 0.9997)
= 100 78 144 34 E 153 25
o (56.2%) (43.8%) (80.9%) (19.1%) 4 (86.0%) (14.0%)
2 2
= =
2 2 338 0 340 2 0 340
& (0.6%) (99.4%) (0.0%) (100.0%) & (0.0%) (100.0%)
Real Fake Real Fake Real Fake
Predicted Predicted Predicted

Figure 3. Per-model confusion matrices on the Celeb-DF v2 official test set. The test set contains
178 real videos and 340 fake videos.

The confusion matrix analysis clarifies the difference between ranking quality and
fixed-threshold classification. The ensemble has the best AUC and AP, but ConvNeXt-
Small has the lowest false-positive rate at the default threshold. Therefore, the ensemble is
preferable for threshold-independent ranking, while ConvNeXt-Small is preferable when
the operating threshold is fixed at 0.5 and false positives are especially costly.

4.3.3. ROC and Precision—Recall Analysis

Figure 4 shows the ROC and precision-recall curves for the five backbones and the
ensemble. Because several models operate near the top-left region of the ROC space, their
curves are visually close in the full plot. The zoomed-in ROC curve in Figure 5 provides a
clearer view of the differences in the low-FPR region.

ROC Curves — Celeb-DF v2 test set Precision-Recall Curves — Celeb-DF v2 test set
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Figure 4. ROC curves and precision—recall curves for the five backbones and the top-3 ensemble at

the video level.
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ROC — zoomed (top-left) — Celeb-DF v2 test set
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Figure 5. Zoomed ROC curves for FPR between 0 and 0.20 and TPR between 0.80 and 1.00.

The ensemble achieves the highest ROC-AUC and AP, indicating the best ranking
performance on all thresholds. ResNet-50, Swin-Base, and ConvNeXt-Small also main-
tain near-ceiling ranking performance. EfficientNet-B4 remains competitive, but shows a
slightly less favorable ROC trajectory. ViT-Base is clearly separated from the other models,
particularly in the low-FPR region, which is consistent with its high false-positive count in
Table 6.

The precision-recall curves are particularly relevant because the test set is class-
imbalanced, with more fake than real videos. The ensemble achieves the highest AP,
confirming that its probability scores preserve a strong fake-video ranking across recall
levels. However, the fixed-threshold results show that a practical deployment would still
require threshold selection based on the desired false-positive tolerance. In applications
where false accusations of manipulation are costly, the operating threshold should be
selected on a validation set rather than fixed automatically at 0.5.

4.3.4. Video-Level Probability Distribution

Figure 6 shows the fake-probability distributions at the video-level for real and fake
videos. The fake video distributions are strongly concentrated near high fake probabilities
for most models, indicating that fake videos are generally detected with high confidence.
The main difference between models appears in the distribution of real-video probabilities.

ConvNeXt-Small and EfficientNet-B4 show comparatively better separation around
the decision threshold for real videos, which is consistent with their lower false-positive
counts. ResNet-50 and the ensemble show strong separation overall but retain a tail of real
videos above the threshold. Swin-Base exhibits a wider real-video distribution, leading
to more false positives. ViT-Base shows the weakest separation, with many real videos
receiving elevated fake probabilities. This explains why ViT-Base has both low accuracy
and a high false-positive rate despite achieving high recall.

These probability distributions reinforce the need to report more than AUC alone. A
detector may rank fake videos above real videos very well while still assigning some real
video probabilities above the default decision threshold. Therefore, probability distribution
analysis is essential to understand how the detector behaves at practical operating points.
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Video-Level P(fake) Distribution — Real vs Fake separation per model
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Figure 6. Video-level p(fake) distributions for real and fake videos across all models and the proposed
ensemble. The dashed vertical line indicates the 0.5 decision threshold.

4.4. Effect of Test-Time Augmentation

Table 7 reports the effect of the horizontal re-expansion of the test time on the video-
level AUC. TTA is applied by averaging the fake probability of each original frame and its
horizontally flipped counterpart before video-level aggregation.

Table 7. Effectof horizontal-flip test-time augmentation on video-level AUC for each backbone. AUC
values are measured in this work; citations identify the original backbone architectures.

Model Without TTA (AUC, %) With TTA (AUC, %) AAUC (pp)
ResNet-50 [8] 99.900 99.937 +0.037
Swin-Base [28] 99.850 99.868 +0.018
ConvNeXt-Small [31] 99.830 99.845 +0.015
EfficientNet-B4 [9] 99.520 99.430 —0.090
ViT-Base [27] 93.690 93.923 +0.233

Note: Boldface indicates the largest positive TTA-related AUC change.

TTA improves four of the five backbones. ViT-Base benefits the most, gaining
+0.233 percentage points. This suggests that the weaker single-frame stability of ViT-
Base is partly improved by averaging predictions over the original and flipped views.
ResNet-50, ConvNeXt-Small, and Swin-Base show smaller gains of +0.037, +0.015, and
+0.018 percentage points, respectively. These smaller gains are expected because these
models already achieve high video-level AUC without TTA.

EfficientNet-B4 shows a small decrease of —0.090 percentage points after TTA. This
does not necessarily imply that TTA is harmful in general. Instead, it suggests that, for
this checkpoint and this dataset, the flipped-view probabilities slightly altered the ranking
of a small number of borderline videos. Since the change is small, the result should be
interpreted as a model-specific sensitivity rather than a systematic failure of TTA.

Overall, TTA provides a modest improvement for most models, but the gains are
small compared to the gains obtained from video-level aggregation. Therefore, TTA should
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be viewed as a minor inference-time stabilization step rather than as the main source of
performance improvement.

4.5. Diagnostic and Proof-of-Concept Scenario Analysis

Beyond aggregate metrics, three diagnostic scenarios are evaluated to better under-
stand how the ensemble behaves at the frame and sampled-video levels. These analyses
are not intended to replace the benchmark evaluation or cross-dataset testing. Instead,
they provide interpretability-oriented evidence about confidence behavior, probability
stability across sampled frames, and a limited proof-of-concept response to a synthetic
temporal splice.

4.5.1. Scenario A: Frame-Level Confidence Stratification

Scenario A examines the ensemble’s frame-level predictions across different confidence
ranges. The frames are grouped according to their predicted p(fake) values into high-
confidence correct predictions, lower-confidence correct predictions, and misclassified
predictions. This analysis helps identify which visual conditions lead to confident or
uncertain predictions.

High-confidence real frames receive consistently low fake probabilities, as illustrated
in Figure 7, while high-confidence fake frames receive consistently high fake probabilities.
The ensemble probabilities of the selected real frames are less than 0.10, while the ensemble
probabilities of the selected fake frames are approximately 0.95-0.96. This suggests that the
ensemble generates frame-level scores that are both stable and well-separated in visually
evident cases.

The borderline and misclassified images are the most informative. These typically
involve one or more of the following conditions: nonstandard illumination, atypical head
poses, motion distortion, strong compression anomalies, or background and facial appear-
ance patterns that deviate from typical training examples. Some of these instances indicate
that residual errors may be partially caused by non-manipulation factors that influence the
visual statistics of the frame. This discovery underscores the necessity of conducting addi-
tional robustness experiments in the domains of blur, compression, resolution degradation,
and face-cropping variations.

io A — ictions on indivi test frames (green = REAL, red = FAKE)

Ditake) = 0.087

plfake) = 0.011 pliake) = 0.046 pifoke] = 0.045
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A
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Figure 7. Scenario A: frame-level confidence gallery on the Celeb-DF v2 test set. The top row shows
high-confidence real frames, and the bottom row shows high-confidence fake frames, with ensemble
p(fake) values shown above each frame.

4.5.2. Scenario B: Frame-Probability Stability Across Sampled Video Frames

Scenario B assesses whether the ensemble generates consistent frame-level proba-
bilities across sampled frames from correctly classified videos. Two genuine videos and
two fabricated videos are selected from the correctly classified pool. Each video contains
eight uniformly distributed frames, each annotated with the ensemble’s fake probability.
Figures 8 and 9 present the selected real and fake examples, respectively. This analysis
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describes probability stability across selected sampled frames; it should not be interpreted
as evidence of learned temporal reasoning.

Scenario B — videos classified entirely as REAL (8 uniformly-sampled frames per video)

id36_0008

GT: REAL

mean p(fake) = 0.032
= REAL
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Figure 8. Scenario B: two correctly classified real test videos sampled from Celeb-DF v2, using eight
uniformly sampled frames per video.

Scenario B — two REAL test videos (randomly sampled from 295 correctly-classified) (8 uniformly-sampled frames per video; random sample, not cherry-picked)

1424 1421 0006
FAKE

p=0.95 p=0.95 p=0.95 p=0.95

Figure 9. Scenario B: two correctly classified fake test videos sampled from Celeb-DF v2, using eight
uniformly sampled frames per video.

The per-frame fake probabilities for the selected real videos remain consistently close
to 0.04 for all displayed frames. The per-frame fake probabilities for the selected fake videos
are nearly 0.96. This suggests that the video-level decision is not the result of a limited
number of isolated frames. Rather, the model generates consistent evidence across the
sampled frames.

This frame-probability stability is useful because a detector that depends on only
a few frames may be unstable in practical deployment. The observed stability suggests
that, for these correctly classified examples, the ensemble detects a persistent visual signal
across the sampled frames. However, because this analysis uses only selected correctly
classified videos and does not learn frame-to-frame dependencies, it should be interpreted
as diagnostic evidence rather than proof of universal temporal robustness.

4.5.3. Scenario C: Proof-of-Concept Temporal-Splice Sensitivity

Scenario C evaluates whether the ensemble’s frame-level probabilities respond to a
synthetic temporal splice within a partially manipulated sequence. Since Celeb-DF v2
videos are labeled entirely real or entirely fake, partial sequences are created by splicing
frames from a fake video into a real video and vice versa. This analysis is included only as
a proof-of-concept diagnostic of probability response. It is not a comprehensive temporal-
localization benchmark, not a learned temporal-modeling experiment, and not a spatial
localization experiment. Therefore, the perfect values reported below should not be read as
evidence of general partial-manipulation detection ability.

Two types of sequence are constructed. In the REAL—-FAKE—REAL sequence, the
beginning and ending frames are taken from a real video, while the middle segment
is replaced with frames from a fake video. In the FAKE—REAL—FAKE sequence, the
opposite arrangement is used. The manipulated or inserted segment occupies frames 6 to 25,
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corresponding to 20 frames. Table 8 summarizes the frame-level AUC and detection-delay
results for both sequence types and all smoothing-window settings.

Table 8. Proof-of-concept temporal-splice sensitivity results for two synthetic partial-manipulation
sequences across different smoothing window sizes. The result is based on one real/fake source-video
pair and should not be interpreted as a general localization benchmark.

Sequence Type Smoothing Window Frame-Level AUC Detection Delay
REAL—FAKE—REAL 1 1.0000 0
REAL—FAKE—REAL 3 1.0000 0
REAL—FAKE—REAL 5 1.0000 0
REAL—FAKE—REAL 7 1.0000 0
FAKE—REAL—FAKE 1 1.0000 0
FAKE—REAL—FAKE 3 1.0000 0
FAKE—REAL—FAKE 5 1.0000 0
FAKE—REAL—FAKE 7 1.0000 0

Note: Boldface denotes the identical best AUC obtained by all tested sequence and smoothing-window configurations.

For this single real/fake source-video pair, the ensemble achieves a frame-level AUC
of 1.0000 for both sequence types under all smoothing windows. The detection delay is
zero frames, meaning that the smoothed probability crosses the 0.5 threshold immediately
after the class transition. This value is deliberately reported as a diagnostic outcome
rather than as a benchmark claim. It shows that the ensemble probabilities respond
promptly to this constructed source change, but it does not establish general temporal-
splice detection performance across identities, manipulation qualities, compression levels,
splice positions, splice durations, or lower-confidence manipulations. The probability
trajectories in Figures 10 and 11 show a sharp transition at the splice boundaries for this
controlled example only.

REAL — FAKE — REAL spliced sequence (5 s fake segment from id46_id41_0000 inside id36_00038)

1.0 | [frame-level AUC = 1.0000 ] o FPUCGEnd, comble p(fake)
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Figure 10. Scenario C: REAL-to-FAKE-to-REAL probability trajectory in the proof-of-concept
temporal-splice sensitivity test. The ensemble p(fake) trajectory rises at the inserted fake segment
and returns to the real range after the splice offset for this constructed example.

The result demonstrates that the ensemble can respond to the constructed temporal
splice in this controlled setting. However, this experiment has an important limitation:
it uses one real source video and one fake source video that are already classified with
high confidence. Therefore, the perfect result should not be generalized to all possible
partial manipulations. More difficult cases, such as low-confidence fake segments, heavy
compression, identity-preserving edits, shorter tampered intervals, or more subtle within-
frame manipulations, may produce smaller probability jumps and longer detection delays.
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The experiment should therefore be interpreted as a proof-of-concept diagnostic analysis
rather than a comprehensive temporal-splice benchmark or evidence of pixel-level or
region-level localization.

FAKE - REAL - FAKE spliced sequence (5 s real segment from id36_0008 inside id46_id41_0000)
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Figure 11. Scenario C: FAKE-to-REAL-to-FAKE probability trajectory in the proof-of-concept
temporal-splice sensitivity test. The ensemble probability drops during the inserted real segment and
rises again after the fake segment resumes for this constructed example.

4.6. Inference Efficiency and Model Complexity

Predictive performance alone is insufficient to evaluate a deepfake detector intended
for practical deployment. A model with a high AUC may not be suitable for real-time or
large-scale screening if its latency is high or its throughput is low. Therefore, the evaluated
backbones are compared in terms of parameter count, batched throughput, and single-
frame latency on an NVIDIA H100 GPU.

4.6.1. Latency and Throughput

Table 9 and Figure 12 summarize the results of the inference efficiency. ResNet-50
achieves the highest batched throughput, processing 11,575 frames/s, with a single-frame
latency of 3.14 ms. EfficientNet-B4 has the smallest parameter count, but its throughput
and latency are weaker than those of ResNet-50. ConvNeXt-Small provides strong accuracy,
but requires higher computation than ResNet-50. ViT-Base achieves the lowest single-frame
latency, but its predictive performance is substantially weaker. Swin-Base is the slowest
individual model, with 10.49 ms/frame latency and 1993 frames/s throughput.

Table 9. Inference efficiency of the evaluated models. Parameter counts use the same instantiated
two-class model convention as all performance tables; ensemble parameters are summed from exact
member counts before rounding. Throughput and latency are measured in this work; citations
identify the original backbone architectures.

Model Parameters (M) Throughput (Frames/s) Latency (ms/Frame)
ResNet-50 [8] 23.51 11,575 3.14
EfficientNet-B4 [9] 17.55 5986 8.50
ConvNeXt-Small [31] 49.46 4249 6.36
ViT-Base [27] 85.80 7386 2.94
Swin-Base [28] 86.75 1993 10.49
Ensemble (top-3, this work) 159.71 1214 19.99

https:/ /doi.org/10.3390/computers15070461


https://doi.org/10.3390/computers15070461

Computers 2026, 15, 461 28 of 39

Inference Time — NVIDIA H100 80GB HBM3

Single-Frame Inference Latency (batch size = 1) Batched Inference Throughput (batch size = 128)
19.99 12000 11575

o
e
o

,_.
N
<]

10000

_
o
=

8000 7386

I
w

10.49 5986

6000
8.50
4249

.
w

6.36 1000

Latency (ms / frame)
w >
o o
Throughput (frames / sec)

3.14 2.94 2000 T

1214

[l
w

0.0

0

o se se 3)
e‘]\‘&‘“ \I“'Ba S‘N“\’Bamb\e (xo?
ns®

oD

50 B o\ 2se ase -3 50
el 1 S \m.ﬁ m‘B (509 eV g
e W E“SB{(\\’l\e »e genoe™ o™

X\"“e%

et
RE! E'&c\ co

Figure 12. Inference efficiency comparison on an NVIDIA H100 GPU. Single-frame latency is
measured at batch size 1, and batched throughput is measured at batch size 128.

These results show that parameter count is not the only determinant of inference
speed. EfficientNet-B4 has fewer parameters than ResNet-50 but is slower in both latency
and throughput. Similarly, ViT-Base has many more parameters than ResNet-50 but
has slightly lower single-frame latency. This indicates that architecture type, operator
efficiency, memory access pattern, and GPU kernel implementation also strongly affect
inference speed.

4.6.2. Accuracy-Speed Trade-Off

Figure 13 compares video-level AUC with single-frame latency. The preferred region
is the upper-left area of the plot, corresponding to a high AUC and low latency.

Accuracy-Speed Trade-off on Celeb-DF v2 test set
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Figure 13. Accuracy—speed trade-off of the evaluated models on the Celeb-DF v2 test set.

ResNet-50 provides the strongest practical trade-off. It achieves near-ceiling video-
level AUC while maintaining low latency and the highest throughput. ConvNeXt-Small
provides the best fixed-threshold accuracy but is slower than ResNet-50. Swin-Base achieves
high AUC but has substantially higher latency. The ensemble achieves the highest AUC,
but its latency increases to 19.99 ms/frame and its throughput drops to 1214 frames/s.
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Compared with ResNet-50, this corresponds to a 6.4x latency increase and an 89.5%
throughput reduction for only a 0.030 percentage-point video-level AUC gain. This makes
the ensemble difficult to justify for real-time deployment, although it may still be useful for
offline or resource-rich forensic ranking.

Therefore, the preferred model depends on the deployment constraints. ResNet-50 is
the best choice when high accuracy and computational efficiency are required. ConvNeXt-
Small is attractive when fixed-threshold precision and accuracy are prioritized. The en-
semble is most appropriate for offline forensic analysis or resource-rich settings where
maximum ranking performance is more important than speed.

4.7. Comparison with Related Literature

Table 10 compares the proposed models with the representative published approaches
evaluated on Celeb-DF v2. The video-level AUC is used as the main comparison metric
because it is the most commonly reported metric for this benchmark. However, such com-
parisons should be interpreted carefully because published methods may differ in training
data, preprocessing, face-cropping strategy, frame sampling, augmentation, compression
setting, model selection, and whether the evaluation is in-dataset or cross-dataset.

The proposed top-three ensemble reaches a video-level AUC of 99.97%, while the
proposed ResNet-50 achieves 99.94%. These results are competitive with the strongest
Celeb-DF v2 results reported. Importantly, the ResNet-50 result suggests that near-saturated
in-dataset performance can be achieved without relying on a very large transformer or a
heavy ensemble. This supports the earlier finding that local convolutional representations
remain highly effective for Celeb-DF v2.

Table 10. Comparison with the related literature on the Celeb-DF v2 test set. Reported values should
be interpreted with caution because training data, preprocessing, sampling strategy, and evaluation
settings may differ across studies.

Video-Level

Rank Method/Model Reference Reported Setting AUC (%) Accuracy (%)
1 Proposed ensemble (top-3) This work Official Celeb-DF v2 test set; video-level 99.97 95.17
2 Proposed ResNet-50 This work Official Celeb-DF v2 test set; video-level 99.94 94.98
3 Exposing the Deception [44] Celeb-DF v2 test set; video-level AUC 99.90 NR
4 Proposed Swin-Base This work Official Celeb-DF v2 test set; video-level 99.87 93.44
5 Proposed ConvNeXt-Small This work Official Celeb-DF v2 test set; video-level 99.84 96.14
6 Proposed EfficientNet-B4 This work Official Celeb-DF v2 test set; video-level 99.43 95.75
7 FreqBlender [17] Celeb-DF v2 test set; video-level AUC 99.30 NR
8 Xception/FaceForensics++ baseline [7,11] Celeb-DF v2 test set; video-level AUC 98.50 NR
9 Proposed ViT-Base This work Official Celeb-DF v2 test set; video-level 93.92 84.56
10  Self-Blended Images (SBI) [22] Celeb-DF v2 test set; video-level AUC 93.70 NR
11 TALL [42] Celeb-DF v2 test set; video-level AUC 90.80 NR
12 AltFreezing [45] Celeb-DF v2 test set; video-level AUC 89.50 NR
13 FTCN/Temporal Coherence [41] Celeb-DF v2 test set; video-level AUC 86.90 NR
14  RealForensics [20] Celeb-DF v2 test set; video-level AUC 85.70 NR
15  LipForensics [19] Celeb-DF v2 test set; video-level AUC 82.40 NR
16  F3-Net [14] Celeb-DF v2 test set; video-level AUC 78.90 NR
17 Meso4 / MesoNet [6] Celeb-DF v2 test set; video-level AUC 66.20 NR

Note: NR means not reported. Boldface identifies results obtained in this work; the highest reported accuracy is
also bolded.

The comparison should not be interpreted as a definitive classification of all methods,
despite the fact that the proposed results are highly competitive, unless all models are
evaluated under a unified protocol. Differences in preprocessing, training data, test-time
sampling, face extraction, compression level, and model selection can significantly affect
Celeb-DF v2 results. Consequently, the comparison is most effectively interpreted as
evidence that the proposed framework performs competitively within the Celeb-DF v2
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reported literature, whereas a completely controlled comparison would necessitate more
standardized benchmarking.

5. Discussion

The experimental results offer a number of critical insights into video-level deepfake
detection on Celeb-DF v2. The top-three ensemble obtains the maximum video-level
AUC and AP among the evaluated configurations, demonstrating very high in-dataset
performance under the official Celeb-DF v2 protocol. However, the results should be
interpreted within the scope of the experiments actually performed. A high in-dataset
AUC alone is insufficient to establish cross-dataset robustness, learned temporal reasoning,
localization capability, or deployment readiness. Differences between frame-level and
video-level performance, threshold-independent and threshold-dependent metrics, false-
positive and false-negative errors, and predictive performance versus computational cost
provide complementary information. This section examines these findings in the context of
architecture selection, video-level aggregation, ensemble design, deployment feasibility,
and remaining constraints.

5.1. Effectiveness of Video-Level Agqregation

Video-level aggregation significantly improves detection performance in comparison
to isolated frame-level classification, which is one of the most apparent findings. All evalu-
ated backbones demonstrate a higher AUC after aggregating predictions across sampled
frames. This supports treating deepfake detection as a video-level decision problem rather
than as a collection of independent image-level decisions. Occlusion, illumination variation,
motion distortion, compression, extreme pose, or weak manipulation traces may affect
individual frames. A more stable decision is achieved by averaging predictions across mul-
tiple frames, thereby mitigating the influence of such isolated uncertainty. However, this
improvement should not be interpreted as evidence of learned temporal modeling, because
the aggregation rule does not learn motion dynamics or frame-to-frame dependencies.

Across architectures, the extent of the aggregation advantage is inconsistent. ConvNeXt-
Small demonstrates the least growth in AUC from frame-level to video-level, indicating
that its single-frame predictions are already highly discriminative. The advantages of
aggregation are significantly greater for Swin-Base and ViT-Base, in contrast. This suggests
that transformer-based models may produce less stable frame-level predictions in this
context; however, their predictions become more reliable when temporal evidence is
accumulate across multiple frames. Subsequently, the results suggest that video-level
aggregation is not merely a post-processing procedure; rather, it is a critical element of the
detection framework that substantially impacts the final benchmark performance.

This observation also has practical implications. Models with robust frame-level per-
formance, such as ConvNeXt-Small and ResNet-50, are more appropriate for applications
that require the classification of still images, thumbnails, or extremely brief snippets. Nev-
ertheless, models that capitalize on aggregation can become extremely competitive in the
context of full-video verification. Consequently, the detector that is most suitable for the
objective task is contingent upon whether it is frame-level screening, short-clip verification,
or complete video-level authentication.

5.2. Architecture-Specific Behavior

The findings indicate that the efficacy of deepfake detection is not necessarily enhanced
by larger or more recent architectures. ResNet-50 obtains the highest individual video-
level AUC, despite having significantly fewer parameters than Swin-Base and ViT-Base.
ConvNeXt-Small attains the highest frame-level AUC, the highest video-level accuracy,
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and the highest video-level precision. Conversely, ViT-Base is the least effective of the
backbones that were assessed.

This outcome suggests that architectural inductive bias remains highly important
for deepfake detection. Celeb-DF v2 manipulations often leave local spatial evidence,
including texture irregularities, blending artifacts, color inconsistencies, and boundary-
level artifacts around manipulated facial regions. Convolutional architectures are naturally
well-suited to such local cues because they learn hierarchical spatial filters with locality and
translation-related bias. ResNet-50 and ConvNeXt-Small therefore appear to capture the
dominant forensic signals in the dataset more effectively than the standard ViT architecture.

The weaker performance of ViT-Base does not necessarily imply that transformer
models are unsuitable for deepfake detection. Rather, it suggests that a plain global self-
attention architecture may be less effective when the available training data are limited and
the discriminative evidence is local and fine-grained. Swin-Base performs substantially bet-
ter than ViT-Base, likely because its shifted-window mechanism and hierarchical structure
preserve more locality than standard ViT. This indicates that transformer architectures with
built-in locality or multi-scale representation may be more appropriate for face-forgery
detection than fully global patch-based attention alone.

The results also suggest that the pretraining scale alone is not sufficient to explain the
deepfake detection performance. EfficientNet-B4 and ViT-Base benefit from large-scale
pretraining, but neither outperforms ResNet-50 in this benchmark. This indicates that the
compatibility between the model architecture and the forensic artifact structure may be
more important than the size of the corpus before training alone. For in-dataset Celeb-DF v2
evaluation, a well-regularized convolutional model can remain highly competitive against
larger transformer-based alternatives.

5.3. AUC, Accuracy, and False-Positive Behavior

A central finding is that the best model depends on the metric and operating condition.
The top-three ensemble achieves the highest video-level AUC and AP, which means that it
provides the strongest threshold-independent ranking of real and fake videos. However,
ConvNeXt-Small achieves the highest fixed-threshold accuracy and precision at T = 0.5.
This difference highlights the importance of distinguishing ranking performance from
deployment performance.

The extent to which a detector prioritizes fake videos over real videos across all
practicable thresholds is quantified by the AUC. However, recall, precision, accuracy, and
F1-score are contingent on a specific decision threshold. Although a model may achieve
an exceptional AUC, it may still produce a higher number of false positives at a specific
threshold if the probabilities of specific actual videos exceed the decision boundary. Despite
its superior overall classification, the ensemble fails to produce the lowest false-positive
count at the default threshold, as evidenced by the ensemble.

The false-positive classification of real videos as fake is the primary error mode that
persists. This results in zero false negatives, as multiple models are able to identify all
fraudulent videos at the default threshold. In spite of this, it is not uncommon for real
recordings to be inaccurately assigned high levels of fakery. In the context of practical
media authentication, false positives can have serious consequences, which is why this is
so important. A detrimental effect on trust, reputation, or evidential value can result from
the misidentification of an authentic video as manipulated. Consequently, future research
should not exclusively focus on maximizing AUC; it should also optimize false-positive
control, calibration, and threshold selection.

Based on the application, the deployment threshold should be determined. A security
screening system may prioritize high recall and tolerate a greater number of false positives.
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Even if recall is marginally reduced, a forensic verification system may require extremely
low false-positive rates. Consequently, the evaluation would be further supported by
reporting metrics such as FPR at fixed TPR, TPR at fixed FPR, expected calibration error,
and reliability diagrams.

5.4. Role and Cost of the Ensemble

The top-three ensemble improves video-level AUC and AP compared to all individual
backbones. This confirms that the combination of architecturally different models can
improve the ranking performance. The selected ensemble includes ResNet-50, ConvNeXt-
Small, and Swin-Base, which represent complementary modeling biases. ResNet-50 pro-
vides strong classical convolutional local feature extraction, ConvNeXt-Small provides
modern convolutional representation with larger spatial kernels, and Swin-Base contributes
hierarchical window-based attention. Probability averaging allows the final score to com-
bine local texture evidence and a broader spatial context.

Still, the advantage of the ensemble over the most powerful individual model is
negligible. The ensemble only marginally enhances ResNet-50’s near-ceiling video-level
AUC. Similarly, the ensemble significantly increases the inference cost by necessitating
the execution of all three models. According to the measured latency and throughput
results, the ensemble is the slowest configuration, while ResNet-50 offers the most robust
accuracy—efficiency trade-off.

In the context of deployment, this establishes a critical distinction. The ensemble is
best justified for offline or resource-rich forensic analysis in which threshold-independent
ranking quality is the primary objective and inference latency is not a binding constraint.
It should not be interpreted as the recommended configuration for all practical deploy-
ments. When inference speed and resource efficiency are critical, ResNet-50 is more
suitable for high-throughput or real-time environments. When fixed-threshold accuracy
and precision are prioritized, ConvNeXt-Small is an appealing alternative. Therefore,
the results do not support a single universal deployment option; they instead suggest
task-dependent operating modes: ResNet-50 for efficiency, ConvNeXt-Small for fixed-
threshold precision/accuracy, and the ensemble only for maximum ranking performance
in latency-insensitive settings.

A reliability-aware or cascade-based ensemble is therefore a suitable future direction.
Such a system could first evaluate a video using a lightweight model such as ResNet-50
and activate ConvNeXt-Small and Swin-Base only when the initial prediction is uncertain.
This could preserve much of the ranking benefit of the ensemble while reducing average
inference cost. The strong single-backbone performance observed in this study makes this
direction particularly relevant, but it is not implemented here and should be evaluated in
future work with explicit uncertainty thresholds and average-cost reporting.

5.5. Interpretation of Diagnostic Scenarios

Diagnostic information beyond aggregate metrics is provided by the diagnostic ex-
periments. In Scenario A, the ensemble effectively differentiates between the genuine and
deceptive high-confidence frames. Real frames that exhibit apparent authentic character-
istics receive low fake probabilities, while fake frames that contain visible manipulation
evidence receive high fake probabilities. Despite this, borderline and misclassified cases
serve as evidence that the detector can be affected by compression, atypical visual style, vari-
ation of illumination, motion distortion, and an unusual pose. Both of these observations
are consistent with the quantitative results, which indicate false-positive behavior.

Consistent frame-level probabilities across sampled frames are examined in Scenario
B to determine whether accurate video-level predictions are supported by multiple frames
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rather than by a few isolated samples. The ensemble generates highly consistent frame-level
predictions for selected videos that have been accurately classified as genuine or fake. This
implies that the video-level score is not determined by a small number of isolated decisive
frames in these examples. Instead, the model detects a visual signal that remains consistent
across the sampled span. This is useful for video-level evaluation, but it should not be
interpreted as learned temporal modeling because the frame probabilities are computed
independently before mean pooling.

Scenario C evaluates the sensitivity of frame-level probabilities to a synthetic temporal
splice. For the evaluated source-video pair, the ensemble produces a perfect frame-level
AUC and zero-frame detection delay. This illustrates prompt probability response under
controlled conditions. However, the experiment uses one authentic source video and one
fake source video that were already classified with high confidence. Therefore, the perfect
result does not validate a general temporal-splice detection capability across different
videos, manipulation types, compression levels, splice positions, or splice durations, and
it provides no evidence of spatial within-frame localization. A more complete evaluation
would require a diverse set of source-video pairs, compressed perturbations, shorter
manipulated segments, lower-confidence fakes, genuine partially manipulated videos, and,
where available, manipulated-region masks.

In general, diagnostic scenarios are valuable because they reveal how the detector
behaves internally. They show that the ensemble can produce stable and interpretable
probability patterns, but they also expose the need for broader robustness testing.

5.6. Comparison with Existing Methods

The proposed ensemble and the strongest individual backbone achieve a highly com-
petitive Celeb-DF v2 video-level AUC compared to previously reported methods. This
suggests that the combination of controlled video-level sampling, strong regularization, pre-
trained backbones, test-time enhancement, and probability aggregation is highly effective
for this benchmark.

Nevertheless, comparisons with the related literature should be interpreted with
caution. Deepfake detection results are highly sensitive to the experimental protocol.
Differences in training data, frame sampling, face detection, cropping strategy, compres-
sion level, augmentation, model selection, thresholding, and use of external data can
significantly affect reported performance. Therefore, ranking methods solely according to
Celeb-DF v2 AUC reported may be misleading unless all methods are evaluated within the
same framework.

The near-saturated AUC values also suggest that Celeb-DF v2 is not sufficient by
itself to demonstrate general robustness. High in-dataset performance does not necessarily
imply strong cross-dataset performance. A detector may learn dataset-specific artifacts,
compression signatures, face-alignment patterns, or identity-related biases. Therefore, the
general detection capability of the proposed framework beyond Celeb-DF v2 remains an
open question rather than a demonstrated property. Future work should evaluate cross-
dataset generalization on benchmarks such as FaceForensics++, DFDC, DeeperForensics-1.0,
and WildDeepfake. Such testing would provide stronger evidence of robustness to unseen
manipulation methods and real-world distribution shifts.

5.7. Limitations

Despite the strong results, several limitations remain. First, the evaluation is con-
ducted only on the Celeb-DF v2 benchmark. Although the official test split is used and the
protocol is leakage-controlled, this is still an in-dataset evaluation. No cross-dataset testing
is performed in the present study. The near-ceiling AUC values therefore cannot estab-
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lish generalization to unseen datasets, unseen generation methods, different compression
pipelines, or in-the-wild social-media videos. This limitation is particularly important be-
cause deepfake detectors can exploit dataset-specific compression statistics, face-alignment
patterns, preprocessing artifacts, and identity distributions.

Second, the proposed framework relies on visual information only. It does not in-
corporate audio, speech-lip synchronization, physiological signals, identity consistency,
or metadata. In real-world deepfake detection, multimodal evidence may be necessary
because some manipulations may be visually subtle but inconsistent in audio-visual timing,
identity behavior, or contextual metadata.

Third, the framework operates on sampled frames and uses mean aggregation rather
than explicit temporal modeling. This makes the system simple and reproducible, but it
does not learn motion dynamics or frame-to-frame dependencies directly. No CNN-LSTM,
3D CNN, Video Swin Transformer, TimeSformer, or related learned temporal baseline is
trained in this work. Therefore, the results cannot determine whether explicit temporal
modeling would outperform or complement probability averaging.

Fourth, the ensemble increases computational cost. Although it achieves the best
ranking performance, its improvement over ResNet-50 is only 0.030 percentage points in
video-level AUC while requiring a 6.4 x latency increase. This limits its suitability for real-
time deployment. The present study does not implement a ResNet-50-first confidence-gated
cascade, pruning, distillation, or dynamic model selection. Therefore, the full ensemble
should be interpreted as an offline maximum-ranking configuration rather than as a recom-
mended low-cost deployment model.

Fifth, alternative ensemble schemes are not exhaustively evaluated. The reported
top-three ensemble is motivated by in-dataset ranking performance and architectural com-
plementarity, but pairwise ensembles, all-five ensembles, weighted averaging, calibration-
aware fusion, and uncertainty-gated routing may produce different accuracy—efficiency
trade-offs. These variants require a dedicated deployment-oriented study.

Sixth, the false-positive rate remains a concern. Several real videos are incorrectly
classified as fake at the default threshold. For practical digital media authentication,
reducing false accusations is as important as detecting fake videos. Future work should
therefore include calibration, threshold optimization, and operating-point analysis at fixed
false-positive rates.

Seventh, the temporal-splice sensitivity experiment is diagnostic rather than compre-
hensive. It uses synthetic splicing and one real/fake source-video pair, and it evaluates
frame-level probability response rather than spatial localization. It does not establish
general partial-manipulation detection, temporal localization, or pixel/region-level local-
ization. A more complete localization evaluation would require a larger set of partial
manipulations, different splice lengths, multiple identities, different manipulation qualities,
real-world post-processing conditions, and, for spatial localization, manipulated-region
masks or supervised localization annotations.

5.8. Future Work

Several directions can extend this study. First, cross-dataset evaluation is the highest-
priority extension. Future work should evaluate the Celeb-DF v2-trained checkpoints
directly on additional mainstream benchmarks such as FaceForensics++, DFDC, Wild-
Deepfake, and DeeperForensics-1.0 without fine-tuning to quantify zero-shot cross-domain
AUC, accuracy, AP, and EER degradation. The same leakage-controlled video-level protocol
should then be repeated independently on these datasets, and, where computationally
feasible, leave-one-dataset-out or joint-dataset training should be performed to determine
whether the top-three ensemble composition identified on Celeb-DF v2 remains optimal
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under distribution shift. Until such experiments are completed, the general detection
capability of the proposed framework beyond Celeb-DF v2 remains unproven.

Second, calibration should be added to the evaluation protocol. Temperature scaling,
expected calibration error, Brier score, and reliability diagrams would help determine
whether the predicted probabilities can be trusted as confidence estimates. This is especially
important for forensic and legal applications where probability interpretation matters and
false accusations of authentic content must be minimized.

Third, robustness experiments should be conducted under common real-world dis-
tortions, including JPEG compression, resizing, blur, noise, occlusion, brightness changes,
face-cropping perturbations, and social-media transcoding. Such experiments would
provide a more realistic assessment of deployment performance than a clean in-dataset
benchmark alone.

Fourth, the ensemble should be studied under deployment-oriented alternatives
rather than only as a full three-model average. Future work should compare pairwise
ensembles, all-five ensembles, weighted probability averaging, calibration-aware fusion,
and uncertainty-aware model routing. A reliability-aware cascade is particularly important:
ResNet-50 could process all videos first, while ConvNeXt-Small and Swin-Base would be
activated only for videos whose ResNet-50 confidence is ambiguous. Such a study should
report not only AUC and accuracy but also the percentage of videos routed to the heavy
ensemble, average latency, throughput, and the trade-off between uncertainty threshold
and detection performance.

Fifth, explicit temporal modeling should be incorporated and directly compared
against the mean-pooling baseline used in this study. Candidate architectures include
CNN-LSTM or CNN-GRU models that consume sequences of per-frame backbone features,
3D convolutional networks operating on stacked frame clips, and temporal-transformer
architectures such as Video Swin Transformer or TimeSformer. Such experiments would
clarify whether simple probability averaging is competitive with models that directly learn
motion dynamics and frame-to-frame dependencies.

Sixth, the proof-of-concept temporal-splice sensitivity experiment should be expanded
toward genuine spatial and temporal localization. Future experiments should evalu-
ate a broader and more challenging set of source-video pairs, multiple identities, lower-
confidence examples, different splice lengths and positions, compression levels, and post-
processing conditions. Where ground-truth manipulated-region masks are available, pixel-
level or region-level localization heads, segmentation-based supervision, or saliency-based
evaluation should be added so that spatial localization can be reported alongside frame-
level temporal sensitivity.

Finally, multimodal detection should be explored. Combining visual features with
audio, lip motion, speaker identity, physiological cues, and metadata could improve ro-
bustness against advanced deepfakes that minimize visual artifacts. Building on deepfake-
specific multimodal, frequency-aware, and temporal research [14,17,24,25,30], future work
should evaluate feature-level fusion of complementary spatial, frequency-domain, tempo-
ral, and audio-visual evidence rather than relying only on late probability averaging.

6. Conclusions

This study presented a deepfake detection framework at the video-level for the Celeb-
DF v2 benchmark using uniform frame sampling, regularized backbone fine-tuning, test-
time augmentation, frame-to-video probability aggregation, and probability-level ensem-
bling. Five representative architectures were evaluated under the same experimental proto-
col: ResNet-50, EfficientNet-B4, ConvNeXt-Small, ViT-Base and Swin-Base. The evaluation
included frame-level and video-level metrics, aggregation analysis, ensemble comparison,
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probability-distribution analysis, temporal diagnostic experiments, inference-efficiency
benchmarking, and comparison with related Celeb-DF v2 studies.

The results show that video-level aggregation is essential for reliable deepfake video
detection. All evaluated models improved when frame-level probabilities were averaged
across sampled frames, with particularly large gains for transformer-based models. This
confirms that isolated frame-level evaluation is insufficient for assessing video deepfake
detectors because individual frames may be affected by compression, motion blur, pose
variation, or weak manipulation evidence. Video-level aggregation provides a more stable
and practically meaningful decision.

Among individual backbones, ResNet-50 achieved the strongest video-level AUC
while maintaining a low inference cost, making it the most attractive single-model choice
when both accuracy and efficiency are important. ConvNeXt-Small achieved the highest
fixed-threshold accuracy and precision, indicating stronger control of false positives at
the default threshold. The top-three ensemble of ResNet-50, ConvNeXt-Small, and Swin-
Base achieved the highest video-level AUC and average precision, demonstrating that
combining complementary convolutional and attention-based representations can improve
threshold-independent ranking performance. However, the ensemble also introduced
substantially higher computational cost, and its improvement over ResNet-50 was relatively
small. Therefore, the most suitable model depends on the deployment objective: ResNet-50
for efficient inference, ConvNeXt-Small for lower false-positive operation at the default
threshold, and the ensemble for maximum ranking performance in offline or resource-rich
forensic settings.

The analysis also indicates that the remaining errors are dominated by false positives
on real videos rather than missed fake videos. This finding is important for practical digital
media authentication, where incorrectly labeling authentic content as manipulated may
have serious consequences. Therefore, future systems should not only be optimized for
AUC, but should also consider false-positive control, threshold selection, calibration quality,
and robustness under realistic deployment conditions.

Although the proposed framework achieves highly competitive in-dataset perfor-
mance on Celeb-DF v2, the results should not be interpreted as complete evidence of
cross-dataset or real-world robustness. The near-ceiling AUC values reported here reflect
performance under a leakage-controlled, single-dataset evaluation specific to Celeb-DF v2.
The study is limited by its reliance on one benchmark, visual detection alone, mean-based
probability aggregation rather than learned temporal modeling, and a computationally
expensive ensemble. Future work should therefore evaluate cross-dataset generalization,
social-media compression, resolution degradation, blur, occlusion, and other real-world
perturbations. Additional improvements may also come from uncertainty calibration, dy-
namic ensemble inference, model compression, explicit temporal architectures, multimodal
cues such as audio-visual synchronization and identity consistency, and feature-level fusion
of complementary spatial, frequency-domain, temporal, and audio-visual evidence.

Overall, the findings show that carefully trained convolutional and hybrid ensemble
models can achieve very strong video-level performance on Celeb-DF v2. At the same time,
the study highlights that high benchmark AUC must be interpreted together with false-
positive behavior, computational efficiency, the absence of learned temporal modeling, the
lack of cascade-based deployment evaluation, and the absence of cross-dataset validation.
These considerations are essential before benchmark-oriented deepfake detection can be
extended toward reliable digital media authentication in real-world settings.
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