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Abstract

Contemporary cyber threats increasingly employ multi-stage and behaviourally adaptive
strategies that challenge static intrusion detection and non-adaptive deception mecha-
nisms. Existing approaches typically treat threat detection, deception deployment, and
adversarial attribution as separate functions, limiting timely response and underusing
the behavioural evidence generated during attacker interaction. This study develops and
evaluates a theory-informed computational and operational framework for autonomous
cyber deception. The principal research artefact is a reusable closed-loop architecture
rather than a single predictive model: it specifies the interacting components, interfaces,
data and control flows, decision rules, and feedback mechanisms that connect detection,
deception, telemetry, and attribution. Methodologically, the study follows an engineering
design-and-evaluation approach comprising problem and requirement identification from
the literature, architectural synthesis, component-level mathematical modelling, proto-
type implementation, and controlled cyber-range evaluation. In this context, modelling
refers to the distinct computational models embedded within the framework: a hybrid
detection model combining supervised classification, anomaly detection, and temporal
sequence analysis; a Markov Decision Process and reinforcement-learning policy model
for selecting and reconfiguring deception actions under engagement, intelligence-gain,
resource, and containment objectives; and similarity-based and Bayesian attribution models
for estimating MITRE ATT&CK techniques from incomplete behavioural evidence. The
component models were developed offline using the NSL-KDD, CICIDS2017, UNSW-NB15,
and ToN-IoT datasets, while the integrated prototype was evaluated separately in a con-
trolled enterprise-like cyber range using reconnaissance, brute-force, exploitation, and
multi-stage attack scenarios. The reported classification metrics were calculated from the
labelled cyber-range evaluation events, not by pooling the four benchmark datasets. On
this integrated cyber-range evaluation set, the system achieved 95.4% detection accuracy,
93.6% precision, 94.7% recall, and a 94.1% F1-score, with a mean detection latency of
85 ms. It also achieved 100% honeypot deployment reliability, 92% dynamic reconfigura-
tion success, 88% fingerprinting resistance, and attacker engagement durations of up to
280 s. The attribution component demonstrated end-to-end generation of ATT&CK-aligned
technique hypotheses from deception-derived telemetry; however, the present archived
evaluation does not support per-technique or baseline-comparative performance claims.
These findings show that specialised models and operational services can be coordinated
within a unified adaptive defence process, while also identifying the additional class-level
and ablation evidence required for rigorous attribution validation.
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1. Introduction
The contemporary cyber threat landscape is characterised by a fundamental shift in

adversarial capability, intent, and operational sophistication. Modern attackers increasingly
operate through coordinated, multi-stage campaigns that combine reconnaissance, exploita-
tion, lateral movement, and persistence while continuously adapting their behaviour in
response to defensive controls [1–3]. This evolution has rendered many traditional security
mechanisms inadequate, particularly those designed under assumptions of static attack
patterns and clearly separable detection and response phases.

Intrusion detection systems (IDSs) have historically formed the backbone of net-
work and host-based defence strategies. Early IDS research established foundational
taxonomies and operational models for misuse-based and anomaly based detection [1,4].
While signature-based systems demonstrated effectiveness against known attack patterns,
they inherently lacked resilience against novel or obfuscated threats. Anomaly-based
approaches sought to address this limitation by modelling deviations from normal be-
haviour; however, decades of research have shown that such systems often suffer from
elevated false-positive rates, sensitivity to environmental drift, and limited operational
trust [5,6]. These challenges persist despite significant advances in sensing, logging, and
computational capacity.

The introduction of machine learning into intrusion detection marked a significant
step forward, enabling the modelling of complex, non-linear relationships within high-
dimensional security data. Temporal sequence models, including LSTM architectures,
further enable attack context to be retained across ordered observations and improve the
detection of slow, stealthy, and multi-stage activity [2,7,8]. Other deep learning approaches
have extended this capability to complex network- and host-level classification tasks [9,10].
Publicly available datasets such as UNSW-NB15 and CICIDS-derived traffic corpora have
facilitated systematic benchmarking and comparative evaluation of learning-based IDS
techniques [11–13]. Nevertheless, despite demonstrable improvements in classification
accuracy, most AI-based IDS solutions remain architecturally isolated within security
pipelines. Their outputs are typically reduced to alerts, leaving subsequent response and
analysis to manual or loosely coupled downstream processes.

In parallel with advances in detection, cyber deception has gained renewed attention
as a means of shifting defensive posture from passive observation to active adversarial
engagement. Honeypots and decoy systems have long been recognised for their ability to
attract malicious activity, delay attacker progress, and generate high-fidelity behavioural
data [14,15]. Comprehensive surveys and taxonomies have highlighted the strategic value
of deception in increasing attacker uncertainty and asymmetry in defender–attacker in-
teractions [14,16,17]. However, empirical studies have consistently demonstrated that
static or manually configured deception environments are vulnerable to fingerprinting and
rapid abandonment, particularly by skilled adversaries employing reconnaissance and
environment validation techniques [15,16].

To address these limitations, recent research has explored adaptive and decision-
theoretic approaches to cyber deception. Game-theoretic formulations model deception as
signalling under asymmetric information, capturing strategic interactions between attackers
and defenders [16,18,19]. Reinforcement learning-based approaches further extend this
paradigm by enabling defenders to optimise deception strategies through interaction

https://doi.org/10.3390/computers15070462

https://doi.org/10.3390/computers15070462


Computers 2026, 15, 462 3 of 32

and feedback, balancing engagement benefits against operational cost and risk [20–22].
While these approaches demonstrate conceptual promise, they are frequently evaluated in
constrained or abstract settings and are often decoupled from real-time intrusion detection
mechanisms. As a result, detection, deception, and learning are commonly treated as
separate research problems rather than as components of an integrated defensive system.

A further structural weakness in existing cyber defence architectures lies in the dis-
connect between low-level detection events and higher-level behavioural understanding.
The MITRE ATT&CK framework has emerged as a de facto standard for representing
adversarial tactics, techniques, and procedures (TTPs), enabling structured reasoning about
attacker behaviour across the kill chain [23]. Prior work has demonstrated the value of
ATT&CK-aligned threat intelligence for improving analyst workflows, incident under-
standing, and defensive planning [24,25]. However, in most operational settings, ATT&CK
mapping remains retrospective and analyst-driven, limiting its applicability for real-time
defence, adaptive engagement, and automated decision-making under uncertainty [26].

Taken together, these observations reveal a persistent and critical gap in contemporary
cyber defence: the absence of autonomous, closed-loop architectures that tightly integrate
real-time detection, adaptive deception, and structured behavioural attribution. Exist-
ing systems predominantly emphasise isolated performance improvements whether in
detection accuracy, deception fidelity, or attribution taxonomy without addressing the
systemic interaction between these components [16,17,27]. Consequently, defensive ac-
tions rarely influence attacker behaviour in a principled or optimised manner. In this
study, behavioural intelligence refers to high-fidelity evidence captured during attacker
interaction—such as command sequences, tool usage, timing patterns, navigation paths,
privilege-escalation attempts, and transitions between MITRE ATT&CK techniques—which
can support technique-level attribution, adaptive defence, and analyst decision-making;
however, such evidence remains underexploited in existing systems.

In response to these limitations, this paper develops a theory-informed computational
and operational framework for autonomous cyber deception. The primary contribution is
the framework as a system-level research artefact, not a single monolithic predictive model.
In this paper, a model denotes a bounded mathematical or computational representation
used to perform a specific function, whereas a framework denotes the higher-order, reusable
architecture that organises multiple models and operational services. The framework therefore
unifies real-time threat detection, adaptive deception orchestration, behavioural telemetry, and
behaviour-based attribution by specifying their component responsibilities, interfaces, data
and control flows, decision rules, and feedback relationships within a closed-loop process.

The framework contains and coordinates several specialised component models.
Ensemble-learning and temporal-modelling principles are used to construct the hybrid de-
tection model [7,9,10]; sequential decision theory represents deception as a Markov Decision
Process, and reinforcement learning is used to learn a deception policy under engagement,
intelligence-gain, resource-cost, and defender-side operational and containment-risk objec-
tives [20–22]. In this paper, risk does not mean predictive-model uncertainty or a general
enterprise-risk score. It refers specifically to the possibility that a deception action could
weaken containment or disrupt defensive operations, including attempted movement be-
yond the isolated deception environment, misuse of a decoy as a pivot, accidental exposure
of production assets or sensitive information, excessive consumption of CPU, memory, or
container resources, and failed or unsafe deployment or reconfiguration. Similarity-based
and Bayesian models support technique-level attribution from incomplete and uncertain
behavioural evidence [25]. Closed-loop control principles organise the recurring detect–act–
observe–adapt cycle, while the MITRE ATT&CK framework supplies the domain ontology
for expressing inferred tactics and techniques [2]. Thus, the paper builds component-
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level models within a broader framework; the models perform individual analytical or
decision tasks, whereas the framework governs how those tasks interoperate to produce
autonomous defensive behaviour.

Contributions

This paper makes the following key contributions to the design and evaluation of
autonomous cyber defence systems:

• Closed-loop autonomous cyber deception architecture: We propose a fully au-
tonomous, closed-loop cyber defence architecture that tightly integrates real-time
threat detection, adaptive deception orchestration, behavioural telemetry, and struc-
tured adversarial attribution within a single decision-making pipeline. Unlike existing
systems that treat detection, deception, and attribution as loosely coupled or sequential
processes, the proposed architecture enables continuous feedback between these com-
ponents, allowing defensive actions to influence attackers’ behaviour in real time. By
explicitly modelling the interaction between detection outcomes, deception responses,
and behavioural evidence, the framework advances cyber defence from static monitor-
ing toward adaptive adversarial engagement aligned with modern threat models.

• Hybrid machine learning-based detection engine for low-latency threat identification:
We design and implement a hybrid intrusion detection engine that combines supervised
classification, anomaly detection, and temporal sequence modelling to achieve robust and
low-latency threat detection. By fusing complementary learning paradigms, the detection
engine mitigates the limitations of single-model approaches, improving generalisation to
unseen attacks while maintaining operational efficiency. Temporal modelling enables
the detection of slow, multi-stage attack patterns that evade snapshot-based analysis,
providing a reliable trigger for downstream deception and attribution mechanisms.

• Reinforcement learning-driven adaptive deception controller: We formulate cyber
deception as a sequential decision-making problem and introduce a reinforcement
learning-based deception controller that dynamically reconfigures deception strategies
in response to observed attacker behaviour. The controller optimises deception actions
to maximise attacker engagement and intelligence extraction while accounting for
resource utilisation and defender-side operational and containment risk. This risk
covers loss of isolation or pivoting beyond the decoy environment, exposure of produc-
tion assets or sensitive data, resource exhaustion, and failed or unsafe orchestration.
This adaptive approach addresses the limitations of static and manually configured
deception systems, enabling sustained engagement and reducing susceptibility to
fingerprinting by skilled adversaries.

• Behaviour-based adversarial attribution aligned with MITRE ATT&CK. We develop a
behaviour-based attribution engine that maps deception-derived behavioural evidence
to adversarial tactics and techniques defined in the MITRE ATT&CK framework.
The attribution process combines similarity-based scoring with Bayesian evidence
updating to represent uncertainty and aggregate observations across interaction stages.
By operating at the technique level rather than relying only on static indicators, the
engine provides a structured mechanism for situational awareness and analyst decision
support. The contribution of the present study is the design and integration of this
attribution pipeline; a class-level comparative evaluation of similarity-only, Bayesian-
only, and combined variants is not claimed.

• Comprehensive experimental evaluation in a controlled cyber-range environment. We
evaluate the proposed framework within a controlled cyber-range environment that
emulates realistic attacker workflows and enterprise-like network conditions. The evalu-
ation assesses detection accuracy and latency, deception believability and fingerprinting
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resistance, attacker engagement duration and interaction depth, and the end-to-end
feasibility of generating ATT&CK-aligned attribution outputs from deception-derived
evidence. Detection and deception results are reported quantitatively, whereas attribution
is treated as a proof-of-concept component because the archived experiment does not
retain the per-technique predictions and ablation outputs required for a confusion matrix
or baseline comparison. This distinction prevents framework-level feasibility from being
misrepresented as complete validation of every component model.

2. Related Work and Conceptual Positioning
This section positions the study at two distinct but connected levels: component-level

computational modelling and system-level framework design. The proposed approach
is not confined to threat detection. Threat detection is the first analytical component
and supplies confidence estimates and trigger signals; however, the overall approach
also models adaptive deception as a sequential decision problem, transforms attacker
interactions into structured behavioural evidence, and performs probabilistic technique-
level attribution. The framework coordinates these functions through closed-loop data and
control flows so that detection initiates an action, deception elicits further behaviour, and
the resulting evidence supports attribution and subsequent defensive adaptation.

Accordingly, the term model is used in this paper for a bounded mathematical or
computational representation that performs a specific function. The framework contains
three principal model families: (i) supervised, anomaly-based, and temporal models for
threat detection; (ii) a Markov Decision Process and reinforcement-learning policy model
for selecting and reconfiguring deception actions; and (iii) similarity-based and Bayesian
models for mapping behavioural evidence to MITRE ATT&CK techniques. Behavioural
telemetry and orchestration are enabling services that connect these models but are not
presented as predictive models.

The literature is therefore reviewed across three domains: (i) AI-based intrusion
detection, (ii) adaptive cyber deception, and (iii) behavioural attribution and structured
threat modelling. This organisation does not imply that the framework is primarily a threat-
detection framework. Rather, Section 2.1 examines the detection models that generate the
initial control signal, Section 2.2 examines the decision and adaptation mechanisms used to
change the deception environment, and Section 2.3 examines the models used to interpret
deception-derived evidence. Section 2.4 then synthesises these strands and identifies the
system-level integration gap addressed by the proposed framework.

2.1. AI-Based Intrusion Detection as the Perception Layer

Learning-based intrusion detection systems (IDSs) have been extensively investigated
as a means of overcoming the inherent limitations of signature-based approaches, par-
ticularly in the detection of previously unseen attacks and the modelling of complex,
high-dimensional behaviour patterns [1,2]. Classical supervised learning techniques, in-
cluding tree-based ensemble models, have demonstrated strong detection performance
when trained and evaluated on representative datasets. However, their effectiveness is
often constrained by sensitivity to concept drift, dataset bias, and limited generalisation
beyond the conditions observed during training, which reduces robustness in dynamic
operational environments.

To mitigate these limitations, unsupervised and semi-supervised anomaly detec-
tion approaches have been proposed to identify deviations from established baseline
behaviour without reliance on labelled attack data. While such methods offer improved
coverage for novel and unknown threats, empirical studies consistently report elevated
false-positive rates, which complicate operational deployment and reduce analyst trust in
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alert outputs [5,10]. The trade-off between sensitivity to anomalous activity and practical
usability remains a persistent challenge in anomaly-driven IDS design.

More recently, deep learning techniques have been adopted to capture richer spatial
and temporal dependencies in network and host-level data. Temporal architectures, such as
recurrent neural networks and long short-term memory (LSTM) models, have demonstrated
effectiveness in modelling sequential patterns associated with multi-stage and slow-moving
attacks that evade snapshot-based detection [7,8]. In parallel, hybrid deep learning models
have been applied to encrypted traffic analysis and complex security classification tasks,
further improving detection capability in challenging environments [9]. Bono et al. [8]
similarly used an LSTM-based deep-learning architecture for fault detection and remaining-
useful-life estimation, illustrating the value of gated memory for temporally dependent
condition-monitoring signals.

Despite these advances, a common limitation across much of the IDS literature is the
narrow focus on classification performance as the primary evaluation objective. Detection
is frequently treated as an isolated analytical task, with limited consideration of how
detection outputs can inform adaptive response, adversarial engagement, or higher-level
behavioural reasoning. In particular, IDS outputs are rarely exploited as control signals
for cyber deception mechanisms, nor are they systematically integrated with real-time
attribution pipelines. This disconnect limits the strategic value of detection and highlights
the need for architectures in which intrusion detection operates as an active component of
an autonomous, closed-loop defence system.

Section 2.1 does not, by itself, describe agentic AI. The intrusion-detection models
reviewed here perform a perception and inference function: they classify traffic, estimate
anomaly or attack likelihood, and generate confidence scores or trigger signals. They do not
independently formulate goals, plan multi-step actions, execute changes in the environment,
or learn from an action-observation feedback cycle. Agent-like functionality arises only at
the system level when the detection output updates the Markov Decision Process state,
the reinforcement-learning controller selects a bounded deception action under an explicit
reward function and safety constraints, the orchestration service executes that action,
and subsequent telemetry provides feedback for the next decision. The proposed system
is therefore characterised as a bounded autonomous decision-making framework with
agentic properties, rather than as a general-purpose agentic AI system. In this interpretation,
Section 2.1 reviews the perception layer, whereas Section 2.2 and the closed-loop integration
described in Sections 2.4 and 3 provide the decision, action, and feedback mechanisms.

2.2. Cyber Deception Systems and Associated Risk Types

Deception mechanisms, including honeypots and decoy systems, have been widely
studied as defensive techniques aimed at increasing attacker uncertainty, diverting ma-
licious activity away from production assets, and eliciting high-value intelligence about
adversarial behaviour [14]. Honeypot systems are commonly categorised according to their
level of interaction, reflecting a fundamental trade-off between behavioural fidelity, scalabil-
ity, and defender-side operational risk [15,16]. In this subsection, operational risk is used as
an umbrella term for four safety and service-related categories: (i) containment risk, namely
the possibility that an attacker may communicate with, pivot to, or affect systems beyond
the isolated deception environment; (ii) exposure risk, including unintended disclosure or
reachability of production assets, real credentials, configurations, or sensitive information;
(iii) resource and availability risk, arising when deceptive services consume excessive
CPU, memory, network, container, or orchestration capacity; and (iv) configuration and
management risk, including failed, inconsistent, or unsafe deployment, monitoring, and
reconfiguration of deception assets. High-interaction honeypots provide realistic envi-
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ronments that enable detailed observation of attacker tactics and decision-making, but
they are more resource-intensive and generally carry greater containment, exposure, and
management risk. In contrast, low-interaction honeypots reduce these defender-side risks
and operational overhead, but their simplified behaviour increases fingerprinting risk—the
likelihood that an attacker recognises the asset as deceptive and disengages. Fingerprinting
risk is therefore an effectiveness risk that reduces engagement and intelligence yield, rather
than a direct containment or exposure risk.

Recognising the limitations of static deception deployments, prior research has ex-
plored adaptive deception strategies that respond dynamically to attacker behaviour. Game-
theoretic formulations model deception as a signalling problem under asymmetric infor-
mation, capturing the strategic interplay between attackers and defenders and providing
insight into optimal defensive signalling policies [17,19]. Complementary to this perspec-
tive, survey and taxonomy-driven studies have systematically characterised defensive
deception techniques, threat models, and deployment considerations, establishing a con-
ceptual foundation for adaptive deception design [17].

More recently, learning-based approaches have been proposed to enable autonomous
adaptation of deception strategies in adversarial environments. Reinforcement learning
techniques, in particular, have been investigated as a means of optimising deception policies
through interaction and feedback, allowing defenders to balance attacker engagement and
intelligence gain against operational cost and the defender-side risks defined above [21,22].
In this study, containment, exposure, resource/availability, and configuration/management
risks constrain whether a deception action is safe to deploy, whereas fingerprinting re-
sistance is evaluated as a measure of deception effectiveness and believability. While
learning-based approaches demonstrate promising results in controlled settings, much
of the existing literature evaluates deception mechanisms in isolation or under narrowly
defined scenarios. As a result, few systems provide a fully integrated architecture in
which real-time intrusion detection informs autonomous deception reconfiguration, and
deception-derived behavioural evidence is systematically leveraged for structured attri-
bution. This fragmentation limits the effectiveness and practical applicability of adaptive
deception in operational cyber defence.

2.3. Behavioural Attribution and Structured Threat Modelling

Attribution remains one of the most challenging problems in cyber security, owing to
widespread adversarial practices such as obfuscation, tool reuse, infrastructure sharing, and
deliberate counter-forensic techniques designed to mislead defenders. These factors signifi-
cantly complicate actor-level attribution, which often requires external intelligence sources
and long-term analysis. From an operational perspective, technique-level attribution has
therefore emerged as a more practical and actionable objective, as it directly supports
incident response, threat hunting, and defensive planning by characterising adversarial
behaviour rather than attempting to infer identity.

The MITRE ATT&CK framework has become a widely adopted standard for repre-
senting adversarial behaviour through a structured taxonomy of tactics, techniques, and
procedures (TTPs), enabling systematic mapping of observed activity to known adversarial
patterns [24]. Prior research has demonstrated the value of ATT&CK-aligned threat intelli-
gence for enhancing analyst workflows, improving situational awareness, and supporting
consistent reasoning across incidents and organisations [25,26]. By abstracting low-level
events into higher-level behavioural constructs, ATT&CK facilitates a shared vocabulary
for both human analysts and automated systems.

To address uncertainty and incomplete evidence in attribution, probabilistic and
Bayesian reasoning approaches have been explored as a means of aggregating heteroge-
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neous indicators and supporting inference under uncertainty [27]. Such methods offer a
principled framework for combining multiple behavioural signals, weighting evidence
over time, and expressing confidence in attribution outcomes. However, their application
in operational settings remains limited, particularly in environments where behavioural
evidence is generated dynamically through attacker interaction.

Despite these advances, most ATT&CK-driven attribution pipelines remain largely
retrospective and analyst-driven, operating offline and detached from real-time defensive
processes. Automated attribution mechanisms that operate in real time and are tightly
integrated with deception systems are still rare. In particular, the systematic coupling of
deception-derived behavioural evidence with probabilistic attribution models remains
underexplored. This gap constrains the ability of current systems to exploit attacker–
defender interaction for timely, intelligence-driven defence, underscoring the need for
integrated architectures that unify adaptive deception and behaviour-based attribution
within a closed-loop defensive framework.

2.4. Synthesis and Positioning of the Framework

The review confirms that the proposed methodological approach is broader than threat
detection. Detection provides the initial inference and trigger, but it is only one compo-
nent of the complete defensive process. The deception component determines how the
environment should respond and adapt; the telemetry component captures the attacker’s
subsequent interactions; and the attribution component converts those interactions into
structured, uncertainty-aware evidence about adversarial techniques. These functions ad-
dress different research problems and are represented by different component-level models.
This division also clarifies the relationship to agentic AI: the detection subsystem supplies
perception but is not itself an agent; bounded agency emerges from the framework-level
coupling of state estimation, goal-directed policy selection, action execution, and feedback.

At the system level, the contribution is the framework that specifies how these models
and operational services interact through defined inputs, outputs, decision rules, and
feedback paths. The central research gap is therefore not simply insufficient threat-detection
accuracy; it is the absence of an autonomous architecture that tightly couples detection with
reinforcement learning-driven deception and ATT&CK-aligned probabilistic attribution.
The proposed framework addresses this gap and is evaluated both at the component-model
level and at the end-to-end system level within the cyber range.

The term ‘continuous learning architecture’ has been removed because it could incor-
rectly imply that all models are retrained online after each new event. The proposed system
is more accurately described as a closed-loop adaptive architecture. It continuously receives
telemetry, updates the current operational state, accumulates behavioural evidence, revises
attribution confidence, and selects the next deception action. This operational adaptation
must be distinguished from continual machine learning: the detection and attribution mod-
els are trained offline and remain fixed during runtime, while the reinforcement-learning
policy is learned during a controlled training phase and then used for action selection.
Thus, ‘continuous’ refers to uninterrupted sensing, feedback, evidence accumulation, and
decision-making—not to automatic, incremental retraining of every component model.
Full continual learning, including drift-aware updates and safeguards against catastrophic
forgetting, is outside the scope of this study.

3. Proposed Framework
The proposed framework is a theory-informed computational and operational archi-

tecture composed of four tightly coupled and functionally interdependent subsystems: a
hybrid machine learning-based detection engine, a reinforcement learning (RL)-driven
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deception controller, a behavioural telemetry pipeline, and an attribution engine aligned
with the MITRE ATT&CK framework [24,25]. The framework should not be interpreted
as a single model. Rather, it is the system-level structure within which separate models
are developed, trained, executed, and coordinated. At the component level, the detection
engine operationalises ensemble and temporal inference, the deception controller opera-
tionalises sequential decision theory through an MDP and an RL policy, and the attribution
engine operationalises similarity-based and Bayesian reasoning under uncertainty. At
the architectural level, the framework defines component responsibilities, interfaces, data
flows, control signals, decision rules, and feedback relationships required for autonomous
operation. These subsystems are therefore not independent models assembled ad hoc,
but mutually dependent elements of a reusable closed-loop architecture. The overall sys-
tem follows an event-driven design paradigm in which defensive actions are triggered
by observed system and network events rather than static schedules or predefined work-
flows. Detection outcomes act as control signals that initiate and guide deception strategies.
Deception interactions, in turn, generate rich behavioural telemetry capturing attacker
actions, temporal dynamics, and interaction context. This evidence is processed by the
attribution engine, which updates situational understanding by mapping observed activity
to structured adversarial techniques. The resulting attribution insights are fed back into
the system to inform ongoing deception and defensive adaptation, thereby establishing a
closed-loop interaction between detection, deception, and behavioural analysis.

Figure 1 presents the conceptual, system-level architecture of the proposed au-
tonomous cyber deception framework, whereas Figure 2 presents the corresponding
implementation and deployment view. Figure 1 defines the closed-loop relationships
among threat detection, adaptive deception, behavioural telemetry, attribution, and analyst
reporting. Figure 2 shows how these architectural functions are realised as interacting
services within the cyber-range environment, including the detection service, deception
orchestrator, attacker-engagement assets, behavioural analytics, attribution engine, external
threat-intelligence interfaces, and analyst-facing dashboard.

Figure 1. Closed-loop autonomous cyber deception architecture.
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Figure 2. System-level implementation of the proposed framework.

Accordingly, Figure 2 should be read as the implementation-level realisation of Figure 1
rather than as a separate or unrelated framework. It makes the operational data and control
flows explicit: detection outputs trigger deception actions, deceptive interactions generate
behavioural telemetry, and the resulting evidence is processed for attribution and presented
through analyst-facing interfaces.

3.1. Hybrid Machine Learning-Based Detection Engine

To mitigate reliance on a single modelling paradigm, detection is formulated as
ensemble inference combining supervised, anomaly-based, and temporal models [2,7,8].

Let C denote the set of classes and let x be a feature vector describing a network flow
or session. PRF(c | x) denotes the posterior probability predicted by a Random Forest
classifier, PLSTM(c | x1:t) denotes the temporal prediction from an LSTM model given a
sequence of observations x1:t, and PIF(c | x) represents a transformed anomaly-derived
score from Isolation Forest.

The final ensemble decision is computed as follows:

ŷ = arg max
c∈C

(w1PRF(c | x) + w2PLSTM(c | x1:t) + w3PIF(c | x)), (1)

subject to:
w1 + w2 + w3 = 1, wi ≥ 0. (2)

The weights wi are calibrated on validation data to balance detection performance
and latency.

Temporal Modelling with LSTM

The LSTM component captures sequential dependencies indicative of multi-stage
attacks [7,8]. Unlike a vanilla Elman recurrent neural network, an LSTM maintains both a
hidden state and a separate cell state, with gated transformations controlling information
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retention, update, and exposure. Let xt denote the feature vector at time step t, ht−1 the
previous hidden state, and ct−1 the previous cell state. The standard LSTM recurrence is
as follows:

it = σ(Wixt + Uiht−1 + bi), ft = σ(Wfxt + Ufht−1 + bf), ot = σ(Woxt + Uoht−1 + bo),
gt = tanh(Wgxt + Ught−1 + bg), ct = ft ⊙ ct−1 + it ⊙ gt, ht = ot ⊙ tanh(ct),

(3)

yt = softmax(Wyht + by), (4)

Here, it, ft, and ot are the input, forget, and output gates, respectively, while gt is
the candidate-cell transformation. Together, these four transformations regulate what
information is written, retained, exposed, and proposed for the cell state. The vector ct is
the updated cell state and ht is the exposed hidden state. The logistic function σ(·) maps
each gate to [0, 1], tanh(·) forms bounded candidate content, and ⊙ denotes element-wise
multiplication. W, U, and b denote the trainable input-weight, recurrent-weight, and bias
parameter families. ct is the explicit cell-state update that enables selective retention of long-
range information, while ht produces the hidden state. The class-probability distribution yt

is obtained through the softmax output in Equation (4).

3.2. Adaptive Deception Engine

Adaptive deception is treated as sequential decision-making under uncertainty, lever-
aging reinforcement learning principles [22,28]. The deception controller selects and de-
ploys deception actions to maximise engagement and intelligence yield while controlling
operational cost.

3.2.1. Finite MDP Specification

The adaptive-deception controller is formulated as a finite Markov Decision Process
(MDP), M = (S, A, P, R, γ), in which S is the discrete state space, A is the bounded deception-
action set, P(s′|s,a) is the environment transition structure, R is the immediate reward,
and γ is the discount factor. A decision step is generated after each five-second telemetry
window or immediately after a high-severity event. An episode begins when the malicious-
confidence trigger is reached and ends when the attacker disengages, the interaction is
isolated or terminated, a containment violation occurs, or 50 decision steps have elapsed.

M = (S, A, P, R, γ). (5)

The state at decision time t is represented by the five-component tuple st = (dt, pt, ct, bt, ut).
The variables encode detection confidence, attack phase, active deception configuration,
engagement depth, and resource utilisation, respectively. Table 1 specifies the discretisation
used to make the state space finite and technically evaluable.

st = (dt, pt, ct, bt, ut) ∈ S. (5a)

The Cartesian product therefore contains |S| = 3 × 4 × 4 × 3 × 3 = 432 possible
discrete states. The bounded action set contains six actions:

• a0: maintain the current deception configuration;
• a1: deploy or reconfigure Cowrie for SSH/Telnet interaction;
• a2: deploy or reconfigure Dionaea for malware-oriented interaction;
• a3: deploy the combined Cowrie–Dionaea deception profile;
• a4: mutate deception artefacts, including service banners, decoy credentials, and

exposed metadata;
• a5: isolate and terminate the interaction when a safety threshold is exceeded.
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Table 1. Finite state representation used by the adaptive-deception MDP.

State Element Symbol Discrete Categories and Operational Definition Cardinality

Detection confidence dt
Low: 0.50–<0.70; medium: 0.70–<0.90; high: 0.90–1.00. The
MDP is activated only after the detector reaches 0.50. 3

Attack phase pt

Reconnaissance; credential access; exploitation; post-
exploitation, assigned from the current scenario step and
ATT&CK-aligned behavioural evidence.

4

Deception configuration ct
No active decoy; Cowrie; Dionaea; combined
Cowrie–Dionaea profile. 4

Engagement depth bt
Shallow: 0–2 distinct behavioural events; moderate: 3–7; deep:
≥8 or any privilege-escalation/post-exploitation indicator. 3

Resource utilisation ut

Low: <0.40; medium: 0.40–0.70; high: >0.70, using the
maximum normalised CPU, memory, active-container, and
orchestration-latency ratio.

3

Actions that are infeasible in the current configuration or would exceed the resource
or containment threshold are excluded by action masking. The transition structure is
partly deterministic and partly stochastic. Conditional on successful orchestration, the
deception-configuration component follows the selected action; detection confidence, attack
phase, engagement depth, and resource utilisation are recomputed from the next telemetry
window and therefore depend on both attacker behaviour and system response. Because
Q-learning is model-free, an analytical transition matrix is not assumed in advance. For
reproducibility and diagnostic analysis, the transition probability can be estimated from
observed cyber-range transitions as follows:

P̂(s′|s, a) = N(s, a, s′)/Σ∼
s

N(s, a,
∼
s), (6)

where N(s,a,s′) is the number of observed transitions from state s to state s′ after action
a. A deployment failure leaves ct unchanged and updates ut and the cost term; attacker
disengagement, explicit isolation, a containment/exposure event, or the 50-step limit
produces a terminal transition. This formulation makes it explicit that the Markov property
is an operational approximation: the selected state variables summarise the information
available to the controller, while unobserved attacker intent remains outside the current
MDP and motivates the POMDP extension discussed in Section 8.

3.2.2. Q-Learning Policy and Reward Definition

For a non-terminal transition (st, at, rt, st+1), the controller updates the action-value
function using the standard tabular Q-learning rule:

Q(st,at)← Q(st,at) + α[rt + γ maxa
′ Q(st+1,a′) − Q(st,at)]. (7)

Here, α is the learning rate and γ is the discount factor. The finite-horizon con-
troller specification fixes γ = 0.95 so that delayed engagement and intelligence gains
influence action selection while future rewards remain discounted. As explained in Section
Reinforcement-Learning Evaluation Scope, the historical 100-episode trace is not retained
as reproducible training evidence because its complete α and exploration metadata were
not archived; therefore, no convergence claim is derived from Equation (7).
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The immediate reward is defined explicitly as a weighted combination of engagement,
intelligence gain, and defender-side cost:

rt = λ1 f_engage(t) + λ2 f_intel(t) − λ3 f_cost(t) + r_safe(t), (8)

with λ1 = 0.35, λ2 = 0.45, and λ3 = 0.20. These values were fixed a priori to prioritise
information gain, followed by sustained engagement, while retaining an explicit penalty
for resource use and defender-side risk; they are design parameters and are not claimed to
be globally optimal.

The engagement term measures incremental active interaction time during a decision
interval and is normalised to [0, 1]:

f_engage(t) = min(∆τt/30 s, 1). (9)

The intelligence term combines newly observed behavioural diversity with the reduc-
tion in uncertainty of the ATT&CK-technique posterior:

f_intel(t) = 0.5 min(n_new,t/5, 1) + 0.5 max{[H(qt−1) − H(qt)]/log K, 0}. (10)

Here, n_new,t is the number of previously unseen commands, tools, privilege-escalation
indicators, or technique transitions observed since the preceding decision; qt is the posterior
distribution over K candidate ATT&CK techniques; and H(q) = −Σk q(k)log q(k) is Shannon
entropy. The first term rewards evidence diversity and the second rewards a reduction in
attribution uncertainty.

The cost term combines normalised resource demand, orchestration delay, and opera-
tional risk:

f_cost(t) = 0.40ρt + 0.20ℓt + 0.40qtˆrisk. (11)

The variable ρt is the maximum normalised CPU, memory, and active-container
utilisation; ℓt = min(Lt/2 s,1) is the normalised orchestration latency; and qtˆrisk is 0 under
normal containment, 0.5 when a resource/configuration warning threshold is crossed,
and 1 when a containment or exposure event is observed. A containment or exposure
event additionally sets r_safe(t) = −1 and terminates the episode; otherwise r_safe(t) = 0.
This hard penalty prevents engagement or information gain from compensating for an
unsafe action.

The four defender-side risk categories are: (i) containment risk, including attempted
communication or pivoting beyond the isolated deception segment; (ii) exposure risk, in-
cluding unintended reachability or disclosure of production assets, credentials, or sensitive
information; (iii) resource and availability risk; and (iv) configuration risk arising from
failed or unsafe deployment. These risks are distinct from uncertainty in the detection and
attribution models.

3.2.3. Deception Optimisation Objective

The policy objective is to maximise the expected discounted return over an episode:

J(π) = Eπ[Σt=0
T γt rt], π* = arg maxπ J(π). (12)

Equivalently, substituting Equation (7) gives the explicit multi-objective form:

maxπ Eπ[Σt=0
T γt(0.35 f_engage(t) + 0.45 f_intel(t) − 0.20 f_cost(t) + r_safe(t))]. (13)
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The fixed coefficients make the optimisation target reproducible and interpretable.
They are not presented as universally optimal weights; sensitivity analysis across alternative
organisational priorities remains necessary before operational deployment.

3.3. Behavioural Telemetry Pipeline

The telemetry pipeline collects raw interaction data from deceptive assets (e.g., session
logs, command sequences, timing, and packet captures). Raw telemetry is transformed
into a structured behavioural evidence representation B used for RL state construction and
attribution. The pipeline is implemented to support near-real-time ingestion and analysis
within controlled experiments [6].

3.4. Attribution Engine

Attribution maps behavioural evidence to MITRE ATT&CK techniques using similarity
scoring and Bayesian inference [25,27].

3.4.1. Similarity-Based Technique Scoring

Let Ti denote a candidate technique and b = (b1, . . . , bn) an observed behavioural
feature vector. Each technique has a signature ti = (ti,1, . . . , ti,n). The similarity score is
computed as follows:

Score(Ti | b) =
∑n

k=1 ωk sim(bk, ti,k)

∑n
k=1 ωk

, (14)

and the predicted technique is:

T̂ = arg max
Ti

Score(Ti | b). (15)

3.4.2. Bayesian Attribution

To incorporate uncertainty:

P(Ti | B) =
P(B | Ti)P(Ti)

∑j P(B |Tj)P(Tj)
. (16)

Assuming conditional independence:

P(B | Ti) =
n

∏
k=1

P(bk | Ti), (17)

and the Bayesian decision rule is:

T̂Bayes = arg max
Ti

P(Ti | B). (18)

3.5. Engagement Duration Modelling

Attacker engagement duration τ is treated as a random variable. The expected en-
gagement time is as follows:

E[τ] =
∞

∑
t=0

t P(τ = t), (19)

where effective deception strategies increase E[τ] compared to non-deceptive baselines [17,28].

4. Methodological Approach and Experimental Design
This study adopts a theory-informed engineering design-and-evaluation methodology

in which the framework is treated as the principal research artefact. The methodological
process comprises five linked stages: (i) identifying the operational problem and deriving
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design requirements from the limitations established in the literature; (ii) synthesising
the closed-loop architecture and specifying component responsibilities and interfaces;
(iii) developing the separate computational models required by the detection, deception,
and attribution subsystems; (iv) implementing and integrating these models and services as
an executable prototype; and (v) evaluating both component performance and end-to-end
framework behaviour in a controlled cyber-range environment. This sequence makes
it clear that mathematical modelling is one stage within the construction of the broader
framework, rather than an alternative description of the framework itself.

To ensure reproducibility and methodological transparency, all experiments are con-
ducted within a controlled cyber-range environment that enables repeatable attacker–
defender interactions under consistent network and system configurations. The experi-
mental setup mirrors realistic enterprise scenarios while allowing fine-grained control over
attacker behaviour, deception deployment, and telemetry collection. This design enables
precise measurement of system responses to diverse attack strategies and facilitates direct
comparison across experimental runs.

Detection performance is evaluated using standard classification metrics alongside
latency measurements, capturing both analytical accuracy and real-time operational viabil-
ity. Deception effectiveness is assessed through measures of believability and resistance
to fingerprinting, as well as the system’s ability to sustain meaningful attacker interaction
over time. Attacker engagement is analysed by examining interaction depth and duration,
reflecting the framework’s capacity to delay adversarial progress and elicit behavioural
evidence. For attribution, scripted attack steps provide ATT&CK-aligned ground-truth
labels and the pipeline is evaluated for end-to-end generation of technique hypotheses.
However, the archived evaluation preserves only aggregate summaries and not the per-
technique predictions, posterior vectors, session-duration strata, or similarity-only baseline
outputs required for class-level metrics, confusion matrices, calibration analysis, or ablation.
Accordingly, attribution is evaluated as implementation feasibility rather than as a fully
validated classification result.

The experimental design is explicitly aligned with the component-level mathemat-
ical formulations presented in Section 3. Detection metrics evaluate the hybrid ensem-
ble model, engagement and intelligence measures evaluate the reinforcement learning
policy and reward formulation, and attribution outcomes evaluate the probabilistic and
similarity-based attribution models. System-level measures, including orchestration re-
liability, reconfiguration success, latency, and end-to-end engagement, evaluate whether
these component models operate coherently when integrated within the framework. By
separating component-model validation from framework-level evaluation, the methodol-
ogy provides an evidence-driven assessment of both analytical performance and practical
closed-loop operation. Risk-related evaluation is correspondingly interpreted as a testbed-
level safety and operational-cost assessment rather than as a comprehensive financial, legal,
or enterprise-risk analysis.

To provide a clear overview of the experimental process, Figure 3 illustrates the
end-to-end methodology and evaluation workflow used in this study.

Figure 3 illustrates the end-to-end experimental workflow used to evaluate the pro-
posed autonomous cyber deception framework. The workflow captures the interaction
between the controlled cyber-range environment, execution of adversarial scenarios, real-
time detection, adaptive deception, behavioural telemetry collection, attribution, and
performance evaluation across repeated experimental runs. This representation demon-
strates how the experimental design aligns with the closed-loop operation of the proposed
framework and supports systematic, reproducible evaluation.
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Figure 3. Experimental methodology and evaluation workflow.

4.1. Experimental Environment and System State Formalisation

Experiments were conducted in a controlled cyber-range environment [6]. The en-
vironment emulates a small enterprise-like topology using VirtualBox virtual machines
interconnected through segmented virtual networks. Deception services were deployed
using containerised Cowrie and Dionaea instances, enabling controlled instantiation, muta-
tion, and isolation.

At every controller decision point, raw telemetry was converted to the finite state
tuple defined in Equation (6) and Table 1. Detection confidence was obtained from the
hybrid detector; the attack phase was assigned from the current scripted scenario step
and ATT&CK-aligned evidence; the deception-configuration variable was read from the
orchestrator; engagement depth was derived from cumulative distinct behavioural events;
and resource utilisation was calculated from the maximum normalised CPU, memory, con-
tainer, and orchestration-latency measurement. This mapping ensures that every observed
interaction state has an explicit discrete representation within the 432-state design space.

The controller selected one of the six actions defined in Section 3.2.1. The orchestrator
returned action success or failure, after which the next telemetry window generated st+1

and the reward components in Equation (8). Transition counts N(s,a,s′) were retained
for diagnostic estimation of Equation (5), although tabular Q-learning did not require an
explicit transition matrix during action-value updating.

4.2. Offline Benchmark Data and Component-Model Development

The NSL-KDD, CICIDS2017, UNSW-NB15, and ToN-IoT datasets were used as offline
sources for component-model development because they provide complementary traffic
characteristics and attack categories [11–13]. These datasets were not concatenated into
a common test set, and the 95.4% accuracy reported in Section 5.2 was not calculated by
pooling records from them.

The study followed a two-stage evaluation design. Stage 1 used the benchmark
datasets for offline training, feature development, and model selection at the component
level. Stage 2 evaluated the integrated detector–deception–attribution prototype using
labelled events generated during repeated cyber-range attack scenarios. The quantitative
accuracy, precision, recall, F1-score, false-positive rate, and latency reported in this paper
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refer to Stage 2. Accordingly, the manuscript does not present the 95.4% value as a cross-
dataset average or as evidence of uniform performance on all four benchmark datasets.
Dataset-specific benchmark generalisation would require a separate per-dataset evaluation
and is outside the evidential scope of the reported integrated-system result.

• Supervised components were trained on labelled samples.
• Anomaly detectors were trained on benign traffic.
• Temporal models were trained on sequentially ordered samples to preserve attack

progression. The implementation followed the gated recurrence in Equation (4),
maintaining separate hidden and cell states across each ordered sequence, with the
softmax layer in Equation (4) producing class probabilities.

Reinforcement-Learning Evaluation Scope

The revised manuscript separates the reproducibility of the controller design from
the evidential status of the historical training trace. Section 3.2 now completely specifies
the finite state space (432 states), six-action set, transition semantics, terminal conditions,
discount factor, reward components, normalisation constants, safety override, and coeffi-
cients λ1 = 0.35, λ2 = 0.45, and λ3 = 0.20. These details make the MDP and reward design
technically evaluable and implementable.

The prototype was originally explored through a 100-episode single-run trajectory.
Because the archived record does not contain the complete learning-rate and exploration
metadata needed to reproduce that trajectory, the curve is excluded from the quantitative
results and is not used to claim convergence, stability, optimality, or robustness. The
state/action/reward specification reported above is therefore a transparent controller-
design specification, whereas the retained numerical outcomes in Section 5.4 evaluate
orchestration feasibility rather than learned-policy performance. A future policy-learning
evaluation must report α, the complete epsilon-greedy schedule, random seeds, multi-run
uncertainty, a prespecified stability criterion, and held-out policy performance.

4.3. Attack Scenarios and Adversarial Workloads

Evaluation scenarios emulate common attacker workflows, including:

• Nmap reconnaissance and service enumeration;
• Hydra brute-force authentication attempts;
• Metasploit exploitation and post-exploitation;
• Scripted multi-stage intrusion combining reconnaissance, exploitation, and lateral-

movement actions.

The fourth workload was the scripted multi-stage intrusion described above; no sepa-
rate Cobalt Strike scenario was evaluated. Each scenario was executed repeatedly under
identical initial conditions to support aggregation and reduce variance from stochastic
attacker behaviour.

4.4. Evaluation Metrics

The detection performance for the integrated prototype was assessed from the labelled
cyber-range evaluation events using accuracy, precision, recall, F1-score, false-positive rate,
and detection latency. True-positive, false-positive, true-negative, and false-negative counts
were derived from the scripted scenario ground truth and the detector outputs recorded
during the repeated cyber-range runs; they were not obtained from a pooled four-dataset
benchmark test set.
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Let TP, FP, TN, FN denote true positives, false positives, true negatives, and false
negatives. Metrics are defined as:

Accuracy =
TP + TN

TP + TN + FP + FN
, Precision =

TP
TP + FP

, Recall =
TP

TP + FN
. . . . (20)

Deception effectiveness was evaluated using:

• Attacker engagement duration τ (Equation (15));
• Interaction depth (e.g., command diversity, privilege escalation attempts);
• Fingerprinting resistance (the fraction of sessions in which the attacker did not disen-

gage due to detection of deception artefacts).

Attribution performance was measured by comparing inferred techniques T̂Bayes

(Equation (14)) against ground-truth technique labels derived from scripted attack steps
and known TTP mappings.

4.5. Experimental Protocol

For each run:

1. The environment was reset to a clean baseline state.
2. Detection models operated continuously.
3. Upon detecting malicious activity, the deception controller selected and executed

deception actions.
4. Behavioural telemetry was collected throughout each session, transformed into structured

behavioural evidence, and used for attribution once sufficient evidence was observed.
5. The results were aggregated across repeated runs to ensure stability and reliability

of evaluation.

Benchmark-dataset development and cyber-range evaluation were kept analytically
separate. No records from NSL-KDD, CICIDS2017, UNSW-NB15, or ToN-IoT were counted
as cyber-range test observations, and the integrated-system confusion counts were com-
puted only from the labelled cyber-range events.

The 20 repeated-run latency observations constitute one experimental dataset. The
same dataset is used to discuss both absolute detection latency and run-to-run consistency;
it is not treated as two independent experiments.

5. Results and Analysis
This section analyses empirical results in terms of detection robustness, adaptive de-

ception orchestration, engagement outcomes, and attribution reliability under uncertainty.
Rather than reporting metrics in isolation, the results are interpreted with respect to the
optimisation objectives and probabilistic formulations introduced in Section 3.

5.1. Threat Detection Performance, Latency, and Ensemble Behaviour

The hybrid detection engine defined in Equation (1) demonstrated strong and consis-
tent performance across the evaluated attack scenarios. Figure 4 presents the single set of
detection-latency measurements obtained from 20 repeated experimental runs. The mean
detection latency was 85 ms, and every observed run remained below 0.1 s, indicating that
the detector can provide a prompt control signal for downstream deception orchestration
under the controlled cyber-range conditions.

Figure 4 is analysed jointly in terms of latency magnitude and run-to-run consistency;
these are two interpretations of the same repeated-run experiment rather than evidence
from separate experiments. The limited dispersion across the 20 observations indicates
stable inference and messaging-pipeline execution within the evaluated workload. La-
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tency magnitude and consistency are therefore reported together in this subsection and
represented by a single figure. This evidence supports near-real-time triggering in the
testbed, but it should not be interpreted as a production-scale latency distribution under
high concurrency or substantially different network-load conditions.

Figure 4. Detection latency across 20 repeated experimental runs. The single series is used to evaluate
both absolute latency and run-to-run stability of the hybrid detection engine.

5.2. Integrated Cyber-Range Detection Performance

Table 2 reports the classification performance of the integrated detection engine on the
labelled cyber-range evaluation events. The values should not be interpreted as a pooled
result across NSL-KDD, CICIDS2017, UNSW-NB15, and ToN-IoT. Those datasets supported
offline component-model development, whereas the metrics in Table 2 quantify end-to-end
detection under the reconnaissance, brute-force, exploitation, and multi-stage scenarios
executed in the controlled cyber range. The 4.6% false-positive rate is operationally relevant
because false alerts may trigger unnecessary deception actions, while the mean detection la-
tency of 85 ms indicates that the inference and messaging pipeline can provide a sufficiently
prompt trigger for downstream orchestration under the evaluated testbed conditions.

Table 2. Integrated cyber-range detection performance metrics.

Metric Value

Accuracy 0.954

Precision 0.936

Recall 0.947

F1-Score 0.941

False-Positive Rate 0.046

Mean Time to Detection 0.085 s
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On the integrated cyber-range evaluation set, the proposed hybrid ensemble achieved
95.4% accuracy, 93.6% precision, 94.7% recall, and a 94.1% F1-score. These values summarise
detection across the labelled scenario events generated in the controlled testbed and are
distinct from benchmark-dataset validation results. The findings indicate that combining
supervised classification, anomaly detection, and temporal modelling provided a robust
trigger signal across the evaluated attack workflows. However, because the four offline
benchmark datasets differ in feature spaces, class distributions, and attack coverage, this
cyber-range result must not be interpreted as demonstrating an identical performance on
each benchmark dataset.

Figure 5 visualises the integrated prototype’s classification performance on the la-
belled cyber-range evaluation events. It is a graphical representation of the same accuracy,
precision, recall, and F1-score values reported in Table 2 and does not represent a separate
cross-dataset experiment.

Figure 5. Integrated cyber-range detection performance in terms of accuracy, precision, recall, and
F1-score.

5.3. Temporal Sensitivity in Multi-Stage Detection

The LSTM component contributed to detection in sequential and multi-stage scenarios
by increasing confidence as context accumulated [7,8]. Empirically, temporal modelling
reduced misclassification during transient benign anomalies while maintaining responsive-
ness to progressive attack sequences.

5.4. Adap.tive Deception Controller: Operational Feasibility

The revised evaluation does not claim formal reinforcement-learning convergence.
Instead, it assesses whether the bounded deception controller could execute policy-selected
actions reliably within the controlled cyber-range environment. Operationally, the sys-
tem achieved:

• 92% dynamic reconfiguration success;
• 100% honeypot deployment reliability.
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These outcomes demonstrate the implementation feasibility of automated deception
orchestration under the evaluated testbed conditions. They are execution-level measures of
the policy interface and orchestrator, not evidence that the Q-learning policy converged
or outperformed alternative policies. Policy-learning efficacy requires the fully controlled,
multi-seed protocol described as future work in Section Reinforcement-Learning Evalua-
tion Scope.

5.5. Attacker Engagement Dynamics and Intelligence Yield

Observed mean engagement durations were:

• Nmap reconnaissance: 5.5 s;
• Hydra brute-force: 28 s;
• Metasploit exploitation: 140 s;
• Multi-stage intrusion: 280 s.

These results indicate a substantial increase in expected engagement time E[τ]
(Equation (15)) relative to static or non-deceptive baselines. Engagement gains were most
pronounced for higher-sophistication attacks, consistent with the hypothesis that adaptive
deception is more effective against attackers capable of identifying static decoys [17,28].

Longer engagements also increased behavioural diversity (commands, timing patterns,
privilege escalation attempts), supporting higher discriminative power for attribution.

Figure 6 illustrates the average attacker engagement duration for the four workloads
specified in Section 4.3: Nmap reconnaissance, Hydra brute-force, Metasploit exploitation,
and the scripted multi-stage intrusion. The fourth bar corresponds to the multi-stage
workflow and not to Cobalt Strike. Engagement time increases substantially for the multi-
stage scenario, demonstrating the ability of adaptive deception to sustain interaction and
elicit richer behavioural evidence under the evaluated conditions.

Figure 6. Average attacker engagement duration for the four evaluated workloads: Nmap reconnais-
sance, Hydra brute-force, Metasploit exploitation, and the scripted multi-stage intrusion.
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5.6. Attribution Evaluation Scope and Evidence Limitations

The attribution pipeline transforms deception-derived commands, timing patterns,
tool use, and interaction transitions into structured evidence and maps that evidence to
MITRE ATT&CK technique hypotheses through similarity scoring and Bayesian updating.
Scripted attack steps provide the technique-level ground truth used during the controlled
cyber-range experiments.

The present attribution evaluation was designed primarily to verify the end-to-end
functional integration of the attribution pipeline rather than to provide a class-resolved
benchmark. The retained experimental evidence confirms that deception-derived telemetry
can be transformed into structured behavioural features, mapped to MITRE ATT&CK
technique hypotheses, and incorporated into the closed-loop decision process. However,
session-level predicted labels, complete posterior probability distributions, and technique-
specific ground-truth annotations were not available in a form that permitted reconstruction
of a confusion matrix or calculation of per-technique precision, recall, and F1-score.

In addition, outputs from a matched similarity-only comparator were unavailable.
Consequently, the independent contribution of Bayesian updating relative to similarity-
based scoring could not be quantified. The attribution findings should therefore be in-
terpreted as evidence of architectural feasibility and functional integration, rather than
as a definitive assessment of technique-level classification performance or proof that the
Bayesian stage provides a measurable improvement.

A more comprehensive evaluation should retain session-level predictions, posterior
probabilities, ground-truth technique labels, attack-stage information, and interaction
duration. Future experiments should compare similarity-only, Bayesian-only, and combined
attribution pipelines under identical experimental conditions and report per-technique
precision, recall, F1-score, confusion matrices, calibration measures, confidence intervals,
and performance stratified by attack stage and session duration.

The evidence retained from the present prototype supports a narrower conclusion:
deception telemetry can be processed through the complete attribution pathway, matched
to ATT&CK-labelled scripted behaviours, and returned to the closed-loop architecture as
a structured technique hypothesis. This verifies functional integration and data flow, but
it does not establish which techniques are reliably recognised, which are systematically
confused, or how performance changes with attack stage and interaction duration.

A technically adequate follow-up evaluation must retain session-level predictions and
posterior vectors and report, for every technique, support, precision, recall, F1-score, and
a complete confusion matrix. The results should be stratified by attack stage and session-
duration band, and uncertainty should be assessed through confidence intervals and
probability-calibration measures. The attribution models should also be compared under
matched conditions using at least three variants: similarity scoring alone, Bayesian inference
alone, and the combined pipeline. A paired significance test or bootstrap comparison
should be used to determine whether any observed improvement is attributable to the
Bayesian evidence-update step rather than to sampling variation.

Accordingly, the attribution engine is retained as a framework component and method-
ological contribution, but its present empirical status is explicitly limited to proof-of-concept
integration. It is not used as a headline performance outcome in the Abstract, Section 6, or
Section 8.

5.7. Honeypot Deployment Reliability

Table 3 summarises the reliability and responsiveness of the deception engine. All
scheduled honeypot deployments completed successfully, with a mean activation time of
1.2 s, indicating that the container-based services could be instantiated promptly under
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the evaluated cyber-range conditions. The 88% fingerprinting-resistance rate indicates
that most evaluated sessions did not terminate because the attacker identified a deception
artefact, thereby supporting the believability of the deployed assets. The 92% dynamic-
reconfiguration success rate further indicates that the orchestrator adapted the deception
configuration reliably as attacker behaviour changed during extended sessions. These
findings demonstrate operational feasibility within the testbed; they do not establish
equivalent reliability under production-scale concurrency or previously unseen workloads.

Table 3. Honeypot deployment outcomes.

Parameter Value

Deployment Success 1

Activation Time 1.2 s

Fingerprinting Resistance 0.88

Dynamic Reconfiguration 0.92

5.8. Comparative Evaluation Against Baseline Models

Figure 7 compares the hybrid detector with the Random Forest, support vector ma-
chine (SVM), and K-means baselines. Under the evaluated cyber-range conditions, the
hybrid approach achieved higher detection accuracy and lower latency than the individual
baselines. This improvement is consistent with the complementary roles of supervised
classification, statistical anomaly detection, reconstruction-based evidence, and temporal
sequence modelling. The comparison supports the use of ensemble fusion for real-time trig-
gering in the prototype, although broader dataset-specific and production-scale evaluation
is required before generalising the observed advantage.

Figure 7. Comparative detection performance against baseline models.

Figure 7 compares the proposed hybrid detection model with baseline approaches,
including Random Forest, SVM, and K-means. The hybrid model demonstrates supe-
rior detection accuracy and reduced latency, highlighting the effectiveness of integrating
supervised, anomaly-based, and temporal detection techniques.

5.9. Attack Timeline Reconstruction

Figure 8 reconstructs the chronology of a representative multi-stage experimental run
from time-stamped detection, orchestration, honeypot, and attribution logs. Its purpose is
not to report an additional classification metric, but to examine whether the independently
evaluated components operate in the required causal order as a single closed loop.
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Figure 8. Representative reconstructed attack timeline and closed-loop system response.

The plotted milestones show an alert at t = 0, a deception trigger at approximately
0.1 s, observable attacker engagement with the deployed decoy at approximately 1.2 s,
and an attribution output at approximately 3.5 s. The first transition is consistent with
the mean detection time of 85 ms reported in Table 2, while the engagement milestone
is consistent with the 1.2 s honeypot activation time reported in Table 3. This agreement
between component-level and end-to-end measurements supports the internal consistency
of the experimental pipeline.

Operationally, the timeline separates three different forms of delay. Detection la-
tency determines how quickly malicious activity is recognised; orchestration and activa-
tion latency determine how quickly the selected deception action becomes available; and
evidence-accumulation latency determines when sufficient behavioural observations exist
for technique-level attribution. In this representative run, the latter two stages account for
most of the end-to-end time. This indicates that further reductions in detector latency alone
would yield limited system-level benefit unless deception deployment and behavioural
processing are also optimised.

The interval between engagement and attribution also exposes a time–information
trade-off. Producing an attribution decision immediately after redirection relies on sparse
evidence and may reduce posterior confidence, whereas waiting for additional commands,
tool-use patterns, timing observations, and interaction transitions increases evidential
richness but delays the analyst-facing result. A practical implementation should therefore
employ a calibrated confidence-based stopping rule that releases an attribution result when
the posterior probability and evidence coverage exceed validated thresholds, rather than
relying only on a fixed observation window.

Figure 8 should be interpreted as a representative feasibility trace rather than as a
statistical latency distribution or proof that every attack is contained before lateral move-
ment. It validates temporal ordering and end-to-end coordination under the controlled
cyber-range conditions. Generalisation to operational networks would require latency
distributions and tail percentiles, concurrent-session stress testing, and explicit analysis of
delayed, failed, or incomplete deception and attribution events.

5.10. System-Level Closed-Loop Validation

Beyond component-level metrics, the primary finding is the closed-loop synergy:
low-latency detection enabled early deception activation; adaptive deception increased
engagement and behavioural diversity; and richer behavioural evidence improved attribu-
tion confidence. These results support the central thesis that defensive utility is maximised
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through integrated optimisation of detection fidelity, engagement, and attribution un-
der constraints.

6. Discussion
6.1. Detection Performance in Relation to Intrusion-Detection Research

The detection results should be interpreted against the long-standing intrusion-
detection literature reviewed in Section 2.1. Foundational work by Axelsson and the
NIST guidance on intrusion detection emphasised that an IDS must balance sensitivity,
false alarms, and operational usability rather than optimise classification accuracy in iso-
lation [1,4]. The 95.4% accuracy, 94.1% F1-score, and 4.6% false-positive rate obtained on
the labelled cyber-range evaluation set indicate a favourable balance under the controlled
test conditions. These values are not a macro-average or pooled score across NSL-KDD,
CICIDS2017, UNSW-NB15, and ToN-IoT; the benchmark datasets were used for offline
component development. Consequently, the result supports the detector’s role as a per-
ception and triggering layer in the integrated testbed, but it does not establish uniform
generalisation across the four heterogeneous benchmark datasets. The false-positive rate
also remains operationally meaningful because every erroneous trigger may initiate un-
necessary deception deployment, consume resources, or expose the presence of defensive
controls. This qualification is consistent with the anomaly-detection concerns regarding
alert burden and environmental drift identified by Gates and Taylor and by collaborative
IDS research [5,6].

The contribution of temporal modelling is also consistent with the literature on slow
and multi-stage attack detection. Ring et al. showed that slow scans and temporally dis-
tributed activity can evade snapshot-oriented analysis, while Gwon et al. demonstrated the
value of LSTM-based sequence modelling for network intrusion detection [2,7,8]. In the
present study, the LSTM component increased confidence as attack context accumulated
and reduced misclassification during transient benign anomalies. The result supports
the rationale for combining sequence information with supervised and anomaly-based
evidence rather than relying on a single observation. It should not, however, be interpreted
as proof that one architecture will perform uniformly across operational networks. The
benchmark datasets used in this study—UNSW-NB15, CICIDS2017, and related AI-security
corpora—support reproducible comparison [11–13], but they cannot fully reproduce pro-
duction traffic, evolving legitimate behaviour, or adaptive evasion. Accordingly, the detec-
tion findings establish component feasibility and low-latency operation, while cross-site
and drift-aware validation remains necessary for external generalisation.

A further implication is that the value of the detector arises from its position within the
wider framework. Much of the IDS literature terminates at the alert-generation stage [1,4,6].
Here, the detection output is converted into a state variable and control signal that initiates
a defensive action. This changes the interpretation of detection latency: 85 ms is important
not merely because it is computationally efficient, but because it leaves time for the orches-
tration layer to deploy or reconfigure a deception asset before the adversary progresses.
The results therefore reinforce the distinction made in Sections 1 and 2 between a compo-
nent model and a framework: the hybrid detector performs bounded inference, whereas
the framework determines how that inference changes the environment and produces
additional evidence.

6.2. Adaptive Deception, Engagement, and Defender-Side Risk

The deception findings extend the honeypot literature reviewed in Section 2.2. Provos
and Holz and the surveys by Nawrocki et al. describe the central trade-off between interac-
tion fidelity, scalability, finger printability, and containment or management burden [14–16].
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The observed 100% deployment reliability and 1.2 s activation time show that containerised
deceptive services can be orchestrated rapidly in the experimental environment. The 88%
fingerprinting resistance and 92% dynamic-reconfiguration success further suggest that
adaptation can preserve believability more effectively than a purely static configuration.
These values should nevertheless be interpreted carefully: 88% resistance also means that
deception artefacts were recognised or followed by disengagement in a non-negligible pro-
portion of sessions. The framework therefore reduces, but does not eliminate, fingerprinting
risk, and its effectiveness will depend on the realism and diversity of the deployed services.

The reinforcement-learning formulation provides an operational bridge between ear-
lier game-theoretic accounts of deception and executable adaptive control. Pawlick et al.
conceptualise defensive deception as signalling under asymmetric information, while Alp-
can and Başar formalise cyber defence as strategic decision-making in which defender
and attacker choices are interdependent [17,19,20]. More recent work surveys how ma-
chine learning can operationalise these strategic ideas [21]. In the proposed framework,
the reward function translates this theory into measurable objectives by combining en-
gagement duration, information gain, resource cost, and defender-side risk. However,
the original 100-episode single-run trajectory was insufficient to establish convergence
and did not provide the complete hyperparameter and multi-seed evidence required for
reproducibility. It has therefore been removed from the revised results rather than defended
through retrospective parameter assignment. The present findings support the operational
feasibility of executing bounded deception actions, as reflected in deployment reliability
and dynamic-reconfiguration success, but they do not demonstrate policy convergence
or universal optimality. A dedicated follow-up study must report the learning-rate and
exploration schedules, discount factor, reward coefficients, state and action cardinalities,
random seeds, convergence criterion, uncertainty intervals, and held-out greedy-policy
performance. The revised finite MDP specification further makes this bridge technically
explicit: a 432-state representation summarises the observable attacker–system context, six
bounded actions define the controller’s authority, empirical transition counts characterise
environment response, and the reward gives fixed numerical priority to intelligence gain,
engagement, and defender-side cost. These design choices enable independent technical
evaluation while the manuscript continues to avoid an unsupported convergence claim.

The engagement results provide the most direct evidence that deception serves as more
than a diversion mechanism. Mean engagement increased from 5.5 s for reconnaissance to
28 s for brute-force activity, 140 s for exploitation, and 280 s for the multi-stage scenario.
This progression indicates that richer attack workflows create more opportunities for the
controller to present contextually plausible deceptive responses and to collect diverse
commands, tool-use sequences, timing patterns, and privilege-escalation attempts. This
interpretation is consistent with defensive-deception surveys that describe deception as
a means of increasing attacker uncertainty and eliciting intelligence [17,18], and with the
design-oriented view that deception should be constructed around attacker expectations
and interaction pathways [28]. In the present study, longer engagement is therefore not
treated as an objective in isolation. Its value lies in the additional behavioural evidence
generated before the attacker disengages, provided that containment, exposure, resource,
and configuration risks remain within the defined operational bounds.

This risk–information trade-off is central to the framework. High-interaction assets can
yield detailed behavioural evidence but carry greater containment and resource burdens,
whereas low-interaction assets are safer and cheaper but are easier to fingerprint [14–16].
The reward formulation makes this trade-off explicit by penalising unsafe or costly actions
rather than maximising dwell time unconditionally. This is important because an apparently
successful deception strategy could be operationally unacceptable if it permits pivoting,

https://doi.org/10.3390/computers15070462

https://doi.org/10.3390/computers15070462


Computers 2026, 15, 462 27 of 32

exposes production information, or degrades availability. The reported results show that
the controller maintained reliable deployment in the cyber range, but they should be
understood as testbed-level evidence of operational feasibility, not as a complete enterprise
risk assessment.

6.3. Behavioural Attribution and ATT&CK-Aligned Intelligence

The attribution component should be interpreted in relation to the structured threat-
modelling literature rather than through an unsupported aggregate score. MITRE ATT&CK
provides a common vocabulary for representing tactics and techniques, while cyber-threat-
intelligence taxonomies emphasise the transformation of heterogeneous low-level obser-
vations into consistent and actionable knowledge [24,25]. The proposed pipeline opera-
tionalises this transformation by converting deception-derived commands, timing relation-
ships, tool use, and interaction transitions into ATT&CK-aligned technique hypotheses.
This design is conceptually compatible with ATTACK2VEC, which highlights the value of
temporal and contextual relationships for understanding evolving attack behaviour [26].

The Bayesian layer remains theoretically motivated because attribution evidence is
incomplete and accumulates over time; posterior updating provides a principled means
of representing changing confidence under uncertainty [27]. Nevertheless, the present
experiment does not provide the class-level predictions, probability vectors, calibration
results, or similarity-only comparator required to show that this layer improves empirical
performance. The manuscript therefore distinguishes architectural rationale from demon-
strated effectiveness. It also retains the important boundary between technique-level and
actor-level attribution: the former concerns classification of observed behaviour, whereas
the latter would require broader infrastructure, identity, and longitudinal intelligence that
are outside the scope of this framework.

The link between deception and attribution remains a framework-level contribution
because the architecture uses deception to elicit evidence that can subsequently be repre-
sented in ATT&CK terms, rather than limiting attribution to retrospective analysis [24–27].
However, the current results support only the feasibility of this information flow. A rig-
orous claim about attribution reliability requires a retained session-level evaluation set,
a per-technique confusion analysis, stratification by attack stage and engagement dura-
tion, and a controlled ablation comparing similarity-only, Bayesian-only, and combined
inference. These requirements are now stated explicitly rather than inferred from a single
aggregate value.

6.4. Closed-Loop Integration and the Framework-Level Contribution

At the framework level, the findings support the intelligence-driven defence principle
that defensive decisions should be informed by the observed progression of an adversary
campaign rather than by isolated events [3]. Figure 8 is important in this respect because it
demonstrates the temporal ordering of the complete detect–deceive–observe–attribute cycle.
The alert at approximately t = 0, deception triggering near 0.1 s, observable engagement near
1.2 s, and attribution output near 3.5 s show that the independently evaluated components
can operate as a coordinated pipeline. This sequence is the empirical basis for describing
the contribution as a closed-loop framework rather than a collection of models: detection
changes the state, the policy changes the environment, the attacker generates new telemetry,
and the attribution output updates situational understanding for subsequent action.

The timeline also reveals that end-to-end performance cannot be inferred from detec-
tion metrics alone. Once detection latency is reduced to tens of milliseconds, orchestration
and evidence accumulation account for most of the delay. This produces a time–information
trade-off that is not captured by conventional IDS accuracy measures. Immediate attri-
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bution may be fast but weakly supported; delayed attribution may be more reliable but
less timely. A practical implementation should therefore use calibrated evidence-coverage
and posterior-confidence thresholds to determine when an analyst-facing conclusion is
sufficiently credible. This interpretation extends the literature reviewed in Section 2 by
showing that the operational objective is not simply faster detection or longer engagement,
but coordinated optimisation of time-to-action, evidence quality, attribution confidence,
and defender-side risk.

The results also clarify the bounded nature of autonomy in the proposed system. The
detection subsystem provides perception, the reinforcement-learning controller selects an
action from a predefined set, orchestration executes that action, and telemetry supplies
feedback. This arrangement exhibits agentic properties at the framework level, but it
does not create goals autonomously, perform unrestricted planning, or retrain all models
continuously during runtime. The empirical findings therefore support the more precise
description adopted in Section 2.4: a closed-loop adaptive architecture with bounded
autonomous decision-making, rather than a general-purpose agentic AI or fully continual-
learning system.

6.5. Operational Implications and Interpretation Boundaries

For security operations, the combined findings suggest that the framework’s strongest
contribution is the conversion of alerts into structured opportunities for action and intelli-
gence collection. Low-latency detection enables timely redirection; adaptive deception can
sustain interaction; and ATT&CK-aligned attribution can translate the resulting evidence
into a vocabulary already used for threat hunting and defensive planning [24,25]. This
creates a potential path from automated sensing to analyst decision support. Neverthe-
less, operational deployment should preserve human oversight for policy definition, risk
thresholds, attribution review, and exceptional cases. The framework is best viewed as
augmenting analysts with timely evidence and bounded automated actions, rather than
replacing judgement in high-consequence security decisions.

Several interpretation boundaries follow from the literature comparison. First, the
strong cyber-range detection performance does not resolve the dataset-shift and false-
positive concerns documented in IDS research [5,6,11–13]. Second, the deception results
do not remove the containment and fingerprinting trade-offs identified in honeypot stud-
ies [14–18]. Third, the present operational controller results do not constitute evidence of
reinforcement-learning convergence or robustness against strategic policy manipulation
and non-stationary attackers [20–23]. Fourth, the attribution pipeline has been demon-
strated functionally but has not yet been validated with per-technique metrics, confusion
matrices, probability calibration, or a similarity-only baseline; it therefore cannot support
a claim of Bayesian improvement or uniform technique-level reliability [24–27]. Finally,
Figure 8 is a representative feasibility trace rather than a distribution of end-to-end laten-
cies. These boundaries motivate the ablation studies, concurrent-session stress testing,
external-network validation, adversarial robustness assessment, and analyst-in-the-loop
evaluation identified in Sections 7 and 8.

Overall, the results substantiate the central research proposition while also refining it.
The evidence does not show that integration eliminates the limitations of detection, decep-
tion, or attribution. Instead, it shows that their limitations can be managed more coherently
when the components are linked through explicit state, action, telemetry, risk, and feedback
relationships. Relative to the key literature reviewed in Section 2, the framework’s novelty
lies less in any single learning algorithm than in the operational synthesis of established
intrusion-detection, decision-theoretic deception, reinforcement-learning, and ATT&CK-
aligned inference principles into an experimentally evaluated closed loop [3,17,21,24,27,28].
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7. Limitations
The benchmark datasets and the cyber-range evaluation serve different methodological

purposes. The current paper reports end-to-end cyber-range detection metrics but does not
provide a per-dataset benchmark performance table or per-class confusion matrices for NSL-
KDD, CICIDS2017, UNSW-NB15, and ToN-IoT. Therefore, no claim of uniform cross-dataset
generalisation is made. A dedicated comparative benchmark study with dataset-specific
preprocessing, held-out partitions, class-level metrics, and confusion matrices is required
before such a claim can be supported.

Several limitations of this study should be acknowledged. First, the attribution evalu-
ation is incomplete. The archived experiment did not retain session-level predicted labels,
full posterior probability vectors, or outputs from a similarity-only comparator. Conse-
quently, the former aggregate attribution result cannot be decomposed into per-technique
precision, recall, F1-score, support, or a confusion matrix, and the contribution of Bayesian
updating cannot be isolated through ablation. The current evidence therefore establishes
only end-to-end attribution-pipeline feasibility. In addition, behaviour-based attribution
depends on the availability and richness of observable evidence; short-lived, low-noise, or
deliberately misleading attacks may produce sparse evidence and uncertain posteriors.

Second, the assumption of full observability adopted in the modelling framework
represents an approximation of real-world attacker–defender interactions. In practice, such
interactions are not strictly Markovian, and the use of a Markov Decision Process (MDP)
serves as a tractable abstraction of an underlying Partially Observable Markov Decision
Process (POMDP). While this simplification enables efficient learning and decision-making,
partial observability may limit optimality guarantees, particularly in highly adaptive or
deceptive adversarial environments.

Third, the reinforcement-learning evaluation is limited to operational proof-of-concept
evidence. The original 100-episode single-run trajectory was too short to establish con-
vergence and lacked the complete hyperparameter, random-seed, and stopping-criterion
record required for independent reproduction. The trajectory has therefore been removed
from the revised Results Section, and no convergence or optimality claim is made. Future
validation should use longer training horizons, multiple independent seeds, prespecified
stability criteria, confidence intervals, and exploration-disabled held-out evaluation.

The finite MDP also introduces modelling limitations. The 432-state discretisation
and fixed reward coefficients (0.35, 0.45, and 0.20) make the controller interpretable and
reproducible, but they compress continuous attacker behaviour and encode a particular
defender preference. The present study does not provide a sensitivity analysis demon-
strating that the selected thresholds or weights remain optimal under different workloads,
organisations, or threat models.

Fourth, the current prototype does not implement continual online retraining of every
component model. The detection and attribution models remain fixed during experimental
evaluation, and reinforcement-learning parameter updates occur during the controlled
training phase; at run time, adaptation consists of updating the observed state and be-
havioural evidence and selecting deception actions under the learned policy. Drift-aware
incremental retraining, safeguards against catastrophic forgetting, and validated model-
update policies are therefore reserved for future work.

Fifth, the experimental evaluation was conducted within a controlled cyber-range
environment. Although this setting allows for reproducibility and precise measurement,
absolute performance metrics may differ in real-world deployments due to background
noise, environmental uncertainty, and diverse legitimate user behaviour. Nevertheless, the
relative improvements achieved through the proposed closed-loop optimisation framework
are expected to generalise beyond the experimental setup.
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8. Conclusions and Future Work
This paper presented an autonomous AI-driven cyber deception framework that in-

tegrates real-time threat detection, adaptive deception, and behaviour-based attribution
within a unified closed-loop architecture. By tightly coupling detection outputs with down-
stream deception and attribution processes, the framework advances beyond traditional
reactive defence mechanisms toward proactive and intelligence-driven adversarial en-
gagement. Empirical results demonstrate that the hybrid detection engine achieves high
detection accuracy with low operational latency, enabling timely activation of deception
strategies. The bounded deception controller executed automated deployment and recon-
figuration actions with high operational reliability, while the engagement mechanisms
increased the behavioural evidence available for analysis. These operational outcomes
should not be interpreted as proof of reinforcement-learning convergence or policy optimal-
ity. The attribution component demonstrated functional generation of ATT&CK-aligned
technique hypotheses within the closed loop, but the present archived evaluation does not
establish per-technique reliability or improvement from Bayesian updating; those claims
require a retained class-level dataset and controlled ablation study.

Future work will focus on extending the proposed framework along several technically
substantive directions. A primary avenue involves reformulating the deception control
problem from the current Markov Decision Process abstraction to an explicit Partially
Observable Markov Decision Process formulation. While the MDP-based approach offers
computational efficiency, it assumes full state observability that rarely holds in realistic
adversarial environments. A POMDP-based model would enable belief-state reasoning
over latent attacker intent and partially observable system states, allowing deception
policies to be optimised under uncertainty. Such an extension is expected to improve
robustness against adaptive and strategic adversaries, although it introduces increased
computational complexity, motivating the investigation of approximate, hierarchical, or
factored solution methods suitable for real-time operation.

Scalability constitutes another critical direction for future research. Although the
current implementation targets a bounded cyber-range environment, practical deployment
necessitates support for distributed, cloud-native, and heterogeneous enterprise infras-
tructures. Future work will explore decentralised and hierarchical control architectures,
multi-agent reinforcement learning, and policy-sharing mechanisms to enable large-scale
orchestration of deceptive assets across dynamically evolving environments. Particular
emphasis will be placed on reproducible multi-seed training, explicit disclosure of learning
and exploration schedules, prespecified policy-stability criteria, held-out evaluation, and
low-latency coordination across distributed components.

Improving deception realism is also a key objective. Manually engineered or static
decoys are increasingly susceptible to detection by sophisticated adversaries employing
reconnaissance and fingerprinting techniques. The integration of generative approaches
for automated decoy artefact generation, adaptive service emulation, and dynamic content
synthesis represents a promising direction for increasing believability. Conditioning such
generative mechanisms on observed attacker behaviour and inferred intent may enable
context-aware and continuously evolving deception environments, thereby prolonging
attacker engagement and enriching the behavioural evidence available for attribution.

A priority for future work is a fully reproducible attribution benchmark. Each cyber-
range session will retain the ground-truth technique, predicted technique, similarity scores,
posterior probability vector, attack stage, interaction duration, and random seed. The
evaluation will report per-technique support, precision, recall, F1-score, confusion matrices,
confidence intervals, and probability-calibration measures. Matched ablations will compare
similarity-only, Bayesian-only, and combined inference, with paired statistical testing to
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quantify the incremental contribution of Bayesian updating. The resulting outputs will
then be integrated with Security Operations Centre tooling for response prioritisation,
threat hunting, analyst-in-the-loop validation, and mapping of inferred techniques to
response playbooks.
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