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Abstract

The harvest now, decrypt later (HNDL) attack is an attack that collects encrypted informa-
tion now and decrypts it later after the arrival of a quantum computer that can perform
some cryptographic operations. Time of exposure is data retention and not Q-Day, so the
threat is imminent, but it is not reflected in the Common Vulnerability Scoring System
(CVSS). We present the Quantum Risk Index (QRI), which is based on CVSS base severity,
the Quantum Factor (QF, vulnerability to Shor’s or Grover’s algorithm), and the HNDL
Score (HS, susceptibility to a harvest-and-store adversary). We computed the QRI for
78,587 CVEs that were cataloged in the NIST National Vulnerability Database between
January 2016 and the first quarter of 2026 and cross-checked it with the CISA Known Ex-
ploited Vulnerabilities (KEV) list. The number of CVEs related to cryptography increased
by a CAGR of 11.0%, while the number of Shor-vulnerable CVEs increased at a CAGR of
8.8%. The 437 KEV-matched CVEs carry a mean QRI of 13.05, against 10.31 for the non-KEV
remainder—a 26.6% separation (p = 2.17 × 10−63)—and Shor-vulnerable CVEs appear in
the KEV list at 1.52 times the baseline rate (p = 0.002). This separation is valid for each
of the tested settings of QF and HS. This is the first study to apply a quantum-adjusted
vulnerability score to a government’s in-the-wild vulnerability reporting database at the
CVE scale, providing a repeatable foundation for quantum-aware vulnerability triage.

Keywords: harvest now, decrypt later; quantum risk; vulnerability scoring; CVSS; post-
quantum cryptography; CISA KEV; National Vulnerability Database; CVE analysis

1. Introduction
Our assumption of the security of every transport-layer session [1], every signed soft-

ware update, and every blockchain settlement in flight today is based on two computational
assumptions: the difficulty of integer factorization [2] and the difficulty of the discrete
logarithm [3]. Shor’s algorithm breaks these in polynomial time on a powerful enough
quantum computer [4]. For three decades, it was a future problem, as the design of such a
computer seemed to be decades off. That assessment has changed. Gidney’s 2025 estimate
of the requirement to factor RSA-2048 is less than one million noisy physical qubits—a
factor of ten smaller than the estimate five years ago [5,6].

The HNDL strategy eliminates any remaining timing margin. If an adversary collects
and stores a ciphertext today, they suffer no time penalty; it can be read at any time a
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cryptographically relevant quantum computer (CRQC) becomes available [1]. Thus, the
sensitive duration is not Q-Day but the lifetime of the data. Governments and intelligence
reports warn of HNDL collection campaigns targeting high-value targets [7], while the
U.S. Federal Reserve has issued warnings that distributed ledgers represent a sector where
collected data may remain valuable for decades [3].

Policy has responded. In August 2024, the NIST finalized three post-quantum cryptog-
raphy standards—FIPS 203, 204, and 205—based on lattice and hash-based cryptosystems
that are resistant to Shor’s and Grover’s algorithms [8–11]. The NSA’s CNSA 2.0 requires
national security systems to adopt PQC by 2035, with targets starting in 2027. NIST IR
8547 foresees a five- to 10-year turnaround for critical infrastructure. Nevertheless, uptake
in critical sectors is sparse, and PQC in resource-constrained settings encounters hardware
and protocol limitations not reflected in classical scoring [12,13].

What the policy momentum cannot tell us is how large the exposed surface is or
whether attackers are already distinguishing cryptographically vulnerable CVEs from
other CVEs when targeting. The Exploit Prediction Scoring System (EPSS) focuses on
near-term exploitation but is not quantum-sensitive [14]. The QARS model applies Mosca’s
inequality to a multi-dimensional formula but is not empirically validated [15]. Neither
of these has been applied to question whether the population of cryptographic CVEs is
increasing, whether the most quantum-risky CVEs are the ones being exploited, or whether
HNDL-attractive CVEs are over-represented among those proven to have been exploited in
practice [16].

This paper addresses the question empirically. We collect all cryptographically relevant
CVEs from NVD between 2016 and the first quarter of 2026, calculate a composite Quantum
Risk Index (QRI) that scales the CVSS by a Quantum Factor (QF) and the HNDL Score
(HS), and crossmatch that scored corpus against the CISA Known Exploited Vulnerabilities
catalog. Four a priori hypotheses are tested: (i) whether the volume of crypto-CVEs
is increasing, (ii) whether CVEs listed in the KEV list are significantly more risky than
other CVEs according to the QRI, (iii) whether CVEs vulnerable to Shor’s algorithm are
over-represented among KEV CVEs, and (iv) whether the QRI risk is concentrated in a
Pareto-like minority of records.

The rest of this paper is structured as follows. Section 2 reviews related work. Section 3
describes the data, scoring formulas, and hypothesis tests. Section 4 presents the four
hypothesis tests and the sensitivity analysis. Section 5 provides the implications for vulner-
ability management for an HNDL threat model, as well as limitations. Section 6 concludes
this paper.

2. Related Work
2.1. The Harvest-Now-Decrypt-Later Threat

The HNDL threat is premised on one idea: the security of public-key cryptography is
contingent on the absence of a quantum adversary. Bernstein and Lange make this clear—
when powerful enough quantum computers are available, the public-key cryptography
that secures the Internet, as well as financial and government communications, breaks
down [17]. Shor’s algorithm makes this possible; Grover’s algorithm doubles down on
symmetric primitives by cutting their effective key size in half [18]. Thus, any information
encrypted using today’s protocols is already “broken” in a retrospective sense, if not
immediately decrypted. What is new is the evidence that adversaries are not sitting still.
Kagai et al. formalized the threat in the telecommunication sector and demonstrated
that high-retention industries are exposed to such threats for decades due to the delayed
post-quantum cryptography (PQC) transition [1]. Mascelli and Rodden applies this to
distributed ledger networks that are regulated by the Federal Reserve [16]. Gidney’s
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updated qubit estimate for RSA-2048 reduces the time frame significantly [5]. This body
of work presents a qualitative picture of rising concern. These studies, however, have not
quantified the surface in terms of disclosed vulnerabilities.

2.2. Quantum Risk Assessment Frameworks

Grigaliūnas and Brūzgienė’s QARS model extends Mosca’s inequality to a multi-
parameter scoring formula that is calibrated by expert opinion; this is the most similar
conceptual antecedent of the QRI but is not validated by behavioral data [15].

There are several previous works that modify STRIDE-based threat modeling for
blockchain systems and cloud systems. Hasan et al. suggested a security dependency anal-
ysis post-quantum cryptography (PQC) migration process [19]. Aggarwal et al. described
one of the first systematic investigations of quantum attacks on cryptographic schemes in
use in the real world—in this case, elliptic-curve signatures in Bitcoin [20]. Meanwhile,
Taherdoost’s latest survey explores quantum-resistant blockchain systems and assesses
their maturity for adoption [2,21].

These approaches do have one problem, though—they are more abstract and not
measured against real-life attacker activity.

2.3. Empirical Vulnerability Scoring and Prioritization

The most widely used prioritization tool is the CVSS base score, but FIRST describes it
as a severity score rather than a risk score [22], and Spring et al. showed its deficiencies in
risk-based triage [23]. Wunder et al. demonstrated scoring inconsistencies that compromise
its further use [24,25]. Jacobs et al.’s EPSS is the current best practice for immediate
exploitation probability, with an ROC-AUC of 0.838 [14]. Two insights emerge from this
work: the CVSS alone is not suitable for risk-aware prioritization, and composite empirical
measures are more effective than single measures.

3. Materials and Methods
Here, we describe the process of data collection, scoring, and verification. The study

is observational and longitudinal: all CVE records published in NVD from 2016 to the
first quarter of 2026 were acquired, filtered for cryptographic relevance, scored along
three axes (CVSS, QF, and HS), and compared to both the CISA KEV list and the EPSS
exploitation-probability feed. Figure 1 outlines the entire process.

3.1. Data Sources
3.1.1. NIST National Vulnerability Database

We obtained CVE data by interacting with the official NVD CVE API 2.0 [26], which
provides structured JSON feeds by year. The records include the CVE ID, date of publi-
cation, description (in English), CVSS metrics (versions 2.0, 3.0, and 4.0), and CWE tags,
as well as a vulnerability status indicator. Our retrieval period of 2016–2026 produced
260,253 records.

These records constitute the INPUT and FILTER phases shown in Figure 1.

3.1.2. CISA Known Exploited Vulnerabilities Catalog

The CISA KEV catalog is the official U.S. government list of CVEs that have been
confirmed as exploited in the wild [27]. On the date of access, the catalog had 1558 items.
KEV is the independent behavioral ground-truth source for the validation stage. If the
QRI captures HNDL-relevant risk, KEV-listed CVEs should, on average, score higher
than the rest of the cryptographic CVE population—the case–control setting of Allodi and
Massacci [28].
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Figure 1. QRI computation workflow. The pipeline proceeds in four numbered phases: (1) INPUT—
three reference data streams (NVD CVE API 2.0, CISA KEV catalog, and EPSS bulk feed) are retrieved;
(2) FILTER—the raw NVD corpus is reduced to the keyword-filtered crypto-relevant corpus of
78,587 CVEs; (3) SCORE—QF, CVSS base severity, and HS are computed per record and combined
into the composite QRI score; and (4) OUTPUT—the scored dataset is emitted, with CISA KEV and
EPSS joined to the final records by CVE identifier for independent validation.

3.1.3. Exploit Prediction Scoring System (EPSS)

The Exploit Prediction Scoring System (EPSS) [14] is a machine-learned probability of
near-term exploitation, published daily by the FIRST.org Special Interest Group. The EPSS
is included as a third reference data stream alongside NVD and CISA KEV. We obtained
EPSS scores from the public bulk feed at first.org/epss and joined them to our corpus by
CVE identifier; coverage was 78,150 of 78,587 records (99.4%). The EPSS serves two roles
in the analysis. First, it acts as an independent predictive baseline against which the QRI
is benchmarked (Section 4.5.3.). Second, the empirical EPSS performance on our dataset
informs the positioning of the QRI relative to existing prioritization tools (Section 5.3).

3.2. Crypto-Relevance Filtering

The dataset was filtered to include records whose English description included at least
one of the keywords in a three-tiered lexicon: (i) Shor-relevant primitives (RSA, ECDSA,
Diffie-Hellman, X.509, PKI, and their synonyms), (ii) Grover-relevant primitives (SHA-256,
SHA-1, AES-128, HMAC, and hash function), and (iii) generic cryptographic context terms
(TLS, SSL, cipher, encrypt, certificate, and key exchange).

3.3. Quantum Factor (QF) Assignment

The QF quantifies the quantum vulnerability of cryptographic vulnerabilities. The as-
signment is based on deterministic keyword matching on the CVE description (Table 1). The
justification is simple: Shor’s algorithm completely compromises asymmetric schemes [4],
whereas Grover’s algorithm reduces the effective bit security of symmetric schemes by
half [18]. Entries matching generic cryptographic keywords but not identifying the primi-
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tive type are given QF = 1.1, accounting for any remaining quantum vulnerability where
the primitive cannot be clearly identified.

Table 1. Quantum Factor (QF) assignment rules and dataset distribution.

QF Representative Keywords Quantum Threat Basis n CVEs (%)

1.5
RSA, ECDSA, DSA, DH,

ECDH, Ed25519, and
X.509/PKI

Shor’s
algorithm—complete

break
8092 (10.3%)

1.2
SHA-1/256/512, MD5,
HMAC, AES-128, and

hash function

Grover’s
algorithm—halved key

length
498 (0.6%)

1.1
TLS, SSL, OpenSSL,
cipher, encrypt, and

certificate

Generic
crypto—algorithm

undetermined
6233 (7.9%)

1.0 No cryptographic
keyword match No quantum exposure 63,764 (81.1%)

Convergent Validity of the Keyword Classifier

Because the keyword classifier is the gateway to all downstream scoring, we assessed
its convergent validity against an independent annotation signal: the National Vulnera-
bility Database’s CWE taxonomy. We treated a curated list of cryptography-related CWE
identifiers as a reference label—CWE-310, 311, 312, 321–340, and 345–347 (cryptographic
primitives, key management, randomness, and signature verification), as well as CWE-
295–299 (improper certificate validation). The CWE list is not a perfect ground truth: NVD
CWE tagging is well known to be sparse, with many genuine cryptographic CVEs carrying
no CWE annotation at all. Concordance metrics against this proxy reference therefore
characterize overlap, not absolute accuracy.

Two analyses were performed. The first one computed corpus-wide concordance
across all 78,587 filtered records. The second one is a stratified random sample of 200 CVEs
(50 per QF tier, seed = 42) that recomputed the same metrics to confirm that corpus-
level statistics generalize. Corpus-wide, 4571 of 78,587 keyword-positive CVEs (5.8%)
carry a cryptography-related CWE tag. Concordance is strongly stratified by QF tier:
39.9% at QF = 1.1 (generic-cryptographic matches) and 33.1% at QF = 1.2 (Grover-relevant
primitives), against 2.1% at QF = 1.0. The QF = 1.5 tier (Shor-relevant primitives) shows
lower CWE concordance (6.9%) because Shor-affected CVEs are frequently tagged under
product-implementation CWEs (e.g., CWE-22 path traversal, CWE-203 timing) rather than
cryptographic CWEs, even when the affected primitive is RSA, ECDSA, or Diffie–Hellman.
The stratified sample reproduces this pattern.

Results for the crypto-CWE list on the fixed n = 200 stratified sample (50 per Quantum
Factor (QF) tier, archived as Supplementary File S1 to guarantee exact reproducibility
independent of software version) yield the following scores: precision = 0.247, recall = 0.949,
F1 = 0.392, and Cohen’s κ = 0.119. The low precision and low κ are consistent with the
well-documented incompleteness of NVD CWE coverage of cryptographic vulnerabilities
and not a reflection of error by the classifier. Recall > 0.94 is more informative—the keyword
classifier recovers CWE-confirmed cryptographic CVEs, as well as crypto-relevant CVEs
not covered by the CWE taxonomy.

The dominant discrepancy in this validation is false positives (CVEs flagged by the
keyword filter but not confirmed by the CWE proxy) rather than false negatives (CVEs
confirmed by the CWE proxy but missed by the keyword filter)—consistent with the high
recall (0.949) and low precision (0.247) reported above. As argued, this pattern reflects
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CWE-label sparsity rather than genuine over-inclusion, which bounds its practical impact
on the QRI distributions reported in Section 4.

Two practical points follow. Taken at face value, the precision figure would imply
that part of the keyword-filtered corpus is not strictly cryptographic in the protocol-level
sense. The empirical findings in Section 4 are nevertheless unaffected because KEV labels
are produced by CISA independently of our keyword classifier; the separation between
KEV-confirmed and non-KEV CVEs in the QRI (Section 4.2) is therefore a property of
records that exist in CISA’s catalog and not of how we filtered the surrounding population.
Any noise introduced at the keyword stage would attenuate the observed effect sizes, not
inflate them, and the Mann–Whitney separation remains significant at p = 2.17 × 10−63

(where p denotes the probability of obtaining the observed separation or one more extreme
under the null hypothesis of no difference) despite this attenuation—evidence that the
signal is robust. Section 5.5 returns to this point.

3.4. HNDL Score (HS) Computation

The HS reflects the appeal of a vulnerability to an adversary following the harvest-
and-store model. It is the sum of four independent criteria (Table 2) identified in the CVE
description, capped at 6. We present the frequencies of each level in the data in Table 3.

Table 2. HNDL Score (HS) additive scoring rubric.

Pts Criterion Representative Keywords HNDL Rationale

+2 Long-term data
storage

Database, archive, backup,
healthcare, finance,

blockchain, and government

Data available for
future harvest

+2 Interceptable
channel

TLS, SSL, HTTPS, SSH, VPN,
IPSec, LDAP, SMTPS, key

exchange

Traffic capturable in
the network layer

+1 High-value target
sector

blockchain, financial, bank,
healthcare, government,

military, and SCADA

Elevated attacker
motivation

+1 Key material
exposure

Private key, session key,
master key, key disclosure,

and key exposure

Compound risk from
key compromise

Table 3. HNDL score level interpretations and frequency in the study dataset (n = 78,587).

HS Interpretation Typical CVE Profile Frequency

0 No HNDL exposure No storage, channel, or
sector match 9.1%

1 Minor channel
exposure Weak channel match only 0.7%

2 Network channel
exposure

Interceptable protocol
identified 85.2%

3 Channel + sector
context

Protocol and high-value
domain 1.5%

4 High-value target with
channel

Finance/health/government
+ protocol 3.4%

5 Critical: channel +
storage + key

Full HNDL
profile—maximal exposure 0.2%

The four HNDL component categories were chosen to align with the prioritization
principles outlined in NIST IR 8547 [29], which recommends prioritizing systems that
process long-lived sensitive data and high-value transactional or sector-critical assets. NIST
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IR 8547, however, does not specify numerical weights; the point values used here (+2
for storage/persistence and communication-channel characteristics and +1 for high-value
sector and key-exposure characteristics) reflect the authors’ own calibration of which
characteristics most strongly determine HNDL exposure.

To assess sensitivity to this calibration, five alternative weighting schemes—equal,
storage-emphasized, channel-emphasized, sector/key-emphasized, and storage + channel-
only weighting—were applied to the identical crypto-relevant corpus (n = 78,587; 437 CISA
KEV) alongside the baseline, and KEV/non-KEV separation was recomputed for each.
Across all six schemes (baseline included), mean separation ranged from 23.8% to 30.6%
(baseline: 26.6%), and ROC-AUC ranged from 0.700 to 0.736 (baseline: 0.732), indicating that
the paper’s central empirical results are not an artifact of this specific weighting scheme.

3.5. Quantum Risk Index (QRI) Formula

The quantum risk index is expressed as follows:

QRI = CVSSbase × QF × (1 + HS2/10).

The CVSS delivers the classical anchor. QF provides a multiplicative quantum-
susceptibility modifier. The HS term is quadratic so that vulnerabilities with multiple
risk factors (e.g., a TLS protocol vulnerability in a backup system for a medical institution
with exposed key material) will be adjusted by more than a vulnerability with a single risk
factor. We chose the quadratic form over the logarithmic form because it has better KEV
separation in the sensitivity analysis (Section 4.5).

The CVSSbase and QF, together, constitute a conjunctive severity gate: a CVE can only
contribute to the QRI if it has both non-negligible conventional severity and non-zero quan-
tum relevance. The (1 + HS2/10) term then becomes a continuous exposure-amplification
factor, raising this base severity as harvest-now-decrypt-later exposure grows—analogous
to how the CVSS, itself, incorporates its temporal and environmental metrics to modulate
but not gate the base score.

The composition of the scored corpus by QF tier and by HS level is summarized in
Tables 1 and 3, respectively.

3.6. Dataset Composition

Table 4 reports the annual evolution of the crypto-relevant CVE population alongside
the Shor-vulnerable subset and the CISA KEV match counts. The dataset with a score is
formed by 78,587 records over 11 years. The fraction of crypto-relevant CVEs in the yearly
dataset increased from 24.4% in 2016 to 35.1% in the first quarter of 2026 (only the first
three months were available). Of the 78,587 records, 8092 (10.3%) carry QF = 1.5, and 2777
(3.5%) carry HS ≥ 4. Matching CISA KEV reveals 437 (0.56%) records have been exploited.
See Table 4 for an annual breakdown.

3.7. Statistical Approach and Hypothesis Framework

Four hypotheses were pre-specified:

Q1. The number of crypto-relevant CVEs and Shor-vulnerable CVEs increased significantly
between 2016 and 2025.
Q2. CVEs listed in KEV have higher QRI scores than those not listed in KEV (behavioral
validation).
Q3. Shor-vulnerable CVEs are over-represented in the KEV list compared to the population
of all CVEs.
Q4. QRI risk is highly concentrated, as with the heavy tail of exploitability in previous
studies [28,30].
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Q1 was tested by ordinary least-squares regression of annual counts (log-transformed)
on a linear time trend (significance threshold of α = 0.05; CAGR reported).

Table 4. Annual dataset composition.

Year n Crypto CVEs
(%) Mean QRI Shor-Vuln.

(QF = 1.5) HS ≥ 4 CISA KEV

2016 2593 (24.4%) 10.369 310 (11.9%) 96 14
2017 4231 (24.8%) 10.937 595 (14.1%) 226 30
2018 5015 (28.4%) 10.821 580 (11.6%) 154 21
2019 5036 (28.7%) 10.626 513 (10.2%) 156 34
2020 5978 (28.4%) 10.497 624 (10.4%) 201 46
2021 6818 (29.2%) 10.561 657 (9.6%) 403 54
2022 7713 (28.1%) 10.464 808 (10.5%) 287 42
2023 9833 (31.6%) 10.465 884 (9.0%) 319 58
2024 12,835 (32.9%) 10.042 1187 (9.3%) 368 60
2025 14,523 (33.1%) 9.730 1454 (10.0%) 393 63

2026 * 4012 (35.1%) 10.443 480 (12.0%) 174 15
Total 78,587 (30.2%) 9.707 8092 (10.3%) 2777 437

* The 2026 row reflects the partial first quarter and is retained in the regression series as a single additional data
point. KEV = CISA Known Exploited Vulnerabilities.

The partial 2026 cohort, which includes only Q1 data, is retained in this regression
and in the corresponding sensitivity analyses (Section 3.8) as a single additional data point
rather than being excluded or annualized; Table 4 reflects this treatment. Q2 was tested
by the Mann–Whitney U rank-sum statistic with a rank-biserial effect size. Q4 was tested
by the Gini coefficient (a measure of distributional inequality ranging from 0 for perfect
equality to 1 for maximal concentration), with a pre-specified confirmation threshold of Gini
> 0.5 (considered the conventional threshold for inequality). The analyses were performed
in Python 3.14 (NumPy 2.4, SciPy 1.16, pandas 3.0, scikit-learn 1.8, Matplotlib 3.10) (SciPy).
Data and code are publicly available (see Data Availability Statement).

3.8. Pre-Specified Sensitivity Analysis

A pre-specified sensitivity analysis tested variations of QF multipliers (Shor: 1.3–2.0;
Grover: 1.1–1.5) and the HS functional form (linear, logarithmic, cubic, binary, ablated) to
see if the Q2 finding was robust. We also compared the QRI vs. CVSS by ROC-AUC to
determine if the quantum-adjustment factors add incremental value.

4. Results
This section presents the results for the four tests of hypotheses and the sensitivity

analysis.

4.1. Q1—Growth of the HNDL Attack Surface (2016–2026)

The number of cryptographically relevant CVEs grew from 2593 in 2016 to 14,523
in 2025—a 5.6-fold increase over the span of nine years. OLS log-count-on-time regres-
sion confirms the trend (fitted slope of the log-count trend of β1 = 0.105; coefficient of
determination of R2 = 0.447; p = 0.025)—a compound annual growth rate of 11.0%. Shor-
vulnerable CVEs (QF = 1.5) grew from 310 in 2016 to 1454 in 2025 (CAGR = 8.8%, β1 = 0.084,
R2 = 0.420, and p = 0.031). The average QRI dropped slightly from 10.37 to 9.73 (β1 = −0.065,
p = 0.032)—supportive of an increased proportion of generic cryptographic CVEs in recent
years driving the average down without contradicting the growth claim.

The Shor-vulnerable subset grows more slowly than the overall population (CAGR of
8.8% vs. 11.0%), consistent with Shor-relevant primitives (RSA and ECDSA) representing
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a shrinking share of newly disclosed cryptographic weaknesses as legacy protocols are
phased out, even as absolute disclosure volume rises.

Thus, Q1 is confirmed: both the overall crypto-relevant CVE population and the
Shor-vulnerable subset grew significantly across the 2016–2026 window (the partial 2026
cohort is retained in the regression as a single additional data point; see Section 3.7).

4.2. Q2 Behavioral Validation of the QRI Against CISA KEV

The 437 CVEs confirmed as exploited in the wild carry a mean QRI of 13.05 (median:
12.74; SD: 4.17), against a mean of 10.31 (median: 10.01; SD: 3.56) for the 78,150 non-
KEV records—a separation of 26.6% in means (Table 5) (Mann–Whitney U = 24,996,992;
p = 2.17 × 10−63; rank-biserial correlation, i.e., an effect-size measure bounded between 0
and 1 in absolute value;|r| = 0.46).

Table 5. QRI descriptive statistics by CISA KEV status.

Group n Mean QRI Median QRI SD

CISA KEV (exploited) 437 13.048 12.740 4.169
Non-KEV (general population) 78,150 10.310 10.010 3.555
Difference (KEV − Non-KEV) – +2.738 +2.730 –

% Difference – +26.6% +27.3% –

Figure 2 visualizes the resulting distributional separation between the two groups.

Figure 2. QRI distribution for CISA KEV and non-KEV CVEs (Q2). Violin plots with embedded box
plots; the diamond marker indicates the mean. Non-KEV CVEs: n = 78,150; CISA KEV CVEs: n = 437.

A percentile analysis (Table 6) reveals that 375 of the 437 KEV CVEs (85.8%) exceed
the 50th QRI percentile (1.7 × the 50% null expectation), and 202 KEV CVEs (46.2%) are
above the 90th percentile (10% null). The over-representation across the four percentiles is
robust and strong.
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Table 6. Percentile analysis: proportion of CISA KEV CVEs above successive QRI thresholds.

QRI Percentile
Threshold KEV CVEs Above % of KEV Random-Baseline

Expectation

50th (QRI ≥ 10.1) 375/437 85.8% ~50% under null
75th (QRI ≥ 12.3) 250/437 57.2% ~25% under null
90th (QRI ≥ 13.7) 202/437 46.2% ~10% under null
95th (QRI ≥ 15.4) 59/437 13.5% ~5% under null

Figure 3 plots the proportion of KEV CVEs above each QRI percentile threshold against
the random baseline expectation.

Figure 3. Percentile analysis of CISA KEV CVEs against QRI thresholds (Q2). Orange bars show the
observed proportion of KEV CVEs exceeding each QRI percentile; gray bars show the null-model
expectation under random assignment.

Thus, Q2 is confirmed: CISA KEV CVEs carry significantly higher QRI scores than
non-KEV CVEs, and the separation persists across all four percentile thresholds.

4.3. Q3—Shor-Vulnerable CVEs and Current Exploitation Behavior

The KEV rate across all crypto-relevant CVEs is 0.56% (437 of 78,587). For the Shor-
vulnerable subset (n = 8092), the KEV rate is 0.80% (65 records), a ratio of 1.52× the baseline.
Chi-square confirms the over-representation: χ2 (1) = 9.476, and p = 0.002, where χ2 is the
chi-square test statistic and the value in parentheses is its degrees of freedom. The HNDL
score is independently further validated by a significant positive association between HS
tier and exploit rate (HS = 0: 0.69%; HS = 1–3: 0.52%; HS ≥ 4: 1.22%), with χ2 (2) = 26.622
and p < 0.001.

The apparent dip at HS = 1–3 relative to HS = 0 (Figure 4b) likely reflects compositional
differences rather than a genuine non-monotonic risk relationship: HS = 0 CVEs indicates
that none of the four HNDL categories is matched, including many high-severity vulnera-
bilities in widely deployed general-purpose software whose KEV inclusion is driven by
broad exploitability and deployment footprint rather than HNDL-specific attractiveness.
HS = 1–3 CVEs, matching only one or two categories, may under-represent this generic

https://doi.org/10.3390/computers15080495

https://doi.org/10.3390/computers15080495


Computers 2026, 15, 495 11 of 22

high-severity class while not yet capturing the concentrated high-value targets that domi-
nate at HS ≥ 4. The chi-square test nonetheless confirms a significant overall association
between the HS tier and exploitation, driven primarily by the pronounced elevation at
HS ≥ 4.

 
(a) (b) 

Figure 4. KEV exploitation rates by quantum vulnerability tier (Q3): (a) Shor-vulnerable CVEs
(QF = 1.5) versus all other crypto CVEs; (b) KEV rate by HNDL score tier (sample sizes shown for
each bar). The fitted trend line is illustrative; the non-monotonic pattern between HS = 0 and HS = 2
is discussed in Section 4.3. The green arrow in panel (b) marks the overall trend across HNDL Score
tiers and carries no statistical meaning of its own.

Figure 4 visualizes the elevated KEV exploitation rates for Shor-vulnerable CVEs and
across HS tiers.

Thus, Q3 is confirmed: Shor-vulnerable CVEs are significantly over-represented in the
CISA KEV catalog, and the HNDL score independently tracks observed exploitation rates.

We note that this association concerns current exploitation behavior under classical
computing and does not presuppose the timeline or eventual feasibility of a cryptograph-
ically relevant quantum computer, which remains under active technical debate. Thus,
the prioritization suggested by the QRI should be read as evidence-based triage guidance
under current threat conditions, not as a claim about quantum-computing timelines.

4.4. Q4—Concentration of QRI Risk

The QRI distribution has Gini coefficient of 0.176—much lower than the preset thresh-
old of Gini > 0.5. According to the Pareto analysis, the top 70% of CVEs cover 80% of the
total aggregated QRI—the reverse of the usual Pareto situation. This negative finding is
informative. The Gini-and-Pareto analysis sets up the QRI to inherit the skewness of the
Allodi distribution [28]. The evidence is that the QRI does not, because the population has
been filtered for cryptography: the assumptions (CVSS, QF, and HS) for this population
do not cover the range that would lead to high inequality. The concentration is not in the
distribution of the QRI itself but in the upper tail where exploited CVEs are concentrated,
as we already found under Q2 (46.2% of KEV CVEs are above the 90th percentile, compared
to 10%). We discuss this distinction again in Section 5.4.
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Thus, Q4 is not confirmed under the pre-specified Gini > 0.5 threshold; instead,
the operationally meaningful concentration lies in the joint QRI–KEV distribution, as
established under Q2 (Section 4.2).

4.5. Sensitivity Analysis
4.5.1. Robustness of Q2 to QF Parameterization

Table 7 reports Q2 under five QF scenarios. Separations between KEV and non-KEV
CVEs range from 24.6% (QF removed) to 28.3% (maximum multipliers); all scenarios have
p < 10−54. The quantum-susceptibility adjustment boosts separation but is not the driver.

Table 7. Sensitivity of Q2 to Quantum Factor (QF) parameterization.

QF Scenario KEV Mean Non-KEV
Mean Diff % p-Value

Baseline (Shor = 1.5,
Grover = 1.2) 13.048 10.310 +26.6% 2.14 × 10−63

Scenario A (Shor = 1.3,
Grover = 1.1) 12.691 10.088 +25.8% 3.50 × 10−62

Scenario B (Shor = 1.7,
Grover = 1.3) 13.406 10.532 +27.3% 8.58 × 10−62

Scenario C (Shor = 2.0,
Grover = 1.5) 13.922 10.848 +28.3% 8.66 × 10−59

Scenario D (no QF—all
equal 1.0) 12.184 9.777 +24.6% 6.37 × 10−54

Note: All scenarios significant at p < 10−50.

4.5.2. Robustness of Q2 to HS Formula Choice

Table 8 gives Q2 with six different functional forms for HS. Separation ranges from
22.4% (binary) to 27.2% (cubic), all with p < 10−53. The quadratic baseline offers the best
trade-off between separation and interpretability, but the binary, linear, log, and ablated
forms all achieve high separation.

Table 8. Sensitivity of Q2 to HS formula choice.

HS Formula KEV Mean Non-KEV
Mean Diff % p-Value

Quadratic—baseline: 1 +
HS2/10 13.048 10.310 +26.6% 2.14 × 10−63

Linear: 1 + HS/2 17.589 14.119 +24.6% 1.33 × 10−53

Cubic: 1 + HS3/50 11.114 8.737 +27.2% 1.70 × 10−64

Binary: 2 if HS ≥ 2 else 1 16.830 13.755 +22.4% 6.26 × 10−54

Logarithmic: log(HS+2)
v1 11.986 9.695 +23.6% 2.48 × 10−54

No HS adjustment (HS
term = 1) 9.068 7.343 +23.5% 4.95 × 10−64

Figure 5 summarizes the sensitivity of the KEV–QRI separation across the QF and HS
parameterizations of Tables 7 and 8.
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(a) (b) 

Figure 5. Sensitivity analysis of the Q2 KEV–QRI separation: (a) sensitivity to QF parameterization
across five scenarios; (b) sensitivity to HS functional form across six formulations. The dashed line
marks the baseline 26.6% separation. All scenarios and formulas are significant at p < 10−50. All
formulas are significant at p < 10−53.

4.5.3. QRI Versus Plain CVSS

Table 9 pits the QRI against the CVSS and EPSS using KEV as the binary outcome. The
CVSS achieves 21.0% mean separation and an ROC-AUC of 0.739. QRI v2 raises mean the
separation to 26.3%—5.3 percentage points above the CVSS—while its ROC-AUC (0.731)
is marginally below that of the CVSS in binary classification. The EPSS, joined to the
78,150 CVEs in our dataset with EPSS coverage, reaches an ROC-AUC of 0.952 against the
KEV outcome, which is substantially above both the CVSS and QRI. The EPSS is trained
directly on exploitation signals and is designed for near-term binary triage, whereas the QRI
is designed to encode quantum-specific risk dimensions (Shor/Grover vulnerability and
HNDL attractiveness) that the EPSS does not measure. The two metrics answer different
questions; their positioning is discussed in Section 5.3.

Table 9. Predictive performance: plain CVSS, QRI v2, and EPSS [14] computed on the present dataset,
using CISA KEV as the outcome variable.

Metric KEV
Mean

Non-KEV
Mean Diff % p-Value ROC-AUC

Plain CVSS 8.384 6.929 +21.0% 1.48 × 10−67 0.7394
QRI v2

(baseline) 13.048 10.328 +26.3% 1.02 × 10−62 0.7307

EPSS [14]
(empirical) 0.5955 0.0249 +2290.9% 2.89 × 10−234 0.9523

Separation ranges from 24.6% (Scenario D, no QF adjustment) to 28.3% (Scenario C,
maximum multipliers) across all five QF scenarios, all significant at p < 10−54 (Table 7).
Across all six HS functional forms (linear, cubic, binary threshold, logarithmic, and no
adjustment), separation ranges from 22.4% to 27.2%, all with p < 10−53 (Table 8). Table 9
shows that the QRI achieves better mean KEV/non-KEV separation than the plain CVSS
(26.3% vs. 21.0%), with a comparable univariate ROC-AUC (QRI = 0.731; CVSS = 0.739).
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These findings, together, indicate that the paper’s central empirical results are not an artifact
of the particular functional form of the QRI or the particular parameter values used.

Figure 6 presents the predictive comparison and the Lorenz-curve concentration
analysis.

 
(a) (b) 

Figure 6. Predictive performance and QRI concentration: (a) Mean KEV versus non-KEV scores for
the plain CVSS and QRI v2; ROC-AUC values are annotated. Note that QRI’s ROC-AUC (0.731)
is marginally below that of the plain CVSS (0.739), confirming that the QRI’s advantage is in rank-
ordered triage, not binary classification. (b) Lorenz curve of the QRI distribution (Gini = 0.176),
illustrating the low score concentration across the filtered corpus. Note: ROC-AUC computed using
the Mann–Whitney U estimator (AUC = 0.5 = random; 1.0 = perfect. EPSS scores were obtained from
the FIRST.org bulk feed and joined to the 78,150 CVEs in our dataset with EPSS coverage; the score is
computed on the joined records.

4.5.4. Multivariable Logistic Regression—Does the QRI Add Information Beyond
the CVSS?

The ROC-AUC comparison in Section 4.5.3 reports a univariate comparison: QRI ver-
sus CVSS, each tested in isolation as a single predictor of KEV membership. That framing
leaves open a different question—whether the QRI adds incremental information beyond
what the CVSS already encodes. To address this, we fitted a sequence of logistic regres-
sion models with KEV membership as the binary outcome and standardized predictors.
Coefficients in standardized inputs make the contributions directly comparable on the
log-odds scale.

Model 1 included CVSS alone; the standardized logistic-regression coefficient on the
log-odds scale, which is distinct from the OLS trend slope (β1) reported in Section 4.1,
was β = +0.970, and AUC = 0.7394, reproducing the univariate finding. Model 2 added a
standardized QRI score. The CVSS remained the dominant predictor—β = +0.837 and OR
per SD = 2.31 (95% CI: 2.02–2.64)—but the QRI coefficient was significantly positive after
CVSS adjustment: β = +0.177, OR per SD = 1.19 (95% CI: 1.10–1.30), and p = 2.85 × 10−5.
A likelihood-ratio test of Model 2 against Model 1 gives χ2(1) = 13.77, p = 0.0002; the QRI
improves model fit after the CVSS contribution is removed. Model 3 added the publication
year, and the QRI coefficient was unchanged (β = +0.177, p = 3.04 × 10−5), indicating the
QRI signal is not driven by a temporal artifact.
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This is the correct response to the AUC observation. The QRI’s univariate AUC
(0.7487 for the additive model) is not larger than the CVSS’s because the two scores share
most of their variance—the QRI is, by construction, a multiplicative transformation of
the CVSS. The meaningful question is whether the quantum adjustment factors carry
information beyond classical severity. The logistic regression evidence is that they do,
with an odds ratio per standard deviation of 1.19 (1.10–1.30), holding the CVSS fixed.
For a vulnerability manager already filtering on the basis of the CVSS, the QRI provides
an additional, statistically independent stratification of KEV likelihood—which is the
operational claim the framework needs to support.

4.6. Summary of Hypothesis Tests

Table 10 summarizes the tests of hypotheses. Three out of four hypotheses are sup-
ported. Q1 proves that the HNDL attack surface has grown considerably. Q2 is the main
result: the QRI predicts whether a vulnerability will be exploited, with a 26.6% mean sepa-
ration in the exploited population. Q3 confirms the over-targeting of Shor-vulnerable CVEs
and the behavioral validity of the HNDL score. Q4 is not confirmed by the pre-specified
Gini criterion; we discuss this in Section 5.4.

Table 10. Summary of hypothesis tests, key statistics, and verdicts.

Q Hypothesis Key Statistics Sig. Verdict

Q1a
Annual crypto-CVE
volume grows over

2016–2026

CAGR = 11.0%, β1 =
0.105, R2 = 0.447,

p = 0.025
✓ Confirmed

Q1b
Annual Shor-vulnerable
CVE count grows over

2016–2026

CAGR = 8.8%, β1 = 0.084,
R2 = 0.420, p = 0.031 ✓ Confirmed

Q2
CISA KEV CVEs carry
higher QRI scores than

non-KEV CVEs

∆ = +26.6%, p = 2.17 ×
10−63, |r| = 0.46 ✓ Confirmed

Q3
Shor-vulnerable CVEs

over-represented in CISA
KEV

χ2 = 9.476, df = 1,
p = 0.002; rate 1.52× ✓ Confirmed

Q4 QRI risk concentrated in
minority of CVEs

Gini = 0.176; top 70%
hold 80% of QRI ✗ Not Confirmed

Note: CAGR = compound annual growth rate; |r| = absolute rank-biserial correlation; χ2 = chi-square. The Gini
threshold for Q4 was pre-specified at >0.5. In the Sig. column, ✓ indicates that the pre-specified significance
criterion was met, and ✗ that it was not; the Verdict column reports the resulting decision on each hypothesis.

5. Discussion
The four hypothesis tests paint a consistent picture: the cryptographic attack surface

is growing, exploitation is becoming concentrated in the upper portion of the QRI distribu-
tion, and the Shor-vulnerable subset dominates confirmed exploitation. The Pareto-like
concentration test failed for reasons that can be interpreted and that do not compromise
operational conclusions.

5.1. The Expanding Attack Surface and Its Urgency

The 11.0% CAGR reported in Section 4.1 is best considered in relation to the mi-
gration schedules. NIST IR 8547 estimates a 5–10-year migration for critical infrastruc-
ture [29]; CNSA 2.0 enforces a 2035 deadline for PQC adoption, with the first milestones
in 2027 [31]. At the 11.0% CAGR, the number of cryptography-relevant CVEs roughly
doubles every 6.6 years—comfortably within the transition time frame. The Shor-specific
subset—currently 8092 CVEs—is the more immediately actionable concern. These are
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vulnerabilities whereby the affected primitive (RSA private keys, ECDSA signatures, Diffie–
Hellman session keys) becomes retrospectively transparent on Q-Day [32,33]. At 8.8%
annual growth, the subset will grow by 130% in the final year of the Global Risk Institute’s
decade-long quantum expectation window [34,35].

5.2. What the KEV Validation Says About Attacker Behavior

Q2 is the main empirical result. The CVEs currently being exploited by adversaries
have mean QRI scores 26.6% higher than the rest of the cryptographic CVE population. The
interpretation is that the vulnerabilities a future adversary would harvest for retrospective
decryption are the same vulnerabilities being targeted today by classical adversaries. The
percentile result is consistent with this—46.2% of KEV CVEs are above the 90th QRI
percentile, compared to 10% null—consistent with Allodi’s observation that adversarial
attention focuses on the top of the vulnerability distribution [28]. The methodological
caveat is that the QRI’s ROC-AUC (0.731) is marginally below that of the plain CVSS (0.739),
meaning the QRI does not improve binary classification. Its advantage lies in rank-ordered
magnitude separation. Users running rank-ordered triage will benefit more from the QRI;
users running thresholded filters will see limited incremental value over the CVSS.

5.3. Positioning the QRI Relative to Prior Frameworks

Table 11 positions the QRI relative to the three reference frameworks discussed above.
The CVSS provides classical severity but no information about quantum exposure [24]. The
EPSS provides highly precise near-term exploitability; on our dataset, its KEV ROC-AUC
of 0.952 confirms it as the strongest single predictor of imminent exploitation, but the
score is, by construction, quantum-neutral. QARS is the closest predecessor to the QRI
in conceptual scope: it combines Mosca’s inequality with a multi-factor formula but is
calibrated by expert judgment rather than by behavioral data [15]. The QRI fills a gap that
none of these frameworks addresses: CVE-level quantum-risk quantification, validated
against governmental exploitation data. The two metrics of most direct practical interest to
the community—the EPSS and QRI—are not adversarial; they answer different questions.
The EPSS quantifies the “most likely to be exploited in the next 30 days”, and the QRI
quantifies which of the exploited and exploitable CVEs carry the largest forward-looking
HNDL exposure. For organizations already using the EPSS for short-term triage, the
QRI adds the quantum dimension that the EPSS does not encode; the overlap of high-
EPSS and high-QRI records is the top target for remediation under a quantum-aware risk
management framework. A natural extension discussed in Section 5.6 is a composite score
that combines both signals in a single triage ranking.

Table 11. Positioning of the QRI relative to reference frameworks.

Dimension CVSS (Base) EPSS QARS [15] QRI (This Study)

Unit of analysis CVE CVE System/org CVE
Quantum exposure encoded No No Theoretical Yes (QF + HS)

HNDL attractiveness
encoded No No Partial Yes (HS)

Validated vs. exploit data Partial Yes (AUC = 0.95) No Yes (AUC = 0.73)
Longitudinal attack-surface

tracking No No No Yes (2016–2026)

Reproducible from open data Yes Yes Partial Yes
KEV mean separation +21.0% +2290.9% — +26.3%

Note: EPSS AUC computed empirically on our dataset [14]. QARS validation reflects absence of exploit-data
validation in [15]. KEV separation figures for CVSS and QRI from Section 4.5.3.
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5.4. Interpreting Q4: Why the Pareto Test Failed

Q4 is not confirmed by the study, not because of a problem with the metric but because
of the design. The CVEs were filtered to identify those that are cryptographically relevant.
On that subset, the ranges of the CVSS, QF, and HS are not broad enough to deliver a Gini
coefficient close to 0.5. The heavy-tail character of the distribution of exploitation outcomes
observed by Allodi [28] is partially absorbed by the filter that defines the QRI denominator.
The practically relevant concentration is in the joint distribution of the QRI and KEV status.
The version of the concentration result that is operationally meaningful is in the percentile
result (46.2% of KEV CVEs above the 90th QRI percentile) reported in Section 4.2. The
pre-specified Q4 hypothesis asked the wrong question of the data; we report it negatively
and state what we should have asked—whether the exploitation is concentrated in the QRI
upper tail—with the answer to that question being yes.

5.5. Limitations

Several limitations bound the following conclusions.
Text-based classification. QF and HS are determined by matching keywords in NVD

English descriptions [36]. The convergent-validity analysis in Section Convergent Validity
of the Keyword Classifier quantifies the limits of this approach: precision against the CWE
reference label is 0.247 and Cohen’s κ is 0.119, while recall is 0.949. This low precision
reflects under-tagging of cryptographic CVEs within NVD’s own CWE classifications,
not an error introduced by the keyword classifier itself, and the high recall indicates
the classifier successfully captures the great majority of CWE-confirmed cases. CVEs
described at the level of memory corruption rather than the cryptographic-primitive level
can be under-classified, and Shor-relevant CVEs are frequently tagged under product-
implementation CWEs rather than cryptographic ones. Future research incorporating
CPE product enumeration and a stricter Shor keyword list would increase precision; the
present design errs on the side of recall to avoid missing crypto-relevant CVEs in the
upstream filter.

CISA KEV as a ground-truth proxy. KEV reflects exploits that are publicly visible
to U.S. authorities and is the most authoritative public CV list of its type [27], but it is
not complete. The nation-state HNDL collection, which is, by design, unattributable, will
not appear in KEV until (and if) a year or later after its disclosure. Thus, KEV gives a
conservative estimate of the lower bound of the actual exploitation of quantum-relevant
vulnerabilities.

The behavioral validity established in Section 4.2 is demonstrated in the context of cur-
rently exploited CVEs and should be read as evidence that the metric tracks realized threat
activity to date, not as a guarantee of prospective validity once cryptographically relevant
quantum computers become available and exploitation patterns may shift accordingly.

Partial 2026 cohort. CVEs published in the first quarter of 2026 are partial-year data;
they are retained in the regression series as a single additional data point, which slightly
attenuates the estimated slopes but does not change the direction or statistical significance
of the trends.

Causal inference. Observational design supports predictive validation but not causal
inference. The robustness checks performed in Section 4.5 show that the signal persists
when the quantum adjustment is removed entirely, which suggests HNDL-specific dimen-
sions contribute independently of classical severity, but full causal disentanglement is not
feasible in this design.

Scope of disclosure. This study reflects only vulnerabilities publicly disclosed through
the NVD; it does not capture undisclosed weaknesses or vulnerabilities held privately by
vendors, state actors, or proprietary/closed-source systems. The distributions reported in
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this study should be understood as characterizing the publicly visible cryptographic attack
surface, not the entirety of it.

Generalizability. This NVD is aligned to Western disclosure practices. The QRI weight-
ing is based on pre-quantum assumptions about which primitives are most vulnerable and
will need to be adjusted as quantum hardware capability improves and the relative domi-
nance of Shor and Grover attacks evolves. The QRI is best considered as an evidence-based
prioritization tool rather than a risk metric, to be used in conjunction with EPSS scores [14],
threat feeds, and exposure assessments specific to an asset.

5.6. Future Directions

There are several extensions to the current design. Substituting the keyword filter for
a hybrid pipeline using CPE product enumeration, CWE product taxonomy mappings,
and machine learning would improve precision. The QRI formula should be modified to
capture estimated data retention times, network criticality, and industry-specific migration
roadmaps as outlined by NIST IR 8547 [29]. Performing the longitudinal study on a
rolling basis would permit the 11.0% CAGR to be compared with PQC migration rates,
thereby empirically testing whether the attack surface slows down as classical primitives
are removed.

The QRI could be correlated against patch release schedules and installed base reme-
diation rates to see if organizations are behaving consistently with the urgency implied
by the formula. The empirical complementarity established in Section 4.5.3 between the
EPSS (ROC-AUC of 0.952 for near-term exploitation) and QRI (26.6% KEV separation on a
quantum-aware composite) suggests a further line of work: a joint EPSS×QRI score [14],
in which the two dimensions are combined into a single triage ranking that reflects both
near-term and quantum-era risk. Calibrating such a composite—and validating it on the
same KEV benchmark used here—is a natural extension of the present design.

A complementary direction concerns the operational cost of remediating the TLS-
related CVEs that the QRI most heavily flags: empirical studies of post-quantum TLS
1.3 handshakes have shown that lattice- and hash-based signature schemes introduce
measurable latency and bandwidth overhead [1], and pairing QRI-based prioritization
with deployment-cost benchmarks would help organizations sequence migration not only
by risk but also by feasibility.

6. Conclusions
The aim of this work was to empirically measure the harvest-now-decrypt-later attack

surface, to suggest a composite scoring metric that captures the quantum-specific risk
factors not encoded in CVSS, and to empirically verify said metric with respect to observed
threat-actor behavior. In a dataset of 78,587 cryptographic CVEs found in the NVD from
2016 to the first quarter of 2026 and compared against the CISA KEV list, four hypotheses
were tested. The principal empirical findings are summarized below.

6.1. Q1: Expanding Attack Surface

The trend analysis confirms the growth of cryptographic CVEs at a CAGR of 11.0%
and of Shor-vulnerable CVEs at 8.8% annually. Given this, the cryptographic attack sur-
face approximately doubles within the PQC migration time frame required by the NIST
and NSA.

6.2. Q2: Behavioral Validation of the QRI Against CISA KEV

The mean QRI is 26.6% higher in the exploited population than in the entire crypto-
graphic CVE sample (p = 2.17 × 10−63, |r| = 0.46) and is robust to all QF and HS model
parameterizations, including complete removal of the quantum adjustment. To the best
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of our knowledge, this is the first empirical evidence that a quantum-adjusted vulnerabil-
ity score predicts real-world exploitation at the CVE scale, valid against an independent
governmental account of in-the-wild exploitation.

6.3. Q3: Over-Targeting of Shor-Vulnerable CVEs

Shor-vulnerable CVEs are over-represented in KEV (1.52× expected), and the HNDL
score is further validated by a significant positive association between HS tier and exploit
rate, concentrated at HS ≥ 4. Remediation of high-QRI vulnerabilities will reduce short-
term classical vulnerability while also reducing the vulnerability window for HNDL—a
double dividend for remediation.

6.4. Q4: Pareto Concentration Hypothesis (Not Supported)

The Pareto-like concentration hypothesis was not supported. The QRI score-
distribution Gini coefficient is 0.176, which is far less than the pre-announced criterion of
>0.5 due to the corpus being filtered for cryptographic relevance before scoring and the
filtered inputs not covering the range to produce high inequality. The practically relevant
concentration result—46.2% of KEV CVEs above the 90th QRI percentile—is confirmed
in Q2.

6.5. Synthesis and Outlook

The QRI is not intended to replace existing scoring systems. It occupies a particular
niche that is currently unoccupied: CVE-level quantum-risk analysis validated using
governmental exploitation data. Using the QRI in conjunction with the EPSS—which
predicts short-term exploitation likelihood—provides a more comprehensive view than
using either alone. The data and code for this analysis are available to the public. There are
many areas of practical application, but the most urgent is in vulnerability management
programs that do not yet have quantum-ready triage rules. The QRI offers a data-driven,
replicable means of doing so, grounded in sources (NVD/CISA) already integrated into
most enterprise vulnerability management pipelines. This research demonstrates that such
ranking can be achieved and acted upon.

Supplementary Materials: The following supporting information can be downloaded at: https:
//www.mdpi.com/article/10.3390/computers15080495/s1, File S1: validation_sample.csv—the
fixed stratified sample of 200 CVEs (50 per Quantum Factor tier) used for the convergent-validity
analysis reported in Section Convergent Validity of the Keyword Classifier.
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