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Abstract

Android malware detection systems commonly emphasize predictive accuracy while pay-
ing less attention to feature-acquisition cost, deployment efficiency, and early decision
making. This paper presents a staged model-input budget framework for cost-aware
Android malware screening and evaluates classification performance under progressively
expanded static feature representations. The proposed framework uses a lightweight Be-
haviour Score as an early-warning model input derived from multiple static behavioural
indicators, including permission risk, encryption evidence, network activity, and suspicious
keyword evidence. Rather than treating the score as a cost-free feature, the framework dis-
tinguishes between the derived model input and the underlying static indicators required
to construct it. Uncertain samples are progressively escalated from the early-warning
stage to richer feature budgets using a confidence-based decision rule, while confident
samples can be resolved before full-feature analysis. The experimental evaluation reports
hyperparameter-tuned model performance, empirical inference-time profiling, confidence-
based escalation behaviour, Matthews correlation coefficient, false positive rate analysis,
low false-positive-rate operating points, cross-validation, statistical testing, and external
proxy-budget validation using the Drebin benchmark. On the main Android application
dataset, the Behaviour-Score stage achieved an F1-score of 0.8750. When low-cost static
indicators were added, the framework achieved an F1-score of 0.9654 and a Matthews
correlation coefficient of 0.9267. The full feature set achieved the highest F1-score of
0.9878 and Matthews correlation coefficient of 0.9741. The confidence-based escalation
experiment showed that, at a predefined 0.95 confidence operating point, 90.32% of samples
were resolved before full-feature analysis, reducing the average number of classifier model
inputs used from 9 to 3.50 while maintaining an F1-score of 0.9785. These findings indi-
cate that the proposed framework provides an incremental model-input budget approach
for deployment-oriented Android malware screening, while preserving full analysis for
uncertain samples.

Keywords: android malware detection; behavior score; budgeted feature acquisition;
cost-aware classification; early-warning screening; false positive rate analysis; lightweight
static analysis; malware classification; resource-constrained inference; staged detection

1. Introduction
Rapid growth of the Android ecosystem has significantly increased the exposure of

mobile devices to security threats, making Android malware detection a critical research
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challenge. Owing to its open-source nature and widespread adoption, Android has become
a primary target for malicious applications that exploit system vulnerabilities and user trust.
Recent studies have highlighted the increasing sophistication of Android malware, which
frequently employs techniques such as code obfuscation, encryption, and dynamic payload
execution to evade traditional detection mechanisms [1]. Machine-learning (ML)-based
approaches have emerged as effective solutions for detecting both known and previously
unseen malware by learning patterns from large-scale datasets [2].

Static analysis techniques that rely on features such as permissions, API calls,
and application metadata have been widely adopted owing to their efficiency and
scalability [3]. However, static approaches often suffer from reduced effectiveness when
faced with advanced obfuscation techniques and feature redundancy [4]. In contrast,
dynamic analysis provides deeper behavioral insights but incurs high computational over-
head, limiting its applicability in real-time systems [5]. To address these limitations, recent
research has explored hybrid and lightweight detection frameworks that aim to balance
detection accuracy with computational efficiency [6]. Lightweight models are particularly
important for deployment in resource-constrained environments such as mobile and edge
devices, where low latency and reduced resource consumption are essential [7]. Despite
these advancements, many existing solutions continue to rely on large and complex feature
sets, resulting in increased processing times and reduced practicality for real-world deploy-
ment [8]. Another important research direction is the incorporation of explainability into
malware-detection models. Explainable Artificial Intelligence (XAI) techniques, including
SHAP and feature-importance methods, have been widely used to improve transparency
and trust in model decisions [9]. However, most existing explainability approaches operate
as post hoc analyses and do not directly contribute to reducing feature complexity or im-
proving computational efficiency [10]. As a result, a gap remains between interpretability
and deployability, where models are explainable but still computationally demanding.

In practical malware detection systems, feature extraction is not cost-free. Different
features require varying levels of computational effort, and delaying detection to extract
expensive features can negatively impact system performance, latency, and energy con-
sumption, particularly during early-stage decision making. To address this limitation, this
study proposes a cost-aware Android malware detection framework that evaluates detec-
tion performance under progressively increasing feature-acquisition budgets. Within this
framework, a Behaviour Score (BS) is introduced as a lightweight behavioral aggregation
that captures indicative application behavior using static indicators. Rather than serving
as a standalone detection mechanism, the Behaviour Score functions as an early-stage
signal within a broader cost-aware pipeline, enabling rapid initial screening before more
computationally expensive features are considered. The proposed framework operates
across multiple budget levels, beginning with minimal-cost detection using the Behaviour
Score alone, followed by an intermediate configuration that incorporates low-cost static
features, and finally a full-feature baseline. This design enables a systematic analysis of
the trade-off between detection accuracy and computational cost, which is essential for
real-time detection systems and large-scale deployment scenarios [11].

The originality of this study does not lie in proposing a fundamentally new malware
classifier, nor in claiming that staged decision making itself is novel. Cascade-style screen-
ing, budgeted feature use, early-exit inference, and cost-sensitive feature selection are
well-established concepts in machine learning and malware-detection research. Instead, the
contribution of this work lies in adapting and empirically evaluating these principles within
a compact static Android malware-screening framework centered on an interpretable Be-
haviour Score and progressively expanded model-input budgets. In this paper, cost-aware
refers specifically to the staged use of classifier inputs and reduced reliance on the complete
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static feature representation rather than to comprehensive measurements of APK feature-
extraction energy, memory consumption, or physical-device resource usage. Consequently,
the proposed framework should be interpreted as a staged model-input budget framework
for cost-aware Android malware screening rather than as a new classifier architecture or a
complete deployment-cost benchmark.

This distinction is important because the Behaviour Score is not treated as a cost-
free raw feature. Instead, it is a derived model input constructed from multiple
low-cost static behavioral indicators, including permission-risk evidence, encryption-
related evidence, network-activity evidence, and suspicious-keyword evidence. The
confidence-based escalation analysis therefore measures the number of model inputs
used by the classifier at each stage while explicitly recognizing that derived inputs re-
quire multiple underlying static indicators for their construction. The paper evaluates
whether such a compact derived input can effectively support early malware screen-
ing and whether uncertain samples benefit from escalation to progressively richer static
feature budgets.

This positioning separates the established methodological foundation—namely staged
and budgeted decision making—from the specific contributions of this study, including
an interpretable Android static-analysis framework, the definition of the Behaviour Score,
confidence-based escalation, low-false-positive evaluation, statistical robustness assess-
ment, and external proxy-budget validation under a unified experimental protocol.

In the remainder of this paper, the Behaviour Score is denoted as BS, Matthew’s corre-
lation coefficient as MCC, false positive rate as FPR, receiver operating characteristic area as
ROC-AUC, and precision–recall area as PR-AUC. Extensive experiments were conducted
using multiple machine-learning models, including Logistic Regression, Random Forest,
Extra Trees, and XGBoost. The evaluation framework includes hyperparameter-tuned
classification, classifier-level inference-time profiling, confidence-based escalation analysis,
low-false-positive-rate security evaluation, cross-validation, paired statistical testing, and
external validation using the Drebin benchmark [12,13]. The main contributions of this
study are summarized as follows:

1. A staged model-input budget framework is presented for Android malware screening
by adapting established concepts from staged decision making, early-exit inference,
and budgeted feature use to a compact static Android malware-detection setting.

2. An interpretable Behaviour Score is introduced as a derived model input that aggre-
gates selected static behavioral indicators. The Behaviour Score is not presented as a
standalone malware detector or a cost-free raw feature but rather as an early-stage
abstraction within a broader staged screening pipeline.

3. A confidence-based escalation strategy is evaluated across progressively richer static
feature budgets, reporting the percentage of samples resolved before full-feature
analysis, the average number of acquired model inputs, model-input reduction, and
security-oriented performance.

4. A comprehensive security-oriented evaluation is performed using F1-score, Matthew’s
correlation coefficient, false positive rate, low-false-positive operating points, cross-
validation, statistical testing, and external proxy-budget validation using the
Drebin benchmark.

5. A clear distinction is established between model-input budget reduction and complete
feature-acquisition cost. Classifier inference time and model-input count are reported
as operational indicators, whereas full APK feature-extraction latency, CPU usage,
memory consumption, and energy profiling are identified as future deployment-level
validation requirements.
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6. The study strengthens reproducibility by documenting dataset construction, static
feature-extraction logic, leakage-control procedures, duplicate handling, group-aware
partitioning, random seeds, and the separation between training, validation, and final
test evaluation.

2. Related Work
Recent advances in Android malware detection have explored static, dynamic, hy-

brid, explainable, lightweight, and deployment-aware approaches. Static analysis remains
attractive because permissions, API calls, manifest attributes, and application metadata
can be extracted without executing malware, making static models suitable for large-scale
screening and resource-constrained settings [14,15]. However, static analysis can be weak-
ened by obfuscation, repackaging, dynamic payload loading, and feature redundancy [16].
Dynamic analysis provides stronger runtime evidence, including system calls, network
activity, and execution traces, but it requires controlled execution environments and intro-
duces additional latency and infrastructure cost [17]. Hybrid approaches combine static
and dynamic evidence and can improve accuracy, but they often increase feature-extraction
complexity and may be less suitable for early-stage screening when rapid decisions are
required [18,19].

A second line of research has focused on feature reduction, lightweight detection,
and efficiency-oriented malware screening. Cost-sensitive learning and cost-effective
feature selection demonstrate that classification performance should be considered together
with feature utilization and computational constraints [20]. Android-specific feature-
selection methods, such as FSDroid, show that reducing the feature space can preserve
detection effectiveness while improving efficiency [21]. Other lightweight and fast multi-
feature Android malware-detection frameworks likewise support the need for practical
detection pipelines that reduce processing overhead [22,23]. These studies demonstrate
that extracting the complete feature set is not always necessary. However, many of them
evaluate a fixed reduced feature representation rather than a progressive staged process
in which samples can be classified early or escalated only when prediction confidence
is insufficient.

Explainable Artificial Intelligence (XAI) has also become increasingly important in
Android malware detection because security analysts require transparent and interpretable
model decisions. SHAP and other feature-importance techniques provide useful post hoc
explanations for why an application is classified as malicious [24,25]. Behavioral modeling
approaches similarly attempt to represent application activity using API sequences, system-
call patterns, or probabilistic behavior profiles [26,27]. Although these methods improve
interpretability and behavioral insight, they do not necessarily reduce the number of model
inputs required during inference or explicitly support early-warning decision making. In
contrast, the present study introduces the Behaviour Score as an interpretable derived
model input within a staged screening framework. The Behaviour Score is not presented as
a new classifier but as a compact behavioral abstraction that enables early-stage decisions
before uncertain samples are escalated to richer static feature budgets [28].

Recent studies further confirm the growing emphasis on lightweight, scalable, and
deployment-aware Android malware detection. Permission-level static indicators con-
tinue to play an important role in interpretable malware screening [29], while feature-
influence-based approaches for resource-constrained devices reinforce the importance of
reducing computational overhead without sacrificing detection performance [30]. Three-
level feature-selection research likewise supports structured feature reduction as a means of
improving deployment feasibility [31]. Runtime behavioral subsequence methods provide
compact behavioral evidence but still require execution monitoring, resulting in additional
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runtime overhead [32]. Dataset-focused studies such as Maloid-DS have contributed valu-
able benchmark datasets for contemporary Android malware research, while lightweight
Markov-image representations, knowledge-distillation techniques, and large language
model (LLM)-based approaches demonstrate the continuing diversification of Android
malware detection methods and feature representations [33–36].

Collectively, these studies demonstrate significant progress in Android malware de-
tection but also reveal an important research gap. Prior work has investigated static
detection, dynamic analysis, feature selection, lightweight modeling, explainability, and
dataset construction. However, comparatively few studies jointly evaluate an interpretable
early-warning model input, staged model-input budgets, confidence-based escalation,
low-false-positive operating behavior, statistical robustness, and external proxy-budget
validation within a unified experimental framework. The present study addresses this
gap by adapting established concepts of staged and budget-aware decision making to a
compact static Android malware-screening framework. Its contribution is therefore not the
introduction of cascade classification, early-exit inference, or budgeted learning, but rather
the empirical evaluation of a Behaviour-Score-based Android malware detection frame-
work that explicitly reports model-input budgets, confidence-guided escalation behavior,
and security-oriented evaluation metrics.

As summarized in Table 1, the closest prior studies provide important but partial
coverage of the problem addressed in this paper. Feature-selection studies show that
reducing dimensionality can preserve malware-detection performance, but they generally
stop at selecting a compact fixed feature subset rather than evaluating confidence-based
escalation across multiple feature budgets [10,21,31]. Lightweight and explainable Android
malware studies improve interpretability and reduce model complexity, but their explana-
tion mechanisms are usually applied after classification and are not directly integrated into
a staged early-warning pipeline [12,24,25]. Permission-based and behavioral approaches
provide interpretable security evidence, but they do not fully examine how such evidence
can be used as a derived early-stage model input before escalating uncertain samples
to richer static features [29,32]. Dataset-construction and LLM-based studies broaden
the available experimental resources and semantic modeling strategies, but they are not
designed around model-input budget reduction, low-false-positive staged operation, or
confidence-based early decision-making [33,35,36]. Therefore, the present study occupies a
narrower but practically relevant position. It does not claim that staged decision-making,
feature-budgeting, or early-exit logic is new. Instead, it evaluates how these ideas can be
instantiated in a compact static Android malware-screening framework using a Behaviour
Score, progressively richer model-input budgets, and confidence-based escalation. This
analytical positioning clarifies both what is known from prior work and what is added by
the present study.

Table 1. Analytical comparison of representative Android malware detection studies related
to lightweight static analysis, explainable detection, feature selection, and efficiency-aware
malware screening.

Ref. Study Focus Main
Features/Representation Method Relevance to This

Work Remaining Gap

[10]
Feature selection

for Android
malware detection

Static Android features
Reinforcement-
learning-based

feature selection

Demonstrates that
reducing the feature
space can improve

the efficiency of
Android malware

detection

Does not evaluate
staged early-exit

detection or
confidence-based

escalation
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Table 1. Cont.

Ref. Study Focus Main
Features/Representation Method Relevance to This

Work Remaining Gap

[12]

Lightweight and
explainable

Android malware
detection

Static Android malware
features supported by

local explanations

Lightweight
transformer with

explainability

Supports the need
for interpretable and
lightweight Android
malware detection

models

Explainability is not
directly linked to
feature-budget

escalation or staged
decision-making

[23]
Fast multi-feature
Android malware

detection

Permissions and Dalvik
opcode sequences

Fast multi-feature
Android malware

detection
framework

Relevant to rapid
detection and

reduced feature
complexity

Does not explicitly
model progressive

feature acquisition or
confidence-based

early decisions

[28]

Efficient and
explainable

Android malware
detection

Drebin static features
Linear SVM with

explainable feature
representation

Provides a widely
used public

benchmark context
for Android

malware detection

Does not evaluate
proxy feature

budgets, staged
escalation, or

early-exit screening

[29]
Permission-based
Android malware

detection

Android permissions
mapped to

exploitation-related
indicators

Scalable
permission-to-

exploitation
mapping

framework

Confirms the
continued

importance of
permission-level

indicators for
lightweight Android
malware screening

Focuses mainly on
permission-oriented
detection rather than

adaptive staged
feature-budget

escalation

[30]

Efficient malware
detection for

resource-
constrained

devices

Feature-influence-based
malware indicators

Machine learning
with feature

influence analysis

Supports the
importance of

reducing
feature-processing

overhead in
constrained

environments

Does not explicitly
evaluate

sample-level
confidence-based
escalation across
multiple feature

budgets

[31]
Feature selection

for Android
malware detection

Selected Android malware
feature groups

Three-level feature
selection

framework

Supports the value
of structured feature

reduction in
Android malware

detection

Applies feature
selection rather than

adaptive staged
inference with early

stopping

[32]
Behavioural

Android malware
detection

Informative system-call
subsequences

System-call
subsequence-

based detection

Provides compact
behavioural
evidence for

Android malware
detection

Relies on
runtime-style
behavioural

evidence and does
not address low-cost

static staged
screening

[33]
Android malware
forensics dataset

construction

Labeled Android malware
dataset

Dataset
development and
forensic labeling

Provides a recent
labeled Android
malware dataset

relevant to
experimental

validation

Focuses on dataset
contribution and

does not propose a
cost-aware staged

detector

[34]
Lightweight

Android malware
detection

Markov-image
representation

Knowledge-
distillation-based

lightweight
framework

Supports the recent
trend toward

lightweight Android
malware detection

Uses transformed
image-style

representations
rather than

interpretable
feature-budget

stages
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Table 1. Cont.

Ref. Study Focus Main
Features/Representation Method Relevance to This

Work Remaining Gap

[35]
LLM-based

Android malware
detection

Android application
representations processed

through LLM-based
analysis

Large-language-
model-based

malware detection

Shows the recent
movement toward
semantic Android
malware detection

Not designed
around low-cost
staged feature

acquisition,
early-warning

scoring, or
feature-budget

reduction

[36]

Context-driven
Android malware

detection and
classification

Contextual Android code
and application evidence

LLM-based
context-driven
detection and
classification

Demonstrates recent
work using

contextual reasoning
for Android

malware
classification

Does not focus on
lightweight static
feature budgets,
low-FPR staged

operation, or
confidence-based

escalation

3. Methodology
This section presents the proposed cost-aware Android malware detection framework,

which formulates detection as a progressive multistage decision process. As demonstrated
in Table 2, the framework integrates structured feature grouping, a behavior-level aggre-
gation mechanism, and an adaptive escalation strategy to balance detection performance,
computational efficiency, and interpretability.

Table 2. Main notation and acronyms used in the proposed cost-aware Android malware detection
framework. The table defines the symbols, abbreviations, and evaluation metrics used in the for-
mulation of feature-budget design, behaviour score construction, confidence-based escalation, and
security-oriented performance analysis.

Symbol/Acronym Meaning

X Feature vector extracted from an Android application

Y Class label; 0 = benign and 1 = malware

f(x) Classification function

BS Behaviour Score

Wj Weight of the j-th behavioural indicator

Fj Normalized value of the j-th behavioural indicator

P Predicted probability of the malware class

C Confidence score of the classifier decision

T Confidence threshold used for escalation

Fr Number of model inputs used for sample r

Ffull Number of model inputs in the full static configuration

MCC Matthews correlation coefficient

FPR False positive rate

ROC-AUC Area under the receiver operating characteristic curve
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3.1. Problem Formulation

Let x ∈ Rd denote the feature representation of the Android application. The objective
of this study is to determine the classification function.

f(x) = y, y ∈ {0, 1} (1)

where x is the feature vector extracted from an Android application, y = 0 represents a
benign application, and y = 1 represents a malicious one.

3.2. Model-Input Budget Grouping

The static feature representation is organized into three progressively expanded model-
input budgets. The purpose of this grouping is to evaluate how detection performance
changes when the classifier is allowed to use a compact derived input first and additional
static inputs only when needed. Therefore, the grouping should be interpreted as a model-
input budget design rather than as a direct measurement of raw APK feature-acquisition
cost. Budget-1 uses the Behaviour Score as a single derived model input. This stage
provides an early-warning representation constructed from multiple static behavioural
indicators. Budget-2 extends the first budget by adding selected low-cost static indicators,
including permissions, file size, network requests, and the network flag. Budget-3 uses the
full static input representation and serves as the complete-feature baseline. For a sample r,
the model-input usage is represented as Fr, while Ffull denotes the number of inputs in the
full static configuration. The model-input reduction is computed as:

Model − input reduction =

(
1 − Fr

Ffull

)
× 100 (2)

This formulation supports evaluation of staged classifier input usage. It does not claim
that the reported reduction is equal to raw feature-extraction latency, CPU utilization, mem-
ory usage, or physical-device energy saving. Those deployment-level cost measurements
are treated as future work.

3.3. Behavior Score Construction

The Behaviour Score (BS) is an engineered static meta-feature designed to aggregate
selected behaviour-aligned indicators into a compact and interpretable derived model
input. BS is not a classifier, a malware label, or a standalone decision rule. Instead, it is used
as one input within the staged machine-learning pipeline, and its predictive contribution
is learned by the classifier during training. Conceptually, BS is defined as a weighted
aggregation of static behavioural indicators:

BS =
m

∑
j=1

(
wj · f j(x)

)
(3)

where fj(x) denotes the jth behavioural indicator extracted from Android application x, wj de-
notes the corresponding component weight, and m is the number of behavioural indicators
included in the score. In the implemented static APK extractor, BS is operationalized as:

BS = P + 5E + 3N + 2SK (4)

where P is the number of dangerous permissions requested by the APK, E is a binary
encryption-evidence indicator, N is the binary suspicious network-intent flag, and SK
is the count of distinct suspicious keyword matches. The permission component P is
computed by counting the number of requested permissions that belong to a predefined set
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of dangerous permissions. The encryption component E is set to 1 when encryption-related
evidence is detected together with suspicious supporting evidence, and 0 otherwise. The
network component N corresponds to the suspicious network-intent flag, which is set to
1 when suspicious infrastructure tokens, suspicious endpoints, or corroborated network
evidence are detected (See Table 3). The suspicious keyword component SK counts distinct
malware-relevant lexical indicators in the reduced static corpus, with capping applied to
prevent repeated strings or library artefacts from dominating the score.

Table 3. Operational components of the Behaviour Score.

Component Symbol Definition Weight in BS Role

Dangerous
permissions P

Count of requested
permissions belonging

to the predefined
dangerous-permission

set

1
Manifest-level

permission-risk
evidence

Encryption evidence E

Binary indicator of
encryption-related

evidence with
suspicious supporting

evidence

5

Possible
payload-protection or
covert-communication

evidence

Suspicious network
intent N

Binary flag indicating
suspicious infrastructure

tokens, suspicious
endpoints, or

corroborated network
evidence

3
Network-

communication risk
evidence

Suspicious keywords SK

Count of distinct
malware-relevant lexical

indicators in the
reduced static corpus,

with capping to reduce
repeated-string

dominance

2 Supportive lexical risk
evidence

Final Behaviour
Score BS

Weighted aggregation of
the above static

behavioural indicators
BS = P + 5E + 3N + 2SK

Compact derived
behavioural model

input

The coefficients in Equation (4) are prior-informed heuristic weights selected to pre-
serve interpretability and forensic auditability. They encode conservative assumptions
about the relative evidential strength of each component: dangerous permissions are in-
formative but common in benign applications, encryption evidence may indicate payload
protection or covert communication, suspicious network intent reflects communication
risk, and suspicious keywords provide supportive lexical evidence. These weights are not
optimized on the test set, are not learned independently for each classifier, and are not
used as a decision threshold. Therefore, BS should be interpreted as a transparent derived
feature rather than as a tuned classifier.

To examine whether the Behaviour Score depends strongly on the selected integer
coefficients, an additional weight-sensitivity analysis was performed. The proposed heuris-
tic weighting scheme was compared with learned logistic-regression weighting, mutual-
information-based weighting, and a randomized upper-bound weighting search. The
purpose of this analysis was not to prove that the heuristic coefficients are uniquely opti-
mal, but to determine whether the behavioural aggregation concept remains discriminative
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when the weighting strategy is changed. A Random Forest classifier trained using BS
only achieved ROC-AUC values between 0.933 and 0.954 across the evaluated weight-
ing schemes. The proposed heuristic formulation achieved a ROC-AUC of 0.936, while
the learned logistic-regression weighting achieved the highest ROC-AUC of 0.954. The
mutual-information and randomized alternatives achieved ROC-AUC values of 0.933 and
0.947, respectively (See Table 4). The results shown in Figure 1 indicate that BS remains
discriminative across alternative weighting strategies, supporting the robustness of the
aggregation concept rather than the uniqueness of the heuristic coefficients.

Table 4. ROC-AUC comparison across Behaviour Score weighting schemes using BS-only Random
Forest classification. The comparison shows that the Behaviour Score remains discriminative across
heuristic, learned, mutual-information-based, and randomized weighting strategies, supporting the
robustness of the behavioural aggregation concept.

Weighting Scheme ROC-AUC Accuracy F1-Score

Heuristic BS 0.9364 0.9101 0.9113

Learned logistic-regression weighting 0.9535 0.9268 0.928

Mutual-information weighting 0.9331 0.8995 0.9004

Best randomized upper-bound weighting 0.9473 0.918 0.9186

Figure 1. ROC-AUC comparison across different BS weighting schemes using Random Forest.

The fixed heuristic formulation is retained in the main staged framework because it is
transparent, simple to reproduce, and semantically aligned with the intended feature-level
abstraction. Although adaptive or dataset-specific weighting may improve predictive
performance, it can reduce interpretability and may increase the risk of dataset-specific
optimization. For this reason, learned and mutual-information-based alternatives are
reported as sensitivity checks, while the interpretable heuristic BS definition is retained
for the main framework. To reduce overfitting risk, BS is constructed using fixed static-
extraction rules and is then treated as a regular input feature inside the training pipeline.
Classifier parameters are learned only from the training data. No holdout-test labels
are used to select BS weights, tune the BS formula, or choose the escalation threshold.
This design separates feature construction from final model evaluation and prevents the
Behaviour Score from being optimized directly on the final test set. Because BS is built from
multiple underlying static indicators, it is counted as one derived model input in the staged
classifier, not as one cost-free raw feature. Therefore, the escalation analysis reports model-
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input reduction rather than complete raw feature-acquisition reduction. This distinction is
important for interpreting the cost-aware scope of the paper: the study evaluates whether
a compact derived behavioural input can support early screening, while full end-to-end
APK feature-extraction cost remains a deployment-level evaluation requirement.

3.4. Multi-Stage Detection Framework

The proposed framework operates through a staged detection process in which model
inputs are progressively expanded. Stage 1 performs early-warning classification using the
Behaviour Score as one derived model input. If the classifier confidence is sufficient, the
sample is resolved at this stage. Stage 2 is used when the Stage 1 confidence is insufficient
and adds selected low-cost static inputs, including permissions, file size, network requests,
and the network flag. Stage 3 is used for the remaining uncertain samples and applies the
complete static input representation. This staged design allows confident samples to be
classified using compact model-input budgets while preserving the full static representation
for uncertain cases. Accordingly, the framework evaluates staged model-input usage rather
than claiming that all underlying raw feature-acquisition operations are avoided.

3.5. Escalation Strategy

A confidence-based escalation mechanism governs the transition between stages.
Let P(y = 0|x) and P(y = 1|x) denote the predicted class probabilities for the benign
and malware classes, respectively. The confidence score C(x) is defined as the maximum
predicted class probability at the current stage. A sample is classified at the current stage
when C(x) ≥ τ; otherwise, it is escalated to the next feature budget.

C(x) = max(P(y = 0 | x), P(y = 1 | x)) (5)

Escalate(x) =

{
0, C(x) ≥ τ

1, C(x) < τ
(6)

where τ is the confidence threshold. Escalate(x) = 0 means that the current-stage prediction
is accepted, whereas Escalate(x) = 1 means that the sample is passed to the next feature-
budget stage.

In this study, the confidence thresholds used in the escalation analysis are treated
as predefined operating points rather than thresholds optimized on the final test set.
Specifically, τ values of 0.80, 0.85, 0.90, and 0.95 are used to examine how increasingly strict
confidence requirements affect early-stage resolution, average model-input usage, model-
input reduction, and security-oriented performance. Therefore, the escalation analysis
should be interpreted as an operating-point sensitivity analysis, not as a claim that a
globally optimal threshold was learned from the test data.

3.6. Model Training and Evaluation Protocol

The framework was evaluated using multiple machine learning models, including
Logistic Regression, Random Forest, Extra Trees, and XGBoost, to ensure that the per-
formance improvements were not model-specific. The model was trained and evaluated
under predefined budget-wise feature configurations that emulated the staged feature
acquisition during inference (See Figure 2). To prevent data leakage and ensure reliable
evaluation, a group-based validation strategy was employed, in which samples from the
same application were kept within the same partition. Model performance was assessed
using accuracy, precision, recall, and F1-score, along with efficiency-related metrics such as
training time and inference time under different feature-budget settings.
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Figure 2. Proposed staged model-input budget framework for Android malware screening. The
Behaviour Score (BS) is used as a derived early-warning input, followed by progressively richer static
input budgets when confidence is insufficient. The figure represents classifier-input budgeting rather
than full raw feature-extraction cost or device-level resource usage.

3.7. Classifiers and Hyperparameter Optimization

Four supervised learning models are evaluated to ensure that the observed staged
performance trends are independent of a single classifier. Logistic Regression analysis was
used as the linear baseline. Random Forest was used as a bagging-based ensemble that
combined multiple decision trees trained on bootstrapped samples and random feature
subsets. Extra Trees were included as a more randomized tree ensemble, in which split
thresholds were selected randomly, often reducing variance and improving computational
efficiency. XGBoost was evaluated as a gradient-boosting method that sequentially builds
decision trees to minimize the regularized objective function. Hyperparameter optimization
was performed using a randomized search with a cross-validation of the training split. The
tuned parameters included the regularization strength for Logistic Regression, number
of trees, maximum depth, minimum leaf size, feature sampling strategy for Random
Forest and extra trees, number of estimators, maximum depth, learning rate, subsampling
ratio, and column sampling ratio for XGBoost. The test set was not used during the
hyperparameter tuning.

4. Results
This section presents an experimental evaluation of the proposed cost-aware Android

malware-detection framework under progressively expanded feature budgets. The evalua-
tion included dataset description, budget-wise tuned detection performance, empirical com-
putational cost profiling, confidence-based escalation analysis, low-FPR security-oriented
evaluation, cross-validation, statistical significance testing, and external validation using
the Drebin benchmark. This multilevel evaluation assesses the detection performance,
robustness, feature acquisition reduction, and practical deployment relevance.

4.1. Dataset Description and Experimental Setup

The primary evaluation was conducted using an author-constructed static Android
APK dataset. The original corpus contained 4547 APK samples before duplicate-aware
cleaning. Malware samples were collected from MalwareBazaar and the IEEE 2024 Maloid-
DS labeled Android malware forensics dataset, while goodware samples were collected
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from the F-Droid open-source Android application repository using an automated down-
loader. These sources were selected to combine labeled malicious APKs with legitimate
open-source Android applications. Malware APKs were handled inside an isolated virtu-
alized environment and were not installed or executed. Goodware APKs were processed
separately using the same static feature definitions, formulas, thresholds, and extraction
logic to ensure consistency across classes. Duplicate-aware cleaning was applied before
model training and evaluation. First, exact full-row duplicates were removed when all
recorded fields were identical. Second, duplicate feature-label rows were removed using
exact equality over the selected static feature vector and class label. This reduced the
dataset from 4547 original samples to 3863 final samples. The cleaned corpus contained
2082 malware samples and 1781 goodware samples, corresponding to approximately 53.9%
malware and 46.1% goodware. The dataset was therefore moderately imbalanced rather
than severely imbalanced. No oversampling, undersampling, or class reweighting was
applied, because the objective was to evaluate the extracted static-feature space under its
natural post-cleaning distribution.

The cleaned dataset was divided using an 80/20 group-aware holdout strategy based
on application identity. The development partition contained 3091 samples, including
1670 malware and 1421 goodware samples. The final holdout test partition contained
772 samples, including 412 malware and 360 goodware samples. The development par-
tition was used for training, hyperparameter selection, cross-validation, and threshold-
related development analysis, while the holdout test partition was reserved for final unseen
evaluation. No holdout samples were used for preprocessing decisions, model selection,
hyperparameter choice, feature-configuration selection, or Behaviour Score formula selec-
tion. This separation was used to reduce application-level leakage and to prevent final test
information from influencing model development.

Each APK was processed using a custom Python-based static feature extraction
pipeline built using Androguard version 4.1.4, which requires Python 3.4 up to Python 3.13.
Before feature extraction, the APK files were checked for ZIP integrity and SHA-256 hashes
were assigned for duplicate detection, traceability, and quality control. Successfully parsed
APKs were processed to extract the requested permissions, sensitive API-call indicators,
file size, encryption evidence, obfuscation level, network-request evidence, suspicious
keywords, network flag, and derived behavior score. The extractor also generates a full
debug output containing the parsing mode, ZIP status, extraction errors, suspicious end-
point counts, risky network-family indicators, method obfuscation statistics, INTERNET
permission status, and SHA-256 values. APKs with corrupted ZIP structures, failed parsing,
invalid labels, or incomplete critical fields were excluded before the model training. This
process ensured that the final dataset was built from validated static APK artifacts with
reproducible feature definitions and quality control evidence.

This dataset is author-constructed and is therefore not presented as a widely adopted
public benchmark. Its role in this paper is to evaluate the proposed staged model-input
budget framework under a controlled static-feature setting. To reduce overclaiming, the
reported results are interpreted as evidence of performance on the cleaned and group-
partitioned corpus rather than as proof of universal Android malware generalization.
Broader validation on additional public datasets with matching feature schemas, com-
plete malware-family labels, collection dates, and Android-version metadata remains an
important direction for future work.

The model-ready dataset retains nine core static features and one label column. The
selected features were permission requests, API calls, file size, encryption, obfuscation
level, network requests, suspicious keywords, network flags, and behavior scores. MinMax-
scaled versions of the numeric features were also generated for experimental consistency;
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however, the original feature definitions were preserved to maintain interpretability. The
full debug CSV was separately retained as an audit trial for the extraction quality, parser
status, and feature provenance.

The main APK dataset was evaluated using a holdout test split, and five-fold cross-
validation was performed to assess robustness across folds. Hyperparameter tuning was
conducted only on the training data to avoid test-set leakage. Three budget configurations
were used in the experimental design. Budget-1 used only the behavior score. Budget-2
uses a behavior score with low-cost static indicators including permissions, file size, net-
work requests, and network flags. Budget-3 used a complete nine-feature representation.
The models were trained using only the training partitions. The hyperparameters were
optimized through cross-validation, and the final performance was reported for the holdout
test partition. In addition to the primary dataset, the Drebin benchmark was used for the ex-
ternal validation. Because the primary dataset was newly constructed, additional care was
taken to reduce leakage and improve reproducibility. Hash-based tracking was used during
the extraction to identify repeated APK files, and parser/debug records were preserved
to support the inspection of failed or incomplete samples. Holdout and cross-validation
experiments were conducted only after cleaning the invalid and incomplete labels. This de-
sign reduces the likelihood of the reported performance being driven by extraction artifacts
or invalid APK records. Because Drebin does not follow the same feature schema as the
primary dataset, proxy feature budgets were created using mutual-information-selected
feature subsets with 25 and 100 features, respectively, followed by the full 215-feature
Drebin representation. Table 5 summarizes the feature-budget configurations used in the
main APK dataset and the Drebin external-validation experiment. Because the Behaviour
Score is a derived model input, the table distinguishes between the number of model inputs
used by the classifier and the underlying static indicators required to construct those inputs.
Therefore, Budget-1 is not interpreted as a cost-free single raw feature; rather, it represents
one derived input constructed from multiple low-cost static behavioural indicators.

Table 5. Summary and provenance of the main Android application dataset used for the
primary evaluation.

Item Description

Dataset type Author-constructed static Android APK dataset

Original APK samples before cleaning 4547

Final samples after duplicate-aware cleaning 3863

Final malware samples 2082

Final goodware samples 1781

Malware sources MalwareBazaar and IEEE 2024 Maloid-DS labeled Android
malware forensics dataset

Goodware source F-Droid open-source Android application repository

Analysis type Static APK analysis only

Malware execution Not performed

Malware handling environment Isolated virtualized environment

Core extracted features
Permissions Requested, API Calls, File Size, Encryption Used,
Obfuscation Level, Network Requests, Suspicious Keywords,
Network Flag, and Behaviour Score
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Table 5. Cont.

Item Description

Quality-control evidence
ZIP integrity status, SHA-256 hash, parsing mode, extraction errors,
suspicious endpoint counts, risky network-family indicators, and
method-obfuscation statistics

Duplicate cleaning Full-row duplicate removal followed by exact feature-label
duplicate removal

Final split strategy 80/20 group-aware holdout split based on application identity

Development partition 3091 samples: 1670 malware and 1421 goodware

Final holdout partition 772 samples: 412 malware and 360 goodware

Cross-validation Five-fold cross-validation on the development partition only

Holdout leakage control
Holdout data were not used for preprocessing decisions, model
selection, hyperparameter selection, feature-configuration selection,
or Behaviour Score formula selection

Random seed policy Fixed random seeds were used for data partitioning, model
initialization, and repeated evaluation where applicable

Time-aware/family-aware limitation
Complete collection dates and malware-family labels were not
uniformly available; therefore, time-aware and family-aware
validation are treated as future work

4.2. Reproducibility and Leakage-Control Measures

Several measures were used to improve reproducibility and reduce leakage risk. First,
APK-level SHA-256 hashes and parser/debug records were retained during feature extrac-
tion to support traceability, duplicate inspection, and quality control. Second, duplicate-
aware cleaning was applied before any model training so that repeated records did not
inflate downstream performance. Third, a group-aware 80/20 split based on application
identity was used to reduce the chance that repeated instances of the same application ap-
peared in both development and holdout partitions. Fourth, five-fold cross-validation was
conducted only on the development partition, while the holdout test partition remained
unseen until final evaluation. Fifth, random seeds were fixed for data splitting, model
initialization, and repeated evaluation where applicable. The available metadata did not
provide complete and uniform malware-family labels, collection timestamps, Android
versions, or source-level temporal identifiers across all samples. Consequently, the present
study does not claim family-aware or time-aware generalization. This limitation is ex-
plicitly acknowledged because family overlap, source bias, repeated application artifacts,
and temporal drift can affect Android malware evaluation. The current evaluation should
therefore be interpreted as duplicate-aware and group-aware, but not fully family-aware or
time-aware. Future work will extend the framework using datasets with richer metadata
to support family-based, source-aware, and time-aware splits. To support reproducibility,
the feature matrix, split identifiers, random seeds, and non-executable metadata can be
released where licensing and malware-handling restrictions allow. Raw malicious APK
files are not redistributed directly because of safety, legal, and repository-use restrictions.
Instead, reproducibility can be supported through SHA-256 hashes, static feature tables,
configuration files, and documented extraction logic.

4.3. Budget-Wise Detection Performance

The primary experiment evaluated three model-input budget configurations. Budget-1
used one derived model input, the Behaviour Score, which was constructed from multiple
low-cost static behavioural indicators. Budget-2 combined the Behaviour Score with
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additional low-cost static indicators, including permissions, file size, network requests,
and network flag. Budget-3 used the complete nine-input static feature representation.
This design distinguishes between the number of inputs provided to the classifier and the
underlying indicators required to construct derived inputs such as the Behaviour Score.
For each configuration, Logistic Regression, Random Forest, Extra Trees, and XGBoost
were independently evaluated after hyperparameter optimization of the training split. This
setup provided a fair comparison across different learning paradigms while keeping the
test set unseen during model selection. Table 6 lists the best hyperparameter-tuned models
for each model-input budget configuration of the main APK dataset. The Behaviour-Score
configuration achieved an F1-score of 0.8750, an MCC of 0.7488, and an ROC-AUC of
0.9386 using one derived model input. Because the Behaviour Score is constructed from
multiple static behavioural indicators, this result is interpreted as the performance of a
compact derived input rather than as the performance of one cost-free raw feature. When
additional low-cost static inputs were added in Budget-2, the F1-score increased to 0.9654,
the MCC increased to 0.9267, and the FPR decreased from 0.0932 to 0.0409. The full static
input set achieved the strongest overall performance, with an F1-score of 0.9878, an MCC of
0.9741, an FPR of 0.0159, and an ROC-AUC of 0.9985. The results shown in Figure 3 indicate
a clear staged performance progression while preserving a careful distinction between
classifier input count and underlying feature-acquisition operations.

Table 6. Dataset and feature-budget configurations used in the main Android application and
drebin external-validation experiments. The table describes the number of acquired features, feature
composition, and purpose of each budget level used to evaluate staged malware detection under
progressively expanded feature sets.

Dataset Budget Model Input
Count

Underlying Acquired
Indicators

Feature
Configuration Purpose

Main APK Budget-1 1 derived input

Permission risk,
encryption evidence,
network activity, and
suspicious keyword
evidence

Behaviour Score Early-warning
screening

Main APK Budget-2 5 model inputs

Behaviour Score
components,
permissions, file size,
network requests, and
network flag

Behaviour Score
with low-cost
static indicators

Low-cost static
detection

Main APK Budget-3 9 model inputs Complete static
feature set

Complete feature
representation

Full-feature
baseline

Drebin Proxy Budget-1 25 model inputs
Mutual-information-
selected Drebin
features

Top 25 mutual-
information
features

External compact
proxy

Drebin Proxy Budget-2 100 model inputs
Mutual-information-
selected Drebin
features

Top 100 mutual-
information
features

External
intermediate
proxy

Drebin Proxy Budget-3 215 model inputs Full Drebin feature
representation

Full Drebin
feature set

External full
proxy
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Figure 3. Detection performance across the three feature-budget configurations on the main Android
application dataset. The figure compares the F1-score and Matthews correlation coefficient achieved
by the best hyperparameter-tuned classifier under each budget, showing the improvement from
behaviour-score-only screening to low-cost static features and the full-feature baseline.

Because the best-performing classifier can differ across model-input budgets, the
results in Table 7 should be interpreted as budget-wise best-model performance rather
than as a pure isolation of feature-budget effects under one fixed classifier. Although
all candidate classifiers were evaluated within each budget during model selection, a
dedicated same-classifier staged comparison is left for future work to further separate
classifier-selection effects from model-input budget effects.

Table 7. Best hyperparameter-tuned classifier performance under each model-input budget con-
figuration on the main Android application dataset. The table reports the model input count,
selected classifier, F1-score, Matthews correlation coefficient, false positive rate, and receiver oper-
ating characteristic area to compare detection effectiveness and security-oriented behaviour across
staged budgets.

Feature Budget Model Input Count Best Model F1-Score MCC FPR ROC-AUC

Budget-1: BS-derived input 1 derived input Random Forest 0.875 0.7488 0.0932 0.9386

Budget-2: BS with low-cost
static inputs 5 model inputs Extra Trees 0.9654 0.9267 0.0409 0.9922

Budget-3: Full static input set 9 model inputs Extra Trees 0.9878 0.9741 0.0159 0.9985

4.4. Model-Input Budget and Classifier Inference-Time Analysis

To provide operational evidence for the staged framework, training time and classifier
inference time per sample were measured for the best-performing classifier under each
model-input budget configuration. These measurements are reported as classifier-level
timing indicators, not as complete end-to-end APK feature-extraction latency or physical-
device deployment cost. This distinction is important because the time required to extract
raw static features from APK files can differ from the time required for a trained model to
produce predictions after the feature vector has already been constructed. Accordingly, the
cost-aware interpretation in this study is based primarily on staged model-input budgets,
confidence-based escalation, and the reduction in average acquired model inputs. Classifier
inference time is reported as supporting operational evidence only. The study does not
claim that the BS-only classifier necessarily has the lowest measured prediction latency in
the implemented Python environment, nor does it claim complete feature-extraction energy,
CPU, or memory savings on Android devices. Full end-to-end extraction-cost profiling is
treated as a deployment-level validation requirement for future work.
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Table 8 shows that all model-input budget configurations produced low classifier
inference times in the evaluated Python implementation. However, inference time did not
decrease monotonically with the number of model inputs. In particular, the BS-only stage
required 0.0506 ms per sample, while the full static input set required 0.0367 ms per sample.
This does not imply that full APK analysis is inherently cheaper than early-stage screening.
Rather, it shows that classifier-level inference time is influenced by the selected model
family, tree depth, ensemble structure, implementation overhead, and hardware-level
timing variation. The BS-only configuration used Random Forest, whereas the full static
input configuration used Extra Trees, so the timing values are not a pure measurement
of feature-count cost. For this reason, the latency results are interpreted cautiously. They
provide classifier-level timing information after feature extraction, but they do not by
themselves prove end-to-end feature-acquisition savings. The main staged-framework
evidence is instead the confidence-based reduction in average acquired model inputs and
the percentage of samples resolved before full-feature analysis. A complete deployment-
cost evaluation would require per-feature-group APK extraction timing, CPU and memory
profiling, and energy measurements on representative hardware, which are identified as
future work.

Table 8. Classifier-level timing and model-input budget summary for the best-performing classifier
under each main Android application model-input budget. The table reports model-input count,
selected classifier, training time, and inference time per sample after feature vectors have been
constructed. These measurements should be interpreted as classifier-level timing indicators, not as
complete APK feature-extraction latency or physical-device deployment cost.

Model-Input Budget Best Model Model Input Count Training Time (s) Inference Time
(ms/Sample)

Budget-1: Behaviour
Score-derived input Random Forest 1 derived input 6.0725 0.0506

Budget-2: Behaviour Score
with low-cost static inputs Extra Trees 5 model inputs 2.4837 0.0505

Budget-3: Full static input set Extra Trees 9 model inputs 2.7026 0.0367

4.5. Confidence-Based Escalation Analysis

The confidence-based escalation mechanism was evaluated using four predefined
confidence operating points: 0.80, 0.85, 0.90, and 0.95. These thresholds were selected before
the final analysis to examine the sensitivity of the staged framework to increasingly strict
confidence requirements. Accordingly, they should be interpreted as predefined operating
points rather than thresholds optimized on the final test set. Table 9 reports the percentage
of samples resolved before full-feature analysis, the average number of acquired model
inputs, model-input reduction, staged-runtime saving relative to an always-run-all-stages
baseline, and the corresponding detection performance. At a confidence threshold of 0.95,
47.10% of the samples were classified at Stage 1, 43.23% at Stage 2, and only 9.68% required
the full-feature stage. Consequently, 90.32% of the samples were resolved before full-feature
analysis. Under this operating point, the framework achieved an F1-score of 0.9785, an
MCC of 0.9548, an FPR of 0.0182, and a ROC-AUC of 0.9836. The average number of
acquired model inputs decreased from 9 to 3.50, corresponding to a 61.08% reduction in
model-input usage. Because the Behaviour Score is a derived model input constructed
from multiple static behavioural indicators, the reported reduction should be interpreted
as a reduction in classifier model inputs during staged inference rather than as a direct
measurement of raw feature-acquisition cost, physical-device latency, CPU utilization,
memory usage, or energy consumption. Therefore, the reported escalation results should
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be interpreted within the scope of model-input budgeting rather than complete end-to-end
deployment-cost evaluation. The confidence values used for escalation represent model
confidence scores and are intended for operating-point analysis (See Figure 4). Although
ensemble classifiers such as Random Forest, Extra Trees, and XGBoost generally provide
useful confidence estimates for staged decision-making, their predicted probabilities are not
assumed to be perfectly calibrated. Consequently, the thresholds reported in Table 8 should
be interpreted as predefined confidence operating points for sensitivity analysis rather
than universally optimal decision thresholds. Future work will investigate validation-
based threshold selection, probability calibration, reliability diagrams, Brier score, expected
calibration error, and calibrated confidence-based early-exit strategies to further strengthen
the deployment methodology.

Table 9. Confidence-based escalation sensitivity analysis on the main Android application dataset
under predefined confidence operating points. The table reports the percentage of samples re-
solved before full-feature analysis, average number of acquired model inputs, model-input reduction,
staged-runtime saving relative to an always-run-all-stages baseline, and final detection metrics.
The thresholds are reported as predefined operating points and are not presented as globally opti-
mized thresholds.

Confidence
Threshold

Early Resolved
Before Full

Analysis (%)

Average
Acquired

Model Inputs

Model-Input
Reduction (%)

Runtime
Saving (%) F1-Score MCC FPR

0.8 97.96 2.2 75.51 52.45 0.9501 0.8974 0.0341

0.85 96.45 2.48 72.45 50.08 0.9637 0.9253 0.0205

0.9 95.05 2.75 69.49 47.77 0.9701 0.9377 0.0227

0.95 90.32 3.5 61.08 41.31 0.9785 0.9548 0.0182

Figure 4. Confidence-based escalation distribution under different confidence thresholds on the
main Android application dataset. The figure shows the proportion of samples resolved at the
early behaviour-score stage, the low-cost static-feature stage, and the full-feature stage, illus-
trating how the proposed framework reduces unnecessary full-stage analysis while preserving
detection performance.

The escalation results should therefore be interpreted within the model-input budget
scope of this study. The framework reduces the frequency with which the full static input
representation is required, but the current experiment does not directly measure per-feature
APK extraction latency, CPU usage, memory consumption, or energy consumption on
physical Android devices. This distinction is important because a derived input such as
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BS can summarize multiple static indicators while still appearing as one model input to
the classifier.

4.6. Low-FPR Security-Oriented Analysis

Because malware detection systems must control false alarms, the evaluation includes
low FPR operating points. Table 10 presents the performance under target maximum FPR
values of 0.01, 0.02, and 0.05. The Budget-2 model achieved an actual FPR of 0.0068 at a strict
0.01 target, with a precision of 0.9932, F1-score of 0.9409, and MCC of 0.8870. The full feature
set achieved a stronger performance in the same low-FPR region, with an FPR of 0.0091, an
F1-score of 0.9846, and an MCC of 0.9678. The results shown in Figure 5 demonstrate that
the framework remains effective under security-oriented operating conditions where false
positives must be minimized.

Table 10. Low false positive rate operating-point analysis for the main Android application dataset.
the table reports classifier thresholds and security-oriented performance under strict target false
positive rate levels, including precision, recall, F1-score, Matthews correlation coefficient, and the
achieved false positive rate.

Feature
Budget Target FPR Decision

Threshold Precision Recall F1-Score MCC Actual FPR

Budget-2 0.01 0.8 0.9932 0.8939 0.9409 0.887 0.0068

Budget-2 0.02 0.66 0.987 0.9306 0.958 0.9157 0.0136

Budget-2 0.05 0.39 0.9561 0.9776 0.9667 0.929 0.05

Full 0.01 0.66 0.9917 0.9776 0.9846 0.9678 0.0091

Full 0.02 0.4731 0.9858 0.9918 0.9888 0.9763 0.0159

Full 0.05 0.3831 0.9683 0.9959 0.9819 0.9616 0.0364

Figure 5. Low false positive rate receiver operating characteristic region for the main Android appli-
cation dataset. The figure focuses on the practical malware-screening region where false alarms must
be minimized, showing how the staged models behave under strict false positive rate constraints.
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4.7. Cross-Validation and Statistical Significance

To verify that the observed improvements were not specific to a single holdout split,
five-fold cross-validation was conducted using the best-performing model selected for
each model-input budget. Table 11 shows that the BS-only stage achieved a mean F1-score
of 0.8752 ± 0.0144, Budget-2 achieved 0.9662 ± 0.0051, and the full feature set achieved
0.9844 ± 0.0017. Paired t-tests over fold-wise F1-scores showed that the improvement from
Budget-1 to Budget-2 was statistically significant (p = 0.000337), as was the improvement
from Budget-2 to the full feature set (p = 0.002040). These results support the robustness of
the staged performance trend across cross-validation folds. However, because the analysis
is based on five cross-validation folds and uses the best-performing classifier within each
model-input budget, the reported p-values should be interpreted as supporting evidence
rather than definitive proof of classifier-independent superiority. Future work will extend
the statistical evaluation using repeated cross-validation, nested validation, confidence
intervals for paired performance differences, and corrected comparison procedures.

Table 11. Five-fold cross-validation and paired statistical testing for the main Android application
dataset. the table reports mean F1-score, standard deviation, mean improvement between feature
budgets, and paired statistical significance values to verify that the staged performance trend is not
dependent on a single holdout split.

Budget/Comparison Model Number of
Features

Mean
F1-Score

Std.
F1-Score

Mean
Difference p-Value

Budget-1 Random
Forest 1 0.8752 0.0144 — —

Budget-2 Extra Trees 5 0.9662 0.0051 +0.0910 vs.
Budget-1 0.000337

Budget-3 Full Extra Trees 9 0.9844 0.0017 +0.0182 vs.
Budget-2 0.002040

4.8. External Validation Using Drebin

The Drebin benchmark was used as an external proxy-budget validation experiment
to examine whether the general performance trend observed in the main APK dataset also
appears on a public Android malware benchmark. Because Drebin does not contain the
same feature schema as the main APK dataset, this experiment does not directly validate
the proposed Behaviour Score construction or the exact staged acquisition-cost model.
Instead, three proxy model-input budgets were created using mutual-information-based
feature selection: the top 25 features, the top 100 features, and the full 215-feature Drebin
representation. Therefore, the Drebin experiment should be interpreted as external evidence
for the general trend that richer feature subsets improve detection performance, not as an
independent validation of the complete proposed cost-aware staging mechanism.

As shown in Table 12, the Drebin proxy-budget experiment followed the same general
performance direction observed in the main APK dataset. The top-25 proxy budget achieved
an F1-score of 0.9607, the top-100 proxy budget achieved an F1-score of 0.9826, and the
full 215-input Drebin representation achieved an F1-score of 0.9870. However, these proxy
budgets are based on mutual-information-selected Drebin features and are not equivalent
to the Behaviour Score, low-cost static indicators, or full static input set used in the main
APK framework (See Figure 6). Therefore, the Drebin results are used only to support
the general observation that progressively richer feature representations tend to improve
Android malware classification performance.
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Table 12. External proxy-budget validation results on the Drebin benchmark. The table reports the
number of selected Drebin model inputs, best-performing classifier, F1-score, Matthews correlation
coefficient, false positive rate, and receiver operating characteristic area. Because Drebin does not
share the same feature schema as the main APK dataset, these results support only the general
richer-feature performance trend and are not presented as direct validation of the proposed behaviour
score or exact acquisition-cost model.

Drebin Feature Budget Model Input Count Best Model F1-Score MCC FPR ROC-AUC

Top 25 MI features 25 Random Forest 0.9607 0.835 0.1091 0.9774

Top 100 MI features 100 Extra Trees 0.9826 0.9243 0.0737 0.9971

Full Drebin feature set 215 Random Forest 0.987 0.9437 0.0649 0.9977

Figure 6. External Drebin validation using proxy feature-budget configurations. The figure shows
that detection performance improves consistently when moving from compact mutual-information-
selected features to larger proxy budgets and the full Drebin feature representation, supporting the
general staged-performance trend beyond the main dataset.

5. Discussion
The experiments provided stronger evidence for the proposed staged cost-aware

framework. The main result is not that the behavior score alone can replace full Android
malware analysis but that it can operate as a useful early warning abstraction within a
progressive detection pipeline. The BS-only stage achieved an F1-score of 0.8750, indicating
that a compact behavioral signal can provide meaningful early discrimination. However,
its FPR of 0.0932 also confirms that the BS alone is not sufficient for high-confidence
deployment. This supports the intended role of the BS as an early-stage signal, rather than
a standalone detector.

The addition of low-cost static features substantially improved performance. Using
these five features, Budget-2 achieved an F1-score of 0.9654, an MCC of 0.9267, and an
FPR of 0.0409. This demonstrates that a small feature set can capture a large portion of
discriminative information required for Android malware screening. The full feature set
achieved the strongest overall result, with an F1-score of 0.9878 and an MCC of 0.9741,
confirming that richer features remain useful for difficult or uncertain samples.

The confidence-based escalation experiment is particularly important because it eval-
uates the staged mechanism directly rather than only comparing fixed-feature budgets.
At a confidence threshold of 0.95, 90.32% of the samples were resolved before full-feature
analysis, and only 9.68% required a full stage. The average number of acquired features de-
creased from 9 to 3.50 per sample, corresponding to a 61.08% feature acquisition reduction,
while maintaining an F1-score of 0.9785, MCC of 0.9548, and FPR of 0.0182. This confirms
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that the framework can reserve a full analysis of uncertain cases while preserving a strong
detection performance. The empirical runtime measurements showed a very low inference
latency across all budgets; however, the latency did not decrease monotonically with feature
count. This was expected because the measured prediction time was influenced not only
by the feature count but also by the classifier implementation, tree depth, model structure,
and hardware-level timing variation. Therefore, the strongest cost-related evidence in this
study was the reduction in acquired features and proportion of samples requiring full-stage
analysis. Runtime profiling is included as supporting operational evidence, rather than as
the sole basis for cost-aware claims.

A low-FPR analysis strengthened the security relevance of the proposed framework.
Budget-2 achieved an actual FPR of 0.0068 under a 0.01 target, with a precision of 0.9932
and F1-score of 0.9409. The full feature set achieved an FPR of 0.0091, F1-score of 0.9846,
and MCC of 0.9678 under the same low-FPR condition. These results are important
because malware detection systems must reduce false alarms while maintaining a high
detection capability.

The Drebin proxy-budget experiment further supported the general trend that richer
feature subsets can improve Android malware classification performance on a public
benchmark. However, because Drebin does not share the same feature schema as the main
APK dataset, the Drebin experiment is not interpreted as direct validation of the proposed
Behaviour Score construction or the exact staged acquisition-cost model. The cost-aware
interpretation in this study is based on staged model-input budgets, confidence-based
escalation, average acquired model-input reduction, and empirical inference-time profiling.
However, the Behaviour Score is a derived model input constructed from multiple static
indicators, including permission risk, encryption evidence, network activity, and suspicious
keyword evidence. Therefore, it should not be interpreted as a cost-free raw feature. The
reported reduction from 9 to 3.50 acquired inputs reflects a reduction in classifier model
inputs during staged inference, not a complete accounting of all raw extraction operations
required to construct each input. A full end-to-end deployment-cost analysis would
require raw-feature extraction latency, CPU utilization, memory consumption, and energy
measurements on physical Android devices, which are left for future work.

This study had several limitations. First, the primary dataset was newly constructed
and is not yet a widely adopted public benchmark, thus limiting direct one-to-one com-
parisons with previous studies. To improve transparency, this study reports on the dataset
provenance, class distribution, collection sources, static extraction workflow, processing
environments, and quality control checks used during the dataset construction. The dataset
contains 4594 APK samples, including 2412 malware samples from MalwareBazaar, the
IEEE 2024 Maloid-DS-labeled Android malware forensic dataset, and 2182 goodware sam-
ples from the F-Droid open-source Android repository. Nevertheless, because the dataset
was author-constructed, external validity limitations remain. This was partially mitigated
through external validation of Drebin using proxy feature-budget configurations. However,
future work should further evaluate the framework across additional public Android mal-
ware benchmarks and release reproducible extraction scripts whenever possible. Second,
the behavior score is a weighted aggregation of existing static behavioral indicators and
should be interpreted as an incremental engineering contribution rather than a fundamen-
tally new malware representation. Third, the current framework focuses on static features
such as dynamic behavior, adversarial evasion, concept drift, and zero-day adaptation,
which require further investigation. Future work will extend the framework by measuring
raw-feature acquisition latency, CPU utilization, memory usage, and energy consump-
tion on physical Android devices, while also aligning each raw indicator with an explicit
acquisition-cost model.
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6. Conclusions
This paper presented a staged model-input budget framework for cost-aware An-

droid malware screening using an early-warning Behaviour Score and progressively ex-
panded static model-input budgets. The proposed framework was designed to investigate
whether confident samples can be classified using compact derived and low-cost static
model inputs while reserving the complete static feature representation for uncertain cases.
Accordingly, the proposed approach should be interpreted as a model-input budget evalu-
ation motivated by cost-aware malware screening rather than as a complete end-to-end
deployment-cost benchmark.

The framework was comprehensively evaluated using hyperparameter-tuned classi-
fiers, confidence-based escalation, low-false-positive-rate analysis, cross-validation, statisti-
cal significance testing, classifier-level inference-time profiling, and external proxy-budget
validation using the Drebin benchmark. On the main Android application dataset, the
Behaviour-Score stage achieved an F1-score of 0.8750. When additional low-cost static
inputs were incorporated, the framework achieved an F1-score of 0.9654 and an MCC of
0.9267. The complete static input set produced the highest performance, with an F1-score
of 0.9878 and an MCC of 0.9741. Furthermore, the confidence-based escalation experiment
demonstrated that, at a confidence threshold of 0.95, 90.32% of samples were resolved
before full-feature analysis while maintaining an F1-score of 0.9785. The average number
of classifier model inputs decreased from 9 to 3.50, indicating that many applications
could be screened effectively without requiring the complete static input representation.
These findings suggest that staged model-input budgeting provides an effective strat-
egy for improving the efficiency of Android malware screening within the evaluated
static-analysis setting.

It is important to emphasize that the Behaviour Score is a derived model input con-
structed from multiple low-cost static behavioral indicators and should not be interpreted
as a cost-free raw feature. Consequently, the reported reduction reflects a decrease in
the number of classifier model inputs used during staged inference rather than a direct
measurement of feature-extraction latency, CPU utilization, memory consumption, or en-
ergy consumption on physical devices. This distinction clarifies the scope of the proposed
framework and the interpretation of its reported efficiency gains.

Several opportunities remain for future research. First, the framework should be
extended to measure raw-feature acquisition latency, CPU utilization, memory usage, and
energy consumption on physical Android devices to provide a comprehensive deployment-
level evaluation. Second, additional studies should investigate adversarial robustness, tem-
poral validation, near-duplicate control, family-aware evaluation, and broader validation
across multiple public Android malware benchmarks to further assess the generalizability
of the proposed framework.

Finally, the confidence thresholds used in this study were evaluated as predefined
operating points rather than being selected through an independent validation-based prob-
ability calibration procedure. Future work will therefore investigate calibrated confidence
estimation techniques, including reliability diagrams, Brier score, expected calibration error
(ECE), and validation-based early-exit threshold selection. These extensions will provide a
more rigorous assessment of confidence-guided staged inference and further strengthen
the deployment readiness of cost-aware Android malware screening systems.
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