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Abstract

The effectiveness of machine learning and deep learning methods for network anomaly
detection depends strongly on the quality and representativeness of the datasets used for
training and evaluation. Despite recent advances, many publicly available benchmarks rely
on synthetic traffic, outdated attack scenarios, or limited representation of encrypted com-
munications. This work presents a network traffic dataset derived from operational firewall
logs collected in a heterogeneous institutional environment dominated by HTTPS/TLS
traffic. A structured data-centric pipeline was implemented, including preprocessing, be-
havioral feature engineering, unsupervised pseudo-labeling through the EFMS–KMeans
algorithm, class balancing using SMOTE, and the generation of model-oriented sequen-
tial representations for deep learning analysis. The resulting dataset contains large-scale
flow-level records describing volumetric, behavioral, and temporal traffic characteristics
while preserving privacy through anonymization procedures. Technical validation was
conducted using statistical analysis, entropy-based measurements, clustering quality met-
rics, and dimensionality reduction techniques, confirming data consistency, structural
diversity, and class separability. The dataset is publicly available through the Mendeley
Data repository together with metadata and documentation supporting anomaly detec-
tion research, encrypted traffic analysis, and the evaluation of machine learning and deep
learning approaches in realistic cybersecurity environments.

Keywords: anomaly detection; data-centric cybersecurity; encrypted traffic; network traffic
dataset; pseudo-labeling; reproducible pipeline

1. Introduction
The effectiveness of modern Intrusion Detection Systems (IDSs) and anomaly detection

approaches based on Machine Learning (ML) and Deep Learning (DL) is fundamentally
conditioned by the quality, structure, and representativeness of the datasets used for
training and evaluation. Although detection architectures have evolved rapidly, significant
limitations persist in the design, documentation, and realism of available datasets. In
particular, the increasing prevalence of encrypted communications, the heterogeneity of
network environments, and the continuous evolution of cyber threats demand datasets
that accurately reflect real operational conditions.

A growing body of work has highlighted the central role of dataset design in the devel-
opment of reliable anomaly detection systems. Ferriyan et al. [1] introduced the HIKARI-2021
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dataset, emphasizing the importance of incorporating encrypted traffic and defining
transparent and reproducible data generation procedures. Similarly, Alshaibi et al. [2] con-
ducted a comparative analysis of widely used cybersecurity datasets, demonstrating that
current research is constrained not only by the architectural complexity of ML and DL
models but also by the quality, representativeness, and heterogeneity of available data. In
parallel, Choi et al. [3] showed that high-dimensional raw traffic representations introduce
scalability challenges and increase the risk of overfitting, highlighting the need for effective
preprocessing and feature engineering strategies.

The emergence of domain-specific datasets further reinforces the importance of captur-
ing the operational context in which network traffic is generated. Ayodele and Buttigieg [4]
demonstrated that traffic behavior in virtualized environments differs substantially from
traditional infrastructures, indicating that datasets lacking contextual realism may lead
to limited generalization capability. Likewise, recent contributions published in the Data
journal emphasize that datasets must be treated as first-class scientific artifacts, requiring
reproducibility, traceability, and methodological transparency as essential components of
their design [5,6]. This perspective aligns with the broader transition toward data-centric
artificial intelligence, in which data quality and engineering are recognized as primary
determinants of system performance.

Recent studies on encrypted traffic analysis indicate that appropriate feature representation
is essential for effective deep learning. Structured behavioral representations extracted from
flow metadata enable convolutional and sequential models to capture discriminative traffic
patterns even when payload inspection is unavailable due to encryption [7,8].

Despite these advances, the literature consistently reports a set of recurring limitations
in existing datasets. In general, many datasets rely on synthetic traffic generation, exhibit
outdated behavioral patterns, provide insufficient representation of encrypted communica-
tions, and fail to capture realistic attack distributions and operational heterogeneity. These
limitations reduce the external validity of experimental results and hinder the deployment
of ML/DL-based detection systems in real-world environments [1,2,9]. Furthermore, such
deficiencies often lead to biased learning processes and overly optimistic performance
evaluations that do not generalize to operational scenarios.

Beyond these limitations, recent research highlights persistent challenges in ML secu-
rity, robustness, and data dependency. Fragmented vulnerability analysis and the absence
of unified evaluation frameworks underscore the need for more rigorous dataset design
and validation practices [10,11]. Likewise, trade-offs among model complexity, accuracy,
and resilience reinforce the central role of high-quality data in developing reliable ML
systems [10].

Previous work demonstrated that hybrid anomaly detection architectures based on
EFMS–KMeans clustering and CNN–GRU models can effectively exploit behavioral repre-
sentations extracted from operational network traffic [12]. However, the datasets generated
during these studies were not formally documented or released as reusable scientific re-
sources. This work addresses that gap by publishing the complete dataset together with its
construction pipeline and technical validation.

Building upon these observations, datasets derived from real operational traffic with
behavioral feature representations and reproducible processing pipelines remain essen-
tial for advancing anomaly detection research. Since real-world traffic rarely provides
explicit labels, unsupervised and semi-supervised strategies have become fundamental
for constructing datasets under class imbalance and evolving threat conditions [13,14].
Consequently, data-centric approaches play a key role in improving dataset quality, repro-
ducibility, and scientific reusability in cybersecurity research.
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The main contribution of this work is the public release of a data-centric network traffic
dataset derived from real operational FortiGate firewall logs collected in an environment
dominated by encrypted communications. Unlike existing datasets based on synthetic
traffic or limited documentation, this resource is accompanied by a fully documented gen-
eration pipeline comprising preprocessing, behavioral feature engineering, EFMS–KMeans
pseudo-labeling, class balancing, sequential sliding-window representation, and technical
validation. Together with comprehensive metadata and supporting documentation, the
released data facilitate reproducible research and benchmarking for behavioral anomaly
detection under realistic encrypted traffic conditions.

The objective of this study is to construct, technically validate, and publicly release
a reproducible flow-level network traffic dataset to support methodological research and
the evaluation of machine learning and deep learning methods for behavioral anomaly
detection. Because manually verified attack annotations are unavailable in operational
traffic, the released labels correspond to behavioral pseudo-labels generated through unsu-
pervised clustering and should therefore be interpreted as statistically significant deviations
from dominant traffic patterns rather than confirmed malicious events. Consequently, the
generalizability of the dataset should be interpreted considering the characteristics and
traffic composition of the target operational environment.

The remainder of this paper is organized as follows: Section 2 describes the com-
plete dataset generation pipeline, including data acquisition, preprocessing, behavioral
feature engineering, behavioral pseudo-label generation, class balancing, sequential sliding-
window representation, and the reproducibility protocol. Section 3 presents the published
data records and repository organization. Section 4 reports the statistical, geometric, struc-
tural, and clustering validation procedures used to assess the consistency of the generated
behavioral pseudo-labels. Section 5 discusses dataset usage recommendations, limitations,
and reproducibility considerations. Finally, Section 6 summarizes the main contributions
and outlines future research directions.

2. Dataset Generation Pipeline
2.1. Overview and Design Principles

The objective of this section is to describe the complete and reproducible workflow
followed to construct the proposed network traffic dataset. Unlike model-centric studies,
this work considers the dataset itself as the primary scientific contribution. Accordingly, the
proposed pipeline emphasizes data quality, traceability, reproducibility, and methodological
transparency throughout all stages, including traffic acquisition, preprocessing, behavioral
feature engineering, pseudo-labeling, balancing, sequential sliding-window representation,
validation, and public release.

The dataset was designed to support reproducible and reusable cybersecurity research
under realistic encrypted traffic conditions. In particular, the published resource supports
binary anomaly detection, maintains compatibility with both conventional machine learn-
ing and deep learning architectures, preserves the statistical and behavioral characteristics
of real operational traffic through anonymization, and facilitates independent validation
and reproducible experimentation.

The methodology was developed under three fundamental design principles:

• Reproducibility: explicit definition and documentation of the complete dataset
generation pipeline.

• Traceability: transparent description of every transformation stage from raw traffic
acquisition to label generation.

• Experimental validity: construction based on real operational traffic and formal statis-
tical validation of dataset properties.
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The complete pipeline comprises the following stages: data acquisition, preprocessing,
behavioral feature engineering, unsupervised pseudo-labeling, class balancing, temporal
structuring, and final dataset generation.

The proposed dataset follows recent data-centric AI principles by emphasizing data
quality, methodological transparency, and reproducibility throughout the complete dataset
lifecycle. Comprehensive documentation, metadata, and validation procedures are pro-
vided to facilitate independent verification, benchmarking, and long-term reuse of the
published resource [15]. Previous studies have emphasized that well-documented datasets
facilitate experimental consistency, cross-study comparability, and long-term reuse, while
insufficient transparency during dataset construction may introduce biases, data leakage,
and evaluation inconsistencies [15,16].

Recent research further highlights the importance of structured dataset engineering
practices throughout the machine learning lifecycle, particularly in domains where data
quality directly affects model performance and evaluation reliability [17,18]. Accordingly,
the dataset is released as a benchmark resource for anomaly detection research in encrypted
traffic environments, accompanied by documentation describing its generation process,
repository resources, and validation procedures.

2.2. Data Acquisition Environment

The dataset was constructed from real records generated by perimeter security devices
(Next-Generation Firewalls) deployed within a heterogeneous institutional network. In
particular, the dataset was derived from the experimental framework previously intro-
duced by Quirumbay Yagual et al. [12], where real network traffic was collected using an
operational FortiGate firewall integrated into an academic infrastructure. Unlike synthetic
or laboratory-generated datasets, the captured traffic reflects a real-world production envi-
ronment that includes academic services, administrative activity, IoT communications, and
diverse web-based interactions dominated by encrypted HTTPS/TLS traffic.

This operational environment enabled the capture of operational traffic patterns,
including the following:

• Encrypted TLS traffic, including HTTPS-based communications operating over TCP
and QUIC protocols.

• Academic, administrative, and IoT traffic.
• TCP, UDP, and ICMP protocols.
• Real normal and anomalous behavioral patterns.

Traffic acquisition was performed at the bidirectional flow level following a flow-
based monitoring approach, which is widely adopted in encrypted traffic analysis scenarios
where payload inspection may be operationally restricted, computationally expensive, or
limited by privacy-preserving encryption mechanisms [19]. Instead of relying on packet
contents, this methodology enables the modeling of network behavior through statistical
metadata and flow-level descriptors, including traffic volume, duration, communication
rates, temporal information, and behavioral indicators.

In encrypted traffic environments, flow-level metadata constitute the primary source of
analytical information, since payload inspection becomes limited under modern encryption
protocols [14]. Consequently, the resulting dataset captures realistic behavioral dynamics
associated with contemporary encrypted communications while preserving compatibility
with privacy-preserving monitoring strategies.

The collected records include attributes associated with source and destination inter-
actions, ports, traffic volume, flow duration, temporal metrics, application behavior, and
security-related indicators derived from firewall monitoring processes. To preserve privacy
and ensure ethical compliance, sensitive identifiers were anonymized during preprocessing
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while maintaining the statistical and structural properties required for reproducible cyber-
security research. The anonymization process was completed before any public release of
the dataset.

The operational firewall logs used in this study were obtained from the institutional
cybersecurity infrastructure with the formal authorization of the Director of Information
Technology of the institution for academic research purposes. Prior to preprocessing and
public release, all identifiers capable of revealing operational infrastructure or individual
users were anonymized. The published dataset therefore contains only anonymized flow-
level metadata and derived behavioral features required for reproducible cybersecurity
research, excluding packet payloads and personally identifiable information.

The network traffic analyzed in this study was collected from a FortiGate 2500E
next-generation firewall deployed at the institutional Internet gateway. The monitored
infrastructure represents a real academic production network predominantly characterized
by encrypted HTTPS/TLS communications. The main characteristics of the operational
data collection environment are summarized in Table 1. Native FortiOS traffic logs provide
protocol information, ports, byte and packet counters, application identification, security
actions, application risk levels, destination reputation indicators, and session statistics,
from which the behavioral features described in Section 2.4 were subsequently derived.

Table 1. Characteristics of the operational data collection environment.

Characteristic Description

Firewall platform FortiGate 2500E Next-Generation Firewall (NGFW)
Operating system FortiOS
Deployment location Institutional Internet gateway
Collection period February, March, and August 2025
Traffic source Bidirectional FortiGate traffic logs
Network environment Academic institutional campus
User profiles Students, faculty members, administrative staff
Approximate network scale Approximately 200 connected endpoints during the acquisition campaigns.
Communication profile Predominantly encrypted HTTPS/TLS traffic
Published variables Native FortiGate traffic log attributes and derived behavioral features

Table 1 summarizes the operational characteristics of the monitored environment.
Collecting traffic from a production academic network provides realistic communication
patterns generated by heterogeneous users and services while preserving the behavioral
diversity required for anomaly detection research. At the same time, these characteristics
define the scope of the published dataset, whose behavioral patterns should be interpreted
within the context of the monitored infrastructure.

2.3. Preprocessing Pipeline

The raw data were subjected to a systematic cleaning and transformation process
defined as

Dp = P(D0) = Normalize(Encode(Clean(D0))) (1)

This process included the following:

• Data cleaning and schema harmonization;
• Encoding of categorical variables;
• Normalization of numerical attributes;
• Filtering of non-informative features.

In the preprocessing stage, the feature countips was observed to present a constant
value across all traffic records. The variable was intentionally preserved in the dataset to
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maintain compatibility with the original firewall log schema and with previous studies that
use the same feature space. Although the feature does not contribute statistical variance in
the current dataset, retaining it ensures structural consistency and facilitates interoperability
with related datasets and experimental pipelines.

Preprocessing was designed as a record-preserving transformation that improved
the consistency, structural coherence, and statistical stability of the feature representation
without modifying the number of observed network flows, which is particularly important
in dynamic encrypted traffic environments [20]. The raw firewall dataset (D0) and the
processed dataset (Dp) both contain 951,560 records, corresponding to a retention rate of
100%. Consequently, no flow records were removed during preprocessing.

The preprocessing stage focused on schema harmonization, categorical encoding,
numerical normalization, feature engineering, and the anonymization of sensitive iden-
tifiers. Fields containing missing values in the original FortiGate export corresponded
to optional inspection attributes that are naturally absent when the associated security
module, application, or security event is not triggered. These fields were standardized
during the transformation process without deleting the corresponding flow records, thereby
preserving complete traceability between the raw and processed datasets while producing
a consistent representation for subsequent analysis [20].

To clarify the distinction between removed duplicates and repeated behavioral pro-
files, an audit of the original firewall dataset confirmed that no exact duplicate records
were present when all original exported attributes were considered. Consequently, du-
plicate elimination did not modify the number of observations. In contrast, repeated
behavioral profiles were intentionally preserved because independent network flows may
legitimately exhibit identical behavioral characteristics after feature engineering. The audit
identified 5486 repeated behavioral profile groups involving 19,619 observations (2.06%
of the processed dataset), representing recurrent operational activities generated by appli-
cations, services, and users rather than duplicated acquisition records. Preserving these
repeated behavioral profiles maintains the empirical traffic distribution and improves the
representativeness of the released dataset for behavioral anomaly detection.

2.4. Feature Engineering

A behavioral-oriented feature engineering process was designed to capture intrinsic
traffic properties from encrypted and heterogeneous network environments. After prepro-
cessing, each network flow instance xi was transformed into a behavioral representation
vector defined as

zi = F(xi) (2)

where F(·) denotes the feature transformation and behavioral extraction process applied to
the original flow representation.

Unlike payload-dependent inspection methods, the proposed representation relies exclu-
sively on flow-level metadata and behavioral descriptors extracted from bidirectional communi-
cations. This approach is particularly suitable for encrypted traffic environments, where packet
payload inspection becomes infeasible due to TLS/HTTPS encryption mechanisms.

The engineered feature space integrates heterogeneous variables describing network
behavior across multiple dimensions, including the following:

• Volume and intensity metrics;
• Flow behavior ratios;
• Temporal variables;
• Risk and reputation indicators;
• Service and application-related attributes.
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To improve behavioral representation, several derived variables were generated from
the original firewall flow records. In particular, volumetric aggregation features were
constructed to model communication intensity and transfer dynamics:

bytes_total = sentbyte + rcvdbyte (3)

pkt_total = sentpkt + rcvdpkt (4)

These variables represent the total communication volume exchanged during each
bidirectional flow and enable the characterization of traffic burstiness and transfer intensity.

To capture the flow efficiency and communication rate, the following normalized
traffic-rate feature was computed:

bytes_per_sec =
bytes_total

duration + 1
(5)

where the constant term avoids division instability in short-duration flows.
In addition, relational traffic dynamics between forward and backward communica-

tions were modeled using packet asymmetry indicators:

pkt_ratio =
sentpkt + 1
rcvdpkt + 1

(6)

This feature captures directional imbalance patterns frequently associated with anoma-
lous or irregular communication behaviors.

Temporal contextualization was incorporated by extracting temporal descriptors from
the original event timestamps, including the following:

• Hour of communication (hour).
• Day of week (dayofweek).

These temporal variables enable the modeling of periodic behavioral patterns and
temporal persistence in operational traffic environments.

The resulting dataset combines statistical, behavioral, and temporal descriptors ex-
tracted from bidirectional network flows. The released features include volumetric traffic
metrics (e.g., sentbyte, rcvdbyte, bytes_total, and pkt_ratio), risk-related attributes
such as dstreputation_cat and apprisk, firewall policy and security action indicators,
and temporal descriptors (hour and dayofweek).

The resulting feature space combines statistical, behavioral, and temporal descriptors
extracted from bidirectional network flows, providing a payload-independent represen-
tation particularly suitable for encrypted traffic analysis. Previous studies have shown
that such metadata-driven representations effectively support anomaly detection and deep
learning models under encrypted communication scenarios [12,20,21].

2.5. Formal Pipeline Representation

The dataset generation process can be formally represented as a sequence of trans-
formations applied to the raw dataset D0. First, preprocessing and behavioral feature
engineering are performed, followed by unsupervised pseudo-labeling using the EFMS–
KMeans algorithm. This stage produces the pseudo-labeled dataset defined as

Dl = LEFMS(F(P(D0))) (7)

where P(·) represents the preprocessing stage, F(·) denotes behavioral feature engineering,
and Le f ms(·) corresponds to the pseudo-labeling process performed by the EFMS–KMeans
clustering algorithm.
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To address the natural imbalance of anomalous traffic in operational environments,
a balanced dataset version is generated using the Synthetic Minority Over-sampling
Technique (SMOTE):

Db = BSMOTE(Dl) (8)

where Bsmote(·) represents the class balancing operation applied to the pseudo-labeled
dataset. This transformation generates synthetic minority-class instances while preserving
the local structure of the feature space, improving class representation for supervised
learning experiments [22].

Finally, to support sequential modeling, the balanced dataset is transformed into or-
dered sliding-window representations. The windows are generated from the deterministic
ordering of the released tabular representation to satisfy the input requirements of the
CNN–GRU architecture. Because the original operational traffic is not stored in globally
chronological order, these windows should be interpreted as computational sequential
representations rather than chronological reconstructions of network events:

D f = Ttemp(Db) (9)

where D f denotes the Sequential Training Representation generated for deep learning
experiments.

The Sequential Training Representation is distributed in the public repository to
facilitate reproducible experimentation. However, it is a model-oriented computational
representation created specifically for sequential deep learning experiments rather than
an independent scientific dataset. Throughout this work, the EFMS–KMeans behavioral
pseudo-labeled dataset (Dl) is regarded as the primary published dataset, whereas D f is
provided exclusively to support reproducible CNN–GRU training. Unlike the behavioral
pseudo-labeled dataset Dl , which preserves the observed operational traffic distribution,
the sequential training representation D f is a model-oriented representation produced to
satisfy the input requirements of sequential deep learning models. Accordingly, D f should
be interpreted as an intermediate training representation rather than as an additional
released dataset or a chronological reconstruction of the operational network traffic.

2.6. Unsupervised Labeling via EFMS–KMeans

In this dataset, an anomaly denotes a statistically significant deviation from the dom-
inant behavioral patterns observed in the multidimensional feature space. Because the
collected traffic originates from an operational network without expert-verified ground-
truth attack annotations, these labels should be interpreted as behavioral pseudo-labels
rather than confirmed malicious events.

Accordingly, the EFMS–KMeans algorithm was adopted to generate behavioral
pseudo-labels from statistically normalized traffic representations, enabling the construc-
tion of labeled datasets without requiring manual annotation.

Due to the absence of manually annotated labels in real-world operational traffic, an
unsupervised pseudo-labeling strategy based on the EFMS–KMeans clustering algorithm
was applied to identify normal and anomalous traffic behaviors. This strategy allows
behavioral pseudo-labels to be inferred directly from the statistical structure of operational
traffic without requiring expert annotations.

The pseudo-labeling process was performed after preprocessing and behavioral feature
engineering, allowing the clustering algorithm to operate on statistically normalized traffic
representations. Each network flow was grouped according to its structural similarity
within the multidimensional feature space, enabling the identification of latent behavioral
deviations independently of packet payload inspection.
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The anomaly label assignment was defined according to the Euclidean distance be-
tween each flow instance and its corresponding cluster centroid, computed in the nor-
malized multidimensional feature space obtained after preprocessing and behavioral
feature engineering:

label(xi) =

1, d(xi, µk) > P95,

0, otherwise.
(10)

where d(xi, µk) represents the Euclidean distance between instance xi and centroid µk, while
P95 denotes the 95th percentile of the distance distribution within each cluster. The 95th
percentile provides a cluster-specific statistical criterion for identifying observations located
in the upper tail of the distance distribution. Consequently, observations exceeding this
threshold are assigned behavioral pseudo-labels without requiring manual annotations [21].

Therefore, the labels generated through Equation (10) constitute behavioral pseudo-
labels inferred from the statistical structure of the feature space. Consequently, the anoma-
lous class identifies observations whose behavioral characteristics differ significantly
from the dominant traffic patterns and should not be interpreted as expert-validated
attack annotations.

The variable distance_to_centroid was introduced exclusively as an auxiliary fea-
ture during the EFMS–KMeans pseudo-label generation stage to quantify the Euclidean
distance between each traffic flow and its assigned cluster centroid. Because this vari-
able directly contributes to the construction of the behavioral pseudo-labels defined in
Equation (10), it is retained in the released clustered_data_efms_kmeans.csv dataset
solely to ensure the reproducibility and transparency of the pseudo-labeling procedure.

Prior to supervised learning, the auxiliary variable distance_to_centroid was re-
moved from the feature set used to construct the CNN–GRU training representation.
Consequently, the supervised model was trained exclusively on behavioral traffic features,
thereby preventing information leakage between the pseudo-label generation stage and the
subsequent classification model.

To justify the percentile threshold adopted in Equation (10), a sensitivity analysis was
conducted using three candidate values: P90, P95, and P99. For each candidate threshold,
behavioral pseudo-labels were regenerated from the same centroid-distance distribution
while modifying only the percentile criterion. This procedure allowed the effect of threshold
selectivity on the number and proportion of flows assigned to the anomalous class to be
quantified. Table 2 and Figure 1 summarize the results.

Table 2. Sensitivity analysis of the percentile-based behavioral pseudo-labeling threshold.

Percentile Distance Threshold Anomalous Flows Percentage (%)

P90 4.8282 95,156 10.00
P95 6.7009 47,578 5.00
P99 8.5072 9516 1.00

As expected, the proportion of flows assigned to the anomalous class decreased as
the percentile threshold became more restrictive. P90 classified 95,156 flows as behavioral
anomalies, corresponding to 10.00% of the dataset, whereas P99 retained only 9516 highly
extreme observations, representing approximately 1.00%. The P95 criterion identified
47,578 flows, equivalent to 5.00% of the analyzed records, thereby providing an intermediate
operating point between the broader P90 criterion and the more restrictive P99 criterion.
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Figure 1. Sensitivity analysis of the percentile-based behavioral pseudo-labeling threshold. Panel
(a) illustrates the proportion of flows assigned to the anomalous class under the P90, P95, and P99
criteria, whereas panel (b) presents the corresponding centroid-distance thresholds. The analysis
supports the selection of P95 as the operational threshold adopted in this work.

Based on this sensitivity analysis, P95 was selected as the operational threshold because
it provides a balanced compromise between behavioral selectivity and minority-class
representation. Compared with P90, it reduces the inclusion of less pronounced deviations,
while, compared with P99, it preserves a sufficiently large set of uncommon observations for
subsequent methodological evaluation and benchmarking. This selection should therefore
be interpreted as a data-driven operational criterion rather than as evidence that P95 is
universally optimal across all network environments.

The EFMS–KMeans released behavioral dataset preserves the original class distribu-
tion obtained directly from the operational traffic after preprocessing, without applying
sampling or balancing procedures. Consequently, the observed anomaly rate of 5.00%
reflects the behavioral pseudo-labeling criterion defined in Equation (10) rather than the
prevalence of confirmed cyberattacks in the monitored network.

The clustering process generated the pseudo-labeled dataset stored as clustered_
data_efms_kmeans.csv, preserving the original number of records obtained after prepro-
cessing. The published dataset retains the auxiliary variable distance_to_centroid to
ensure the reproducibility and transparency of the EFMS–KMeans pseudo-label generation
process. Since this variable is exclusively associated with pseudo-label construction, it is
excluded from the feature set used to train the subsequent CNN–GRU classifier, thereby
preventing information leakage during supervised learning.

The resulting dataset contains a total of 951,560 bidirectional network flows distributed
as follows:

• Normal traffic: 903,982 flows;
• Anomalous traffic: 47,578 flows.

This anomaly proportion corresponds to the behavioral pseudo-labeling criterion de-
fined in Equation (10) and reflects the original class distribution preserved in the published
EFMS–KMeans behavioral pseudo-labeled dataset prior to any model-oriented prepro-
cessing. Class imbalance constitutes a fundamental challenge in anomaly detection tasks,
where anomalous events typically represent only a small fraction of the observed traffic.
Previous studies have shown that clustering-based pseudo-labeling strategies combined
with balancing mechanisms improve the representation of minority behavioral patterns
while preserving the structural properties of the feature space [23].

For downstream deep learning experiments, an additional derived dataset compat-
ible with the CNN–GRU architecture was generated through feature filtering and sub-
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set selection applied after the pseudo-labeling stage. The resulting dataset, stored as
labeled_dataset_for_GRU-CNN.csv, contains 554,647 records and 29 selected features,
distributed as follows:

• Normal traffic: 353,557 records
• Anomalous traffic: 201,090 records

Unlike the EFMS–KMeans behavioral pseudo-labeled dataset, which preserves the
original behavioral distribution obtained from the operational traffic, the sequential training
representation is a model-oriented representation produced for model optimization. Con-
sequently, any differences in class proportions or statistical properties reflect preprocessing
operations required for supervised learning rather than modifications of the behavioral
pseudo-labeling criterion or changes in the underlying operational traffic distribution.

This derived representation was specifically prepared to support sequential deep
learning experiments while retaining the statistical and behavioral information extracted
from the original operational traffic environment. The resulting representation facilitates
the learning of discriminative temporal and behavioral patterns associated with anomalous
network activity under encrypted traffic conditions [12,22].

2.7. Preparation of the Sequential Training Representation

Although the EFMS–KMeans behavioral pseudo-labeled dataset constitutes the pri-
mary scientific artifact released in this work, sequential deep learning architectures require
additional preprocessing before model training. These transformations generate repro-
ducible intermediate representations solely to satisfy the input requirements of sequential
models and are not part of the published dataset. Therefore, the released dataset remains
unchanged, preserving its statistical properties, traceability, and reproducibility. This dis-
tinction is consistent with the principles of data-centric artificial intelligence, where the
dataset is the primary scientific asset and model-specific preprocessing supports down-
stream learning without modifying the published resource [24].

Starting from the behavioral pseudo-labeled dataset (Dl), a separate tabular repre-
sentation was prepared for the downstream CNN–GRU experiment. This transformation
did not modify the behavioral pseudo-labeling criterion or the primary released dataset.
Instead, it generated an intermediate computational representation specifically intended to
support supervised CNN–GRU training.

The preparation workflow was intentionally designed as a deterministic, model-
specific transformation that preserved the behavioral labels assigned during the EFMS–
KMeans stage while adapting the data to the requirements of supervised sequential learning.
The workflow comprised three principal transformations applied to construct the derived
representation used in the subsequent supervised learning pipeline.

The resulting representation was obtained through a deterministic preprocessing pro-
cedure applied after behavioral pseudo-label generation. This procedure comprised (i) the
removal of auxiliary variables used exclusively during the EFMS–KMeans pseudo-labeling
stage (e.g., distance_to_centroid); (ii) the retention of the 29 behavioral, volumetric,
security-related, and temporal variables included in the derived representation; and (iii) the
construction and export of the intermediate tabular representation used in the supervised
CNN–GRU workflow. The resulting file contains 554,647 observations and preserves the
behavioral pseudo-labels associated with this derived representation.

First, auxiliary variables used exclusively during behavioral pseudo-label generation,
particularly distance_to_centroid, were removed from the supervised input space be-
cause they directly participated in the computation of the behavioral labels and could
therefore introduce information leakage.
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Second, only the behavioral, volumetric, security-related, and temporal features re-
quired by the CNN–GRU classifier were retained, producing a consistent feature represen-
tation while preserving the original behavioral labels assigned to every observation.

Finally, the resulting tabular representation was exported as labeled_dataset_for_
GRU-CNN.csv, thereby creating the computational representation adopted as the input to
the subsequent supervised learning pipeline.

The resulting file, labeled_dataset_for_GRU-CNN.csv, contains 554,647 tabular ob-
servations, comprising 353,557 normal observations (63.75%) and 201,090 behaviorally
anomalous observations (36.25%). This class composition corresponds to the derived repre-
sentation before the application of SMOTE. It should not be interpreted as the post-SMOTE
training distribution or as a modification of the P95 pseudo-labeling criterion. Likewise, it
should not be considered a new estimate of anomaly prevalence in the operational network.

This distinction is important for reproducibility because the released CSV file repre-
sents the complete tabular representation, whereas the sequential tensors required by the
CNN–GRU architecture are generated deterministically during the supervised training
pipeline after the data have been partitioned into training and testing subsets.

2.8. Class Balancing

Following the preparation of the model-oriented tabular representation described in
Section 2.7, the dataset was partitioned into mutually exclusive training and testing subsets
for supervised CNN–GRU development. Class balancing was subsequently performed
exclusively on the training partition using the Synthetic Minority Over-sampling Technique
(SMOTE), whereas the testing partition preserved its original class distribution without
synthetic observations. This strategy avoids information leakage and provides an unbiased
evaluation of the trained classifier [23].

The SMOTE configuration adopted in this work is summarized in Table 3. Synthetic
minority-class observations were generated only within the training subset until both
classes contained the same number of training instances.

The generation of a synthetic observation is defined as.

xnew = xi + λ
(
xj − xi

)
, λ ∈ [0, 1]. (11)

where xi denotes a minority-class observation, xj corresponds to one of its nearest
minority-class neighbors, and λ is a random interpolation coefficient used to interpolate
between neighboring observations [23].

Accordingly, SMOTE modifies only the training partition used for supervised opti-
mization. Neither the original 5.00% anomaly proportion of the published EFMS–KMeans
behavioral pseudo-labeled dataset (Dl) nor the pre-balancing 63.75/36.25 class distribution
of the model-oriented representation described in Section 2.7 are altered by this procedure.

The parameter configuration reported in Table 3 enables the balancing stage to be
reproduced deterministically from the released model-oriented representation, thereby
supporting the reproducibility objectives of the proposed data-centric pipeline.

Table 3. SMOTE configuration adopted during supervised CNN–GRU training.

Parameter Configuration

Input representation Sequential Training Representation (Section 2.7)
Sampling stage Training partition only
Testing partition No synthetic observations
Sampling strategy auto
Nearest neighbors (k) 5
Random seed 42
Balancing objective Equal minority and majority classes in the training partition

https://doi.org/10.3390/data11080199

https://doi.org/10.3390/data11080199


Data 2026, 11, 199 13 of 31

2.9. Sequential Sliding-Window Representation

To organize the model-oriented training representation into a format compatible with
sequential deep learning architectures, fixed-length overlapping sliding windows were
generated from the deterministic ordering of the released tabular representation. This
operation creates ordered computational samples suitable for CNN–GRU training without
modifying the published behavioral pseudo-labeled dataset.

Although each window contains consecutive observations within the ordered rep-
resentation, the ordering should not be interpreted as the chronological evolution of the
operational network traffic. An audit of the original FortiGate logs showed that the exported
records are not globally sorted by eventtime; therefore, the sliding-window representation
preserves local computational neighborhood rather than real temporal continuity. Conse-
quently, the generated windows constitute the Sequential Training Representation designed
exclusively to satisfy the input requirements of sequential deep learning architectures.

The temporal structuring process is formally defined as

St = {xt, xt+1, . . . , xt+w}. (12)

where St denotes an ordered sliding window composed of consecutive observations
in the Sequential Training Representation, and w denotes the adopted window length.
The index t identifies the position within the ordered dataset rather than an absolute
chronological timestamp.

Each generated window provides an ordered computational context that allows
convolutional–recurrent architectures to learn dependencies among neighboring behavioral
observations. Accordingly, the resulting representation is intended to satisfy the sequential
input requirements of CNN–GRU models rather than to reconstruct the chronological
evolution of operational traffic.

Unlike conventional tabular representations, the sliding-window organization enables
sequential models to jointly process local behavioral relationships and contextual infor-
mation extracted from adjacent observations. This representation is particularly useful in
encrypted traffic analysis, where behavioral flow metadata constitute the principal source
of discriminative information.

The resulting Sequential Training Representation serves as the input representation
adopted for CNN–GRU experimentation. Consequently, it should be interpreted as an
intermediate computational representation designed for supervised sequential learning
rather than as a chronologically ordered reconstruction of the operational network traffic.

Recent studies have shown that sequential input representations can improve the
capability of deep learning architectures to capture complex behavioral relationships in
encrypted traffic analysis when appropriate behavioral features are available [22].

2.10. Final Dataset Generation

The final dataset integrates all transformation stages defined throughout the proposed
data-centric pipeline, including preprocessing, behavioral feature engineering, EFMS–
KMeans pseudo-labeling, class balancing, and sequential sliding-window representation.
Each stage progressively refines the original firewall traffic records while preserving the sta-
tistical and behavioral characteristics required for anomaly detection research in encrypted
network environments.

The resulting data ecosystem was designed to support multiple research scenarios
while preserving complete traceability across the proposed pipeline. The repository there-
fore contains the primary published dataset together with the intermediate representations
generated for supervised learning, including the Sequential Training Representation used
for CNN–GRU experiments.
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To provide a quantitative overview of the proposed data-centric pipeline, Table 4
summarizes the principal data resources generated throughout the workflow, including
their record counts, class distributions, and anomaly rates. These statistics document the
progression from the raw operational traffic to the published behavioral pseudo-labeled
dataset and the derived computational representations created for supervised learning and
sequential modeling experiments.

Table 4. Repository resources generated throughout the data-centric pipeline.

Repository Resource Number of Records Normal (0) Anomalous (1) Anomaly Rate (%)

Raw firewall traffic (D0) 951,560 – – –
Processed dataset (Dp) 951,560 – – –
EFMS–KMeans pseudo-labeled
dataset (Dl)

951,560 903,982 47,578 5.00

Derived Repository Resource
Sequential Training Representation
(repository resource) 554,647 353,557 201,090 36.25

2.11. Reproducibility Protocol

To facilitate independent verification and reproducible experimentation, the complete
dataset generation workflow is documented through formal process definitions, parameter
specifications, metadata, and publicly available published data resources. Figure 2 summa-
rizes the successive transformations from raw traffic acquisition to the released behavioral
dataset and the model-oriented representations, complementing the formal description of
the proposed data-centric pipeline.

Raw Firewall Traffic
(D0)

Preprocessing
Cleaning & Normalization (Dp)

Behavioral Feature Engineering

Behavioral Pseudo-Labeled Dataset
(Dl)

Class Balancing
Balanced Training Representation (Db)

Sequential Training Representation
(D f )

Deep Learning Experiments
CNN–GRU

Figure 2. Workflow of the proposed data-centric pipeline illustrating the transformations from raw
firewall traffic (D0) to the published behavioral pseudo-labeled dataset (Dl), followed by the genera-
tion of the intermediate computational representations (Db and D f ) used for supervised CNN–GRU
training. Representation D f is generated through an ordered sliding-window transformation and
serves as a computational input for CNN–GRU rather than a chronological reconstruction of the
operational network traffic. The consistency of the behavioral pseudo-labels is subsequently assessed
through the statistical, geometric, and clustering validation procedures described in Section 4.
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3. Data Records
The published repository contains the data resources generated throughout the pro-

posed dataset construction pipeline, from the original firewall traffic logs to the processed
behavioral datasets for anomaly detection. Together, these resources ensure the repro-
ducibility and independent validation of the proposed methodology.

3.1. Raw Log Acquisition and Collection Campaigns

The published dataset was derived from three independent acquisition campaigns
based on original FortiGate forward-traffic logs collected at the institutional gateway fire-
wall between February and August 2025. Conducting the campaigns at different periods
captures multiple operational traffic profiles variability in an operational university net-
work, including changes in user behavior, application workloads, and traffic characteristics.
This strategy improves the diversity and representativeness of the released dataset while
reducing the risk of reflecting a single network operating condition.

The raw traffic logs constitute the primary data source from which all preprocess-
ing, normalization, anonymization, feature engineering, and behavioral pseudo-labeling
stages were performed. Consequently, the statistics presented in this section were com-
puted directly from the original FortiGate logs, ensuring complete traceability between the
acquisition process and the published dataset.

The statistics reported in Table 5 were computed directly from the original FortiGate
forward-traffic logs prior to preprocessing. The three acquisition campaigns produced
a total of 951,560 traffic records, exactly matching the number of observations released
through Mendeley Data and thereby preserving a one-to-one correspondence between the
original acquisition records and the published dataset. No invalid timestamps were de-
tected during the acquisition-stage audit, confirming the temporal integrity of the collected
data before feature extraction, anonymization, and subsequent processing. This consistency
ensures that all descriptive statistics reported for the released dataset accurately reflect
the characteristics of the original operational traffic without introducing sampling-related
distortions during preprocessing.

Table 5. Summary of the original FortiGate acquisition campaigns used to construct the published dataset.

Collection
Campaign Collection Period Raw Traffic

Records
Invalid

Timestamps

February 2025 25–26 February 2025 24,176 0
March 2025 6 March 2025 402,994 0
August 2025 7 August 2025 524,390 0

Overall February–August 2025 951,560 0

The public release of the dataset followed the same anonymization policy applied
throughout the preprocessing pipeline. Consequently, the published repository contains
only anonymized flow-level metadata together with derived behavioral features required
for reproducibility. No information allowing the identification of individual users, devices,
institutional services, or communication contents is included in the released files. Further-
more, the repository preserves only the information necessary to support independent
validation, comparative benchmarking, and reproducible machine learning experimen-
tation while preventing the disclosure of operationally sensitive infrastructure details or
personally identifiable information.

The exported forward-traffic logs contain metadata associated with application identi-
fication (App-ID), application risk, UTM actions, and Web-related inspection fields, indi-
cating that multiple FortiGate traffic inspection mechanisms contributed metadata during
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traffic processing. In particular, Application Control metadata (appcat, apprisk) and UTM
actions were consistently present in the exported records. Because only forward-traffic
logs were used to construct the released dataset, the complete runtime configuration of
individual security modules (e.g., IPS and WebFilter policies) cannot be independently
reconstructed from the available exports.

The encrypted-traffic analysis revealed noticeable differences between the proportion
of encrypted flows and the corresponding encrypted byte volume across the acquisition
campaigns (Table 6). During the February campaign, 51.80% of the recorded flows used
destination port 443, accounting for 80.88% of the total bidirectional traffic volume. In
contrast, the March and August campaigns exhibited similar proportions of port-443
flows (58.58% and 56.39%, respectively), whereas the corresponding byte proportions were
considerably lower (18.57% and 25.80%). Such variability is expected in an operational
university network, where the mix of applications, services, and user activity naturally
changes over time.

Table 6. Measured proportion of encrypted traffic in the original FortiGate acquisition campaigns.
Destination port 443 was used as a conservative flow-level proxy for HTTPS/TLS (TCP/443) and
QUIC (UDP/443) communications.

Collection Campaign Port-443 Flows (%) Port-443 Bytes (%)

February 2025 51.80 80.88
March 2025 58.58 18.57
August 2025 56.39 25.80

Overall 57.20 22.87

These observations demonstrate that the released dataset captures multiple operational
traffic profiles rather than a single static network condition.

The combination of multiple acquisition campaigns with different traffic compositions
increases the diversity and representativeness of the released dataset, providing a realistic
basis for the development, benchmarking, and reproducibility of network traffic analysis
and anomaly detection methods.

3.2. Repository Information

The dataset generated in this study has been deposited in the Mendeley Data repository
and is publicly available for research and educational purposes. The repository contains
the complete set of published data resources generated throughout the proposed pipeline,
including the processed dataset, the EFMS–KMeans behavioral pseudo-labeled dataset, the
Sequential Training Representation, metadata files, preprocessing scripts, and the feature
dictionary required to ensure reproducibility.

Although this representation is distributed through the repository to support super-
vised CNN–GRU experimentation, it is not considered an additional published dataset
because it constitutes an intermediate computational representation generated specifically
for model training.

The dataset can be accessed through the following repository: http://doi.org/10.176
32/g5dtm7349f.

The repository is distributed under the Creative Commons Attribution 4.0 Interna-
tional (CC BY 4.0) license, allowing reuse, redistribution, and adaptation with appropriate
attribution. In addition to the dataset files, the repository provides documentation describ-
ing the dataset generation process, variable definitions, and dataset organization to support
independent validation and facilitate dataset reuse.
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The open publication of structured datasets represents an essential practice in data-
centric research, as it enables independent validation, reproducible comparison, and reuse
in subsequent machine learning and cybersecurity studies [25,26].

3.3. File Structure

The dataset repository is hierarchically organized to facilitate usability, traceability,
and reproducibility across the different stages of the generation pipeline. The directory
structure reflects the sequential transformation of the data from raw acquisition to the final
sequential sliding-window representation:

The organization shown in Figure 3 reflects the successive processing stages described
in Section 2, allowing each published resource to be directly associated with a specific
transformation of the proposed pipeline.

The raw_logs directory contains the original firewall traffic records captured from the
operational environment. The processed folder stores the cleaned and normalized dataset
used for clustering. The repository also contains the Sequential Training Representation
used for the CNN–GRU experiments. This intermediate computational representation is
distributed exclusively to facilitate reproducible deep learning experimentation and should
not be interpreted as an additional published dataset.

In addition, the metadata directory provides complementary documentation, includ-
ing the dataset description and a detailed feature dictionary that defines variable semantics
and transformations.

Figure 3 summarizes the hierarchical organization of the repository and the relation-
ships among the published resources.

Figure 3. Hierarchical organization of the dataset repository and associated metadata files.

3.4. Data Schema

The final dataset consists of structured network flow records stored in tabular format.
Each row represents an individual bidirectional traffic flow described by behavioral, volu-
metric, security-related, and temporal attributes extracted from the original operational
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firewall logs. Together, these variables characterize the communication behavior of each
observed flow while preserving the semantic relationships required for downstream statis-
tical analysis, clustering, and supervised machine learning tasks. The schema was designed
to provide a consistent and reproducible representation of network traffic suitable for
anomaly detection research. The released dataset contains 29 behavioral and traffic-related
variables describing volumetric, temporal, statistical, and security attributes extracted from
operational bidirectional network flows. The variables included in the dataset comprise
the following:

• Flow identifiers;
• Volume and duration metrics;
• Derived behavioral features;
• Temporal variables;
• Binary label (normal/anomalous).

Among the derived behavioral features, the published dataset also retains the auxiliary
variable distance_to_centroid, which stores the Euclidean distance between each traffic
flow and its assigned cluster centroid during the EFMS–KMeans pseudo-label generation
stage. This variable is included exclusively to ensure the reproducibility and transparency
of the published pseudo-labeling process. It is not incorporated into the feature set used to
train the supervised CNN–GRU classifier, thereby preventing information leakage during
model training.

The adoption of flow metadata-based representations constitutes a widely accepted
strategy in encrypted traffic environments, where packet payload inspection is not feasible [27].
By leveraging statistical, behavioral, and temporal descriptors extracted from bidirectional
flows, the dataset preserves sufficient discriminative information for anomaly detection tasks
while maintaining compatibility with privacy-preserving monitoring approaches.

3.5. Variable Description Table

To facilitate dataset interpretation and reuse, Table 7 summarizes representative vari-
ables included in the published behavioral pseudo-labeled dataset together with their
semantic role within the behavioral traffic representation. A complete description of all
released variables is provided in the accompanying feature_dictionary.csv file available
in the Mendeley Data repository.

Table 7. Representative variables included in the published behavioral pseudo-labeled dataset. A com-
plete description of all released variables is provided in the accompanying feature_dictionary.csv
file available in the Mendeley Data repository.

Variable Type Description

proto Numeric Transport protocol associated with the network flow.
duration Numeric Communication duration of the bidirectional flow.
bytes_total Numeric Total number of bytes exchanged during the bidirectional flow.
pkt_total Numeric Total number of packets exchanged during the bidirectional flow.

bytes_per_sec Numeric Normalized communication rate computed from transferred bytes and
flow duration.

pkt_ratio Numeric Ratio between forward and backward transmitted packets.
apprisk Numeric Application risk level assigned by the FortiGate security platform.
hour Temporal Hour extracted from the original traffic timestamp.
dayofweek Temporal Day of the week extracted from the original traffic timestamp.

distance_to_centroid Numeric Euclidean distance to the assigned EFMS–KMeans cluster centroid used
during pseudo-label generation.

label Binary Behavioral pseudo-label (0 = Normal, 1 = Anomalous).

3.6. Label Distribution

Table 8 presents the class composition of the Sequential Training Representation used
in the CNN–GRU experiments. This representation contains 353,557 instances correspond-
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ing to normal traffic and 201,090 instances corresponding to anomalous traffic, representing
63.75% and 36.25% of the total records, respectively.

Unlike the published EFMS–KMeans behavioral pseudo-labeled dataset, whose class
proportions preserve the behavioral distribution observed in the operational traffic, these
percentages correspond exclusively to the model-oriented training representation generated
for the CNN–GRU architecture. Consequently, they should not be interpreted as the natural
prevalence of normal and anomalous traffic in the monitored network, but rather as the
class composition of an intermediate computational representation designed for supervised
sequential learning. Accordingly, the behavioral pseudo-labeled dataset (Dl) released with
this work remains the appropriate resource for studies requiring the original operational
traffic distribution, whereas the Sequential Training Representation is provided exclusively to
facilitate reproducible deep learning experiments based on the proposed data-centric pipeline.

Table 8. Class composition of the Sequential Training Representation used in the CNN–GRU experiment.

Class Records Percentage

Normal (0) 353,557 63.75%
Anomalous (1) 201,090 36.25%

The class distribution documented in Table 8 provides a balanced basis for supervised
and hybrid ML/DL experiments. Class imbalance can significantly affect model general-
ization and stability; therefore, the application of SMOTE ensures a more reliable training
foundation for subsequent supervised and hybrid ML/DL models [26].

Overall, the published repository provides a complete and fully documented col-
lection of operational traffic records, processed behavioral datasets, metadata, feature
documentation, and model-oriented representations. Together, these resources support
reproducible anomaly detection research while ensuring full traceability across every stage
of the proposed data-centric dataset construction pipeline.

4. Technical Validation
The objective of this section is to evaluate the statistical properties, informational

diversity, feature-level discriminative capability, and global geometric structure of the pro-
posed dataset through complementary validation analyses. Consistent with the data-centric
paradigm, the assessment focuses on the quality and reliability of the published dataset
rather than on the predictive performance of a specific machine learning model. Accord-
ingly, the validation aims to demonstrate that the released resource preserves meaningful
statistical patterns, structural consistency, and reproducible behavioral representations
suitable for methodological research in network anomaly detection.

Feature-level discriminative capability was quantified using Fisher Scores computed
after feature standardization with StandardScaler, whereas global geometric separability
was evaluated using dimensionality reduction techniques together with clustering quality
metrics, including the Silhouette coefficient and the Davies–Bouldin Index. Complementary
statistical analyses based on entropy measurements were incorporated to assess information
diversity, while visual inspection of the feature space through PCA and UMAP provided
additional evidence of the consistency and structural coherence of the generated behavioral
pseudo-labels. Collectively, these analyses offer a multidimensional validation of the
released dataset, supporting its robustness, reproducibility, and suitability as a benchmark
for data-centric cybersecurity research.
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4.1. Statistical Stability and Distributional Analysis

To assess structural stability, descriptive statistical measures were computed for each
feature xj:

µj =
1
N

N

∑
i=1

xij. (13)

σ2
j =

1
N

N

∑
i=1

(
xij − µj

)2. (14)

The feature space exhibits positively skewed and heavy-tailed distributions, which are
characteristic of real network traffic due to burstiness and heterogeneous communication
patterns. No evidence of variance collapse, structural degeneration, or artificial smoothing
introduced by preprocessing or balancing was observed.

Understanding distributional behavior is essential, as generalization in deep learning
systems is tightly connected to dataset structure and complexity [28]. The preservation of
natural traffic dispersion confirms that the dataset retains realistic statistical properties.

4.2. Informational Diversity via Shannon Entropy

To quantify informational diversity within the dataset, Shannon entropy was
computed as

H(X) = −
n

∑
i=1

p(xi) log p(xi). (15)

where p(xi) denotes the probability associated with the occurrence of feature value xi.
Shannon entropy is widely used to characterize the variability and distributional com-
plexity of data, providing an information-theoretic measure of behavioral diversity within
network traffic.

In the context of encrypted traffic analysis, entropy-based measurements are particu-
larly useful because they capture variations in traffic behavior without relying on payload
inspection. Consequently, entropy serves as an auxiliary indicator for assessing the diver-
sity of traffic patterns present in different repository resource and for evaluating the impact
of preprocessing and balancing operations on the overall feature space [29].

To complement the entropy-based analysis, a quantitative assessment of the published
EFMS–KMeans behavioral pseudo-labeled dataset was performed using objective statisti-
cal and structural quality indicators. The evaluation encompasses dataset completeness,
repeated behavioral-profile analysis, feature variability, informational diversity, dimension-
ality, and internal clustering consistency, providing a comprehensive characterization of
the dataset from multiple complementary perspectives. Collectively, these quantitative
indicators offer objective evidence of the dataset’s statistical robustness, structural coher-
ence, and reproducibility, thereby supporting the reliability of the released resource beyond
qualitative visual analyses.

Table 9 shows that the published dataset is complete, with no missing values or statisti-
cally constant features. Exact-row analysis identified 20,513 observations (2.16%) belonging
to repeated behavioral-profile groups, whereas 14,612 observations (1.54%) corresponded
to additional repeated feature vectors after retaining one representative profile. A duplicate-
removal sensitivity analysis reduced the behavioral anomaly proportion only from 5.00%
to 4.79%, indicating that repeated behavioral profiles do not materially alter the overall
pseudo-label distribution. Furthermore, the normalized variance, Shannon entropy, and
PCA statistics demonstrate that the selected behavioral descriptors preserve heterogeneous
information distributed across multiple complementary dimensions. Collectively, these
quantitative indicators provide objective evidence supporting the structural consistency
and reproducibility of the released dataset.
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Table 9. Quantitative quality indicators of the published EFMS–KMeans behavioral pseudo-labeled
dataset.

Quality Indicator Measured Value Interpretation

Missing values 0% No incomplete observations were detected in the
published dataset after preprocessing.

Constant features 0 No statistically constant variables were identified
among the features evaluated for the quantitative
assessment.

Observations belonging to
repeated behavioral-profile
groups

20,513 (2.16%) A small proportion of records share identical
released feature vectors, which is consistent with
recurring operational communication patterns.

Additional repeated feature
vectors 14,612 (1.54%) These records correspond to additional occurrences

after retaining one representative observation for
each exact behavioral profile.

Behavioral pseudo-anomaly
proportion 47,578 (5.00%) The pseudo-anomalous class was generated using

the cluster-specific 95th-percentile
centroid-distance criterion.

Pseudo-anomaly proportion
after exact-vector deduplication 44,868/936,948

(4.79%)
Removing additional exact repetitions reduced the
pseudo-anomaly proportion by only 0.21
percentage points, indicating limited sensitivity to
repeated profiles.

Mean normalized feature
variance 0.023785 The feature space preserves measurable variability

across the released behavioral descriptors.
Median normalized feature
variance 0.000540 The difference between the mean and median

indicates heterogeneous dispersion across features.
Mean Shannon entropy 2.0777 bits The selected variables preserve heterogeneous

informational content across the behavioral
representation.

Median Shannon entropy 1.4057 bits The median value confirms that informational
contribution is distributed unevenly but
complementarily among the variables.

Variance explained by PC1 and
PC2 29.89% The first two principal components capture less

than one third of the total variance, indicating that
the dataset cannot be adequately represented by
only two dimensions.

Principal components required
for 80% cumulative variance 12 A substantial number of components is required to

preserve most of the dataset variability.
Principal components required
for 90% cumulative variance 14 The information remains distributed across

multiple complementary dimensions.
Principal components required
for 95% cumulative variance 16 The feature space exhibits multidimensional

structure and is not dominated by a small number
of components.

Silhouette Score 0.193 The original EFMS–KMeans partition presents
partial but measurable separation among
behavioral groups.

Davies–Bouldin Index 2.23 The value indicates overlap among behavioral
clusters, which is expected in heterogeneous
operational network traffic.

4.3. Geometric Class Separability

To evaluate structural divergence between normal and anomalous traffic, the normal-
ized centroid distance was computed as

S =
∥µ1 − µ0∥

σ1 + σ0
. (16)

where µ0 and µ1 denote the centroids of the normal and anomalous classes, respectively,
and σ0 and σ1 represent their corresponding dispersion measures.
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Feature-level discrimination was further evaluated using the Fisher Score:

Fj =

(
µ
(1)
j − µ

(0)
j

)2

σ
(1)
j + σ

(0)
j

. (17)

where µ
(1)
j and µ

(0)
j correspond to the mean values of feature j for anomalous and normal

traffic, respectively, and σ
(1)
j and σ

(0)
j denote the associated variances.

To provide a quantitative assessment of feature-level class separability, the Fisher
Score was computed for the 13 behavioral descriptors after feature standardization using
StandardScaler. Standardization was applied to eliminate the influence of heterogeneous
feature scales and to ensure that the discriminative capability of each feature was evaluated
under comparable conditions. The resulting scores were then summarized using descrip-
tive statistics to characterize the distribution of feature-level discriminative information.
Table 10 reports the measured values.

Table 10. Summary statistics of the Fisher Scores computed for the standardized behavioral features.

Statistic Measured Value

Number of evaluated features 13
Maximum Fisher Score 100,395.100976
Minimum Fisher Score 54.407852
Mean Fisher Score 21,693.560499
Median Fisher Score 10,274.148864

The standardized Fisher Scores indicate that all evaluated behavioral descriptors
contribute to distinguishing the two behavioral pseudo-labeled classes, although their
relative discriminative capability varies substantially. The observed scores range from
54.407852 to 100,395.100976, confirming that certain variables provide considerably greater
class-discriminative information than others within the same standardized feature space.

It is important to note that Fisher Scores evaluate the discriminative capability of
individual features independently rather than the global geometric structure of the multidi-
mensional dataset. Consequently, these results should not be interpreted as direct evidence
of overall cluster separation. Instead, they provide a complementary feature-level assess-
ment alongside the Silhouette coefficient and the Davies–Bouldin Index, which evaluate
the global compactness and separation of the clustering solution.

Because Fisher Scores depend on the statistical distribution of each feature and are also
influenced by the sample size, their absolute magnitudes should not be interpreted using
universal quality thresholds. Instead, they are employed to rank the relative contribution
of the evaluated behavioral descriptors under a common standardized representation.
This analysis demonstrates that the generated behavioral pseudo-labels are supported
by multiple informative features while remaining consistent with the moderate cluster
separation observed in the geometric validation of the operational network traffic.

Table 11 further details the individual Fisher Scores obtained for the standardized be-
havioral descriptors. The ranking indicates that dstport, dstreputation_cat, and packet-
and byte-related traffic statistics provide the greatest discriminative capability between
the behavioral pseudo-labeled classes, whereas variables such as srcport and apprisk
contribute to a lesser extent. Overall, the results demonstrate that class discrimination is
supported by multiple complementary behavioral features rather than by a single dominant
descriptor, reinforcing the robustness of the proposed dataset for downstream anomaly
detection tasks.
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The quantitative Fisher Score distribution confirms that feature relevance is hetero-
geneous across the evaluated behavioral representation. A small subset of descriptors
accounts for the largest discriminative contributions, whereas the remaining features pro-
vide lower but non-zero complementary information. This result is consistent with the
multidimensional nature of operational network traffic, in which class separability is not
expected to depend uniformly on all available descriptors. The use of statistical feature-
relevance measures is consistent with established practices in feature selection and dataset
validation for machine learning applications [30].

Table 11. Ranking of behavioral features according to the standardized Fisher Score.

Feature Fisher Score

dstport 100,395.100976
dstreputation_cat 79,332.941988
pkt_total 21,175.599682
rcvdpkt 19,576.660866
sentpkt 16,378.911313
duration 11,478.987927
bytes_total 10,274.148864
rcvdbyte 8486.957729
hour 6739.774708
dayofweek 4731.025291
sentbyte 3150.087452
srcport 241.681836
apprisk 54.407852

4.4. Linear Structural Validation via Principal Component Analysis (PCA)

Principal Component Analysis (PCA) was applied to quantitatively examine the global
structure and intrinsic dimensionality of the published behavioral feature space under
linear dimensionality reduction. Let X denote the standardized feature matrix. The PCA
transformation is expressed as

Z = XW. (18)

where W contains the eigenvectors associated with the covariance structure of X, and Z
represents the resulting projection onto the principal-component space.

The first two principal components explained 29.89% of the total variance. Accordingly,
the two-dimensional PCA projection should be interpreted as a partial representation of the
global dataset geometry rather than as a complete description of the original behavioral feature
space. The limited cumulative variance captured by PC1 and PC2 indicates that a substantial
proportion of the information remains distributed across higher-order components.

The cumulative explained-variance analysis showed that 12 principal components
were required to preserve 80% of the total variance, whereas 14 and 16 components pre-
served 90% and 95%, respectively. These results indicate that the released behavioral
representation exhibits a multidimensional structure in which relevant information remains
distributed across multiple features rather than being concentrated in a small number of
linear components.

Therefore, the PCA analysis provides quantitative evidence of the intrinsic dimension-
ality of the dataset. Rather than demonstrating complete class separation in two dimensions,
the projection indicates that normal and behavioral pseudo-anomalous observations oc-
cupy a complex and partially overlapping feature space. This interpretation is consistent
with the clustering validity results reported in Section 4.6, including a Silhouette Score of
0.193 and a Davies–Bouldin Index of 2.23.
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The quantitative PCA results are summarized in Table 9, complementing the statistical
quality indicators by objectively characterizing the intrinsic dimensionality of the released
behavioral feature space [31].

These findings support the suitability of the released dataset for multivariate anomaly
detection research, demonstrating that meaningful behavioral information is distributed
across multiple complementary features rather than concentrated in a reduced subset
of variables.

4.5. Nonlinear Manifold Consistency via Uniform Manifold Approximation and Projection (UMAP)

To investigate the nonlinear geometric organization of the released behavioral fea-
ture space, Uniform Manifold Approximation and Projection (UMAP) was applied. The
nonlinear embedding is represented as

Y = UMAP(X). (19)

where X denotes the standardized behavioral feature matrix and Y corresponds to its
two-dimensional nonlinear embedding.

Unlike PCA, which characterizes the distribution of global linear variance, UMAP
is primarily designed to preserve local neighborhood relationships while representing
nonlinear structure. To quantitatively evaluate the quality of the embedding, the Trustwor-
thiness metric was computed for multiple neighborhood sizes. Trustworthiness measures
the extent to which observations that are close in the low-dimensional embedding were
also neighbors in the original high-dimensional feature space.

Table 12 reports the measured Trustworthiness values for the PCA and UMAP projec-
tions. Across all evaluated neighborhood sizes, UMAP obtained higher values than PCA.
For neighborhoods of 5, 10, and 15 nearest neighbors, UMAP achieved Trustworthiness
values of 0.995629, 0.993872, and 0.991276, respectively. For larger neighborhoods, the
values decreased gradually to 0.980786 for k = 30 and 0.966282 for k = 50, while remaining
above the corresponding PCA measurements.

Table 12. Trustworthiness comparison between the PCA and UMAP low-dimensional embeddings.

Neighborhood Size (k) PCA Trustworthiness UMAP Trustworthiness

5 0.960726 0.995629
10 0.957032 0.993872
15 0.954453 0.991276
30 0.948729 0.980786
50 0.944067 0.966282

The measured values show that UMAP preserves local neighborhood relationships
more effectively than the two-dimensional PCA projection for every evaluated value
of k. The difference between both methods was 0.034903 for k = 5, 0.036840 for k = 10,
0.036823 for k = 15, 0.032056 for k = 30, and 0.022214 for k = 50. The smaller difference
observed at k = 50 indicates that the relative advantage of UMAP decreases as increasingly
broader neighborhoods are evaluated. Nevertheless, UMAP maintained a Trustworthiness
value greater than 0.96 throughout the analysis.

Figure 4 reveals a heterogeneous nonlinear organization composed of multiple local
neighborhoods and transitional regions. Behavioral normal observations occupy most of
the embedding, whereas behavioral pseudo-anomalous observations are less frequent and
distributed across both peripheral and overlapping regions, indicating partial rather than
complete class separation.
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The visual interpretation of Figure 4 is supported by the Trustworthiness values
reported in Table 12. The scores, ranging from 0.966282 to 0.995629, indicate that the
two-dimensional UMAP embedding preserves most local neighborhood relationships from
the original feature space, supporting its use as a reliable exploratory representation of
local behavioral organization.

Figure 4. Two-dimensional UMAP projection of the released behavioral pseudo-labeled dataset.
Blue observations represent the behavioral normal class, whereas orange observations represent the
behavioral pseudo-anomalous class.

PCA and UMAP therefore provide complementary structural validation. PCA quanti-
fies the distribution of global variance across linear components, whereas UMAP preserves
nonlinear local relationships. The first two PCA components explain only 29.89% of the
total variance, while the high Trustworthiness values confirm strong local neighborhood
preservation. Together, these complementary analyses demonstrate that the released behav-
ioral dataset preserves both global and local structural properties, supporting its use for
exploratory analysis, clustering, and anomaly detection research under realistic encrypted
traffic conditions [31].

4.6. Clustering Validity Assessment

Because the anomaly labels are generated through an unsupervised clustering process
rather than manual expert annotation, their validity cannot be established through compar-
ison with ground-truth attack labels. Instead, the consistency of the generated behavioral
pseudo-labels is assessed indirectly using complementary validation strategies, including
internal clustering validity indices together with the statistical, geometric, and structural
analyses presented throughout Section 4. Taken together, these analyses evaluate whether
the pseudo-labels represent coherent behavioral structures within the feature space rather
than confirming malicious activity or demonstrating maximally separated clusters. Instead,
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they provide complementary evidence that the generated behavioral pseudo-labels are
internally consistent and suitable for methodological research and benchmarking.

The consistency of the EFMS–KMeans behavioral pseudo-labels was initially evaluated
using standard clustering validity indices, including the Silhouette Score and the Davies–
Bouldin Index. These metrics provide quantitative evidence of cluster compactness and
separation, which are essential for assessing the internal consistency of the unsupervised
segmentation process.

Table 13 summarizes the values obtained for the clustering validation metrics. As
observed, the Silhouette score reached a value of 0.193, while the Davies–Bouldin index
obtained a value of 2.23.

Table 13. Clustering validity indices obtained for the EFMS–KMeans algorithm.

Metric Value Interpretation

Silhouette Score 0.193 Consistent with heterogeneous operational traffic
Davies–Bouldin Index 2.23 Consistent with overlapping behavioral patterns

The obtained internal validity indices should not be interpreted as evidence of highly
separated clusters. Instead, they reflect the intrinsic complexity of real operational net-
work traffic, where normal and anomalous behavioral patterns frequently overlap due to
legitimate administrative activities, heterogeneous applications, encrypted communica-
tions, and continuously evolving user behavior. Thus, moderate values of the Silhouette
Score and the Davies–Bouldin Index are not unexpected in heterogeneous operational
traffic environments, where legitimate and anomalous behavioral patterns naturally over-
lap due to encrypted communications, diverse user activities, and continuously evolving
network behavior.

The use of complementary clustering validity indices contributes to the methodologi-
cal rigor of the proposed behavioral pseudo-labeling strategy by providing quantitative
evidence of the internal consistency of the generated pseudo-labels. These analyses com-
plement the statistical and geometric validation presented throughout Section 4 and should
therefore be interpreted as supporting evidence of label reliability rather than standalone
proof of label correctness [30].

Although manually verified attack annotations are unavailable for the operational
traffic analyzed in this study, the reliability of the behavioral pseudo-labels is supported
through complementary validation procedures rather than a single clustering metric. Specif-
ically, standardized Fisher Score analysis provides feature-level evidence of the discrim-
inative capability of the behavioral descriptors, whereas PCA, UMAP, centroid-distance
distributions, and internal clustering validity indices evaluate the global structural consis-
tency of the behavioral feature space. Collectively, these complementary analyses support
the reliability of the generated behavioral pseudo-labels for methodological research and
benchmarking rather than as definitive attack annotations.

Therefore, label reliability in the present study should be interpreted as the consistency
of behavioral pseudo-labels across multiple independent validation perspectives rather
than as the outcome of a single clustering quality index.

4.7. Overall Dataset Validity

The validation results consistently support the quality of the proposed dataset. Entropy
analysis confirmed the preservation of informational diversity after balancing, whereas stan-
dardized Fisher Score analysis identified multiple behavioral descriptors with significant
discriminative capability. Complementary centroid-distance, PCA, UMAP, and cluster-
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ing validity analyses further demonstrated the structural consistency of the generated
behavioral pseudo-labels under realistic operational network conditions.

Taken together, these results indicate that the dataset preserves realistic traffic char-
acteristics while maintaining sufficient discriminative structure for anomaly detection
research in encrypted network environments [28].

5. Usage Notes
This section provides practical guidance for the reuse of the published dataset across

different cybersecurity research scenarios. Particular emphasis is placed on controlled
experimentation, methodological transparency, reproducibility, and the appropriate in-
terpretation of results derived from the different dataset versions released through the
proposed data-centric pipeline.

5.1. Research Applications

The published dataset supports a broad range of cybersecurity research scenarios
involving encrypted network traffic analysis. Potential applications include anomaly detec-
tion, traffic characterization, behavioral profiling, clustering validation, feature selection
evaluation, supervised classification, and sequential deep learning experiments.

Because the dataset preserves real operational traffic characteristics and multiple in-
termediate dataset versions, it can also be used to benchmark alternative preprocessing
strategies, pseudo-labeling approaches, class balancing techniques, and temporal modeling
frameworks. These characteristics make the dataset suitable for both methodological research
and comparative evaluation studies in data-centric cybersecurity environments [32,33].

5.2. Published Resources and Recommended Usage

The repository is organized to reflect the complete dataset lifecycle and facilitate
controlled reuse across different research scenarios. Multiple dataset versions are pro-
vided to support distinct experimental objectives, ranging from traffic characteriza-
tion and unsupervised anomaly detection to supervised learning and sequential deep
learning analysis.

Table 14 summarizes the recommended usage scenarios associated with each pub-
lished dataset version.

Table 14. Recommended usage scenarios for the published dataset versions.

Dataset Version Primary Purpose Recommended Applications

Raw Traffic Dataset Traffic characterization and
realism analysis

Traffic profiling, prevalence esti-
mation, statistical analysis under
natural class imbalance

Processed Dataset Preprocessing and feature
engineering evaluation

Alternative feature extraction,
clustering, and unsupervised la-
beling experiments

Pseudo-Labeled
Dataset

Label validation and
anomaly detection research

Clustering validation, robust-
ness analysis, and comparison of
segmentation strategies

Balanced Dataset Supervised learning experi-
ments

Random Forest, XGBoost, CNN,
and other classification models
requiring balanced classes

Sequential Training
Representation

Model-oriented sequential
learning

Computational training repre-
sentation for CNN–GRU and
other sequential deep learning
experiments
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The pseudo-labeled dataset is particularly suitable for evaluating clustering-based
labeling strategies through internal validation metrics and cluster validity indices, which
provide quantitative measures of cluster compactness and separation [34].

The availability of multiple published resources generated throughout the proposed
pipeline promotes methodological transparency, reproducibility, and controlled comparison
across different stages of the data engineering workflow [32,33].

5.3. Experimental Reproducibility Guidelines

To facilitate meaningful comparison across studies, researchers are encouraged to pre-
serve the original preprocessing workflow and clearly report any modifications introduced
during feature engineering, balancing, or temporal restructuring stages.

When alternative labeling approaches are investigated, experiments should explicitly
distinguish between the original EFMS–KMeans pseudo-labels and newly generated anno-
tations. Similarly, studies employing balanced data should document the balancing strategy
adopted, as class distribution can substantially influence anomaly detection outcomes.

Clear reporting of dataset versions and processing choices contributes to method-
ological consistency and improves the interpretability of comparative evaluations across
different experimental settings [16,26].

The principal contribution of the released resource lies in the combination of real
operational traffic, transparent pseudo-label generation, comprehensive metadata, and
a fully reproducible construction pipeline. These characteristics distinguish the dataset
from many existing network traffic benchmarks that rely on synthetic traffic generation or
limited methodological documentation.

5.4. Limitations, Ethical Considerations, and Appropriate Use

Although the dataset was collected from a real operational environment, its character-
istics may influence the behavior and generalization capability of machine learning models,
as learning performance is inherently dependent on the available data representation and
experimental conditions [35]. Researchers should therefore consider these factors when
comparing results across different datasets and detection approaches.

Similarly, the anomaly labels are generated through an unsupervised EFMS–KMeans
pseudo-labeling strategy rather than manual expert annotation. Consequently, the dataset
should primarily be considered a benchmark resource for anomaly detection research,
clustering validation, and comparative experimentation rather than a source of definitive
ground-truth attack labels.

The balanced dataset generated through SMOTE is intended for supervised learning
experiments and should not be used for prevalence estimation or studies requiring naturally
occurring traffic distributions. Researchers are encouraged to consider these characteristics
when interpreting results and comparing findings with datasets generated under different
operational conditions [17,34].

All records were anonymized before publication to remove direct identifiers while
preserving the statistical and behavioral properties required for scientific analysis. The
dataset is intended exclusively for academic research, reproducible experimentation, and
methodological evaluation in encrypted traffic environments [36].

Because the dataset was derived from an operational institutional environment, pri-
vacy preservation constituted a primary design requirement throughout the publication
process. Consequently, potentially identifying operational information was anonymized
before public release. Although this approach protects institutional confidentiality and
enables open scientific dissemination, it also limits analyses requiring the original network
topology or host identities.
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6. Conclusions
This work presented the construction, technical validation, and public release of a

data-centric network traffic dataset derived from real operational FortiGate firewall logs
collected in an environment predominantly characterized by encrypted HTTPS/TLS com-
munications. The released resource is supported by a fully documented and reproducible
pipeline comprising preprocessing, behavioral feature engineering, EFMS–KMeans be-
havioral pseudo-labeling, class balancing, and model-oriented sequential representations,
enabling reproducible research across multiple anomaly detection scenarios.

The statistical, structural, and geometric validation results demonstrate that the dataset
preserves meaningful behavioral diversity, internal consistency, and discriminative feature
representations. Complementary analyses based on entropy, Fisher Scores, PCA, UMAP,
and clustering quality metrics collectively support the reliability of the published behav-
ioral pseudo-labels and the suitability of the dataset as a reproducible benchmark for
methodological research in encrypted traffic analysis.

Although the dataset reflects the characteristics of a single operational academic
environment and its labels correspond to behavioral pseudo-labels rather than expert-
validated attacks, these design choices are consistent with the objectives of data-centric
cybersecurity, where transparent data generation, reproducibility, and methodological
traceability constitute primary scientific contributions.

Overall, the released dataset provides a reusable benchmark for anomaly detection re-
search under realistic encrypted traffic conditions, facilitating reproducible experimentation,
comparative evaluation, and future methodological developments. Future work will extend the
dataset through additional operational environments and complementary pseudo-labeling and
validation strategies to further improve its representativeness and long-term scientific value.
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Abbreviations
The following abbreviations are used in this manuscript:

CNN Convolutional Neural Network
DL Deep Learning
EFMS Enhanced Feature Mapping and Selection
GRU Gated Recurrent Unit
HTTPS Hypertext Transfer Protocol Secure
ICMP Internet Control Message Protocol
IDS Intrusion Detection System
IoT Internet of Things
ML Machine Learning
PCA Principal Component Analysis
QUIC Quick UDP Internet Connections
SMOTE Synthetic Minority Over-sampling Technique
TCP Transmission Control Protocol
TLS Transport Layer Security
UDP User Datagram Protocol
UMAP Uniform Manifold Approximation and Projection
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