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Abstract

Deep Neural Networks (DNNSs) are increasingly being used in the design of industrial
safety-critical autonomous applications such as autonomous vehicles, industrial robotics,
and medical instrumentation and control systems. Ensuring reliable and robust operation
of the DNN-based safety-critical systems is challenging because of the complex structure
of DNN hardware accelerators utilized for inference that are susceptible to the effects of
multi-faults, common-cause fault models, data uncertainties, and unpredictable errone-
ous behavior. Additionally, transient, permanent, and timing faults affect the accelerator
design of processing elements, memory arrays, and datapaths, propagate through DNN
computations, and potentially can cause catastrophic failures at the system level. The ob-
jective of this survey paper is to systematically evaluate the state-of-the-art fault-tolerant
DNN accelerator architectures with particular emphasis on their applicability to safety-
critical autonomous systems in industry. The survey investigates architectural perspec-
tive, fault modeling, and platform-level trade-offs, runtime resilience, validation practices,
and certification readiness, following a PRISMA methodology with evidence-driven syn-
thesis and unbiased study selection. Database searches across IEEE Xplore, Scopus, and
Web of Science identified 200 records, of which 82 studies were included based on prede-
fined inclusion and exclusion criteria emphasizing industrial safety-critical relevance,
fault modeling at the hardware level, and the implementation at the architectural level.
The results indicate that there was a clear shift from traditional redundancy-based ap-
proaches to cross-layer and adaptive approaches that provide better trade-offs between
performance, reliability, and hardware overhead. The current studies presented are based
on simplified fault models, incomplete validation- procedures, and limited consideration
of system-level and certification needs, which often do not consider critical failure modes
such as Silent Data Corruption (SDC). This has resulted in a significant gap between re-
search-level solutions and industrial deployment requirements. This survey underscores
the need for scalable, integrated, and certification-aware design approaches to help con-
nect fault modeling, architectural resilience, validation, and safety assurance to develop
reliable and deployable DNN accelerator systems for next-generation industrial safety-
critical autonomous applications.

Keywords: fault-tolerant; accelerators; hardware; fault models; safety-critical systems;
cross-layer; resilience; certification
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1. Introduction

The rapid expansion of Artificial Intelligence (AI) has significantly transformed mod-
ern safety-critical systems in Industry 4.0 and in advanced industrial settings [1]. Such
systems are becoming more and more data-driven in decision-making to execute safety-
related tasks in areas like autonomous vehicles, industrial robotics, medical diagnosis, and
intelligent transportation [2-5]. Deep Neural Networks (DNNs) play a central role be-
cause they facilitate perception, prediction, and control capabilities that have a direct im-
pact on the system safety and reliability. Nonetheless, the adoption of Al into safety-crit-
ical systems introduces challenges that are beyond conventional safety engineering. The
DNN-based components are non-deterministic and data-dependent, unlike deterministic
systems, so verification and validation of such components is complex in nature. State-of-
the-art DNN models can be made with millions of parameters and require massive paral-
lel matrix and multiply-accumulate operations for inference, adding hardware complexity
and vulnerability to errors. Consequently, specific accelerators like GPUs, FPGAs, ASICs,
and TPUs are frequently employed to increase throughput, minimize latency, optimize
energy efficiency, and enable real-time inference in industrial safety-critical autonomous
systems. However, in the case of computationally intensive DNN workload, these accel-
erators can be susceptible to transient faults, permanent faults, timing errors, and aging-
related degradation that can impact the reliability of the inferences and the safety of the
industrial autonomous system [6-9].

Faults in DNN accelerators can affect the processing elements, memory arrays,
datapaths, and communication buses. These include transient faults caused by radiation-
induced soft errors, permanent faults due to hardware degradation, timing faults caused
by voltage and/or frequency instability, and bit-flips in memory that alter the stored
weights and activations [10]. The computations of the DNN inference are quite intercon-
nected in each layer, and the errors introduced in one layer propagate to the others and
eventually result in errors or uncertainties in the system’s prediction or operation. One of
the most serious failure modes of DNN accelerators is Silent Data Corruption (SDC), in
which the system fails to detect that computation results are incorrect. However, in DNNs
for safety-critical applications, small numeric errors or hardware defects could be silently
mis-propagated through the neural computation and lead to wrong and unsafe decisions
at the system level. Furthermore, SDC frequently occurs due to errors that happen in DNN
accelerator hardware components such as accelerator memories, registers, and arithmetic
units, making it very relevant to fault-tolerant DNN accelerator design.

Although the utilization of Al technologies is high [11,12], the maturity of Al-based
systems in terms of safety is at the initial level [13-15]. For instance, DNN accelerators are
utilized by autonomous driving platforms like NVIDIA DRIVE to detect, perceive, and
decide on objects in real time. In such systems, hardware failures can introduce inference
errors which can result in inaccurate perception and even unsafe driving actions [16].
Safety entails following organized lifecycle activities, such as hazard identification, veri-
fication, validation, and the creation of safety cases, which are stipulated in standardized
requirements, such as IEC 61508 [17], ISO 26262 [18], and DO-254 [2,3,19,20]. Neverthe-
less, the current methods tend to be methodologically weak, non-scalable, and not in line
with the certification practice, which leaves a consistent gap between the development of
academic research and its integration in industrial safety-critical systems. Meanwhile, the
position of Al in safety engineering has shifted, no longer as an adjunct to safety analysis,
but now, more commonly as a component of safety-critical control loops, and, as of rela-
tively recently, itself as an object of safety assurance. This development represents a par-
adigm change in the design of the system, in which Al is not viewed as a complementary
aspect, but one of the key safety-critical elements that should meet high reliability and
assurance standards. Simultaneously, the work of autonomous systems demonstrates the
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importance of clear fallback plans and gradual transitions to safe or degraded operation,
to ensure acceptable risk levels within the faulty conditions [21].

Although these developments have occurred, there are still a number of significant
constraints. First, most of the current literature focuses on performance-based measures,
including accuracy, latency, and energy efficiency, whereas the factors of reliability, certi-
fication, and fault tolerance are relatively unexplored [7,22]. Second, the solutions availa-
ble are commonly fragmented, focusing on individual layers of the problem, like algo-
rithm-level robustness or hardware-level protection, without taking a cross-layer view
[9,23]. Third, fault modeling is normally confined to simplified scenarios, especially single
transient faults, but realistic conditions like multi-fault events, common-cause failures,
and long-term degradation are largely ignored [6-8]. Lastly, the issue of safety behavior
enforcement (e.g., fail-safe and fail-operational modes) and certification readiness are not
adequately covered and restrict the generalizability of existing methods in industrial set-
tings [3,21]. This highlights the need for a systematic and evidence-based study that sum-
marizes the available literature, outlines the main trends, and assesses their appropriate-
ness to the conditions of industrial safety-critical systems. It is against this background
that this paper will provide a systematic review of fault-tolerant DNN accelerator archi-
tectures, specifically hardware-level and cross-layer resilience mechanisms.

To our best knowledge, this research work is the first systematic survey of fault-tol-
erant DNN accelerator architectures that analyzes a combination of architectural, fault
modeling, and platform-level trade-offs, runtime resilience, validation methodologies,
and certification perspectives, specifically in the context of industrial safety-critical sys-
tems. The main contributions of this work are as follows:

(i) A systematic PRISMA-based review of fault-tolerant DNN accelerator architectures
for next-generation industrial safety-critical autonomous systems.

(ii) A taxonomy of fault-tolerant DNN accelerator architectures based on architectural
patterns and protection scope.

(iii) A comprehensive analysis of hardware fault models and fault injection techniques.

(iv) An evaluation of performance-reliability trade-offs across different implementation
platforms.

(V) Anin-depth investigation of runtime detection, recovery, and safety behavior mech-
anisms.

(vi) A critical assessment of verification, validation, and certification readiness, highlight-
ing key gaps and future research directions.

The work contributes to the field of reliability of Al and responds to the requirements
of industrial safety. It shows how Al reliability studies can be implemented into a next-
generation DNN accelerator platform that is not only efficient, but also reliable, certifiably
safe, and industrially applicable. Figure 1 illustrates a high-level architectural comparison
to offer an intuitive insight into the underlying distinctions between traditional hardware-
level fault tolerance and DNN-based model-level fault tolerance.
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Figure 1. Traditional vs. DNN-based fault tolerance (architectural perspective).

The rest of this paper is structured as follows. Section 2 outlines the methodology of
research, the systematic review, and the criteria used to select the studies. Section 3 shows
the analytical framework and notes the results with regard to the specified research ques-
tions (RQ1-RQY7). Section 4 covers the cross-RQ synthesis, limitations, and future research
directions. Lastly, Section 5 is the conclusion of the paper.

This survey is organized around seven research questions (RQ1 to RQ7) as follows:
e (RQI): What architectural design strategies are used in fault-tolerant DNN accelera-

tors?

e (RQ2): Which kinds of hardware failures are taken into account and how do they get
modeled?

e (RQ3): What are the performance, hardware cost, and reliability trade-offs at the plat-
form level?

¢ (RQ4): What mechanisms are in place for runtime fault detection and recovery?

¢ (RQ5): How well do the existing methods and techniques meet the safety-critical sys-
tem requirements?

e (RQ6): How do these systems get validated and are they reproducible?

e (RQ7): What is the level of certification readiness of existing approaches?

2. Materials and Methods

This systematic survey was conducted in accordance with the PRISMA 2020 guide-
lines and checklist as shown in the Supplementary Materials. The process of selecting
studies was carried out in accordance with the inclusion and exclusion criteria and the
structured evidence-based methodology.

2.1. Search Strategy

Three major scientific databases (IEEE Xplore, Scopus, and Web of Science) were
used in a systematic literature search. The search process aimed at finding studies related
to fault-tolerant Deep Neural Network (DNN) accelerator architecture and its application
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to safety-critical systems in industry. In order to achieve transparency and reproducibility,
search strings were developed and adapted to the syntax requirements of each database,
but they kept the same conceptual scope.
e [EEE Xplore:
(“fault tolerance” OR “fault-tolerant” OR reliability OR resilience OR dependable OR
“soft error” OR “fault injection”) AND (“deep neural network” OR DNN OR CNN
OR “deep learning”) AND (accelerator OR “DNN accelerator” OR FPGA OR ASIC
OR “systolic array” OR “compute-in-memory”) AND (“safety-critical” OR industrial
OR automotive OR robotics OR transportation OR medical)
e  Scopus:
TITLE-ABS-KEY ((“fault tolerance” OR “fault-tolerant” OR reliability OR resilience
OR dependable OR “soft error” OR “fault injection”) AND (“deep neural network”
OR DNN OR CNN OR “deep learning”) AND (accelerator OR “DNN accelerator”
OR FPGA OR ASIC OR “systolic array” OR “compute-in-memory”) AND (“safety-
critical” OR industrial OR automotive OR robotics OR transportation OR medical))
e  Web of Science:
TS = ((“fault tolerance” OR “fault-tolerant” OR reliability OR resilience OR depend-
able OR “soft error” OR “fault injection”) AND (“deep neural network” OR DNN
OR CNN OR “deep learning”) AND (accelerator OR “DNN accelerator” OR FPGA
OR ASIC OR “systolic array” OR “compute-in-memory”) AND (“safety-critical” OR
industrial OR automotive OR robotics OR transportation OR medical))

The database search was conducted between October 2025 and March 2026. Studies
published from January 2017 to March 2026 were considered for inclusion, subject to the
predefined eligibility criteria. This publication range was selected to capture both founda-
tional and recent developments in fault-tolerant DNN accelerator architectures and their
application to industrial safety-critical systems.

The database search was conducted between October 2025 and March 2026. Publica-
tion between January 2017 and March 2026 according to the pre-established criteria was
considered. The range of this publication was chosen to reflect core and recent advances of
fault-tolerant DNN accelerator architectures and their use in industrial safety-critical sys-
tems. Only peer-reviewed studies published in English were considered. To find studies
that were not retrieved by the initial database searches, additional manual searches, iterative
keyword revisions, and backward reference screening were conducted. The information col-
lected was thereafter filtered based on the inclusion and exclusion criteria established prior
to the process, and duplicate data were eliminated before full-text screening.

2.2. Inclusion and Exclusion Criteria

In order to achieve methodological rigor and consistency with the objectives of this
systematic review, a set of explicit inclusion and exclusion criteria was defined a priori
and applied consistently throughout the study selection and screening process.

2.2.1. Inclusion Criteria

A study is included if it meets all of the following conditions:

1. Fault-Tolerant Mechanism (Core Requirement): The study proposes, implements, or
evaluates a fault-tolerant architecture or mechanism for deep neural networks
(DNNSs) at the hardware level or cross-layer level (e.g., combination of hardware and
algorithmic resilience methods).

2. Industrial Safety-Critical Relevance: The study is relevant to, or applicable to, indus-
trial safety-critical systems, such as, but not limited to, autonomous vehicles, indus-
trial robotics, safety-critical embedded platforms, and real-time decision-making sys-
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tems. The studies including only generic or non-industrial contexts, without clear
applicability to safety-critical industrial systems, are excluded.

3. Hardware-Oriented Implementation: The suggested implementation is tested on, or
has architectural insights to, hardware platforms like FPGA-based systems, embed-
ded accelerators, or ASIC-based DNN accelerators.

4. Explicit Hardware Fault Model: The study explicitly considers hardware-based
faults, such as transient faults (e.g., bit-flips, Single Event Upsets), permanent faults,
or configuration memory errors.

5. Experimental Validation: The study includes quantitative evaluation using fault in-
jection campaigns, RTL-level or architectural simulation, emulation, or real hardware
experiments, and quantifiable effect on accuracy, reliability, or system performance.

2.2.2. Exclusion Criteria

A study is excluded if it meets any of the following conditions:

1. Software-Only or Algorithmic Robustness: The paper concentrates solely on adver-
sarial robustness, model-level advancements, or training/inference optimization
without addressing hardware-induced faults.

2. Absence of Fault-Tolerant Mechanism: The study only analyzes the faults, character-
izes vulnerability, or examines reliability without a proposed fault-tolerant solution
or mitigation mechanism. Such studies may be retained as supporting references but
cannot be regarded as primary works.

3. Non-Industrial Context (Domain Misalignment): The research is confined to space-
oriented environments (e.g., radiation- focused analysis without industrial mapping)
or general-purpose computing systems lacking safety-critical constraints.

4. Lack of Hardware-Level Consideration: The research is not based on the hardware
level behavior, accelerator level analysis, or FPGA/embedded implementation.

5. Insufficient Experimental Validation: There is no quantitative verification of the
study, including fault injection, simulation, or empirical analysis of system reliability.
This review is mainly based on hardware faults rather than software-related faults,

since the goal is to understand the hardware-centric reliability challenges related to DNN
accelerator architectures and their computing platforms. Processing elements, datapaths,
and on-chip memories can suffer from transient and permanent faults, timing violations,
memory bit-flips, etc., which can cause Silent Data Corruption (SDC), incorrect inference
results, and unsafe system behavior in safety-critical applications. Software faults, on the
other hand, are typically those involving software engineering, cybersecurity, or algorith-
mic robustness, such as programming bugs, attacks, and software misconfigurations, and
they fall into a different category of reliability and security. Furthermore, hardware faults
can be very significant in DNN accelerators since very large-scale parallel computation
and huge data reuse may cause the propagation of faults throughout multiple layers of
the network. For this reason, this review only considers hardware-level and cross-layer
fault tolerance mechanisms, thereby limiting the scope of the review to a focused and
technically consistent analysis for industrial safety-critical systems.

2.3. Quality Assessment and Evidence Synthesis

The studies were filtered with the specified inclusion and exclusion criteria and then
analyzed with RQ1-RQ7 evidence-based classification framework. No formal quality as-
sessment tool (CASP, JBI, or AMSTAR) was used because the review was conducted pri-
marily to compare and synthesize architectural, reliability, validation, and certification
parameters without methodological appraisal with formal quality assessment tools based
on standardized scoring systems. To minimize potential sources of bias, predefined eligi-
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bility criteria, independent screening, duplicate removal, and multiple rounds of full-text
evaluation were used.

The Technology Readiness Levels (TRLs) and certification readiness were evaluated
by a qualitative evidence-based rubric based on reported validation environment, imple-
mentation platform, fault-injection methodology, validation rigor, and deployment evi-
dence. Studies that were mainly based on software simulation or fault-injection frame-
works were identified as TRL 3—4 (laboratory validation). FPGA prototypes, RTL level
validation, and hardware-aware fault injection were considered as TRL 4-7 (system-level
validation). Industrial deployment evidence, silicon validation and explicit consideration
of functional-safety requirements were considered as TRL 7-9 (industrial deployment
readiness). To achieve transparency and comparability of the process of assessing the ma-
turity, the same rubric has been used across all included studies.

2.4. Study Selection and Analysis Framework

The process of selecting the studies was performed according to the PRISMA 2020
guidelines shown in Figure 2. A total of 200 records were first identified from various
databases. Removing the 6 duplicate records left 194 studies to be screened. After title and
abstract screening, 74 records were discarded because they were not relevant to industrial
safety-critical systems or because they did not include hardware-level fault tolerance.
Full-text review was done on the remaining 120 studies. Thirty-eight studies were ex-
cluded after applying the predefined inclusion and exclusion criteria. Finally, 82 studies
were selected for the systematic review and were used for further analysis. The screening
process was conducted in two stages by the authors using an Excel work-sheet for dupli-
cate removal and record management. Records retrieved were first checked for the title
and abstract using inclusion and exclusion criteria. Studies that did not focus on hard-
ware-level fault tolerance, DNN accelerator architectures and industrial safety-critical ap-
plications were omitted. In the second stage, the full texts of the remaining studies were
reviewed to confirm eligibility. Screening decisions were independently reviewed by the
authors, and any uncertainties were resolved through discussion and consensus. Several
screenings were conducted to increase consistency and mitigate the possibility of selection
bias.

All included studies had a structured data extraction process. For each study, infor-
mation related to publication year, target application domain, DNN model, accelerator
architecture, hardware platform, fault model, fault tolerance mechanism, validation meth-
odology, performance overhead, reliability metrics, safety-related characteristics, and cer-
tification evidence was recorded. The information extracted was later analyzed, classified,
and mapped to the evidence-based analytical framework used by RQ1-RQ?7, which covers
architectural design, fault modeling, platform-level trade-offs, runtime behavior, valida-
tion, and certification readiness. The level of confidence in the collected evidence was
qualitatively analyzed using the validation methodology, industrial readiness, reproduc-
ibility, and characteristics of the certification in the studies included. It should be noted
that the studies included are not mutually exclusive among the research questions. The
number of studies associated with each RQ can be greater than the number of studies
included in the study because a single study could be relevant to more than one RQ.
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Figure 2. PRISMA 2020 flow diagram of the literature selection process for fault-tolerant DNN ac-

celerator.

3. Research Question Analysis

This review uses an analytical framework to ensure a structured and evidence-based
analysis. Each research question (RQ1-RQ7) is considered a different dimension of eval-
uation. The framework divides the literature into seven mutually reinforcing perspec-
tives, such as architectural design, fault modeling, platform trade-offs, runtime resilience,
safety-critical requirements, validation maturity, and certification readiness. The assess-
ment of all dimensions is carried out with the help of special comparison tables, which
guarantee the required consistency, traceability, and distinction of analyses. Classifica-
tions are based on the explicit evidence in the original studies. In the case of missing in-
formation, one would mark it as not reported (NR) to be transparent. On the whole, this
method allows a comparative evaluation of fault-tolerant DNN accelerator architectures
that are consistent and repeatable. It is also used to determine gaps in research and to
assist in creating certification- aware architectures.

3.1. RQ1: Architecture and Fault Tolerance Strategy

The architectural features and fault tolerance approaches used in current DNN accel-
erator architectures for industrial safety-critical systems are explored in RQ1. The re-
viewed studies were compared to each other in terms of architectural organization, fault
tolerance strategy, protected scope, application domain, and industrial applicability to de-
termine the prevailing architectural trends and the prevailing resilience patterns. The
fault-tolerant DNN accelerator systems are discussed based on the properly selected num-
ber of works and supported by the other analysis elements. The findings reveal a definite
transition to more adaptive and cross-layer resilience designs that are also focused on ap-
plication needs as opposed to traditional designs that rely on redundancy. Based on the
reviewed studies, three main architectural paradigms can be identified: (i) redundancy-
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driven architectures, (ii) detection and mitigation architectures, and (iii) cross-layer adap-
tive architectures. In order to give a systematic review of the state of the art of the field,
Figure 3 shows a taxonomy of fault-tolerant DNN accelerator designs. This taxonomy cat-
egorizes the available approaches based on their fundamental design and protection strat-
egies. It also represents the development of the field, as the traditional methods of redun-
dancy-driven solutions are replaced by more modern detection-driven and adaptive
methods. On the whole, this trend reflects a shift towards basic reliability via replication
to more scalable and application-aware resilience designs.

FT DNN Accelerators ]
‘ : - Adaptive / Self-
Cross-Layer Memory-Centric | Healing J
<
Sensitivity- ) Runtime
Full TMR Masking-Based IMC-based T
L Aware J & Monitoring
) !} 1 v }
Selective ABFT/ HW/SW Weight Checkpointi
TMR/DMR Checksum Co-design Transformation s
PE-Level Structural Fault-aware Reconfisuration
Redundancy Detection 4 Mapping ke et
N
Re-computation
/ Re-execution

Figure 3. Taxonomy of fault-tolerant DNN accelerator architectures based on architectural patterns

and protection strategies.

There are five major groups of fault-tolerant architectures, as illustrated in Figure 3.
They are redundancy-based, detection and mitigation, cross-layer, memory-centric, and
adaptive or self-healing. Methods based on redundancy offer high reliability, but are ex-
pensive in terms of hardware. Detection-based solutions are less heavy, yet their protec-
tion is also reduced. Cross-layer designs enhance efficiency because it takes the applica-
tion into account. Memory-centric designs aim to identify faults in stored weights and
adaptive designs assist in recovery of dynamism during execution. Accelerators based on
systolic arrays are common at the hardware level [24], as seen in [25-27]. Their periodic
structure allows the containment of faults at the processing element level and mitigates
the spread of errors. In one instance, FORTALESA [25] provides runtime reconfiguration
to convert between a dual and triple redundancy. FSA [26] is an algorithm that recovers
erroneous outputs at a minimal performance cost through re-computation. Redundancy-
based designs like Selective Triple Modular Redundancy (STMR) [28] enhance reliability
by duplicating important calculations. They are more efficient than full TMR, yet area and
power are still increased, restricting scalability. More recent approaches use finer-grained
redundancy. As an example, D2NN [29] uses neuron-level duplication with fault sensi-
tivity analysis to strike a more optimal balance between reliability and overhead.

Another group of approaches looks at simple fault detection and correction inside
the datapath. For example, MOZART/MOZART+ [30,31] use zero-masking and online
testing to find faults inside individual processing elements (PEs) without stopping the
system. A similar concept is the Detect-and-Replace (DR) architecture [27], in which the
faulty PEs are monitored and replaced in a short period, but with a very minimal latency.
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The more recent work is not just based on hardware. Rather, it is a combination of levels,
commonly referred to as cross-layer fault tolerance. For example, HyCA [32] and
FlexHyCA [33] only secure the most critical parts of the system. This reduces the amount
of redundancy, but still keeps good reliability. Saliency-based methods also exist [34]. This
approach manages permanent faults by remapping or using bit-level correction methods
without retraining the neural network, thereby reducing computational overhead and en-
hancing the practicality of the system during runtime for industrial safety-critical appli-
cations. Generally, the majority of these strategies can be classified as redundancy-based
or cross-layer techniques. This is also an indication that research work and real industrial
systems are still out of touch with each other. Cross-layer solutions appear to be more
realistic, as they are more balanced in terms of reliability, expenses, and scalability.

One more direction is memory-centric and in-memory computing (IMC), particularly
of binary neural networks (BNNSs) [35,36]. These methods deal with faults in stored
weights using techniques like bit-flipping or redundancy encoding, without retraining.
They are also energy efficient and yet the usage has not been fully exploited due to design
limitations. A more recent concept is self-healing or adaptive systems [37,38]. An example
is Auto-Healer [39], which applies checkpointing and re-execution with runtime detection
to auto-heal faults. This form of design is more in line with what the industrial standards
(such as ISO 26262) are demanding, particularly in real-time systems; in addition, it auto-
matically recovers the temporary as well as permanent faults.

In general, hardware redundancy cannot be considered sufficient any longer. The
majority of the current development is that of hybrid and cross-layer solutions. Regarding
applications, autonomous driving and vision tasks are the most common, i.e., the detec-
tion and classification of objects. This is mainly because datasets are available and safety
is important in these areas. Other industrial applications, such as robotics or real-time
control systems are still unexplored. The other aspect is that most of the research utilizes
benchmark data rather than actual data. This increases the difference between real de-
ployment and research. Hence, the application-aware fault tolerance is not thoroughly
researched yet. Lastly, the majority of these still have low Technology Readiness Levels
(TRL 3-4), and there is little actual industrial validation done. This is important in safety-
critical systems, where standards like ISO 26262 require predictable behavior and proper
validation. Table 1 summarizes the main categories of fault-tolerant DNN accelerator ar-
chitectures, including their protection strategies, strengths, and limitations.

Table 1. Taxonomy of fault-tolerant architectures in DNN accelerators.

Architecture Representa Technical Coverage Hardware Costs
Category Tvpe tivi Pavers FT Strategy Assumptions Limits and (Area/Power/La-
yP P P Failure Modes tency)
Fault-f -
Redundanc Selec- Replication + er;ljut) Croe;;o(;cn Limits: Poor area scal- High: >200% for
Y™ tive/Full [28,40] prca ' _ ing. Failure: Voter is full; 21-56% for se-
Based Voting cause failures | . . .
TMR single point of failure. lective.
(CCEF).
Re-com- PE localized
. ecom O.C anze Failure: WS dataflow  Moderate: FSA
PE-Level Systolic Ar- pute/Re- containment;
Protection ray FT [25-271 lace/Redun- available spare propagates errors - 3.1% area; FORTA-
otechio y P un- avatable sp across channels.  LESA 6x < TMR.
dancy units.
Limits: Fails in small
DNN resilience
. Output Zero-mask- models (LeNet-5). Low: <8% area
Masking-Based Masking [30,3141] ing/Dropout to Ze;?letzl out- Failure: MSB faults overhead.

critical.
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Single-fault per Limits: No ReLU/Pool- Runtime: 4-8% to

Detection-Based ABF;ZihECk [42,43] A?}tlg(itlc layer; linear  ing coverage. Failure: = 23% execution
arithmetic. Misses MBUs. overhead.
Sensitivity- N(E-elizl)f'cl)'rt ™ Limits: Repair capac- Efficient: 5-40%
vu ility;
Cross-Layer  Hybrid FT  [32,33,44] aware protec- _ . Yi ity limited by DPPU area based on tar-
. bit/neuron prior- .
tion . size. get.
ity.
Stuck-At Faults Limits: No transient
M - Weight Negligible: <39
emory IMC/BNN [35,36] e1ent (SAFs) dominate logic error coverage. egligible: <3%
Centric transformation . . energy; <7% area.
over logic errors. Restricted to BNNs.
. . Stable harcliware Failure: Complex di- Minimal: <2% re-
. Adaptive Re-execution + checkpoints; .
Self-Healing [39] L . agnosis may exceed sources; 40-120 ns
systems checkpointing OODA loop di-

. safety time (FTTI). MTTR.
agnosis.

In summary, as synthesized in Table 1, a clear technological shift from deterministic
redundancy (TMR), which suffers a hardware overhead of 200%, to adaptive and cross-
layer strategies can be seen. Detection-based methods, such as ABFT, offer lightweight
protection, but our critical analysis shows that these methods have a significant coverage
limit, since they make an assumption of single fault which is often not met in harsh indus-
trial environments where MBUs are present. In addition, masking-based techniques,
which are relatively inexpensive (<8% area), have an inherent failure mode in small-scale
safety networks (such as LeNet-5), where masking a single faulty PE can remove an entire
classification category. Self-healing architectures like Auto-Healer are then well suited for
certification-oriented and ASIL-D oriented systems, with almost instant recovery and
minimal impact on resources.

3.1.1. Comparative Analysis of Fault-Tolerant Architectures

Industrial fields with safety-critical applications have some additional requirements.
A more in-depth analysis of fault-tolerant architectures shows that these differ signifi-
cantly in reliability, overhead, scalability and adaptability, which is directly relevant to
their suitability for such applications.

Redundancy vs. Re-Computation-Based Architectures

Currently, the employment of redundancy-based architectures compares to re-com-
putation-based architectures. Older forms of redundancy-based mechanisms (most im-
portantly, Triple Modular Redundancy (TMR)) [28,40] provide deterministic fault mask-
ing using replication and majority voting. This renders them applicable with high-integ-
rity systems. This, however, incurs a cost by adding large area, power, and latency over-
heads, especially in large-scale accelerators. The re-computation-based architectures are
on a different path in such a way that FSA-based systems like FSA [26] and FORTALESA
[25] are selective in re-evaluating corrupted products, by either employing redundant pro-
cessing units or dynamic redundancy grouping. Therefore, this minimizes resource over-
head, and acceptable reliability is achieved. Consequently, re-computation techniques can
typically provide a more balanced of reliability and efficiency trade-off than TMR, partic-
ularly in larger systems.

Masking-Based vs. Detection-Based Strategies

Some strategies are aimed at preventing the spread of the error but not at the fault
detection. An example is MOZART/MOZART+ [30,31] nullifying corrupted neuron out-
puts, useful in containing fault propagation, and allowing graceful degradation at low over-
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head. Conversely, detection-based methods, e.g., ABFT methods [42,43], are based on arith-
metic invariants or checksum-based validation to detect faults. Such techniques offer exten-
sive coverage in detection, and in certain instances, complete coverage of SDC is achieved.
Nevertheless, they need more computations, and are frequently constrained by simplifying
assumptions, e.g., single-fault cases. Overall, masking measures are cheaper, whereas de-
tecting-based techniques have more robust fault observability but are more complex.

Cross-Layer Architectures vs. Pure Hardware Approaches

In pure hardware fault tolerance, datapaths and processing elements are the primary
targets of protection, and the application sensitivity is not taken into account. Conse-
quently, these methods tend to be over-dimensioned, and cross-layer architectures take a
more selective approach. Indicatively, FlexHyCA [33], HyCA [32], and SED+SLH [44] in-
tegrate application-aware sensitivity profiling to implement protection on only the critical
bits, neurons, and layers. Similarly, model-level selective redundancy enhances fine-
grained protection [29]. Reconfigurable accelerators have been proposed [45], a combina-
tion of redundancy and runtime adaptability, and kernel-level selective duplication [46],
with lower overhead, but perhaps not necessarily tightly integrated hardware. The cross-
layer fault tolerance concept takes protection into multiple layers of abstraction (hard-
ware, runtime, algorithmic) to increase the reliability at minimum cost. In contrast, adap-
tive fault tolerance mechanisms perform fault protection, recovery, or resource allocation
at run-time based on fault conditions and system behavior. Overall, cross-layer designs
have a superior trade-off between reliability and cost which makes them well-suited in
the industry. Fine-grained mechanisms are used to implement fault-tolerant architectures
that are used to protect small, sensitive components of the architecture, like individual
bits, individual neurons, individual weights, individual processing elements, etc. These
strategies are selective and result in a lower hardware overhead and an improved resource
efficiency. Coarse-grained techniques, on the other hand, provide protection for larger ar-
chitectural components, such as whole layers of architecture, modules, or replicated ac-
celerator blocks, usually by full redundancy or by module-level replication. Coarse-
grained methods tend to give better deterministic protection, but with much greater area,
power, and performance overheads. Hence, protection strategies at the finer grain level
have become more popular in recent cross-layer architectures to achieve a more balanced
trade-off between reliability, scalability, and hardware efficiency in industrial safety-crit-
ical systems.

Memory-Centric vs. Computation-Centric Fault Tolerance

Memory-centric architectures, like IMC-based BNN accelerators [35,36], shift fault
tolerance schemes out of the computation units and into the weight storage. The fault
effects are reduced by employing methods such as weight transformation (e.g., BNN-
Flip). These solutions are energy-efficient and light. They are, though, not quite as gener-
alized as the computation-centric fault-tolerance approaches, which can be used within a
greater architecture space.

Static vs. Adaptive (Self-Healing) Architectures

Traditional fault-tolerant designs are grounded on the application of the fixed
schemes of protection which are not reliant on the prevailing conditions. On the other
hand, adaptive architecture, such as Auto-Healer [39], reacts to runtime failure by com-
bining the monitoring, checkpointing, and recoveries. This creates dynamic detecting, di-
agnosing, and fixing. These are more associated with the functional safety requirements
(e.g., ISO 26262), especially in real-time environments. Nonetheless, their ability to scale
to large DNN models and hard timing limits is still largely unexplored. Table 2 gives this
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comparison in detail and outlines some of the large differences in reliability, recovery
speed, scalability, and compatibility with industry.

Table 2. A comparative study of fault-tolerant architectures in DNN accelerators.

Representa- e ) Recovery Speed Scalability for Industrial
A h Reliability Beh
pproac tive Studies Lclapility Behavior (MTTR) Large Models Suitability
Deterministic Masking: Instantaneous: No Low: Areain-  Limited: Infeasible
TMR-Based [28,40] Masks all errors but detection Cyc.le c.reases exponen- for edge FPGAs due
lacks fault manage- needed; masking tially with model to resource exhaus-
ment. happens in real-time. size. tion.

Selective Correction: ~ Cycle-based: De-  High: Balances
Dynamically recalcu- pends on fault den- throughput and
lates only faulty PE  sity and spare unit  area better than
outputs. availability. TMR.
High: Effective for Moderate: “Fail-
large redundant safe” only; unsuita-
networks (VGG- ble for small-scale
16). safety networks.
High: Requires Limited: Perfor- Moderate: Fails to

High: Viable for sys-
tems allowing mi-
nor latency spikes.

Re-computation-

Based [25,26]

Graceful Degradation: N/A: No recovery;
Masking-Based [30,31] DNNs absorb errors by relies on intrinsic
zeroing faulty neurons. model resilience.

Arithmetic Checking: checksum generation mance dropsas  cover non-linear
v -
ABFT-Based [42,43] Uses linear invariants & . . P .
and comparison cy- matrix shapes be- layers like
to detect/correct SDC. .
cles. come non-square.  ReLU/Pooling.
Sensitivity-Aware: Pro- ~ Varies: Detec- Very High: Opti-
v e . . y g VP Very High: Optimal
tects only “critical tion/correction de- mized for re-
Cross-Layer [32,33,44] .. . . for complex safety-
bits/neurons based on pends on protection source-constrained .
. critical systems.
gradients. level chosen. deployments.
N/A: Applied offline; Limited: Currently Low to Moderate:
Static Mitigation: Fo- / PP . y )
. does not cover restricted to ~ Emerging for edge-
Memory-Centric [35,36] cuses on permanent . . ;
. runtime transient er- BNN/TNN quan- AI with SAF-prone
SAFs in NVM arrays. ) .
rors. tized models. memories.

Uncertain: Perfor-

Autonomous Recov- Ultra-Fast: 40 ns mance overhead High: Aligned with

Adaptlvc.e/Self Heal [39] ery: Uses OODA loops (transient) to 120ns  for very dense  ASIL-D functional
ing and hardware check- o .
L (permanent). check-pointing is safety requirements.
pointing.
unexplored.

Compared to traditional TMR techniques, as demonstrated in Table 2, classical TMR-
based approaches offer deterministic fault masking and instantaneous recovery but have
a significant hardware overhead and are not well suited for resource constrained edge
deployments. Re-computation techniques enhance scalability by selectively correcting
faulty processing elements, while masking-based approaches provide low-cost protection
but prove to be less effective in small scale safety-critical networks. Although ABFT-based
methods offer arithmetic error detection and correction functions, they are not widely ap-
plicable due to the lack of support for non-linear arithmetic operations and the low scala-
bility for non-regular matrix structures. Cross-layer techniques, on the other hand, are
better suited to delivering a more balanced reliability-scalability-industrial suitability sys-
tem, through selectively protecting critical parts of the system. Adaptive and self-healing
architectures are further extensions of this capability, with autonomous means of diagno-
sis and recovery, providing rapid recovery and strong alignment with the requirements
of high-integrity safety-critical systems. To further estimate these trade-offs, Figure 4
shows a multi-dimensional comparison of significant evaluation measures.
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Figure 4. Multi-dimensional trade-off analysis of fault-tolerant DNN accelerator architectures.

3.2. RQ2: Fault Model and Mitigation Perspective in DNN Accelerators

RQ2 examines the fault models, fault manifestations, and mechanisms used to miti-
gate faults in fault-tolerant DNN accelerators for industrial safety-critical systems. The
reviewed papers were compared to each other with respect to fault type, fault propaga-
tion, mitigation strategy, fault injection process, and industrial applicability to highlight
the prevalent reliability issues and resilience trends. The analysis indicates a heterogene-
ous but structured environment of fault origin, manifestations, and resilience mecha-
nisms. The faults can broadly be categorized as transient, permanent, and timing-related,
which have different propagation characteristics and reliability implications, as shown in
Figure 5. The studies reviewed indicate that fault tolerance entails close collaboration of
fault modeling, fault detection, and mitigation and not individual protection techniques.

Fault Types

Fault Sources Manifestation

Radiation 117 = s 20 SDC = Silent Data
PF = Permanent

Aging / Wear-out — — Corruption

Voltage variation LS U DUE = Unrecoverable
A CCF = Common Cause
Manufacturing e Error
L Crash / Failure
Mitigation Evaluation Industrial Gap
Masking SW Fl = Software FI TRL = Readiness Level
Redundancy RTLFI=RTLFI No Deploy
ABFT HW FI = Hardware FI Certification gap

Cross-layer

Figure 5. End-to-end framework of fault modeling, manifestation, mitigation, and evaluation in
DNN accelerators.

3.2.1. Fault Modeling

On the fault modeling level, transient faults, especially Single Event Upsets (SEUs)
and random bit-flips are the most common faults, most often in the form of Silent Data
Corruption (SDC) which spreads via intermediate activations and degrades inference ac-
curacy [43,44,47,48]. Recent research indicates that these errors can result in structured
patterns of corruption including row-wise, column-wise, and feature-map-wise distor-
tions that can have a much greater effect on perception tasks, including semantic segmen-
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tation [49]. Cross-layer models also show not only that these patterns are random, but that
there are architecture-specific spatial distributions which permit the use of high-level er-
ror models, and which can model hardware behavior, though at lower complexity in sim-
ulation. Despite the extensive use of fault injection [50,51], simplistic bit-level models (not
founded on realistic error propagation) are employed in many studies. Cross-layer anal-
ysis demonstrates systemic, architecture-specific fault structures, and exhibits a disjoint
between traditional models and physical hardware behavior. Furthermore, design explo-
ration systems such as DeepAxe [52] employ random single-bit fault injection as a con-
venient model, which can be seen as a form of fault coverage in addition to avoiding the
complexity of multi-bit fault modeling. The importance of SEUs in FPGA-based accelera-
tors in computation modules is also confirmed in hardware-based fault injection experi-
ments, but the faults of control components within the system are likely to cause system-
level errors [53].

Some studies introduced permanent faults [51], such as stuck-at faults, which are gen-
erally associated with manufacturing errors and aging effects, which cause long-term deg-
radation of computational units unless corrected deliberately [26,35,36]. Non-deterministic
behavior to arithmetic operations, such as faults due to timing, voltage variation, overclock-
ing errors, etc., make this even more difficult to analyze reliabily [54]. Representation of fault
sensitivity is also highly data-representation-sensitive, with floating-point formats becom-
ing more vulnerable to bit-level perturbation (in particular, exponent and sign bits) than the
less sensitive quantized models which provide more bounded error propagation. Nonethe-
less, the error can be more important due to quantization since significant weights become
more sensitive to the faults, such as in radiation-tolerant works [55-57].

3.2.2. Fault Manifestation

There are mainly three major types of faults: Silent Data Corruption (SDC), Detected
Unrecoverable Errors (DUEs), and system-level failures (e.g., stalls or crashes). Among
them, SDC is the most prevalent failure mode, which provides erroneous outputs without
any clear error indicators, thus being especially important in safety-critical applications.
On the other hand, the DUE event failures and system failures provide definite indications
of fault that can be used to recover.

Fault location, data representation, and network architecture are crucial determi-
nants of the manifestation of fault. More sensitive components such as exponent bits, sign
bits, and important neurons are more susceptible, and memory buffer faults are more dan-
gerous than datapath faults due to data reuse [58,59], which enables a single fault to harm
numerous computations [44,60]. Radiation experiments also indicate that the defects in
memory may be burst or block errors of adjacent regions of memory, and not isolated bit-
flips, and can have a significant impact on the outcomes of the inference [61].

Systematic defects of perception-based DNNs and, in particular, semantic segmenta-
tion models can result in spatially coherent errors in the prediction in the whole set of
areas of the predicted scene [49]. Experiments based on architectural models show that
architectural parallelism and data reuse are very important to fault propagation, and that
the fault can propagate through processing units and increase the prediction error
[44,62,63]. This behavior is further supported by activation-level analyses, where hard-
ware faults induce high-magnitude activations that dominate network outputs and lead
to severe misclassification if not properly bounded [64]. A less commonly studied but im-
portant feature is the existence of Common Cause Failures (CCFs), in which several com-
ponents fail independently of each other due to a shared underlying cause (e.g., voltage
fluctuations or correlated bit-flips). In contrast to independent fault assumptions, CCFs
add both spatial and temporal correlations, which dramatically increase the effects of
faults, especially in redundancy-based architectures (e.g., TMR), in which correlated faults
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can fatally affect several replicas at the same time. Although CCFs are vital in safety-crit-
ical systems, explicit modeling of CCFs remains largely unaddressed in recent research of
DNN accelerators [53].

3.2.3. Mitigation Strategies

DNN accelerator mitigation strategies can be broadly divided into masking-based,
redundancy-based, detection-and-correction, and adaptive strategies. Zero-masking and
activation clipping are masking techniques which offer low-overhead resilience by block-
ing corrupted outputs and allowing graceful degradation [30,31,41]. However, their effec-
tiveness is limited under large-scale or correlated faults. Redundancy-based methods,
such as TMR and ensemble techniques, achieve strong fault coverage through replication
and voting but incur significant hardware overhead, which makes them hard to scale to
large models [28,65]. Lightweight fault detection with moderate overhead is achievable
using detection-and-correction techniques, most famously using checksums and ABFT,
but such techniques frequently make assumptions like fault sparsity and fault independ-
ence [42,43]. Activation-level mitigation methods also increase resilience by preventing
anomalies in intermediate computations caused by faults. One such method is the use of
clipped activations to decrease high-magnitude activations which occur as a result of cor-
rupted weights, which reduces the error propagation without retraining [63].

Further, permanent faults are effectively reduced through mitigation measures that
are carried out through mapping. Other approaches like saliency-based remapping shift
significant computation to non-faulty hardware resources by using hardware fault maps,
with the least accuracy penalty, without hardware redundancy [34]. More advanced ap-
proaches, like cross-layer, adaptive techniques, integrate hardware-level protection tech-
niques with algorithmic knowledge to offer selective hardening, re-execution, and dy-
namic restoration, at a more affordable trade-off between reliability and resource effec-
tiveness [33,39,44].

3.2.4. Fault Injection and Evaluation

Fault testing in fault-tolerant DNN accelerators is essential and should be done
through fault injection (FI). The current literature uses numerous different methods, such
as software-level bit-flip injection (e.g., PyTorchFI, TensorFI), RTL-level fault injection
[66], and FPGA emulation. Quick exploration of fault sensitivity can be undertaken using
software-based FI, though it does not offer fidelity to fault behavior of hardware. On the
other hand, RTL and hardware-based FI are more precise but more complicated and ex-
pensive in regard to overhead of the experiment. Recent resilience analysis frameworks
address this gap by capitalizing on the architectural characteristics of DNN accelerators
to build realistic fault propagation models, and can be scaled to evaluate with an accuracy
comparable to RTL-based FI [60]. The efficiency of advanced hardware-level techniques
is also increased by specific fault injection; only active logic components (e.g., LUTs) are
corrupted, rather than exhaustively corrupting the bitstream. This method greatly mini-
mizes experimental overhead as well as being able to maintain realistic fault behavior [67].
Despite these advances, a major limitation on the reproducibility and benchmarking of
DNN accelerator studies is the lack of standardized methods of FI.

3.2.5. Industrial Readiness and Gaps

Industrially, most of the fault mitigation techniques are on moderate maturity levels
(TRL 3—4) and only a few have been tested in relation to real-life deployment factors. Alt-
hough there are studies that have given promising results under controlled conditions,
only a few have in-depth assessment under safety-critical conditions, including real-time
execution, certification conditions, and long-term reliability. Moreover, the existing prac-
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tices of mitigation are often executed using a single type of faults, and the combination
impacts of the transient, permanent, and environmental faults are rarely considered. This
shortcoming demonstrates the need to have incorporated integrated fault models and in-
tegrated resilience models that have the capacity to assist multi-fault and correlated fault
situations in industrial systems. This overall analysis indicates that more studies should
aim to fill the gap between academia and industry work by concentrating on application-
sensitive fault models, standard processes of evaluation, and application-level resilience
mechanisms. This is a critical impediment to certification, as current approaches often
provide empirical performance improvements without verifiable safety assurances.

To provide a systematic comparison of fault models and mitigation strategies, Table
3 provides an overview of the main features of representative studies that may be present
in different types of faults.

Table 3. Comparative summary of fault modeling and mitigation strategies in DNN accelerators.

Representative Mitigation Evaluation . .
Category Works Fault Type Strategy Method Industrial Readiness

Range restriction, TRL 3—4 (majority);

Transient checksum, Software FI, few works reaching TRL
43,44,47 EU, Bit-fli
Faults [43,44,47,68] SEU, Bit-flips selective RTL FI 7-9 (industrial-grade im-
hardening plementations)
Weight remapping,

pruning, redundancy- Monte Carlo TRL 3—4 (majority);
Permanent based FI, limited higher-readiness
Faults [26,34-36] Stuck-at faults Correction hardware- implementations (TRL 4-

saliency-driven map- aware FI 7)
ping
L Voltage/clock er- AB,FT' re-execu’.clf)n, Physical FI, TRL 3—4 (majority);
Timing Faults [54,69,70] timing-aware mitiga- hardware test- .
rors . . emerging toward TRL 4-7
tion ing
Mixed faults (in- Cross-layer [71], TRL 4-7 (emerging
. cluding adaptive recovery, Software + RTL approaches);
Hybrid Faults [25,33,39] correlated/ self-healing FI few industrial-grade im-
CCF scenarios) mechanisms plementations (TRL 7-9)
Vulnerability
Faul FI i lysis-level
ault [57,72-75] Bit-level faults analysis, Supporting (analysis-leve
Analysis frameworks only)

sensitivity profiling

In order to confidently measure the maturity of implementation of the technologies,
a Technology Readiness Level (TRL) was given for each study based on a description of
the validation environment, implementation platform, and level of implementation. For
this purpose, a qualitative evidence-based rubric was used. Studies were classified within
TRL 3-4 (Laboratory Validation) when their evaluation relied primarily on software-
based fault injection frameworks, such as TensorFI [72] and PyTorchFI [47], or cycle-accu-
rate simulation tools such as SCALE-Sim [26], without deployment on physical hardware
platforms. Most of these studies were based on metrics like inference accuracy, fault sen-
sitivity, and Silent Data Corruption (SDC) rates [44] with datasets like MNIST and
ImageNet [47,72]. System-level validation studies (TRL 4-7) were studies that showed
hardware-oriented validation using FPGA prototypes, RTL-level evaluation, or hard-
ware-aware fault injection. Well-known examples are implementations on Xilinx Zynqg-
7000 devices (Xilinx, San Jose, CA, USA) [54] and ZCU102 platforms (Xilinx, San Jose, CA,
USA) [70] and studies using detailed RTL-based error-propagation analysis [75]. These
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works offer more realistic answers to issues of performance/reliability trade-offs, timing
behavior, and recovery methods when fault conditions arise. In particular, some studies
reported timing-related reliability metrics such as the nanosecond-level Mean Time to Re-
pair (MTTR) value for transient fault recovery [39].

Finally, the classification TRL 7-9 (Industrial Deployment) was reserved for studies
where there was evidence of implementation at an industrial level, silicon validation, ar-
chitectures oriented to deployment, or even explicit consideration of functional safety re-
quirements. Examples include automotive-related platforms and systems that are devel-
oped based on standards like ISO 26262 [44]. In these studies, the level of certification
readiness was evaluated based on the reported safety mechanisms, fault coverage, rigor
of validation, and discussion of safety-related metrics such as Failures In Time (FIT) and
Automotive Safety Integrity Level (ASIL) requirements, if available. These features sug-
gest greater readiness for deployment in a real-world safety-critical application. The same
qualitative TRL rubric was used throughout all reviewed studies to provide the basis for
comparability and transparency of the maturity assessment process.

Table 3 indicates that transient faults are the dominate in the literature, whereas hy-
brid and cross-layer come up with more balanced resilience solutions. The vast majority
of studies are still in their infancy (TRL 3—4), only a few more are depicted to be more
ready (TRL 4-7), and only a few more prove to be industrial deployment (TRL 7-9). This
means that there is a wide difference between research prototypes and industrial systems.

3.3. RQ3: Platform and Trade-Off Analysis

RQ3 explores the platforms for implementation and the associated trade-offs of fault-
tolerant DNN accelerators for industrial safety-critical systems. Comparative analysis of the
reviewed studies in terms of hardware platform, overhead of resources, performance im-
pact, reliability improvement, and industrial applicability was performed to understand the
practical limitations and deployment characteristics of the existing resilience techniques. Ta-
ble 4 is a synopsis of platform-level trade-offs between the different fault-tolerance tech-
niques in reliability, hardware overhead, performance, and industrial suitability.

Table 4. Condensed trade-off analysis across fault-tolerant architectures.

Approach Reliability Overhead Performance Industrial Suitability

TMR Very High High Low Limited
Re-computation High Moderate High High
Masking Moderate Low High Moderate
ABFT High Moderate Moderate Moderate
Cross-layer High Low-Moderate High Very High
Memory-centric Moderate Low High Low
Adaptive Very High Moderate Moderate High

The results show that the usefulness of fault-tolerant DNN architectures does not
purely depend on the protection mechanism itself, but also on its ability to map to the
target architecture with resource efficiency, runtime performance, and deployability [76].
Experimental experience also shows that the reliability directly depends on the parame-
ters of architecture, such as the accuracy of information and the degree of parallelism.
Fault resilience can be significantly improved in the case of reduced-precision implemen-
tations (e.g., INT8) by minimizing resource consumption and sensitive area, but highly
parallel designs can pose a trade-off between performance and radiation sensitivity [56].

Design space exploration systems (e.g., DeepAxe) discover Pareto-optimal designs
that balance the accuracy, reliability, and hardware efficiency of FPGA-based DNN accel-
erators [52]. In addition, resilience-aware frameworks allow the viability—performance
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trade-offs to be explored in a well-formed way through quantifying the effect of failure in
architectural parameters, and this can be applied to make informed design choices at the
early steps of the progress [60]. This can be discussed based on the evidence presented by
Table 4 and interpreted in four dimensions that are very closely interconnected: prefer-
ence of platforms, overhead profile, performance preservation, and industrial readiness.

3.3.1. Platform View: FPGA Hegemony with Selective ASIC and GPU Roles

A new trend seems to be emerging in the considered literature: FPGA-based imple-
mentations constitute the most common experimental system of fault-tolerant DNN ac-
celeration. Numerous representative works are built on Xilinx Zynq, ZCU102, Virtex Ul-
traScale (Xilinx Inc., San Jose, CA, USA), Alinx ACU9EG (Alinx Co., Ltd., Shenzhen,
China), and Intel Cyclone V devices (Intel Corporation, Santa Clara, CA, USA), reflecting
a strong preference for reconfigurable logic in resilience-oriented accelerator research.
This is mostly because of their controllable datapaths, architectural visibility, hardware-
level fault injection, selective redundancy, and hardware-level recovery. Representative
examples include Cyclone V implementations in [77,78], ZCU102 in [41], Zynqg-7000/Ul-
traScale platforms in [27,40,73,79], and high-end FPGA realizations in [39,71,80].

In comparison, the ASIC-based studies are represented in two forms predominantly.
The first comprises synthesis-driven architectural evaluations at technology nodes such
as 65 nm, 45 nm, 40 nm, 22 nm, 16 nm, 14 nm, and 12 nm, as seen in [25,32,33,44,65,81].
The second contains field-deployed automotive or vision SoCs, the most industrial-ma-
ture, especially [81,82]. Industrial deployment of these works is shown to be feasible, but
also indicates that industrial-grade resilience is usually based on carefully engineered,
domain-specific SoCs rather than generic research prototypes.

Platforms based on GPUs and CPUs are complementary. They are mostly applied to
large scale fault analysis, statistical analysis, and runtime detectors studies, as opposed to
deployment-oriented embedded architecture in works like [43,47,72,74,83-87]. In this
way, they contribute more to fault observability and modeling rather than the certifiable
system implementation.

3.3.2. Resource Overhead: Shift Toward Selective and Bounded Protection

The table demonstrates an evident shift of full redundancy to a selective, bounded -
overhead resilience systems. Classical replication-based methods are still applicable but
limited by high resource cost. An example of this is a 21-56% LUT overhead required by
selective TMR in [28], whereas [88] documents a 3-5x overhead on protected modules. On
the same note, [40] points out that full TMR may be infeasible in resource-constrained
FPGA deployments, pointing to shortcomings in scalability.

Most new methods, on the other hand, attain fault tolerance at a small overhead —
normally less than 10%. Examples include [77] (7.8% ALMs, 10.1% ALUTs, 3.1% registers),
[30,31] (<8% area), [41] (<17% LUTs, <9% FFs), [33] (<5% to >40% depending on reliability
target), [25] (~5-18% with significant reduction compared to TMR), [39] (<2% FPGA re-
sources), [54] (<1% slice overhead), and [73] (<1% LUT/FF overhead). This trend is further
supported with low-single-digit overhead by memory-centric IMC designs like the [35]
and [36] designs.

This allocation highlights a key change: hardware cost is now considered as a key
design constraint. The main goal is no longer the maximization of reliability, but attaining
resilience without reducing area, power, or deployability. In this context, selective hard-
ening, checksum-based protection, masking, and adaptive reconfiguration consistently
outperform full redundancy.
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3.3.3. Performance Impact: Toward Performance-Aware Fault Tolerance

A notable trend is that throughput and latency are maintained even with fault-toler-
ant mechanisms. Other works report small or near-zero runtime overheads, such as
[27,30,31,39,41,44,65,77], in which the detection and recovery are either a parallel activity
or embedded into an existing execution flow.

When overhead exists, it is generally bounded within acceptable limits, such as 4-8%
in [43], 6-23% in [42], and 17.9% in [89]. Fault-aware designs sometimes can actually en-
hance performance or energy efficiency, as shown in [25,54,69]. It is worth noting that
parallelism can be greatly increased to achieve higher speed, which can compensate
higher radiation sensitivity, and may result in a reduced total failure rate despite the in-
creased vulnerability of the hardware [56].

This implies a paradigm shift: fault tolerance is no longer a performance penalty, but
an architecture feature that is performance compatible. The contemporary designs are ef-
ficient in both nominal and faulty conditions by taking advantage of idle cycles, hardware
resource reuse, or powering on recovery only when required.

3.3.4. Reliability Impact: A Multi-Dimensional Perspective

The improvements in reliability are also claimed across multiple dimensions rather
than a single unified metric. Some studies emphasize fault coverage and detection recall
(e.g., [42,47,54,83,90,91]), while others focus on maintaining inference accuracy under fault
conditions (e.g., [26,27,31,33,41,71,77]). Other publications measure reliability architectur-
ally, including vulnerability reduction, FIT rate improvement, or recovery efficiency (e.g.,
[25,39,44,88]). Moreover, radiation-aware design research has shown that even non-trivial
trade-offs, like quantization, cause an architectural design to become smaller at the ex-
pense of cross-section and more prone to critical misclassification errors [57].

This variety states that reliability in DNN accelerators is multi-dimensional in nature
and encompasses detection capability, fault masking, accuracy maintenance, and recov-
ery efficiency. As such, significant assessment requires an all-inclusive method instead of
a single one.

3.3.5. Industrial Readiness: Strong Results, Limited Deployment Evidence

With the high level of performance in the experiments, the majority of studies are on
the level of moderate maturity (TRL 3—4). This is true among FPGA, ASIC, and GPU-based
works, and so the field has been vindicated in terms of architecture, but there is no overall
evidence of large-scale industrial use. A small group of studies exhibit high readiness,
especially those that have undergone silicon validation or have been deployed in the real
world, e.g., [36,70,71,80-82,85,86,90]. These articles underscore the practicability of de-
ployment, yet also underscore that resilience on an industrial grade needs to be validated
at the system level, have deterministic behavior, and be certified.

This observation shows that there is a dire lack: the literature has many claims of
deployability, but little deployment-grade evidence. Numerous works exhibit encourag-
ing architectural properties, but not many of them offer the validation chain that can be
fully verified and includes safety-critical systems.

3.3.6. Conclusion of RQ3

In general, the data in Table 4 shows that FPGA-based architectures have been the
most effective platform to develop and evaluate fault-tolerant DNN accelerators, and it
offers a trade-off between resource efficiency and preserving performance and flexibility.
The highest industrial potential is shown by ASIC and custom SoC designs, although they
remain limited in availability, and the analytical evaluation of most applications is made
by the use of the GPU/CPU platforms which are not used in deployment.
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Most significantly, it is evident that the field is now shifting from heavy redundancy
toward selective, low-overhead, and performance-aware resilience mechanisms. None-
theless, even with these developments, most solutions are at intermediate levels of readi-
ness, indicating an acute disconnect between research solutions and commercial imple-
mentation. To close this gap, there is a need to have built-in, certification-aware, and sys-
tem level-proven fault-tolerant system architectures to suit safety-critical applications.

3.4. RQ4: Runtime Detection, Recovery Mechanisms, and Safety Behavior

RQ4 aims to explore the mechanisms used to achieve runtime resilience in fault-tol-
erant DNN accelerators for safety-critical industrial systems with emphasis on fault de-
tection, recovery behavior, and safety assurance in runtime. The analyzed studies have
been compared in a detailed manner with respect to runtime detection capability, recov-
ery strategy, safety-mode support, and industrial applicability to investigate the robust-
ness of existing resilience architectures, especially the capacity to maintain a safe system
behavior under runtime conditions. An analysis of runtime fault tolerance of DNN accel-
erators shows that resilience is not merely the presence of detection or recovery of failures,
but rather the tightness between detection, recovery, and safety behavior enforcement.
Three fundamental areas of concern—detection capability, recovery strategy, and safety-
mode assurance—may be used to perform a systematic analysis of the literature.

3.4.1. Detection Mechanisms: From Lightweight Monitoring to Structured
Hardware Checking

The work analyzed uses an extensive set of detection mechanisms, from lightweight
statistical monitoring up to structured hardware-level checking. A number of works exist
on the lightweight side that are based on range-based or statistical monitoring, such as
checking activation thresholds [47] and symptom-based detection (SED) [44], where mal-
functions in intermediate activations are used to identify the occurrence of faults. The
methods have a high detection recall (mostly above 90%) at low hardware overhead, but
may be constrained by accuracy in case of complex or correlated faults.

In contrast, hardware-based detection mechanisms provide stronger and more deter-
ministic guarantees. Examples are checksum-based techniques [42,43], modulo arithmetic
checking [83], shadow registers to detect timing violations [77], and lightweight redun-
dancy-based detection techniques, such as dual modular redundancy (DMR), to identify
faults by discrepancies in output between the replicated components. For example, neu-
ron-level duplication strategies [29] and approximate DMR approaches [92] are methods
to detect faults by measuring differences between redundant outputs, and can be used in
a comparable way to provide runtime fault detection with moderate overhead. These
methods provide deterministic fault detection with high coverage that can be as high as
100% on certain fault types, but add complexity to hardware and control.

A third category includes structural and architectural detection mechanisms, such as
comparison between processing elements (PEs) [25,31,41], synchronization-based com-
parison, and watchdog or timer-based detection [39,88]. These approaches leverage archi-
tectural redundancy or system-level monitoring to detect faults with high reliability. In
general, there is a basic trade-off between accuracy, overhead, and coverage among de-
tection mechanisms. Methods that are aided by hardware offer more strong and deter-
ministic guarantees, but statistical methods offer improved efficiency with lower imple-
mentation cost.

https://doi.org/10.3390/digital6030054



Digital 2026, 6, 54

22 of 44

3.4.2. Recovery Strategies: From Masking to Dynamic Reconfiguration

Recovery mechanisms differ greatly in the literature, based on various assumptions
about the persistence of faults and system requirements. The easiest is masking-based re-
covery, in which faulty outputs are masked or zero-masked (e.g., zero-masked, in
[30,41,83]). These methods can allow the graceful degradation with minimal overhead but
must not be fully correct. More intricate methods include recovery based on recomputa-
tion, in which a failed computation is re-run on spare units or on other datapaths, includ-
ing [25,27,42,54]. These are more accurate methods of recovery, at a moderate perfor-
mance time. A third method is architectural reconfiguration and bypass, e.g., rerouting
datapaths to evade malfunctioning processing elements [27] or omitting malfunctioning
ensemble elements [79]. These plans enable the system to keep on running.

An even longer paradigm is adaptive runtime mechanisms which can change the
behavior of the system to different operating conditions dynamically [25]. In more recent
work, there are proposals of adaptive reliability controls within CNN accelerators, and in
this system, the system will dynamically switch to simplex (high-performance) and TMR
(high-reliability) operation based on how sensitive the layers are to faults [93]. This allows
trade-offs between performance and resilience under runtime conditions which are fine-
grained. Indicatively, [45] proposes a multi-mode CNN accelerator, fault-tolerant (FT),
high-performance (HP), and de-stress (DS), which enables trade-offs to be made in the
reliability, performance, and energy efficiency during the runtime. Nonetheless, safety-
guaranteed transitions and certification-oriented behavior are not explicitly defined in
such approaches.

Continuing on these strategies, adaptive and self-healing processes can be considered
to be the most progressive recovery paradigm. Checkpointing and rollback mechanisms can
be used in systems like Auto-Healer [39], allowing recovery of both transient and multi-
fault conditions. Similarly, system-level recovery of configuration memory faults is done by
partial reconfiguration and scrubbing methods [88]. Beyond recovery effectiveness [94], re-
cent studies highlight the critical impact of hardware faults on system-level behavior. As an
example, [36] shows that faults in FPGA-based DNN accelerators may cause system excep-
tions like execution stalls, timeouts, and abnormal runtime behavior. Notably, such system-
level failures tend to dominate the overall system reliability. System-level failures like stalls
and abnormal execution can be caused by faults in non-computational modules, underscor-
ing the need to ensure system-level resilience in addition to computation correctness [53].
This shows that proper runtime resilience should be implemented to tackle the correctness
of computation and system stability. In general, these results indicate a strong transition of
the static recovery strategies to the dynamic, context-aware, and system-aware mechanisms
that can be used to handle complex and multi-fault situations.

3.4.3. Safety Behavior and Fault-Handling Modes

An important requirement in industrial safety-critical systems is that it is not only
necessary to identify and recover from faults, but also to impose safe system behavior
under fault conditions. Some studies directly use safety modes which are consistent with
functional safety principles. For example, [78] shows a transition to an “absorbing safe
state” (e.g., forced braking), and [82] shows how redundant SoC architectures can be used
to implement a fail-operational behavior. Such methods are in accordance with functional
safety standards, including ISO 26262, that demand systems to ensure safe operation even
under fault conditions. Quantitative safety evidence is also available in other works, such
as high fault coverage (>99%) [83], bounded accuracy degradation [28], and strong corre-
lations among detection signals and system failures [47]. Although these metrics help in
developing a safety case, they are usually limited to component-level validation rather
than full system-level assurance. Nonetheless, many studies lack an explicit definition of
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safety modes (e.g., fail-safe, fail-degraded, fail-operational) [95] and are not concerned
with ensuring safe behavior of the system but instead with preserving the accuracy of the
inferences. This represents a critical limitation, because preservation of accuracy, alone, is
not enough to ensure safe system behavior or an adherence to industrial safety standards.

3.4.4. Integration Gap: Detection-Recovery-Safety Coupling

One of the key insights from Table 5 is that the majority of works concentrate on
either detection or recovery, with relatively few studies providing a fully integrated pipe-
line that combines detection, fault isolation, recovery, and safety enforcement. For exam-
ple, there are works that offer good detection and limited recovery (e.g., analysis frame-
works [75,84]) and those with recovery but no explicit detection guarantees (e.g., retrain-
ing-based approaches [69]). A small group only combines the two components with coor-
dinated runtime mechanisms (e.g., [27,39,88]). This fragmentation is indicative of one of
the weaknesses of current research: a lack of end-to-end fault management platforms that
are capable of providing a consistent, predictable, and safety-compliant system behavior
when fault conditions occur.

Table 5. Mapping between detection mechanisms and recovery strategies in fault-tolerant DNN

accelerators.
) Detection Mecha- ) Masking Re-Compute Reconfiguration Checkpoint  System Level
nisms/Recovery Strategies
Monitoring/SED [44,47] — — — —
Checksum/ABFT [43,83,96] [42,54,56] [27,32] — —
Hardware-based [40,92,97,98] [26] — — —
Structural (PE/
traversal/ [25,28,31,41,65,79] [33] [27] — —
comparison)
Offline/analysis-based [35,36,69,89] — — —
System-level - - [88] [39] [81,82,85,99,100]
monitoring
Statistical/
reliability-driven [64,90] B B B B
Hybrid/adaptive detection [72,74] [54] [45,94] — —

3.4.5. Industrial Readiness and Certification Perspective

From an industrial perspective, the majority of detection and recovery systems are
still at TRL 3-4 with minimal testing in real-world deployment scenarios. Although there
are studies with high detection accuracy and successful recovery in controlled settings,
few of those have the required certification-related evidence, including deterministic tim-
ing guarantees (WCET), system-wide safety validation, and compliance with safety stand-
ards, including ISO 26262 and IEC 61508. Some of the notable exceptions include those
which demonstrate an indication of compliance with ASIL-D [83], real-world implemen-
tation of SoCs in automotive systems [82], and fault recovery systems that have been hard-
ware-validated [88]. However, most approaches do not provide the detailed safety case
needed to be certified, and there is a large gap between the academic literature and real-
world implementation.

3.4.6. Conclusion of RQ4
The discussion of the runtime fault tolerance schemes shows that current DNN accel-
erators are moving away the limited detection or recovery schemes to more integrated,
adaptive, and safety-aware fault management systems. Although considerable advances
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have been made in detection accuracy and recovery efficiency, most methods are still lim-
ited in their ability to guarantee safe system behavior under all fault conditions. Critically,
the absence of tightly coupled detection-recovery-safety systems is an essential obstacle to
the industrial adoption. Future studies are required to create certification-aware, determin-
istic, and system-level-validated fault management architectures that can be used to assure
fail-safe, fail-degraded, or fail-operating behavior in safety-critical autonomous systems.

In general, the analysis confirms that the majority of available solutions prioritize
localized detection and recovery mechanisms, whereas a detailed system-level fault man-
agement is a poorly explored area. This points to a severe discontinuity in the delivery of
integrated detection-recovery-safety pipelines needed to deploy safety-critical systems.
Table 5 demonstrates that the detection techniques may be divided into monitoring-based,
checksum-based, hardware-assisted, structural, and system-level, and are aligned to the
recovery strategies. A representative list of studies that reveal the co-occurrence of detec-
tion and recovery mechanism is provided in each cell. The mapping shows that there is a
high level of concentration of works on masking and re-computation, with the more ad-
vanced recovery strategies like checkpointing and system-level recovery being relatively
few. This implies a lack of fully integrated fault management pipelines required for safety-
critical deployment.

3.5. RQ5: Safety — Critical Requirements and Standards Compliance

RQ5 aims to assess how fault tolerant DNN accelerator architectures meet the funda-
mental constraints of industrial safety-critical systems, namely, the notion of timing de-
terminism, fault containment, safety enforcement, and standards awareness. All reviewed
studies were compared in terms of safety behavior, architectural determinism, fault isola-
tion capability, and the degree of compliance with industrial safety requirements to assess
their practical applicability for a reliable deployment. The safety-critical requirement anal-
ysis of fault-tolerant DNN accelerators indicates that architectural resilience is not enough
to ensure dependable operation in industrial safety-critical conditions. Fault-aware design
involves detecting, mitigating, and tolerating hardware faults during the execution of the
DNN:Ss to enhance system reliability. Unlike fault tolerance, certification-aware design in-
cludes further industrial safety considerations such as deterministic behavior, traceable
validation, fault containment, and adherence to standards like IEC 61508 and ISO 26262.
The term certification is used to describe the formal testing and evaluation procedure that
is conducted to determine whether a system meets specific safety and reliability criteria
suitable for use in industry. Functional safety is described as the lack of unreasonable risk
due to malfunctioning behaviors of electrical and electronic systems, which have been
defined in standards like ISO 26262 which form a structured safety lifecycle [101], which
includes hazard analysis, risk assessment, and safety goal derivation based on severity,
exposure, and controllability factors [102].

Safety-critical systems place strict requirements on determinism, reliability, and fault
containment, and such deployments need limited failure rates and verifiable operational
guarantees to achieve safe system behavior [103,104]. Experimental investigations have in-
dicated that the FIT rate of DNN accelerators can be orders of magnitude above safety levels
(e.g., ISO 26262) without fault-mitigation mechanisms [44,60,105]. Further evidence sug-
gests that approximation methods, including the decrease in data precision, may also be
used to decrease the inherent resilience of DNNs, making them more vulnerable to radia-
tion-induced faults and a higher number of false outputs in safety-critical applications [61].

Table 6 provides a summary of important dimensions of timing determinism, fault
containment, safety enforcement, standards alignment, and industrial readiness among
representative fault-tolerant DNN accelerator designs.
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Table 6. Condensed analysis of safety-critical compliance in fault-tolerant DNN accelerators.

Dimension Key Evidence Represer-ltatlve Industrial Insight
Studies
Timin Cycle-accurate execution, bounded Most works achieve deterministic execution;
. g latency, predictable [26,31,39,42,83] however, formal WCET verification is gener-
Determinism .
overhead ally lacking
Fault PE-level isolation, layer-wise protec- Fault containment is architecturally imple-
. tion, architectural partitioning (e.g., [25,27,30,40,41,88] mented, but rarely formally validated for cer-
Containment i
FFI, Pblocks) tification purposes
. . Only a limited number of works explicitly im-
fet k - tat 1f-heal-
Safety Ma.s e .re comp.u aton, se . ca [39,65,78,81,82] plement well-defined safety modes (e.g., fail-
Enforcement ing, fail-operational behavior . .
safe, fail-operational)
Most studi £, fety st t
Standards  ISO 26262, IEC 61508, DO-254 refer- ost studies reference safety standards, bu
. [31,33,42,44,47] lack full compliance or certification-oriented
Alignment ences, ASIL-D targets . .
implementation
Industrial TRL 3—4 (majority), limited [81,82] A significant gap remains between research
Readiness TRL 7-9 implementations ' prototypes and industrial deployment

As reflected in Table 6, while most studies demonstrate deterministic execution and
architectural fault containment, only a limited subset explicitly enforce safety-critical op-
erational modes or provide certification-aligned validation, revealing a critical gap toward
industrial deployment. Based on the reviewed studies, there are three fundamental di-
mensions that consistently become crucial enablers of safety-critical DNN accelerator de-
sign: (i) timing determinism, (ii) fault containment, and (iii) safety enforcement, with an-
other level of standard’s alignment and certification preparedness.

3.5.1. Timing Determinism: From Predictable Execution to Verifiable
Real-Time Guarantees

Deterministic execution as a precondition to safety-critical deployment is a trend that
recurs in the literature. The majority of architectures provide either cycle-accurate or
bounded latency behavior, required by real-time systems like autonomous driving and
industrial control. Representative works, like [24,25,31], have fixed execution cycles inde-
pendent of the fault conditions, and predictable runtime behavior. Similarly, lightweight
detectors, such as modulo arithmetic [83] and checksum-based verification [42], have lim-
ited and deterministic overhead with limited impact on throughput. More sophisticated
strategies involve timing-based recovery strategies. One such system is Auto-Healer [39],
which achieves repair latency of the order of nanoseconds, thus enabling fault recovery in
real time without affecting system deadlines. Dynamic scaling strategies [70,88] are fur-
ther used in adjusting the system frequency with predictable limits of execution.

However, despite the advances, the majority of the research works implicitly use the
assumption of determinism and are not delivered in a formal manner in terms of the
worst-case execution time (WCET). This is a major limitation to certification, because
standards like ISO 26262 mandate formally verifiable timing guarantees across all operat-
ing conditions.

3.5.2. Fault Containment: To Verifiable Isolation and Freedom from Interference

Fault containment is a key requirement that needs to ensure that local hardware
faults do not lead to system-level failures. Structural, system, and architectural processes
combined bring about literary containment. The fault propagation inherently is localized
to processing elements (PEs) levels to systolic and output-stationary architectures, as
demonstrated in [25,30,31]. To minimize the extent of error propagation across network
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levels, layer-wise containment, such as checksum verification [42], PE-level masking [41],
and logic replacement [27] are employed.

System-level methods of partitioning, like FPGA Pblocks [40] and AXIS decoupling
[88], impose spatial and functional isolation and are also equivalent to the ISO 26262 Free-
dom From Interference (FFI) requirement. Diversity-based redundancy approaches [65]
deal with correlated failures on design, and reduce the effects of Common Cause Failures
(CCFs), which are left mostly unaddressed in traditional redundancy schemes. Regardless
of these mechanisms, fault containment is seldom formalized and validated in a certifica-
tion framework. As a result, it is often treated as an architectural feature rather than a
formally guaranteed safety property.

3.5.3. Safety Enforcement: From Accuracy Preservation to Guaranteed Safe
System Behavior

One of the main differences between research-oriented resilience and industrial
safety is that there are well-defined safety modes established during fault conditions. Alt-
hough most studies strive to maintain inference accuracy, it is important that safety-criti-
cal systems guarantee safe behavior explicitly, such as fail-safe, fail-degraded, or fail-op-
erational modes. Several works directly incorporate safety enforcement measures. An ex-
ample is [78], which follows a lifecycle-driven safety framework, and automotive-grade
designs like [81,82] that implement a fail-operational behavior with redundant system de-
signs. Other methods are based on high fault coverage and early fault detection tech-
niques like checksum-based fault detection [42,83] and activation monitoring fault detec-
tion [44] so that faults do not affect system outputs. Nevertheless, a significant portion of
the literature does not explicitly define safety modes or system-level safety policies. Fault
tolerance, in most instances, is only tested based on the accuracy degradation or detection
coverage, but does not show safe system transitions with failure conditions. This is a fun-
damental gap because the adherence to the safety standards demands not only the detec-
tion and mitigation of faults, but also the ensured safe system behavior under any oper-
ating conditions.

3.5.4. Standards Alignment and Certification Readiness

The reviewed studies demonstrate to be partially compliant with major safety stand-
ards, such as ISO 26262, IEC 61508, and DO-254. These standards are referenced in many
works which adopt safety concepts like ASIL classification, fault coverage metrics, and
structured safety arguments. For example, a number of architectures specifically aim at
complying with the ASIL-D standard [31,33,42,44,83], and system-level implementations
[81,82] have been shown to satisfy automotive-grade safety requirements. Nevertheless,
the majority of studies are at moderate levels of maturity (TRL 3-4), with validation
mostly restricted to controlled experiments environments. A small fraction of them show
deployment-grade validation with increased TRLs. A key limitation is that there are no
end-to-end safety cases that combine architectural design, fault modeling, verification,
and certification evidence. In the absence of such an integration, it is difficult to show
compliance in real-world systems.

3.5.5. Key Gap: Absence of Certification-Aware Design Integration

One of the central findings of this analysis is that the existing fault-tolerant designs
of DNN accelerators are largely safety-inspired rather than certification-driven designs.
The individual safety factors, like deterministic execution, fault containment, and error
detection, are being widely researched, but they are rarely integrated into a unified, certi-
fication-aware design approach. In particular, timing determinism is rarely proven, fault
containment is not systematically validated, safety behavior is usually implicit instead of
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being enforced, and allusions to safety standards are typically not formalized in the design
process. Such fragmentation is a major hitch to industrial deployment.

3.5.6. Conclusion of RQ5

In general, the discussion suggests that fault tolerance is not the only aspect which
can be taken into consideration to provide safety of DNN accelerators. Industrial prepar-
edness is a combination of deterministic execution, provable fault containment, and safety
behavior of enforceability and a certification-aware paradigm. Future research needs to
move beyond single resilience solutions to system-level, certification-driven systems that
can survive multi-fault scenarios and provide testable safety guarantees.

3.6. RQ6: Verification, Validation, and Reproducibility

The research of RQ6 aims at analyzing the methods of verification and validation,
and the degree of reproducibility of fault-tolerant DNN accelerator research in industrial
safety-critical systems. The reviewed studies were comparatively analyzed with respect
to fault injection methodology, evaluated models, realism with respect to the datasets,
hardware-level validation, support for reproducibility, and industrial applicability, to
evaluate the reliability and credibility of the existing evaluation practices. The rigor of
verification procedures, the naturalness of fault injection (FI) testing, and experimental
reproducibility naturally drive fault-tolerant DNN accelerator evaluation [85]. In contrast
to traditional performance-driven studies, safety-critical systems must have validation
pipelines that can be used to show reliability in a diverse and realistic fault conditions.
Validation techniques are closely intertwined with fault models (RQ2) and runtime resil-
ience mechanisms (RQ4) because the quality of fault detection and recovery is directly
proportional to the realism, coverage, and granularity of fault injection methodologies.

To provide a structured synthesis of validation methodologies and reproducibility
practices, Table 7 presents a condensed comparison across key dimensions, including
fault injection strategies, validation platforms, dataset realism, tested models, reproduci-
bility, and industrial readiness.

Table 7. Condensed analysis of validation and reproducibility in fault-tolerant DNN accelerators.

Dimension Key Evidence Represe1.1tat1ve Industrial Insight
Studies
Software FI (PyTorchFI, TensorFI), FI approaches are diverse but lack
Fault Injection (FI) RTL-level FI, hardware-based injection, standardization; most studies assume
. ) ."[40,41,47,56,60,75,83] " . o
Methodology  radiation testing (neutron beam experi- single-fault models and limited real-
ments) ism
D FPGA-based validation (Zyng, . e s
\;ﬁzﬁn ZCU102, Cyclone V), limited ASIC/sili- [27,41,77,79,81,82] Ffi‘ﬁi;“;:fii Zjlrljrit;?; ltlr;‘:tzlclll
con validation, GPU/CPU simulation
Dataset Benchmark datasets (MNIST, CIFAR- Evaluation is dominated by bench-
Realism 10, ImageNet), limited industrial da- [33,47,68,71,90] marks; real-world industrial work-
tasets (MLPerf-Tiny, driving data) loads are underrepresented
Predominantly CNN-based architec- Evaluation is architecturally diverse
tures (ResNet, VGG, AlexNet, Mo- but lacks representation of real-world
Tested Models bileNet, SqueezeNet), with limited in- [33,41,43,60,65,75,83] safety-critical pipelines (e.g., percep-

clusion of detection models (YOLO)
and emerging architectures (Transform- age of modern and system-level mod-

tion—control systems); limited cover-

ers) els
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Open-source frameworks (PyTorchFI, Reproducibility is generally strong,
Reproducibility FINN, NVDLA), detailed experimental  [28,47,73,75,89] but industrial studies often lack trans-
setups, some proprietary limitations parency
TRL 3-4 (majority), limited TRL 5-9 Significant gap between experimental

Industrial Readi-
ness

validation (FPGA prototypes, silicon [56,81,82,98] validation and certification-ready de-

systems) ployment

As reflected in Table 7, the absence of standardized, certification-oriented and sys-
tem-level evaluation strategies, as well as the lack of realistic industrial scenarios, repre-
sents a major obstacle to certification-oriented deployment, particularly with respect to
fault injection campaigns and hardware validation efforts.

According to the analyzed studies summarized in Table 7, it is possible to interpret the
literature systematically in four major dimensions: (i) fault injection methodology, (ii) valida-
tion platform, (iii) dataset realism, and (iv) reproducibility and experimental transparency.

3.6.1. Fault Injection Methodologies: From Software Emulation to
Hardware-Level Realism

The most prevalent validation method is fault injection (FI), with which a wide spec-
trum of methodologies has been applied to emulate hardware induced faults. At the soft-
ware level, frameworks such as PyTorchFI and TensorFI are increasingly commonly used
to conduct large-scale bit-flip injection campaigns, as shown in papers like [43,47,83,86].
These methods allow fast searching fault sensitivity at network layers and fault rates, and
can use thousands to millions of injection experiments. Repeated experiments performed
with statistical fault injection allow a reliable confidence level in resilience assessment [52].
Statistically robust evaluation is supported by large-scale campaigns (e.g., 1.5M injections
in SiFI-AI [62]) while maintaining practical simulation time with hybrid techniques, al-
lowing accurate assessment of architectural vulnerability and radiation sensitivity [57].

To overcome the shortcomings of pure software-level FI, more recent cross-layer val-
idation frameworks bring hardware-level fault characteristics to high-level simulation. As
an example, the CLASSES framework is about 99% accurate as RTL-based fault injection
while significantly reducing execution time (44x-63x speedup), allowing reliability testing
on a large scale that is otherwise impractical with conventional approaches [105]. None-
theless, software-level FI does not capture low-level hardware behavior, such as timing
violations, spatial correlations, and microarchitectural behavior. To overcome this short-
coming, some of the works use RTL-level and cycle-accurate simulation such as
[26,42,75,91] that model datapath-level faults and control logic interactions more accu-
rately. Notably, RTL-based models like SiFi-Al [62] can provide cycle-accurate resilience
analysis by integrating hardware simulation with DNN inference, allowing precise fault
targeting in both data and control paths.

More realistic validation is achieved through hardware-based fault injection. ICAP-
based hardware-level fault injection and partial reconfiguration hardware-level fault in-
jection facilitates realistic testing of configuration memory errors in FPGA and SoC hard-
ware, although it incurs significant experimental complexity [53]. To enhance this effi-
ciency further, the recent FPGA-based fault injection models use a targeted injection strat-
egy to limit fault insertion to configuration bits that are related to the circuit under test
(CUT). These approaches significantly reduce the number of injected faults and accelerate
fault injection campaigns while maintaining high fidelity of hardware fault emulation by
taking advantage of ICAP and dynamic partial reconfiguration at the LUT level [67]. Neu-
tron radiation experiments can also be used to perform high-fidelity validation, as it has
realistic fault injection at a physical level. Neutron beam testing allows proper estimation
of failure rates in real-world conditions, both in transient and permanent faults, and their
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effect on a system level [56]. More complex memory faults, including single-bit upsets,
stuck-at faults, and block-level errors on adjacent memory blocks have also been shown
to significantly affect the accuracy of DNN inference and system stability [29,61,89]. Ex-
amples can be classified representative ones, like [27,41,73,79,88], where the manipulation
of bitstreams, ICAP based injection, or corruption of configuration memory is used to sim-
ulate real hardware faults.

Radiation-based fault injection (e.g., neutron beam experiments) [40,56] is the most
dependable assessment method, in which the fault behavior is confirmed by ground truth
with realistic conditions. Latest hybrid assessment systems are also based on integration
of fault injection testing and neutron radiation testing of CNN accelerators to test archi-
tectural vulnerability in real-life conditions. The Architectural Vulnerability Factor (AVF)
and Mean Work To Failure (MWTF) are some of the measures used in such studies to
obtain a quantification of resilience [88,94]. This advancement points out the apparent
trade-off between scalability and realism: software FI is far more covered; hardware and
radiation-based FI are of far higher fidelity but at a much higher cost of experiment. In the
majority of fault injection attempts, single-fault cases are targeted, and little consideration
has been taken for correlated or multi-fault behaviors, which are important in safety-crit-
ical systems.

3.6.2. Validation Platforms: FPGA Dominance and Sparse Silicon-Level Evidence

One of the trends that prevails in the literature is the widespread information on
FPGA-based platforms in validation. Table 7 shows that an incredible proportion of re-
search uses Xilinx and Intel FPGA platforms (e.g., Zyng-7000, ZCU102, Cyclone V) to en-
able controlled fault injection and architectural observability. They are a realistic and flex-
ible combination that contains the RTL-level experimentation and hardware execution.
Representative FPGA-based validation studies include [27,41,73,77,79,88]. On the other
hand, ASIC-level verification is not so extensive. A majority of works that have been ASIC-
oriented are either implemented with post-synthesis estimation or cycle-accurate simula-
tion, such as in [26,32,60]. There is very limited literature of full validation to silicon, such
as automotive-grade systems [82] and [81], running at TRL 8-9 and a veritable deployment
in the industry. Trying to use GPU- and CPU-based platforms is also common, but mainly
in large-scale statistical analysis and fault sensitivity experiments, as in [43,47,86,87].
However, such platforms are less effective in assessing hardware-level fault behavior of
safety-critical embedded systems.

3.6.3. Dataset Realism: Benchmark Dominance vs. Industrial Workloads

The majority of studies use standard benchmark datasets including MNIST, CIFAR-
10, CIFAR-100, and ImageNet, which are demonstrated in [26,42,47,60,83]. These datasets
are consistent and comparable across studies, but they are not comprehensive enough to
reflect the complexity of real industrial environment. A more limited collection of works
use domain-specific or industrial datasets, such as MLPerf-Tiny data benchmarks [68],
automotive driving data [47,65], multi-camera fisheye datasets (Woodscape) [90], and re-
mote sensing datasets [71]. Nevertheless, in practice, real-world deployment situations
are underrepresented. Fault tolerance is assessed in many studies on the basis of static
datasets without paying attention to time behavior, environmental variability, and the in-
teraction of a closed-loop system. This drawback is very serious in the sense of credibility
of safety claims in that safety-critical systems should be able to work reliably in dynamic
and uncertain conditions. In addition, the majority of the evaluations are operated in
open-loop conditions, ignoring a closed-loop system behavior, which is crucial in safety-
critical applications like autonomous driving and industrial controls.
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3.6.4. Tested Models: Architectural Diversity vs. Industrial Representativeness

The type of tested models is a very important aspect that determines the generaliza-
bility and industrial relevance of fault-tolerance evaluation. As Table 7 demonstrates, the
majority of the studies are based on well-known CNN architectures, such as ResNet, VGG,
AlexNet, and lightweight models, such as MobileNet and SqueezeNet [41,43,47,60,83,89].
In spite of this variety, assessment is still mostly limited to classification-oriented CNNSs,
with little attention to more recent designs like transformers and perception models (e.g.,
YOLO) [60,65,75]. The current methods of validation are therefore not representative
enough of the real-world industrial systems, particularly in closed-loop perception and
control conditions. This reveals a primary weakness: architecturally different tested mod-
els provide a limited ability to model in their simulation workloads of industrial safety-
critical workloads, which limits the external validity of reported fault-tolerance results.

3.6.5. Reproducibility and Experimental Transparency

One of the apparent trends in the literature is the wide use of reproducible research
practices. There exists much research presenting open-source architectures, descriptions
of experiments, and available public datasets. Representative examples include
PyTorchFI- and TensorFI-based frameworks [47,83,86], FINN- and NVDLA-based tool-
flows [28,42], and open-source simulators and toolchains [73,75,89]. Such contributions
enhance reproducibility significantly and can rightfully make comparisons between meth-
ods. Industry-level experiments, and more specifically ones involving proprietary data or
equipment (e.g., [81,82]), are partly transparent, and therefore it is hard to verify them out
of context of the experiment.

3.6.6. Industrial Readiness and Validation Gap

From the safety-critical viewpoint, most of the validation efforts are at moderate lev-
els of maturity (TRL 3—4), which is evident in Table 7. Although there are a high number
of studies with good experimental results under controlled conditions, they have little
end-to-end system validation, real-time closed-loop evaluation, or certification-aligned
verification (e.g., ISO 26262 safety cases). A small set of works reaches higher levels of
readiness (TRL 5-9), usually through hardware prototyping, silicon validation, or indus-
trialization.

3.6.7. Key Gap: Lack of Standardized, Certification-Oriented Validation Frameworks

Among the most important conclusions of this discussion, it is necessary to mention
the fact that the current methodologies of validation are not standardized, and to a large
extent, they are fragmented. In particular, fault injection methods differ greatly, metrics
of evaluation are inconsistent and tend to be incomparable, datasets are not chosen in an
industrial-realistic way, and certification-oriented validation is seldom discussed. This
disaggregation is one of the key obstacles to industrial adoption, since safety-critical sys-
tems need reproducible and standardized and certifiable validation pipelines.

3.6.8. Conclusion of RQ6

In general, the analysis shows that, although significant progress has been made to the
concept of fault injection and hardware validation, the discipline of fault injection does not
have a single, standardized, and certification-aware methodology of validation. Further
studies should be done to come up with standardized fault injection models, real-world in-
dustrial data, and end-to-end validation pipelines which combine hardware-, system-, and
safety-level evaluation. Such efforts are essential to bridge the gap between experimental
validation and certification-ready deployment of fault-tolerant DNN accelerators.
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3.7. RQ7: Certification, Standards Alignment, and Industrial Readiness

In RQY, the architecture of fault-tolerant DNN accelerators is assessed with respect
to its readiness for certification, standards compliance, and its applicability in safety-crit-
ical systems. The standards awareness, certification considerations, safety integrity rele-
vance, deployment maturity, and industrial applicability were comparatively analyzed
for the reviewed studies in order to evaluate the practical maturity of the existing resili-
ence architectures for real-world industrial deployment. The adoption of fault-tolerant
DNN accelerators in safety-critical industrial systems is fundamentally grounded in their
adherence to the set safety standards, the presence of evidence that is certification-ori-
ented, and their level of maturity in terms of deployment readiness. Unlike conventional
performance-driven systems, safety-critical platforms must satisfy stringent certification
requirements, including fault coverage guarantees, deterministic behavior, and traceable
validation processes. A certified DNN accelerator architecture does not just happen by
using fault-tolerant mechanisms or safety standards. The application domain, desired
safety integrity level (ASIL or SIL), system-level validation, deterministic behavior, trace-
able verification evidence, and conformance with domain-specific certification processes
are also among the factors that determine certification. Thus, the readiness to get certified
needs to be evaluated within the operational and regulatory context of the target indus-
trial application. Notably, verification and validation processes (RQ6) are necessarily re-
quired to guarantee certification readiness since certification evidence should be obtained
through systematic, traceable, and reproducible pipelines of evaluation.

To increase transparency and reproducibility, a structured evidence-based frame-
work, derived from the key requirements of functional safety standards such as ISO 26262,
IEC 61508, DO-254 and industrial certification practice, was used in conducting the certi-
fication-readiness assessment summarized in Table 8. The assessment considered four
complementary dimensions: (i) standards alignment, (ii) safety integrity targeting (e.g.,
ASIL/SIL objectives), (iii) certification evidence, and (iv) industrial readiness. Explicit
standards mapping, FIT-rate analysis, metrics for fault detection and recovery (e.g.,
SPFM), Architectural Vulnerability Factor (AVF) modeling, deterministic recovery behav-
iour, and reported Technology Readiness Levels (TRLs) were all used as evidence of read-
iness for certification. Studies with explicit standards alignment and evidence of certifica-
tion through the standards, and studies with higher levels of deployment maturity were
regarded as higher in certification readiness; studies with no evidence, safety-related met-
rics, or standards were regarded as having lower readiness.

Table 8. Condensed analysis of certification and standards alignment in fault-tolerant DNN accelerators.

Dimension Key Evidence Representative Studies Industrial Insight
Standards  PXPlict mapping 0150 26262, IEC aeorenesy but many s

. 61508, DO-254, NASA RHA; partial or  [31,42,47,60,78,83,88,99,100] ’ any s
Mapping . L. . lack formal compliance integra-

implicit alignment in some works .
tion
. High-integrity targets are com-
ASIL-D IL 3/4 target FIT

SIL/ASIL Tar- S and SIL 3/4 targets using ! mon, but inconsistently defined

geting

SPFM, AVF metrics; some works lack ex- [26,31,39,42,44,68,78,83,98]
plicit safety level assignment

and not systematically vali-
dated

Gaps

Research addresses isolated

Overhead of TMR, lack of hardware-
Certification aware validation, mismatch between Al

certification challenges rather

e [13,25,30,39,65,74,75,78] than
accuracy and safety metrics, limited L
- complete certification work-
adaptability flows
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Certification FIT rate analysis, fault coverage (SPFM), Evidence exists but is frag-
Evidence AVF modeling, reliability metrics; lim- [31,42—-44,72,84] mented and insufficient for full
A%
ited safety-case traceability certification arguments
. TRL 3—4 (majority), limited TRL 7-9 sys- Significant gap between aca-
Industrial . o . .
. tems (automotive SoCs, certified plat- [56,81,82,85,100] demic prototypes and certified
Readiness . .
forms) industrial deployment

In accordance with Table 8, despite the high rates of compliance with the safety
standards and the high level of the target integration, the absence of the integrated, end-
to-end certification workflows and full evidence of the safety case is the critical obstacle
to the implementation in the industries. The literature demonstrates a heterogeneous
landscape of standards alignment, ranging from explicit certification-driven designs to
loosely aligned or exploratory models. These four dimensions can be arranged to form an
analysis: (i) standards mapping, (ii) safety integrity level (SIL/ASIL) targeting, (iii) certifi-
cation evidence and gaps, and (iv) industrial readiness.

3.7.1. Standards Mapping: From Explicit Compliance to Implicit Alignment

A considerable part of the literature shows a clear compliance with significant safety
standards, especially ISO 26262, regarding the automotive systems [106]. Direct correla-
tions between their reliability metrics (e.g., FIT rates, SPEM) to ISO 26262 requirements,
like [27,31,42,44,47,60,83] represent a definite trend towards certification-aware design. In
other applications, this alignment has been expanded to larger safety standards, such as
IEC 61508 and DO-254, as seen in [78,99], which also address both industrial and avionics
safety domains. Moreover, the works in space and aerospace utilize NASA Radiation
Hardness Assurance (RHA) frameworks and related standards [88,100]. Nevertheless, a
significant part of the literature is still implicitly in compliance with safety standards.
These approaches are aimed at safety-critical applications but do not formalize compli-
ance requirements, as in [26,28,36,68]. Although such studies have a meaningful contribu-
tion to architectural study, they have deficiencies in terms of formal standards mapping,
restricting their applicability in certified industrial environments.

3.7.2. Safety Integrity Levels (SIL/ASIL): Toward High-Integrity Targets

Numerous works directly aim at the high-integrity safety levels, especially ASIL-D
in the automotive systems, the most demanding safety level. Research like [31,39,42,44,83]
has shown compliance with requirements of ASIL-D, frequently by quantitatively meas-
uring rates of FIT (e.g., 10 FIT or less) and fault coverage indicators. In the same way, SIL
3/4 targets are dealt with in an industrial context, as seen in [78], whereby, system-level
reliability is mapped to hardware-level fault tolerance systems. Nevertheless, in a number
of studies, SIL/ASIL assignment is not explicit, even when safety-critical domains are con-
sidered. Examples: [26,68,98], where the enhancement of reliability is proven but not di-
rectly related to certification levels. This gap highlights a disconnect between architectural
innovation and certification-oriented evaluation.

3.7.3. Certification Gaps: From Architectural Innovation to Certifiable Evidence

One of the key findings of Table 8 is that the majority of studies do not offer full-scale
certification-ready solutions, but focus on certain gaps in certification. Examples of com-
mon gaps are the high hardware cost of conventional redundancy schemes (such as TMR),
mitigated by lightweight schemes [30,65,83]; the absence of hardware-awareness in certi-
fication procedures, mitigated by RTL-level tools [75]; the mismatch between accuracy
measures of Al and safety requirements, mitigated in [74,78]; and the limited adaptability
of static redundancy schemes, addressed by adaptive architectures [25,39]. While these
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contributions are valuable, they are typically isolated and do not form a complete certifi-
cation pipeline. Most importantly, the end-to-end safety cases, traceability between fault
models and safety requirements, and formal verification in accordance to certification
workflows are not given in most studies. This limitation indicates that the field is still in a
transitional phase, where certification is considered but not fully integrated into the de-
sign process.

3.7.4. Industrial Readiness: From Research Prototypes to Certified Systems

Most of the studies are still at moderate levels of maturity (TRL 3-4), indicating vali-
dation in controlled experimental settings and not in real-world application. Nonetheless,
there are a limited number of works that show high industrial readiness. Notably, auto-
motive-grade systems such as [81,82] are certified or certification-ready, meeting AEC-
Q100 and ISO 26262 requirements; industry-developed tools and platforms, including
those in [85], have been shown to be deployed in real-world autonomous systems; and
high-reliability frameworks of aerospace and mission-critical systems [56,100] provide di-
rect applicability to certification processes These publications mark the shift of research
prototypes into systems that can be deployed, but such are very few, highlighting a critical
gap in the field.

3.7.5. Key Gap: Absence of End-to-End Certification-Aware Design Methodologies

One of the key observations of the analysis is that current fault-tolerant DNN accel-
erator studies do not have end-to-end certification-aware design methodologies. In par-
ticular, there are a tendency to mention standards without operationalization; inconsist-
ently definition of SIL/ASIL targets; fragmented certification evidence throughout the de-
sign, validation, and deployment stages; and little attention to multi-fault and Common
Cause Failure (CCF) scenarios during certification. This disintegration does not allow
complete safety cases to be formed that are needed for certification in industrial systems.

3.7.6. Conclusion of RQ7

Overall, the analysis shows that although significant progress has been made in
aligning fault-tolerant DNN accelerators to safety standards, the area is mostly at the pre-
certification maturity stage. Future research needs to change to a certification-driven de-
sign process and combine standards mapping, fault modeling, validation, and safety case
generation into one unified methodology. This kind of integration is necessary in order to
help close the disparity between architectural innovations and approved implementation
in industrial safety-critical systems.

4. Cross-RQ Synthesis

The most important contribution of this review is that it is a detailed analysis of all
the research questions, which reveals a strong interdependency between the architectural
design, fault modeling, platform-level trade-offs, runtime resilience, validation method-
ologies, and certification readiness. Based on RQ1 and RQ?2, it can be seen that the practi-
cality of fault-tolerant architectures is inherently limited to the practicality of the fault
models underlying them. The monoculture of single-fault assumptions is a grave draw-
back on the robustness of architectural solutions, particularly in multi-fault and common-
cause failure (CCF) situations. The results of RQ3 and RQ4 additionally prove the fact that
platform selection and runtime resilience mechanisms are highly interconnected. Though
implementations with FPGA can be used to enable flexible fault injection and adaptive
recovery, most runtime systems are localized and lack coordination across the system be-
tween detecting, recovering, and enforcing safety. Interestingly, both RQ6 and RQ7 make
it clear that the problem of validation and certification readiness are two separate things
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that are interrelated. The key limitations to generating certification-grade evidence are the
fact that no standardized methodologies exist to approach fault injection, realistic da-
tasets, and end-to-end validation pipelines. To offer a comprehensive and holistic per-
spective across all the research dimensions, Figure 6 shows how the key research ques-
tions (RQ1-RQY7) interact, with the relationships between architectural design, fault mod-
eling, platform trade-offs, run-time resilience, safety requirements, validation methodol-
ogies, and certification readiness.

Certification-Aware Fault-Tolerant DNN Accelerators

Fragmented research landscape

( RQ1 - Architectural RQ2 - Fault Model
Perspective Perspective
Redundancy and diversity Transient and permanent faults
K Cross-layer integration Configuration and layers

Key Research Questions

p

offs

Performance vs reliability
Resource utilization

( RQ3 - Platform and Trade- 2

RQ4 - Recovery and
Safety Behavior

Runtime recovery
Fail-safe / Fail-degraded /

\ Fail-operational Y,
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Ree= Sa_fety-CrltlcaI RQ6 - Verification and
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A el 4 RQ7 - Certification and 4

Compliance
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Figure 6. Cross-RQ interaction framework for fault-tolerant DNN accelerators toward certification-

aware design.

In summary, the cross-analysis demonstrates that the existing studies are disjointed
at the architectural, modeling, and validation levels without a unified, certification-aware
design approach. To close this gap, a comprehensive framework that includes fault mod-
eling, cross-layer resilience, runtime fault management, and certification-oriented valida-
tion together in a coherent design process is needed. It is worth noting that most of the
reviewed studies are still at early levels of maturity (TRL 3—-4) and primarily rely on single-
fault assumptions; only a small number of studies discuss multi-fault or system-level val-
idation scenarios.

Figure 6 indicates that the area of research is organized into several interdependent
dimensions, and each research question is related to a different aspect of system reliability
and safety. The intersection of these dimensions is the certification readiness (RQ7), which
indicates that the enhancement of single layers is ineffective without integrating the
whole, end-to-end. These dimensions are, however, usually considered separately, lead-
ing to disjointed solutions which do not have such integration—specifically, to enable cer-
tification readiness, alignment between architectural design, fault models, resilience of
runtime, validation, and safety-related mechanisms within a unified framework.
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4.1. Positioning of the Present Review Relative to Existing Surveys

DNN reliability, resilience, and safety have been studied in several review studies
from different angles. Previous reliability-oriented surveys include [7] and [8], which fo-
cus mainly on soft errors, fault models, and resilience mechanisms in the DNN accelera-
tors, while [6] discusses reliability problems related to aging. A few other studies are also
focused on resilience assessment and fault-injection methods [23] and acceleration frame-
works and performance optimization [76]. Al safety reviews [2,3,50] focus primarily on
assurance processes and lifecycle management and governance aspects, rather than on
fault tolerance at the hardware level. Likewise, reviews [18], [103], and [106] concentrate
on the connected vehicle, space application, or FPGA safety platforms, respectively, but
do not offer a comprehensive look at fault-tolerant DNN accelerator architectures.

However, the present review differs from the existing literature in several important
aspects. First, this review is focused on industrial safety-critical systems, where hardware
faults can have a direct impact on system safety and operational dependability, rather
than on performance, latency, energy efficiency, soft errors, or aging-related reliability
problems, which are subjects of many performance-oriented surveys. Second, the review
not only addresses the notion of fault-tolerance, but also explicitly addresses the certifica-
tion-readiness and the alignment of resilience mechanisms to industrial standards for
safety, like ISO 26262 or IEC 61508. Third, the review incorporates a qualitative Technol-
ogy Readiness Level (TRL) assessment, enabling a systematic evaluation of the maturity
of existing solutions and highlighting the gap between laboratory research prototypes and
industrially deployable systems. Fourth, the methodology used is based on PRISMA and
the evidence is structured around seven research questions (RQ1 to RQ7) that are comple-
mentary to each other, which enables a cross-dimensional synthesis of the research area,
which connects architectural design, fault modeling, run-time resilience, validation meth-
odologies, safety requirements, and certification readiness. Last, the review adopts a func-
tional view of fault management, looking at the correlation between fault detection, fault
mitigation, and fault recovery mechanisms in the industrial DNN accelerator architec-
tures. These attributes together make the present review different from the previous sur-
veys, and gives a more complete picture of the challenges and opportunities for the de-
ployment of fault-tolerant DNN accelerators in industrial safety-critical systems.

4.2. Limitations of the Review

Although this review is systematic and comprehensive, there are a number of limita-
tions that should be noted. First, publicly available studies are mainly used in the analysis,
and this may result in publication bias because proprietary industrial implementations
may not be as widespread as they are visible. Second, the majority of the evaluated works
rely on benchmark datasets and controlled experimental environments, which do not
fully capture the complexity and variability of real-world industrial deployments. In ad-
dition, several studies were identified as potentially relevant in the initial search but were
excluded after full-text screening for a number of reasons, such as being software- or al-
gorithmic robustness-only, not using fault-tolerant mechanisms, non-industrial contexts,
no hardware-level consideration, or insufficient experimental validation [107-110]. Third,
even though the review explicitly focuses on safety-critical systems, some studies were
excluded because they indicated potential industrial applicability but did not provide in-
dustrial validation. Fourth, there is no standardization of fault injection methodologies,
fault models, and evaluation metrics, which restricts the comparability and reproducibil-
ity of the results across studies. Lastly, current research is predominantly concerned with
isolated fault scenarios and component-level validation, and does not pay much attention
to system-level interrelations, multi-faulting, and common-cause failures (CCFs), which
are essential to safety certification. These constraints highlight the importance of stand-
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ardized, system-level, and certification-oriented evaluation frameworks, and increased
cooperation between academia and industry. Such constraints are the driving forces be-
hind the research directions outlined in Section 4.2.

4.3. Future Research Directions

To overcome such limitations, there are a number of important future research direc-
tions. To enhance the realism and completeness of fault modeling, first, future work
should focus on realistic and comprehensive fault modeling, such as multi-fault scenarios
and common-cause failures, to provide a more realistic picture of the industrial operating
conditions. Second, this would require the formation of standardized and certification-
focused fault evaluation structures and benchmarking strategies so that they can guaran-
tee reproducibility, comparability, and certification-level validation. Third, studies ought
to shift to implementation-level design approaches that are cross-layer and certification-
sensitive: that is, they meet the features of hardware resilience, runtime fault manage-
ment, safety behavior enforcement, and formal verification in a unified framework.
Fourth, the development of industrial-grade datasets and closed-loop evaluation environ-
ments is essential to validate system behavior under realistic and dynamic conditions.
Lastly, adaptive and self-healing should be built into future architectures with safety
modes (e.g., fail-safe, fail-degraded, fail-operational) spelled out, allowing predictable
and dependable operation in safety-critical systems. Another research area is to directly
use Al- and DNN-inspired techniques in designing fault-tolerant architecture, where re-
liability is not only provided by external protection mechanisms, but also by adaptive and
intelligent architectural behavior. In addition, the DNN architecture should be further en-
hanced for fault tolerance through methods such as fault-aware training, resilient quanti-
zation, saliency-aware neural mapping, and neuron-level selective protection. These are
new concepts, shifting from protection-centric approaches to intelligent and adaptive re-
silience in future industrial safety-critical systems.

4.4. Emerging Trends in Large-Scale Al Systems

With recent progress in Al, there is a shift from CNN-oriented accelerators to novel
architectures for Transformers and LLMs [111]. These systems demand much more
memory and computation requirements, which have led to the adoption of heterogeneous
chiplet-based architectures and advanced 2.5D/3D integration (such as CoWoS, FO-
VEROS) [112,113]. While improving performance, they introduce concerns like inter-chip
communication reliability and thermal-related reliability challenges [113]. At the same
time, in-memory computing (IMC) and methods such as TFix leverage the inherent re-
dundancy of ternary cells to overcome failures at minimal overhead [114]. Furthermore,
large-scale serving infrastructures introduce new challenges in resource concurrency and
runtime state consistency [115], indicating that future research must expand toward sys-
tem-scale resilience and certification-aware requirements.

5. Conclusions

This paper presents a comprehensive systematic survey of fault-tolerant DNN accel-
erator architectures for industrial safety-critical autonomous systems, covering architec-
tural design, fault modeling, platform-level trade-offs, runtime resilience, validation
methodologies, and certification readiness. The analysis shows that there is a substantial
gap between research-oriented fault tolerance solutions and the requirements of indus-
trial deployment, especially because of a lack of certification alignment, system-level val-
idation, and simplified fault models. These results also indicate that architectural design,
fault modeling, platform level trade-offs, runtime resilience, validation methodologies,
and certification readiness are tightly coupled dimensions, yet are frequently addressed
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in isolation across the literature. One important observation is that the existing research is
shifting the focus on redundancy-centric designs to cross-layer and adaptive resilience
models; however, this evolution remains largely disconnected from realistic fault model-
ing and certification-driven design requirements. Specifically, the absence of standardized
validation frameworks, multi-fault and common-cause fault models, and end-to-end cer-
tification workflows are a basic obstacle to deployment. To cope with these issues, it is
necessary to focus on holistic, certification-aware design methodologies that combine
cross-layer resilience, runtime fault management, platform-aware optimization, and
safety assurance in a unified and verifiable framework. Finally, this paper demonstrates
that using traditional fault tolerance techniques in the design of DNN accelerator archi-
tectures embedded in industrial safety-critical systems is not sufficient to ensure safety.
Instead, DNN accelerator architectures must be explicitly developed for certification
through using industrial standards for safety like ISO 26262 or IEC 61508, determinism,
and dependable behavior to permit real-world deployment in industrial safety-critical ap-
plications. In this regard, an exciting future avenue is the creation of an integrated, certi-
fication-aware design architecture that integrates fault modeling, cross-layer resilience,
runtime fault management, and validation into a common end-to-end methodology. This
would give a formal basis on how to bridge the gap between research prototypes and
certifiable industrial systems, eventually facilitating a safe, dependable, and certifiable im-
plementation of Al into next-generation industrial safety-critical autonomous systems.
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