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Abstract

As digital technologies become increasingly integrated into daily life, individuals with
intellectual disabilities face both opportunities and risks in virtual environments. Despite
widespread internet access and frequent use of digital devices among the general popu-
lation, many individuals with disabilities continue to experience significant barriers to
digital participation. These include difficulties in using technological tools, limited access
to devices at home, and challenges in navigating online environments safely and indepen-
dently. This study investigates the cybersecurity knowledge, risk perception, and privacy
practices of 28 university students with mild intellectual disabilities in Spain. Utilizing
a validated, accessible self-assessment questionnaire, the research analyzes participants’
understanding of digital threats, self-protective behaviors, and gender-based differences in
knowledge and decision-making. Results reveal a generally high awareness of online risks
and appropriate use of privacy settings, though inconsistencies in password security and
high social media usage persist. Female participants demonstrated slightly higher levels of
theoretical knowledge. The findings underscore the urgent need for inclusive, accessible
cybersecurity education tailored to cognitive diversity. Promoting digital autonomy and
safety through targeted interventions can reduce the digital divide and foster full social
participation. This research contributes to the broader discourse on digital inclusion and
protection for individuals with disabilities in an increasingly connected world.

Keywords: university; intellectual disability; cybersecurity; social networks; profile privacy

1. Introduction
Intellectual disability is a developmental disorder that affects both intellectual (cogni-

tively in reasoning, abstract thinking, and learning from experiences) and adaptive levels
(difficulty in meeting established sociocultural standards, such as independence or respon-
sibility). Individuals with intellectual disabilities require support in activities of daily living
across different domains (conceptual, social, and practical) as described by the American
Psychiatric Association in the Diagnostic and Statistical Manual of Mental Disorders, Fifth
Edition, Text Revision (DSM-5-TR) [1]. In Spain, the prevalence of young adults with
intellectual disabilities between 20 and 29 years old is 1.19%, gradually decreasing as age
range increases [2].
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In recent years, Spanish higher education institutions have increasingly implemented
inclusive academic programs and vocational pathways for young adults with intellectual
disabilities. This expansion, supported by national and European initiatives, has led to a
growing presence of these students in university settings. As a result, new educational
and professional scenarios are emerging, requiring adapted guidance models and tools to
support their development. Within this context, the present study focuses on university
students with intellectual disabilities, recognizing the importance of equipping them with
digital competencies and cybersecurity awareness to foster autonomy, inclusion, and safe
participation in online environments.

There are significant advocates for inclusion, such as national entities that actively
work for complete inclusion, respect, and equality supported by international frameworks
like the United Nations Convention on the Rights of Persons with Disabilities (UNCRPD),
particularly Article 24 on inclusive education, and reinforced by national policies such
as Spain’s Organic Law 3/2007 of 22 March, for the effective equality between women
and men, and Law 15/2022 of 12 July, on equal treatment and non-discrimination, which
promote accessibility, participation, and non-discrimination. They focus their efforts on
advocating for rights, development, and autonomy, as well as supporting families and
creating opportunities in various aspects of daily life [3]. Nevertheless, despite these
initiatives, significant challenges to achieving comprehensive inclusion persist, manifesting
both within educational contexts—where structural and attitudinal barriers hinder full
participation [4]—and within the labor market, contributing to exclusion from employment
opportunities [5].

Recent national statistics confirm the widespread use of Information and Communica-
tion Technologies (ICT) in Spain. According to the National Institute of Statistics [6], 95.4%
of the population has internet access, and 82.6% of the population has a computer at home.
Additionally, nine out of ten individuals aged 16 to 74 regularly use ICT tools. The State
Observatory on Disability [7] further reports that 88.8% of the population uses computers,
95.5% of the population uses mobile phones, 86.7% of the population engages in instant
messaging (e.g., WhatsApp), and 70% of the population participates in social networks
such as Facebook or Twitter.

However, these general figures obscure the persistent digital divide affecting people
with disabilities. According to Fundación Adecco [8], 45% of individuals with disabilities
report difficulties in using technological devices, citing accessibility barriers (32%), eco-
nomic limitations (15.9%), and fear of online fraud (20.6%). Moreover, 13% lack internet
access at home, and among those who do, 38% admit to struggling with online navigation.
In the context of higher education, Fernández-Batanero et al. [9] emphasize that while
ICTs can enhance inclusion, students with disabilities continue to face technological, ped-
agogical, and institutional barriers that hinder their full participation in digital learning
environments [10].

Young people with intellectual disabilities are also connected to the internet and/or
social networks and utilize technological tools [11]. It is asserted that it is crucial to consider
that the rights of individuals must also be safeguarded in cyberspace [12]. Therefore, it
is necessary to develop a series of digital adaptations, such as appropriate use of social
networks and training to learn to protect their private data and avoid the vulnerability of
their rights to third parties [13].

The theory of positive risk-taking emphasizes the importance of enabling individuals
to make informed decisions that involve manageable risks, fostering autonomy, confidence,
and personal growth. In the context of cybersecurity, this approach shifts the focus from
merely protecting individuals with intellectual disabilities to equipping them with the skills
and knowledge needed to navigate digital environments safely and independently [14,15].
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Rather than framing online engagement as inherently dangerous, positive risk-taking
encourages the development of critical thinking, self-protective behaviors, and responsible
digital citizenship. This perspective is particularly relevant when addressing inconsistencies
in password management or high social media usage, as it supports the idea that individuals
can learn to assess risks and make secure choices without being excluded from digital
participation.

Recent research highlights that adults with intellectual disabilities, when supported
appropriately, can develop resilience and independence in managing online risks [16].
Moreover, Seale, Nind, and Simmons [14] propose that positive risk-taking, when embed-
ded in inclusive educational practices, can challenge risk-averse cultures and promote
meaningful participation in digital life. This perspective aligns with the growing recog-
nition that accessible cybersecurity education, grounded in human rights, must not only
focus on technical skills but also on safeguarding dignity and democratic participation [17].

Aligned with the principles of inclusive education and the right to digital participation,
this study contributes to the development of pedagogical responses that support the digital
competence of university students with intellectual disabilities.

In this context, the study aims to analyze the extent to which individuals with intel-
lectual disabilities possess the necessary knowledge to protect themselves from potential
digital threats. This study begins with the premise that there is limited understanding of the
level of knowledge that tertiary students with intellectual disabilities have regarding digital
risks, such as information security, privacy, and personal data protection. Recognizing
and valuing their existing digital practices is essential to identifying areas where further
support or training may be beneficial. The specific objectives of the study will be:

• Explore the cybersecurity knowledge perceived by the participants;
• Identify, by gender, the knowledge about dangers expressed by the participants;
• Analyze the self-perception of the participants regarding potential risks associated

with the use of social networks;
• Examine the knowledge of and practices carried out by the participants regarding the

privacy of their profiles on social networks.

Cybersecurity for People with Intellectual Disabilities

Currently, legislation and best practices consider cybersecurity and protection for the
general public, with a focus on protecting children. However, despite support in healthcare,
financial assistance, and education, individuals with intellectual disabilities are rarely
considered when it comes to cybersecurity [18].

The use of the internet and social networks is a gradual phenomenon worldwide,
mainly in North America and Europe. In Western Europe, 54% (Eastern Europe, 44%) of
the population uses social networks [19]. Social networks entail both opportunities and
risks, and it is essential for professionals and policymakers to increase opportunities for
benefiting from and reducing the harms of the internet [20]. These aspects affect all young
people today, including those with intellectual disabilities. More research is needed to
ensure that young people with intellectual disabilities have equitable access to information
and skills related to cybersecurity, especially in contexts such as tertiary education, where
digital autonomy is increasingly important [21].

Furthermore, the internet seems to provide an opportunity for both adults and young
people with intellectual disabilities [22–27], but there are differences between these groups,
especially regarding barriers to internet access, also referred to as the “digital divide” [15].
This is an important issue concerning adults, but it is not as prominent concerning young
people with intellectual disabilities. This “digital divide” is a recurring and significant issue,
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highlighting the disparity in internet access between people with and without disabilities
to varying degrees worldwide [28].

People with intellectual disabilities experience both benefits and risks when using
social networks [23]. However, it is worth noting that these young people rarely articulate
concerns about risk, vulnerability, and support themselves. Nevertheless, parents, profes-
sionals, and researchers express concern about the need to assess possible vulnerability,
need for guardianship, and guidance [20]. In this line, Seale [29] suggests the theory of
positive risk-taking as a framework for providing support [27]. This positive risk-taking
allows people with intellectual disabilities to have greater control over how they live their
lives, which can lead to independence and well-being but also entails risks [29–32]. Several
studies emphasize the potential risks associated with this theory [24,33,34].

To develop and enact changes in all aspects of life, it is necessary to understand
risk [32]. In the virtual context, it is important to highlight the relevance of the theory of
positive risk assumption, often associated with thinking and speaking about technologies
as tools capable of changing the lives of people with intellectual disabilities [29].

Within current educational processes and designs, cybersecurity training is an essential
component of the Information and Communication Technology subject. Safe use of media
is part of the curriculum for all students. Educators are promoting cyber well-being
through social–emotional learning (hereafter SEL), incorporating digital and media literacy
skills [35,36].

Students with intellectual disabilities can safely interact in virtual environments,
whether for social activities, learning, or employment, when equipped with appropriate
functional skills and provided with accessible methods and tools. Student awareness of
potential online dangers, coupled with the development of digital literacy skills, may
motivate them to approach online risks positively [37]. While most research reports risks,
few emphasize the need for further studies on the training of individuals with intellectual
disabilities in social media use [38].

According to Jimenez and O’Neill [39], despite the benefits of incorporating such
technologies to support education, there is still a need for vigilance to counteract the
inherent risks associated with their use, as protecting students and their information is
fundamental to the effective deployment of any technology in education.

When it comes to using digital media, individuals differ in their intellectual capabilities
and perceptions [40]. Some perceived online risks for people with intellectual disabilities
include being bullied, deceived, or harassed online; disclosing personal information to
others; and being vulnerable to online fraud [23]. Therefore, the use of social networks by
people with disabilities largely depends on the support of those around them [26,38,41].

In addressing cybersecurity for individuals with intellectual disabilities, it is essential
to situate the discussion within a broader human rights framework that accounts for
the accelerating expansion of AI-driven surveillance and the rights to education. The
normalization of technologies such as facial recognition, predictive policing algorithms,
and smart sensors has redefined digital environments as spaces of continuous monitoring,
often without transparency or consent.

As Chan and Lo [16] demonstrate, these systems pose a profound threat to the right
to privacy, particularly for vulnerable populations, by enabling the covert collection and
analysis of personal data and reinforcing privatized mechanisms of social control. There-
fore, cybersecurity education must not only promote technical competence and auton-
omy but also critically engage with the ethical implications of dataveillance. This in-
cludes advocating for privacy-by-design, algorithmic transparency, and human oversight
to ensure that digital inclusion does not come at the expense of dignity, freedom, and
democratic values.
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Additionally, privacy, information, and cybersecurity (hereafter PICS) are interrelated
features that have become a concern for most individuals. The majority of PICS respon-
sibility falls on the end user, in this case, the students, who are expected to adopt PICS
tools, guidelines, and functions to stay safe. However, the literature reflects that many
users do not apply these PICS tools. The utilization of PICS tools is a fundamental concern,
especially for youth with intellectual disabilities. Cognitive skills determine how young
individuals perceive the utility of PICS tools, and as such, usage guidelines should consider
the diverse cognitive abilities within various groups and their shared perceptions of their
usage [42].

2. Materials and Methods
2.1. Sample

This is a descriptive cross-sectional study conducted at a private university over two
consecutive academic years of a program for young adults with intellectual disabilities
within a university setting in the Autonomous Community of Madrid.

The Socio-Labor Competencies Program at UCJC supports young people with intellec-
tual disabilities in preparing for both university life and future employment. Adopting a
holistic approach, it combines individualized and group tutoring, complementary training,
participation in mainstream university classrooms, and well-being activities. Students also
engage in mentoring and develop a professional portfolio and learning dossier as tools for
self-reflection and transition planning.

Experiential learning is central to the program, with on-campus and external place-
ments implemented within a supported employment framework. These placements, guided
by mentors and job coaches, enable students to apply acquired competencies in authentic
professional contexts, thereby fostering meaningful inclusion in higher education and the
labor market.

The minimum criterion to be eligible for admission to the program was the presenta-
tion of a medical report certifying an intellectual disability of at least 33%. The selection
process included a personal interview with the candidate and their legal guardians, con-
ducted by program staff composed of two psychologists. In this interview, special attention
was given to the expressed desire of the individual with a disability to participate in the
program, recognizing their autonomy and personal motivation as essential components of
the admission decision. In addition to reviewing the medical documentation, the process
involved functional skills assessments and an evaluation of the individual’s current life
circumstances. These elements were considered essential to determine the suitability of the
program for each candidate, ensuring that their participation aligned with both their devel-
opmental needs and personal goals. Data collection occurred with a one-year difference
between academic years.

The participants in this study were 28 university students with intellectual disabil-
ities, comprising 57.1% (n = 16) males and 42.9% (n = 12) females, aged between 18 and
33 years, with a mean age of 23 years. They belonged to two cohorts of students from
consecutive academic years, both of which shared equivalent conditions in terms of access
to educational and technological resources, instruction provided by the same teaching staff,
and a homogeneous initial diagnosis regarding competence level and academic profile.
Data collection was conducted six months apart, corresponding to the midpoint of each
academic year. Participants had a diagnosis of mild intellectual disability associated with
other degrees of developmental disorders. The inclusion criteria for this study were as
follows: (a) possession of an official disability certificate equal to or greater than 33%,
(b) documented diagnosis of intellectual disability, and (c) successful completion of the
program’s admission process.



Disabilities 2025, 5, 108 6 of 18

According to the report on administratively recognized persons with disabilities [43],
there are 224,708 individuals aged 18–35 in Spain with a diagnosed disability of 33% or
more. Considering a heterogeneity of 99% (understanding heterogeneity as the diversity of
the population and considering that access to education involves a pre-selection process),
a margin of error of 5%, and a confidence level of 94%, a sample size of n = 14 (per year)
is considered significant. There are no new available data on administratively recognized
persons with disabilities.

Participation was voluntary and followed an open call issued within the program. All
participants received accessible information regarding the study’s objectives, the anony-
mous and confidential nature of the data, and their right to withdraw at any time. Informed
consent was obtained through easy-to-read documents featuring pictograms, validated by
specialized support staff.

The selection of university students as the study population was based on criteria of
accessibility and educational relevance. This group is at a critical stage in the development
of digital competencies. Although the questionnaires analyzed focused on the use of social
technologies—such as social media, messaging platforms, and video games—many of the
skills assessed, including privacy management, information security, and awareness of
digital violence, are highly pertinent within the context of higher education.

Data were collected over two consecutive academic years, involving independent
cohorts of students with homogeneous characteristics in terms of age, academic level,
and admission criteria. Due to the limited access of this population to higher education,
the sample size was necessarily small. Consequently, the study adopts a descriptive and
exploratory approach, aimed at generating initial evidence to support future research with
larger samples.

2.2. Instrument

The instrument chosen for assessing self-perception regarding aspects related to
knowledge of identifying associated risks was a cybersecurity self-assessment questionnaire.
This is an ad hoc questionnaire aimed at obtaining maximum information through specific,
clear, and accessible questions adapted to the needs of individuals with mild intellectual
disabilities. For its validation, the content validation method was used through the expert
judgment method, followed by reliability analysis through Cronbach’s alpha calculation.

A questionnaire comprising 21 questions was used, including dichotomous (yes/no)
questions, questions assessed using a 5-point Likert scale (1 “I didn’t know”, 2 “I am
unable”, 3 “Yes, but with help”, 4 “Yes, always”, and 5 “Yes, and I could explain it”),
and open-ended questions. The items were adapted and validated from self-assessments
developed by the Spanish National Cybersecurity Institute (hereafter, INCIBE). For content
validity, experts in the field were consulted, all with professional backgrounds in online
privacy, personal data protection, and image rights in virtual environments. Specialists
were required to have over five years of professional experience and prior involvement in
designing educational interventions for young people with intellectual disabilities [44].

For validation, a score was assigned to each pre-selected item using a scale of
0–5 based on three validation criteria: clarity, relevance, and pertinence. Recommendations
regarding validation by expert judgment were followed [45–47]. Thus, 9 professionals were
included in the sample by intentionality. The correspondence between the center of interest
and questionnaire items can be seen in Table 1.
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Table 1. Correspondence between the center of interest and questionnaire items INCIBE [44].

Area of Interest Items of the Questionnaire

Knowledge about cybersecurity and educational platforms [35] 1, 2, 6, 7, 8, 11
Knowledge about dangers [35] 3, 5, 14, 15
Relationship with the internet [35] 4
Privacy of personal profiles on social networks [40] 9, 10, 13,
Risk perception [40] 12, 16, 17, 19
Updates on cybersecurity [35] 15, 18, 20, 21

Source: original work.

Although people with intellectual disabilities were not included as part of the expert
panel, pilot testing of the questionnaire was conducted with students from the same
educational program to ensure comprehension and appropriateness, allowing further
adjustments before final administration.

For construct validity, analysis of selected items, correlation analysis, suitability tests,
and reliability tests were conducted. To measure the instrument’s reliability, Cronbach’s
alpha coefficient of internal consistency was used (Table 2), analyzing the test in a unidi-
mensional manner, i.e., integrating all items. Including all items yielded a Cronbach’s alpha
for the overall questionnaire of 0.76, indicating good internal consistency [48].

Table 2. Index of Reliability of the Questions on Knowledge.

Reliability Statistics of Each Element

Items Cronbach
α

1. How would you define a social network? Explain it in your own words. 0.770
2. What do the initials ICT stand for? 0.758
3. How would you define the concept of “Tech addiction”? 0.765
5. What actions do you think could be called “cyberbullying”? 0.713
7. Which password do you think is more secure? 0.750
8. Justify the previous answer. 0.745
12. What are the risks of excessive use of social networks? 0.712
15. Threatening and blackmailing the victim with the publication of
intimate or sexual photos or videos is called. 0.757

16. How can cyberbullying be prevented? 0.732
17. Of the following techniques, which do you think correspond to. . . 0.727
19. If someone finds that after opening a program, their entire computer is
encrypted and they are asked for a password to access their computer by
paying a sum to someone, they are a victim of: (a) Spyware, (b) Backdoors,
(c) Ransomware, or (d) Trojan.

0.765

20. What are the methods of propagation of malware? 0.742
21. What are the consequences of software piracy? 0.729

Thus, regarding items concerning profile privacy and risk perception, it is worth
mentioning that the items developed by Alonso-Ruido et al. [49] were taken as a reference
and as indispensable elements that complement the study’s objective and thus analyze
knowledge about aspects such as security, privacy, and protection of information and
personal data.

2.3. Procedure

Data collection was conducted prior to initiating a training proposal to design training
in line with informative and formative guidelines coherent with the educational demands
of the participants. Complete freedom was granted to respond using the anonymous and
confidential nature of the participants, informed consent, and assent in cases where it
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was required due to modified legal capacity, following parameters approved by the ethics
committee of Camilo José Cela University. The collection of such information was carried
out by specialized personnel with prior knowledge of the participants, spanning at least
more than six months.

For the online version, the Microsoft Forms program was used. Additionally, response
types were complemented with pictograms. Considering the population to whom the
questionnaire would be applied, accessibility adaptations were made, including adaptation
of instructions for easy reading and inclusion of visual support in the expected response
type, complemented with pictograms to understand possible responses. Additionally,
font size was increased in the printed version to improve accessibility of the information
contained in the evaluation instruments.

Data analysis was performed using the statistical software Jamovi v2.6.23.0 based
on the “R” engine and Microsoft Excel v16.102.2 for data organization, initial analysis,
and graphical representation. Descriptive analyses were conducted, supplemented with
correlation analyses. The Shapiro–Wilk test was used to identify normality, Pearson’s
correlation coefficient (R) was utilized for normally distributed elements, and Spearman’s
correlation for those not meeting normality assumptions.

To analyze the obtained data, the most relevant aspects are included below, organized
based on the results obtained. They are structured according to risk perception. Further-
more, to analyze the data, the nature of the items was considered, grouping them into
three possible categories: knowledge about the topic, actions taken, and decision-making
in response to risk perception.

3. Results
3.1. Decision-Making Regarding Risk Perception

Participants generally reported risk-averse behavior when deciding whether to accept
friend requests on social networks. Most justified their rejection of unknown contacts by
emphasizing caution and the potential for harmful intentions.

Regarding data visibility (item 11), 82.1% of participants (n = 23) restricted profile
information to friends, 14.3% (n = 4) kept data open to the public, and 3.6% (n = 1) were un-
sure of their privacy settings. No statistically significant gender differences were observed:
χ2(2, N = 28) = 0.52, p = 0.77, Cramer’s V = 0.14 (small effect). Percentages are reported
in Table 3.

Table 3. Percentage breakdown of information configuration on social media.

Items Male Female

I have restricted who can see my information and who cannot. 81.3%
(n = 13)

83.3%
(n = 10)

I have all my data open to anyone who can see it. 18.8%
(n = 3)

8.3%
(n = 1)

I don’t know how exposed my data is on social media. 0.0% 8.3%
(n = 1)

With respect to password practices, 60% (n = 17) reported using strong and secure
passwords, 17.8% (n = 5) reported weak passwords, and 21.4% (n = 6) reported mixed
levels of security. Gender differences were not significant: χ2(2, N = 28) = 0.03, p = 0.98,
Cramer’s V = 0.03.

Regarding inviting unknown individuals, both male (94%) and female (100%) par-
ticipants reported refraining from accepting such requests, with no significant difference:
Fisher’s Exact Test p = 0.46.
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Clearer differences were observed across academic year levels in the use of communica-
tion applications (Table 4), indicating that social media preferences evolve with educational
stage. These findings align with the first two points of the nine-point framework, which
stress awareness of online risks and adaptive security behaviors.

Table 4. One-way ANOVA with gender as the grouping factor.

One-Way ANOVA (Welch)

Items F gl1 gl2 p

Item 1 1.621 1 25.6 0.214
Item 8 0.911 1 24.6 0.349

Item 12 2.391 1 26.0 0.134
Item 15 3.633 1 23.5 0.069
Item 16 3.105 1 26.0 0.090
Item 20 1.431 1 21.7 0.245

3.2. Results Regarding Actions Taken in Response to Risky Situations

When asked about witnessing cyberbullying, 58% of male participants and 83% of
female participants reported having observed such cases. Although descriptive differences
appear large, the difference was not statistically significant: χ2(1, N = 28) = 2.21, p = 0.14,
Cramer’s V = 0.28 (medium effect size). Thus, gender may play a role, but the evidence is
not conclusive.

Responses to item 18 (“What is the main modus operandi of phishing?”) indicated
that 58.3% of female participants correctly identified phishing behaviors compared to 37.5%
of males. Again, the difference was not statistically significant: χ2(1, N = 28) = 1.10, p = 0.29,
Cramer’s V = 0.20 (small-to-medium effect).

These results suggest a tendency toward stronger recognition of risky digital behaviors
among females, but this pattern should be interpreted cautiously. The practical implication
is the need for targeted training interventions, especially among male participants, even if
statistical evidence remains limited.

3.3. Results Associated with Cybersecurity Knowledge

The average scores in the cybersecurity knowledge test are shown in Table 5. Across
several items (e.g., items 1, 8, 12, 15, and 20), female participants obtained descriptively
higher scores than males. For example, in item 15 (knowledge of threats involving black-
mail with intimate images), females scored 6.67 on average compared to 3.13 for males
(Cohen’s d = 1.02, large effect).

Table 5. Mean scores by item and gender.

1 2 3 5 7 8 12 15 16 17 19 20 21

Mean 6.61 7.50 8.96 6.96 7.75 5.50 7.44 4.64 7.70 5.35 2.14 5.73 5.82
Boys 5.81 8.75 8.94 6.64 7.44 4.81 6.70 3.13 6.91 5.16 1.88 5.07 5.69
Girls 7.67 5.83 9.00 7.38 8.17 6.42 8.42 6.67 8.75 5.61 2.50 6.60 6.00

Differences −1.85 2.92 −0.06 −0.74 −0.73 −1.6 −1.72 −3.54 −1.84 −0.45 −0.63 −1.53 −0.31

It is necessary to consider and highlight the responses to question 15, which aims to
determine the level of knowledge regarding situations that individuals may encounter in
the digital environment, such as threats and/or blackmail associated with the publication
of intimate photos or videos. The results show that, once again, female participants
demonstrate a higher level of knowledge with an average difference of 3.5 points.
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This clear difference is further evidenced in questions 1, 8, 12, 16, and 20, where the
average scores on knowledge range between 1 and 2 points higher. These questions pertain
to what constitutes a social network (question 1), the rationale behind selecting a particular
type of password (question 8), the risks associated with excessive use of social networks
(question 12), actions to take to prevent cyberbullying (question 16), and knowledge about
methods of malware propagation (question 20).

Upon analyzing the variance of a factor (ANOVA) by comparing means to determine if
there are statistically significant differences based on gender, p-values greater than 0.05 are
observed. Therefore, the differences in means are not significant, indicating discrepancies
between boys and girls (Table 5).

Correlation analyses showed significant associations between knowledge of digi-
tal threats (item 15) and awareness of risks from excessive social media use (item 12),
p < 0.05, as well as between cyberbullying prevention (item 16) and malware propagation
(item 20), p < 0.05 (Table 6). These findings highlight how different aspects of cybersecurity
knowledge are interconnected.

Table 6. Correlations between questionnaire items.

Items p-Values

Item 15 & Item 12 p < 0.05
Item 16 & Item 12 p < 0.001
Item 20 & Item 12 p < 0.05
Item 20 & Item 16 p < 0.05

In sum, while no gender differences reached statistical significance, effect size estimates
suggest potentially meaningful trends, particularly regarding threat recognition and digital
self-protection. The practical significance lies in tailoring educational interventions that
reinforce weaker areas (e.g., phishing recognition) and promote knowledge integration
across domains. These results directly support the nine-point framework by demonstrating
both strengths and gaps in participant awareness.

4. Discussion
This study investigates the extent to which young university students with disabilities

possess knowledge to protect themselves from potential digital threats. Thus, the results
are positive, indicating a good level of knowledge among participants, aiming to contribute
to understanding the status of specific actions’ development regarding cybersecurity in
young people with intellectual disabilities in Spain.

The first specific objective was to explore the cybersecurity knowledge expressed by
participants with intellectual disabilities. The results show that, in general, the participants
adopt protective behaviors against digital risks, such as keeping their profiles private
and rejecting friend requests from strangers. The results indicate that they had good
cybersecurity knowledge across both academic years. In contrast, various studies with
neurotypical university populations found low levels of cybersecurity knowledge, coupled
with risky activities endangering their computers. Examples include failure to install
antivirus software, use of public Wi-Fi networks, or ignorance of the risks associated with
downloading software [50].

However, practices such as inconsistent password use or a lack of clarity regarding
data visibility should not be interpreted as individual deficits but rather as manifestations
of structural opacity in the design of digital platforms. This perspective aligns with the
findings of Binsedeeq et al. [51], who point out that there is a gap between theoretical
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knowledge and the practical application of cybersecurity among people with disabilities,
attributable to the lack of accessible technological safeguards.

Although it is often assumed that young people—regardless of whether they are
neurotypical or have intellectual disabilities or other challenges—are more familiar with
computing and cybersecurity due to growing up in digital environments, this assumption
does not always translate into solid practical skills. For example, it has been observed that
many digital natives (born after 1990) lack basic skills in using programs such as Excel or
Word [52]. This gap between expected and actual knowledge highlights the urgent need
to strengthen cybersecurity behaviors among youth. This is not only an educational issue
but also essential preparation for future employment, as insufficient training can lead to
vulnerabilities that compromise both their devices and personal data [53].

Regarding the objective of identifying, by gender, the knowledge of dangers expressed
by participants, the results show that female university students with intellectual disabilities
exhibit better knowledge compared to their male counterparts. Thus, females better identify
phishing behaviors compared to males. For example, women more accurately identified
phishing behaviors and demonstrated greater awareness of threats such as blackmail
involving intimate images. Although the differences were not statistically significant, the
effect sizes suggest relevant trends that should be considered in the design of educational
interventions. Nevertheless, these findings cannot be generalized beyond the scope of this
study, as they are based on a specific sample and context.

These findings are consistent with previous studies that highlight the greater exposure
of women with intellectual disabilities to risky situations in digital environments, such
as cyberbullying and technological abuse. Ruiz and Cortés [54] point out that women
with intellectual disabilities are more vulnerable to experiencing harassment and digital
violence, which leads to feelings of insecurity, discomfort, and, in many cases, a voluntary
restriction in the use of technology. This limitation [55] not only affects their emotional
well-being but also restricts their full participation in digital life, constituting a form of
social exclusion. In this regard, it is essential that cybersecurity educational interventions be
gender-sensitive, recognizing differentiated experiences and promoting safe and accessible
digital environments for all individuals.

Although gender is a relevant factor, the increase in digital abuse toward people with
intellectual disabilities highlights the urgent need to provide appropriate training. After
receiving such training, it has been shown that individuals with intellectual disabilities are
capable of recognizing and reporting digital risk situations [56].

Regarding the specific objective of analyzing participants’ self-perception of social
media risks, it seems that the lack of understanding of these risks complicates and increases
the digital divide [57]. Based on the results obtained, it is observed that young people who
tend to excessively use social media consider the “excess” itself as a high risk. These same
results were found in a sample of 128 Spanish adolescents without pathologies, where
online security behaviors and risk perception were measured, indicating that girls exhibited
fewer secure behaviors compared to males, such as sending photographs. It is imperative
to sensitize adolescents about the appropriate use of the internet [58].

Regarding the last objective of the research associated with identifying participants’
knowledge and practices regarding profile privacy, the results of the study indicate that
students with intellectual disabilities tend to keep their profiles restricted, especially fe-
male students, which reinforces certain aspects of personal cybersecurity. According to
El-Asam et al. [59], students with special educational needs are considered to have higher
online risks compared to their peers without difficulties. However, as mentioned by
Domínguez-Vergara et al. [60], greater support for online security and parental support
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regarding technology and the internet is needed, which would lead to increased burden on
primary caregivers of people with intellectual disabilities.

The widespread use of AI-powered surveillance technologies by government agencies
and commercial enterprises poses a significant and unprecedented threat to the fundamen-
tal human right to privacy. These technologies enable the covert collection, integration, and
analysis of revealing personal information, rendering traditional notions of privacy obso-
lete. The lack of transparency, fairness, and accountability in AI systems often marginalizes
vulnerable populations and establishes privatized systems of social control. Without inter-
vention, such technologies risk creating a dystopian future where individuality, freedom
of choice, and opposition are illusions under oppressive AI surveillance. In response,
this research advocates for corrective frameworks that prioritize human rights, including
privacy-by-design, algorithmic transparency, and human oversight [16]

Another study on basic security aspects, such as authentication to access every-
day systems and services, does not consider the needs of individuals with any dis-
ability. Increasing adaptations to these needs, according to the disability presented,
achieves a more inclusive digital society [61]. It is worth highlighting the conclusions of
Johansson et al. [62], where discrepancies within the vulnerable population group (patholo-
gies and impairments) were differentiated. They considered that the digital divide is greater
in people with a disability; specifically, individuals with intellectual disabilities perceive
greater exclusion from the digital society compared to the rest of the vulnerable population.

It is important to recognize that for individuals with intellectual disabilities, the digital
world evolves rapidly, requiring ongoing adaptation to technological change. However,
this evolution does not decrease the digital divide; on the contrary, it increases it in cases
where a recognized disability exists (cognitive, visual, motor, or auditory). Thus, not only
technological inclusion but also digital inclusion with security should be considered [61].

Based on all the aforementioned, it is necessary to generate cybersecurity that is
adaptable and inclusive, responding to the diverse needs of individuals—whether related to
disability, mental health, or socioeconomic status. Young people with intellectual disabilities
must be considered not only as users of digital technologies but also as individuals with
the right to access secure and accessible digital environments [63,64].

To achieve this, Renaud and Coles-Kemp [64] propose nine key aspects for ensuring
accessibility in cybersecurity design:

(1) Summary of basic concepts;
(2) Design for social accessibility;
(3) Provide authentication alternatives;
(4) Design accessibility throughout the process;
(5) Develop guidelines for cybersecurity user interface accessibility;
(6) Development of heuristic guidelines to support interface review by experts;
(7) Evaluate technologies at the intersections of a variety of insecurities, especially in

disadvantaged individuals;
(8) Establish dissemination spaces;
(9) Provide counseling and support.

This study presents several limitations that should be considered when interpreting
the findings. First, the sample was selected through convenience sampling, which may
introduce biases and limit the generalizability of the results to broader populations of
individuals with intellectual disabilities. Additionally, the sample size is small and not
representative, further restricting the applicability of the findings.

The data were collected at specific points across different academic years, limiting the
ability to identify evolving trends. Moreover, the creation of subgroups within the sample
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was limited, which restricts the depth of comparative analysis between different profiles
or conditions.

Although the instrument used was accessible and validated for this study, it is not
standardized or specifically adapted to the target population. This underscores the need to
develop new tools that are cognitively appropriate and tailored to the needs of individuals
with intellectual disabilities. As a future improvement, it is recommended to include items
that assess data surveillance literacy, given the increasing relevance of digital privacy and
online risk awareness.

Furthermore, the study did not employ non-parametric statistical tests, which could
have provided more robust insights given the characteristics of the sample and the nature
of the data. This methodological choice carries its own limitations, particularly in terms of
statistical assumptions and the interpretation of results.

The specific digital divide addressed in this study must be analyzed over time,
considering the rapid evolution of digital technologies and the changing nature of
online risks.

Finally, future studies should strengthen the practical relevance of cybersecurity
education by incorporating concrete examples applicable to university settings—such as
privacy review routines, guided phishing simulations, and the use of accessible password
managers. It is also recommended to explore the concept of data surveillance literacy as a
complementary line of inquiry. Moreover, future research could benefit from measuring
students’ perceptions of AI surveillance and their awareness of digital rights alongside
cybersecurity knowledge. Evaluating rights-based training modules—such as privacy-by-
design principles adapted with pictorial supports—may offer valuable insights into the
effectiveness of inclusive digital education strategies.

5. Conclusions
To address the study objectives, the following conclusions can be drawn:
Regarding the assessment of participants’ knowledge of cybersecurity, the scores ob-

tained indicate a medium–high level of knowledge, with consistency across both academic
years. Although no statistically significant gender differences were observed, effect size
estimates suggest that female participants tend to score higher on several key items, particu-
larly those related to threats such as blackmail involving intimate images. Responses related
to the practical application of knowledge meet safety and protection criteria, indicating an
adequate transfer of theoretical knowledge to digital behavior.

In terms of identifying participants’ awareness of risks by gender, it is concluded
that women demonstrated a greater ability to recognize digital risk behaviors such as
phishing and cyberbullying, although these differences were not statistically significant.
The practical implication is the need for specific training interventions, particularly aimed
at male participants.

When analyzing participants’ self-perception of social media risks, the results show
that excessive use of these platforms is perceived as a high risk, indicating a certain level
of awareness. Additionally, significant correlations were observed between knowledge
of digital threats and other aspects of online safety, reinforcing the idea that different
components of cybersecurity knowledge are interrelated.

Regarding the identification of knowledge and practices related to profile privacy
among participants, the results indicate very similar responses between genders, although
girls tend to keep their profiles more restricted, which can be interpreted as a digital self-
protection strategy. Only two participants reported having open profiles, while one was
unaware of their privacy settings.
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Training and information on the advantages of ICT in various areas are essential
to promote greater educational inclusion and independence, which positively impacts
the daily lives of people with intellectual disabilities [65]. The implementation of digital
training in the educational field contributes to the prevention of and reduction in the
existing digital divide in terms of disability, increasing digital inclusion and making it a
reality for the most vulnerable populations [66].

In this regard, a promising approach to addressing this issue is to provide more
training and information that supports communicative development and autonomy in the
virtual space for people with intellectual disabilities. Technologies such as CapacitaBOT
make it possible to create real social situations that facilitate active learning of good dig-
ital interaction practices, increasing autonomy, knowledge, and participation in digital
environments [67].

Although there are numerous studies on young people and social media [68,69], few
focus specifically on young people with intellectual disabilities, likely due to the difficulty
of accessing this population. Therefore, it is necessary to identify both the problems they
perceive and those that go unnoticed in order to design effective prevention measures
and study the coping strategies they use. Expanding the analytical framework can guide
the development of future technologies, systems, and services that are not only digitally
inclusive in their functionality but also safe [61].

Future Policies and Practical Implications

The results of this study, together with the broader context of digital vulnerability
among students with intellectual disabilities, point to the need for universities to adopt
inclusive policies that promote safe and rights-respecting digital environments. First, it is
recommended to implement privacy-by-design defaults in institutional platforms, includ-
ing data minimization, opt-in tracking, and accessible privacy dashboards. Universities
should also require algorithmic transparency from technology providers, presented in plain
and easy-to-read formats that explain what data are collected, how models are used, and
how information is retained and shared.

In addition, institutions should establish human oversight mechanisms and appeal
pathways for AI-enabled tools that students may encounter, such as online proctoring
systems, plagiarism detection software, or early-alert platforms. To ensure informed
consent, it is advisable to co-design explanatory materials using pictograms and layered
formats. Finally, procurement processes should include checklists that assess accessibility
and privacy impact, periodic audits of data practices, and student education on data rights,
delivered with the same accessibility standards applied in this study’s instruments.
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Disability Language/Terminology Positionality Statement: In this study, we use disability terminol-
ogy that reflects the preferences expressed by our participant group and the conventions within health
research and education in our regional and disciplinary context. Our research team has longstanding
engagement with neurodiversity communities through collaborative projects, participatory research,
and educational work. Across these activities, we have observed that participants and community
partners frequently articulate a preference for person-first terminology, particularly when discussing
systemic barriers, identity, and rights-based frameworks. At the same time: we recognize that prefer-
ences regarding identity-first versus person-first language vary across individuals and communities.
We approached these differences with respect and sensitivity, ensuring that participants’ autonomy,
dignity, and perspectives guided our interactions and informed the way we describe disability in this
manuscript. Our terminology choice reflects this contextual and methodological alignment rather
than an attempt to generalize linguistic preferences beyond the scope of our study.

Abbreviations
The following abbreviations are used in this manuscript:

ICT Information and Communication Technologies
OED State Observatory of Disability
WHO World Health Organization
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