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Abstract: When LoRaWAN networks are deployed in complex environments with buildings, jungles,
and other obstacles, the communication range of LoRa signals experiences a notable reduction, primarily
due to multipath propagation, fading, and interference. With the flight advantage of height, mobility,
and flexibility, UAV can provide line-of-sight (LOS) communication or more reliable communication in
many scenarios, which can be used to enhance the LoRaWAN network’s performance. In this paper,
anovel UAV-assisted LoRaWAN network is designed and implemented. Specifically, a UAV-assisted
LoRaWAN network system architecture is proposed to improve the LoORaWAN network coverage and
communication reliability, in which the UAV architecture of “UAV + Remote Controller + Server” is
combined with the traditional LoRaWAN architecture of “End-Device + Gateway + Server”. Then,
the implementation of the UAV gateway and the remote controller relay is presented, which play the
important role of forwarding LoRaWAN frames transparently in our proposed architecture. In detail,
the UAV gateway is developed based on the UAV’s PSDK and classical LoRa packet forwarder, and
the remote controller relay is developed based on UAV’s MSDK. The experimental results show that
the network coverage and communication reliability of our proposed LoRaWAN network have been
significantly improved, effectively supporting a wide range of LoRaWAN applications. Specifically,
when the end-device is deployed 1.3 km away with numerous obstacles in the propagation environment,
with the UAV altitude advantage and the remote controller’s relay capability, the proposed system
achieved an SNR of 5 db and an RSSI of —80 dbm with a packet loss rate of 3%. In comparison, the
ground gateway only achieved an SNR of —16 db and an RSSI of —113 dbm with a packet loss rate
of 73%.

Keywords: unmanned aircraft vehicle (UAV); long range (LoRa); LoRaWAN; complex environment

1. Introduction
1.1. Background and Significance

Nowadays, LoRa technology, with its unique low-power and long-range capabilities,
has become the globally leading LPWAN technology. A 2024 Omdia Research report
indicates that more than 30% of LPWAN connections worldwide use LoRa technology [1].
A convenient solution for the deploying of LoRa devices is provided by the LoRaWAN
specification, facilitating the widespread application of LoRa in areas such as environmental
monitoring [2], agriculture automation [3], smart cities [4,5], health care and medicine [6,7],
etc. However, in scenarios such as underground sensor networks, forest monitoring,
and search and rescue (SaR), the network performance was limited by the traditional
ground LoRaWAN gateway. When the LoRaWAN network is deployed in these complex
environments with numerous obstacles, it is faced with the problem of increased path
loss causing a rapid decrease in network coverage and communication reliability [8-11].
For instance, the experimental results of Ferreira et al. in PARNASO and Lille shows that
the longest propagation distance of LoRa signal has been sharply reduced in forests and

Drones 2024, 8, 520. https:/ /doi.org/10.3390/drones8100520

https:/ /www.mdpi.com/journal /drones


https://doi.org/10.3390/drones8100520
https://doi.org/10.3390/drones8100520
https://creativecommons.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/drones
https://www.mdpi.com
https://orcid.org/0000-0002-0874-9927
https://doi.org/10.3390/drones8100520
https://www.mdpi.com/journal/drones
https://www.mdpi.com/article/10.3390/drones8100520?type=check_update&version=1

Drones 2024, 8, 520

2 of 28

high-density urban areas [12]. With transmission power of 14 dbm and the maximum
spread spectrum factor, the longest propagation distance of LoRa signals in forests and high-
density urban areas is only 250 m and 208 m, respectively. Similar conclusions were also
reached by Villarim et al. in Brazil and Portugal [13]. Numerous real-world experiments
have shown that the longest propagation distance of LoRa in a complex environment
is considerably lower than the theoretical expectation of 15 km for suburban and 5 km
for urban areas. Therefore, how to enhance the LoORaWAN network capabilities such as
network coverage and communication reliability in complex environments with numerous
obstacles is arousing more and more interest from researchers.

With the rapid development of unmanned aerial vehicle (UAV) technology, the con-
cept of UAV-assisted wireless communication has been proposed to improve the network
coverage, cost efficiency, and scalability [14-16]. Specifically, when the UAV is applied in a
LoRaWAN network, the coverage, reliability, and energy efficiency of the LoORaWAN net-
work are significantly improved, while facilitating the deployment of LoRaWAN network
in various scenarios. First, the line-of-sight (LoS) connectivity characteristic of UAV avoids
the interference and fading caused by obstacles, effectively improving the coverage and
reliability of the LoRaWAN network [17-19]. In addition, the mobility of the UAV reduces
the communication distance between the LoRaWAN end-devices and gateways. Therefore,
lower transmission power and spreading factor (SF) can be applied by a wide range of
LoRaWAN end-devices, reducing the LoRaWAN network energy consumption [20,21]. At
the same time, the UAVs can be deployed flexibly and on demand, facilitating diverse
applications of LoRaWAN networks. On the one hand, UAVs can serve as temporary
base stations in scenarios such as search and rescue (SaR) [22], emergency temporary net-
works [23], and positioning scenarios [24]. On the other hand, UAVs provide the possibility
for deploying LoRaWAN networks in harsh environments and unconnected remote ar-
eas [25,26]. Therefore, the UAV-assisted LoRa network has attracted significant attention
from researchers.

1.2. Literature Review

By reviewing and comparatively analyzing the exiting works, the integration of
LoRa and UAV was divided into two categories: UAV-assisted LoRa network without Lo-
RaWAN specification and UAV-assisted LoRaWAN network. Moreover, the UAV-assisted
LoRaWAN network can be further divided into two types: UAV carrying end-device as the
payload and UAV carrying gateway as the payload.

1.2.1. UAV-Assisted LoRa Network without LoRaWAN Specification

Trasvina-Moreno et al. proposed a remote marine environmental monitoring system
based on UAVs and a wireless sensor network (WSN) [27]. The proprietary network layer
protocol called LoRaNET was developed for this specific project. In the protocol, sensors
serve as secondary nodes to measure environmental parameters, while UAVs serve as
network managers and collect data from sensors. LoRa communication is adopted by the
protocol to realize an ultra-low power WSN network. Similarly, Vlasceanu et al. proposed
a hybrid UAV-WSN system for precision agriculture [28]. In this work, the ground base
station and LoRa end-devices within its coverage form a sub-WSN network, which uploads
the collected senser data to the UAV through the nRF24L01+ module. The key-value
protocol was utilized in both the sub-WSN network and the upload process. Holtorf et al.
designed a LoRa-based UAV platform for underground sensor data collection [29]. LoRa is
utilized for communication among underground sensor nodes, UAVs, and ground stations.
The experimental results show that the maximum communication distance between the
UAV and the underground sensor node can reach 550 m. Similarly, Cariou et al. developed
the same system for underground data collection [30]. In this system, the communication
between UAVs and base stations was replaced by 2.4 GHz ZigBee technology to achieve
higher bit rates. Zhang et al. proposed a high-speed UAV data collection system combining
5 GHz and LoRa technology [31]. The UAV integrates both the LoRa and a 5 GHz module,
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where the LoRa functions as the wake-up signal to initiate high-speed 5 GHz transmission.
The experimental results show that the system can reliably collect data with a throughput
of 3.5 Mb/s when the UAV is located at an altitude of 140 m.

The above research confirms that the integration of UAVs and LoRa has broad appli-
cation prospects in areas such as marine environment monitoring, precision agriculture,
and wireless underground sensor networks. However, these studies are scattered and frag-
mented. On the one hand, various transmission protocols such as key-value and ZigBee
and proprietary protocols like LoRaNET are adopted. On the other hand, various system
architectures have been implemented. In some studies, UAVs serve as relay nodes, while in
others they act as network centers. The lack of a standardized protocol and architecture
obstructs the large-scale promotion and subsequent improvement of these system.

1.2.2. UAV-Assisted LoRaWAN Network

According to the payload carried by the UAV, the UAV-assisted LoORaWAN network
can be further divided into two categories: (1) UAV carrying end-device as the payload
and (2) UAV carrying gateway as the payload.

e UAV Carrying End-Device as the Payload

When the UAV is carrying an end-device as the payload, one of the most typical
applications is air-quality monitoring. Chen et al. integrated multiple sensors and a LoRa
transceiver into the UAV to implement an automated air quality monitoring platform [32].
A web interface was also designed for data visualization and collection configuration.
Similarly, Camarillo-Escobedo et al. implemented an intelligent multi-sensor monitoring
system with UAVs and LoRa [33]. Low-weight, compact, low-power designs are taken
into consideration to optimize the monitoring system performance. Martinez-Caro et al.
proposed a performance evaluation algorithm for the UAV-assisted LoRaWAN network [34].
With the background of a UAV carrying LoRaWAN end-device for air quality monitoring,
the proposed algorithm is applied to evaluate eight different mobility models to verify
its feasibility.

In certain scenarios, integrating LoORaWAN end-devices onto UAVs can enhance the
information acquisition capabilities of end-devices. However, this scheme only improves
the performance of a specific end-device and has limited benefits for the entire LoRaWAN
network. Moreover, the number of end-devices can reach thousands in most LoRaWAN
applications. Thus, it can be costly and inefficient to equip each end-device with a UAV. In
contrast, deploying one or multiple UAVs to carry LoRaWAN gateways can significantly
enhance the performance of LoORaWAN networks on a large scale, making it more suitable
for most LoRaWAN applications.

e UAV Carrying Gateway as the Payload

Chen et al. integrated the mobility of a UAV with LoRa to minimize end-device energy
consumption. Combining with UAV trajectory and transmission strategy optimization, a
single UAV data collection system named LoRaDrone is proposed [35]. In the author’s
subsequent work, the multi-gateway scenario is also considered [36]. A multi-gateway data
collection system named MLoRaDrone is designed for a large-scale low-power LoRaWAN
network. DeRango et al. designed an intelligent routing strategy for the UAV-based
LoRaWAN network [37]. While collecting data, the UAV analyzes and learns the traffic
flow to optimize the trajectory of the future activity. Ferreira et al. applied a series of
bio-heuristic algorithms to optimize the position of UAVs in the array [38], effectively
improving the coverage and capacity of the LoORaWAN network. In addition, Kirichek
et al. introduced a flying ubiquitous sensor network (FUSN), providing a solution for the
long-distance transmission of ground sensor data [39].

These studies have theoretically analyzed the optimization of the UAV-assisted Lo-
RaWAN network. Valuable guidance is provided for improving network coverage, energy
efficiency, and network capacity. However, in their hypothesis, the gateway always has a
stable network connection on a UAV, which is difficult to achieve in most cases. Therefore,
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the communication implementation between gateways and the server should be considered
carefully to ensure the network reliability.

Moheddine et al. integrated ground LoRaWAN gateways onto UAVs to expand the
network coverage [40]. In this work, a LoRaWAN gateway that is constructed with a
Raspberry Pi and a Rak2245Pi-cap board was carried on the UAV. The system was tested
first in Wi-Fi and later in a cellular network with a long-term evolution (LTE) module.
Almalki et al. implemented an intelligent agricultural monitoring platform with a UAV and
LoRaWAN network [41]. In this work, the UAV is equipped with a LoORaWAN gateway,
LGO02, developed by Dragino, which accesses servers via a cellular connection. Similarly,
Park et al. implemented a LoRa-based UAV platform for forestry monitoring [42]. Dragino’s
LoRaWAN gateway called LG01 was carried on the UAV and connected to the server
through Wi-Fi. Moreover, Delafontaine et al. utilized the mobility of UAVs to improve the
positioning accuracy of LoORaWAN networks [43]. In this work, the Huawei E3372 USB
modem is equipped on the gateway to provide a cellular connection. Behjati et al. designed
an intelligent UAV system for livestock monitoring [44]. In this work, a SX1301-based multi-
channel LoRaWAN gateway was carried on the UAV. To deal with the unstable network
connection in airborne scenarios, a local mini-server was designed on the UAV for storing
LoRa packets. The same architecture was applied in the authors” previous studies [45].
Gallego-Madrid et al. proposed a novel LoRaWAN network architecture, which combined
a LoRaWAN network with a UAV and multi-access edge computing (MEC) technology [46].
In the proposed architecture, the MEC layer is added between the gateway and the server
to perform data preprocessing tasks. When the network is available, the data is uploaded
to the LoRaWAN server by an MEC layer through Wi-Fi or LTE 4G. Otherwise, the data
will be locally stored in the MEC layer until the network is restored.

In conclusion, there are two solutions available for the airborne LoRaWAN gateway to
communicate with the server. The first solution is to equip the LoRaWAN gateway with a
Wi-Fi or cellular module [27-30]. However, the coverage range of Wi-Fi is hard to support
the movement range of UAVs. Moreover, the performance of the cellular network relies on
the level of infrastructure development. As a result, this solution cannot guarantee reliable
communication between the gateways and the server, especially when the UAV is deployed
in remote areas with inadequate base station coverage. The other solution is to establish a
local server on the UAV [31-33] for temporary data storage. However, this scheme restricts
the real-time LoRaWAN applications such as forest monitoring, search and rescue, and
positioning. In addition, the local server also requires additional computing and storage
resources on the UAV.

1.3. Motivation and Contribution

The existing research on the integration of LoRa and UAV is summarized in Table 1.
Numerous research works are carried out on the network construction (architecture, proto-
col, system workflow, etc.) and on the integration design of UAVs with a LoRa end-device
or gateway. Most of the work focused on using UAVs to carry LoORaWAN gateways to
expand LoRaWAN network coverage. In this way, the coverage, communication reliability,
and flexibility of the entire LoRaWAN network can be improved with only a few UAVs.

However, with the analysis of the typical implementations in [20,40-46], the existing
research still has the following problems:

1.  The UAVs only serve as flight carriers, and their communication capabilities are not
used to assist LoRaWAN networks.

2. Thealtitude advantage of UAVs was leveraged to facilitate the deployment of LoRaWAN
networks in complex environments. However, the integrated solution of “UAV + Remote
Controller + Server”, which can enhance communication reliability and further expand
the coverage of LoRaWAN network in an efficient way, was not considered.

3. Information interaction between UAVs and LoRaWAN gateways was not realized,
including transparent data forwarding, clock synchronization and GPS location ac-
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quisition, resulting in a limited application scalability of the existing UAV-assisted
LoRaWAN network.

Table 1. Comparison and analysis of research on the integration of LoRa and UAV.

Architecture/Protocol Integrated Design of UAV with LoRa
Literature of UAV-Assisted LoRa Network End-Device/Gateway
Point-to-Point Custom LoRaWAN LoRa‘C'\?grlillllr\lligodule Cal’;}’;ﬁ?&:ﬁ::;’ N LoRaVSX;Iygagteway
27] 7 7
[28] Key-Value v
29) v v
[30] v /
[31] v v
[32] VA i
[33] Vi Vi
[34] v N
[24] v v
[25] v v
[35] V/ i
[36] v v
[37] N YV
[38] v o
[39] v o
[20] Vv \/ (Cellular)
[43] V4 y/ (Cellular)
[42] Vv \/ (Wi-Fi)
[40] Vv +/ (Wi-Fi, cellular)
[41] Vv \/ (Wi-Fi, cellular)
[44] Vv v/ (Local storage)
[45] Vv v/ (Local storage)
[46] v v/ (Local storage)
\/ (Integrated
Our Work N solutlg; I(r)lfo :EEJAV +

Controller + Server”)

Therefore, this paper proposes a novel UAV-assisted LoRaWAN network to improve
the coverage and communication reliability of a LoORaWAN network, facilitating wider
applications of LoRaWAN networks. Different from the existing implements, both the
communication and GPS capacity of UAVs has been utilized to construct a more feature-
rich and powerful LoRaWAN network. In addition, with the integrated solution of
“UAV + Remote Controller + Server”, the LoORaWAN gateway achieves stable communica-
tion with a server through a UAV link instead of Wi-Fi or cellular module. Moreover, the
communication among the gateway, UAV, remote controller, and server was designed to
follow LoRaWAN protocol, ensuring the scalability and portability of the system. The main
contributions of this paper are summarized as follows, and a comparison with existing
research is also included in Table 1.

1.  Based on the analysis of the specific requirements of the UAV-assisted LoRaWAN
network system, a UAV-assisted LoRaWAN network system architecture is proposed,
expanding the LoRaWAN network coverage through the integrated solution of “UAV
+ remote control + server” effectively.
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2. A LoRaWAN gateway prototype, which is highly integrated with the UAV, has been
developed to enhance the LoRaWAN network through UAV altitude and line-of-sight
advantages. Various UAV resources were provided to the LoRaWAN gateway through
the multiple interfaces provided by a PSDK adapter board, including UART, PPS
signal, and USB type-C. In addition, a forwarding program called the UAV packet
forwarder was designed to manage the forwarding task and UAV resources.

3. Arelay solution based on remote controller was proposed to further extend the cover-
age of UAV. With the Wi-Fi or cellular network and UAV communication resources, a
MSDK-based APP was developed to realize the relay features. Through the monitor-
ing and transparent forwarding for both the UAV and LoRaWAN server, the coverage
of the LoRaWAN network was effectively extended with a single relay.

4. Aperformance evaluation and a positioning demonstration were carried out in the real
world with the proposed network. The superiority of the UAV-assisted LoRaWAN
network is verified in the typical LoRaWAN applications of both data collection
and positioning.

The remainder of this paper is organized as follows. Section 2 introduces the construc-
tion of the LoORaWAN network and the basic concepts of the UAV payload development
technology. Section 3 introduces the overall architecture of the UAV-assisted LoORaWAN
system. Section 4 introduces the hardware and software implementation of the UAV gate-
way and the relay solution based on remote controller. Section 5 discusses experimental
testing in real settings, including a coverage and communication reliability evaluation and
a positioning demonstration. Section 6 summarizes the research results and discusses the
future improvement directions.

2. LoRaWAN Network and UAV Payload Development Technology
2.1. LoRaWAN Network

LoRaWAN, as a low-power wide-area network protocol, has attracted wide attention
from industry and academia. Various LoRaWAN solutions such as LoRa Edge, ThingPark,
and the Cisco LoRaWAN platform have been implemented by numerous corporations,
collectively building the vast LoRaWAN ecosystem. The LoRaWAN network adopts a
single-hop star topology, consisting of LoRaWAN end-devices, LoORaWAN gateways, and
LoRaWAN servers.

2.1.1. LoRaWAN End-Devices

Typically, a LoRaWAN end-device is composed of a LoRa transceiver, multiple sensors,
a microcontroller (MCU), and an essential power module. The LoRaWAN end-device is
responsible for collecting sensor data and generating RF LoRa or FSK packets. Due to the
ultra-low power of LoRa, the life of a battery-powered end-device can reach 10 years. For
different applications, LoORaWAN end-devices can be deployed on the ground, mounted on
UAVs, or even buried underground or underwater.

2.1.2. LoRaWAN Gateway

A LoRaWAN gateway consists of a LoRa concentrator for detecting RF LoRa data
packets, a host to manage data forwarding, and an optional GPS module. The gateway
serves as a bridge between LoRaWAN end-devices and servers. On the one hand, the
gateway processes RF LoRa packets at the physical layer. On the other hand, the gateway
is connected to the LoRaWAN server through Wi-Fi, cellular networks, or the Ethernet,
implementing the interaction with the server at the network layer.

Since there is no unified standard for the communication between the LoRaWAN gate-
way and the server, various gateway software implementations are applied in the existing
LoRaWAN network. One of the most typical implementations is the LoRa packet forwarder,
as shown in Figure 1. With the Semtech’s C language library, called Semtech HAL, the
LoRa concentrator can be driven through an SPI interface for RF LoRa packet processing.
On the other hand, a UDP connection was established by the LoRa packet forwarder to
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interact with the LoORaWAN server through the GWMP (LoRa gateway message protocol).
Due to its long-standing history and ease of implementation, the LoRa packet forwarder
has been widely used in the existing LoRaWAN gateways.

: GPS module(optional) :
| NMEA/UBX |
| PPS |
| (((T,)) LoRa Packet Forwarder |
| SPI | Gwmp ©
| LoRa Concentrator Semtech HAL UDP 1
| Gateway Host |
LoRaWAN Gateway LoRaWAN Server

Figure 1. LoRa Packet Forwarder architecture.

2.1.3. LoRaWAN Server

Typically, the LoRaWAN server includes a network server, application server, and
join server. Among them, the network server is the key component of the server, which is
responsible for critical tasks such as security, quality of service, and device management.
One of the most popular open-source LoORaWAN network servers is ChirpStack. It is worth
mentioning that the LoORaWAN network server of Cisco’s positioning system is exactly that:
ChirpStack.

The ChirpStack server supports various gateway implementations and offers flexible
extension methods. It is mainly composed of (1) the ChirpStack gateway bridge, (2) a
MQTT broker, and (3) ChirpStack, as shown in Figure 2.

| S
LoRaWAN Gateway [ Application Server

LoRa Packet Forwarder
Storage and Process

ChirpStack Gateway
Bridge
LoRaWAN Gateway

| |
| | |
| | |
| | |
| | |
| | I |
| _ ) | LNS I |
| LoRa Basics Station | | s Sa |

irpStac|

| | . |
| | | | Integrated Service |

|
| LoRaWAN Gateway | | MQTT | |
| | | | MQTT HTTP I
[ LoRa Packet Forwarder I MQTT | Configure I

| (e AWS SNS
| N | | | I Service-Bus |
| | I |
| | 'V'QTTI | |  LoRaCloud Etc... |
| ChirpStack Gateway Bridge <} I MQTT broker | I |
e cs o e e e e e e e I S g U U R —— | i S R —— -

Gateway ChirpStack Extension

Figure 2. Gateway compatibility and flexible extension of ChirpStack.

e  ChirpStack Gateway Bridge

As described earlier, the LoRaWAN gateway software has a variety of implementations,
such as LoRa packet forwarder, LoRa basic station, ChirpStack MQTT forwarder, etc. The
ChirpStack gateway bridge component converts various protocols of different LoRaWAN
gateway implementations into a standard format, including the GWMP protocol of the
LoRa packet forwarder and the LNS (LoRaWAN network server) protocol of the LoRa
basic station.

e  MQTT broker
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The MQTT broker component is responsible for forwarding data, commands, and
other messages between the ChirpStack gateway bridge and ChirpStack. In addition, if
a ChirpStack gateway bridge component has been installed on the gateway, the MQTT
broker can communicate with the gateways directly through the MQTT protocol.

e  ChirpStack

The ChirpStack component provides strong scalability for the server. On the one
hand, numerous services, such as AWS SNS, LoRa Cloud, and Azure Service Bus are
integrated into the ChirpStack. Therefore, various mature LoRaWAN solutions can be
utilized with a simple configuration. On the other hand, a gRPC-based API is provided
by ChirpStack for retrieving data from ChirpStack. The ChirpStack SDKs, which support
multiple languages such as Go, Python, and JavaScript, are also officially developed for
simplifying the API development.

2.2. UAV Payload Development Technology

Existing UAV-assisted LoRaWAN systems only utilize the mobility and altitude advan-
tage of UAVs to improve the network coverage. However, various UAV resources such as
power supply, communication, and payload capacity were not considered. To simplify the
utilization of these resources, a variety of hardware and software tools were provided by
DJI, including a PSDK (payload software development kit) and an MSDK (mobile software
development kit).

2.2.1. Payload Software Development Kit (PSDK)

The PSDK mainly consists of a C/C++ library called PSDK Lib and a hardware
platform called the PSDK adapter board. The PSDK Lib supports the Linux, ROS, and RTOS
platforms and provides a series of interfaces for the utilization of UAV resources. Usually,
the PSDK Lib should be used together with the PSDK adapter board. The PSDK adapter
board converts the UAV-specific interface into various standard interfaces, including a
UART for communication, a PPS signal for clock synchronization, a USB type-C interface
for both power supply and communication, and a series of XT30 power supply interfaces,
as shown in Figure 3.

UART/PPS
Signal Port

USB Type-C
(2.0) port

Pin Header

Power Qutput

v

XT30 Power XT30 Power XT30 Power UAV Convert UAV Specific
Output{12Vv) Output({5v) Output({24v) Cable Interface

Figure 3. Multiple interfaces provided by PSDK adaptor aboard.

With the hardware interfaces and software functions provided by the PSDK, the
mainstream embedded platforms such as STM32 and Raspberry Pi can easily be integrated
to the UAV. First, with the XT30 or USB type-C port provided by a PSDK adapter board, the
user device can be powered through the UAV. Therefore, no additional power module is
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needed, reducing the weight and cost of UAV systems. In addition, wired communication
between the user device and the UAV is established with UART and USB type-C ports,
which are the basics of the integrated solution of “UAV + Remote Controller + Server”.
Moreover, various UAV payload resources are available for the user device. For example,
with the GPS resource of the UAYV, user devices can acquire GPS location information and
achieve clock synchronization through the PPS signal. Nowadays, various user devices
such as loudspeakers, mapping cameras, and air-quality monitors have been developed
based on the PSDK, effectively facilitating the application of UAVs.

2.2.2. Mobile Software Development Kit (MSDK)

The MSDK is a library that can be imported into Android applications, supporting
both remote controller and Nexus devices, which is connected to the remote controller.
Different from the PSDK, the MSDK provides similar UAV resources for a special device, the
UAV remote controller. Specifically, with the wireless channel of the UAV, communication
between the UAV and remote controller can be established by the MSDK. In addition,
various UAV payload resources were also provided to the remote controller, including
camera video data, GPS information, UAV flight parameters, etc. And some payloads such
as light and gimbal can be controlled through the MSDK interface. In addition, various
flight control modes, such as manual control, virtual joystick control, and intelligent route
configuration, can be implemented through the MSDK, facilitating flexible control of the
UAV. Table 2 lists the comparisons of the PSDK and MSDK.

Table 2. Comparisons of PSDK and MSDK.

PSDK MSDK
Development Device UAV payload Mobile device
Mainstream Embedded Hardware Nexus Devices (connected to
Hardware Platform Platforms, such as STM32, Remote Controller) or Remote
Raspberry Pi, etc. Controller
Software Platform Linux, ROS and RTOS iOS and Android
Bidirectional wired Bidirectional wireless
UAV channel resources communication between communication between
User payload and UAV Remote Controller and UAV
e . Power supply Networking capability
Specific function Time synchronization UAV flight control

GPS information subscription
General function Camera data acquisition and control
Flight parameter subscription...

2.2.3. Integrated Solution of “UAV + Remote Controller + Server”

The integrated solution of “UAV + Remote Controller + Server” enables the PSDK-
based user device to access any third-party server, while effectively leveraging the payload
resources of a UAV.

With the communication resource provided by the PSDK and MSDK, the user can
access any third-party cloud platform, as shown in Figure 4. First, the wired bidirectional
communication between the user device and the UAV has been established by the PSDK.
In addition, a MSDK-based APP on the remote controller enables the wireless bidirectional
communication between the remote controller and the UAV. As a result, bidirectional
communication is established between user devices and remote controllers. Since the
UAV payload also shared this communication resource, various payload capabilities can
be leveraged to enhance the system. Moreover, the remote controller is connected to the
Internet through the Wi-Fi or cellular module. Therefore, the user device is successfully
connected to a third-party cloud platform, effectively expanding its functionality.
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Figure 4. Integrated Solution of “UAV + Remote Controller + Server”.

3. System Design
3.1. System Requirement Analysis

The UAV-assisted LoRaWAN networks are often deployed for applications such
as smart agriculture, environmental monitoring, and emergency temporary networks.
In such scenarios, where Wi-Fi and cellular coverage are inadequate, it is difficult to
establish a stable connection between the LoRaWAN gateway and server. Thus, the UAV
communication resources become a powerful solution in the UAV-assisted LoRaWAN
network. In addition, to support real-time applications such as SaR (search and rescue),
positioning, and forest fire monitoring, the GPS information is necessary for the ariel
LoRaWAN gateway. Moreover, to leverage the existing LoRaWAN infrastructure and
effectively expand current LoRaWAN applications, the system should follow the LoRaWAN
protocol in both architecture and data forwarding.

Based on the above analysis, a UAV-assisted LoRaWAN architecture was proposed
combining the integrated solution of “UAV + Remote Controller + Server” with the classical
LoRaWAN network.

3.2. System Architecture

Like the ground LoRaWAN network and the existing UAV carrying a LoRaWAN
gateway system, the star network topology architecture is adopted by the proposed system.
The system consists of five components: (1) LoRaWAN end-devices, (2) UAV gateway,
(3) remote controller, (4) cloud center server, and (5) application server, as shown in Figure 5.
The figure also illustrates a scenario where the UAV system collaborates with the ground
LoRaWAN network.

e LoRaWAN End-Devices

The LoRaWAN end-devices are responsible for collecting sensor data and generating
RF LoRa or FSK packets. Thanks to the unified LoRaWAN standard, end-devices from
different manufacturers can be compatible with each other, ensuring the interoperability of
the LoRa devices.
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Figure 5. UAV-assisted LoRaWAN network system architecture.

e UAV Gateway

A UAV gateway consists primarily of a UAV and a LoRaWAN gateway, leveraging
the altitude advantage of a UAV to enhance the longest communication distance of the
gateway. However, the LoORaWAN gateway is not simply carried on the UAV. In fact, with
the assistance of the PSDK, the LoRaWAN gateway can utilize the various resources of the
UAV, including power supply, GSP ability, and the UAV communication link. Therefore,
a more powerful and functional UAV-based LoRaWAN gateway was implemented. In
particularly, the unstable network connection provided by Wi-Fi or cellular has been
replaced by a UAV communication link, ensuring the reliability and robustness of the
LoRaWAN network. Moreover, a program called UAV packet forwarder was developed on
the gateway host, ensuring that the data forwarding adheres to the LoRaWAN protocol.
In addition, the GSP capability was also obtained by the LoRaWAN gateway through the
UAV packet forwarder, effectively supporting real-time LoRaWAN applications.

e Remote Controller

The remote controller serves as a relay node, realizing bidirectional and transparent
forwarding between the UAV and the LoRaWAN server. This feature benefits from an
MSDK-based APP on the remote controller. With a designed mechanism, the remote con-
troller realizes a single relay between the UAV gateway and LoRaWAN server, effectively
enlarging the network coverage. In addition, the remote controller behaves like a regular
LoRaWAN gateway from the server’s perspective, effectively improving the scalability
of the system. For example, replacing the ground gateway with a combination of a UAV
gateway and remote controller can easily upgrade the ground LoRaWAN network.

e  (Cloud Center Server

The center server is responsible for network security, device, and traffic management.
Typically, the center server is deployed on a cloud server, but deployment on local or
virtual machines is also feasible. Any LoRaWAN network server such as TTN (The Things
Network), ThingPark, and ChirpStack can serve as the center server. In this system, the
open-source LoRaWAN network server, ChirpStack, is deployed on a Huawei cloud server
as the center server. With the various service integrated in ChirpStack and the gRPC-based
AP], the system can be extended easily and flexibly.

e Application Server

The application server retrieves the data of interest from the center server and pro-
cesses them for specific applications. A center server can provide data for multiple appli-
cation servers at the same time, effectively supporting multiple LoRaWAN application
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scenarios. For example, in a livestock management scenario, positioning and data-collection
application servers can be deployed at the same time. Therefore, the tracking and moni-
toring of animals can be implemented simultaneously. In addition, if a single application
server is not enough to handle large amounts of data, the system capacity can be easily
expanded through adding additional application servers.

3.3. System Workflow

With the altitude advantage of UAVs and the relay feature of remote controllers, the
coverage and communication reliability of the UAV-assisted network have been significantly
improved, effectively enhancing the LoRaWAN performance in complex environments.

Next, the workflow of the UAV-assisted network will be introduced through a typical
smart agriculture scenario. First, the underground LoRaWAN end-devices collect various
soil environmental parameters and periodically transmit them with LoRa or FSK modula-
tion. Due to the mobility and LOS advantages of UAV, large-scale LoRaWAN end-devices
can be covered with several UAV gateways. Once the RF LoRa packets are detected by the
UAV gateway, they will be processed in the gateway host to generate a gateway uplink
message. If the GPS of the gateway is available, the location of the gateway and recep-
tion timestamp of the LoRa packet will also be added into the gateway uplink message.
Notably, the message will not be uploaded to the LoRaWAN server directly through the
LoRaWAN gateway. With the integrated solution of “UAV + Remote Controller + Server”,
the message will be relayed by the remote controller to ensure reliable communication with
the LoORaWAN server. Subsequently, the packets from the LoORaWAN end-devices will be
recorded in database by center server. Through the gRPC-based AP], the application server
can be developed to realize the monitoring and control of a crop-growing environment. If
necessary, the positioning function can also be implemented through an integrated service
such as LoRa Edge in ChirpStack or another positioning application server.

4. System Implementation
4.1. UAV Gateway Design
4.1.1. Hardware Design

The UAV gateway consists of three components: (1) a UAV, (2) a PSDK adapter
board, and (3) a LoORaWAN gateway. They are tightly integrated together through wired
connections, as shown in Figure 6.

UAV Specific
Interface

Figure 6. UAV Gateway hardware design.

o UAV

The UAV model chosen by the system is DJI Mavic 3. The maximum payload weight of
the UAV is 135 g, meeting the requirements for carrying the LoORaWAN gateway and PSDK
adapter board. In unobstructed scenarios, the longest communication distance between
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the UAV and the remote controller can reach 8 km. Therefore, the longest communication
distance of the proposed system is extended by 8 km, theoretically. In addition, PSDK
and MSDK development tools are supported by this model. Therefore, various UAV
resources such as power supply, communication, and payload capacity can be utilized by
the LoRaWAN gateway, resulting in a robust and feature-rich LoRaWAN network.

e  PSDK adapter board

The PSDK adapter board converts the specific interface on the UAV into various
standard interfaces. Specifically, the PSDK adapter board provides a UART port for com-
munication, a PPS signal port for clock synchronization, and a USB type-C port for both
communication and power supply.

e LoRaWAN gateway

The LoRaWAN gateway is composed of a Raspberry Pi 4B host and a 5X1302-based
LoRa concentrator, which is driven through an SPI interface. Both UAV power and commu-
nication resources are leveraged to enhance gateway capability through the USB type-C
and UART port. In addition, with the PPS signal, the gateway can synchronize with the
UAV clock, enabling LoRaWAN Class B mode and LoRaWAN positioning based on the
time difference of arrival (TDOA).

4.1.2. Software Design

A program called UAV packet forwarder was developed for data forwarding and
coordinating UAV resources. On the one hand, the hardware platforms, LoRa concentra-
tor and UAV communication module, were driven by the program to forward gateway
messages. Inspired by the LoRa packet forwarder, the GWMP protocol is utilized for the
communication between gateways and servers. On the other hand, with the GPS informa-
tion and PPS signal of the UAV, GPS capabilities were obtained by the LoRaWAN gateway
through this program. In detail, the above-mentioned functions are primarily achieved
through three threads: thread up, thread down for data forwarding, and thread GPS for
GPS management.

e  Thread Up, Thread Down and GWMP-based data forwarding

The GWMP protocol defines the communication standard between the LoRaWAN
gateway and the server, including the upstream and downstream protocols, as shown
in Figure 7.

‘ ‘ Every N seconds (keepalive time)

When RF packets are received I_ PULL DATA >|

PUSH_DATA
——————— -»I | PULL_ ACK |
Anytime after first PULL_ DATA
PUSH_ACK J | |
——————— PULL_RESP

| el |

| i

GWMP Upstream Protocol GWMP Downstream Protocol
0 1 3 4 11 X
- Random
iVersmnI e — I Type J GW MAC address I Json message J
| | |
le———Common——»le«——————————Optional »!

GWMP Message Format

Figure 7. GWMP Upstream protocol, Downstream protocol, and message format.
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The upstream protocol defines the uplink data-processing mechanism. Once an RF
LoRa packet is detected, the uplink message PUSH_DATA will be generated and sent to
the server by the LoORaWAN gateway. Subsequently, a PUSH_ACK message will return
from the server for confirmation.

The downstream protocol considers two scenarios: LoRaWAN gateway sending
heartbeat packets and receiving downlink messages from a server. On the one hand, the
LoRaWAN gateway should periodically send heartbeat packets, known as PULL_DATA, to
the server. Receiving a PULL_ACK message from the server confirms network connectivity.
On the other hand, when a downlink PULL_RESP message is received from the server,
the gateway should forward it to the LoRaWAN end-devices. Additionally, a TX_ACK
message should be sent to the server to report the forwarding result.

The messages defined in the GWMP protocol have a uniform format; each message
contains at least four bytes. The first byte indicates the protocol version, followed by a 2-
byte token, which is randomly generated for message validation. The fourth byte indicates
the message type, from 0 to 5, corresponding to PUSH_DATA, PUSH_ACK, PULL_DATA,
PUSH_RESP, PULL_ACK, or TX_ACK. In addition, the gateway MAC address should be
carried for the uplink message, and JSON messages are used to carry additional information
such as end-device data, gateway status, and server instructions.

According to the GWMP protocol, thread up and thread down are designed for
upstream and downstream protocols, respectively.

Thread up is responsible for generating PUSH_DATA and processing PUSH_ACK, as
shown in Figure 8. Once the LoRa or FSK packets are detected by the LoRa concentrator, a
PUSH_DATA message will be organized according to the GWMP protocol. If necessary, the
gateway status will also be added to the PUSH_DATA message. Notably, a PUSH_DATA
message only composed of gateway status is also feasible. Subsequently, the PUSH_DATA
message will be sent to the remote controller through the UAV wireless channel. Since
there is only one receiving interface provided by the PSDK, the receiving operations are all
performed by the thread down. Accordingly, a global variable named ACK_Flag is set to
inform the thread up that the PULL_ACK message has been received by thread down. After
sending PUSH_DATA, the thread will wait continuously for the corresponding PULL_ACK
within 1 s. If the valid PUSH_ACK is received, the next round of PUSH_DATA sending
will be initiated directly.

Thread down is responsible for sending PULL_DATA and receiving all the messages
from the LoRaWAN server, as shown in Figure 9. The heartbeat packets called PULL_DATA
will be periodically sent to verify the connectivity between the gateway and the LoRaWAN
server. In addition, all the messages from the server are constantly monitored by the thread
down, including PUSH_ACK, PULL_ACK, and PULL_RESP. When a PUSH_ACK message
is received, the value of the ACK_Flag will be set to true to notify thread up; when a
PULL_ACK message is received, the message validity will be confirmed to ensure that the
server is available; when a PULL_RESP message is received, it will be added to the sending
queue and sent immediately or scheduled according to server instructions. Subsequently,
a corresponding TX_ACK message will be sent to the server for confirmation. Moreover,
if the GPS is available, a beacon list will be checked periodically to enable the LoRaWAN
Class-B mode application.

e  Thread GPS and clock synchronization

Thread GPS is responsible for subscribing to the GPS location and synchronizing the
gateway clock with the GPS. The GPS data of the UAV, in both NMEA and UBX protocols,
are transmitted via UART at a frequency of 1 Hz. The NMEA data are parsed to provide
GPS location, while UBX data are used for clock synchronization with the assistance of a
PPS signal, as shown in Figure 10.
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The PPS signal will be triggered at the beginning of each second, with an accuracy of
nanoseconds. When the PPS signal is triggered, an interrupt program will be initiated to
record the reference local time. Subsequently, the GPS time from the UBX data will inform
the exact trigger time of PPS signal. After that, any gateway local time can be converted to
accurate GPS time through the reference local time and trigger time of the PPS signal.

4.2. Remote Controller Relay Design

LoRaWAN was originally designed with the single-hop star topology. However,
the network coverage is restricted by the single-hop transmission in scenarios such as
underground, indoor, and large-scale LoRaWAN applications. Therefore, the concepts of
multi-hop and relay are proposed to improve network coverage, energy efficiency, and
scalability [47-50]. This feature is also of concern by the LoRaWAN alliance, and the latest
LoRaWAN protocol is constantly improving its support for relay features. Relay devices like
Aria, designed by Deviceroy, have been implemented to enhance LoRaWAN performance.

In fact, the relay feature is also achieved through a remote controller. The remote
controller serves as a relay node between the UAV gateway and the server, effectively
expanding the coverage of network. On the one hand, the wireless communication between
the remote controller and the UAV gateway has been established through the MSDK. On
the other hand, with Wi-Fi or a cellular module, the remote controller is stably connected
to the Internet. Therefore, transport transmission between the UAV gateway and the server
can be realized through an MSDK-based APP on the remote controller. In addition, with
the design of the data-forwarding mechanism, the compatibility of the LoRaWAN protocol
is also guaranteed. The coverage of the LoRaWAN gateway has been expanded through
the advantage of the UAV’s altitude. Thus, the single-hop relay of a remote controller is
sufficient for most LoRaWAN scenarios.

An MSDK-based APP running on the remote controller was designed to implement
the relay feature and LoRaWAN compatibility. Since the GWMP messages have been
implemented in the UAV gateway, the remote controller should perform transparent
data forwarding between the UAV gateway and server. Specifically, the APP should
continuously monitor the date from both the UAV gateway and LoRaWAN server and,
once data are received, forward them immediately.

To this end, the relay task was subdivided into downlink and uplink tasks, as shown
in Figure 11. On the one hand, an independent thread was created for the downlink
relay task, including a socket for monitoring and an MSDK-based forwarding operation.
Once the forwarding operation is complete, the next round of monitoring will be initiated
immediately. On the other hand, the uplink relay task was implemented in a similar
way within the main loop. In addition, due to the half-duplex characteristics of UAV
communication, the MSDK-based forwarding and monitoring operations cannot be carried
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out simultaneously. If no gateway uplink message is received for a long time, the UAV
channel will always be occupied by monitoring operations, preventing the forwarding of
downlink data. Therefore, the longest monitoring duration of a UAV channel is set to 50 ms,
ensuring the timeliness of downlink data. In conclusion, with the downlink and uplink
relay tasks, an invisible communication link is established between the UAV gateway and
LoRaWAN server, effectively expanding the network coverage.
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Figure 11. Delay design for MSDK-based APP.
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5. Performance Evaluation

Network coverage and communication reliability evaluation and positioning deter-
mination were carried out at the Northwestern Polytechnical University to prove the
superiority of the system.

5.1. Network Coverage and Communication Reliability Evaluation

The purpose of this section is to evaluate the coverage and communication reliability
of the system under different propagation environments. In addition, the influence of the
LoRaWAN gateway position on the network performance was also analyzed.

5.1.1. Experimental Setting

A data-collection scenario was constructed through three LoORaWAN end-devices, a
ground LoRaWAN gateway, the UAV gateway and remote controller, and a center server
deployed on the cloud. The LoRaWAN end-devices are equipped with an ATmega328P-MU
microcontroller and an SX1262-based LoRa transceiver, their transmission configurations
are shown in Table 3. For the gateway software, the LoRa packet forwarder and UAV packet
forwarder are utilized by the ground LoRaWAN gateway and UAV gateway, respectively,
which both follow the GWMP protocol. For the gateway hardware, the SX1302-based LoRa
concentrators are equipped on both the UAV gateway and ground gateway. The ground
gateway connects to the center server directly through a Wi-Fi module, while the UAV
gateway is through the integrated solution of “UAV + Remote Controller + Server”. The
ChirpStack server is deployed on Huawei Cloud with an Ubuntu 22.04 image installed to
serve as a center server.

To evaluate the performance of the system in different propagation environments, the
three end-devices are deployed in different locations.

e Node_1 is deployed about 400 m southeast of the ground gateway, representing the
urban propagation environment.
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e Node_2 is deployed about 400 m southwest of the ground gateway, representing the
vegetation propagation environment.

e Node_3is deployed about 1.3 km southwest of the ground gateway, representing a
complex propagation environment over long distances.

Table 3. Transmission configuration of LoRaWAN End-Devices.

Configuration Value
Bandwidth 125 KHz
Code Rate CR 4.5

Spreading Factor 11
Transmission power 17 dbm
Payload 28 Byte
Mode Class A
Antenna gain 2 dbi
Transmission period 10s

To compare the impact of different LoRaWAN gateway locations on the network
performance, three groups of experiments involving five scenarios were designed.

e In group 1, the ground gateway is utilized to demonstrate the performance of the
ground LoRaWAN network.

e Ingroup 2, the ground gateway is replaced by the UAV gateway and remote controller
to construct a UAV-assisted LoRaWAN network. In addition, three scenarios have
been designed to analyze the effect of gateway altitude on network performance,
where the UAV gateway is deployed at heights of 30 m, 60 m, and 90 m, respectively.

e In group 3, the UAV gateway is deployed at the center of three end-devices, which
is 800 m away from the remote controller, aiming to verify the relay feature of the
remote controller.

The network topology of three groups of experiments is shown in Figure 12a; the
ground LoRaWAN gateway and LoRaWAN end-device utilized in the experiments are
shown in Figure 12b,c.

Figure 12. (a) Network topology of three groups of experiments; (b) the ground LoRaWAN gateway;
(c) the LoRaWAN End-Device.
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5.1.2. Evaluation Indicators

The following indicators were selected to assess the system performance: (1) RSSI
(received signal strength indicator), (2) SNR (signal-to-noise ratio), (3) PLR (packet loss
rate), and (4) average transmission time.

Signal reception quality is measured by the RSSI and SNR. With the LoRa concen-
trator, the reception RSSI and SNR will be recorded by the gateway and reported to the
LoRaWAN server.

The reliability of the communication is measured by the PLR, which represents the
probability of packet loss during transmission. It is calculated by dividing the number of
lost packets by the total number of sent packets. Each time a new packet is sent by the
LoRaWAN end-device, the value of Fent in the packet is increased by 1. Thus, the total
number of sent packets can be counted through the Fent change. In addition, the total
number of packets received can be obtained through the gateway log, allowing for the
calculation of packet loss ratio (PLR).

The average transmission time is defined as the average round trip time of a packet
from the gateway to the server, measuring the transmission delay between the gateway
and the server. For example, assuming a PULL_DATA message was sent by the LoRaWAN
gateway to the LoRaWAN sever, the according PULL_ACK message was received. The
interval between sending and receiving is called transmission time, and the average trans-
mission time can be obtained by averaging all the transmission times. For the ground
gateway, this time only includes the network delay between the gateway and the server;
For the UAV gateway, the transmission time between the LoRaWAN gateway, UAV, and
the remote controller is also considered. In the experiment, this time can also be obtained
through the gateway log.

5.1.3. Experimental Results and Discussion

The data collection experiment was repeated five times during different periods of
a week. For each scenario, the LoRaWAN gateway was continuously collecting data in a
fixed position for 25 min. Since the end-devices were configured to send a LoRa packet
every 10 s, theoretically, the LoORaWAN gateway received 2250 RF LoRa packets in each
scenario. In addition, for the scenarios in group 2 where the UAV gateway is deployed
at heights of 60 m and 90 m, two additional repetitions were performed to guarantee an
accurate conclusion.

The reception SNR and RSSI of three LoRaWAN end-devices in each scenario are
shown in Figure 13a,b. Focusing the performance of the ground gateway, it can be noted
that the RSSI received by the ground gateway remain around —111 dbm across different
propagation environments. However, the SNRs of Node_1, Node_2, and Node_3 were
—10 db, —13 db, and —16 db, respectively, indicating a declining trend. It can be inferred
that a complex environment with a long propagation distance results in the highest noise
intensity, while a vegetation environment results in the lowest. Analyzing the three sce-
narios in group 2, where the gateway is deployed at heights of 30 m, 60 m, and 90 m, for
Node_2 and Node_3, the height of the LoRaWAN gateway is positively correlated with
the SNR and RSSI value. The improvement is especially noticeable when the LoRaWAN
gateway is raised from 30 m to 60 m. However, for Node_1, the RSSI and SNR experience
an unexpected decrease when the height of the gateway changes from 60 m to 90 m. It is
speculated that this phenomenon is due to the shape characteristics of the shrubs in front
of Node_1.

The lower part of the shrub has sparse foliage, whereas higher up it is dense and lush.
Thus, as the gateway height increases, more obstacles are introduced to the propagation
environment, leading to performance decreases, as shown in Figure 14. Finally, when the
UAV is deployed above the lake, all the end-devices achieve excellent reception perfor-
mance, with an RSSI of —80 dbm and an SNR of 4.5 db. In conclusion, compared with
the ground gateway, the RSSI and SNR of the UAV gateway are significantly improved,
especially when the UAV is deployed at high altitudes. It indicates that the coverage of the
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SNR of three LoRaWAN End-Devices (db)

1

LoRaWAN network is significantly improved by the UAV. Moreover, the last scenario in
group 3 verified the relay capability of the remote controller, which successfully enlarges
the network’s communication distance by 800 m.
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Figure 13. (a) Reception SNR of three LoORaWAN End-Devices in each scenario; (b) reception RSSI of
three LoRaWAN End-Devices in each scenario.
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Figure 14. The shrubs in front of Node_1 and analysis of anomaly.

The PLRs of the three LoORaWAN end-devices in each scenario are shown in Figure 15.
For the ground gateway scenario, the PLR of each end-device reaches a value higher than
10%. Especially for Node_3, which represents complex propagation environment, it suffers
a high PLR as 72.18%. In fact, Node_3 is unreachable in several experiments; the PLR in
Figure 15 is obtained when Node_3 is available. For scenarios where the UAV is deployed
at 90 m and above the lake, the PLR of all end-devices drops below 3%. In contrast, the PLR
is significantly reduced by the UAV, effectively improving the communication reliability of
the LoRaWAN network.
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Figure 15. The PLR of three LoRaWAN End-Devices in each scenario.

The average transmission time in each scenario is shown in Figure 16. The shortest
average transmission time of 51 ms is achieved by the ground gateway. For the UAV
gateway, this time is about 170 ms and increases with the distance between the UAV and
remote controller. in the scenario in group3, where the UAV gateway is deployed above
the lake, the distance between the UAV and remote controller reaches a maximum value
of 800 m. Correspondingly, the average transmission time reaches a maximum value of
187.18 ms. Due to the maximum packet waiting time of thread up being 1000 ms, the
increased delay has negligible impact on the transmission reliability.
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Figure 16. The average transmission time in each scenario.

5.2. Positioning Demonstration

This section shows the application scalability of the system through a TDOA-based
positioning demonstration.

5.2.1. TDOA Positioning Configuration

A TDOA-based LoRaWAN positioning scenario was constructed through a LoRaWAN
end-device, two ground LoRaWAN gateways, the UAV gateway and remote controller,
a ChirpStack deployed on the cloud, and a TDOA positioning application server. Since
the TDOA algorithm requires strict gateway synchronization, the u-blox-7N GPS module
was equipped for ground LoRaWAN gateways. For the UAV gateway, the GPS ability
has been obtained through a UAV packet forwarder. Moreover, the GPS module was also
equipped for the LoRaWAN end-device, providing the actual end-device GPS location for
the position accuracy calculation. The remaining configurations of the LoRaWAN gateway,
end-device, and center server are equal to the previous experiment. In addition, a TDOA
positioning application server was developed through the gRPC-based API of ChirpStack.

Two topologies were designed to show the positioning performance of the UAV-
assisted LoRaWAN network. In the first topology, the three LoORaWAN gateways are
densely deployed. The distances between the three LoORaWAN gateways and the end-
device are almost the same, which are 522 m, 458 m, and 303 m, respectively, as shown in
Figure 17a. In the other topology, the locations of the UAV gateway and the LoRaWAN
end-device were changed to form a dispersed gateway deployment, as shown in Figure 17b.
In this scenario, the distance between the UAV gateway and the LoRaWAN end-device is
approximately 927 m, while the distances between the ground LoRaWAN gateways and
the LoRaWAN end-device are 584 m and 661 m, respectively.
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Figure 17. (a) Positioning experiment with dense gateway topology; (b) positioning experiment with
dispersed gateway topology.

5.2.2. TDOA Algorithm Implementation

After the deployment is complete, all the necessary data for positioning such as the
timestamps of a packet arriving through different gateways, the location of gateways,
and the actual GPS location of the end-device will be recorded by the ChirpStack server.
Thus, with the gRPC-based API and ChirpStack SDKs, a TDOA application server was
implemented. The pseudocode of TDOA is shown in Algorithm 1.

Algorithm 1 Positioning Method Based on TDOA (Time Difference of Arrival)

Input: timestamps of a packet arriving at 3 different gateways, the GPS coordinates of gateways;
Output: Calculated End-Device location;
(1) Acquire information from Center Server.
(2) Randomly choose a gateway as reference gateway.
(3) Set the coordinates of reference gateway to (0, 0) at a two-dimensional plane.
(4) Project the GPS coordinates of other gateways onto the two-dimensional plane.
(5) Calculate the distance difference of gateways to End-Device based on timestamps difference,
with the aim of formulating hyperbolic equations.
(6) if the calculated distance difference of gateways to End-Device is outlier
return to step 1
else
return calculated End-Device location based on hyperbolic equations.

First, the GPS coordinates of the three gateways should be projected onto a two-
dimensional plane. Specifically, one of the gateways is chosen as the reference gateway,
and its coordinates are set to (0, 0). Subsequently, the coordinates of the remaining two
gateways will be calculated through Equation (1):

{X = Rcos( f55lat) 155 (lon — onyy) 1)
Y = R (lat — lat,)

where X and Y are the converted horizontal and vertical coordinates, respectively. R is the
mean radius of the Earth, measured in m. lon and lon,,y are the GSP longitude of the target
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gateway and the reference gateway, respectively, and lat and lat, are the GSP latitude of
the target gateway and the reference gateway, respectively.

Subsequently, the time difference information of the packet to the gateways and
the distance difference from the end-device to the gateways can be obtained. Therefore,
hyperbolic curves can be drawn at the two-dimensional plane to estimate end-device
location. The GPS position of the LoRaWAN end-device can be obtained through inverse
calculation of Equation (1). Notably, since only three LoORaWAN gateways were deployed
for positioning, the clock skew of the LoORaWAN gateway and multipath effects significantly
influence the positioning results. Therefore, a simple filtering mechanism was proposed to
eliminate outliers: If the calculated distance difference of two LoRaWAN gateways through
timestamps is larger than the real-world distance, these data will be discarded.

5.2.3. Positioning Result and Discuss

In both dense gateway topology and dispersed gateway topology, the positioning
experiments were conducted four times, each lasting 30 min.

In dense gateway topology, four group positioning results were obtained by the TDOA
positioning server. The original positioning accuracy is 236 m, 244 m, 212 m, and 247 m,
respectively, and the accuracy reached 215 m, 215 m, 220 m, and 206 m after being processed
by the filtering mechanism, as shown in Figure 18. With only three LoRaWAN gateways,
the system achieved an average positioning accuracy of 213 m through a simple filtering
mechanism. It proved that the UAV-assisted LoRaWAN network can effectively support
real-time LoRaWAN applications.

Bl Bcfore Filtering
B A fter Filtering

Groupl Group?2 Group3 Group4 Average

Figure 18. Positioning accuracy with dense gateway topology.

Similarly, four group positioning results were obtained by the TDOA positioning
server when the LoRaWAN gateways are dispersedly deployed. However, the original
positioning accuracy exhibits significant errors: 11,625 m, 2077 m, 7053 m, and 8921 m,
respectively. Upon verification, it is found that approximately 10% of the data have
significant positioning errors, with frequent typical values including 3896 m, 104,979 m,
35,031 m, and 62,516 m. After applying the filtering mechanism, these anomalous data were
successfully removed and reached an average positioning accuracy of 195 m, as shown
in Figure 19.
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Figure 19. Positioning accuracy with dispersed gateway topology.

To identify the cause of the significant positioning errors, the original timestamp
data were carefully analyzed, revealing an abnormal phenomenon. As mentioned earlier,
the distance between the LoORaWAN end-device and the UAV gateway is about 300 m
farther than the end-device to ground gateway. Since the spread speed of a LoRa signal is
3 x 108 m/s, approximately, the RF LoRa packet should arrive at the UAV gateway about
1 us after reaching the ground gateway. However, in the anomalous data, RF LoRa packets
arrive at the UAV gateway before reaching the ground gateway, and in a few cases, they
arrive up to 3 us earlier. The phenomenon indicated that ground gateways are significantly
affected by multipath propagation caused by the buildings, while the UAV effectively
avoided it, demonstrating the robustness of the UAV system.

6. Conclusions

In this paper, a UAV-assisted LoRaWAN network is proposed to improve the cov-
erage and communication reliability of the LoRaWAN network in a complex environ-
ment. A highly scalable and portable architecture based on the integrated solution of
“UAV + Remote Controller + Server” was proposed to integrate a UAV with a LoRaWAN
network. Moreover, a PSDK-based LoRaWAN gateway was implemented to leverage vari-
ous UAV resources, especially the UAV communication resources for reliable connection
between gateway and LoRaWAN server. In addition, an MSDK-based APP was designed
to further expand the coverage of LoRaWAN through a single-hop relay.

The improvement of the UAV-assisted LoRaWAN network in network coverage,
communication reliability, and application scalability were demonstrated in both data
collection and positioning scenarios. Specifically, when the end-device is deployed 1.3 km
away with numerous obstacles in the propagation environment, with the altitude advantage
of the UAV, the proposed system achieved an SNR of —2 db and an RSSI of —93 dbm with
a packet loss rate of 3%. After leveraging the relay capability of the remote controller, the
SNR further improved to 5 db and the RSSI rose to —80 dbm. In comparison, the ground
gateway only achieved an SNR of —16 db and an RSSI of —113 dbm with a packet loss rate
of 73%.

In addition, with only a UAV gateway and two ground gateways, the system reached
a TDOA positioning accuracy of about 200 m through a simple filtering mechanism. More-
over, the robustness of the UAV to multipath effects is also demonstrated.

Recently, some research also combined LoRaWAN gateways with low-Earth-orbit
(LEO) satellites as the supplement of the ground LoRaWAN network [51,52]. LEO satel-
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lites offer global connectivity, effectively overcoming the difficulties of deploying ground
LoRaWAN gateways in deserts, oceans, and other remote areas. However, LEO satellite
systems also encounter significant challenges, including serious Doppler effects, expensive
system costs, and data packet collisions due to increased end-device access. Zadorozhny
et al. tested the LoRa modulation performance using a NORBY CubeSat operating at
560 km [53]. With a transmission power of 4 W and a receive antenna gain of 14.5 dbi, the
RSSI of the LoRa signal ranges from —90 to —120 dbm, while the SNR ranges from —5 to
10 db. Moreover, when SF11 and SF12 was applied, the Doppler effect catastrophically af-
fected the LoRa transmission. In contrast, the UAV-assisted LoORaWAN system can achieve
the same performance with lower transmission power and system costs, while being less
affected by the Doppler effect.

Compared with the fixed ground LoRaWAN gateway, the UAV gateway cannot remain
airborne indefinitely, which can be a limitation to the UAV-assisted LoRaWAN network. In
the implemented system, the UAV called Mavic 3E was equipped with a 77 Wh removable
battery, allowing for a single flight duration of up to 45 min. However, due to the additional
burden the gateway placed on the UAV and the minor power consumption of the LoRa
gateway, the actual effective data collection duration is approximately 35 min, assuming
the UAV reserves sufficient battery power for returning (about 15%). Considering the
max flying speed of 15 m/s and the enlarged network coverage, this time is enough for
most LoRaWAN applications. However, more than three backup batteries are required
for long-duration data collection tasks. Therefore, in the next stage, the open-source UAV
platforms are considered to customize the high-endurance, low-cost LoRaWAN gateway
flight platform.
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