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Highlights

What are the main findings?

• A certification-oriented methodology integrating requirements management, functional
hazard analysis (FHA), and formal model verification for unmanned aerial vehicle
(UAV) systems was developed.

• Unified Modeling Language (UML) state-machine models verified with linear temporal
logic (LTL), computation tree logic (CTL), and the NuSMV model checker enabled the
detection of inconsistencies in safety-critical UAV operational scenarios.

What is the implication of the main finding?

• The proposed approach improves traceability between certification requirements, UAV
operational scenarios, and safety-related system functions.

• Formal verification of UAV operational models can support the development of
certification-ready and safety-critical UAV systems by enabling early detection of unsafe
or incomplete behaviors.

Abstract

The paper presents a certification-oriented methodology for requirements management
and model verification in the design of unmanned aerial vehicle (UAV) systems. The
proposed approach addresses challenges in certifying safety-critical UAV platforms whose
architectures include custom-developed hardware and software components. The method-
ology integrates requirements engineering, functional hazard analysis (FHA), and formal
model verification into a unified design and validation workflow. Methods for categorizing,
prioritizing, and decomposing system requirements are presented to support the devel-
opment of reliable UAV software and operational procedures. A systematic approach for
mapping certification requirements and FHA safety functions to UAV operational scenarios
and system use cases is introduced, enabling traceability between safety requirements,
system behavior, and verification artifacts. The proposed framework employs Unified
Modeling Language (UML) state-machine models, validated using linear temporal logic
(LTL) and computation tree logic (CTL). Model verification is performed using the NuSMV
symbolic model checker to assess the correctness, completeness, consistency, and safety
properties of operational scenarios. A practical case study concerning UAV handover
between ground control stations (GCSs) demonstrates the applicability of the proposed
method. The analysis identifies inconsistencies in the operational model and shows how
formal verification supports the early detection of unsafe or incomplete system behaviors.
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The presented approach supports the development of certification-ready UAV systems by
improving requirements traceability, reducing verification ambiguities, and facilitating the
validation of safety-critical flight-control procedures.

Keywords: unmanned aerial vehicle (UAV) certification; requirements management;
airworthiness; functional hazard analysis (FHA); safety-critical systems; model-based
design; formal verification; linear temporal logic (LTL); computation tree logic (CTL); NuSMV

1. Introduction
Unmanned aerial vehicle (UAV) platforms are among the fastest-growing sectors

of modern aerospace technology. Currently, the development of unmanned aircraft ca-
pabilities has far outstripped the process of creating a coherent legal and certification
framework governing their operation in civilian airspace, particularly in populated areas
and near critical infrastructure. Designing larger UAV platforms using commercially avail-
able components remains challenging because such components are rarely accompanied
by documentation supporting certification and system integration. Although the concept
of open UAV architectures has gained popularity, it does not guarantee that individual
components are developed in accordance with certification requirements. Furthermore,
UAV certification and airworthiness regulations are still evolving, and currently there is
no fully coherent certification framework for unmanned aerial systems (UASs) within the
European Union (EU).

1.1. Background and Motivation

Kovacova et al. [1] examined the state of unmanned aerial vehicle (UAV) operations
and explored future operational concepts, focusing specifically on safety risk management.
Their research addresses the existing regulatory framework concerning safety investigations
and procedures for UAV missions. Additionally, they reference the classification of UAV
categories established by the European Union Aviation Safety Agency (EASA) in Regulation
2019/945. The authors emphasize that UAV platforms operating in all categories (open,
specific, and certified) must comply with airspace operational regulations. Abdulov [2]
proposed a concept for UAV safety management based on a cyclic process that includes
risk identification, risk assessment, threat detection, information exchange with air traffic
control authorities, decision-making, and post-operation analysis. However, the presented
model does not explicitly conform to formal certification methodologies for safety-critical
airborne systems. Henderson [3] investigated the New Zealand UAV regulatory framework
from the perspective of UAV users, identifying areas where regulations could be relaxed
or strengthened. Given its alignment with the International Civil Aviation Organization
(ICAO) regulations, the proposed framework serves as an important reference point for
future UAV certification processes.

Certification becomes particularly challenging when UAV platforms incorporate newly
developed research and development (R&D) components. In such cases, the certification
process must verify not only the correctness of individual hardware and software com-
ponents but also the safety and reliability of the integrated system under operational
conditions. This includes validation of onboard software, flight control procedures, com-
munication mechanisms, and ground control station (GCS) functionalities. Certification
authorities assess the UAV system as an integrated whole rather than as a collection of
individual subsystems. Consequently, certification requires comprehensive verification of
operational scenarios, including abnormal and emergency conditions.
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Figure 1 presents the overall certification-oriented workflow proposed in this paper.
The framework integrates requirements management, functional hazard analysis (FHA),
operational scenario modeling, and formal verification techniques into a unified UAV
system validation process [4,5].

Figure 1. Certification-oriented workflow for UAV systems integrating requirements management,
FHA, operational scenario modeling, and formal verification using UML state machines, LTL, CTL,
and the NuSMV symbolic model checker. The graphical layout was prepared with the assistance of
generative AI based on the authors’ design and subsequently reviewed, edited, and approved by
the authors.

Modern UAV architectures are highly complex (see [6]). A detailed discussion of UAV
platform architectures is beyond the scope of this paper; interested readers are referred
to [6], which presents an example MINI-class UAV platform together with aerodynamic
and mission-planning models. For the purposes of this paper, it is sufficient to note that a
UAV system typically consists of two major components: the airborne platform and the
GCS. The airborne platform typically includes a flight control computer (FCC), a mission
computer (MC), and additional onboard computing units, such as a data computer (DC)
responsible for mission-data processing. It also incorporates the wireless management
system (WMS) and communication subsystem. As standard, each UAV is equipped with a
navigation system, which typically consists of a global navigation satellite system (GNSS)
receiver (e.g., Global Positioning System (GPS)) and an inertial navigation system (INS)
unit. The FCC is responsible for flight stabilization and platform dynamics, typically
using embedded proportional-integral-derivative (PID) controllers. The MC supervises
mission execution and emergency-response procedures. Depending on the UAV operational
class, missions can be performed autonomously without continuous communication with
the GCS. However, fully autonomous operations in urban environments remain highly
restricted by current regulations. In larger drones, the flight management system (FMS) is
a set of technologically advanced computers.

The proposed methodology is applied to a typical UAV system architecture consisting
of airborne and ground-control subsystems. Figure 2 presents the general structure of the
analyzed UAV platform, including the FCC, MC, onboard communication subsystems, and
safety-critical flight-management components.
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Figure 2. General architecture of a UAV system including the FCC and MC, which together implement
safety-critical flight-management functions subject to certification.

Particular attention is paid during certification of the FCC and MC components
because they directly affect flight safety. Certification authorities require evidence that
catastrophic failure conditions are extremely improbable, in accordance with established
airworthiness regulations [7]. For this purpose, FHA is commonly employed to identify
safety-critical system functions and associated failure conditions.

From the certification authority’s perspective, system testing is inherently multi-level
and applies to the entire UAV ecosystem rather than isolated components. The primary
objective of certification is not only to demonstrate functional correctness but also to
verify the system’s resilience to identified operational hazards that may occur during
mission preparation, flight execution, communication loss, adverse weather conditions, or
landing procedures. Evaluating components developed within R&D projects is particularly
challenging because their operational reliability must be demonstrated despite limited prior
deployment experience. Certification authorities also define their level of involvement (LOI)
throughout the certification process and evaluate the UAV manufacturer’s development,
testing, and production procedures.

This paper addresses problems related to UAV certification from the perspective of
requirements management and formal verification of safety-related system functions. Two
major groups of certification artifacts are considered. The first group includes formal
certification requirements that define the constraints of the entire system and its software
and hardware components. The second group consists of FHA documents that decom-
pose safety-critical system functions and identify potential failure conditions associated
with them.

System designers must demonstrate that the UAV platform is resilient against iden-
tified threats and responds appropriately, even when communication with the GCS is
lost. To achieve this objective, UAV subsystem behavior is modeled using UML state
machines. These models describe normal system operation while explicitly incorporating
emergency situations and fault-response mechanisms. To support the software validation
and verification process, this paper proposes a model validation methodology based on
state machines and modal logic (LTL and CTL). In the first step, UML state-machine models
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are transformed into the input language accepted by the NuSMV model checker [8–11].
In the second step, the resulting models are formally verified using modal logic (LTL and
CTL) within the NuSMV environment.

These techniques employ linear temporal logic (LTL) and computation tree logic
(CTL), enabling the detection of inconsistencies in behavioral models [12]. The UAV
operational procedures are modeled using state machines and formally verified with the
NuSMV symbolic model checker [8,9]. Formal validation ensures model consistency and
verifies that all operational paths terminate in properly defined states before detailed
implementation and testing activities begin.

Modal logic has been widely applied for the formal verification of behavioral models.
Selected representative studies are briefly reviewed below.

Neyzov et al. [13] present a method for developing and verifying control logic pro-
grams in which the behavior of the program’s execution environment is modeled as
constraints on the behavior of its input signals. This approach eliminates the requirement
for explicit modeling of the processes implemented in the environment. The developed
model operates in a closed-loop “program-environment” model, allowing for simplified
modeling and a reduced state space.

Rashid et al. [14] describe a formal way to model and verify the reference implementa-
tion of epoch processing in the Beacon Chain. The LTL model aims to ensure that the epoch
mechanism in the Beacon Chain is correct and minimizes the risk of errors. The authors
argue that model verification techniques based on formal methods ensure the required
correct operation of safety-critical systems.

A study by Zhou et al. [15] proposed a formal verification method for investigating the
operation algorithms of autonomous ships. Timed automata were adopted as the formal
language, and model verification based on the UPPAAL verification tool was used for
automatic liveness verification. UPPAAL is based on CTL logic, or more precisely, on its
simplified version. UPPAAL does not use full CTL, but rather a set of path and state queries
that test models in real time.

Nemouchi et al. [16] present a formal modeling framework that independently models
an electric vehicle model using multi-parameter transition systems and the dynamic evolu-
tion of the environment in which these vehicles operate. This framework was validated in
two representative use cases: a dynamic urban delivery zone and an autonomous electric
delivery vehicle. Safety and survivability properties are specified in CTL and verified using
a model validation tool.

Ray et al.’s paper [17] presents Hardcaml, a domain-oriented programming language
(DSL) for embedded hardware design, implemented in the OCaml programming language.
Hardcaml enables rapid circuit validation, reducing the risk of user-input errors and
miswiring. The language is integrated with NuSMV for LTL assertion proofing.

Pakonen et al. [18] explain how formal properties related to failures can be determined
using LTL and CTL. They also demonstrate how model verification can be used to verify the
logic designs of measurement and control applications based on function block diagrams.
This method has been used for over a decade in projects in the Finnish nuclear industry.

Fritzsch et al. [19] present their experience with model verification for vehicle control
systems. They compare various model verification techniques. Detailed tests are performed
using the NuSMV model verification tool. They describe an architecture composed of
dozens of state variables. To handle large-scale models, they propose a model verification
procedure for use on multi-core processors.
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1.2. Research Gap, Novelty, and Contribution

Although requirements engineering, FHA, UML state-machine modeling, and formal
verification using LTL/CTL and NuSMV have each been extensively investigated in the
literature, they are typically applied as independent engineering activities or within isolated
stages of the system-development lifecycle.

Existing studies usually focus on one of the following aspects:

• Certification regulations and safety assessment,
• Formal verification techniques,
• Model transformation,
• Software testing,
• Requirements engineering.

To the best of the authors’ knowledge, no previous work has presented a unified
certification-oriented methodology that explicitly integrates certification requirements, FHA
safety functions, operational scenarios, UML behavioral models, model transformation,
and formal verification into a single engineering workflow. Consequently, end-to-end
traceability between these development artifacts remains insufficiently addressed in the
current UAV certification literature. The proposed methodology addresses this gap by
integrating certification requirements, FHA safety functions, operational scenarios, model
transformation, and formal verification into a unified certification-oriented engineering
workflow with end-to-end traceability.

The primary objective of this paper is to develop a certification-oriented methodology
for requirements management and formal verification of UAV operational models. The
proposed methodology integrates requirements engineering, FHA, operational scenario
decomposition, model transformation, and formal verification into a unified engineering
workflow supporting UAV certification. The key contributions of the paper are summarized
as follows:

• A certification-oriented engineering workflow that systematically transforms certifi-
cation requirements into formally verifiable UAV operational models by integrating
requirements engineering, FHA, operational scenarios, and formal verification within
a single development process.

• A traceability framework linking certification requirements, FHA safety functions,
operational scenarios, UML state-machine models, and formal verification artifacts,
ensuring consistency throughout the certification-oriented development lifecycle.

• A model transformation methodology that converts UML state-machine models into
NuSMV-interpretable representations while preserving behavioral semantics required
for formal verification.

• An integrated certification-oriented formal verification framework based on LTL, CTL,
and the NuSMV symbolic model checker, enabling systematic assessment of the correct-
ness, consistency, completeness, and safety properties of UAV operational scenarios.

• A systematic methodology for mapping certification requirements and FHA safety
functions onto UAV operational scenarios and UML use cases, enabling structured
development of safety-critical operational models.

• A comprehensive case study demonstrating the complete certification-oriented work-
flow, from requirements decomposition and safety-function mapping to formal verifi-
cation, inconsistency detection, and model refinement.

Unlike previous studies, which typically address certification, requirements engineer-
ing, model transformation, or formal verification as largely independent engineering activi-
ties, the proposed methodology does not introduce a new verification algorithm. Instead,
it introduces a certification-oriented engineering process that systematically integrates
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these established techniques into a unified workflow supporting end-to-end traceability
from certification requirements and FHA safety functions to formal verification evidence.
This integration reduces ambiguities in requirements verification and facilitates the de-
velopment of certification-ready UAV systems while maintaining operational safety and
software quality.

The remainder of the paper is organized as follows. Section 2 discusses require-
ments management, certification-oriented design methodologies, and the decomposition of
UAV operational scenarios. Section 3 presents the proposed certification-oriented model-
verification framework, including formal verification with LTL/CTL, UML-to-NuSMV
model transformation, and model-validation techniques. Section 4 demonstrates the pro-
posed methodology using a practical UAV case study. Finally, Section 5 concludes the
paper and outlines future research directions.

2. Certification-Oriented Methodology
2.1. System Requirements

UAV systems are designed to support mission planning, data acquisition, processing,
and information distribution tasks (i.e., reconnaissance cycle). In practice, many operational
functionalities implemented by UAV platforms do not directly affect flight safety and
therefore are not subject to formal certification procedures. Certification activities primarily
focus on verifying that the airborne system as a whole meets operational safety and
airworthiness requirements.

During system development, designers may apply different architectural and software-
engineering methodologies, including NATO Architecture Framework (NAF) [20] or
certification-oriented standards such as DO-178C [21]. DO-178C defines processes for
the software lifecycle of airborne systems, including software testing, quality assurance,
configuration management, and verification procedures. The standard is commonly applied
in the development of software systems for airborne safety-critical applications.

Systems Modeling Language™ (SysML) [22] provides a convenient framework for
modeling software components, firmware interfaces, and operational workflows. Although
the implementation and testing of UAV systems generally follow standard industrial
practices, certification-oriented systems require additional verification activities associated
with operational reliability and fault tolerance. Designers must demonstrate that the
implemented mechanisms effectively prevent or mitigate unsafe operating conditions,
including communication loss, GPS signal disturbances, or propulsion-system failures.

The level of formalization during the design process may be increased using model-
based system engineering [23] and Model-Based Development (MBD) approaches de-
scribed in DO-331 [24], object-oriented methodologies defined in DO-332 [25], and formal
mathematical methods specified in DO-333 [26]. These methodologies support the develop-
ment of verifiable software models and improve traceability between system requirements,
operational scenarios, and safety-related functions.

For certified systems, various sources of requirements can be identified. These include
market and operational demands defined by end users, along with airworthiness guidelines
set by regulations and certification authorities.

Certification procedures also require continuous interaction between system design-
ers, end users, and certification authorities throughout the development lifecycle. This
aspect is frequently underestimated during UAV system development and may lead to
inconsistencies in operational assumptions, incomplete safety analyses, or errors in the
certification process.
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2.2. Certification of UAV Operational Scenarios

From the perspective of the system designer, the product being developed can execute
missions that significantly influence how tasks are performed. Two types of missions
are possible.

The first mission type involves reconnaissance flights conducted while maintaining
continuous communication with the ground control station (GCS).

The second mission type consists of autonomous UAV operations performed without
continuous communication with the GCS.

The pilot can carry out missions by operating the platform in various flight modes.
Typical operational modes include autonomous navigation, waypoint tracking, loiter-
ing, landing procedures, and emergency recovery operations. The flight operations also
encompass landing and parachute ejection.

The certification-oriented process requires identification of the scenarios that need
to be certified. For instance, a general scenario (see Figure 3) can be defined for the
implementation of the mission in communication with the GCS. This includes modes
such as takeoff, transitioning between flight modes, utilizing the available payload for
reconnaissance, and landing. The UAV must be capable of managing hazardous situations
during flight, specifically: uncontrolled deviation from the mission area, collisions with
terrain or other aircraft, loss of radio communication, and loss of GPS signal.

Figure 3. Task groups in the UAV management system.

In the event of a dangerous situation for the UAV and a loss of contact with the GCS,
the algorithms are programmed to return the UAV to its landing site (see, for example [27]).
If a safe return is not feasible, the UAV will enter emergency landing mode by deploying a
parachute at the allowable altitude.

The certification process requires a formally defined set of identified emergency con-
ditions that can be reviewed and validated by the certification authority. These scenarios
may include typical applications during rescue operations, which often remain uncertified.

https://doi.org/10.3390/drones10070555
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2.3. Combining Scenarios with Flight Safety Functions

Unmanned aircraft operate under various flight scenarios defined by their flight modes.
Key functions that impact flight safety are emphasized in this context. FHA documentation
defines safety-critical operational functions together with associated hazardous conditions
and mitigation procedures. Both the aircraft manufacturer and the certifying authority
identify these emergencies, categorizing them as in-flight emergencies. The document must
not only describe possible hazardous events but also provide strategies for resolving them.
Additionally, the system designer creates a comprehensive list of emergencies, which is
then verified on a case-by-case basis by specialists involved in the certification process.

2.4. System Use Cases

The structure and granularity of UAV operational scenarios modeled in UML [22]
depend on the platform class, mission objectives, and certification constraints imposed on
the system (see [28]). To improve model traceability and verification consistency, UAV op-
erational behaviors were organized into modular functional groups representing reusable
operational patterns associated with different mission phases and safety constraints. These
functional groups describe UAV flight-management activities performed in different oper-
ating modes and during emergency situations (see Figure 4).

Figure 4. A use case diagram showing the three parallel actions of the system: flight modes, payload
operations, and associated emergencies. Handover—a use case describing the pilot’s action during
the transfer of a UAV to the control of another GCS.

Decomposed system use cases (basic groups of system functionality) are shown in
Figure 5. They can be divided into cases describing mission planning activities and cases de-
scribing the implementation of subsequent mission stages. The resulting use-case structure
provides a basis for designing a wide range of UAV missions (see Figure 5).

System use cases are utilized to break down the functions performed by the UAV,
particularly in handling hazardous situations. Each decomposed use case is linked to
specific functions from the FHA. Additionally, specific failure states are assigned to each
FHA function, and a state may correspond to one or more use cases. To ensure the accuracy
of the proposed solution, it is usually verified that each failure state is correctly associated
with the corresponding specific situation, as illustrated in Figure 5. This approach facilitates
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the development of certification evidence while reducing the effort required during external
compliance assessment.

Figure 5. Example scenarios for UAVs that must meet certification requirements (see [29]). Oval
shapes represent the functions executed by the UAV during the mission phase. The diagram shows a
mission with two possible endings: landing in a designated area or an emergency parachute landing.

Figure 6 illustrates the functions related to UAV flight safety and emergencies for the
indicated flight modes. A method for verifying the occurrence of emergencies is indicated.

Figure 6. Emergency state description. Each state is assigned to an FHA function. This state indicates
the priority the system should give to handling the problem.

Each identified hazardous operational condition should be characterized using a
structured safety-analysis and traceability framework that includes:

• Names the situation;
• Describes the situation unambiguously;
• Defines the risks on humans, facilities, and systems;
• Assigns a priority;
• Describes methods of avoiding dangerous situations;
• Describes the pilot’s response procedures or the operation of the UAV’s safety systems

in the event of a dangerous situation.
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In the process of building an unmanned system, it is crucial to define the UAV’s
behavior in the event of a dangerous situation during flight. The description of the response
to a problem that occurs during flight must include detailed procedures for eliminating
or bypassing it. In the case of non-redundant equipment, this problem is particularly
important. If a propulsion system failure is isolated, the UAV can become unstable, making
communication with the GCS impossible. In such a case, the unmanned platform must
make autonomous decisions. Such situations require the design of procedures during the
system design phase, when the emergency states shown in Figure 6 are defined.

The development of solutions for numerous risk management problems is currently
supported by artificial intelligence mechanisms. These include popular techniques such
as convolutional neural networks for classifying input data, as well as various heuristic
algorithms. Despite this advancement, classical approaches based on static optimization
methods or geometric solutions continue to be utilized. For instance, a geometric approach
to securing a flight platform against collisions with other platforms is described in the
algorithm by Park et al. [30].

In practical certification projects, the proposed methodology is intended to support
the preparation of comprehensive requirements traceability matrices linking certification
requirements, FHA safety functions, behavioral models, and formal verification artifacts.
Since such matrices are project-specific and typically comprise numerous requirements and
verification records, their detailed representation is beyond the scope of this paper.

3. Formal Verification Methodology
Quality assurance in certification-oriented development involves two complementary

activities: validation and verification of requirements and system functions. Functions are
created based on requirements. According to a commonly accepted definition, validation is
the process of verifying the correctness and acceptability of requirements and the models
derived from them. The purpose of function verification is to confirm the completeness and
consistency of models developed from requirements. The process is inherently complex
because it requires balancing user expectations with technical implementation constraints.

The model verification method presented in this paper involves mapping requirements
transformed into use cases to certification requirements and system security functions. In
this paper, we use the UML modeling language and state machines, which is not the only
possible approach. The UML language, or its technical extension (SysML), allows for
precise modeling of functions. State machine models implemented in UML can be checked
for correctness and uniqueness.

A requirement or function is complete when its description allows for design work to
be conducted at an appropriate level of detail. The required level of completeness varies
depending on the methodology and the lifecycle stage at which the requirement is being
explored or represented. Applying the DO-178 design methodology to the development of
an unmanned system ensures that no essential requirements are omitted. A requirement or
function is described precisely when it does not contain unnecessary or repetitive content.
A requirement or function is feasible when it does not violate acceptable risk limits. A
requirement or function is unambiguous when it can be verified that the solution meets
the user’s needs. Creating an FHA document allows the designer to verify the models’
unambiguity. A model is considered testable when it can be verified through simulation
tests or UAV flights that the safety boundaries have not been violated and the function
achieves the specified objectives (see [31]).

The method used in our UAV projects for validating and verifying the correctness
of the constructed model, which is the basis for developing software for safety-critical
systems, consists of the following steps:
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1. Developing system requirements in the form of UML use cases.
2. Developing a description of the system dynamics in the form of UML state machines

for each functional requirement, by the Object Management Group (OMG) concept
presented in the UML 2.5.1 specification in section 18.1.4 (see [32]).

3. Verifying the completeness and consistency of the model represented by the state
machine based on CTL and LTL modal logic (Section 3.1).

4. Determining the minimum test coverage of the model represented by the state ma-
chine (see [33]).

5. Implementing the model and conducting tests of each module according to the desig-
nated test paths.

The proposed method described in Section 3.1 facilitates testing at both the module
and unit levels, as the operations defined in each state of the state machine model are
generally represented as UML sequence diagrams. The next section of this article presents
a method for verifying the completeness and consistency of a model represented as a state
machine using CTL and LTL modal logics. Although this verification step is frequently
omitted in practice, it enables early detection of inconsistent, incomplete, or unreachable
model states. Failure to perform such an analysis results in incomplete test coverage of
individual algorithms or incompleteness of the algorithms.

Table 1 lists selected works describing an integrated approach to software model
verification and test case generation. Villani et al. [34] present a model verification method
using UPPAAL-based testing and CoFI (Conformance and Fault Injection). This integrated
approach allows for additional model verification. This project has been implemented in
the industry. It is worth noting that algorithms developed in MATLAB ver. R2023 and
Simulink are used to verify the models (see [35,36]).

Table 1. Summary of selected methods for verifying the correctness of models and generating tests.
Important works describing the combination of several software testing and verification methods
are listed.

No Model Verification Test Generation Reference Remarks

1 LTL Model-cased [37] FeaVer
state machines test generator (Bell Lab.

with FeaVer generator)

2 MCMAS+ State, transition [38]
(CTL extension) coverage with

multi agent system

3 UPPAAL CoFI [34]
(CTL) conformance and

fault injection
ConData test generator

4 SMT solvers Astree [35] Project MBAT
(Simulink) (code analyzer)

MaTeLo test generator
(Markow chains)

5 ReMOTGen SmartTestGen [36] In-house GM
(Matlab and Doors) (Simulink state flows) solutions

6 NuSMV DAG’s This paper In-house
(CTL/LTL) (UML state machines) solution
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3.1. Software Testing with LTL and CTL

In this section, we describe how to utilize LTL and CTL techniques for model safety
and liveness checking.

Initially, modal logics were developed to formally describe concepts that were subject
to philosophical exploration, such as necessity and possibility. These concepts could not
be effectively formalized within classical logic, which relies on binary semantics and the
principle of extensionality. To address this issue, Kripke proposed [39] semantics for these
operators based on the idea of possible worlds. These semantics were later adapted to
logics that express properties of information systems, which have been utilized in the field
of software security research, and Kripke models became a standard tool for modeling the
behavior of such systems.

The logic LTL was defined in 1977 in Pnueli’s paper [40]. He introduces new modal
operators that express properties of infinite computations. These are interpreted on a fixed,
infinite computation path.

The language of LTL is a language of propositional logic enriched with a few modal
operators, for example: Fφ with the meaning that φ is true in some future state of a
computation, or Gφ meaning that φ is true always in the future.

Let M = (W, R, v) be a Kripke model, with a fixed valuation v, such that v(p) ⊆ W is
a set of worlds, or states of a computation, in which p holds. Then, for a ∈ W and a formula
φ, we write M, a |= φ to state that φ is true in M in a world a. In our case, the model M
represents a state machine, but it must be defined in the language of the model checker
software, NuSMV [10,11]. This language facilitates the translation of the program into the
Kripke model symbolically represented in NuSMV.

The logic CTL was introduced by Clarke and Emerson [41]. This logic allows a
designer to express properties that are inexpressible in LTL, but on the other hand, some
properties that are expressible in LTL are not expressible in CTL. Each operator in CTL
logic has two versions, existential and universal, for example:

• AGφ – φ is true always in the future on any computational path,
• EFφ – φ is true in a future computational state in some state on some computa-

tional path.

The semantics of the logic CTL are defined concerning all possible paths starting from
a given state, not a single fixed one.

The logics LTL and CTL are incomparable. There are properties expressible in one of
these logics but not in the other. For example, the LTL formula GFp → GFq, which states
that on every path where p is true an infinite number of times, q is also true an infinite
number of times, is not expressible in CTL. This follows from the fact that CTL cannot refer
to a single, fixed path. On the other hand, the CTL formula AG EFp, which states that a
state which satisfies p is reachable from any state of a computation is not expressible in LTL.

3.2. Testing with LTL and CTL

The truth of the formulas of both logics in a given model is decidable in the class
of computations in polynomial space. This makes this problem difficult, but there exist
sufficiently good methods for determining the truth of these formulas for sufficiently large
systems. These logics allow us to express many important properties of finite systems.

The following is a list of the most typical properties.

1. Liveness—if the system requests a resource, it will eventually get it. Liveness can be
expressed in both LTL and CTL. In LTL, liveness is expressed as:

G(req → F granted).
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In CTL, liveness can be expressed as:

AG(req → AF granted).

2. Safety—two processes will never have access to critical resources at the same time. In
LTL logic, safety is expressed as:

G(¬(crit1 ∧ crit2)).

And in CTL as:
AG(¬(crit1 ∧ crit2)).

3. The possibility of reaching a final state from any reachable state. In CTL, we express
this property as

AG EF end.

In LTL, this property is not expressible. However, we can express in LTL the stronger
property that every computation terminates in a final state

F end

This paper primarily investigated the possibilities of achieving a final state using
state machines that represent data processing processes in the system managing an un-
manned platform.

Implementing model verification mechanisms based on LTL and CTL logic would
be too complex without the tools available to examine IT system designs. One such tool
is NuSMV (https://nusmv.fbk.eu/ (accessed on 18 June 2026)). It is one of the most
important tools providing methods for symbolic system verification. It is being developed
by Carnegie Mellon University, the University of Genoa, the University of Trento, and
the Bruno Kessler Foundation. It is under continuous development; the latest version
(i.e., version 2.7.1) was released in September 2025. It is released under the GNU LESSER
GENERAL PUBLIC LICENSE (https://nusmv.fbk.eu/static/lgpl2.1.txt (accessed on 18
June 2026)), which allows commercial use of the software.

We chose this tool because it has found many practical applications. NuSMV is used
commercially, for example, in an FPGA design library [17]. It has also helped detect errors,
including false positives, in nuclear facility management and monitoring systems [18]. It
has been implemented on a large scale in a vehicle control system. The authors presented
techniques to speed up formula verification, such as by parallelizing the process [19].

3.3. Model Transformation

To manage the complexity of UML state machines, a modular decomposition strategy
is employed. Instead of representing the entire state machine as a single NuSMV process,
the model is partitioned into several NuSMV modules. This approach mirrors the structure
of orthogonal regions in the UML diagram, enabling localized verification and clearer
mapping between the system design and the formal model.

Each NuSMV module is designed to encapsulate one orthogonal region of the UML
state machine. Within each module, a primary variable, state, is defined, whose values
correspond directly to the states present in the UML region. To capture the full semantics of
the transitions, these modules also incorporate auxiliary variables. These variables are used
to model transition guards (e.g., boolean flags, counters), internal actions (e.g., variable
updates), and the necessary signals for synchronization between concurrent regions.
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Communication between these modules is achieved through a parameter-passing
mechanism. The main module serves as the central supervisor; it instantiates each regional
module and manages the global variables that facilitate inter-module communication
and synchronization.

The translation of a UML state machine into a modular NuSMV model follows a
process as outlined below:

1. Decomposition: The UML state machine is analyzed to identify all top-level orthogo-
nal regions that will be mapped to a unique NuSMV module.

2. State Mapping: For each identified region, a NuSMV module is created. Within these
modules, the set of all possible states in the UML region is mapped to an enumerated
type variable, state.

3. Transition Logic: Each transition in the UML diagram is translated into a next(state)
assignment within a NuSMV case or if statement.

• Guards are implemented as boolean conditions within the transition statements.
• Actions are modeled by updating auxiliary variables during the state transi-

tion logic.

4. Auxiliary Variables: Any control logic not captured by the state variable (e.g., timers,
sequence counters, or event flags) is an additional variable within the specific module.

5. Communication Modeling: The dependencies between orthogonal regions are identi-
fied. If a transition in Region A depends on a state change in Region B, a communica-
tion variable is defined. This variable is passed as an input parameter to the module
representing Region A.

6. Main Module: A global main module is constructed to:

• Declare the global variables used for inter-module synchronization.
• Instantiate each regional module.
• Link the sub-modules by passing the relevant global variables as parameters.

7. Verification: Finally, LTL or CTL properties are defined to verify that the integrated
behavior of all modules satisfies requirements of the specification.

Details on how specific complex conditions were modeled are provided in the case
study model, and the problems encountered during this translation process, along with
descriptions of selected solutions, can be found in Section 3.2.

For those interested in transforming UML state machine models into NuSMV-
interpretable models, we refer to Wu et al. [42]. In this paper, the authors present a
detailed process for transforming UML models into NuSMV-interpretable models. Ex-
amples are based on state machines in the MATLAB/Simulink StateFlow package. The
package is compliant with the UML notation defined in the OMG standard.

It is worth noting the transformation of models described by orthogonal state machines.
In such a case, one can either model each orthogonal state or merge the states into a machine
without orthogonal states. The latter approach is usually used for small models. It is
described by Górski et al. [29].

The presented model transformation methodology establishes the general mapping
principles adopted within the proposed certification-oriented engineering workflow and
provides sufficient information to understand the transformation process used in the
case study. Detailed implementation rules and transformation algorithms depend on
the adopted UML modeling conventions and the target NuSMV implementation and are
therefore beyond the scope of the present paper.
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4. Case Study of Proposed Methodology
This section presents an approach to solving a model validation problem using the

developed approach and was based on part of the bachelor’s thesis of one of the authors,
Sławomir Brzózka. Modified state machine diagrams, presented in the work of [29], are
used as an example. To verify the correctness of the model, an orthogonal state machine
(Figure 7) was used.

Figure 7. State machine with orthogonal states. Modified version of the state machine presented
in [29]. The UAV model is marked with flags which, when set, cause the UAV to switch to emergency
landing mode (PAflag) or return to base (LPflag).

NuSMV has its own domain-specific language for modeling. Within this language, the
basic unit of a model is a module. Dividing the model into appropriate modules allows the
representation of the orthogonality in the diagram, and the generation of a single, unified
state machine is automated.

For modeling purposes in NuSMV, the following assumptions were made:
• The state machines for Pilot1 and Pilot2 (numbered according to the diagram) were

modeled as a single module (hereinafter referred to as pilot) with different initial
states. For Pilot1, the initial state is CO, and for Pilot2, it is ID.

• A set of commands sent from the pilot module to the UAV module was implemented.
Communication is one-way and can be interrupted (state RF). Most state transitions,
in the UAV state, are controlled by these commands.

The model consists of the following modules:

1. Main—The main module transmits information between the other modules.
2. UAV—UAV module that changes flight modes according to the diagram.
3. Pilot—The pilot module has states that correspond to the pilot’s commands.
4. Timer—Support module used to count a specified number of ticks.
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4.1. Main Module

This module serves as a coordinator for the other modules. This model includes two
instances of the Pilot module (Pilot1 and Pilot2), one UAV, and the auxiliary variables
described below. This module relays information between the active pilot and the UAV,
as shown in the diagram. The first pilot starts in the active state, and after a successful
handover, they switch roles.

1. SUCCEED—a predicate is true if the conditions necessary for the transfer to take place
are met.

2. phase—represents the communication phase. Its initial value is BSP, followed by the
Pilot and UAV phases in turn.

3. active—indicates which Pilot module is currently active (issuing UAV commands);
initially, this variable is set to Pilot1. It changes only when the SUCCEED condition is
met. A change in the value of this variable indicates that a successful BSP transfer has
occurred between Pilot instances.

4. msg—A variable representing messages (commands) sent to the UAV module. The
variable is set according to the internal variables of the Pilot modules, based on the
value of the ‘active‘ variable.

4.2. UAV Module

The UAV module simulates a UAV’s behavior by updating its state based on the ‘msg‘
parameter. Its components include

1. RTB_flag—return-to-base flag.
2. state—the main state of the BSP module corresponding to the flight mode the BSP is

currently in.
3. conn_timer—an instance of the Timer module that counts the number of ticks during

which the UAV has received no message.
4. TIMEOUT—the number of ticks the BSP waits for a message. Parameter for the

Timer module.

Let t be the current tick, and then the state transition function defining statet+1 is
given by:

ERR → ERR

END → END

statet | RTB_flagt+1 ∧ statet ̸= LA → LA

ST → WP

LA → END

PA → END

statet | msgt+1 = M_NONE → statet

WP | msgt+1 = M_WP → WP

WP | msgt+1 = M_LO → LO

WP | msgt+1 = M_LA → LA

WP | msgt+1 = M_PA → PA

WP → ERR

LO | msgt+1 = M_LO → LO

LO | msgt+1 = M_WP → WP
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LO | msgt+1 = M_HA → HA

LO | msgt+1 = M_LA → LA

LO | msgt+1 = M_PA → PA

LO → ERR

HA | msgt+1 = M_WP → WP

HA | msgt+1 = M_HA → HA

HA → ERR

where convention
previous state | condition → next state

is used, and the first matching formula is assumed to be chosen.
Therefore, for example, if statet = ERR (system error) then statet+1 = ERR else if

statet = END then statet+1 = END else if for any statet condition RTB_flagt+1 ∧ statet ̸=
LA is true then statet+1 = LA and so one.

The main point of interest of this module is the ‘RTB_flag‘ that should be raised ac-
cording to the fail conditions specified in the original diagram presented in [29]. Properties
examined would focus on its behavior.

4.3. Pilot Module

The Pilot module represents one of the two pilots identified by a PID. The module also
has access to the active and phase parameters, as well as to the success condition.

1. TIMEOUT—the value of the timeout parameter in Timer module instances.
2. state—the state of Pilot. Most states are related to commands sent to UAV, but it also

includes additional states such as END and ID.
3. set_msg—the message that Pilot is attempting to send.
4. RF_timer—the timer indicating how long Pilot has been in the RF state.
5. HA_timer—the timer indicating how long Pilot has been in the HA state.

Let us define

1. rt: RF timer expiration flag.
2. ht: HA timer expiration flag.

Then, the (nondeterministic) transition function for the state is given by:

statet | phaset ̸= PILOT → {statet}
CO_LO → {CO_LO, CO_WP, HA, AL, PA, RF}
CO_WP → {CO_LO, CO_WP, AL, PA, RF}

RF | rt → {END}
RF → {CO_LO, CO_WP, RF}

HA | succedt → {ID}
HA | ht → {CO_WP}

HA → {HA}
ID → {ID, HR}

HR | succedt → {CO_WP}
HR → {HR, ID}
AL → {END}
PA → {END}

END → {END}
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We model the pilot selection by transitioning to one of the possible states.
For example if for any state phaset ̸= PILOT then statet+1 ∈ {statet} else if

statet = CO_LO then statet+1 ∈ {CO_LO, CO_WP, HA, AL, PA, RF}

4.4. Verified Properties

In formulas we would use predicate FINISHED defined by:
FINISHED := uav.state = END & (pilot1.state = END | pilot2.state = END)
Verified formulas are presented in Listing 1 and and we will discuss each of them. We

understand these formulas as:

1. On each path (in state machine), if Uav is in the END state, then in the next state exactly
one Uav will also be in the END state.

2. On each path, if exactly one Uav is in the END state, then Uav will also be in the END state.
3. In each state, msg has the value EXC only if the formula FINISHED holds.
4. In each state, the state FINISHED is reachable.
5. There is a path where FINISHED never holds.
6. There is a path where pilot1 is active until pilot2 is active.
7. The state in which pilot2 is active and active until pilot1 is active is reachable.
8. There is a path where HA_SUCCEED is always reachable.
9. On every path, we will eventually reach states in which HA_SUCCEED never holds.
10. The error state (ERR) of the variable bsp.state is unreachable.

The purpose of the first two formulas is to justify the definition of the formula
FINISHED. This is an equivalence between the states END on Nsk and one of Uav with
precision of one tick. The presence of X in the formula is necessary due to the alternation of
communication.

Formulas 3 through 5 check the properties of the formula FINISHED. Formula 3 ensures
that msg does not throw an exception except after the system has terminated. Formula 4
ensures that the system does not enter a state where Uav cannot land. Formula 5 guarantees
that there is an infinite path on which Uav does not land.

Formulas 6 and 7 check whether the handover procedure can proceed in both directions.
Formula 6 only checks whether the value P2 is reachable. Formula 7, on the other hand,
aims to verify the possibility of passing from pilot2 to pilot1. Note that it is necessary to
guarantee that pilot2 is active. Otherwise, the formula would trivially be satisfied in the
first state (since active = P1 holds in it).

Formulas 8 and 9 verify the possibility of passing Uav indefinitely. The weaker formula
8 only guarantees that there exists a path that has the corresponding state deeper in the
tree at each branch, but this state need not be on the found path. The formula that would
actually be desirable is ∃ G F HA_SUCCEED, where ∃ quantifies over all paths in a state
machine. All the formulas in NuSMV contain an implicit universal quantifier over initial
states. However, this problem can be solved by negating the desired formula; we have

¬∃ G F HA_SUCCEED ≡ ∀ F G ¬HA_SUCCEED

and hence the form of Formula 9, which we expect to be false, because then ∃ G F HA_SUCCEED
holds. This approach is also constructive; to prove the falsity of formula 10, NuSMV con-
structs a counterexample in the form of a path on which HA_SUCCEED holds infinitely
many times.

The last formula is obvious, it checks whether the transition function for Uav handles
all situations occurring in the model without ending up in the ERR state.
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Listing 1. Verified properties.

1 G (uav.state = END
2 -> X (pilot1.state = END xor pilot2.state = END)) -- (1)
3 G (( pilot1.state = END xor pilot2.state = END) -> uav.state = END) -- (2)
4

5 AG (msg = EXC -> FINISHED) -- (3)
6 AG EF FINISHED -- (4)
7 EG !FINISHED -- (5)
8

9 E [active = P1 U active = P2] -- (6)
10 EF (active = P2 & E [active = P2 U active = P1]) -- (7)
11

12 EG EF HA_SUCCEED -- (8)
13 F G !HA_SUCCEED -- (9)
14

15 AG uav.state != ERR -- (10)

4.5. Problems Identified During Model Verification

The following issues were identified in the model regarding state transitions.

I. Radio Failure State (RF)

Problem description:
It is possible that after transitioning to the RF state in the pilot module, the UAV

module will never reach the END state. This issue is caused by the current model, which
assumes pilot control of the UAV, including landing and parachute deployment, and lacks
a mechanism for responding to communication loss. In reality, the UAV is pre-loaded
with a mission that requires a defined landing and parachute deployment procedure in
unexpected situations.

Proposed solutions:

• Add a new state corresponding to Radio Failure in the UAV module. This is an imple-
mentable solution, but such a state could be achieved from almost any other state in
the UAV module, which would significantly reduce readability and complicate model
analysis. Handling priorities during parachute deployment is a particular problem.

• The RTB flag with a timer and communication confirmation—the solution most closely
reflecting the reality of the situation under consideration. If the pilot module is in one
of the following states: RF, ID, or END, the UAV receives a message with the value
NONE. If the UAV does not receive a valid message for more than n cycles (assumed
value of 5), it sets the RTB flag described above. The advantage of this approach over
the previous one is greater flexibility, as the RTB flag can be set by factors other than
RF, which can now be modeled and verified (including random factors).

II. UAV Control State (CO)

Problem description:
Figure 7 shows the CO → HA transition. If it is executed and the UAV is in state WP,

which is possible, there is no transition to state HA. The current model does not provide
verification of the correctness of mode changes in CO. This verification would require the
ability to remember mode changes to verify transition correctness.

Proposed solutions:

• Create a new module in place of CO—then its internal state could remember and
verify the correctness of mode changes. This is a good solution if the model contains
more than WP and LO modes.

• Split the CO state into states CO_WP and CO_LO—this solves the problem of im-
possible transitions while only slightly changing the model. This solution was used
for verification.

Performing model analysis allows corrections before starting the test path coverage gen-
eration process, significantly reducing the work required for subsequent model verification.
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The presented case study illustrates the complete certification-oriented verification
workflow, including the identification of model inconsistencies, analysis of NuSMV coun-
terexamples, refinement of the behavioral model, and subsequent verification of the cor-
rected model. The presented verification examples illustrate the typical outcomes of the
proposed methodology by showing how formal verification identifies incomplete or in-
consistent operational behaviors that may affect flight safety and therefore require model
refinement before certification activities can proceed. The objective of the case study
is to demonstrate the applicability of the proposed certification-oriented methodology
rather than to provide an exhaustive analysis of all verification outputs generated by the
NuSMV model checker. Verification examples are presented to illustrate the proposed
methodology, whereas complete verification logs and intermediate counterexamples are
implementation-specific and are therefore omitted for clarity.

5. Conclusions
The scope of verification and validation activities performed during the certification

process of unmanned aerial platforms depends on the UAV class, operational environment,
and system complexity. Nevertheless, the general approach to requirements management,
safety analysis, and certification-oriented verification remains similar across different
categories of UAV systems. Certification requirements should be treated as an extension
of system and operational requirements, focusing not only on functional correctness but
also on demonstrating that the designed system satisfies airworthiness and operational
safety constraints.

The article discussed current challenges related to UAV certification and safety-
oriented system validation. Particular attention was devoted to the problem of mapping
operational requirements to safety-related system functions defined within the FHA. The
proposed approach supports the decomposition of system requirements into certification-
oriented operational scenarios and enables traceability between user requirements, safety
functions, and emergency conditions.

The presented methodology also includes formal modeling of UAV operational proce-
dures using state-machine representations. This requires further decomposition of system
requirements and their association with FHA functions and operational use cases. Each
atomic FHA function can then be linked to one or more operational requirements directly
associated with specific system behaviors and implementations. Formal verification tools
such as NuSMV can subsequently be used to validate the correctness and consistency of
the developed models. This stage of the design process enables the detection of incomplete
transitions, unreachable states, and inconsistencies in safety-critical operational procedures
before implementation and flight testing.

Comprehensive verification of requirements and operational models significantly
facilitates the certification process and supports the assessment of UAV airworthiness by
certification authorities and external auditors.

Finally, it should be emphasized that the presented methodology is not limited ex-
clusively to UAV platforms. Similar certification and validation challenges can also be
observed in autonomous unmanned ground vehicles (UGVs), whose operational auton-
omy and system complexity may exceed those of airborne systems [43]. Consequently,
the proposed requirements-management and formal-verification framework can also be
adapted to other classes of autonomous safety-critical systems.

The direction for further development of the presented method is to develop mech-
anisms that enable the automation of transforming UML-compliant state machines into
machines interpreted by tools such as NuSMV. Another important issue is the analysis of
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the potential for innovation in formal semantics learning using software tools [44,45]. This
type of approach could expand model validation capabilities.
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Abbreviations
The following abbreviations are used in this manuscript:

AL assisted landing
ATC air traffic control
CLP Constraint Logic Programming
CO UAV control
CoFI conformance and fault injection
CTL computation tree logic
DC data computer
EASA European Union Aviation Safety Agency
EO electro-optical
EU European Union
FCC flight control computer
FHA functional hazard analysis
FMS flight management system
GCS ground control station
GM General Motors
GNSS global navigation satellite system
GPS Global Positioning System
HA handover
HR handover readiness
ICAO International Civil Aviation Organization
ID idle
IFF identification friend or foe
INS inertial navigation system
IR infrared
ISR intelligence, surveillance, and reconnaissance
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LA landing
LO loiter
LOI level of Involvement
LTL linear temporal logic
MC mission computer
MCMAS Model Checker for Multi-Agent Systems
NAF NATO Architecture Framework
NATO North Atlantic Treaty Organization
OMG Object Management Group
PA parachute
PID proportional-integral-derivative
R&D research and development
RF radio failure
SAR synthetic aperture radar
ST start
SysML Systems Modeling Language
UAS unmanned aerial system
UAV unmanned aerial vehicle
UGV unmanned ground vehicle
UML Unified Modeling Language
UPPAAL Uppsala University and Aalborg University
WAT Military University of Technology
WMS wireless management system
WP waypoint
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