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Highlights

What are the main findings?

• This paper provides an up-to-date review of Artificial Intelligence (AI)-enabled Un-
manned Aerial Vehicle (UAV)-based defense systems, covering autonomous air combat,
cooperative UAV operations, path planning, target tracking, and cybersecurity.

• An integrated system architecture and a functional classification framework are pre-
sented together with an analysis of major AI paradigms, recent advances, open chal-
lenges, and future research directions.

What are the implications of the main findings?

• This paper provides a unified reference by consolidating recent developments across
AI-enabled UAV-based defense technologies within a common analytical framework.

• The identified challenges and future directions can guide the development of more
autonomous, resilient, secure, and scalable next-generation UAV-based defense systems.

Abstract

Unmanned aerial vehicles have become indispensable components of modern defense sys-
tems by conducting Intelligence, Surveillance, and Reconnaissance (ISR) missions to collect
critical operational information through onboard sensing technologies, supporting secure
communication and information sharing among distributed military assets, and enhancing
battlefield situational awareness through real-time sensing and data fusion. In addition,
UAVs are increasingly capable of executing a wide range of defense missions, including
target search and tracking, electronic warfare, search-and-rescue, and combat support. The
integration of AI into UAV-based systems has the potential to enhance these operational
capabilities by enabling intelligent perception, autonomous decision-making, adaptive
mission planning, autonomous navigation, resilient communications, and cooperative
multi-UAV coordination, thereby enabling the autonomous and collaborative execution of
complex defense missions. This paper presents an up-to-date review of AI-enabled UAV-
based defense systems, focusing on major operational domains including autonomous
air combat and cooperative UAV operations, path planning and autonomous navigation,
target tracking/detection/classification, cybersecurity, electronic warfare protection, and
resilient UAV operation. In addition to surveying the recent literature, this paper provides
an integrated system architecture, a functional classification framework, and an analysis of
the AI paradigms enabling next-generation UAV-based defense systems. Furthermore, this
review synthesizes the key technological trends, lessons learned, and cross-domain research
challenges identified across the reviewed studies, providing a unified perspective on the
current state of the field. Finally, this paper highlights promising future research direc-
tions for resilient, scalable, secure, and intelligent next-generation AI-enabled UAV-based
defense systems.
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1. Introduction
Artificial intelligence has emerged as a transformative technology in modern defense

systems, enabling autonomous decision-making, intelligent sensing, adaptive mission
execution, and enhanced situational awareness in increasingly complex and contested
operational environments [1–3]. Driven by challenges such as rapidly evolving tactical
conditions, cyber–physical threats, electronic warfare, communication disruptions, and
the growing volume of heterogeneous battlefield data, AI techniques can be adopted
to improve the autonomy, adaptability, resilience, and operational effectiveness of mili-
tary platforms [1–3]. AI technologies have found applications across a broad spectrum
of defense functions—including surveillance and reconnaissance, target detection and
recognition, cyber defense, logistics, predictive analytics, mission planning, and decision
support—while simultaneously raising important concerns regarding transparency, relia-
bility, accountability, trustworthiness, and ethical deployment [2–4].

Among the various defense platforms benefiting from AI integration, UAVs have
become critical assets due to their mobility, operational flexibility, relatively low deploy-
ment cost, and ability to perform missions in hazardous environments without directly
exposing personnel to risk [5,6]. UAVs can be employed in Intelligence, Surveillance, Target
Acquisition, and Reconnaissance (ISTAR) missions, autonomous air combat, electronic
warfare, communication relaying, border monitoring, and search-and-rescue missions [1,5].
In addition, they can operate collaboratively in swarm configurations to improve mission
effectiveness, scalability, and resilience. Advances in sensing technologies [7], wireless
communications, radar systems, embedded computing, Mobile Edge Computing (MEC) [8],
edge intelligence, and miniaturized hardware have significantly expanded the capabilities
of UAV-enabled defense ecosystems and Internet of Drones (IoD) architectures [9]. In this
context, the integration of AI with UAV technologies is driving the evolution of intelligent
aerial systems capable of autonomous navigation, threat assessment, and adaptive mission
planning in future defense environments [1].

Despite the significant progress achieved in recent years, existing research remains
dispersed across multiple disciplines and application domains, often focusing on specific
technologies or operational scenarios in isolation. Consequently, there is value in providing
a broader cross-domain synthesis that integrates recent advances in AI-enabled UAV
technologies, defense-oriented applications, enabling architectures, and emerging research
directions within a unified analytical framework.

1.1. Contributions

Motivated by the rapid convergence of AI and UAV technologies in modern defense
applications, this paper presents a structured review of recent advances in AI-enabled UAV-
based defense systems. In the context of this review, such systems are defined as defense
systems in which one or more UAVs constitute the primary operational platform, while AI
techniques are integrated to enhance perception, autonomous operation, decision-making,
communication, cybersecurity, and overall mission effectiveness. The main contributions
of this paper are summarized as follows:

• Overview of AI-Enabled UAV-Based Defense Systems: This paper provides a
foundational overview of UAV platforms, sensing and perception technologies, com-
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munication infrastructures, and AI techniques that underpin intelligent UAV operation
in defense environments.

• Integrated Architecture and Functional Classification Framework: This paper
presents an integrated system architecture and a functional classification framework
for AI-enabled UAV-based defense systems. The proposed framework provides a
unified system-level perspective by organizing the key functional layers, including
UAV platforms, sensing and perception, communication and networking, AI-enabled
intelligence and computing, autonomous control and decision-making, cybersecurity
and resilience, and the operational environment. Furthermore, the interactions among
these functional layers are analyzed to provide a holistic perspective on the AI-enabled
UAV-based defense ecosystem.

• Review of Major Defense Application Domains: Complementing existing review
papers which primarily organize the literature around individual technologies or
specific application areas, this paper classifies recent state-of-the-art research into four
complementary and interconnected defense operational domains to provide a unified
perspective on AI-enabled UAV-based defense systems: (i) autonomous air combat,
cooperative multi-UAV operations, and swarm combat intelligence; (ii) autonomous
navigation and path planning; (iii) target tracking, detection, and classification; and
(iv) cybersecurity, electronic warfare protection, and resilient UAV operation. These
domains were identified through a search of major scientific databases, including ACM
Digital Library, IEEE Xplore, PubMed, Web of Science, and others using keywords
related to AI, UAVs, autonomous drones, autonomous air combat, swarm intelligence,
multi-UAV systems, path planning, autonomous navigation, target tracking, cyberse-
curity, electronic warfare, resilient communications, and intelligent defense systems.
The primary body of literature reviewed in this paper consists of peer-reviewed jour-
nal publications written in English and published between January 2023 and June
2026. Earlier publications were included where necessary to cite seminal contributions
or provide technical background, while conference papers, publicly available datasets,
software frameworks, standards, and online resources were referenced when directly
relevant to the surveyed technologies. Furthermore, studies involving civilian or
dual-use UAV applications were considered when they introduced AI methodologies
or communication technologies that are equally applicable to defense-oriented UAV
systems. Inclusion criteria considered studies directly investigating AI-enabled UAV
technologies and defense-oriented applications, while exclusion criteria omitted works
focusing solely on civilian UAV use cases, conventional non-AI methodologies, or
systems not involving UAVs. Following the literature search, duplicate records were
removed where applicable, then the remaining publications were screened based on
their titles and abstracts to assess their relevance to the scope of this review, after
which the full text of the shortlisted studies was examined to determine their eligibility
according to the predefined inclusion and exclusion criteria.

• Analysis of AI Techniques and Their Operational Roles: This paper investigates the
application of major AI paradigms, including Machine Learning (ML), Deep Learn-
ing (DL), Reinforcement Learning (RL), Deep RL (DRL), Multi-Agent RL (MARL),
transformer-based architectures, Federated Learning (FL), and Explainable AI (XAI).
Their effectiveness, advantages, limitations, scalability characteristics, and practical
tradeoffs are analyzed across diverse defense-oriented UAV applications.

• Lessons Learned and Future Research Directions: This paper synthesizes key findings
from recent studies, identifies current limitations and open research challenges, and
outlines promising future research directions.
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Figure 1 presents an overview of the major operational domains and enabling ca-
pabilities of AI-enabled UAV-based defense systems. At the core of the ecosystem, AI
integrates five key functional pillars: (i) sensing and perception, (ii) communication and
networking, (iii) intelligence and computing, (iv) autonomy and decision-making, and
(v) control and actuation. Cybersecurity, secure communications, and resilience consti-
tute cross-cutting system capabilities that span and support all five functional pillars to
ensure secure, reliable, and resilient operation across the entire UAV-based system. Collec-
tively, these interconnected capabilities provide the technological foundation for situational
awareness, intelligent information processing, autonomous control, and effective mission
execution. The ecosystem established by this foundation enables the major operational
domains considered in this paper.

Cybersecurity

Autonomy and Decision Making

Intelligence and ComputingCommunication and Networking

Cybersecurity

Sensing and Perception

Control and Actuation

Autonomous Air Combat and 

Cooperative UAV Operations
Target Tracking, Detection, and 

Classification

Path Planning and 

Autonomous Navigation

Cybersecurity, Electronic Warfare Protection, 

and Resilient UAV Operation

Cross-Cutting System Capabilities

Secure Communications Resilience

• Protection against 
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• Confidentiality

• Integrity
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• Anti-jamming
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• Fault tolerance

• Redundancy

• Graceful degradation 

in contested areas

Figure 1. Conceptual ecosystem of AI-enabled UAV-based defense systems, illustrating key enabling
capabilities and major operational application domains.

1.2. Structure

The remainder of this paper is organized as follows. Section 2 examines prior survey
papers and positions the present work within the existing literature. Section 3 provides
background on UAV platforms and AI techniques, then introduces an integrated system
architecture for AI-enabled UAV-based defense systems. Section 4 analyzes AI-enabled
approaches for autonomous air combat, cooperative multi-UAV air combat, and large-scale
swarm combat intelligence. Section 5 discusses AI-enabled path planning and autonomous
navigation methods. Section 6 examines AI-enabled target tracking, detection, and classi-
fication. Section 7 describes AI-enabled approaches for cybersecurity, electronic warfare
protection, and resilient UAV operation. Section 8 summarizes the key lessons learned
from the surveyed literature. Section 9 identifies the remaining challenges, highlights open
issues, and suggests future research directions. Finally, Section 10 concludes the paper.

2. Previous Review Papers
The recent literature contains a diverse collection of review papers examining the inte-

gration of AI into UAV-based systems, autonomous aerial platforms, and defense-related
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applications. Several existing papers concentrate primarily on cybersecurity, electronic
warfare, resilient communications, and cyber–physical protection mechanisms. The work
in [10] reviewed security vulnerabilities, privacy threats, secure communication mecha-
nisms, Intrusion Detection Systems (IDS), and blockchain-assisted protection frameworks
for UAV-assisted networks. Similarly, the work in [6] investigated electronic warfare cy-
berattacks, avionics vulnerabilities, Global Positioning System (GPS) spoofing, jamming,
malware propagation, and anti-jamming defensive mechanisms. In [11], AI-driven cy-
bersecurity threats, adversarial AI attacks, blockchain-based protection, post-quantum
cryptography, XAI, and FL were analyzed for secure UAV operation. The study in [12]
provided a comprehensive cross-layer taxonomy of security threats, attack–defense risk
evaluation frameworks, security countermeasures, datasets, regulatory frameworks, and
post-quantum protection mechanisms. In parallel, the work in [13–16] explored ML-based
IDS, anomaly detection frameworks, federated IDS architectures, and AI-assisted com-
munication security mechanisms. More recently, a comprehensive survey of AI-driven
cybersecurity was presented in [17], covering ML, DL, FL, RL, Graph Neural Network
(GNN), and generative AI approaches for securing UAV-based systems. Nevertheless,
the primary focus of these works remains on cyber–physical protection, communication
security, IDS, and attack mitigation rather than broader AI-enabled operations.

Another important category of existing review papers focuses on AI-enabled au-
tonomous navigation, trajectory optimization, and path planning for UAV-based systems.
The work in [18] reviewed ML and RL techniques for UAV navigation, obstacle avoidance,
collision prevention, and autonomous flight control in dynamic environments. The work
in [19] investigated UAV navigation frameworks based on ML, DL, RL, and DRL, includ-
ing those involving simultaneous localization and mapping (SLAM), visual navigation,
localization, and adaptive flight control. Moreover, the study in [20] categorized graph-
based, optimization-based, bio-inspired, and AI-driven UAV path planning approaches
while analyzing cooperative multi-UAV navigation and energy-efficient routing. On the
other hand, the work in [21] focused specifically on intelligent optimization algorithms for
battlefield-oriented multi-UAV trajectory planning, collaborative swarm coordination, and
dynamic battlefield path optimization. Although these studies provide extensive analy-
ses of AI-driven navigation and trajectory optimization techniques, they mainly address
autonomous navigation and cooperative path planning rather than integrated AI-enabled
UAV-based defense systems.

Several existing review papers have also examined AI-enabled UAV technologies from
broader civilian and industrial perspectives rather than focusing specifically on defense
applications. The work in [22] reviewed ML-enabled applications in smart cities, com-
munications, disaster management, surveillance, infrastructure inspection, and intelligent
automation, while the work in [23] examined AI-assisted drone control, RL, swarm coordi-
nation, logistics, infrastructure inspection, and autonomous operational optimization for
civilian UAV-based systems. In [24], the authors analyzed AI-driven safety and security
technologies including anomaly detection, multimodal sensing, Large Language Model
(LLM)-assisted UAV reasoning, and resilient communication mechanisms. While these
studies cover a broad range of AI-enabled technologies, their primary focus remains on
civilian drone applications, intelligent automation, operational optimization, and safety
management rather than defense-oriented applications.

Other existing review papers have focused on specific operational functionalities,
including target tracking and air combat simulation. The work in [25] reviewed target
tracking technologies, active and passive tracking paradigms, swarm-based tracking coor-
dination, multi-sensor fusion, and RL-assisted tracking frameworks. Moreover, the work
in [26] surveyed simulation environments, ML techniques, RL approaches, and decision-
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support frameworks for Beyond-Visual-Range (BVR) air combat environments. Although
these works provide important contributions in their respective areas, they focus on iso-
lated operational functionalities rather than presenting a unified review of AI-enabled
UAV-based defense systems across multiple interconnected operational domains.

Another emerging research direction concerns military UAV-based communications
and airborne networking architectures designed to support resilient connectivity in con-
tested environments. The work in [27] presented a survey of UAV-mounted aerial relays in
military communications, examining the role of active aerial relays and Aerial Reconfig-
urable Intelligent Surface (ARIS) technologies for resilient battlefield connectivity. However,
the primary focus of this work was on communication infrastructure and networking as-
pects of military UAV-based systems, and it did not address broader AI-enabled UAV-based
defense domains. In parallel, a broader defense-oriented AI survey in [1] considered UAVs
as just one component within the wider military and defense domains.

Consequently, as summarized in Table 1, the existing review literature primarily
emphasizes specific technologies, operational functionalities, or application domains such
as cybersecurity, autonomous navigation, target tracking, or communications. In addition,
many existing reviews focus on civilian UAV applications, generic AI methodologies,
or communication-layer security mechanisms, with fewer studies adopting a broader
perspective that jointly examines autonomous decision-making, battlefield intelligence,
resilient communications, swarm coordination, cybersecurity, electronic warfare, and
mission-oriented UAV operations in contested and adversarial environments. Building
upon these complementary contributions, this paper provides a broader cross-domain
synthesis by integrating multiple defense application domains, enabling AI paradigms,
system architectures, emerging research trends, open challenges, and future research
directions within a unified analytical framework.

Table 1. Comparison of relevant review papers.

Reference UAVs AI
Paradigms

Defense
Applications Air Combat Path

Planning
Target

Tracking Cybersecurity Electronic
Warfare

Rashid et al., 2023 [1] Partially ✓ ✓ Partially ✗ ✗ ✓ Partially

Yu et al., 2025 [6] ✓ Partially ✓ ✗ ✗ ✗ ✓ ✓

Hadi et al., 2023 [10] ✓ Partially Partially ✗ ✗ ✗ ✓ ✓

Alsadie et al., 2025 [11] ✓ ✓ Partially ✗ ✗ ✗ ✓ ✓

Oli et al., 2025 [12] ✓ ✓ ✓ ✗ ✗ ✗ ✓ ✓

Ogab et al., 2025 [13] ✓ ✓ Partially ✗ ✗ ✗ ✓ Partially

Al-Syouf et al., 2024 [14] ✓ ✓ Partially ✗ ✗ ✗ ✓ ✓

Islam et al., 2025 [15] ✓ ✓ Partially ✗ ✗ ✗ ✓ ✓

Papathanasiou et al., 2026 [16] ✓ ✓ Partially ✗ ✗ ✗ ✓ ✓

Kacem et al., 2026 [17] ✓ ✓ Partially ✗ ✗ ✗ ✓ ✓

Skarka et al., 2024 [18] ✓ ✓ Partially ✗ ✓ ✗ ✗ ✗

Fagundes-Junior et al., 2024 [19] ✓ ✓ Partially ✗ ✓ ✗ Partially ✗

Meng et al., 2025 [20] ✓ ✓ Partially ✗ ✓ ✗ ✗ ✗

Zhai et al., 2025 [21] ✓ ✓ ✓ Partially ✓ ✗ ✗ ✗

Teixeira et al., 2023 [22] ✓ ✓ Partially ✗ Partially Partially Partially ✗

Caballero-Martin et al., 2024 [23] ✓ ✓ Partially ✗ Partially Partially Partially ✗

Yang et al., 2025 [24] ✓ ✓ Partially ✗ Partially ✗ ✓ ✓

Wu et al., 2025 [25] ✓ ✓ Partially ✗ Partially ✓ ✗ ✗

Costa et al., 2025 [26] Partially ✓ ✓ ✓ Partially ✗ ✗ ✗

Al-Kamali et al., 2026 [27] ✓ Partially ✓ ✗ ✗ ✗ Partially Partially

This Paper ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓
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3. Background and System Architecture of AI-Enabled UAV-Based
Defense Systems
3.1. UAV-Based Systems in Defense Applications

UAV-based systems have emerged as indispensable components of modern defense
operations thanks to their operational flexibility, mobility, relatively low deployment cost,
and ability to perform missions in hazardous and contested environments without directly
exposing human personnel to risk. Their versatility enables deployment across a broad
spectrum of military applications, including Intelligence, Surveillance, and Reconnaissance
(ISR) missions, target acquisition, battlefield assessment, electronic warfare, communica-
tion relaying, logistics support, search-and-rescue operations, and autonomous combat
missions [27]. Modern military forces increasingly rely on UAVs to provide persistent situ-
ational awareness, extend operational reach, support command-and-control (C2) functions,
and enhance mission effectiveness across complex multi-domain battlefields.

Depending on their aerodynamic configuration and operational characteristics, UAVs
are generally classified into fixed-wing, rotary-wing, and hybrid platforms [27]. Fixed-wing
UAVs offer long flight endurance, high-altitude operation, and extensive area coverage,
making them particularly suitable for persistent ISR, strategic reconnaissance, and com-
munications relay missions; representative platforms include the RQ-4 Global Hawk, MQ-9
Reaper, and MQ-1 Predator. In contrast, rotary-wing UAVs provide Vertical Take-Off and
Landing (VTOL), hovering capability, and superior maneuverability, allowing for their
effective operation in urban, densely populated, and geographically constrained environ-
ments; typical examples include the MQ-8 Fire Scout and RQ-16 T-Hawk. Hybrid UAVs
combine the endurance advantages of fixed-wing systems with the maneuverability of
rotary-wing platforms to support diverse mission requirements ranging from tactical com-
munications and electronic warfare to contested resupply operations and autonomous
reconnaissance; representative hybrid platforms include the V-BAT and Arcturus Jump 20.

Military UAVs are further categorized according to their size, range, altitude, and en-
durance capabilities [27]. Micro and mini UAVs such as the Black Hornet Nano, RQ-11 Raven,
and Wasp AE are primarily employed for close-range reconnaissance, force protection, and
urban operations. Tactical UAVs such as the RQ-7 Shadow and Bayraktar TB2 provide persis-
tent battlefield intelligence, target acquisition, and combat support. At the strategic level,
Medium-Altitude Long-Endurance (MALE) and High-Altitude Long-Endurance (HALE)
platforms such as the MQ-9 Reaper and RQ-4 Global Hawk enable wide-area surveillance,
long-range reconnaissance, communications relaying, and persistent monitoring over ex-
tended operational regions. These categories involve distinct tradeoffs among endurance,
payload capacity, survivability, and operational flexibility, leading modern defense forces
to employ heterogeneous UAV fleets that combine strategic situational awareness with
adaptable tactical support capabilities.

As defense missions continue to increase in complexity, modern UAV platforms are
being equipped with advanced sensing, communication, computing, and control tech-
nologies that significantly expand their operational capabilities. These systems commonly
integrate Electro-Optical/Infrared (EO/IR) cameras, radar systems, Light Detection and
Ranging (LiDAR) sensors, Radio-Frequency (RF) sensing modules, Inertial Measurement
Units (IMUs), GPS receivers, and onboard computing resources to support environmen-
tal perception, target detection and tracking, autonomous navigation, and situational
awareness [28]. Furthermore, UAVs increasingly operate as components of interconnected
and distributed communication architectures supported by UAV-to-UAV (U2U), UAV-to-
Ground (U2G), and UAV-to-Satellite (U2S) links, enabling cooperative sensing, information
sharing, coordinated mission execution, and swarm-level operation [29].
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Beyond individual platforms, contemporary military operations increasingly rely on
multi-UAV systems and autonomous swarms capable of cooperative sensing, distributed
intelligence, adaptive networking, and decentralized decision-making [30]. Compared
with single-UAV deployments, swarm-based architectures offer enhanced scalability, fault
tolerance, operational resilience, and mission continuity by mitigating single points of
failure and dynamically reallocating tasks among cooperating agents. Such capabilities
are particularly valuable in contested environments characterized by electronic warfare,
GPS denial, communication disruption, cyber–physical attacks, and Anti-Access/Area-
Denial (A2/AD) strategies [27]. In these scenarios, UAVs not only support surveillance,
reconnaissance, and strike missions but also contribute to electronic attack, spectrum
monitoring, anti-jamming communications, and resilient battlefield networking.

3.2. AI Techniques for Intelligent UAV-Based Defense Systems

AI has emerged as a fundamental enabler of intelligent UAV-based defense systems
by providing capabilities for perception, learning, reasoning, adaptation, and autonomous
decision-making. Unlike conventional rule-based approaches, AI techniques can extract
knowledge from large volumes of heterogeneous data, continuously improve their perfor-
mance through experience, and adapt to dynamic and uncertain operational environments;
consequently, AI has become increasingly important for enhancing the autonomy, resilience,
scalability, and operational effectiveness of next-generation UAV platforms operating in
complex and contested defense scenarios [1,2]. Recent defense-oriented studies have fur-
ther highlighted that AI enables intelligent systems to process large volumes of information
efficiently through advanced data analysis, pattern recognition, and predictive analytics.
These capabilities support self-control, self-regulation, self-actuation, decision support, and
autonomous operation, thereby enhancing the performance of defense-oriented UAV-based
systems [1,2].

ML forms the foundation of many intelligent systems by enabling models to learn pat-
terns and relationships directly from data without requiring explicitly programmed rules.
Among ML approaches, DL has attracted significant attention due to its ability to auto-
matically learn hierarchical feature representations from large-scale and high-dimensional
datasets. Through multi-layer neural network architectures, DL can efficiently process het-
erogeneous information originating from sensors, communication systems, radar platforms,
and autonomous vehicles while reducing the need for manual feature engineering. More-
over, ML and DL techniques can improve automation, prediction accuracy, anomaly detec-
tion, and data-driven decision-making, making them key enabling technologies for modern
intelligent defense systems [1,3]. Several neural network architectures have emerged as im-
portant building blocks of modern AI systems: Convolutional Neural Networks (CNNs) are
designed to extract spatial features through hierarchical convolution operations, whereas
Recurrent Neural Networks (RNNs) and Long Short-Term Memory (LSTM) networks
extend learning capabilities to sequential and temporal information by capturing long-
term dependencies and historical observations [15,22]; more recently, transformer-based
architectures have emerged as powerful alternatives to conventional recurrent models. By
employing self-attention, transformers can efficiently model long-range dependencies and
contextual relationships while supporting highly parallel computation [17].

Reinforcement Learning (RL) represents a fundamentally different learning paradigm
in which an autonomous agent learns optimal behavior through continuous interaction
with its environment. Rather than relying on labeled training data, RL agents learn through
trial-and-error exploration by observing environmental states, selecting actions, and re-
ceiving reward feedback. This learning mechanism enables the autonomous discovery of
decision policies that maximize long-term cumulative rewards while adapting to dynamic

https://doi.org/10.3390/drones10080602

https://doi.org/10.3390/drones10080602


Drones 2026, 10, 602 9 of 55

and uncertain environments. Building upon RL, Deep RL integrates Deep Neural Net-
works (DNNs) to handle high-dimensional state and action spaces, resulting in improved
learning ability and decision-making performance in complex environments [15,22]. The
increasing deployment of multiple autonomous agents has further motivated the devel-
opment of MARL, in which multiple interacting agents simultaneously learn cooperative,
competitive, or mixed strategies. Compared with single-agent RL, MARL supports de-
centralized decision-making, collaborative adaptation, distributed task execution, and
the emergence of collective behaviors through agent interactions, making it particularly
suitable for large-scale autonomous systems involving multiple cooperating entities [31].

As AI systems become increasingly autonomous and operationally critical, trans-
parency and interpretability have emerged as important requirements. Explainable AI seeks
to improve the understanding of AI-generated decisions by providing human-interpretable
explanations of model behavior and decision-making processes. By enhancing transparency,
accountability, fairness, reliability, and trustworthiness, XAI facilitates the validation, moni-
toring, and deployment of AI systems in safety-critical environments. These characteristics
are particularly important in defense systems, where autonomous decisions may have
significant operational and ethical implications [2,3].

Although the above AI paradigms enable intelligent UAV-based defense systems, their
successful deployment depends on the availability of suitable training data and learning
environments. Supervised ML and DL approaches generally require large, representative,
and high-quality datasets with reliable annotations to achieve robust generalization; in
contrast, RL- and MARL-based methods rely on carefully designed reward functions,
realistic simulation environments, and appropriate exploration strategies to learn effective
decision policies. Since collecting large-scale defense data and conducting extensive real-
world experiments are often challenging, many studies rely on synthetic datasets, digital
twins, or high-fidelity simulators for training and evaluation. Thus, the quality and
representativeness of training data, reward design, and simulation environments are critical
to the performance and practical deployment of AI-enabled UAV-based defense systems.

Importantly, the above AI paradigms exhibit different trade-offs in terms of compu-
tational complexity, scalability, robustness, communication requirements, onboard imple-
mentation, and suitability for real-time operation. Conventional ML techniques generally
require relatively low computational resources, making them well suited to resource-
constrained UAV platforms. In contrast, architectures based on transformers and DL
impose substantially higher computational, memory, and training requirements, making
efficient onboard deployment more challenging. Approaches involving RL and DRL often
require extensive training, and may exhibit slow convergence in complex and dynamic en-
vironments. MARL further introduces communication overhead and scalability challenges
associated with multi-agent coordination, while FL depends on reliable communication
links and periodic model synchronization among distributed UAVs. Finally, although XAI
incurs relatively modest additional computational overhead, integrating explainability
into complex AI models may increase implementation complexity and inference latency.
Consequently, the selection of an appropriate AI paradigm should balance intelligence and
autonomy against computational resources, communication constraints, and the real-time
operational requirements of the target defense application.

3.3. Integrated System Architecture of AI-Enabled UAV-Based Defense Systems

The previous subsections have reviewed the principal UAV platforms, enabling com-
munication and sensing technologies, and AI paradigms that underpin modern defense-
oriented UAV-based systems. Building upon these observations, this subsection presents
a conceptual architecture that synthesizes the recurring functional components and their
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interactions identified across the reviewed literature. Figure 2 illustrates this architecture
and functional classification framework for AI-enabled UAV-based defense systems. The
recurring functional components are organized into seven interconnected layers that pro-
vide a unified system-level perspective. The interactions among these layers illustrate
how sensing, communication, intelligence, control, and security functions collectively
support resilient, autonomous, and mission-aware UAV operation in contested and dy-
namic environments.

Cybersecurity

1. UAV Platform Layer

Fixed-Wing UAV
• Long Endurance

• High Altitude

• Wide-Area Coverage

Rotary-Wing UAV
• VTOL/Hovering

• High Maneuverability

• Confined Operations

2. Communication Layer

UAV-to-UAV

UAV-to-Ground

UAV-to-Satellite

7. Operational 

Environment

Urban/Confined Areas

Mountainous Terrain

Maritime Environment

Adversarial Threats

Electronic Warfare
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Figure 2. Integrated architecture and functional classification framework for AI-enabled UAV-based
defense systems.

The UAV platform layer consists of heterogeneous platform infrastructures comprising
fixed-wing, rotary-wing, and in some cases hybrid UAVs, each providing complementary
capabilities in terms of endurance, maneuverability, payload capacity, and operational
flexibility [27,28]. These aerial platforms constitute the physical foundation of the archi-
tecture by hosting the sensing payloads, communication subsystems, onboard computing
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resources, and mission execution functionalities. Through their direct interaction with
the sensing and communication layers, the UAV platforms enable acquisition and dis-
semination of mission-critical information. Building upon the platform layer, the sensing
and perception layer enables UAVs to acquire and interpret information about the sur-
rounding operational environment. Modern UAV platforms increasingly integrate diverse
mission-specific sensing technologies, including EO/IR cameras, radar systems, RF sensing
modules, inertial navigation systems, and other onboard sensors to support environmental
perception, target detection, navigation, and situational awareness [28,30]. A recurring
trend identified across the reviewed literature is the adoption of multimodal sensing, radar-
enabled perception, and multi-sensor data fusion techniques to improve robustness and
operational effectiveness under uncertain and adversarial conditions. The heterogeneous
observations collected by the sensing layer are subsequently forwarded to the AI-enabled
intelligence and computing layer, where they are fused and transformed into actionable
operational intelligence.

The communication layer provides reliable information exchange among UAVs,
ground control stations, distributed operational nodes, and satellite networks [29]. As
highlighted in previous works [27,32], resilient communication constitutes a key enabler of
cooperative sensing, distributed intelligence, swarm coordination, and autonomous mis-
sion execution. However, military communication environments are frequently affected by
interference, spectrum congestion, communication disruption, jamming, and spoofing [5].
Thus, recent research has increasingly adopted AI-driven communication mechanisms
to support adaptive spectrum access, intelligent routing, transmission scheduling, anti-
jamming communication, and secure network management [24]. Recent research has also
investigated AI-driven event-triggered communication mechanisms [33], in which infor-
mation is transmitted only when significant events or predefined conditions are detected
rather than through periodic updates. Such strategies can substantially reduce commu-
nication overhead, conserve energy, and improve spectrum efficiency while maintaining
timely situational awareness and coordination. These capabilities are particularly beneficial
for cooperative UAV operations, swarm intelligence, and autonomous combat missions
operating under bandwidth-constrained and contested environments. The communication
layer continuously exchanges mission information, network status, and coordination data
with the AI-enabled intelligence and computing layer to enable adaptive communication
management, collaborative learning, and cooperative mission execution.

The AI-enabled intelligence and computing layer serves as the core of the archi-
tecture by integrating heterogeneous sensor observations with communication and mis-
sion information to generate high-level operational intelligence and support adaptive
decision-making. Depending on the operational requirements, this functionality may be
implemented through onboard edge intelligence or cloud-based computing infrastruc-
tures [34]. Edge intelligence enables real-time AI inference, low-latency processing, local
decision-making, and energy-efficient operation directly onboard the UAV, thereby re-
ducing dependence on remote computational resources and improving responsiveness
in bandwidth-constrained and contested environments. In contrast, cloud infrastructures
provide large-scale model training, data aggregation, intelligence fusion, and model syn-
chronization capabilities. The adoption of advanced AI techniques enables intelligent
perception, autonomous reasoning, adaptive learning, communication-aware operation,
and collaborative mission execution [1–3,17]. Furthermore, distributed AI and collabora-
tive learning mechanisms enable multiple UAVs to share information, coordinate actions,
and collectively contribute to mission objectives while reducing reliance on centralized
infrastructures [35]. Acting as the central integration layer, it exchanges information with
the communication layer, provides high-level operational intelligence to the autonomous
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control and decision-making layer, cooperates with the cybersecurity layer to detect and
mitigate cyber and electronic warfare threats, and continuously adapts its inference and
decision-making processes according to changes in the surrounding operational environ-
ment. Building upon the intelligence generated by the AI layer, the autonomous control
and decision-making layer is responsible for mission execution, adaptive operational man-
agement, and autonomous reasoning. It supports autonomous navigation, path planning,
mission planning, task scheduling, decision support, target tracking and identification,
swarm coordination, communication management, payload control, and fail-safe opera-
tion [15,22,31]. This layer plays a pivotal role in enabling autonomous and cooperative
UAV operations within dynamic and contested battlefield environments.

Given the increasing exposure of UAV platforms to cyber–physical and electromag-
netic threats, the layer constituting cybersecurity, electronic warfare protection, and op-
erational resilience provides an indispensable architectural component. Contemporary
architectures increasingly incorporate intrusion detection, anomaly detection, anti-jamming
mechanisms, spoofing mitigation, authentication, encryption, secure communication proto-
cols, spectrum-aware capabilities, electronic support and protection measures, data integrity
protection, adversarial attack detection, and resilient fault-tolerant operation [13–17]. AI-
driven cybersecurity and electronic warfare frameworks further enhance the ability to detect
malicious communication behavior, abnormal UAV operation, cyber intrusions, adversarial
attacks, jamming activities, spoofing attempts, and electromagnetic interference in real
time. In addition, XAI techniques are increasingly employed to improve transparency, inter-
pretability, and operator trust in AI-generated decisions as a way to facilitate trustworthy
autonomous operation and system validation in mission-critical defense applications [2,3].
Through continuous interaction with the AI-enabled intelligence and computing layer, this
component strengthens cybersecurity awareness, spectrum awareness, trust management,
communication robustness, fault tolerance, and overall operational resilience.

Finally, the operational environment represents the external context within which all
UAV operations are conducted. Changes in the operational environment continuously in-
fluence sensing observations, communication conditions, and mission objectives. Through
bidirectional interaction with the AI-enabled intelligence and computing layer, the full
architecture supports resilient and mission-aware UAV operation by continuously adapt-
ing perception, learning, resource allocation, and mission planning according to evolving
operational conditions.

4. Autonomous Air Combat and Cooperative UAV Operations
This section reviews recent advances in AI-driven autonomous air combat and co-

operative UAV operations that enable intelligent maneuver generation, adaptive tactical
reasoning, autonomous engagement planning, and distributed combat coordination in
dynamic and adversarial environments. Unlike conventional rule-based or human-centered
approaches, AI-driven frameworks can enable UAVs to operate under incomplete situa-
tional awareness, adversarial actions, communication constraints, electronic warfare, and
rapidly evolving battlefield conditions. These capabilities are particularly important in
BVR engagements, close-range dogfighting, cooperative mission scenarios, and large-scale
swarm operations, where rapid decision-making and adaptive coordination are essential
for mission success.
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4.1. Autonomous Air Combat Maneuver Decision-Making

Autonomous Air Combat Maneuver Decision-Making (ACMDM) represents one of
the most demanding applications of AI in aerial warfare, enabling UAVs to autonomously
assess combat situations, anticipate adversarial actions, and generate adaptive tactical
maneuvers under highly dynamic and contested conditions. Recent studies have demon-
strated that DRL-based approaches can enhance the ability of UAVs to learn complex
combat strategies through continuous interaction with realistic air combat environments.
This subsection reviews representative AI-driven approaches for ACMDM, which are
summarized in Table 2.

The work in [36] proposed a DRL-based ACMDM framework based on a Motivational
Curriculum Learning Distributed Proximal Policy Optimization (MCLDPPO) algorithm
designed to mitigate the plasticity loss problem encountered in conventional curriculum
learning approaches. A high-fidelity digital twin air combat environment incorporating
realistic aerodynamics, radar sensing, infrared systems, missile guidance, and beyond-
visual-range missile engagements was modeled as a Partially-Observable Markov Decision
Process (POMDP). The framework integrated motivational curriculum learning rewards,
distributed Proximal Policy Optimization (PPO) training, an LSTM-based actor–critic ar-
chitecture, hierarchical maneuver actions, and an interruption mechanism that increased
decision frequency during missile-threat situations. The observation space included aircraft
kinematics, radar lock status, missile warning information, and several combat geometry
metrics, namely, Antenna Train Angle (ATA), Aspect Angle (AA), and Horizontal Crossing
Angle (HCA), whereas the action space comprised tracking, circling, attacking, and eva-
sive maneuvers. Simulation results showed that MCLDPPO significantly outperformed
Finite State Machine (FSM) expert systems, predictive game trees, and conventional RL
algorithms, achieving an average win rate of approximately 66% against expert-level FSM
opponents, compared with 60.7% for predictive game trees, 43% for Soft Actor–Critic
(SAC), 40% for Deep Deterministic Policy Gradient (DDPG), and 35% for Deep Q-Network
(DQN). Moreover, the trained agent exhibited sophisticated tactical behaviors such as
proactive missile feints, adaptive diving attacks, guidance chain maintenance, and dynamic
exploitation of posture advantages.

A similar direction was investigated in [37], where an improved PPO-based framework
was developed for autonomous maneuver decision-making in one-to-one short-range
UAV air combat. The considered combat environment had three degrees of freedom and
incorporated maneuvering constraints, attack and advantage regions, probabilistic damage
models, and blood value-based combat evaluation mechanisms. To improve learning
performance, the framework employed Gated Recurrent Unit (GRU)-enhanced actor–critic
networks, differentiated actor and critic observation spaces, phased curriculum training,
and a reward structure combining dense, event, and terminal rewards. The action space
comprised fifteen tactical maneuvers, while the observation space captured relative position,
velocity, heading, attack angles, and combat geometry information. A prediction-and-
decision-based adversarial policy further generated more challenging combat interactions
during training. Experimental and ablation studies demonstrated substantially faster
convergence, improved policy stability, enhanced temporal situational awareness, and
superior combat effectiveness compared with conventional PPO implementations. As
a result, the trained UAV learned adaptive offensive and evasive strategies capable of
maintaining positional superiority, approaching attack regions, avoiding enemy threats,
and autonomously executing complex combat maneuvers.
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Table 2. Overview of AI-driven approaches for autonomous air combat maneuver decision-making.

Reference Objective AI/ML Models Operational Scenario UAV
Configuration Main Components Key Results

Zhu et al., 2024 [36]
Autonomous air combat

maneuver and engagement
decision-making

MCLDPPO, distributed
PPO, LSTM-based
actor–critic DRL

Digital twin-enabled air
combat with BVR

missile engagements

Single combat
UAV

POMDP formulation,
motivational curriculum learning,

hierarchical maneuver actions,
missile threat interruption

mechanism, distributed
battlefield simulation

Achieved approximately 66% win rate
against expert-level FSM opponents,
outperforming predictive game trees,

SAC, DDPG, and DQN while
demonstrating advanced tactical

combat behaviors

Zheng et al., 2023 [37]

Autonomous maneuver
decision-making for

short-range UAV
air combat

GRU-enhanced PPO,
actor–critic DRL

One-versus-one
short-range aerial combat

Single combat
UAV

GRU-based temporal feature
extraction, phased curriculum

training, dense/event/terminal
rewards, adversarial opponent

policy, probabilistic
damage modeling

Improved convergence, policy stability,
temporal situational awareness, and

combat effectiveness enabling adaptive
offensive and evasive
maneuver generation

Saldiran et al., 2024 [38]

Explainable
decision-making for

RL-based air
combat agents

DQN, Double DQN,
XAI-enabled RL

Two-dimensional (2D)
close-range aerial combat

Single combat
UAV

Reward decomposition,
ATA/AA/LoS-based analysis,
tactical-region explainability,

visual explanation maps

Identified tactical strengths, weaknesses,
asymmetries, and hidden behavioral

patterns while improving transparency,
interpretability, and debugging capability

Wang et al., 2024 [39]

Implementation and
evaluation of DRL-based

air combat maneuver
decision-making

DQN-based DRL
framework

Three-dimensional (3D)
1 vs. 1 UAV dogfight

Single combat
UAV

Six-Degrees-of-Freedom (DOF)
UAV kinematics, NASA-inspired

BFM actions, prioritized
experience replay, ϵ-greedy

exploration, curriculum learning,
reward shaping

Demonstrated autonomous target
pursuit, attack positioning, maneuver

adaptation, and engagement
decision-making while providing a

practical DRL implementation framework
for intelligent air combat systems
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Beyond improving combat effectiveness, recent research has emphasized the explain-
ability and transparency of AI-enabled air combat systems. The work in [38] proposed
an XAI framework for interpreting the tactical decision-making behavior of RL-based air
combat agents operating in a 2D close-range combat environment. The framework com-
bined DQN, Double DQN with reward decomposition, semantically meaningful reward
functions, and both local and global explainability mechanisms based on combat geometry
metrics, including Line-of-Sight (LoS), ATA, and AA. By decomposing rewards into ATA-,
AA-, and LoS-related components and employing tactical region-based analysis together
with visual explanation maps, the framework enabled detailed interpretation of agent deci-
sions and tactical preferences. Experimental results revealed tactical strengths, weaknesses,
asymmetries, and inconsistent behavioral patterns that remained hidden in conventional
black-box RL systems, leading to improved transparency, debugging capability, operator
trust, and understanding of AI-generated combat maneuvers.

Complementing these studies, the work in [39] developed and implemented a com-
plete DRL-based ACMDM framework for one-to-one UAV dogfight scenarios. The system
employed a DQN operating in a 3D combat environment modeled through 6-DOF UAV
kinematics, where the state space included velocity, spatial coordinates, attitude informa-
tion, relative distance, and combat geometry parameters. Tactical behavior was represented
through seven National Aeronautics and Space Administration (NASA)-inspired Basic
Fighter Maneuvering (BFM) primitives. Prioritized experience replay, ϵ-greedy explo-
ration, curriculum learning, and a reward mechanism combining angle-, distance-, speed-,
height-, and outcome-based rewards were integrated to address sparse reward-related chal-
lenges and improve training efficiency. In addition to providing detailed implementation
guidelines covering environment construction, state and action design, reward shaping,
neural network architecture, training procedures, and performance evaluation, the study
demonstrated that the trained UAV successfully learned target pursuit, attack positioning,
maneuver adaptation, and autonomous engagement strategies through continuous interac-
tion with the combat environment. The results further highlighted the effectiveness of DRL
in addressing the large state space, nonlinear dynamics, and sequential decision-making
requirements of autonomous air combat.

Overall, the reviewed studies demonstrate that DRL has become a widely explored AI
paradigm for autonomous air combat maneuver decision-making, enabling UAVs to learn
increasingly sophisticated tactical behaviors in complex combat environments. Recent
research has enhanced learning efficiency, situational awareness, and policy interpretability
through curriculum learning, recurrent neural networks, explainable AI, and high-fidelity
digital twins. Nevertheless, common limitations remain across the reviewed approaches,
including extensive reliance on simulation environments, partial observability, scalability
and communication constraints in larger combat scenarios, and the need for more realistic
operational validation before deployment.

4.2. Cooperative Multi-UAV Air Combat

This subsection investigates AI-driven approaches for cooperative multi-UAV air com-
bat and MARL, which have emerged as major research directions in modern AI-enabled
aerial combat systems and are summarized in Table 3. In such highly dynamic and ad-
versarial environments, multiple UAVs must collaboratively perform coordinated target
engagement, tactical maneuver synchronization, communication-aware cooperation, dis-
tributed battlefield perception, and adaptive mission execution under uncertainty, limited
situational awareness, and rapidly evolving combat conditions.

The work in [40] proposed an evolutionary MARL framework for cooperative multi-
UAV air combat in dynamic 3D environments. Specifically, the authors developed an Evo-

https://doi.org/10.3390/drones10080602

https://doi.org/10.3390/drones10080602


Drones 2026, 10, 602 16 of 55

lutionary Multi-Agent Twin Delayed Deep Deterministic Policy Gradient (E-MATD3) algo-
rithm to address strategic cycles arising from adversarial self-play and dynamically varying
swarm sizes. A realistic within-visual-range combat environment involving two opposing
teams of five UAVs operating in a continuous 3D battlefield was modeled using 3-DOF
flight dynamics with realistic combat constraints. The framework integrated MATD3-based
Centralized Training and Decentralized Execution (CTDE), evolutionary population-based
training, attention-based policy networks, curriculum learning, death masking, crossover
and mutation operators, and TrueSkill-based evolutionary selection. Experimental results
demonstrated that E-MATD3 outperformed MADDPG [41], MATD3 [42], DYAN-SUM [43],
and MATD3 with attention mechanism (ATT-MATD3) [40] baselines. Moreover, the learned
policies exhibited sophisticated cooperative tactics, including nearest-target pursuit, co-
ordinated cross-attacks, fire attraction maneuvers, and cooperative target neutralization,
highlighting the benefits of combining evolutionary learning and attention mechanisms to
improve robustness, scalability, and tactical cooperation.

Similarly, the work in [44] investigated hierarchical MARL for cooperative multi-UAV
air combat in high-fidelity environments. The proposed framework combined virtual
opponent-based hierarchical policies with value–attention decomposition policy gradients
to address the challenges of high-order aircraft dynamics and multi-agent credit assignment.
Evaluations were conducted using the Pyaircombat simulation platform, developed with
the Unity game engine and the open-source aircraft dynamics model software JSBSim,
which supports realistic flight dynamics, radar-based observations, weapons engagement
modeling, and cooperative combat scenarios from 3 vs. 3 to 6 vs. 6. The framework inte-
grated hierarchical RL (HRL) [45], CTDE, PPO [46], Generalized Advantage Estimation
(GAE), attention-based value decomposition, and pretrained low-level maneuver policies.
The upper layer generated 6-DOF virtual opponent poses, while the lower layer trans-
lated them into aircraft control commands. Experimental results demonstrated superior
performance compared with Multi-Agent Proximal Policy Optimization (MAPPO) [46]
and related MARL baselines across multiple combat scales. Furthermore, the learned poli-
cies exhibited coordinated target selection and collaborative engagement, demonstrating
improved training efficiency, scalability, and cooperative decision-making.

In [47], the authors proposed a decomposed and Prioritized Experience Replay (PER)-
enhanced Multi-Agent Deep Deterministic Policy Gradient (DP-MADDPG) framework
for multi-UAV air combat operational scenario. The cooperative and adversarial UAV
swarm combat was modeled as a Partially-Observable Markov Game (POMG) in which
UAVs autonomously performed maneuvering, target tracking, cooperative attacks, and
distributed battlefield coordination. In addition, a combat environment implemented using
the Multi-agent Combat Arena (MaCA) involved two opposing swarms, each consisting
of eight combat UAVs and two reconnaissance UAVs. The framework integrated CTDE,
dual-critic MADDPG learning, PER, and local/global reward optimization to improve learn-
ing stability and cooperative coordination. Compared with conventional MADDPG [41]
and Independent Learning Deep Deterministic Policy Gradient (ILDDPG), DP-MADDPG
achieved a convergent reward of 695.5, compared with 592.9 for MADDPG and 344.8 for
ILDDPG; it also attained a 96% win rate against rule-based opponents and an 80.5% win
rate against ILDDPG-enabled adversaries over 1000 combat tests. The learned policies
demonstrated coordinated encirclement attacks, tactical baiting, target tracking, evasive
maneuvering, and cooperative protection of reconnaissance UAVs.

The work in [48] proposed a cooperative maneuver decision-making framework com-
bining incomplete-information dynamic game theory, Bayesian inference, and MADDPG-
based RL. The study addressed combat environments in which adversarial UAV intentions
and tactical maneuvers were uncertain and only partially observable. A cooperative air com-
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bat situation assessment model was first developed using combat geometry metrics such as
angle advantage, heading advantage, and distance advantage to evaluate battlefield superi-
ority. The combat problem was then formulated as an incomplete-information dynamic
game solved through Perfect Bayes-Nash Equilibrium (PBE) analysis, while a dynamic
Bayesian network (DBN) inferred opponent tactical intentions from observable variables
such as velocity, heading angle, and altitude evolution. The framework subsequently
employed a MADDPG architecture with CTDE to learn adaptive cooperative maneuver
strategies. Simulation results demonstrated faster convergence and improved exploitability
characteristics compared with Twin Delayed DDPG (TD3)-based baselines [49]. The learned
policies autonomously generated advanced tactical behaviors including outflanking maneu-
vers, coordinated pincer attacks, decoy tactics, altitude advantage exploitation, cooperative
evasion, and adaptive pursuit strategies.

Similarly, the work in [50] proposed a Layer Delay Dual-Center MAPPO (MAPPO-
LDC) framework to improve training stability and tactical performance in cooperative
multi-UAV combat. The study addressed policy overestimation, cumulative training errors,
and unstable convergence in complex air combat environments involving 2 vs. 2, 4 vs. 4,
and 6 vs. 6 UAV operational scenarios. In particular, the proposed framework integrated
CTDE, dual-center critic networks, delayed policy updates, curriculum-style training, and
PPO-based multi-agent learning. The dual-center critic architecture alleviated overestima-
tion problems through weighted averaging between critic networks, while delayed policy
updates stabilized training by prioritizing critic updates during early learning stages. Sim-
ulation results demonstrated that MAPPO-LDC substantially outperformed MAPPO [46]
and Independent PPO (IPPO) [51] baselines in convergence stability, combat performance,
and tactical effectiveness. In particular, the framework achieved a maximum win rate of
approximately 93% in the 2 vs. 2 scenario, corresponding to an 89% improvement over
MAPPO, while also reducing draw rates by approximately 84%. The analysis further
revealed advanced cooperative tactical behaviors including pincer attacks, coordinated
flanking maneuvers, decoy tactics, and exploitation of advantageous positioning across
multiple combat scenarios.

The work in [52] proposed a hierarchical game-theoretic and risk-aware predictive
control framework for resilient cooperative multi-UAV air combat in A2/AD environ-
ments. The proposed architecture integrated Stackelberg game-based task allocation with
hierarchical RL, where distributional RL based on Implicit Quantile Networks (IQN) and
Conditional Value-at-Risk (CVaR) were employed to dynamically adapt tactical decisions
according to battlefield threat levels. Specifically, the hierarchical framework separated
strategic task allocation, risk-aware tactical decision-making, and resilient low-level flight
control, enabling cooperative target engagement while accounting for communication
uncertainty, disturbances, and cyber attacks. Experimental results demonstrated improved
mission survivability, tactical coordination, and robustness compared with conventional
MARL approaches, highlighting the potential of integrating risk-aware RL with hierarchical
decision-making for cooperative UAV combat.

HRL has emerged as an effective approach for addressing the complexity of large-scale
cooperative combat environments. In [53], the authors proposed an HRL-based framework
using a hierarchical decision-making network and an empirical experience decomposition
mechanism. The problem was modeled as a decentralized partially observable Markov
decision process (DEC-POMDP) and evaluated using the high-fidelity JSBSim simulator
in realistic 4 vs. 4 and 8 vs. 8 combat scenarios involving missile engagements, radar con-
straints, and cooperative maneuvering. The hierarchical structure separated UAV decisions
into a flight decision layer for maneuver generation and an attack decision layer for tar-
get selection and firing decisions, which reduced the complexity in the action space and
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improved decision-making efficiency. Built upon the QMIX value decomposition archi-
tecture, the framework significantly outperformed Value Decomposition Network (VDN),
Counterfactual Multi-Agent (COMA), and QMIX baselines [54] in win rate, convergence
speed, combat loss rate, and training stability. Specifically, it achieved win rates of 64.7%
and 82.9% in 4 vs. 4 and 8 vs. 8 combat scenarios, respectively, while demonstrating faster
convergence, improved robustness under radar noise, and advanced cooperative behaviors
such as encirclement tactics, missile timing optimization, and formation dispersion.

Communication-aware cooperation was investigated in [55], where the authors pro-
posed an improved Multi-Agent DRL (MADRL) framework for cooperative maneuver
decision-making in pursuit-evasion air combat scenarios. A 2vs1 operational scenario was
considered in which two cooperative pursuit UAVs attempted to intercept an evasive adver-
sarial UAV in a dynamic 3D battlefield. The proposed CommNet-Advantage Actor–Critic
(CommNet-A2C) framework combined Advantage Actor–Critic RL with communication-
aware multi-agent coordination to enhance cooperative decision-making. Specifically, the
architecture integrated communication interaction layers, GRU-based memory mechanisms,
shared rewards, and communication protocol learning to improve temporal situational
awareness and inter-UAV information sharing. In addition, the framework employed
cooperative tactical decision-making and NASA-inspired maneuver primitives, including
acceleration, turning, pull-up, and dive-down actions. Simulation results demonstrated
that CommNet-A2C significantly outperformed the baseline CommNet-REINFORCE algo-
rithm, which corresponds to the original CommNet framework employing the REINFORCE
policy-gradient algorithm, in both pursuit success rate and cumulative reward. The pro-
posed framework converged after approximately 700 training episodes and achieved an
average pursuit success rate of 92.7%, compared with 68.5% for CommNet-REINFORCE.
Furthermore, the learned policies exhibited coordinated pincer attacks, adaptive encir-
clement maneuvers, and effective exploitation of altitude advantages.

Recent studies have also explored multimodal perception and intelligent task schedul-
ing for cooperative UAV combat operations. In [56], the authors proposed an enhanced
Multimodal DRL DQN (MDRL-DQN) for intelligent combat planning and cooperative
UAV task scheduling in adversarial electronic warfare environments. The study considered
dynamic multi-UAV combat operations involving target prioritization, electromagnetic
interference, collision avoidance, and cooperative mission execution under red-team attack
and blue-team defense scenarios. The proposed framework integrated multimodal data fu-
sion, CNN-based image feature extraction, RNN-based sensor processing, adaptive reward
mechanisms, self-attention-based task prioritization, actor–critic policy evaluation, and
improved Q-learning. Experimental results demonstrated that MDRL-DQN significantly
outperformed PPO, Asynchronous Advantage Actor–Critic (A3C) [57], and DDPG base-
lines in mission success rate, task completion time, UAV survivability, and convergence
speed. In particular, the framework achieved task success rates of 89.6% and 94.8% in long-
distance dispersed and concentrated defense scenarios, respectively, while also converging
substantially faster than competing approaches.
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Table 3. Overview of AI-driven approaches for cooperative multi-UAV air combat.

Reference Objective AI/ML Models Operational
Scenario

UAV
Configuration Main Components Key Results

Wang, B. et al.,
2024 [40]

Cooperative
multi-UAV air combat

maneuver
decision-making

E-MATD3,
evolutionary MARL,

attention-
based learning

3D within-visual-
range air combat

5 vs. 5
cooperative
combat UAV

teams

CTDE, evolutionary population
training, curriculum learning,
attention-based policies, death

masking, crossover and mutation
operators, TrueSkill-based selection

Outperformed MADDPG, MATD3,
DYAN-SUM, and ATT-MATD3 while

enabling coordinated target pursuit and
cooperative combat maneuvers

Xu et al.,
2025 [44]

Hierarchical
cooperative multi-UAV

air combat
decision-making

Hierarchical MARL,
PPO, attention-based
value decomposition

High-fidelity
multi-UAV
air combat

3 vs. 3–6 vs. 6
UAV operational

scenarios

HRL, CTDE, PPO, GAE,
virtual-opponent modeling,

attention-based value
decomposition, pretrained low-level

maneuver policies

Outperformed MAPPO and related
MARL baselines while enabling
coordinated target selection and
collaborative target engagement

Yang et al.,
2024 [47]

Cooperative UAV
swarm operational

scenario and tactical
coordination

DP-MADDPG,
PER-enhanced

MADDPG

POMG-based
multi-UAV
battlefield

Eight combat
UAVs and two
reconnaissance
UAVs per team

CTDE, dual-critic learning, PER,
local/global reward optimization,

cooperative coordination

Achieved a convergent reward of
695.5 vs. 592.9 (MADDPG) and 344.8

(ILDDPG), with 96% and 80.5% win rates
against rule-based and ILDDPG

opponents, respectively

Ren et al.,
2023 [48]

Cooperative maneuver
generation under

uncertainty

MADDPG, Bayesian
inference, dynamic

game theory

Incomplete-
information
multi-UAV
air combat

2 vs. 2, 2 vs. 3,
and 3 vs. 2

combat scenarios

PBE analysis, DBN-based intention
inference, CTDE, cooperative

situation assessment

Improved convergence and exploitability
characteristics compared with TD3 while

generating adaptive cooperative
combat tactics

Ding et al.,
2025 [50]

Collaborative
multi-UAV air combat

decision-making

MAPPO-LDC,
PPO-based MARL

Adversarial 3D
air combat

2 vs. 2, 4 vs. 4,
and 6 vs. 6 UAV

teams

CTDE, dual-center critics, delayed
policy updates,

curriculum-style training

Achieved a 93% win rate in 2 vs. 2
combat, improving over MAPPO by 89%

while reducing draw rates by 84%

Tang et al.,
2026 [52]

Risk-aware
cooperative multi-UAV

air combat
decision-making

Hierarchical RL,
IQN-based

distributional RL,
Stackelberg game

A2/AD
cooperative air

combat

Multi-UAV
cooperative

combat swarm

Stackelberg-game task allocation,
hierarchical RL, IQN, CVaR-based

risk-aware decision-making,
resilient predictive control

Outperformed MAPPO and CBBA while
improving mission survivability, tactical
coordination, and robustness, with over

60% lower computational load

Wang, H. et al.,
2024 [53]

Hierarchical
cooperative multi-UAV

combat
decision-making

HRL, QMIX-based
MARL

JSBSim-based
adversarial
air combat

4 vs. 4 and 8 vs. 8
UAV teams

DEC-POMDP modeling,
hierarchical maneuver and attack

decision layers, experience
decomposition, QMIX
value decomposition

Achieved win rates of 64.7% and 82.9% in
4 vs. 4 and 8 vs. 8 combat, respectively,

outperforming VDN, COMA, and QMIX
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Table 3. Cont.

Reference Objective AI/ML Models Operational
Scenario

UAV
Configuration Main Components Key Results

Luo et al.,
2024 [55]

Cooperative
pursuit-evasion

maneuver
decision-making

CommNet-A2C,
communication-
aware MADRL

3D
pursuit-evasion

air combat

Two pursuit
UAVs versus one

evasive UAV

Communication interaction layers,
GRU memory modules, shared

rewards, communication protocol
learning, NASA-inspired

maneuver primitives

Converged after approximately 700
episodes and achieved a pursuit success
rate of 92.7%, compared with 68.5% for

CommNet-REINFORCE

Jianhong et al.,
2025 [56]

Cooperative combat
planning and UAV

task scheduling

MDRL-DQN,
multimodal DRL

Electronic
warfare

attack-defense
environments

Multi-UAV attack
and defense

teams

Multimodal fusion, CNN-based
image processing, RNN-based

sensor processing, adaptive
rewards, self-attention task
prioritization, actor–critic

evaluation

Achieved task success rates of 89.6% and
94.8% in dispersed and concentrated

defense scenarios, respectively,
outperforming PPO, A3C, and DDPG

Han et al.,
2025 [58]

Communication-
efficient cooperative

UAV air combat

SIIS-MARL,
ToM-based MARL

Communication-
constrained
multi-UAV

combat

2 vs. 2–16 vs. 16
UAV swarms

ToM-based intention inference,
sparse communication, LSTM

temporal modeling, CTDE

Reduced communication overhead and
achieved winning rates of 99.3% and
76.8% in 2 vs. 2 and 16 vs. 16 combat,
respectively, surpassing MADDPG,

COMA, DAACMP, and MASIA
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In [58], the authors proposed a Sparse Inferred Intention Sharing MARL (SIIS-MARL)
framework for communication-constrained multi-UAV combat environments. The study mod-
eled cooperative air combat as a partially observable Markov game under a CTDE architecture
in which UAVs autonomously performed reconnaissance, maneuvering, communication,
target selection, and missile attacks in combat scenarios ranging from 2 vs. 2 to 16 vs. 16 UAV
engagements. The proposed framework integrated a Theory-of-Mind (ToM)-based intention
inference module [59], an attention-based sparse communication mechanism, LSTM-based
temporal feature extraction, and actor–critic MARL. The ToM module inferred teammates’
future intentions and selection of enemy targets, whereas the sparse transmission mechanism
selectively enabled communication only with tactically relevant UAVs, thereby reducing re-
dundant communication overhead while preserving cooperative coordination. Experimental
results demonstrated that SIIS-MARL significantly outperformed MARL baselines including
MADDPG, COMA, Double Attentional Actor–Critic Message Processor (DAACMP) [60], and
MASIA [61], particularly in large-scale combat environments. Specifically, the framework
achieved winning rates of 99.3% in 2 vs. 2 combat and 76.8% in 16 vs. 16 combat. Abla-
tion studies further confirmed the importance of both the intention inference and sparse
communication mechanisms, as removing either degraded combat performance.

Overall, the reviewed studies demonstrate that MARL has emerged as a frequently
adopted framework for cooperative multi-UAV air combat, enabling coordinated target
engagement, distributed decision-making, and adaptive tactical cooperation in increasingly
complex battlefield scenarios. Recent advances have enhanced scalability, training stability,
communication efficiency, cooperative intelligence, and risk-aware tactical decision-making
through CTDE, hierarchical learning, attention mechanisms, communication-aware co-
ordination, multimodal perception, and distributional RL. Nevertheless, most existing
approaches remain largely simulation-based and continue to face challenges related to scal-
ability, communication overhead, partial observability, and realistic operational validation
in large-scale adversarial environments.

4.3. Large-Scale Swarm Air Combat and Scalable Combat Intelligence

This subsection reviews AI-driven approaches for large-scale swarm air combat and
scalable combat intelligence, which have emerged as key research directions in next-
generation autonomous aerial warfare and are summarized in Table 4. Compared with
small-scale cooperative air combat, large-scale UAV swarms introduce additional challenges
associated with scalability, partial observability, communication constraints, dynamic for-
mations, non-stationary interactions, and rapidly expanding state-action spaces.

The work in [62] investigated scalable swarm combat coordination using an RL-based
framework for short-range UAV swarm air combat maneuver decision-making based on a
Multi-Agent Transformer introducing Virtual Objects (MTVO) architecture. Specifically, the
study addressed the challenge of processing complex and dynamically evolving battlefield
information in large-scale cooperative swarm combat, where conventional fully connected
neural networks often fail to capture tactically important interactions among multiple
UAVs. The considered scenario involved two homogeneous UAV swarms engaging in
short-range 3D air combat, where UAVs autonomously performed maneuvering, target
tracking, cooperative attacks, and evasive operations without inter-UAV communication.
The combat environment incorporated realistic attack cones, observation constraints, prob-
abilistic destruction mechanisms, three-degree-of-freedom UAV flight dynamics, and a
maneuver library comprising 27 actions. The proposed MTVO framework integrated
transformer-based self-attention, virtual-object-assisted global situation representation,
mask mechanisms for varying swarm sizes, PPO-based CTDE, attention-based information
aggregation, reward shaping, situation assessment, and actor–critic RL. Specifically, the
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self-attention mechanism focused on tactically important UAVs, while the virtual object
generated a global battlefield representation for weighted fusion of local tactical informa-
tion. Simulation experiments ranging from 1 vs. 1 to 20 vs. 20 UAV operational scenarios
demonstrated that MTVO significantly outperformed conventional fully connected neural-
network approaches, particularly as swarm size increased. In 5 vs. 5 combat scenarios,
the framework achieved win rates exceeding 70% while maintaining stable convergence
and effective tactical learning. Unequal-number engagements further demonstrated strong
robustness under numerical disadvantage, whereas ablation studies confirmed the impor-
tance of the self-attention, attention aggregation, and virtual object modules, as removing
any component substantially degraded combat performance.

Similarly, the work in [63] investigated scalable multi-aircraft autonomous close-range
air combat under a multi-sensor Unmanned Combat Aerial Vehicle (UCAV) platform. The
framework considered variable-size cooperative UAV formations operating in partially
observable and adversarial environments. It integrated QMIX-based MARL, CTDE, Multi-
head Attention (MHA)-based information embedding, Scalable Mixing Networks based
on Attention (SMA), Population Curriculum Self-Play (PCSP), GRU-based recurrent Q-
networks, and competitive self-play training. Combat scenarios involved homogeneous
UCAV formations performing cooperative maneuvering, target engagement, threat as-
sessment, and coordinated attacks in realistic close-range 3D environments incorporating
Weapon Engagement Zones (WEZs), ATA, AA, probabilistic damage modeling, radar sens-
ing, and three-degree-of-freedom flight dynamics. Multi-sensor information fusion enabled
UAVs to exchange radar-based enemy information with nearby teammates, while MHA-
based embedding and SMA allowed scalable learning with dynamically varying numbers
of friendly and adversarial UAVs. Experimental results showed that the framework sig-
nificantly outperformed QMIX, VDN, and MeanPool-based approaches in convergence
stability, scalability, training efficiency, and combat effectiveness. In variable-size forma-
tions, it achieved winning rates exceeding 70%, while random-PCSP training attained
the highest Elo scores among competitive self-play methods, indicating superior strategy
quality and improved approximate Nash-equilibrium learning.

The work in [64] proposed a cooperative RL framework for autonomous military drones
performing swarm-flight maintenance, adaptive target bombing, and energy-efficient mission
execution under dynamic combat conditions. The proposed MADRL framework combined
CommNet and CTDE, where a mobile command tower acted as a centralized critic while
individual drones executed learned policies using local observations and inter-agent commu-
nication. Unlike independent RL approaches, the CommNet architecture enabled continuous
information exchange through hidden-state communication mechanisms, thereby improving
cooperative coordination and tactical synchronization. The considered environment modeled
a large-scale battlefield of approximately 4 × 104 km3, while the UAV platform was based
on the aerodynamic characteristics of the Shahed-136 military drone. The UAV model incor-
porated realistic flight dynamics, Euler angle-based maneuver control, aerodynamic energy
consumption modeling, swarm distance maintenance, and dynamic target bombing objectives.
The observation space included inter-drone distances, target zone distances, UAV coordinates,
and residual energy information, whereas the reward function jointly optimized swarm co-
hesion, bombing effectiveness, and energy efficiency. Furthermore, the framework employed
DEC-POMDP modeling to capture battlefield uncertainty and limited situational awareness.
Experimental results demonstrated that the proposed CommNet-based MADRL framework
significantly outperformed independent DQN, independent PPO, and MADDPG baselines
in swarm coordination, bombing success rate, and residual energy preservation. In particular,
the learned policies maintained stable swarm formations while achieving substantially higher
bombing success rates and improved energy conservation.
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Table 4. Overview of AI-driven approaches for large-scale swarm air combat and scalable combat intelligence.

Reference Objective AI/ML Models Operational
Scenario

UAV
Configuration Main Components Key Results

Jiang et al.,
2023 [62]

Large-scale UAV
swarm combat

maneuver
decision-making

MTVO,
transformer-based

PPO

Short-range 3D UAV
swarm air combat

1 vs. 1–20 vs. 20
UAV swarm
operational
scenarios

Transformer self-attention, virtual
object global representation, mask

mechanisms, PPO-based CTDE,
attention aggregation, reward
shaping, situation assessment,

actor–critic RL

Achieved win rates exceeding 70% in
5 vs. 5 combat while maintaining stable
convergence; demonstrated robustness

under numerical disadvantage and verified
the importance of self-attention, attention
aggregation, and virtual object modules

through ablation studies

Kong et al.,
2023 [63]

Scalable multi-aircraft
autonomous

close-range air combat

QMIX-based
MARL, MHA,
SMA, PCSP

Partially observable
multi-sensor 3D

air combat

Variable-size
cooperative

UCAV
formations

CTDE, MHA-based information
embedding, SMA, PCSP,

GRU-based recurrent Q-networks,
multi-sensor information fusion,

competitive self-play

Achieved winning rates exceeding 70% and
the highest Elo scores among self-play

methods; outperformed QMIX, VDN, and
MeanPool while improving convergence

stability, scalability, and
combat effectiveness

Kim et al.,
2024 [64]

Cooperative RL for
large-scale military
drone operations

CommNet,
MADRL, CTDE

Large-scale dynamic
battlefield

environments

Cooperative
military drone

swarms based on
Shahed-136

UAVs

Communication-aware
coordination, hidden state

information sharing, DEC-POMDP
modeling, swarm flight

maintenance, energy-aware
bombing, realistic flight dynamics
and energy consumption modeling

Outperformed independent DQN, PPO,
and MADDPG baselines in swarm

coordination, bombing success rate, and
residual energy preservation; maintained
stable formations and improved energy

efficiency over a battlefield of
approximately 4 × 104 km3

Li et al.,
2026 [65]

Autonomous
cooperative roundup
and UAV interception

I2C-MATD3, ICEM,
ICM

Obstacle-constrained
cooperative
interception
environment

Three
cooperative

UAVs versus one
adversarial UAV

MATD3, ICEM, ICM, CTDE, replay
buffer sharing, global-elite

evolutionary optimization, LiDAR
sensing, curiosity-driven

exploration

Achieved near-100% roundup success after
approximately 1200 training episodes;

outperformed MATD3 and IMTD3 while
maintaining success rates above 71% under
wind disturbances and approximately 70%
under severe communication degradation
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In [65], the authors proposed an enhanced cooperative roundup framework based on an
Improved Cross-Entropy Method with Intrinsic Curiosity-enhanced Multi-Agent Twin Delayed
Deep Deterministic Policy Gradient (I2C-MATD3) algorithm for autonomous UAV interception
and collaborative encirclement. The considered scenario involved three cooperative UAVs
attempting to intercept and surround a maneuvering adversarial UAV in a constrained 2D
airspace containing obstacles and protected regions. In this context, the roundup problem
as a Markov Decision Process (MDP) and integrated MATD3, an Improved Cross-Entropy
Method (ICEM), an Intrinsic Curiosity Module (ICM), CTDE, replay buffer sharing, and global-
elite evolutionary optimization. The state space incorporated local kinematics, formation-
relative positioning, target azimuth estimation, and LiDAR-based obstacle perception, while
the action space consisted of continuous acceleration–control commands. ICEM enhanced
exploration through global-elite sample preservation, whereas the ICM generated intrinsic
rewards from forward-state prediction errors to encourage exploration of previously unseen
states. Performance was evaluated against Multi-Agent Twin Delayed Deep Deterministic Policy
Gradient (MATD3), which follows the CTDE paradigm, and Intrinsic Motivation-enhanced Twin
Delayed Deep Deterministic Policy Gradient (IMTD3), which employs a Decentralized Training
and Decentralized Execution (DTDE) architecture. Simulation results demonstrated that I2C-
MATD3 outperformed both baselines in convergence speed, roundup efficiency, robustness,
and mission success rate. The framework achieved near-100% roundup success rates after
approximately 1200 training episodes while maintaining superior reward stability and faster
convergence. Robustness evaluations further demonstrated success rates exceeding 71% under
wind disturbances and approximately 70% under severe communication degradation.

Overall, the reviewed studies demonstrate significant progress toward scalable AI-
enabled swarm air combat through advanced DRL- and MARL-based frameworks capable of
coordinating increasingly large UAV formations in dynamic and partially observable battle-
field environments. Recent research has progressively shifted toward scalable architectures in-
corporating transformer-based representations, attention mechanisms, communication-aware
coordination, curriculum learning, and variable-size multi-agent training to improve coop-
erative decision-making and combat effectiveness. Nevertheless, most existing approaches
remain primarily validated in simulation and continue to face challenges related to commu-
nication uncertainty, incomplete situational awareness, electronic warfare, and the reliable
deployment of large-scale UAV swarms in realistic operational environments.

5. Path Planning and Autonomous Navigation
Path planning and autonomous navigation constitute critical functionalities of AI-

enabled UAV-based systems operating in contested and adversarial environments. Modern
military UAVs are increasingly expected to perform missions autonomously in the presence
of hostile threats, communication disruptions, GPS degradation, moving obstacles, limited
situational awareness, and rapidly evolving battlefield conditions. These challenges often limit
the effectiveness of conventional rule-based navigation strategies, particularly in unknown or
partially observable environments. Consequently, significant research efforts have focused on
AI-driven navigation frameworks capable of adaptive decision-making, resilient operation,
and autonomous maneuvering. At the same time, the successful execution of AI-generated
trajectories depends on robust low-level flight controllers that ensure accurate trajectory track-
ing despite model uncertainties, wind disturbances, and sensor imperfections. Therefore,
robust nonlinear control techniques, including backstepping and sliding mode control can
complement AI-based navigation by providing stability, disturbance rejection, and reliable
flight execution under challenging operating conditions [66]. This section reviews representa-
tive AI-based approaches for path planning and autonomous navigation in defense-oriented
UAV-based systems, which are summarized in Table 5.
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Table 5. Overview of AI-driven approaches for path planning and autonomous UAV navigation.

Reference Objective AI/ML Models Operational Scenario UAV Configuration Main Components Key Results

Soliman et al.,
2023 [67]

Path planning for
autonomous mobile-target
search and reconnaissance

PPO-based DRL,
MLP Actor-Critic

Reconnaissance and
surveillance with

mobile targets
Parrot ANAFI UAV

MDP formulation, digital twin simulation,
QR-code target identification, energy-aware
navigation, mobility-aware target tracking

Performance close to an ideal benchmark
policy and superior to area-scanning

baselines for up to 50 mobile targets and
64 grid cells

Shen et al.,
2026 [68]

Adaptive collision
avoidance under

uncertainty
HPER-D3QN

Joint
manned-unmanned
operational airspace

Up to
25 heterogeneous

aircraft

DTPA, TCPA/DCPA threat assessment,
wind-aware navigation, hierarchical PER,

dual-layer safety zones, partial observation

Achieved final reward of approximately 2.36
and collision-avoidance success rate of 96.3%

while reducing FHP and
task-completion time

Zhang et al.,
2025 [69]

Hybrid intelligent UAV
path planning in

adversarial environments

CNNs, Bi-LSTM,
attention-assisted

Informed RRT

Dynamic obstacle-rich
battlefield

environments

Single UAV
navigation system

GIS/radar/camera fusion, attention
mechanism, adaptive informed sampling,

DL-enhanced Informed RRT,
Bézier smoothing

Achieved approximately 91% success rate in
narrow channels and 88% in trap-obstacle
scenarios while reducing path length by

7.82% versus DDPG

Garcia-Gascon
et al., 2025 [70]

Autonomous navigation in
GPS-denied environments

LSTM,
MLP-based DL

GPS-denied
waypoint-following

missions
Fixed-wing UAV

Telemetry-based GPS prediction, INAV
autopilot emulation, onboard sensor fusion,

49 input features

Approximately 99% prediction accuracy
with R2 = 0.998–0.999 and MAPE of

0.14–0.16% using
432,000 telemetry measurements

Sujecki et al.,
2026 [71]

Autonomous UAV
navigation in

contested environments
PPO, REINFORCE

GPS-denied and
communication-

constrained
environments

Quadrotor UAV
Unity ML-Agents, PyTorch,

continuous-control learning, reward shaping,
146-dimensional observation space

PPO achieved cumulative reward of
3.8658 vs. 1.5712 for REINFORCE and

reduced average episode length from 200 to
110 steps

Chronis et al.,
2023 [72]

Autonomous navigation in
unknown dynamic

environments
PPO-based DRL Urban and rural

BVLOS missions
Single UAV with
low-cost sensors

AirSim/Unreal Engine, actor–critic
navigation, obstacle avoidance,

lightweight sensing

Approximately 99% success rate with
near-zero collision probability,

outperforming A2C and A*

Lee et al.,
2024 [73]

Concealment-aware
battlefield navigation

Q-learning,
Q-SAPF

Battlefield terrain
environments

Autonomous
military UAV

50 × 50 battlefield maps, concealment-aware
rewards, terrain-aware scoring, strategic

potential fields

Mission success rates of 99.5–99.7%;
path-length reduction of 1.96–8.77 units and

execution-time reduction of 14.57–69.29 s

Kim et al.,
2026 [74]

Threat-aware tactical
battlefield navigation

SwiftFormer,
DQN-based DRL

Battlefield mobility and
adversarial terrain

environments

Autonomous
military UAV

Semantic segmentation, mobility-aware
terrain mapping, threat zone modeling,

adaptive DQN decision-making, A* routing

93 FPS segmentation, 93.0% pixel accuracy,
72.8% mIoU, zero enemy-zone exposure, and

over 50-fold execution-time reduction

Zhan et al.,
2024 [75]

Path planning for
large-scale maritime

search-and-rescue missions

Q-learning-
enhanced genetic

algorithm

Maritime SAR and
emergency-response

operations

Multiple UAVs and
rescue centers

Adaptive population management, heuristic
initialization, adaptive crossover, elite
repositories, population perturbation

Improved convergence, workload balancing,
and reduced mission duration for

100–1000 tasks, 2–10 rescue centers, and
80 km2 search regions
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In [67], the authors proposed a navigation framework integrated with digital twin
technology for autonomous mobile target visitation in reconnaissance and surveillance
environments. The scenario involved a UAV autonomously searching for and visiting mo-
bile targets such as soldiers or vehicles while operating under uncertain mobility patterns
and incomplete situational awareness. The target visitation problem was formulated as
an MDP, while PPO-based DRL with Multi-Layer Perceptron (MLP) actor–critic networks
enabled adaptive navigation and mobility-aware target tracking. The framework integrated
Gazebo and Parrot Sphinx digital twin simulation, Quick Response (QR) code-based target
identification, energy consumption estimates, collision-aware navigation, and real-world
implementation using a Parrot ANAFI UAV and Raspberry Pi controller. The state space
incorporated timestep information, grid cell positions, and target visitation indicators,
whereas the action space consisted of nine navigation actions including directional move-
ment and hovering. A reward structure encouraged successful target visitation while
minimizing mission duration and energy consumption. Extensive simulations involving
different area sizes, UAV altitudes, target densities, and mobility models demonstrated
performance close to an ideal benchmark policy with full future target location knowl-
edge while substantially outperforming baseline area-scanning strategies in accumulated
reward, mission time, and total energy consumption. Experimental evaluations involving
1–50mobile targets distributed over up to 64 grid cells further demonstrated robust au-
tonomous maneuver generation, adaptive target chasing, and efficient transfer of learned
policies from the digital twin to the real UAV platform.

In addition to target-oriented navigation, the work in [68] proposed a DRL-based
adaptive collision avoidance framework for UAVs operating in uncertain joint airspace en-
vironments involving both manned and unmanned aircraft. Unlike conventional geometry-
based collision avoidance techniques, the proposed methodology formulated autonomous
navigation as an MDP and employed a Hierarchical PER Double-Dueling DQN (HPER-
D3QN). The framework integrated several important mechanisms, including sector-based
partial observation, Dynamic Threat Prioritization Assessment (DTPA), uncertainty-aware
wind field modeling, dual-layer safety protection zones, and hierarchical prioritized expe-
rience replay. Threat evaluation incorporated Time to Closest Point of Approach (TCPA),
Distance at Closest Point of Approach (DCPA), and aircraft type information, while re-
play experiences were dynamically categorized into multiple priority layers to improve
learning efficiency and convergence stability. The framework was evaluated in a simulated
30 × 30 km operational airspace supporting up to 25 heterogeneous aircraft. Extensive
comparisons against DQN, Double DQN (DDQN), Dueling DQN, Dueling DDQN (D3QN),
and PER-D3QN demonstrated that HPER-D3QN achieved the fastest convergence and the
highest final reward value of approximately 2.36 after 25,000 training episodes. In dense
operational scenarios involving 25 aircraft, the proposed method maintained a collision
avoidance success rate of approximately 96.3% while additionally reducing task completion
time and Frequency of Hazardous Proximity (FHP). The results further demonstrated strong
robustness against wind disturbances, heading uncertainties, and speed perturbations.

The work in [69] proposed a hybrid DL-enhanced navigation framework integrating
neural network-based decision-making with Informed Rapidly-exploring Random Trees
(Informed RRT) for UAV navigation in dynamic and adversarial environments. The pro-
posed framework integrated CNNs, bidirectional LSTM networks, attention mechanisms,
DL-enhanced Informed RRT, multi-sensor information fusion, adaptive informed sam-
pling, and Bézier trajectory smoothing. CNN modules extracted spatial battlefield features
from Geographic Information System (GIS), radar, and camera observations, whereas
bidirectional LSTM layers captured temporal dependencies associated with UAV motion,
moving adversarial threats, environmental evolution, and weather conditions. An attention
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mechanism was additionally employed to prioritize critical local and global battlefield
information. Simulation experiments conducted in 100 × 100 grid-based battlefield envi-
ronments demonstrated that the proposed framework significantly outperformed Informed
RRT, Batch Informed Trees (BIT), DQN, DDPG, and Layered Recurrent Q-Network (RQN)
baselines. In narrow-channel environments, the framework achieved approximately 91%
success rate compared with 59% for Informed RRT and 32% for BIT. In trap-obstacle scenar-
ios, the proposed approach maintained approximately 88% success rate while substantially
reducing timeout occurrences and excessive node expansion. Furthermore, average path
length was reduced by approximately 7.82% relative to DDPG and 5.48% relative to Layered-
RQN, while simultaneously generating smoother trajectories with lower turning angles
and improved obstacle-avoidance capability.

Recent studies have also investigated AI-driven navigation frameworks specifically
designed for GPS-denied environments, where UAVs must maintain reliable autonomous
flight despite GPS jamming, spoofing, or signal degradation. Garcia-Gascon et al. [70]
proposed a hybrid Long LSTM and MLP-based navigation framework for fixed-wing
UAVs operating in GPS-denied environments. The proposed methodology aimed to
emulate both GPS functionality and conventional autopilot behavior using only on-
board sensor measurements and historical telemetry data. The LSTM network estimated
missing GPS coordinates during GPS-denied operation, whereas the MLP generated
aerodynamic control commands including elevator, rudder, aileron, and throttle signals.
Experimental evaluations involved six autonomous waypoint missions conducted in
Valencia, Spain, using a fixed-wing UAV equipped with INertial NAVigation (INAV)
autopilot firmware and multiple onboard sensors. Approximately 432,000 telemetry
measurements and 49 input features were utilized during training and validation. The
proposed framework achieved approximately 99% prediction accuracy with coefficient-
of-determination values approaching R2 = 0.998–0.999, while Mean Absolute Percentage
Error (MAPE) remained approximately 0.14–0.16%. The results demonstrated highly
accurate waypoint-following capability and strong resilience against GPS-denied opera-
tional conditions.

Similarly, the work in [71] proposed an RL-based decision-support framework for au-
tonomous UAV navigation in GPS-denied and communication-constrained environments.
The study addressed challenging operational conditions characterized by RF interference,
intentional jamming, degraded situational awareness, and dynamic environmental un-
certainty. To enable autonomous navigation under such conditions, the UAV control
problem was formulated as a continuous-control MDP, and the performance of the clas-
sical REINFORCE algorithm was compared with that of the PPO actor–critic framework.
Implementation was carried out in a Unity-based 3D simulation environment integrated
with Unity ML-Agents and PyTorch. The observation space comprised a 146-dimensional
feature vector containing obstacle-detection data, ground distance measurements, target
location information, and UAV flight state variables, whereas the action space generated
continuous thrust and attitude control commands. A reward function was designed to
jointly promote target acquisition, obstacle avoidance, flight stability, operational area
compliance, and energy-efficient maneuvering. To evaluate performance, three operational
scenarios were considered, consisting of obstacle-free environments, partially obstructed
environments, and dense obstacle configurations. During Stage 1 training, PPO achieved a
cumulative reward of approximately 3.8658, significantly exceeding the 1.5712 obtained
by REINFORCE while reducing the average episode length from approximately 200 to
110 steps. Furthermore, PPO exhibited faster and more stable convergence, improved critic-
value estimation accuracy, lower computational overhead, and higher mission success rates
in complex obstacle-dense environments.
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The work in [72] developed a PPO-based autonomous navigation system for Beyond-
Visual Line-of-Sight (BVLOS) missions in unconstrained urban and rural environments.
In contrast to conventional navigation approaches that rely on computationally de-
manding LiDAR or vision-based sensing, the proposed framework utilized only four
low-cost distance sensors, an IMU, and GPS information combined with RL-based adap-
tive obstacle-aware navigation. The observation space included UAV position, heading
angle, obstacle distance measurements, altitude information, and target coordinates,
while the action space controlled altitude adjustments, forward velocity, and yaw angle
rotation. Performance evaluation was conducted using Microsoft AirSim integrated with
Unreal Engine under both easy area and hard area scenarios characterized by different
obstacle densities. Results demonstrated that PPO consistently outperformed A2C and
A* benchmarks in terms of target-reaching success rate, collision avoidance capability,
and computational efficiency. In the easy area scenario, PPO achieved a success rate of
approximately 99%, while maintaining nearly zero collision probability and eliminating
timeout failures. Robust navigation performance was also preserved in highly cluttered
environments, highlighting the suitability of the proposed lightweight framework for
resource-constrained autonomous missions.

In addition to shortest-path optimization, several studies have explored battlefield-
aware navigation strategies emphasizing concealment, survivability, and tactical maneuver
generation. The work in [73] proposed a Q-learning-based Strategic Artificial Potential Field
(Q-SAPF) framework for autonomous battlefield navigation emphasizing concealment and
tactical protection. Unlike conventional Artificial Potential Field (APF)-based navigation
approaches that treat obstacles purely as repulsive regions, the proposed methodology
strategically utilized terrain features and obstacles as concealment and cover sources. Bat-
tlefield environments were modeled using 50× 50 grid maps containing forests, hills, rivers,
roads, destructible buildings, and hazardous terrain regions. The framework integrated
APF, SAPF, RL, concealment-aware reward design, and terrain-aware navigation scoring.
Simulation experiments conducted across eight battlefield environments demonstrated
that Q-SAPF significantly outperformed conventional APF, SAPF, and standard Q-learning
methods. Compared with standard Q-learning, navigation path lengths were reduced by
approximately 1.96–8.77 units, while learning and execution times decreased by approxi-
mately 14.57–69.29 s. Most importantly, mission success rates approached approximately
99.5–99.7%, substantially outperforming conventional APF-based approaches.

The work in [74] presented an AI-driven tactical path-planning framework for battle-
field environments that combines semantic segmentation and DRL to enable terrain-aware
and threat-aware autonomous navigation. High-resolution aerial reconnaissance imagery
was processed using a modified SwiftFormer transformer-based segmentation model to
classify terrain into multiple operational categories, including roads, forests, wetlands,
buildings, water bodies, and restricted areas. These terrain classes were subsequently
mapped into mobility-aware categories and transformed into cost-weighted navigation
maps reflecting terrain accessibility and mission risk. To improve survivability in contested
environments, enemy regions were modeled as threat zones, and a DQN agent was em-
ployed to adaptively adjust threat avoidance parameters based on terrain characteristics,
enemy-zone information, and path planning conditions, while an A* algorithm generated
the final route. Experimental results demonstrated that the proposed framework achieved
real-time segmentation performance with 93 frames per second (FPS), 93.0% pixel accuracy,
and 72.8% mean Intersection over Union (mIoU). Furthermore, the DRL-assisted path plan-
ning strategy completely eliminated enemy-zone exposure during navigation, significantly
outperforming conventional Dijkstra, Wavefront, Bug, and RRT algorithms in terms of
tactical safety. In addition, the DQN-based adaptive decision mechanism achieved more

https://doi.org/10.3390/drones10080602

https://doi.org/10.3390/drones10080602


Drones 2026, 10, 602 29 of 55

than a 50-fold reduction in execution time compared with exhaustive coefficient-search
approaches while maintaining equivalent threat avoidance performance.

The work in [75] investigated the maritime search-and-rescue path planning prob-
lem considering multiple rescue centers using UAV-assisted coordinated operations. The
framework addressed large-scale maritime emergency scenarios requiring rapid search cov-
erage, efficient workload balancing, and coordinated UAV allocation across geographically
distributed rescue centers. The problem was formulated as a graph-based combinatorial
optimization task involving UAV task assignments, flight duration constraints, energy
limitations, and search region coverage requirements. To solve the resulting NP-hard
optimization problem, the authors proposed an RL-enhanced genetic algorithm (GA-RL)
integrating Q-learning-based adaptive population management, heuristic population initial-
ization, adaptive crossover operators, mutation strategies, elite repositories, and population
perturbation mechanisms. Extensive simulations involving between 100 and 1000 search
tasks and between 2 and 10 rescue centers demonstrated that GA-RL consistently achieved
superior convergence speed, lower search variability, improved optimization stability,
and reduced search completion time compared with memetic algorithms, adaptive large
neighborhood search, and heuristic baselines. Additional maritime case studies involving
approximately 500 search tasks distributed over an 80-km2 search region further demon-
strated improved rescue-center workload balancing and reduced mission duration.

Overall, the reviewed studies demonstrate that AI has substantially advanced au-
tonomous UAV navigation by improving trajectory planning, obstacle avoidance, threat-
aware navigation, and operation in dynamic and contested environments. Recent research
has progressively integrated DRL, hybrid learning-based path planning, multi-sensor per-
ception, digital twins, and terrain-aware decision-making to enhance navigation robustness
and mission effectiveness across diverse operational scenarios. Nevertheless, many ex-
isting approaches continue to assume accurate localization and stable communication
conditions. Robust navigation under GNSS-denied environments, dynamic adversarial
interference, and cooperative multi-UAV missions therefore remains an open research chal-
lenge requiring tighter integration between perception, communication, and autonomous
decision-making.

6. Target Tracking, Detection, and Classification
Target tracking, detection, and classification are fundamental capabilities of UAV-

enabled defense systems. UAVs can be employed to detect, localize, identify, classify,
and continuously monitor hostile or suspicious targets in dynamic and adversarial en-
vironments. These capabilities support situational awareness, threat assessment, border
and maritime surveillance, counter-UAV operations, and precision targeting. To improve
detection reliability, tracking accuracy, classification performance, and real-time situational
awareness, recent research has increasingly integrated AI-driven techniques into UAV-
based defense platforms. This section reviews representative AI-based approaches for
target tracking, detection, and classification, as summarized in Table 6.

The work in [76] developed an integrated military reconnaissance framework combin-
ing object detection, RL, waypoint navigation, target tracking, and confidence-enhancement
mechanisms within a Unity-based battlefield simulator. The considered ISR scenario involved
reconnaissance UAVs tasked with detecting, tracking, and classifying hostile tanks concealed
by trees and structures under limited onboard computational resources. The UAV platform
incorporated cameras, Laser Range Finders (LRFs), Global Navigation Satellite System (GNSS)
modules, and AI-based perception systems. To enable lightweight real-time operation, the
framework employed YOLOv4-tiny trained on a hybrid dataset comprising 1180 real tank im-
ages, 700 Unity-generated synthetic images, and 400 augmented aerial images produced using
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conventional augmentation and StyleGAN3 techniques. Proportional-Integral-Differential
(PID)-based flight control supported waypoint navigation, altitude stabilization, and target
tracking, while PPO enabled autonomous UAV repositioning whenever target-detection
confidence dropped below 90%. The RL framework processed both image observations and
vector-based state information through a ResNet visual encoder. After 5 million training
steps, the image-and-vector configuration achieved an average cumulative reward of ap-
proximately 230 and episode length of 987, compared with 137 and 734, respectively, for the
vector-only configuration. The results demonstrated that the UAV could autonomously pa-
trol, detect partially occluded targets, track hostile tanks, and dynamically reposition itself
to improve target visibility and detection confidence in complex battlefield environments.

In [77], an RL-based autonomous UAV surveillance framework was developed for
dynamic target detection under uncertain target-mobility conditions. The considered sys-
tem consisted of an autonomous UAV, a charging station, and a dynamic target moving
among discretized surveillance subareas according to a stochastic Markov chain mobility
model. The target-search problem was formulated as an MDP, where the system state
incorporated the UAV battery level, UAV location, recharged energy, and target availability
indicator. Both Q-learning and State-Action-Reward-State-Action (SARSA) algorithms
were investigated to learn efficient search policies and maximize the expected cumulative
search benefit. Simulation results obtained for surveillance scenarios consisting of five
sub-areas and seven sub-areas demonstrated that the proposed RL-based approaches out-
performed conventional random and circular search strategies. Under concentrated target
mobility conditions, the RL-based framework achieved target detection rates of approx-
imately 29–32%, compared with about 14–21% for the baseline methods, corresponding
to gains of up to approximately 2.2×. Moreover, the average target detection time was
reduced from approximately 7 time units to about 3.3 time units in the scenario with seven
sub-areas, while the required energy per successful detection decreased from approxi-
mately 36–41 units to about 18 units. The convergence-based RL algorithm consistently
achieved the best performance and reduced energy consumption by up to 35% compared
with the adaptive ϵ-greedy approach, while the RL-based schemes provided up to 125%
and 118% improvements in energy efficiency relative to the random and circular search
strategies, respectively.

The work in [78] investigated secure UAV detection using adversarial ML integrated
with AI-driven drone-detection frameworks. The study addressed the vulnerability of
DL-based UAV detectors to adversarial attacks capable of inducing false positives, false
negatives, and detection failures through imperceptible perturbations. The proposed
framework combined CNNs, adaptive image segmentation, Q-learning-based trajectory
optimization, and game-theoretic resource allocation strategies. Experimental evaluations
were conducted using the VisDrone dataset under urban and rural operational condi-
tions. The CNN-based detector employed convolutional, pooling, normalization, and
fully connected layers for hierarchical feature extraction and UAV classification, while
adaptive image segmentation dynamically adjusted thresholds according to local image
characteristics. Experimental results revealed strong environmental sensitivity, achieving
approximately 95% detection accuracy in rural daytime scenarios but only 87% under
urban nighttime conditions. Precision–recall analysis showed that a recall of approximately
90% corresponded to a precision of 55%, whereas increasing precision to 95% reduced
recall to nearly 70%. To improve robustness, the authors incorporated adversarial training,
defensive distillation, and feature space regularization. These defenses increased precision
and accuracy from approximately 80% and 78% in the baseline model to nearly 90% in
the adversarially enhanced framework. The robustness–complexity trade-off was also
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highlighted, as dense urban environments increased processing latency to approximately
0.5–0.6 s and memory consumption to nearly 300 MB.

The work in [79] studied AI-driven UAV detection and classification using millimeter-
wave Frequency-Modulated Continuous Wave (FMCW) Multiple-Input Multiple-Output
(MIMO) radar combined with full-wave electromagnetic simulations. Specifically, this
work examined the impact of radar architecture and antenna field of view on classification
accuracy under varying observation angles. Synthetic radar signatures and range-Doppler
maps for seven UAV types, including quadcopters, fixed-wing UAVs, helicopters, and hex-
acopters, were generated using the Ansys high-frequency structure simulator (HFSS) [80].
The radar operated at 79 GHz with a bandwidth of 3.46 GHz, providing a range reso-
lution of approximately 4.33 cm. Both Single-Input Single-Output (SISO) and 2Tx/4Rx
MIMO configurations were evaluated, while UAV classification was performed using a
DopplerNet-based CNN trained on synthetic and real radar measurements. Experimen-
tal results demonstrated classification accuracies of approximately 96.5% using synthetic
datasets and above 98% using real measurements at 0◦ observation angle. However,
performance degraded significantly at larger angles. At 80◦, SISO accuracy dropped to
approximately 13%, whereas the MIMO radar maintained approximately 60% accuracy
in simulations and 38% in real measurements. Receiver Operating Characteristic (ROC)
analysis showed that the MIMO configuration achieved a detection probability near 0.9 at
approximately −17.5 dB Signal-to-Noise Ratio (SNR) and false-alarm probability of 10−5,
while the SISO radar exhibited nearly zero detection probability under the same conditions.

An autonomous target-tracking and control framework for quadrotors based solely
on onboard monocular cameras and lightweight embedded AI techniques was presented
in [81]. The proposed framework integrated SSD-MobileNetV2 object detection, Kernelized
Correlation Filter (KCF)-based tracking [82], Kalman Filter prediction, and Re-Identification
(Re-ID) mechanisms to achieve robust real-time operation on platforms such as Raspberry
Pi 5. SSD-MobileNetV2 enabled lightweight object detection and feature extraction, while
MobileNetV2 generated Re-ID feature embeddings. KCF enabled efficient frame-by-frame
tracking, whereas Kalman prediction improved robustness during target occlusion and
temporary tracking loss. The control framework additionally employed Image-Based Visual
Servoing (IBVS) and hierarchical Proportional-Integral-Derivative (PID) controllers to
generate UAV motion commands directly from image-plane tracking errors. Experimental
evaluation using the OTB50 dataset compared the proposed framework against MOSSE [83],
KCF [82], CSRT (Discriminative Correlation Filter with Channel and Spatial Reliability) [84],
DiMP50 [85], TransT [86], and OSTrack [87] trackers. Although MOSSE achieved the highest
processing speed of 42-74 FPS, its IoU (Intersection over Union) performance remained
below 0.1. In contrast, the proposed framework achieved IoU values between 0.669 and
0.883 while maintaining processing speeds between 11 and 30 FPS, achieving a favorable
balance between computational efficiency and tracking accuracy. The integrated Re-ID and
Kalman prediction modules substantially improved robustness against target occlusion,
rapid target motion, and appearance changes. Furthermore, Software-in-the-Loop (SIL)
and Hardware-in-the-Loop (HIL) experiments demonstrated stable autonomous target
following and distance control under GNSS-denied conditions.

Beyond real-time tracking, predictive localization has emerged as an effective ap-
proach for maintaining target tracking during communication failures. The work in [88]
proposed a LSTM Autoencoder (LSTM-AE)-based UAV position prediction framework for
scenarios involving communication loss between a Ground Data Terminal (GDT) and a
UAV. Unlike conventional 6-DOF trajectory models requiring aerodynamic parameters that
can be difficult to estimate, the proposed data-driven framework learned long-term motion
patterns directly from flight telemetry data. The system integrated data preprocessing,
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LSTM-AE-based trajectory prediction, and radar look-angle estimation for autonomous
GDT antenna steering. Approximately 36,000 trajectory samples collected from 13 real flight
trials were used, with telemetry recorded every 10 s during flights lasting nearly two hours.
The encoder employed LSTM layers with 128 and 64 neurons to extract latent trajectory
representations, while the decoder reconstructed future UAV states, including latitude,
longitude, altitude, pressure, and temperature. Predicted positions were subsequently
transformed into Earth-Centered Earth-Fixed (ECEF) and North-East-Down (NED) coordi-
nates to compute azimuth and elevation steering angles for radar tracking. Experimental
evaluation using nested five-fold cross-validation demonstrated that LSTM-AE significantly
outperformed Vanilla LSTM [89] and Multi-Output Regression (MOR) baselines [90]. In
particular, the proposed framework achieved approximately 99% prediction accuracy after
225 training epochs, compared with 96% for Vanilla LSTM, while reducing the loss value
to approximately 1.1 × 10−4, compared with 2.0 × 10−2. Quantitative evaluation further
yielded Mean Absolute Error (MAE), Mean Squared Error (MSE), and Root Mean Square
Error (RMSE) values of approximately 0.079, 0.012, and 0.110, respectively.

An AI-driven UAV-to-UAV Small Target Detection (UAV-STD) framework for detect-
ing and localizing small aerial UAV targets was proposed in [91]. The UAV-STD architecture
combined several convolutional modules, including the Convolution–Batch Normalization–
SiLU (CBS) module, Cross-Stage Partial (CSP) module, and Spatial Pyramid Pooling Fast
(SPPF) module. The UAV-STD model employed a Feature Pyramid Network (FPN) for
multi-scale feature fusion and integrated an Attention Mechanism-Based Small Target
Detection (AMSTD) module to enhance small-UAV feature extraction, retention, and shal-
low texture utilization. Specifically, the AMSTD module incorporated multilayer residual
feature fusion and coordinate attention mechanisms to improve focus on small UAV targets,
while a Spatial-aware and Scale-aware Prediction (SSP) Head utilized deformable convo-
lution and scale-aware attention to enhance localization accuracy and scale perception.
A normalized Wasserstein distance and Complete Intersection over Union (NWD-CIoU)
loss function was also introduced to improve small-target localization performance. The
framework was evaluated using a UAV-to-UAV dataset containing 13,270 high-resolution
images collected across urban, mountain, sky, and field environments, where most UAV
targets were smaller than 32× 32 pixels. Experimental comparisons against SSD [92], Faster
R-CNN [93], YOLOv5s, YOLOX, YOLOv6, YOLOv7, YOLOv8, RT-DETR [94], YOLOv9, and
YOLOv10 demonstrated superior small-target detection performance. UAV-STD achieved
AP50 and APs values of 83.7% and 83.1%, improving detection performance by 8.8% and 9.3%,
respectively, compared with YOLOv5s. For extremely small targets below 10× 10 pixels, the
framework achieved AP50 and AP50:95 values of 70.4% and 30.1%, outperforming YOLOv5s
by 11.9% and 5.2%, respectively. Moreover, UAV-STD maintained a lightweight architec-
ture with only 8 million parameters and 18.9 Giga Floating-Point Operations Per Second
(GFLOPs), substantially lower than YOLOv9c, which required 25.3 million parameters and
102.1 GFLOPs.
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Table 6. Overview of AI-driven approaches for target tracking, detection, and classification in UAV-based defense systems.

Reference Objective AI/ML Models Operational Scenario UAV Configuration Main Components Key Results

Lee et al.,
2024 [76]

Autonomous military
reconnaissance and

concealed target detection

YOLOv4-tiny, PPO,
ResNet encoder

Battlefield ISR and
concealed tank
reconnaissance

Reconnaissance
UAV with camera,

LRF, and GNSS

Unity-based simulator, StyleGAN3 data
augmentation, PID flight control, RL-guided

viewpoint optimization,
confidence enhancement

After 5M training steps, image + vector
observations achieved reward 230 and

episode length 987, compared with 137 and
734 for vector-only observations

Salameh et al.,
2024 [77]

Autonomous target
detection under

uncertain mobility
Q-learning, SARSA Dynamic surveillance

environments
Single UAV with
charging station

MDP formulation, Markov-chain target
mobility, energy-aware navigation, adaptive

surveillance optimization

Detection rates of 29–32% vs. 14–21% for
baseline methods; detection time reduced

from 7 to 3.3 units and energy consumption
reduced by up to 35%

Ud Din et al.,
2025 [78]

Robust UAV detection
under adversarial attacks

CNNs, Q-learning,
adversarial ML

Urban and rural
UAV surveillance

AI-enabled UAV
detection systems

VisDrone dataset, adaptive image
segmentation, adversarial training, defensive

distillation, feature-space regularization

Detection accuracy reached 95% in rural
daytime environments and 87% in urban
nighttime scenarios; adversarial defenses

improved accuracy and precision to
nearly 90%

Sayed et al.,
2024 [79]

Radar-based UAV detection
and classification

DopplerNet-based
CNN

Counter-UAV
radar surveillance

Seven UAV types
using SISO and

MIMO radar
sensing

79 GHz FMCW radar, HFSS electromagnetic
simulations, range-Doppler processing,

2Tx/4Rx MIMO architecture

Classification accuracy of 96.5% (synthetic)
and >98% (real data); detection probability
near 0.9 at −17.5 dB SNR and false-alarm

probability 10−5

Han et al.,
2025 [81]

GNSS-denied autonomous
visual target tracking

SSD-MobileNetV2,
KCF, Kalman
Filter, Re-ID

Reconnaissance and
autonomous tracking

missions

Quadrotor UAV
with Raspberry Pi 5

IBVS, hierarchical PID control, Kalman
prediction, Re-ID, SIL/HIL validation

Achieved IoU values of 0.669–0.883 and
processing speeds of 11–30 FPS while

maintaining robust target tracking under
GNSS-denied conditions

Kant et al.,
2023 [88]

Resilient UAV trajectory
prediction during

communication failures
LSTM-AE

Communication-loss
tracking and
localization

Fixed-wing UAV
and GDT

infrastructure

Trajectory preprocessing, LSTM autoencoder,
ECEF/NED transformations, radar

look-angle estimation

Approximately 99% prediction accuracy
versus 96% for Vanilla LSTM; loss reduced to

0.0001121 with MAE 0.07862 and
RMSE 0.110409

Zuo et al.,
2025 [91]

UAV-to-UAV small-target
detection for

counter-UAV operations

UAV-STD,
attention-based DL

Dynamic air-to-air
environments

UAV surveillance
and counter-UAV

systems

AMSTD module, SSP Head, FPN feature
fusion, NWD-CIoU loss,

Coordinate Attention

AP50 = 83.7% and APs = 83.1%; AP50 = 70.4%
for targets below 10 × 10 pixels while using

only 8M parameters and 18.9 GFLOPs

Kim et al.,
2025 [95]

Detection, interception, and
inspection of balloon-borne

aerial threats
YOLOv8, CNNs

Hazardous-balloon
interception and

aerial defense

Cooperative
four-drone swarm

YOLOv8 detection, swarm-net interception,
CNN-based X-ray inspection, decentralized

coordination, HITL supervision

91.3% mAP@0.5, 88.9% recall, 4.6%
false-positive rate, 92.7% overall detection
accuracy, 95.4% capture success rate, and

response time <7.8 s
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To detect, track, intercept, and inspect balloon-borne aerial threats carrying hazardous
or explosive payloads, the work in [95] proposed an AI-enabled autonomous drone defense
architecture. This architecture integrated YOLOv8-based aerial object detection, coopera-
tive swarm-drone interception, X-ray-based payload inspection, and real-time situational
awareness visualization within a unified human-in-the-loop (HITL) defense system. The
YOLOv8 detector was trained using approximately 10,000 images containing hazardous
balloons and non-threat airborne objects captured under diverse weather and illumination
conditions. To improve robustness, the dataset incorporated augmentation techniques
including Gaussian noise, motion blur, brightness adjustment, and rotational transfor-
mations. Experimental evaluation demonstrated strong real-time detection performance
with approximately 91.3% mean Average Precision at IoU threshold 0.5 (mAP@0.5), 88.9%
recall, and false positive rate near 4.6%. Under clear weather conditions, the framework
achieved approximately 93.1% precision and 92.4% mAP@0.5, whereas rainy and nighttime
environments slightly reduced recall toward 85.7–85.8%. Following target detection, the
system employed a cooperative four-drone swarm carrying a butyl rubber-coated capture
net for safe aerial interception and retrieval of hazardous balloons. The decentralized
swarm coordination mechanism enabled adaptive trajectory planning, synchronized inter-
ception, and collision avoidance while maintaining low communication overhead through
10 Hz inter-drone synchronization. Additionally, the framework integrated a lightweight
CNN-based X-ray inspection module for hazardous material classification together with
a Flask-based situational awareness interface for real-time mission visualization and op-
erator supervision. Extensive simulations demonstrated significant improvements over
conventional manual response systems, achieving approximately 92.7% overall detection
accuracy, 95.4% capture success rate, and average response time below 7.8 s.

Overall, the reviewed studies demonstrate that AI has substantially enhanced UAV-
based target tracking, detection, and classification by improving detection accuracy, tracking
robustness, situational awareness, and real-time battlefield perception across diverse defense
applications. Recent research has progressively evolved from conventional vision-based ap-
proaches towards lightweight DL architectures, multimodal perception, radar-assisted sensing,
adversarially robust learning, autonomous target tracking, and cooperative AI-enabled detec-
tion frameworks capable of operating in increasingly complex environments. Nevertheless,
improving robustness under cluttered environments, adverse weather conditions, camouflage,
small target detection, and electronic warfare remains an important challenge, motivating the
continued development of more resilient and adaptive battlefield perception systems.

7. Cybersecurity, Electronic Warfare Protection, and Resilient
UAV Operation

Cybersecurity, electronic warfare protection, and resiliency are all critical requirements for
AI-enabled UAV-based defense systems operating in contested environments. UAVs employed
in ISR missions, autonomous combat operations, and distributed multi-UAV networks are
increasingly exposed to cyber–physical threats targeting communication links, navigation
systems, onboard sensors, AI models, and control architectures as well as to electronic warfare
threats such as GPS spoofing, GPS jamming, communication jamming, spectrum interference,
and intelligent electromagnetic attacks. Such threats can degrade communication reliability,
manipulate autonomous decision-making, disrupt mission execution, compromise situational
awareness, and impair overall system performance. This section reviews recent AI-driven
approaches for security surveillance, cybersecurity, electronic warfare protection, secure
communications, and resilient UAV system operation, as summarized in Table 7.

An RL-based UAV surveillance framework for intrusion detection under stochastic target
mobility conditions was proposed in [96]. The target-search mission was formulated as an MDP
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incorporating practical constraints such as finite battery capacity, energy causality, maximum
flight distance, and battery recharging. SARSA and Q-learning were employed together
with adaptive exploration strategies to optimize UAV movement, target-search efficiency, and
energy-aware operation. Target mobility was modeled using a stochastic Markov chain process,
enabling the UAV to adapt its surveillance actions according to learned mobility patterns
and residual battery levels. Experimental results demonstrated that the RL-based framework
significantly outperformed random and circular search strategies in terms of detection rate,
detection time, energy efficiency, and cumulative return. Under concentrated target mobility
conditions, the RL approaches achieved detection rates of approximately 29–32%, compared
with 14–21% for the baseline methods, corresponding to gains of up to 2.2×. In the scenario
with seven sub-areas, the average detection time was reduced from approximately 7 to 3.3 time
units, while the energy required per successful detection decreased from 36–41 units to about
18 units. The convergence-based RL algorithm consistently achieved the best performance,
reducing energy consumption by up to 35% compared with adaptive ϵ-greedy exploration [97].
Furthermore, the RL-based schemes improved energy efficiency by up to 125% and 118%
relative to the random and circular search strategies, respectively, while achieving the highest
cumulative discounted rewards across all target mobility patterns.

The work in [98] investigated resilient UAV navigation spoofing and covert cyber–
physical attack strategies against UAVs employing integrated GPS and Inertial Navigation
System (INS)-based navigation. The study considered a defense-oriented counter-UAV sce-
nario in which a spoofing device attempted to manipulate the navigation and flight-control
process of a noncooperative UAV without prior knowledge of its internal Kalman Filter
(KF) parameters or predefined reference trajectory. The proposed framework combined
Spatial Information Entropy (SIE) and Maximum Entropy RL (MERL) [99] to improve
the concealment, stability, and effectiveness of deceptive navigation attacks. Specifically,
the authors developed an SIE-enhanced Soft Actor–Critic (SIE-SAC) algorithm capable of
learning covert spoofing trajectories by jointly optimizing deception/position concealment,
trajectory smoothness, and successful UAV guidance toward a deceptive destination. The
navigation spoofing process was modeled as an MDP, where the state space incorporated
relative distances, azimuth and elevation angles, UAV velocities, and Normalized Inno-
vation Square (NIS) [100] residuals derived from the GPS/INS-integrated KF navigation
framework. Experimental results demonstrated that SIE-SAC substantially outperformed
conventional SAC and existing navigation-spoofing methods, achieving return conver-
gence values approaching 500, whereas conventional SAC converged near 300. Moreover,
SIE-SAC generated smoother deceptive trajectories while maintaining NIS values below
the chi-square detection thresholds corresponding to 99% and 95% confidence levels.

The work in [101] proposed a Decision Transformer (DT)-driven offline DRL framework
for intelligent anti-jamming communications. The considered architecture comprised a cen-
tralized base station, multiple UAV communication and relay nodes, and AI-enabled adaptive
jammers capable of spectrum sensing, waveform generation, power adaptation, and frequency-
band targeting. Moreover, The anti-jamming problem was formulated as an MDP, where UAVs
dynamically optimized communication modes, coding schemes, transmission power, and anti-
jamming strategies based on environmental observations and base-station feedback. Unlike
conventional online RL and DRL approaches that require extensive exploration and interac-
tion with the environment, the proposed framework leveraged Transformer-based sequence
modeling to learn robust anti-jamming policies directly from historical state–action–reward
trajectories, enabling stable decision making under previously unseen jamming conditions
while significantly reducing training complexity and convergence instability. A three-stage
operational procedure was developed, including communication quality monitoring, jam-
mer identification through waveform analysis, and dynamic transmission reconfiguration
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based on DT-assisted decision making. The proposed approach was evaluated under both
Additive White Gaussian Noise (AWGN) and Rayleigh fading channels while considering ten
distinct jamming types, including single-tone, multi-tone, comb-spectrum, noise-modulated,
partial-band, wideband, narrow-band, periodic pulse, Binary Phase Shift Keying (BPSK), and
Quadrature Phase Shift Keying (QPSK) jammers. Extensive simulations conducted over a
2 km × 2 km battlefield environment comprising a ground station, six UAV relay nodes,
ten ground users, and AI-enabled adaptive jammers demonstrated the effectiveness of the
proposed framework. The DT-based anti-jamming system achieved a BER of approximately
(0.0025), an SNR of 25.5 dB, a Packet Delivery Ratio (PDR) of 97.1%, a jamming detection time
of only 0.69 s, and an average communication latency of approximately 45 ms.

In [102], an explainable DRL (XDRL)-based framework for adversarial attack detection
in autonomous UAV guidance systems was proposed. The framework combined DDPG,
PER, APF, and SHapley Additive exPlanations (SHAP) [103] to improve both UAV navigation
performance and adversarial robustness. The proposed UAV guidance architecture employed
LiDAR-based depth sensing and generated continuous UAV control commands through an
actor–critic DRL structure. To improve obstacle avoidance and training stability, APF-based
attractive and repulsive force fields were integrated into the DDPG controller. The authors
further introduced explainability-driven adversarial detection mechanisms using SHAP-value
analysis to identify abnormal feature activations caused by adversarial perturbations. Fast
Gradient Sign Method (FGSM) [104] and Basic Iterative Method (BIM) [105] attacks were eval-
uated within the AirSim simulation environment. The experimental results demonstrated that
adversarial attacks significantly degraded UAV navigation performance, reducing obstacle
course completion rates from approximately 97% to nearly 35% under sustained BIM attacks.
To counter these threats, the authors developed CNN-based and LSTM-based adversarial
detectors exploiting temporal and spatial variations in SHAP-value distributions. The CNN
detector achieved approximately 80% adversarial detection accuracy, while the LSTM-based
detector achieved approximately 91% accuracy with lower computational complexity and
faster inference, demonstrating the effectiveness of explainability-driven UAV cyber defense.

Beyond adversarial perturbations, recent research has also focused on Trojan and back-
door attacks targeting autonomous UAV navigation systems. The work in [106] investigated
Trojan attacks against the DroNet [107] autonomous UAV navigation architecture based on
a ResNet-8 backbone. The study demonstrated that carefully designed trigger patterns in-
serted into monocular grayscale navigation images could manipulate UAV steering angle
and collision prediction outputs while preserving high accuracy on benign data. Several
trigger types were investigated, including square, X-shaped, left-turn, right-turn, and center-
alignment triggers. The Trojan attacks forced UAVs to execute predefined steering maneuvers
such as 45◦ left or right turns whenever trigger patterns appeared within the image. To
defend against these attacks, the authors proposed a Trojan detection framework combin-
ing DeepFool-based Universal Adversarial Perturbations (UAPs) [108], MobileNetV3-based
feature extraction [109], and a fully connected Trojan classifier. The experimental results
demonstrated that the proposed detector substantially improved UAV security by reduc-
ing Trojan attack success rates from approximately 73.69% to only 2.76%, highlighting the
importance of robust Trojan defense mechanisms for trustworthy autonomous UAV operation.

The work in [110] proposed UAV-CIDS, a real-time distributed Collaborative Intrusion
Detection System (CIDS) for UAV communication networks that integrates deep learning,
event-correlation mechanisms, and incident-response capabilities. The framework utilized
the UAVIDS dataset [111], which contains encrypted WiFi traffic collected from three popu-
lar UAV platforms, namely, DJI Spark, DBPower UDI, and Parrot Bebop. To improve the
detection of cyber attacks, including previously unseen threats, the authors developed a
Feedforward CNN (FFCNN) architecture employing a hybrid Rectified Linear Unit (ReLU)
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and Tanh Linear Unit (TaLU) activation mechanism. The framework further incorporated
Information Gain (IG)-based feature selection, distributed event validation, collaborative at-
tack correlation, and trust-aware UAV node management. Unlike conventional standalone
IDS solutions, UAV-CIDS enabled each UAV to operate simultaneously as a monitoring
and analysis node, thereby eliminating single points of failure, improving network-wide
situational awareness, and facilitating the identification of compromised UAVs. Further-
more, the proposed system integrated a real-time cyber incident response mechanism to
mitigate attacks and prevent their propagation throughout the network. Experimental
results demonstrated detection accuracy of up to 98.23% together with high detection
precision and sensitivity and low false alarm and detection error rates, highlighting the
effectiveness of the proposed collaborative framework for securing UAV networks.

The work in [112] proposed a predictive queuing analysis framework to enhance the
cybersecurity of Software-Defined UAV (SD-UAV) relay networks operating in dynamic
urban battlefield environments. The considered architecture consisted of UAV relay nodes, a
master software-defined networking (SDN) controller UAV, and a central station responsible
for cybersecurity monitoring and ML-based analysis. The SDN controller maintained a
global network view and dynamically managed routing through OpenFlow-based control
mechanisms, while a non-preemptive dual-priority queuing scheme ensured efficient
delivery of command-and-control and security-related traffic. To address the challenge
of detecting previously unseen zero-day cyberattacks without requiring large labeled
attack datasets, the framework combined SDN-based monitoring, predictive queuing
analysis based on a modified open Jackson network model, and ML-based intrusion
detection. The proposed framework was implemented and evaluated using Mininet-WiFi
and the Open Network Operating System (ONOS) controller [113] in a simulated urban
battlefield environment covering approximately one square mile. The simulation scenario
consisted of 40 UAV relay nodes providing communication coverage for 80 mobile ground
devices, with individual UAV communication ranges of approximately 120 m. Simulation
results demonstrated that the SD-UAV architecture maintained dynamic communication
connectivity despite frequent topology changes and mobility-induced disruptions. The
generated theoretical estimates for inter-arrival time, transmission delay, packet count
closely matched the measured simulation values across all evaluated UAV classes.

The work in [114] proposed Block-USB, a blockchain- and ML-based secure data
dissemination framework for UAV-assisted battlefield operations over future 6G networks.
The proposed architecture integrated blockchain security, InterPlanetary File System (IPFS)-
based decentralized storage [115], ML-assisted intrusion detection, and ultra-low-latency
sixth-generation (6G) communications to provide secure, scalable, and resilient UAV-
enabled battlefield networking. The framework comprised five functional layers, namely
data acquisition, analytics, communication, blockchain, and application layers, supporting
secure reconnaissance-data collection, authentication, storage, and dissemination. Multiple
ML classifiers were evaluated, including Random Forest (RF), Linear Discriminant Analysis
(LDA), Gaussian, Ridge, Quadratic Discriminant Analysis (QDA), and Naive Bayes (NB).
The RF classifier achieved the highest performance with classification accuracy approaching
100%, substantially outperforming LDA (≈66%), QDA (≈33%), Ridge (≈28%), Gaussian
(≈13%), and NB (≈12%). The proposed architecture further leveraged key 6G capabilities,
including data rates up to 1 Tb/s, end-to-end latency below 1 ms, reliability of 99.99999%,
and connectivity densities approaching 107 devices per square kilometer. Performance
evaluations demonstrated that the IPFS-enabled framework consistently achieved higher
scalability than the non-IPFS blockchain implementation, reaching approximately 63 scalability
units at 150 transactions compared with approximately 45 for the conventional blockchain
architecture. The proposed framework reduced data processing complexity through AI-
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assisted filtering of malicious UAV traffic. For example, at the eighth message request, the
processing delay was reduced from approximately 64.7 ms in the benchmark blockchain-
only scheme to approximately 55.2 ms, corresponding to a reduction of nearly 15%. At
transaction loads approaching 106, the proposed 6G-enabled architecture maintained a
communication latency of approximately 37 ms, compared with approximately 55 ms for
fifth generation (5G) and approximately 85 ms for fourth generation (4G) systems.

In [116], the authors proposed Flighter, a decentralized FL (DFL) framework for secure
military aerial operations. Unlike conventional FL architectures relying on centralized aggre-
gation servers, Flighter employed fully decentralized model aggregation, eliminating single
points of failure while improving robustness against communication disruptions and adversarial
attacks. The framework integrated asynchronous communications, mobility-aware networking,
adaptive differential privacy, and a situational awareness defense mechanism that continuously
assessed model similarity, flight formation consistency, geopositioning integrity, communica-
tion reliability, and onboard computational resources. The considered reconnaissance scenario
involved four military aircraft equipped with Synthetic Aperture Radar (SAR) sensors collabora-
tively detecting and classifying ground and maritime targets. Target recognition was performed
using a VGG16 CNN consisting of sixteen convolutional and fully connected layers trained and
evaluated on the MSTAR, SAMPLE, and OpenSARShip SAR datasets [117]. Extensive battle-
field simulations evaluated the framework under geopositioning deviation, collision-course
manipulation, and adversarial data poisoning attacks. Under normal operating conditions,
Flighter achieved F1-scores of approximately 95.8% on MSTAR and 97.5% on SAMPLE while
maintaining low packet-loss rates and moderate resource consumption. During geopositioning
deviation attacks, it preserved F1-scores above 90%, whereas the unsecured decentralized learn-
ing baseline degraded to nearly 70%. Similarly, under collision-course manipulation attacks,
Flighter maintained F1-scores above 89%, while the baseline dropped below 43%.

To enable scalable and resilient autonomous UAV-swarm operation in mission-critical
environments, the work in [118] investigated the integration of agentic AI, LLMs, and
edge computing. Within the swarm, each UAV acted as an autonomous agent equipped
with perception, reasoning, memory, coordination, and action-execution modules, en-
abling decentralized decision making and peer-to-peer collaboration. The framework
employed YOLO-based object detection and multimodal sensing for situational awareness
and TinyLLaMA-1.1B models running on Jetson Orin-class onboard processors for local
path planning and reasoning. The proposed architecture was evaluated through a wild-
fire search-and-rescue scenario based on the Eaton wildfire, where satellite imagery was
processed using a U-Net segmentation model to dynamically identify wildfire boundaries
and generate survey regions. The simulated swarm consisted of Skydio X10-class UAVs
equipped with Red–Green–Blue (RGB) and thermal sensors offering detection ranges up to
1500 m, operating at a cruise speed of 15 m/s. Approximately 300 dynamically generated
survey points were distributed among UAVs through GPT-4.1-assisted mission planning,
while each UAV independently optimized its flight path using TinyLLaMA-based rea-
soning. Experimental results demonstrated that the proposed edge-enabled architecture
consistently maintained coverage rates close to 98–100% across dynamically changing
wildfire conditions, significantly outperforming the centralized LLM baseline, whose cov-
erage rate deteriorated to approximately 73–76% as the wildfire expanded. Furthermore,
the proposed framework achieved substantially lower mission completion times than a
greedy assignment strategy. With eight UAVs, missions were completed in less than 25 min
compared with more than 30 min for the greedy baseline, while increasing the swarm
size to twelve UAVs reduced mission completion time below 17 min compared with over
22 min for the benchmark approach.
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Table 7. Overview of AI-driven approaches for cybersecurity, electronic-warfare protection, and resilient UAV operation.

Reference Objective AI/ML Models Operational Scenario UAV Configuration Main Components Key Results

Masadeh et al.,
2024 [96]

RL-based surveillance and
intrusion detection Q-learning, SARSA

Stochastic
target-mobility
environments

Single
energy-constrained

UAV with
charging station

MDP formulation, Markov-chain mobility,
adaptive exploration,

energy-aware navigation

Detection rates of 29–32% vs. 14–21%;
detection time reduced from 7 to 3.3 units

and energy per detection from 36–41 to
18 units

Ma et al.,
2025 [98]

Covert UAV navigation
spoofing and deceptive
trajectory manipulation

SIE-SAC,
SAC, MERL

Counter-UAV GPS/INS
spoofing

Single UAV with
GPS/INS-integrated

navigation

SIE, NIS-based stealth constraints,
GPS/INS-integrated KF, MDP-based

spoofing optimization

Return convergence approaching
500 vs. 300 for SAC; smoother deceptive
trajectories while maintaining NIS below

χ2 detection thresholds

Zhao et al.,
2026 [101]

AI-driven anti-jamming
communication DT, DRL Electronic warfare and

adaptive jamming
Multiple UAV relays

and base station

Offline trajectory learning, cloud-edge
collaboration, adaptive reconfiguration,

jammer detection

BER = 0.0025, SNR = 25.5 dB,
PDR = 97.1%, detection time = 0.69 s,

latency = 45 ms

Hickling et al.,
2023 [102]

Adversarial attack detection
for DRL-based navigation

DDPG, PER, SHAP,
CNN-AD,
LSTM-AD

Autonomous
navigation under

FGSM/BIM attacks
LiDAR-equipped UAV APF guidance, XAI, SHAP-value analysis,

adversarial detectors

Navigation success reduced from 97% to
35% under BIM attacks; CNN and LSTM

detectors achieved approximately 80% and
91% accuracy

Mynuddin et al.,
2024 [106]

Trojan attack detection and
trustworthy

UAV navigation

MobileNetV3,
DeepFool-UAP

Backdoor attacks
against autonomous

navigation

DroNet (ResNet-8) UAV
navigation system

Trigger-pattern injection, UAP generation,
feature extraction, Trojan classifier

Reduced Trojan attack success rate from
73.69% to 2.76%

Hadi et al.,
2024 [110]

Collaborative IDS for UAV
communication networks FFCNN Cyberattack-prone

UAV networks

Multiple UAVs and
distributed

monitoring nodes

UAVIDS dataset, ReLU-TaLU activation,
distributed event correlation, trust-aware

management, incident response

Detection accuracy of 98.23% with high
precision and sensitivity and low false

alarm rates

Agnew et al.,
2024 [112]

Cybersecurity enhancement
of SD-UAV relay networks

Predictive Queuing
Analysis

Urban battlefield
communication
environments

40 SD-UAV relay nodes
SDN, Jackson Open Networks, predictive

queuing analysis, OpenFlow routing,
ONOS controller

Theoretical estimates of inter-arrival time,
transmission delay, and packet count
closely matched simulation results,

validating the predictive model

Jadav et al.,
2023 [114]

Secure UAV communication
over 6G networks RF, blockchain

Military reconnaissance
and battlefield

communications

UAV swarms with U2U
and satellite links

Block-USB, IPFS storage, 6G
communications, ML-based

intrusion detection

RF achieved near-100% classification
accuracy; processing delay reduced from

64.7 ms to 55.2 ms and scalability
improved from 45 to 63 units

Martínez
Beltrán et al.,
2025 [116]

Resilient decentralized FL
for military reconnaissance DFL, VGG16

Adversarial SAR
reconnaissance and

mosaic warfare

Four military aircraft
with SAR sensing

Flighter, adaptive differential privacy,
asynchronous communications, situational

awareness defense,
decentralized aggregation

F1-scores of 95.8% (MSTAR) and 97.5%
(SAMPLE); maintained >89–90% F1 under

geopositioning and trajectory
manipulation attacks

Nguyen et al.,
2026 [118]

Resilient autonomous UAV
swarm coordination

Agentic AI, LLMs,
TinyLLaMA,

GPT-4.1

Mission-critical
edge-enabled swarm

environments

Standalone,
edge-enabled, and

hybrid UAV swarms

YOLO detection, U-Net segmentation,
mesh networking, multimodal sensing,

distributed reasoning,
edge-assisted coordination

Coverage rates of 98–100%; 8-UAV
missions completed in <25 min and

12-UAV missions in <17 min
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Overall, the reviewed studies demonstrate that AI has become a key enabler of cyber-
security, electronic warfare protection, and resilient UAV operation by enhancing threat
detection, secure communications, anti-jamming capability, intrusion detection, and au-
tonomous mission resilience in contested environments. Recent research has progressively
evolved from protecting individual UAV platforms toward securing distributed UAV
networks through adversarially robust learning, XAI, collaborative intrusion detection,
blockchain- and FL-based security, SDN, and edge-enabled autonomous coordination.
Nevertheless, ensuring robust operation under sophisticated cyber–physical attacks, in-
telligent electronic warfare, communication disruptions, adversarial AI, and large-scale
distributed deployments remains a major challenge for future autonomous UAV-based
defense systems.

8. Lessons Learned and Research Insights
This section distills the major findings, recurring technological trends, operational

observations, research insights, and key limitations identified across the four principal
UAV-based defense application domains reviewed in this paper. In addition to these
domain-specific observations, the reviewed literature reveals several cross-cutting lessons
concerning evaluation and validation practices, deployment readiness, robustness, trust-
worthiness, and the future evolution of AI-enabled UAV-based defense systems. The key
lessons learned are summarized as follows:

• Autonomous Air Combat and Cooperative UAV Operations

– Prominent Role of DRL and MARL: The reviewed studies indicate that DRL and
MARL have emerged as among the most widely investigated AI paradigms for
autonomous air combat, maneuver decision-making, cooperative engagement,
and swarm-level tactical coordination. PPO, DQN, DDPG, MATD3, MAPPO,
QMIX, hierarchical RL, and transformer-assisted MARL frameworks were widely
employed to enable UAVs to learn adaptive maneuvering, target engagement,
pursuit, evasion, and cooperative attack strategies in adversarial environments.

– Emergent Cooperative Combat Behaviours: Several MARL-based studies demon-
strated that cooperative UAV teams can autonomously develop advanced tactical
behaviors such as pincer attacks, coordinated flanking, decoy maneuvers, cross-
attacks, target allocation, cooperative encirclement, fire-attraction tactics, synchro-
nized target engagement, and collaborative target elimination. These behaviors
emerged through reward-driven learning rather than explicitly programmed
combat rules.

– Increasing Importance of Opponent Modeling: Recent studies increasingly consider
opponent capabilities, tactical behaviors, and threat levels as part of the decision-
making process. Explicit modeling of adversarial agents enables more informed
maneuver planning, adaptive target prioritization, and improved tactical coordi-
nation in dynamic air-combat scenarios.

– Scalability of Swarm Combat Intelligence: Large-scale swarm combat studies increas-
ingly employed attention-assisted, transformer-based, communication-aware,
and value-decomposition architectures to improve coordination across forma-
tions ranging from small teams to large-scale engagements such as 16 vs. 16 and
20 vs. 20 operational scenarios.

– Growing Adoption of Transformer and Attention Mechanisms: Recent studies increas-
ingly incorporated transformer architectures and attention mechanisms for battle-
field representation, scalable swarm coordination, target prioritization, temporal
feature extraction, and adaptive tactical reasoning. Attention-based learning con-
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sistently improved situational awareness and enabled UAVs to focus on tactically
relevant allies, opponents, and battlefield events.

– Importance of Hierarchical Learning: Hierarchical RL frameworks were repeatedly
employed to decompose complex combat tasks into multiple decision layers.
More recently, some studies have combined hierarchical RL with game-theoretic
modeling to support cooperative task allocation, adversarial decision-making,
and risk-aware tactical planning under battlefield uncertainty. High-level poli-
cies typically generated tactical objectives, virtual targets, or risk-aware tactical
decisions, while low-level policies executed maneuver commands. This decom-
position reduced exploration difficulty, improved training efficiency, enhanced
scalability in large combat environments, and supported resilient decision-making
under battlefield uncertainty.

– Communication-Efficient Cooperation: Communication-aware MARL frameworks
increasingly adopted sparse communication, intention inference, CommNet-
based interaction, and attention-assisted information exchange to improve coop-
erative coordination while reducing communication overhead.

– Role of Realistic Simulation Environments: The reviewed air combat studies in-
creasingly relied on high-fidelity simulators and digital environments such as
Unity3D, JSBSim, PyAirCombat, MaCA, and digital-twin battlefield platforms.
These environments enabled the evaluation of realistic flight dynamics, radar
sensing, missile engagements, probabilistic damage models, and cooperative
combat tactics.

– Growing Interest in Explainability: Explainable RL approaches employed reward
decomposition, tactical-region analysis, and visual explanation mechanisms
to improve the interpretability of autonomous combat policies and facilitate
operator understanding.

• Autonomous Navigation and Path Planning

– Broad Adoption of DRL and Hybrid Navigation Frameworks: The reviewed navi-
gation studies show that frameworks based on PPO, DQN, actor–critic, and
Q-learning can substantially improve autonomous UAV navigation, obstacle and
collision avoidance, target visitation, and tactical path planning. Several studies
further combined DRL with optimization-based planners, semantic terrain anal-
ysis, and sampling-based path planning techniques to improve robustness and
mission effectiveness.

– Navigation Beyond Shortest-Path Optimization: Several studies emphasized that
defense-oriented UAV navigation must consider survivability, concealment, threat
avoidance, semantic terrain information, situational awareness, and adversar-
ial exposure rather than merely minimizing path length. AI-enabled naviga-
tion frameworks are increasingly able to exploit terrain cover, avoid regions
that are under enemy threat, and adapt their trajectories according to evolving
battlefield conditions.

– GNSS-Denied and Communication-Constrained Operation: Many reviewed studies
investigated GNSS-denied, communication-constrained, and interference-prone
environments using telemetry prediction, DRL-based autonomous control, and
sensor-based navigation to improve operational resilience.

– Energy-Aware Mission Execution: Energy consumption emerged as an important
design consideration in target visitation, surveillance, swarm operation, and path
planning studies. Several frameworks incorporated residual energy, flight dura-
tion, mission time, and energy-aware reward mechanisms to improve mission
efficiency and operational endurance.
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– Hybrid AI and Traditional Planning Synergy: Multiple studies demonstrated that
combining AI-driven decision-making with traditional path planning algorithms
such as A*, RRT, and genetic optimization methods can improve convergence,
navigation reliability, computational efficiency, and path quality in complex oper-
ational environments.

– Simulation-Based Validation and Transfer Challenges: Many navigation studies re-
lied on Gazebo, Parrot Sphinx, AirSim, Unreal Engine, Unity ML-Agents, and
battlefield simulation environments. Although several studies incorporated real
UAV experiments and telemetry-based validation, simulation remained the main
evaluation methodology.

• Target Tracking, Detection, and Classification

– Advances in AI-Driven Battlefield Perception: The reviewed studies demonstrate
that CNNs, YOLO-based detectors, SSD-MobileNetV2, DopplerNet, attention-
assisted architectures, Kalman filtering, KCF tracking, and RL-based perception
frameworks can improve UAV-based target detection, classification, tracking,
reconnaissance, and situational awareness.

– Persistent Small-Target Detection Challenges: Detecting small UAVs and distant
aerial targets remains particularly challenging due to sparse visual features, long
observation distances, cluttered backgrounds, rapid motion, viewpoint changes,
and adverse environmental conditions. Attention mechanisms, multiscale feature
fusion, specialized detection heads, and enhanced loss functions were commonly
employed to address these limitations.

– Trend Toward Multimodal Sensing: The reviewed studies increasingly combined
multiple sensing modalities, including electro-optical imagery, radar sensing,
MIMO FMCW radar, range-Doppler processing, telemetry information, LiDAR
measurements, onboard sensors, and X-ray inspection. Multimodal sensing
consistently improved robustness, detection reliability, classification accuracy,
and operational awareness.

– Embedded and Real-Time AI Operation: Several studies demonstrated real-time or
near-real-time operation using lightweight detectors, embedded AI hardware,
Raspberry Pi platforms, onboard processors, and computationally efficient track-
ing pipelines. These studies highlight the growing emphasis on computationally
efficient AI for onboard deployment.

– Adversarial Robustness of Perception Systems: The reviewed adversarial ML-based
studies demonstrated that AI-enabled UAV perception systems remain vulnera-
ble to adversarial perturbations, spoofing attacks, deceptive inputs, and cyber–
physical manipulation. The reviewed literature explored adversarial training,
defensive distillation, feature-space regularization, and explainability-based de-
tection to improve perception robustness.

– HITL and Human-Supervised Decision-Making: Although AI has the potential to
improve autonomous target detection, tracking, and classification, safety-critical
defense applications continue to benefit from HITL and human-supervised op-
eration. The reviewed studies indicate that combining AI-enabled perception
with operator oversight enhances decision reliability, supports target-engagement
verification, and increases trust in mission-critical environments.

• Cybersecurity, Electronic Warfare Protection, and Resilient UAV Operation

– Cyber–Physical Threats to UAV-Based Systems: The reviewed cybersecurity studies
addressed a broad spectrum of cyber–physical threats, including GPS spoof-
ing, GPS jamming, communication attacks, actuator faults, adversarial attacks,
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intrusion attempts, intelligent electromagnetic jamming, and attacks targeting
AI-driven decision-making mechanisms. These threats can significantly affect
UAV navigation, sensing, communication, control, and mission execution.

– AI-Enabled Intrusion and Attack Detection: DL, CNNs, LSTMs, transformer-based
architectures, FL, and RL were widely employed for intrusion detection, anomaly
identification, spoofing detection, anti-jamming control, adversarial defense,
and fault diagnosis. The reviewed studies consistently reported strong attack-
detection and mitigation performance across diverse UAV security scenarios.

– Distributed and Decentralized Resilience: Collaborative intrusion detection, decen-
tralized FL, trust-aware node management, distributed event validation, and
SDN were investigated to reduce single points of failure and improve resilience
in distributed UAV networks and swarms.

– Anti-Jamming and Secure Communication: The reviewed works showed that AI-
driven anti-jamming methods, DRL-based communication adaptation, frequency
hopping, spread-spectrum techniques, communication reconfiguration, and hy-
brid mitigation strategies can improve communication robustness under intelli-
gent jamming and adverse wireless conditions.

– Explainability for Cyber Defense: Explainability-driven mechanisms, including
SHAP-based analysis and feature-activation interpretation, demonstrated the
ability to identify abnormal behaviors and adversarial manipulations. These
approaches improve the interpretability of AI-enabled cyber defense mechanisms
and support operator understanding of security decisions.

• Simulation-Based Evaluation and Practical Validation

– Central Role of Simulation-Based Evaluation: Across the reviewed application do-
mains, simulation environments, digital twins, synthetic datasets, physics-based
simulators, battlefield simulators, and RL training platforms constituted the pri-
mary means of evaluating AI-enabled UAV autonomy, air combat, navigation,
perception, and cybersecurity mechanisms.

– Increasing Emphasis on Practical Validation: Several reviewed studies complemented
simulation-based evaluation with real UAV experiments, telemetry datasets,
embedded AI hardware, onboard implementation, SIL, and HIL validation. These
efforts improve practical relevance and increase confidence in the applicability of
the proposed AI frameworks.

• Key Lessons for Future AI-Enabled UAV-Based Defense Systems

– AI as an Enabler of Intelligent Defense Operations: The reviewed literature demon-
strates that many defense problems, including autonomous air combat, coopera-
tive multi-UAV coordination, navigation in dynamic and contested environments,
multi-target tracking, and cyberattack mitigation, are difficult to address using
traditional rule-based approaches due to the complexity, uncertainty, and rapidly
changing nature of battlefield conditions. AI-based methods, particularly DRL,
MARL, DL, and hybrid learning frameworks, enable adaptive decision-making,
continuous learning, and improved generalization in scenarios where manually
designed rules are difficult to develop, maintain, or scale.

– Robust Autonomous Operation Across Defense Applications: Across the reviewed
domains, robust UAV operation increasingly relies on resilient perception, secure
communications, reliable autonomous decision-making, and effective operation
under uncertain battlefield conditions.

– Importance of Trustworthy and Interpretable AI: The reviewed literature highlights
the increasing role of trustworthy and interpretable AI in supporting transparency,
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operator confidence, and responsible deployment of autonomous UAV-based
defense systems.

– Toward Integrated UAV-Based Defense Ecosystems: An emerging trend is the conver-
gence of perception, communications, autonomy, cybersecurity, and distributed
intelligence into integrated UAV-based defense ecosystems capable of supporting
increasingly complex missions.

Table 8 summarizes the distribution and relative prevalence of representative AI
paradigms, architectural concepts, and enabling technologies across the UAV-based de-
fense application domains reviewed in this paper. DRL and MARL are among the most
widely investigated AI paradigms for autonomous air combat, cooperative engagement,
swarm coordination, and tactical decision-making, whereas CNNs, attention-assisted DL,
transformer-based architectures, radar-based learning, and RL-assisted tracking are widely
adopted for battlefield perception, target detection, reconnaissance, counter-UAV monitor-
ing, and target tracking. Across all domains, cross-cutting technologies such as attention
mechanisms, transformer architectures, communication-aware AI, XAI, FL, digital twins,
and multimodal sensing have become key enablers of next-generation UAV-based defense
systems. Overall, the reviewed literature indicates a gradual convergence of perception,
communications, edge intelligence, and autonomous decision-making towards integrated,
mission-aware UAV defense ecosystems.

Table 8. Distribution of representative AI paradigms, architectural concepts, and enabling technolo-
gies across UAV-based defense domains.

UAV-Based Defense
Domain DRL MARL CNNs Attention/

Transformers

Radar-
Based

Learning
FL XAI Digital

Twins

Multi-
Modal

Sensing

Comm.-
Aware AI

Autonomous Air
Combat and
Cooperative UAV
Operations

• • • • • • • • • • • • •• •• •• • • •

Path Planning and
Autonomous
Navigation

• • • •• • •• • • • •• • •

Target Tracking,
Detection, and
Classification

• • • • • • • • • • • • • • • • • •

Cybersecurity,
Electronic Warfare
Protection, and
Resilient UAV
Operation

•• • •• •• • • • • •• • •• • • •

Overall/
Cross-Cutting • • • •• •• • • • •• •• •• •• • • • • • •

Notation: • • • = High prevalence/adoption. •• = Medium prevalence/adoption. • = Low prevalence/adoption.

9. Challenges, Open Issues, and Future Research Directions
Despite the significant advances achieved in AI-enabled UAV-based defense systems,

several important challenges remain unresolved. As illustrated in Figure 3, the reviewed
literature reveals both domain-specific research challenges and cross-cutting issues that
hinder the broader deployment and operational adoption of these systems. Based on
the surveyed studies, the key challenges, research gaps, and promising future research
directions are summarized as follows:
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Scalability limitations of MARL in large-scale, dynamic, and 

non-stationary combat environments

Develop communication-aware hierarchical MARL frameworks capable of scalable 

cooperative decision-making in large multi-UAV combat scenarios

Challenge / Gap

Autonomous Air Combat Intelligence and Cooperative UAV Operations

Future Research Direction / Solution

Sparse reward design, learning efficiency, and convergence 

instability during autonomous combat training

Improve learning efficiency through curriculum learning, self-play, hierarchical training 

strategies, and more effective reward design

Limited operational realism, communication constraints, and 

simulation-to-deployment gap

Build high-fidelity battlefield simulation environments with realistic communication, 

sensing, and electronic warfare conditions together with operational validation

Reliable navigation under GNSS denial, communication 

degradation, and localization uncertainty

Develop resilient learning-assisted navigation and localization frameworks for 

communication-constrained and GNSS-denied environments

Autonomous Navigation and Mission Planning

Autonomous decision-making in dynamic, uncertain, and 

adversarial environments

Investigate adaptive mission replanning and threat-aware navigation capable of 

responding to dynamic battlefield changes

Limited operational validation under realistic battlefield 

conditions

Advance multi-sensor autonomous navigation and validate navigation frameworks 

under realistic operational conditions

Robust perception under clutter, camouflage, adverse weather, 

and low-SNR conditions

Develop robust multi-modal AI perception integrating radar and vision-based sensing 

for improved situational awareness

Target Tracking, Detection, and Battlefield Perception

Small-target detection under long-range and complex 

operational scenarios

Design computationally efficient onboard target detection and tracking architectures 

suitable for real-time deployment

Limited defence-oriented datasets and operational evaluation
Construct representative defence-oriented datasets and perform large-scale 

operational evaluation under realistic battlefield conditions

Spoofing, jamming, communication attacks, and electronic 

warfare

Develop adversarially robust AI algorithms and secure collaborative learning 

frameworks for resilient UAV operation

Cybersecurity, Electronic Warfare, and Resilient UAV Operations

Adversarial attacks targeting AI-enabled UAV-based systems
Design lightweight distributed intrusion-detection and cyber-defence mechanisms 

suitable for resource-constrained UAV platforms

Secure and resilient autonomous cyber defence
Improve resilience against electronic warfare through intelligent anti-jamming 

communications, secure networking, and adaptive cyber-defence strategies

Limited onboard computational, memory, and energy 

resources

Develop lightweight AI architectures capable of supporting real-time onboard 

perception and autonomous decision-making

Resource-Efficient Embedded AI

Real-time execution of computationally intensive AI models
Improve embedded inference efficiency through resource-aware AI execution and 

energy-aware mission planning

Communication-efficient distributed intelligence
Design communication-efficient distributed onboard intelligence supporting cooperative 

autonomous UAV operations

Heavy reliance on simulation environments and synthetic 

datasets

Develop representative defence-oriented datasets and high-fidelity digital twins for 

realistic AI evaluation

Simulation, Validation, and Operational Deployment

Limited real-flight experimentation and operational validation
Expand software-, hardware-, and real-flight validation to improve simulation-to-

deployment transfer

Lack of standardized evaluation methodologies and 

benchmarking

Establish standardized benchmarking methodologies and common operational 

performance evaluation frameworks

Meaningful human oversight and accountability
Ensure meaningful human oversight, accountability, transparency, explainability, and 

operator trust for mission-critical autonomous UAV operations

Ethical, Legal, Safety, and Governance Considerations

Trustworthy, explainable, and assured AI
Develop trustworthy AI supported by rigorous verification, validation, assurance, and 

certification methodologies for autonomous UAV systems.

Governance frameworks and legal compliance
Establish governance frameworks for the responsible, safe, and legally compliant 

deployment of AI-enabled UAV-based defence systems

Figure 3. Open challenges, research gaps, and future research directions across major operational
domains of AI-enabled UAV-based defense systems.

• Autonomous Air Combat Intelligence and Cooperative UAV Operations: Accord-
ing to the reviewed literature, several important challenges remain, including partial
observability, the design of effective reward functions, training instability, limited inter-
pretability of learned policies, communication overhead in cooperative UAV networks,
scalability to large-scale combat formations, and the limited operational validation of
policies trained primarily in simulation. Moreover, increasing battlefield complexity
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and communication constraints further complicate cooperative decision-making in
large-scale aerial engagements. Future research should focus on communication-aware
and scalable MARL frameworks, hierarchical and risk-aware cooperative decision-
making, distributional RL for uncertainty-aware planning, improved learning ef-
ficiency through curriculum learning and self-play strategies, explainable tactical
reasoning, and more realistic battlefield validation under communication-constrained
and adversarial operational environments.

• Autonomous Navigation and Mission Planning: Despite the advances of recent
AI-driven navigation frameworks, maintaining reliable navigation under localization
uncertainty, communication degradation, adversarial interference, dynamic obstacles,
uncertain environmental conditions, and long-duration missions remains challeng-
ing. In addition, robust autonomous decision-making under incomplete situational
awareness continues to be an open problem. Future research should investigate
resilient multi-sensor navigation, adaptive mission re-planning, learning-assisted nav-
igation under degraded sensing and communication conditions, and validation in
operationally representative battlefield environments.

• Target Tracking, Detection, and Battlefield Perception: Based on the reviewed lit-
erature, robust perception remains challenging in cluttered environments, adverse
weather, camouflage, low-visibility conditions, long-range observations, and low-SNR
scenarios. In addition, limited defense-oriented datasets, computational constraints,
and insufficient operational validation continue to hinder practical deployment. Fu-
ture research should emphasize robust multi-modal perception, computationally
efficient detection algorithms suitable for onboard deployment, improved radar-based
recognition, more representative defense-oriented datasets, and evaluation under
realistic battlefield conditions.

• Cybersecurity, Electronic Warfare, and Resilient UAV Operations: The reviewed
literature demonstrates increasing attention toward protecting UAV-based defense sys-
tems against spoofing, jamming, communication attacks, malicious data manipulation,
adversarial AI attacks, and distributed cyber threats. Although AI-assisted intrusion
detection, FL, and XAI have demonstrated promising capabilities, ensuring trustwor-
thy and resilient autonomous operation under contested battlefield environments
remains an important research challenge. Future work should focus on adversarially
robust AI, secure collaborative learning, lightweight distributed intrusion detection,
communication-aware cyber defense mechanisms, and XAI techniques that improve
operator confidence and mission reliability.

• Resource-Efficient Embedded AI: Many reviewed studies highlight the need to
execute increasingly sophisticated AI algorithms directly onboard UAV platforms
while operating under stringent computational, memory, energy, and communication
constraints. Maintaining reliable perception, navigation, and autonomous decision-
making within these resource limitations remains challenging, particularly for long-
duration and communication-constrained missions. Future research should investi-
gate lightweight neural architectures, computationally efficient onboard inference,
communication-efficient distributed AI, energy-aware mission execution, and inte-
grated hardware–software optimization for embedded UAV intelligence.

• Simulation, Validation, and Operational Deployment: A recurring observation
throughout the reviewed literature is the extensive reliance on simulation environ-
ments, synthetic datasets, digital twins, and relatively limited real-world experimen-
tation. Although these approaches have accelerated algorithm development, they
often fail to fully capture the complexity, uncertainty, and communication conditions
encountered during real defense operations. Therefore, bridging the gap between
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laboratory-scale evaluation and operational deployment remains one of the most
important challenges identified in this review. Future research should prioritize real-
istic defense-oriented datasets, digital twins, SIL and HIL validation, standardized
benchmarking methodologies, and large-scale real-flight experimentation.

• Ethical, Legal, Safety, and Governance Considerations: As AI-enabled UAV-based
defense systems become increasingly autonomous, ethical, legal, safety, and gover-
nance considerations are becoming increasingly important alongside the technical
challenges discussed in this review. While recent advances in AI have significantly
enhanced battlefield perception, autonomous navigation, cooperative operations, and
decision support, the growing autonomy of defense platforms raises broader concerns
regarding meaningful human oversight, accountability, transparency, explainability,
and operator trust, particularly when AI supports mission-critical functions. In addi-
tion, future operational deployment will require appropriate governance frameworks
together with rigorous verification, validation, certification, and assurance processes
to improve the reliability and trustworthiness of AI-enabled autonomous behaviors.
Future research should investigate trustworthy AI, robust assurance and certification
methodologies, governance frameworks, human–AI collaboration, and interdisci-
plinary approaches that support the responsible and safe deployment of AI-enabled
UAV-based defense systems.

10. Conclusions
This paper has presented a review of AI-enabled UAV-based defense systems, ex-

amining the major operational domains. Overall, this paper highlights the significant
research progress achieved by applying AI to battlefield autonomy, intelligent percep-
tion, adaptive decision-making, resilient communications, distributed coordination, and
autonomous mission execution in dynamic and contested environments. AI paradigms
such as ML, DL, RL, MARL, FL, XAI, and edge intelligence have emerged as key enabling
technologies for next-generation UAV-based defense systems. Across the reviewed ap-
plication domains, substantial progress has been achieved in autonomous air combat,
cooperative multi-UAV coordination, swarm intelligence, resilient navigation, intelligent
target tracking, secure and resilient UAV operation, and AI-enabled protection against
cyber and electronic warfare threats. In addition, recent advances in multimodal sensing,
radar-enabled perception, communication-aware learning, and distributed intelligence
have shown considerable potential to enhance the performance of UAV-based systems
under uncertainty, communication constraints, electromagnetic interference, electronic
warfare, and adversarial conditions. Despite these advances, several important challenges
remain, including scalability, communication and onboard resource constraints, adversarial
robustness, cybersecurity, and the transfer of AI-enabled UAV-based systems from simu-
lated to operational environments. Moreover, a large proportion of the reviewed studies
rely primarily on simulations, synthetic datasets, digital twins, or controlled experimental
environments, while comprehensive field validation and operational deployment remain
comparatively limited. Addressing these challenges will require continued advances in
trustworthy AI and XAI, resilient autonomous operation, secure distributed intelligence,
rigorous operational validation, and appropriate ethical, legal, safety, and governance
frameworks that support the responsible deployment of increasingly autonomous UAV-
based defense systems.
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AA Aspect Angle
A2/AD Anti-Access/Area-Denial
ACMDM Autonomous Air Combat Maneuver Decision-Making
AI Artificial Intelligence
AMSTD Attention Mechanism-Based Small Target Detection
AP50 Average Precision at IoU threshold 50%
APF Artificial Potential Field
APs Average Precision for small objects
ARIS Aerial Reconfigurable Intelligent Surface
ATA Antenna Train Angle
BER Bit Error Rate
BFM Basic Fighter Maneuvering
BIM Basic Iterative Method
BIT Batch Informed Trees
BVLOS Beyond-Visual Line-of-Sight
BVR Beyond Visual Range
C2 Command-and-Control
CBS Convolution-Batch Normalization-SiLU
CIDS Collaborative Intrusion Detection System
CNN Convolutional Neural Network
CSP Cross-Stage Partial
CTDE Centralized Training and Decentralized Execution
CVaR Conditional Value-at-Risk
D3QN Dueling Double DQN
DBN Dynamic Bayesian Network
DCPA Distance at Closest Point of Approach
DDPG Deep Deterministic Policy Gradient
DEC-POMDP Decentralized Partially Observable Markov Decision Process
DFL Decentralized Federated Learning
DL Deep Learning
DNN Deep Neural Network
DQN Deep Q-Network
DRL Deep Reinforcement Learning
DT Decision Transformer
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DTDE Decentralized Training and Decentralized Execution
DTPA Dynamic Threat Prioritization Assessment
ECEF Earth-Centered Earth-Fixed
EO/IR Electro-Optical/Infrared
FFCNN Feedforward CNN
FGSM Fast Gradient Sign Method
FHP Frequency of Hazardous Proximity
FL Federated Learning
FMCW Frequency-Modulated Continuous Wave
FPS Frames Per Second
FPN Feature Pyramid Network
FSM Finite State Machine
GA Genetic Algorithm
GAE Generalized Advantage Estimation
GDT Ground Data Terminal
GFLOPs Giga Floating-Point Operations per Second
GIS Geographic Information System
GNSS Global Navigation Satellite System
GPS Global Positioning System
GRU Gated Recurrent Unit
HALE High-Altitude Long-Endurance
HCA Horizontal Crossing Angle
HIL Hardware-in-the-Loop
HITL Human-in-the-Loop
HRL Hierarchical Reinforcement Learning
IBVS Image-Based Visual Servoing
ICEM Improved Cross-Entropy Method
ICM Intrinsic Curiosity Module
IDS Intrusion Detection Systems
IG Information Gain
IMU Inertial Measurement Unit
INAV INertial NAVigation
INS Inertial Navigation System
IoD Internet of Drones
IoU Intersection over Union
IPFS InterPlanetary File System
IPPO Independent PPO
IQN Implicit Quantile Networks
ISR Intelligence, Surveillance, and Reconnaissance
ISTAR Intelligence, Surveillance, Target Acquisition, and Reconnaissance

I2C-MATD3
Improved Cross-Entropy Method with Intrinsic Curiosity-enhanced Multi-Agent
Twin Delayed DDPG

KCF Kernelized Correlation Filter
KF Kalman Filter
LDA Linear Discriminant Analysis
LiDAR Light Detection and Ranging
LLM Large Language Model
LoS Line-of-Sight
LRF Laser Range Finder
LSTM Long Short-Term Memory
LSTM-AE LSTM Autoencoder
MALE Medium-Altitude Long-Endurance
MAE Mean Absolute Error
MAPE Mean Absolute Percentage Error
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MAPPO Multi-Agent Proximal Policy Optimization
MARL Multi-Agent Reinforcement Learning
MaCA Multi-agent Combat Arena
MCLDPPO Motivational Curriculum Learning Distributed Proximal Policy Optimization
MEC Mobile Edge Computing
MDP Markov Decision Process
MDRL-DQN Multimodal DRL DQN
MERL Maximum Entropy Reinforcement Learning
MHA Multihead Attention
MIMO Multiple-Input Multiple-Output
ML Machine Learning
MLP Multi-Layer Perceptron
mIoU mean Intersection over Union
mAP@0.5 mean Average Precision at IoU threshold 0.5
MTVO Multi-Agent Transformer introducing Virtual Objects
NB Naive Bayes
NED North-East-Down
NIS Normalized Innovation Square
NWD-CIoU normalized Wasserstein distance and Complete IoU
ONOS Open Network Operating System
PBE Perfect Bayes–Nash Equilibrium
PCSP Population Curriculum Self-Play
PDR Packet Delivery Ratio
PER Prioritized Experience Replay
PID Proportional-Integral-Differential
POMG Partially Observable Markov Game
PPO Proximal Policy Optimization
QR Quick Response
QDA Quadratic Discriminant Analysis
Q-SAPF Q-learning-based Strategic Artificial Potential Field
R2 Coefficient of Determination (R-squared)
Re-ID Re-Identification
RF Radio-Frequency
RGB Red–Green–Blue
RL Reinforcement Learning
RMSE Root Mean Square Error
RNN Recurrent Neural Network
ROC Receiver Operating Characteristic
RRT Rapidly-exploring Random Trees
SAPF Strategic Artificial Potential Field
SAR Synthetic Aperture Radar
SARSA State-Action-Reward-State-Action
SDN Software-Defined Networking
SD-UAV Software-Defined UAV
SHAP SHapley Additive exPlanations
SIE Spatial Information Entropy
SIIS-MARL Sparse Inferred Intention Sharing MARL
SIL Software-in-the-Loop
SISO Single-Input Single-Output
SLAM Simultaneous Localization and Mapping
SMA Scalable Mixing Networks based on Attention
SNR Signal-to-Noise Ratio
SPPF Spatial Pyramid Pooling Fast
SSP Spatial-aware and Scale-aware Prediction
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TaLU Tanh Linear Unit
TCPA Time to Closest Point of Approach
ToM Theory of Mind
U2G UAV-to-Ground
U2S UAV-to-Satellite
U2U UAV-to-UAV
UAV Unmanned Aerial Vehicle
UAV-STD UAV-to-UAV Small Target Detection
UCAV Unmanned Combat Aerial Vehicle
UAP Universal Adversarial Perturbation
VTOL Vertical Takeoff and Landing
WEZ Weapon Engagement Zone
XAI Explainable AI
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