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Abstract: As the digital age permeates higher education, the cybersecurity awareness of university
students has emerged as a pressing concern. This study examines the behavioral factors influencing
students’ cybersecurity practices, developing a robust, empirically validated survey. Our research
applies a comprehensive framework employing both exploratory and confirmatory factor analyses
(EFA; CFA) to affirm the survey’s ability to capture the intricate dimensions of students’ cybersecurity
awareness. A structural equation model (SEM) has been developed to delineate and scrutinize five
key dimensions of cybersecurity behaviors within the student body. Post-validation, we utilized
this model to conduct a thorough comparative analysis of cybersecurity behaviors among members
of the varied student demographic that participated in the survey. The investigation included an
examination of behavior across genders, age groups, academic disciplines, and cultural backgrounds,
shedding light on the diverse cybersecurity behaviors that define the modern student experience.
Our research ultimately strives to contribute to the enhancement of digital security in educational
environments, aligning student online practices with robust security measures and nurturing a
cybersecurity-aware culture in academia.

Keywords: cybersecurity; online security; security behavior; higher education; university students;
explanatory factor analysis; confirmatory factor analysis; structural equation modeling; EFA; CFA; SEM

1. Introduction

In the dynamic digital environment of modern higher education, understanding cy-
bersecurity awareness among university students is increasingly critical. The expansion of
online educational platforms and digital tools emphasizes the need for strong cybersecu-
rity measures for students, who face growing vulnerabilities to cyber threats given their
substantial online interactions.

This study investigates the behavioral factors related to cybersecurity within this vital
group by employing a rigorously developed and statistically verified survey. It implements
a detailed methodological framework that incorporates both exploratory and confirmatory
factor analyses (EFA and CFA) to validate the recommended survey’s capacity to accurately
reflect the complex dimensions of cybersecurity awareness among university students.

In our research, the tools of structural equation modeling (SEM) were used to discern
and examine the essential aspects of cybersecurity practices among the student population.
Confirmatory factor analysis, as part of structural equation modeling, is applied to test those
hypotheses that the relationships among variables exist as specified by the proposed model.

After validating the model, we embarked on an exhaustive analysis that leveraged
this framework to compare and contrast cybersecurity behaviors across diverse student
demographics that participated in the survey. We assessed variations and commonalities
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along gender lines, delved into behavioral tendencies across age categories—namely, stu-
dents under 25, those aged 25 to 40, and those above 40—and considered how different
academic fields, specifically science and technology versus social sciences and humanities,
might shape cybersecurity conduct. Furthermore, we investigated how language and cul-
tural backgrounds—contrasting English-speaking international students with Hungarian
students—affect cybersecurity practices. These kinds of comparative analyses are crucial
for unraveling the complex tapestry of cybersecurity behavior patterns prevalent among
the student populace.

Through this study, we aim to contribute to the creation of safer digital spaces that
support the educational aspirations and online activities of university students, thereby
enhancing the overall security posture of educational institutions in the digital age.

2. Literature Review

Information security hinges on safeguarding confidentiality, integrity, and availability,
known as the C-I-A triangle [1], with non-repudiation and authenticity also critical [2–4].
Cybersecurity revolves around the interplay of users, systems, and usability, and addressing
the significant risks posed by user non-compliance is crucial [5–10]. Effective information
security awareness (ISA), which encompasses an understanding of security protocols and
personal responsibilities [1], is vital for organizational safety [11–13]. Strengthening ISA
involves not just assessing awareness levels but also evaluating the impact of security
initiatives to reduce user errors and bolster security practices [14,15].

Reference [16] identified three critical components of information security awareness
(ISA): “Perception”, “Protection”, and “Behavior”. Currently, ISA assessment primarily
relies on the knowledge-attitude-behavior (KAB) model, utilizing methods like question-
naires, interviews, and behavior tests, among others [17]. However, the knowledge aspect of
these models faces validation challenges, highlighting the need for clearer knowledge defini-
tions [18] and resulting in lengthier assessment tools due to their multidimensional nature.

Reference [19] called for greater methodological precision in ISA measurement scales,
identifying nine dimensions and 34 sub-dimensions critical to ISA but underrepresented in
research. Among these, password management was most assessed, while mobile device
security and incident reporting were less emphasized. Research also focuses on mitigat-
ing identity theft risks among youth, a group particularly vulnerable to cyber threats,
underscoring the importance of effective cybersecurity awareness education for this demo-
graphic [10,20].

Reference [21] explored information security awareness (ISA), finding it deeply rooted
in ‘cultural’ perceptions and individual ‘conscience’ rather than mere ‘knowledge’. This
view of ISA as an ingrained habit underscores its significant impact on daily activities.
Yet, aspects like security processes, training, asset protection, prevention, and awareness
of vulnerabilities were less unanimously recognized, with only a small fraction linking
ISA directly to business operations. This highlights the crucial need for organizations to
integrate security awareness with business goals to enhance management and employee
engagement in preventing security incidents.

Reference [22] introduced a methodical tool for ISA assessment, emphasizing the de-
velopment of a question bank, manager consultations for importance weightings, practical
data integration, and tool automation.

The imperative to accurately assess ISA is clear, advocating for the use of detailed,
reliable, and context-aware tools. Surveys globally indicate varied levels of ISA among
young people and university students, pointing out specific areas for improvement. Ref-
erences [22–25] reported on ISA levels within Middle Eastern, Californian, Indian, and
Nigerian educational contexts, respectively, each identifying unique challenges like pass-
word management and the application of security principles, underscoring the global
necessity for enhanced cybersecurity education.
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Reference [15] found that students in both Hungary and Vietnam lack sufficient
material knowledge in information security, pointing to a universal educational need.
Similarly, reference [26] identified South African students as being at risk for cyberattacks
due to cognitive dissonance among key factors. In Turkey, reference [27] reported a lack of
awareness among students regarding information security and computer usage, increasing
their vulnerability to online threats.

Reference [28] proposed a comprehensive cyber-awareness strategy, including at-
titude and behavior assessments, self-diagnosis questionnaires, and educational plans,
successfully applied in a junior high school setting.

Parsons et al.’s Human Aspects of Information Security Questionnaire (HAIS-Q) [29]
investigated Australian employees’ policy knowledge, attitudes, and computer use behav-
iors. Their study showed that understanding policies significantly influences attitudes
more than behaviors.

References [30,31] investigated some specific aspects of university students’ cyber
security awareness using basic statistical technics in their analyses.

Our study builds upon Erol et al.’s establishment [32] of the “Personal Cyber Security
Provision Scale” (PCSPS), aimed at gauging cybersecurity behaviors through a framework
of five factors and 25 items. While this scale has found utility in a range of studies,
such as those by references [9,28,33–38], its applicability within the academic sphere is
limited, partly due to the method of participant selection via social media, which yielded
a sample diverse yet not specifically representative of university student populations.
Moreover, the statistical validation measures employed for the PCSPS hover near the
threshold of acceptability, further complicating the direct application of their findings to
the higher education context. This emphasizes the need for meticulous methodological
and statistical rigor when adapting such tools for understanding cybersecurity awareness
among university students.

The factors of this “Personal Cyber Security Provision Scale” (PCSPS) and the behav-
ioral patterns attributable to the factors will be compared with the factors obtained from
our own analysis (Section 5).

3. Circumstances of the Survey, Data

In this research, we assessed university students’ online behavior concerning cyberse-
curity. The set of questions that served as a starting point to select those that are relevant
for the given purpose and effectively measure the level of cybersecurity awareness among
university students consisted of the following 25 questions in the form of statements.

1. I make sure all my internet passwords are the same. (R)
2. I reply to authentication messages (requests such as username, password, etc.) received

by e-mail. (R)
3. I communicate with people I don’t know using a webcam. (R)
4. I share my personal information (Identity no, Date of birth, GSM no, etc.) on the

internet, when necessary. (R)
5. I open email attachments from people who I do not know. (R)
6. I share my personal information on social networks. (R)
7. I declare my location on the internet. (R)
8. I shop by clicking the ads on social networks. (R)
9. I set easy to remember passwords. (R)
10. I respect and respond to e-mails (requests such as card numbers, passwords, etc.) from

sites such as banks, online shopping sites, etc. (R)
11. I ignore online money and credit requests.
12. I do not accept friendship requests from people I do not know on social networks.
13. I do not subscribe to websites that I do not trust.
14. I do not download files from websites that I do not trust.
15. I check connection security and certificates on web pages.
16. I update the software that I use.
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17. I have antivirus software on my computer.
18. I avoid using weak passwords.
19. I change web browser security settings.
20. I conduct internet banking transactions using my personal computer.
21. I shop online using my personal computer.
22. I pay attention not to store my personal information on computers other than my

personal computer.
23. I delete web browser history.
24. I log out of my accounts such as social media, e-mail when I finish my work.
25. I change the passwords that I use on the internet.

In the following, when we refer to each question, we will use the notation Q1, . . ., Q25.
The statements could be answered on a 5-point Likert scale: (1) never, (2) rarely,

(3) sometimes, (4) often, (5) always. The first ten were reversed statements (R); accord-
ingly, the Likert scores for these were reversed during the analysis. The remaining fifteen
statements were straight.

In addition, the questionnaire included three demographic questions regarding the
respondent’s gender, age, and field of study.

The studied population consisted of university students from several Hungarian
Universities: University of Dunaújváros, Budapest Business School, Ludovika University of
Public Service, and Óbuda University. Filling out the questionnaire was voluntary. Both full-
time and part-time students filled out the questionnaire. We received 638 valid responses.
Answers came from students representing many disciplines of study, for example, natural
sciences, human sciences, public service, IT, engineering, pedagogy, sports sciences, medical
and health sciences, and social sciences. While analyzing the relationship between the
mentioned disciplines and cybersecurity awareness, in some cases, it seemed appropriate
to group similar fields of study into two broad disciplinary groups: 519 students were in
science and technology, and 119 in social sciences and humanities.

We received answers in Hungarian and English, of which Hungarian totaled 565 and
English 73. English-speaking students study in Hungary either with the help of Erasmus
or other scholarship programs or are self-financed. The nationalities of the respondents
were diverse: Chinese, Turkish, Portuguese, etc. Of the respondents, 272 were women, and
366 were men. Even though we examined university students, we did not only reach the
18–25 age group with the questionnaire. Since the respondents included correspondence
learners and postgraduate students, the oldest respondent was 60 years old. There were
255 respondents under 25 years old, 230 between 25 and 40, and 146 over 40.

We used Google Forms to collect data and IBM SPSS Statistics V29, IBM SPSS AMOS
V29 and Minitab V22 applications for data analysis.

4. Data Analysis. Assessing Construct Validity and Reliability
4.1. Exploratory Factor Analysis

Exploratory Factor Analysis (EFA) is a statistical technique used to uncover the un-
derlying structure of a relatively large set of variables. EFA is a critical tool in the scale
development process, as it helps in identifying the number of contributing latent factors
and in understanding how observed variables relate to these factors (factors sometimes
will be called components, constructs, or dimensions). It is particularly useful when the
research does not presuppose an underlying structure or when a theoretical structure is
not well-defined. In the context of assessing cybersecurity behaviors among university
students, EFA was employed to explore potential dimensions within the data, allowing for
the emergence of factor structures that can provide insights into the patterns of students’
online security practices. This method not only facilitates the identification of coherent
clusters of behaviors but also aids in refining the questionnaire by determining the items
that best represent each factor.

The EFA via principal component analysis (PCA) revealed a five-factor (five-component)
structure that underpins the cybersecurity behaviors of university students. (Table 1). These
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five components with eigenvalues greater than one explain a substantial portion of the
variance in the response data, with the first component accounting for 25.237%, the second
10.894%, and so forth, cumulating to a total of 60.922% of the variance explained by
these factors.

Table 1. Total Variance Explained.

Component
Initial

Eigenvalues—
Total

% of
Variance

Cumulative
%

Extraction
Sums of
Squared

Loadings—
Total

Extraction
Sums of
Squared

Loadings—%
of Variance

Extraction
Sums of
Squared

Loadings—
Cumulative %

Rotation Sums
of Squared
Loadings—

Total

1 3.785 25.237 25.237 3.785 25.237 25.237 2.9

2 1.634 10.894 36.13 1.634 10.894 36.13 2.41

3 1.462 9.747 45.878 1.462 9.747 45.878 2.552

4 1.213 8.085 53.963 1.213 8.085 53.963 1.948

5 1.044 6.959 60.922 1.044 6.959 60.922 1.687

6 0.911 6.071 66.993

7 0.779 5.196 72.189

8 0.713 4.754 76.943

9 0.619 4.124 81.066

10 0.582 3.877 84.943

11 0.556 3.706 88.649

12 0.528 3.518 92.167

13 0.474 3.16 95.326

14 0.399 2.659 97.985

15 0.302 2.015 100

Extraction Method: Principal Component Analysis. (When components are correlated, sums of squared loadings
cannot be added to obtain a total variance).

In examining the Pattern Matrix in Table 2, we find the factor loadings following a
Promax rotation with Kaiser Normalization. A factor loading is a coefficient that represents
the correlation between an observed variable and a latent factor, indicating the extent to
which the variable contributes to or is associated with that factor. Promax is an oblique
rotation technique that allows for the factors to correlate. Such correlation is consistent
with the notion that behaviors in cybersecurity are not independent but interrelated.

Questions that did not load sufficiently on any factor (factor loading < 0.4) [39,40]
and were therefore excluded from the factor structure included Q1, Q2, Q3, Q5, Q7, Q8,
Q11, Q12, Q17, and Q22. Their exclusion suggests that these behavioral items either do
not correlate strongly with the defined dimensions of cybersecurity awareness or may
overlap with other survey items, reducing their usefulness in the final questionnaire. This
refinement results in a more robust and focused measure that can effectively assess the
specific domains of cybersecurity awareness behavior pertinent to university students.

4.1.1. Factor 1: Proactive Protection Behaviors

The first factor captures the actions users take to actively protect their systems and
data. Items Q15 (checking connection security and certificates on web pages) and Q16
(updating the software in use) are indicative of this proactive cybersecurity behavior.
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Table 2. Pattern Matrix.

Component 1 2 3 4 5

Q4 0.762

Q6 0.659

Q9 0.561

Q10 0.696

Q13 0.854

Q14 0.787

Q15 0.751

Q16 0.823

Q18 0.561

Q19 0.621

Q20 0.91

Q21 0.916

Q23 0.828

Q24 0.835

Q25 0.566
Extraction Method: Principal Component Analysis. Rotation Method: Promax with Kaiser Normalization.
Rotation converged in 5 iterations.

4.1.2. Factor 2: Personal Information Protection

This factor is characterized by a tendency to share personal information in various
online settings, evident in the items Q4 (sharing personal information on the internet when
necessary), Q6 (sharing personal information on social networks), Q9 (setting easy--to-
remember passwords), and Q10 (respecting and responding to emails from banks and
online shopping sites).

4.1.3. Factor 3: Secure Online Habits

This factor represents the habitual practices that contribute to maintaining one’s online
security, as reflected by Q23 (deleting web browser history), Q24 (logging out of accounts
like social media and email), and Q25 (changing passwords used on the internet).

4.1.4. Factor 4: Financial Cybersecurity Awareness

This factor pertains to secure practices in managing financial transactions online. It is
distinctly characterized by Q20 (conducting internet banking transactions using a personal
computer) and Q21 (shopping online using a personal computer), pointing to an awareness
of the risks involved in online financial activities.

4.1.5. Factor 5: Cautious Online Engagement

High loadings for Q13 (not subscribing to untrusted websites) and Q14 (not down-
loading files from untrusted websites) define this factor, which relates to cautious behavior
in online interactions, demonstrating vigilance in web navigation and interactions.

In this exploratory analysis, Cronbach’s alpha for the overall reliability of the ques-
tionnaire with these 15 remaining questions was 0.780, which is good. However, the alpha
values calculated separately for each factor varied (0.680; 0.595; 0.673; 0.813; 0.573). The
low values for the second and fifth factors are of particular concern, as they suggest that
these factors do not necessarily measure a single coherent construct.

The chosen 15 questions that were retained from the original 25 are associated with
the use of Promax rotation in the EFA. This oblique rotation method permits correlations
among the identified factors. The Component Correlation Matrix, presented in Table 3,
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clarifies the interconnections between these components, highlighting the importance of
these relationships in grasping the complex dimensions of cybersecurity awareness.

Table 3. Component Correlation Matrix.

Component 1 2 3 4 5

1 1 0.296 0.457 0.217 0.185

2 0.296 1 0.269 0.19 0.234

3 0.457 0.269 1 0.123 0.121

4 0.217 0.19 0.123 1 0.156

5 0.185 0.234 0.121 0.156 1
Extraction Method: Principal Component Analysis. Rotation Method: Promax with Kaiser Normalization.

The presence of correlations between factors—such as the moderate correlation of
0.457 between Components 1 and 3—implies that the cybersecurity behaviors measured
by these components are distinct yet related. It validates the need for an oblique rotation,
as the factors are not orthogonal (independent) but have a degree of overlap, which is
realistic in behavioral research where constructs often interplay. For example, the way
students share personal information (Factor 2) could be related to their habits in managing
online presence (Factor 3). This interdependence of the factors underlines the need to use
structural equation modeling and Confirmatory Factor Analysis, with their additional tools,
to fine-tune and finalize the factor structure proposed by EFA.

4.2. Confirmatory Factor Analysis

CFA will enable us to test the validity of the factor structure derived from EFA, with
the same allowances for inter-factor correlations as indicated by the Promax rotation. Im-
portantly, CFA has many more tools to find the best fitting model. It also allows for the
modeling of correlations between error terms associated with observed variables. By
incorporating these correlations into the model, we can achieve a more nuanced under-
standing of the data structure and potentially improve the model’s fit. This feature of
CFA is vital for constructing a measurement model that reflects the complex reality of the
constructs being assessed, providing a clearer and more accurate representation of the
underlying framework.

4.2.1. The Path Diagram

In the realm of structural equation modeling, a path diagram serves as a graphical
representation, elucidating the hypothesized relationships among observed and latent
variables. Latent variables are depicted through circles or ovals, whereas observed variables,
those that are measurable, are represented by squares or rectangles. In our survey-based
study, observed variables refer to the responses to survey questions.

The diagram’s arrows denote the directional influence between variables, with one-
way arrows suggesting a hypothesized causal relationship from one variable to another,
and two-way arrows signifying correlations. Path coefficients, placed alongside these
arrows, quantify the relationship’s strength and direction, akin to regression coefficients,
indicating the expected change in the dependent variable per unit change in the inde-
pendent variable, all else being constant. Error terms, marked with circles and labeled
“e”, account for unexplained variance in the observed variables, highlighting the model’s
imperfections. Additionally, correlations among exogenous variables (those not affected by
other variables within the model) are represented by curved two-way arrows. Through
these elements, a path diagram provides a comprehensive overview of the theoretical
underpinnings proposed to explain the relationships observed within the data, serving as a
crucial interpretative tool in SEM analysis.

In Figure 1, the path diagram presents the final version of the structural equation model
following a comprehensive selection process that tried to identify the best hypothesized



Educ. Sci. 2024, 14, 588 8 of 22

model. It is interesting to note that Q9 (regarding the use of easy-to-remember passwords)
and Q19 (changing web browser security settings) showed lower associations with their
intended factors and were excluded. This observation suggests that the related underlying
factors may be more effectively measured by the other, more-focused questions.
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Figure 1. The Path Diagram.

In the provided diagram, error terms of some items within the same factor are corre-
lated. This is represented by curved arrows connecting the error terms. These correlations
between error terms imply that there are unique variances shared between these items
that the latent factors do not account for. Such correlations might indicate the presence
of method effects or item-specific variance due to similarities in question wording or
response style.

4.2.2. Model Fit

The model fit analysis presented excellent results. With a Chi-square value of 67.791 at
53 degrees of freedom and a significance level of 0.083, our model surpassed the threshold
for acceptable fit, evidenced by a CMIN/DF ratio of 1.279, well within the commonly
accepted 1–3 range. This suggests a good fit between our hypothesized model and the
observed data.

Further corroborating the model’s excellent fit, the Root Mean Square Error of Ap-
proximation (RMSEA) was notably low at 0.021, with a confidence interval ranging from
0.000 to 0.034, and a Probability of Close Fit (PCLOSE) of 1.000. Such RMSEA values are
well below the generally accepted upper limit of 0.05, indicative of a well-fitting model.
Additionally, both the Goodness of Fit Index (GFI) and the Comparative Fit Index (CFI)
showcased the model’s robustness with high scores of 0.984 and 0.991, respectively. These
indices exceed the commonly accepted benchmarks for good fit, typically above 0.95,
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highlighting the model’s capacity to accurately represent the constructs of cybersecurity
awareness. The Parsimonious Goodness of Fit Index (PGFI), at 0.573, further supports the
model’s efficiency, aligning with accepted standards for adequacy that suggest a model’s
effective use of degrees of freedom in explaining the variance observed. Together, these
measures emphatically reinforced the model’s comprehensive efficacy in capturing the
complex dimensions of cybersecurity awareness.

Moreover, the Adjusted Goodness of Fit Index (AGFI), at 0.972 and the Tucker–Lewis
Index (TLI), also known as the Non-Normed Fit Index (NNFI), at 0.986, further affirmed
the model’s robustness. These values surpassed the usually accepted thresholds for an
excellent model fit, with AGFI values ideally exceeding 0.9 and TLI/NNFI values above
0.95 being indicative of a good fit. The relatively low Normed Fit Index (NFI) and the
Relative Fit Index (RFI), standing at 0.959 and 0.940, respectively, although slightly lower
than AGFI and TLI, still reflected a favorable fit. These figures remained well within the
acceptable range for indicating a sound model fit to the observed data, typically regarded
as values above 0.9.

Due to some non-normality of responses inherent in Likert-scale data, the model pa-
rameters were rigorously verified through bootstrapping. This technique, which resamples
the dataset to estimate the distribution of statistical estimates, provided a robust means to
validate the model.

This comprehensive fit assessment underscored the structural integrity of our SEM
in analyzing cybersecurity practices, demonstrating its potential as a valuable tool for
understanding and enhancing cybersecurity awareness in academic settings.

4.2.3. Model Fit across Cultural and Demographic Groups

The sample of respondent students encompassed a diverse array of population seg-
ments. While the model showed an excellent fit to this composite mix, drawing conclusions
for specific segments necessitated a separate verification process. It is crucial to ensure that
the model’s structural validity extends to each individual layer, allowing for accurate and
meaningful interpretations within distinct population subsets.

A multi-group CFA was performed using the sample of university students, divided
into four distinct analyses:

1. Gender: Female vs. male.
2. Age Group: Individuals under 25 years old, those between 25 and 40, and those

over 40.
3. Academic Discipline: Students within science and technology fields versus those

studying social sciences and humanities.
4. Language and Cultural Background: English-speaking foreign students versus Hun-

garian students.

The structural equation model showcased excellent fit across groups differentiated by
gender, academic disciplines, and language, albeit with nuanced differences. For gender,
the model demonstrated a compelling fit, indicated by a CMIN/DF of 1.273 and a high CFI
of 0.976, suggesting its robust applicability across male and female groups. In the academic
disciplines analysis, a slightly higher CMIN/DF of 1.356 still maintained a strong fit with
a CFI of 0.968, affirming its consistency across various fields of study. Language group
analysis further confirmed the model’s effectiveness, with a CMIN/DF of 1.154 and an
impressive CFI of 0.986, highlighting its adaptability to linguistic diversities.

However, the multi-group analysis unveiled a notable distinction in model applicabil-
ity across age groups, particularly underscoring the model’s limitations when applied to
individuals over 40 years of age. This discrepancy was evidenced by significant deviations
in key fit indices for this age group, suggesting that the underlying theoretical constructs
and their relationships as captured by the model do not hold as strongly for this demo-
graphic. In contrast, for the younger segments—those under 25 and those between 25 and
40—the model demonstrated excellent fit, characterized by strong Comparative Fit Index
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(CFI) values near 0.980 and Root Mean Square Error of Approximation (RMSEA) values
well below the 0.05 threshold, indicating a close fit with the observed data.

This divergent model performance suggests that the experiences, perceptions, or
behaviors related to the model’s focus area may fundamentally differ in the over-40 age
group, pointing to the possibility of age-related contextual factors not accounted for in
the current model. This discrepancy highlights the necessity for further research tailored
specifically to this older demographic to identify which distinct model or set of constructs
may better capture the nuances of their experiences. The need for a distinct model for those
over age 40 emphasizes the importance of considering age-specific influences, which may
include generational differences in technology use, privacy concerns, or risk perceptions,
requiring a dedicated investigation to adequately model these factors.

Reflecting on the insights garnered from this age group analysis, we refined our
structural equation modeling approach by recalibrating the model parameters to exclude
observations from individuals over 40 years of age. The refined, re-tuned final model was
optimized for the younger cohorts—those under age 25 and those between ages 25 and
40. Plans to extend this research to develop and validate a separate model specifically for
those over age 40 are in place, acknowledging the distinct experiences and perspectives
that may influence cybersecurity behaviors in older cohorts.

This strategic adjustment resulted in a model that exhibits excellent fit indices, con-
firming its robustness and the validity of the underlying theoretical constructs for the
included age groups. Specifically, for the unconstrained model, a Comparative Fit In-
dex (CFI) of 0.986, alongside a Root Mean Square Error of Approximation (RMSEA) of
0.018 and a CMIN/DF of 1.154, underscored the model’s strong alignment with the younger
demographic’s data.

This re-tuned model served as our final framework for further analysis, representing
a deliberate shift towards a more focused examination of cybersecurity awareness and
behaviors among university students under age 40.

4.3. Final SEM Model: Corrected Loadings and Correlations

As a result of the analyses, the following factors and their associated questionnaire
items in Table 4 were identified as those that can adequately measure the cybersecurity
awareness of university students using the model presented in the path diagram of Figure 1.

Table 4. The Finalized Factors and the Corresponding Items.

Factors Items

Factor 1: Proactive Protection Behaviors
Q15: I check connection security and certificates on web pages.

Q16: I update the software that I use.
Q18: I avoid using weak passwords.

Factor 2: Personal Information Protection

Q4: I share my personal information (Identity no, Date of birth, GSM no,
etc.) on the internet, when necessary. (R)

Q6: I share my personal information on social networks. (R)
Q10: I respect and respond to e-mails (requests such as card numbers,

passwords, etc.) from sites such as banks, online shopping sites, etc. (R)

Factor 3: Secure Online Habits

Q23: I delete web browser history.
Q24: I log out of my accounts such as social media, e-mail when I finish

my work.
Q25: I change the passwords that I use on the internet.

Factor 4: Financial Cybersecurity Awareness
Q20: I conduct internet banking transactions using my personal

computer.
Q21: I shop online using my personal computer.

Factor 5: Cautious Online Engagement Q13: I do not subscribe to websites that I do not trust.
Q14: I do not download files from websites that I do not trust.
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In Table 5, we present the factor loadings of the finalized model, which detail the
strength and direction of the relationships between observed variables and their under-
lying latent factors. This table provides a comprehensive overview of how each variable
contributes to the conceptual constructs within our refined SEM framework.

Table 5. The Finalized Factors and the Standardized Regression Coefficients.

Question Factor Standardized
Regression Coefficient

Q15 ← Factor1 0.501

Q16 ← Factor1 0.412

Q18 ← Factor1 0.657

Q4 ← Factor2 0.722

Q6 ← Factor2 0.525

Q10 ← Factor2 0.392

Q23 ← Factor3 0.548

Q24 ← Factor3 0.547

Q25 ← Factor3 0.731

Q20 ← Factor4 0.837

Q21 ← Factor4 0.809

Q13 ← Factor5 0.563

Q14 ← Factor5 0.797

Table 6 summarizes the correlation coefficients of the finalized model, offering insights
into the interrelations among the latent factors themselves. These coefficients are crucial
for understanding the dynamics and interactions that underpin the model’s structure,
revealing the degree to which factors are interdependent or distinct within the context of
our study.

Table 6. Interrelations among the Latent Factors.

Correlation
Coefficient

Factor5 ↔ Factor2 0.293
Factor1 ↔ Factor2 0.429
Factor4 ↔ Factor2 0.241
Factor3 ↔ Factor2 0.339
Factor5 ↔ Factor1 0.449
Factor5 ↔ Factor4 0.260
Factor5 ↔ Factor3 0.338
Factor1 ↔ Factor4 0.438
Factor1 ↔ Factor3 0.748
Factor4 ↔ Factor3 0.171

e16 ↔ e15 0.272
e24 ↔ e23 0.167

4.4. Comparisons
4.4.1. Factor Scores

Factor scores are numerical values that represent an individual’s position in terms
of the latent variables identified in a dataset through factor analysis. They are useful for
comparing how different groups or individuals score on these underlying dimensions.
Comparing the distribution of factor scores across factors is reasonable and informative, as
it can illustrate the relative emphasis or neglect of certain behaviors within a population. In
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the context of cybersecurity behaviors among university students, analyzing the distribu-
tion of factor scores can reveal which cybersecurity practices are more prevalent or lacking
across the student body, thereby identifying focal points for educational interventions or
policy development.

To compute the factor scores for a specific individual based on the weights provided
(Table 7), a systematic methodology involving weighted summation is employed. This
procedure transforms observed variable responses into quantifiable measures of latent
constructs, as delineated by the factor weights. Specifically, for each factor, the individual’s
response to a given item (e.g., responses to Q4, Q6, Q10, . . ., Q25) is multiplied by the
corresponding factor weight. The sum of these products yields the individual’s factor score,
encapsulating their alignment with the underlying latent construct.

Table 7. Factor scores for a Specific Individual.

Q4 Q6 Q10 Q13 Q14 Q15 Q16 Q18 Q20 Q21 Q23 Q24 Q25

Factor1 0.044 0.029 0.016 0.029 0.064 0.086 0.062 0.243 0.056 0.052 0.053 0.041 0.138

Factor2 0.384 0.250 0.141 0.017 0.036 0.015 0.011 0.042 0.018 0.017 0.012 0.009 0.030

Factor3 0.025 0.016 0.009 0.014 0.030 0.037 0.027 0.104 −0.005 −0.005 0.108 0.084 0.282

Factor4 0.016 0.010 0.006 0.011 0.023 0.016 0.012 0.045 0.433 0.401 −0.002 −0.002 −0.005

Factor5 0.014 0.009 0.005 0.136 0.295 0.008 0.006 0.023 0.011 0.010 0.006 0.004 0.014

For illustrative purposes, consider the calculation of an individual’s score on Factor1.
This is achieved by multiplying the individual’s response to each item (Q4 through Q25) by
the respective factor weight for Factor1 (0.044 for Q4, 0.029 for Q6, etc.) and summing the
resultant products:

Factor1 score = (Response to Q4 × 0.044) + (Response to Q6 × 0.029) + . . . + (Response to Q25 × 0.138).

This computation is iteratively applied for each factor, thereby deriving scores across
Factor1 through Factor5 using their respective weights. Through this methodological
approach, individual responses are seamlessly translated into scores reflective of the latent
constructs, facilitating nuanced analysis within the structural equation modeling framework.

4.4.2. Comparing Mean and Median Factor Scores

The summary statistics in Table 8 and the boxplot in Figure 2 provide a comparative
analysis of factor scores across the five key areas of cybersecurity behaviors. Factor 2, which
reflects Proactive Protection Behaviors, and Factor 4, indicating Financial Cybersecurity
Awareness, had the highest mean scores of 4.02669 and 4.03058, respectively, suggesting
that students demonstrated a higher level of engagement in both proactive cybersecurity
measures and protective financial online behaviors. The medians for these factors, at
4.13073 and 4.35917, further underscore this point, showing that the central tendency of
student scores was skewed towards higher engagement in these areas.

Table 8. Summary Statistics.

Variable N Mean StDev Median

Factor 1 scores 498 3.43656 0.545567 3.46329

Factor 2 scores 498 4.02669 0.592902 4.13073

Factor 3 scores 498 2.36602 0.520615 2.36614

Factor 4 scores 498 4.03058 0.901874 4.35917

Factor 5 scores 498 2.34421 0.372016 2.53084
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On the other hand, Factor 3 and Factor 5, corresponding to Secure Online Habits
and Cautious Online Engagement, had the lowest mean scores of 2.36602 and 2.34421,
respectively, indicating a lower level of engagement. Their respective medians reinforced
this observation, aligning closely with their means.

Factor 1, associated with Personal Information Protection, sat in the mid-range with a
mean of 3.43656, indicating a moderate level of protection among students. The median of
3.46329 was consistent with the mean, suggesting a balanced approach to sharing personal
information online.

The standard deviation values provide additional context: Factor 4 showed the most
significant variability in scores (0.901874), pointing to differing levels of financial cyber-
security awareness among students, while Factor 5 had the least variability (0.372016),
suggesting more consistent behavior in cautious online engagement.

In essence, the statistics revealed that students are more vigilant about proactive
protection and financial security online, yet there seems to be room for improvement in
habitual online security practices and consistent caution in their online interactions.

In what follows, a detailed analysis of the scores on each factor by Gender, Age Group,
Academic Discipline and Language and Cultural Background was conducted to identify statisti-
cally significant differences between group means.

4.4.3. Gender Comparison of Factor Scores

The interval plot in Figure 3 illustrates the differences between male and female mean
scores across the five cybersecurity factors, with non-overlapping intervals suggesting sig-
nificant gender differences and overlapping intervals indicating non-significant differences.
The confidence level was 95%.

For Factor 1 (Proactive Protection Behaviors) and Factor 3 (Secure Online Habits), we
found significant differences between genders. Females exhibited lower mean scores in
Proactive Protection Behaviors, with a mean of 3.340 compared to males at 3.516, resulting
in a t-value of −3.64 (p < 0.001). This indicated that male students might be engaging
more frequently in behaviors such as updating software and checking security certificates.
Similarly, in Secure Online Habits, female students scored lower (Mean = 2.288) than male
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students (Mean = 2.430), with a t-value of −3.04 (p = 0.002), suggesting a divergence in
behaviors like deleting browser history and managing passwords.
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Conversely, Factors 2 (Personal Information Protection), 4 (Financial Cybersecurity
Awareness), and 5 (Cautious Online Engagement) showed no statistically significant differ-
ences between genders. The slight differences in means for Factor 2 (females: 4.004, males:
4.045; t-value = −0.76, p = 0.449), Factor 4 (females: 4.057, males: 4.009; t-value = 0.59,
p = 0.556), and Factor 5 (females: 2.345, males: 2.344; t-value = 0.02, p = 0.987) were not
sufficient to suggest gender-specific trends. This implied a generally uniform approach
to managing personal information, engaging with financial cybersecurity, and exercising
caution in online environments.

In summary, while significant gender differences were evident in proactive protection
and secure habits, suggesting a need for gender-targeted cybersecurity interventions, the
negligible differences in personal information management, financial awareness, and cau-
tious engagement indicated these are areas of cybersecurity behavior where both genders
perform similarly. This analysis underscores the complexity of cybersecurity behaviors and
the importance of considering gender as a potential factor in cybersecurity education and
policy development [7,41–47].

4.4.4. Age Group Comparison of Factor Scores

In examining the disparities in cybersecurity factor scores between different age
groups, our analysis revealed a discernible pattern across the spectrum of behaviors related
to cybersecurity awareness. See in Figure 4.

Significantly, older students within the 25 ≤ Age < 40 age group exhibited higher
mean scores across all factors when compared to their younger counterparts aged below 25.
This divergence was particularly pronounced in Factor 2 (Personal Information Protection),
where the older cohort’s mean score surpassed that of the younger group by 0.4201, a
difference that is statistically significant (t-value = 8.54, p < 0.001). Similarly, in Factor 4
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(Financial Cybersecurity Awareness), a notable gap of 0.3092 between the means further
underscored the heightened vigilance among the older students (t-value = 3.91, p < 0.001).
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The analysis extended to Factor 1 (Proactive Protection Behaviors) and Factor 3 (Se-
cure Online Habits), where again, the older age group demonstrated superior engage-
ment, reflected through mean differences of 0.2389 (t-value = 4.97, p < 0.001) and 0.1795
(t-value = 3.86, p < 0.001), respectively. Even in Factor 5 (Cautious Online Engagement),
though the difference was smaller (0.0994), it remained significant (t-value = 2.98, p = 0.003),
suggesting a consistent trend across all examined factors.

These results collectively illustrate the impact of age on cybersecurity awareness
and behaviors. Older students exhibited a more pronounced commitment to protective
online behaviors, personal information security, and financial cybersecurity vigilance. This
heightened awareness and engagement among students aged 25 to 40 compared to those
under 25 highlights the necessity of age-tailored cybersecurity education and interventions
to bridge the awareness gap effectively [48–52].

4.4.5. Academic Discipline Comparison of Factor Scores

For Factors 1 (Proactive Protection Behaviors), 2 (Personal Information Protection),
and 3 (Secure Online Habits), statistically significant differences emerged, highlighting
disciplinary influences on cybersecurity behaviors. See in Figure 5.

Students within the Natural Sciences and Technical Fields exhibited higher mean
scores in Proactive Protection Behaviors (Mean = 3.461) compared to their peers in Social
Sciences and Humanities (Mean = 3.331), with a difference of 0.1302 and a significance
level (p-value) of 0.026. This trend continued in Personal Information Protection, where the
former group scored higher (Mean = 4.063) than the latter (Mean = 3.867), with a p-value of
0.007, and in Secure Online Habits, with students in Natural Sciences and Technical Fields
again showing a higher mean (Mean = 2.396) compared to those in Social Sciences and
Humanities (Mean = 2.238), and a p-value of 0.006.
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Conversely, Factor 4 (Financial Cybersecurity Awareness) and Factor 5 (Cautious
Online Engagement) did not demonstrate significant disciplinary differences. The mean
scores for Financial Cybersecurity Awareness were virtually identical across disciplines
(Natural Sciences and Technical Fields Mean = 4.029 vs. Social Sciences and Humanities
Mean = 4.038, p-value = 0.927), as were those for Cautious Online Engagement, though a
slight non-significant trend towards higher scores in Natural Sciences and Technical Fields
(Mean = 2.358) compared to Social Sciences and Humanities (Mean = 2.283) was observed,
with a p-value of 0.096.

This analysis suggests that while students from Natural Sciences and Technical Fields
tend to exhibit more proactive and protective cybersecurity behaviors than their counter-
parts in Social Sciences and Humanities, the distinctions become less pronounced when
considering financial cybersecurity awareness and cautious online engagement.

4.4.6. Language and Cultural Background Comparison of Factor Scores

English-speaking students exhibited lower mean scores across all examined factors
compared to Hungarian speakers. See in Figure 6.

For Factor 1 (Proactive Protection Behaviors), the mean score for English speakers was
significantly lower (Mean = 3.126) than that for Hungarian speakers (Mean = 3.488), with
a difference of −0.3624 and a p-value < 0.001. This trend continued in Factor 2 (Personal
Information Protection), where English speakers’ mean score (Mean = 3.496) fell below
that of Hungarian speakers (Mean = 4.115), with a pronounced difference of −0.6185 and
a p-value < 0.001. Similarly, in Factor 3 (Secure Online Habits), English speakers had a
lower mean score (Mean = 2.134) compared to Hungarian speakers (Mean = 2.405), with a
difference of −0.2703 and a p-value < 0.001. Factor 4 (Financial Cybersecurity Awareness)
also demonstrated a significant disparity, with English speakers scoring lower (Mean = 3.54)
than Hungarian speakers (Mean = 4.112), with a difference of −0.572 and a p-value < 0.001.
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These findings indicated a consistent pattern where Hungarian-speaking students
display higher cybersecurity factor scores than their English-speaking peers, suggesting
that language and possibly cultural factors play a substantial role in shaping cybersecurity
behaviors and awareness [53]. This discrepancy underscores the necessity for language-
specific cybersecurity education and interventions to address the gaps identified, ensuring
that all students, regardless of their primary language, have equal access to effective
cybersecurity knowledge and practices.

4.4.7. Summary of Demographic Comparisons

Our comprehensive analysis, encompassing a series of t-tests across various demo-
graphics, offers an intricate view of cybersecurity behaviors among university students,
delineated by gender, age, academic discipline, and language. The findings unravel the
multifaceted nature of cybersecurity awareness and practices, emphasizing the influence of
demographic factors.

In the realm of gender, the investigation uncovered that males tend to engage more
actively in Proactive Protection Behaviors and exhibit more Secure Online Habits than their
female counterparts. This gender disparity signals a potential area for targeted educational
programs aimed at elevating cybersecurity awareness among female students. Conversely,
the analysis did not reveal significant gender-based differences in Personal Information
Protection, Financial Cybersecurity Awareness, or Cautious Online Engagement, suggesting
a level playing field in these aspects of cybersecurity behavior.

Age proved to be a significant determinant of cybersecurity awareness, with older
students (aged 25 to 40) consistently scoring higher across all factors compared to the
younger cohort (below 25). This maturity effect suggests that cybersecurity awareness and
the adoption of protective behaviors may naturally increase with age, highlighting the need
for age-specific interventions to boost cybersecurity awareness among younger students.

The academic discipline also emerged as a critical factor, with students from Natural
Sciences and Technical Fields demonstrating higher engagement in key cybersecurity
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behaviors than their peers in Social Sciences and Humanities. This distinction underscores
the necessity for interdisciplinary approaches in cybersecurity education, ensuring that
all students, regardless of their field of study, acquire essential knowledge and skills to
navigate the cyber landscape safely.

Language and cultural background further influence cybersecurity behaviors, as
Hungarian-speaking students exhibited significantly higher factor scores across the board
compared to English-speaking students. This linguistic divide points to the broader implica-
tions of cultural differences in shaping cybersecurity attitudes and practices, advocating for
the development of culturally and linguistically adapted cybersecurity education materials.

Collectively, these findings articulate the complexity of cybersecurity behaviors influ-
enced by demographic characteristics. They beckon a nuanced approach to cybersecurity
education and policymaking, tailored to address the diverse needs and vulnerabilities of
the student population, thereby fostering a more cyber-aware and resilient society.

5. Comparison of the Current and the Original PCSPS Scale Factors

The excellent model fit results were due to both the refined statistical model and
the more-specific questions related to each behavioral pattern. The details of the model
have been outlined above, and now we will detail how this model narrowed the range of
questions to focus on the most critical aspects of cybersecurity behaviors.

5.1. Factor 1: Proactive Protection Behaviors

In the current scale, the factor “Proactive Protection Behaviors” includes items Q15,
Q16, and Q18. This factor focuses on proactive measures to enhance cybersecurity, specifi-
cally checking connection security, updating software, and avoiding weak passwords. In
the original PCSPS scale, the factor “Taking Precautions” included the items Q15, Q16,
Q17, Q18, and Q19. This factor covered a wider range of behaviors aimed at maintaining
cybersecurity, such as updating software, using antivirus software, checking connection
security, avoiding weak passwords, and changing web browser security settings. The
current scale’s “Proactive Protection Behaviors” factor is more streamlined. This reduction
focuses the current factor on the most essential proactive security measures, making it more
concise and specific.

5.2. Factor 2: Personal Information Protection

The factor “Personal Information Protection” includes items Q4, Q6, and Q10. This
factor specifically focuses on the handling and protection of personal information. The
items reflect behaviors concerning sharing personal information on the internet and social
networks and responding to emails requesting sensitive information. In the original PCSPS
scale, the factor “Protecting Personal Privacy” included items Q1, Q2, Q3, Q4, Q5, Q6,
Q7, Q8, Q9, and Q10. This factor covered a wide range of behaviors related to personal
privacy, such as shopping through advertisements on social networks, opening email
attachments from unknown senders, responding to phishing emails, sharing personal
information online, setting easy-to-remember passwords, and making location announce-
ments on the internet. The reduction in the number of risky behaviors makes the current
factor more focused on the direct management of personal information and responses to
phishing attempts.

5.3. Factor 3: Secure Online Habits

The factor “Secure Online Habits” includes items Q23, Q24, and Q25. This factor
emphasizes habitual practices that ensure ongoing security, including deleting browser
history, logging out of accounts, and changing passwords. In the original PCSPS scale, the
factor “Leaving No Trace” included the items Q22, Q23, Q24, and Q25. The current scale’s
“Secure Online Habits” factor is slightly more focused, containing three items compared to
the four items in the original “Leaving No Trace” factor. This reduction makes the current
factor more concise and focused on the most critical secure online habits.
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5.4. Factor 4: Financial Cybersecurity Awareness

Both, the current scale factor “Financial Cybersecurity Awareness” and the PCSPS
scale factor “Protecting Payment Information” include the same items, Q20 and Q21. This
factor emphasizes awareness and secure practices in conducting financial transactions
online, ensuring that these activities are performed using a personal computer.

5.5. Factor 5: Cautious Online Engagement

The factor “Cautious Online Engagement” includes items Q13 and Q14. This factor
specifically addresses cautious behaviors in online engagement, including not subscribing
to untrusted websites and not downloading files from untrusted sources. In the original
PCSPS scale, the factor “Avoiding the Untrustworthy” included items Q11, Q12, Q13, and
Q14. Both factors emphasize cautious behaviors to avoid security risks associated with
untrustworthy sources. The reduction in items makes the current factor more focused and
concise, specifically targeting the most critical cautious online behaviors.

6. Conclusions

In concluding, our research provides a nuanced understanding of cybersecurity aware-
ness and behaviors among university students, highlighting significant demographic
variations and underscoring the importance of tailored cybersecurity education and pol-
icy interventions. By employing a rigorous methodological approach, including both
exploratory and confirmatory factor analyses within the structural equation modeling
framework, we have elucidated the complex dimensions of cybersecurity awareness that
pervade the student demographic.

The findings of our comparative analysis across gender, age groups, academic dis-
ciplines, and language and cultural backgrounds reveal critical insights. Specifically, the
significant differences in cybersecurity behaviors between genders in certain factors, the
pronounced cybersecurity awareness among older students, the disciplinary influences
on cybersecurity behaviors, and the notable disparities between Hungarian-speaking and
English-speaking students, collectively emphasize the multifaceted nature of cybersecurity
awareness within the university student population.

These results not only contribute to the academic discourse on cybersecurity aware-
ness but also have practical implications for educational institutions, policymakers, and
cybersecurity educators.

This validated Personal Cyber Security Awareness Scale for Students (can be named
as PCSASS) can serve as a diagnostic tool for educational institutions to assess and enhance
the cybersecurity awareness of their students. By identifying the specific areas where
students lack awareness or engage in risky behaviors, universities can tailor their cyber-
security education programs to address these gaps effectively. For instance, institutions
can implement targeted workshops, training sessions, and online modules that focus on
the identified weak areas, such as proactive protection behaviors and secure online habits.
Additionally, regular assessments using our scale can help institutions monitor the progress
of their cybersecurity initiatives and make data-driven decisions to continuously improve
their cybersecurity posture.

For students, the implications of enhanced cybersecurity awareness are manifold.
With better awareness and habits, students can protect their personal information and
academic data from cyber threats, which is crucial in an era where online learning and
digital interactions are pervasive. Improved cybersecurity practices can prevent incidents
such as phishing attacks, data breaches, and identity theft, which can disrupt their academic
progress and personal lives. Furthermore, as students become more proficient in manag-
ing their cybersecurity, they can carry these essential skills into their professional lives,
contributing to a safer and more secure digital environment in their future workplaces.

The findings underscore the necessity of developing and implementing cybersecu-
rity education programs that are not only comprehensive but also considerate of the
diverse needs and backgrounds of the student body. Such programs should aim to
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bridge the existing gaps in cybersecurity awareness and practices, particularly among
those groups identified as having lower levels of awareness or engagement in proactive
cybersecurity behaviors.

Furthermore, our research highlights the need for future studies to explore the under-
lying reasons for the observed differences, including cultural, psychological, and behavioral
factors that may influence cybersecurity awareness and practices. Additionally, the limita-
tion of our model’s applicability to individuals over 40 years of age points to an area ripe
for further exploration, suggesting that distinct models or approaches may be necessary to
effectively capture the cybersecurity awareness and behaviors of this demographic.

The study’s reliance on self-reported data introduces potential biases, such as social
desirability bias, where respondents may overstate positive behaviors and underreport
risky ones. This limitation is inherent in survey-based research and can affect the accuracy
of the reported cybersecurity behaviors.

Another limitation is the cultural and linguistic homogeneity of the sample, pre-
dominantly consisting of Hungarian students and English-speaking students in Hungary.
This restricts the applicability of the findings to more diverse cultural contexts where
cybersecurity practices and awareness levels may vary widely.

Finally, the study’s cross-sectional design provides a snapshot of cybersecurity be-
haviors at a single point in time, limiting the ability to draw conclusions about causal
relationships or changes in behavior over time. Future longitudinal studies are nec-
essary to understand the dynamics of cybersecurity awareness and behavior changes
more comprehensively.

These limitations highlight areas for future research, including expanding the demo-
graphic range, incorporating more diverse cultural contexts, and employing longitudinal
designs to better capture the complexities of cybersecurity awareness and behaviors across
different populations.

In essence, this study advances our understanding of cybersecurity awareness among
university students, providing a foundation for the development of more effective, in-
clusive, and adaptive cybersecurity education initiatives. It invites continued research
and dialogue on how best to equip students with the knowledge and skills necessary to
navigate the increasingly complex and risk-laden digital landscape of the 21st century.
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