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Abstract: Presently, the trend is to increase the number of cores per chip. This growth is appreciated
in Multi-Processor System-On-Chips (MPSoC), composed of more cores in heterogeneous and
homogeneous architectures in recent years. Thus, the difficulty of verification of this type of system
has been great. The hardware/software co-simulation Virtual Platforms (VP) are presented as
a perfect solution to address this complexity, allowing verification by simulation/emulation of
software and hardware in the same environment. Some works parallelized the software emulator
to reduce the verification times. An example of this parallelization is the QEMU (Quick EMUlator)
tool. However, there is no solution to synchronize QEMU with the hardware simulator in this new
parallel mode. This work analyzes the current software emulators and presents a new method to
allow an external synchronization of QEMU in its parallelized mode. Timing details of the cores
are taken into account. In addition, performance analysis of the software emulator with the new
synchronization mechanism is presented, using: (1) a boot Linux for MPSoC Zynq-7000 (dual-core
ARM Cortex-A9) (Xilinx, San Jose, CA, USA); (2) an FPGA-Linux co-simulation of a power grid
monitoring system that is subsequently implemented in an industrial application. The results show
that the novel synchronization mechanism does not add any appreciable computational load and
enables parallelized-QEMU in hardware/software co-simulation virtual platforms.

Keywords: QEMU; virtual platform; multi-thread; co-simulation hardware/software

1. Introduction

The emergence of Multi-Processor System-On-Chip (MPSoC) with homogeneous and
heterogeneous processor architectures has increased the difficulties of hardware (HW) and
software (SW) designs and their verification [1].

Companies such as Xilinx, Intel, or ARM provide devices that integrate MPSoCs.
These devices integrate software resources, also called the Processing System, which are
linked with Field-Programmable Gate Arrays (FPGA), also called Programmable Logic.
These devices can combine the flexibility of the software, such as Operating Systems (OS)
or bare-metal applications, with the high-performance hardware designs, such as hardware
accelerators and sophisticated Intellectual Property (IP) modules. However, since it is
necessary to simulate the behavior of the whole system to verify the platform, i.e., software
and hardware, and their intercommunication; the verification of these devices is intricate.

To reduce this difficulty, virtual platforms are presented as a perfect solution for
evaluating whole systems and analyzing hardware/software proposals before their imple-
mentation stage. These virtual platforms use hardware/software co-simulation techniques
profusely described in the literature [2—4]. In those, the software and hardware designs
are combined at different levels of abstraction and with different timing accuracy. Their
use allows verifying designs without the need for real boards, which dramatically reduces
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costs and verification time. Nevertheless, the main limitation is the low speed of this
co-simulation.

Typically, three options have been used to speed up co-simulation. Since simulation
speed depends on the number of triggered events, one option is to use a higher abstraction
level, which requires fewer triggered events. To that end, this work presents a virtual plat-
form that allows using SystemC language to describe hardware, as in [5], and Transaction
Level Modeling (TLM) to model communications [6].

Another alternative is to parallelize the resources of virtual platform, focusing on the
hardware or software simulators. In recent years, Moore’s Law has stagnated due to the
physical limitations of the current technology [7]. To continue offering higher performance,
the current trend consists of increasing the number of CPUs. Thus, significant efforts to
parallelize the software simulators and adapt them to new challenges have been described
in the literature.

The last option is based on emulation or virtualization. The emulation and virtual-
ization allow using the host’s hardware resources to run the guest’s full system. Hence,
you can get quick emulations or achieve native performance. Therefore, most tools apply
techniques to emulate software behavior rather than simulate it, decreasing debugging
features and increasing execution speed.

The synchronization carried out in a co-simulation virtual platform is essential to ob-
tain correct results. Even though there are works that have advanced in the parallelization
of the software emulator (see Section 2.1), they have not addressed the synchronization of
the software emulator with other applications (i.e., the hardware simulator).

Our work analyzes the current software emulators in the market and presents an
external synchronization mechanism for QEMU (Quick EMUlIator), the most compatible
open-source software emulator. The synchronization mechanism modifies the original
QEMU proposal for Multi-Thread translator (parallelized mode) [8], used to increase co-
simulation performance. The modifications enabling the use of parallelized-QEMU to
emulate multi-core embedded devices in hardware/software co-simulation virtual platforms.

The proposed mechanism does not introduce a substantial overhead in the QEMU
speed. This novel solution allows running hardware /software co-simulations in a fast way,
jointly simulating Processor Subsystem and Programmable Logic in a few minutes.

The rest of the manuscript is organized as follows: background and proposal descrip-
tion are discussed in Section 2; the new method proposed to allow external synchronization
in QEMU is presented in Section 3; the experimental results are exposed in Section 4; finally,
the conclusions are discussed in Section 5.

2. Background and Proposal Description
2.1. Hardware/Software Co-Simulation Virtual Platforms

A virtual platform is a software tool that allows the simulation of the design to be
verified. Its use allows verification from simple designs to full systems using different
levels of abstraction. Besides, the concept of co-simulation is related to add and synchronize
multiple simulators or emulators in the same virtual platform to verify the whole system.

The most used strategy to build a hardware/software co-simulation virtual platform
is based on a Discrete Event Simulator (DES) or simulation kernel, which distributes the
tasks between the software design (CPU-Processing System) and the hardware design
(FPGA fabric-Programmable Logic) [9-11]. Each hardware/software design can be seen as
a module within the discrete event simulator. Moreover, each module can be made up of a
simulator/emulator, and its synchronizations and communications are carried out through
messages. Both modules can be described at different abstraction levels depending on the
precision/speed trade-off that the user can assume.

In a discrete event simulator, state changes occur only through events [9]. The simula-
tion run time increases with the number of triggered events. Therefore, a usual approach
to improve simulation speed is to use higher abstraction levels with fewer events.
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As it has been stated in multiple works [11,12], the best abstraction level to verify both
software and hardware designs is the transaction level, which is detailed enough to check
designs with timing accuracy but does not consider all the details of gate level that would
slowdown the simulation.

The most common approach to build a virtual platform consists of an open-source
processor emulator to reproduce the behavior of the software execution, such as QEMU [13]
or Gemb [14]; and a hardware simulator such as SystemC, which enables modeling the
hardware designs from the algorithm level to the Register-Transfer Level (RTL).

In this setup, the processor emulator is made up of an Instruction Set Simulator (ISS),
which interprets guest instructions and executes them on a host. It also involves a Bus
Functional Model (BFM), which models the external processor interface and its connection
with the surrounding hardware. Simultaneously, the hardware simulator behaves as
the simulation kernel to distribute the simulation events in hardware/software modules
(see Figure 1).

HW simulator — Discrete-Event Simulator — kernel co-simulation

I/O access HW Module / HW Designs
SW Module / SW Emulator <:>
e C/CH+ RTL
Iss &3 BFM ‘sm n
RTL RTL

Figure 1. Block diagram of the general setup of Discrete Event Simulator (DES)-based HW /SW
co-simulation virtual platform.

In this setup, both the software and hardware modules can introduce a high computa-
tional load, which implies a very slow simulation of a complex system. However, its use is
very suitable during the early stages of the design flow.

FPGA-based SoC devices increase the complexity of hardware/software designs and,
hence, their verification. Also, a trade-off between the timing accuracy and the speed of the
simulation is observed. To carry out the verification of software binaries, it is necessary to
simulate the hardware design located in the FPGA. The reason is that the software results
will largely depend on the hardware results. For mixed hardware software designs, the
difference of timing accuracy between the two is usually three or more orders of magnitude.
A difference like this requires increasing the global timing accuracy of co-simulation, rising
the number of processed events. Therefore, due to the need to synchronize both hardware
and software components, it is essential to provide an efficient interface to verify the
transactions between software and hardware.

SystemC and TLM 2.0, proposed as IEEE standard in 2011 and based on C + +,
have become the most common languages to build hardware/software interfaces for co-
simulation virtual platforms. Some examples are QBox [13], COREMU [15], Simics by
Wind River Systems [16], or PetaLinux by Xilinx. These co-simulation virtual platforms
allow instantiating RTL modules modeled in SystemC and using the native kernel (DES) of
SystemC as hardware simulator and kernel of co-simulation. However, the SystemC kernel
runs the simulation sequentially and has code limitations that prevent it from parallelizing
its kernel [17,18]. Therefore, it introduces a penalty on complex FPGA-based SoC systems
with multiple CPUs and RTL modules running in parallel. Contributions to parallelize
SystemC are presented in [19]. However, these contributions have not yet been included in
the OSCI SystemC Standard [6]. Also, their use is limited to the academic field.

To reduce long co-simulation run times, some virtual platforms such as PetaLinux
or QBox have delegated the responsibility to the software emulators they adopted. This
way, they focus on improving the interface, memory management, or the ecosystem. Like
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COREMU, others have chosen to create multiple modules to instantiate copies of the same
software emulator in different threads and control their progress. However, they have not
presented a follow-up of the work, and their impact has been diminished.

Table 1 shows the current most commonly used open-source software (SW) emulators.
They are OVPsim, Unicorn, Gem5, and QEMU. The main reasons for their success are
their high portability to different architectures and their updated repository and extensive
documentation. This has led companies such as ARM, Xilinx, or Synopsys to adopt them
for their products.

Table 1. Comparison of most used software emulators.

Platforms

SW Emulator License Engine Accurate Speed Supported Refs.
Slmlgiéz\;lnd Private KVM: Multi-thread Function eeee0 €0000 [11,16]
OVPSim Open/private DBT: Single-thread Instruction ©e000 eeee0 [20-22]
(Imperas)
QEMU-DBT Open DBT: Single-thread Instruction e0e00 ccece [20,23]
QEMU-KVM Open KVM: Single-thread Instruction eccoe ©0000 [23,24]
QEMU- DBT-Parallel: .
MTTCG Open Multi-thread Instruction eeee0 e0e00 [25]
Gemb Open DES: Single-thread Cycle ©0000 ©0000 [19,26-28]
Unicorn Open DBT: Single-thread Instruction ®ee00 ®ee00 [29,30]

OVPsim is a private virtual platform emulator released by Imperas, which simu-
lates complex multiprocessor platforms with arbitrary local and shared-memory topolo-
gies [20,21,31]. It offers open-source CPU models and free Application Programming
Interfaces (APIs) to build processor, peripheral, and platform models. OVPsim’s main
advantages are extensive documentation and support for different processor architectures.
However, OVPsim does not allow building cycle-accurate models but rather instruction-
accurate models [22]. Moreover, [22] shows that OVPsim is slower than QEMU. Also, it
supports fewer hardware processors.

Gemb5 is a microarchitecture simulator. Nevertheless, it supports a full-system mode,
which enables it to be used as an emulator. It provides cycle-accurate precision since it is
based on a DES. Therefore, its simulation speed is not as high as QEMU or OVPSim, both of
which take advantage of a Dynamic Binary Translation (DBT) engine or the Kernel-based
Virtual Machine (KVM) engine. Although the use of KVM is extended to virtualize desktop
machines [32], its use to verify embedded devices is not very extended.

QEMU is currently the open-source instruction-accurate software emulator adapted
to the largest number of hardware processors. Initially, it was created using a sequential
execution. However, the increase in the number of CPUs (or cores) has forced researchers
to look for alternatives such as the KVM engine or the Multi-Thread Tiny Code Generator
(MTTCQG) engine. These options speed up simulations of operating systems [8], paralleliz-
ing the load of QEMU in the host CPUs. Multiple works have been published describing its
use to build high-performance hardware/software co-simulation environments [11,13,20].
Instruction-accurate is considered enough for functional verification of MPSoCs [22].

As a simplified version of QEMU, Unicorn [27] improves the framework and flexibility
of QEMU, thus making a safe software emulator. Nonetheless, it offers fewer features than
QEMU, and it has been ported to only a few hardware platforms. Its use is limited to
research purposes [29].

Two main approaches have been used to include QEMU as software emulator within
the co-simulation virtual platform: mono-process approach and multi-process approach.

In the mono-process approach used in [13,33], QEMU is included as a dynamic library
in the virtual platform. Thus, the software emulator and the hardware simulator run in
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the same process, allowing the synchronization and communication mechanisms to be
implemented as simple function calls.

The multi-process approach is based on the use of an inter-process communication
mechanism. The last versions of PetaLinux tools by Xilinx include a new feature to allow
the connection of QEMU to an external simulation environment, such as SystemC. This
approach integrates simulators (QEMU and SystemC-DES) as different OS processes and
sends transactions and synchronizes time through UNIX sockets. Such a solution provides
flexibility. Nevertheless, the main weakness is the limited simulation speed it provides.
This applies specifically to high I/O rates in which the inter-process communication
overhead significantly reduces the co-simulation speed. This is an important aspect when
the synchronization message rate is high. Another disadvantage of the QEMU emulator
is that the multi-host thread feature is not supported, forcing the reduction of simulation
speed and sequential execution. Therefore, its use in the verification of OS where multi-core
systems are growing is limited.

QBox or “QEMU in a box” [13] is an in-progress solution to develop a QEMU version
equipped with a TLM2.0 external interface to facilitate its integration in a hardware sim-
ulation environment. This virtual platform allows co-simulation using SystemC, and it
provides shared libraries that contain QEMU-based CPU models. Currently, QBox only
supports three types of ARM CPUs. Although it is a desirable open-source solution for
heterogeneous architectures, currently it does not support the multi-host thread for fast OS
simulations (similar to PetaLinux).

2.2. QEMU as Software Emulator

QEMU (Quick-EMU]Iator) is a fast processor emulator using Dynamic Binary Trans-
lation (DBT) to achieve fast emulation speed [8,23]. It is an open-source virtualization
platform that allows cross-platform execution of operating systems and bare-metal appli-
cations. Dynamic binary translation makes it possible to run binary code generated for
target (or guest) processor (e.g., ARM-Zynq Board) on another host processor, which has an
entirely different instruction set (e.g., Intel i9). This means that it translates the instructions
of the target CPU into the instructions of the host CPU. Then, it executes the instructions
on the host CPU.

The guest CPU instructions are organized in basic Translation Blocks (TB). A transla-
tion block is a guest instruction sequence that executes without branches, except at the end
of the block. A jump instruction signals the end of a block.

Presently, QEMU supports a wide range of processors (like x86, ARM, MIPS, or RISC),
PCI peripherals, serial ports, graphic cards, and more services. In 2012, Xilinx included
QEMU in its PetaLinux tool suite to verify embedded operating systems. Currently, it
supports emulation of MPSoCs Xilinx families as Zynq or Zynq UltraScale, and Versal as
well. However, even though these families have multi-core microprocessors, the tool only
uses a single host-core for co-simulation due to the QEMU main loop limitations.

2.3. Parallelized-QEMU Project

In response to the current trend of increasing the number of CPUs or cores per device,
a parallelized-QEMU project was launched. The Multi-Threaded Tiny Code Generator
(MTTCQG) project was included in QEMU 2.9. It allows the translator of QEMU to run one
host thread per guest CPU (also known as virtual CPU or vCPU). Some platforms, such as
PetaLinux, use this feature to speed up the OS emulation [8].

Currently, it is a work-in-progress project designed to provide full multi-threading
support in additional system emulations. Some changes were introduced in the translator
code to migrate from a single-thread solution (where vCPUs are executed sequentially) to
a one thread per vCPU solution. These changes mainly affect the code dealing with the
memory consistency, the execution of atomic instructions, the management of the blocks
translated by each vCPU, and dirty page tracking [13,25]. Figure 2 shows the internal
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QEMU architecture using the MTTCG mode, in which there is a direct assignment of each
guest CPU to each thread in the host CPU.

GUEST
mem
RAM CPU#0 oo CPU#N
thread #1 thread #0 thread#2 coe thread#N
Main Loop: Memory Map: vCPU#0 vCPU#N
peripherals, DDR, RAM,

internal MMIO,
events containers TB L1 cache TB L1 cache

T

TB L2 cache

HOST

Figure 2. Quick EMUlator(QEMU)-MTTCG internal architecture.

QEMU-MTTCG achieves high performance through the parallelization of the emu-
lation computational load. In addition, to reduce the code translation operations, once a
translation block has been translated for a given vCPU, this translation can be reused by
other vCPUs in need to execute that piece of code. For this purpose, a cache hierarchy that
centralizes all translation blocks translated by each vCPU has been added [25].

However, the notion of time remains as an unsolved task in this new multi-thread
case. In fact, when the multi-thread mode is selected, the QEMU instruction counter is
automatically disabled. Our work presents a solution to obtain the software notion of time
from the time of each vCPU.

2.4. Proposal Description

The need to emulate multicore embedded devices has motivated some projects to ad-
vance in the parallelization of the QEMU-DBT. As a consequence, a new parallel translation
engine called Multi-Thread TCG (MTTCG) has been developed.

However, in this new parallel mode, the synchronization of the QEMU with an
external application (i.e., the hardware simulator) has not been resolved. This synchro-
nization is fundamental in order to include QEMU in a hardware/software co-simulation
tool. It should be noted that this tool is highly valuable for the verification of mixed
hardware/software designs implemented in embedded devices such as MPSoCs + FPGAs.

This paper focuses on enabling a synchronization mechanism between QEMU and an
external hardware simulator using the QEMU parallel emulation mode (MTTCG). This
allows to verify multi-core applications and hardware designs in a co-simulation virtual
platform using parallelized-QEMU. Our solution to add the external synchronization
mechanism proposed in QEMU is based on three main points:

e A procedure to obtain the number of instructions executed by each processor in a
multicore emulation. The notion of time for each virtual CPU can be calculated from
this instruction counter, providing an approximately timed processor model.

e A method to break the QEMU translation loop and execute a synchronization point
with the hardware simulator. This is critical as to not affect the performance of QEMU
translation loop and achieve fast emulations.

e A method to manage the software timing notion from hardware simulator point of
view in multi-core systems. A synchronization between the external hardware simula-
tor and the software emulator (QEMU) is essential to allow a correct co-simulation.
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The mechanism proposed does not introduce appreciable overheads in the QEMU
speed. The aforementioned improvements presented in this work allow running hard-
ware/software co-simulations in a fast way.

3. QEMU External Synchronization Mechanism

QEMU-MTTCG was chosen as the software emulator for this paper. The main rea-
son is that QEMU, together with Gem5, is one of the most widely used emulators for
research purposes and the industrial field. Additionally, it has more available architectures.
However, from the two previously mentioned options, only QEMU is able to emulate the
Xilinx Zynq and UltraScale+ families, which integrate MPSoC and an FPGA fabric in the
same die.

To use QEMU as a software emulator in a co-simulation environment, a synchro-
nization is required to enable it running jointly with a hardware simulator or other ex-
ternal modules. This section describes the changes required to integrate QEMU in a
co-simulation environment.

It is essential to define an interface to communicate and synchronize the hardware
simulator and the software emulator whenever there is a hardware/software interaction.
In every interaction, the state of each module and its time advance must be shared between
them. These interactions can be classified into three types:

e Input/Output (I/0) accesses from software to hardware (physical).
e  Asynchronous interrupts (physical).
e  Synchronization points (virtual).

3.1. Hardware/Software Interactions

For each memory range assigned to a hardware module, QEMU uses a memory-
mapped (MMIO) object to detect input/output access targeted to this range. The MMIO
object performs a call to the write() /read() processing functions to manage the access to
that memory range. These write()/read() functions work as callbacks and block QEMU
execution until they return. The functions receive arguments that provide all the ac-
cess/transaction attributes (address, size, data, and time) and notify the hardware simula-
tor about these events. In response, the hardware simulator uses this information to update
the target modules. The QEMU execution is resumed once the target device concludes
the transaction.

In the case of asynchronous interrupts, QEMU does not check if a hardware interrupt
is pending for every translation block. When QEMU is notified that a new interrupt is
triggered, an event is generated and added to the QEMU events queue. After the interrupt
event is processed, the interrupt is sent to the virtual Generic Interrupt Controller (vGIC).
Once this happens, the vCPU is notified of an interrupt exception [8]. Nevertheless, there
is a delay between the moment when the hardware triggers an interrupt and the moment
when the vCPU is notified. This is caused by the large number of events that QEMU must
schedule and handle. To solve this issue and avoid timing error, our solution blocks the
hardware simulator until the QEMU scheduler attends to the interrupt and vGIC is notified.
Figure 3 depicts the differences of interrupt management for the real board case versus
QEMU case (Virtual board case), when an Interrupt ReQuest (IRQ) is triggered.

QEMU
latency > vGIC | IRQ_handler |

GIC IRQ_handler

HW
I.& Hﬁ stopped

I

(a) Real board case (b) Virtual board case

Figure 3. Interrupt management: (a) real board vs. (b) virtual board cases.
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The synchronization points represent the instants in which the hardware/software
modules are synchronized to prevent one simulator/emulator from lagging behind an-
other. They become essential when there are no input/output accesses or interrupts. Unlike
input/output accesses and interrupts, this type of interaction does not represent a real phys-
ical interaction but is an internal mechanism to synchronize both simulators/emulators.
Synchronization points are the most frequently generated interactions; therefore, they
should be as fast and light as possible. They also become a mechanism to control the
temporal precision of the software emulator.

3.2. The Notion of Time in QEMU

QEMU was not developed to model the CPU timing. Instead, it is an instruction-
accurate emulator, made using a sequential execution. It is accepted that an instruction
accuracy is enough to perform a functional verification for most of the MPSoC applications.
Few papers have offered solutions to obtain timing modeling of the CPUs in QEMU. In [11]
a fast cycle-accurate instruction set simulator, based on QEMU, is presented. It models
the processor pipeline to obtain cycle-accuracy. It uses a very basic approach to model
the data hazard. This is valid for the considered scalar processor (ARM9). However,
described techniques are difficult to extend to modern and more sophisticated processor.
The work [34] describes a QEMU-based simulator for modern superscalar out-of-order
processor. It models the cache controller and the branch predictor to achieve a cycle-
approximate accuracy. In [35] proposes to mix OVPSim with QEMU to get timing derails
of caches and Translation Lookaside Buffers (TLBs). Previous papers only provide specific
solutions that cannot be extended to all the machines on the market. In addition, to
obtain a cycle-accuracy, these solutions introduce an extra overhead that reduces the
simulation speed.

In QEMU and other platforms that integrate QEMU, such as QBox or PetaLinux, this
aspect has been simplified, using the number of guest instructions executed on the host to
measure the elapsed time. Due to this, QEMU has instruction-time precision. The number
of instructions executed by QEMU is defined by an internal guest instruction counter
updated when an entire translation block is executed on the host.

Let’s us consider the case of a processor with a single vCPU. The time advance can
be obtained by Equation (1) where ¢, is the number of cycles it takes to execute the n-th
instruction (MOV, AND, SUB, ADD, etc.). T¢yk is the period of the CPU clock, and ke,
is a factor that considers the influence of cache misses or branch misprediction on in #n-th
instruction. N is the total number of executed instructions.

N
Atcpu = Y en-Terk keache—n = Terx-CPI-N 1)

n=1

This paper focuses on adding a synchronization mechanism to QEMU-MTTCG to
enable its use in fast hardware/software co-simulation virtual platforms. Since we plan
to use these virtual platforms to validate MPSoC design for application fields that require
long simulation times, the simulation speed is a critical factor. Due to the aforementioned
limitations of cycle-accurate models together with the high simulation speed requirement,
some simplifications have been applied to Equation (1). Firstly, the cache influence has not
be taken into account, therefore k.., = 1. Also, the period of the CPU clock (TCLK) is
assumed to be constant. The number of cycles per instruction (c,) can be approximated by
its average value (cycles per instruction (CPI)). Although the CPI is obtained for a specific
benchmark, it can be considered to be a reliable reference to characterize the average
performance of the processor. To use the CPI rate, we can assume the time advance is
proportional to the number of executed instruction N, with Tk - CPI being a constant term.

QEMU only emulates CPUs concurrently when it uses KVM or MTTCG. Only one
thread is available in other setups to perform the translation sequentially using a round-
robin approach. In this case, QEMU uses only one counter to count the total number of
instructions executed by all vCPUs. In the MTTCG case, since the vCPUs execute these
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instructions in parallel instead of sequentially, the total number of executed instructions are
not proportional to the elapsed time, causing a timing error. Figure 4 depicts this timing
error on an example of dual-vCPUs running in single-thread mode (Figure 4a), compared
with a correct case operating in multi-thread mode (Figure 4b). Each block represents the
time elapsed between two consecutive interactions (A, A’, B, B/, ... ), and the numbers
represent the order in which the blocks are used to increment the total software time. The
arrows indicate which block is used to increment the software time at each instant. Please
note that in the single-thread case, a timing error appears because in the parallel case, the
sum of each CPU time is not the total time of the software.

vCPU#0 A 2 B 5 ¢C 6
I s s e
SWTIME 4 A 1 A 2 B 3 c 4 B SHECEN° D 7—-
PU#1 1 B 3 C 4 T 7
vCPU Al B3 C 4 D. 74 T 2
ERROR
CPUO CPUI1 TOTAL
(a) Single-thread
—
vCPU#0 A 2 B 5.C 6
SW TIME A 1A23 C 45 € 607 >
S G A A :
vCPU#1 A1 B 3 C 4 D’ 7
’ g CPUOCPU1
TOTAL

(b) Multi-thread

Figure 4. Comparison between timing flows for two vCPUs: (a) single-thread mode; (b) multi-
thread mode.

Figure 4b shows the desired software timing flow in case there is more than one vCPU.
The software emulator time (TOTAL in Figure 4) must be obtained from the vCPU that has
executed the highest number of instructions (in this case, vCPU#1).

3.3. Implementation of External Synchronization in QEMU-MTTCG

Synchronization points allow the software emulator to send time and status messages
to the hardware simulator to maintain successful synchronization in the virtual platform.
This section explains how the code changes in QEMU-MTTCG in order to introduce the
synchronization points.

To carry out this proposal, it is necessary to define three aspects. The first one is
the QEMU code place where the synchronization points can be inserted safely. Second,
the required changes to obtain the state information of each vCPU that it must be sent to
the hardware simulator. The last one defines the method to manage the synchronization
points in the QEMU running under MTTCG mode. Each one of these three aspects are
described below.

3.3.1. Location of the Synchronization Points

The translation-execution loop is based on a translation from the Translation Blocks
guest to the Translation Blocks host and its subsequent Translation Blocks execution on the
host. Figure 5 shows the QEMU flow and where to introduce the synchronization point.
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Blocked callback

““““““““““ N

b4 Translation/execution
A loop vCPU thread

Exception
7??

Figure 5. Flow chart for the location of the synchronization point.

When an internal/external event needs to break the translation-execution loop, an
exception is triggered. The exceptions force to store the state of the vCPU and break the
translation-execution-loop in a secure mode. Thus, it allows the remaining processes of
QEMU or peripherals to be updated before serving the exception. This is the right time to
send a synchronization message to the hardware simulator since the state of the vCPU is
safe and does not change. It should be noted that in the multi-thread case, this point can be
reached at the same time by different vCPUs. For this reason, a mutex has been introduced
to serialize and protect simultaneous access to the synchronization point. The exceptions
of QEMU are triggered by multiple reasons, which are described below. However, there
are more factors to trigger an exception described in QEMU documentation [8]:

o  Exceeding the maximum limit of instructions executed (icountMax). This exception
enables carrying out other pending tasks and processing events associated with the
management of the whole emulated system. The icountMax value is the maximum
limit of instructions executed in a translation-execution loop (in Equation (1), it equals
variable N) and is user-configurable.

e  Anexternal interaction toward the vCPU. Which is any signal that is generated outside
vCPU flow and modifies its state (i.e., asynchronous interrupts).

e  Other exceptions generated by the guest code. Most of them are related to the guest
code, the QEMU management of the vCPUs, and the emulated peripherals.

3.3.2. vCPU Instruction Counter

To obtain the number of instructions executed by the vCPU, our new proposal is based
on the method applied in the single-thread case, avoiding the loss of compatibility with
the original case. During the translation phase, assembly instructions are added at the
beginning and the end of each host Translation Blocks (TB). These instructions are also
called the prologue (P) and the epilogue (E) of the TB (see Figure 6). The prologue (P)
accesses the instructions counter of each vCPU, located in the vCPU structure that defines
its state. The epilogue (E) increases the instruction counter with the number of equivalent
TB guest executed instructions. Thus, the number of executed instructions for each vCPU
is updated during the execution phase.

TB guest
I

Translation

Y

P TB host E

N =TB icount guest (TC(;VCE\

Figure 6. Block diagram to define how to get instruction counter in the TB host using prologue

and epilogue.
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Initially, QEMU keeps only one instruction counter shared among all vCPUs. In this
paper, an instruction counter has been included in each vCPU structure. Also, its access
from the prologue and epilogue has been guaranteed.

3.3.3. Management of Synchronization Points

Given that each vCPU has its instruction counter, the simulated time [9] of each vCPU
(local simulated time) can be obtained from Equation (1). The main factors that determine
the speed of instruction execution of each vCPU are as follows:

e Instructions shared between vCPUs. The synchronization in parallel execution of
vCPUs is guaranteed by QEMU-MTTCG when an instruction affects multiple vCPUs.
As with DES, the affected vCPUs are blocked until all vCPUs reach the same simulation
time. Otherwise, and for most of the instructions, the instructions of each vCPU are
executed as fast as possible [25].

e  The structure of the guest code in each vCPU is decisive in its speed of execution. A
complex structure of the guest code means that QEMU will make more translations and
changes to the TB cache table. Therefore fewer executions will be chained, decreasing
the performance of the vCPU simulation.

e  The workload of the machine/OS on which QEMU runs. Therefore, the speed at
which QEMU executes its instructions can change in function on the host OS load.

The above features produce time differences between the vCPUs. To guarantee that
a vCPU with less executed instruction does not update the notion of the time of the
software emulator (simulated time), the time values sent to the hardware simulator must
be monotonically increasing. Otherwise, it would generate an inconsistency in the time of
the hardware simulator. It should be noted that this condition also eliminates the influence
of the number of vCPUs on the total number of generated synchronization points. This
is because the number of synchronization points will depend only on the vCPU that has
executed the highest number of instructions, achieving the diagram described in Figure 4b.

Since multiple vCPUs can trigger synchronization points at very close instants, a
threshold has been introduced to control the minimum number of instructions that must
be executed before the next synchronization point happens.

For these reasons, the following expression has been included as a condition of a
synchronization point where Tgyy is the time of the software emulator and is equal to the
maximum time of all vCPU; Ty is the time of the hardware simulator; Th; is the minimum
time that the software emulator can advance in the co-simulation virtual platform.

_ | 1, Tsw = max(Tocpun) > Tuw + The
syne = { 0, otherwise 2)

4. Test and Results

This paper aims to integrate QEMU-MTTCG in a co-simulation virtual platform that
uses the SystemC kernel as Discrete Event Simulator manager and hardware simulator.
The presented external synchronization mechanism is essential to synchronize QEMU-
MTTCG as the software emulator with the hardware simulator. Within the virtual platform,
QEMU is instantiated as a dynamic library. Besides, a TLM 2.0-based API has been
developed to provide the necessary communication infrastructure between QEMU and the
hardware simulator.

The test and results section presents the influence of virtual interactions (synchroniza-
tion points) and physical interactions (Input/Output/interrupt).

A Linux (MPSoC Zyng-7000-ARM Cortex-A9 dual-core) has been used, such as in [14],
to test virtual and physical interactions and using different setups. To test virtual interaction,
it will run the Linux boot and the ParMiBench benchmark, which is specialized in multi-core
embedded devices. Then, to test physical interactions, a real project of a hardware/software
system will use it.
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The simulation performance can be calculated as the ratio between the guest simula-
tion time considered by our virtual platform and the time consumed to run the simulation,
also known as wallclock time [9]. Since the co-simulation virtual platform is executed under
an operating system, the running time is not deterministic and can vary. Therefore, each
setup runs ten tests, and the average and variance of the host execution time (wallclock
time) have been calculated.

4.1. Overhead of Virtual Interactions in Co-Simulation

The next tests analyze the impact of the virtual interactions, which means the number
of synchronizations (N_SYNC) in the co-simulation. No hardware module was added to
isolate the influence of the changes introduced in the software emulator. Neither one tested
any physical interaction with the hardware. Furthermore, it was checked that the time of
hardware simulator is correctly synchronized with the software emulator.

To compare the overhead in the co-simulation introduced by the modifications in
QEMU-MTTCG, three different setups have been tested using a Linux boot.

e  Setup#1: Real board. Linux boot in the physical system (ZedBoard-Zynq7000).
This test shows the real execution time in the real platform.

o Setup#2: QEMU-PetaLinux. Linux boot using QEMU-MTTCG provided by PetaLinux.
This setup shows the execution time using the QEMU version included in PetaLinux.
Therefore, we selected this version as star point to apply our solution.

o  Setup#3: QEMU-VP. (QEMU for virtual platforms) Linux boot using the version of
QEMU-MTTCG patched with our external synchronization mechanism. In this setup,
QEMU is included in a SystemC-based Virtual Co-simulation Platform (see Figure 7).

HW simulator — SystemC — kernel simulator

SW Module / SW Emulator HW Module / HW Designs
QEMU-MTTCG
Dynamic library SYNC Empty
MPSoC Zyng-7000 — Dual core
Linux Boot

Figure 7. Setup#3. QEMU-MTTCG inside a co-simulation virtual platform as software (SW) emulator.

In previous setups, the number of synchronizations performed between the software
emulator and the co-simulation kernel is evaluated. The results are in function with the Th;
threshold value (see Equation (2)) and the maximum limit of instructions executed by the
QEMU translation-execution loop (icountMax). Besides, the overhead introduced by the
number of synchronizations on the simulation speed is analyzed.

Multiple tests have been carried out using Setup#3, sweeping the Th and icountMax
parameters. In each test, the number of synchronizations and the wallclock time consumed
in a Linux boot has been measured. These test results are shown in Figure 8, using a
logarithmic scale for all the axes. As it can be observed in Figure 8a, the number of
synchronizations can be controlled by the icountMax and Th parameters, as indicated by
Equation (2). It can be seen that the number of synchronizations shoots up exponentially
as Th; and icountMax parameters are diminished.
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(a): 2 vCPUs: Number of synchronizations
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Figure 8. Results of the number of synchronization and host runtime in seconds (wallclock) for
different setups of Th; and icountMax: (a) number of synchronizations (N SYNC); (b) Wallclock.

However, Figure 8b shows that the icountMax parameter is the only one with a real
impact on the software emulation’s wallclock time (wallclock in seconds). Thus, it can
be concluded that the value of the Th; parameter by itself does not influence the host
simulation time or wallclock time. Hence, providing the user with a handy mechanism to
define the timing precision of the software emulator. The reason is that icountMax forces the
QEMU translation-execution loop to break when icountMax instructions are executed. This
stopping breaks the chains between the TBs, decreasing the high performance of the QEMU
translator-execution loop, consequently slowing down its simulation speed significantly.

It should be noted that icountMax represents the maximum limit of the software
timing precision. By default, its value in QEMU is 2!°. For compatibility reasons and based
on the study carried out in this work, this value must not be modified to preserve the
high performance of QEMU unless it is necessary to have higher timing precision for the
software emulator. In any case, icountMax is user-configurable from our virtual platform.

Figure 9a shows that the Linux boot execution times for Setup#2 (QEMU-PetaLinux)
and Setup#3 (QEMU-VP) with our modifications are similar. Thus, it is demonstrated that
the changes made do not generate a significant overhead for virtual interactions.

Furthermore, execution times are reduced since PetaLinux runs more management
processes that slow down the simulation.

Profiling techniques have been used to get the overhead introduced by the virtual in-
teractions. Figure 9b,c show the results obtained with Valgrind during the simulation for
Setup#2 (QEMU-PetaLinux) and Setup#3 (QEMU-VP). As it can be observed, the modifi-
cations introduced to allow the integration of QEMU-MTTCG on our co-simulation virtual
platform has a small impact on run time, and it does not exceed 0.1% of instructions executed.

The ParMiBench benchmark was used in order to measure the overhead when ex-
ecuting other types of applications different from a Linux boot. ParMiBench [36] is a
benchmark specialized in multiprocessor-based embedded systems. It is a parallelized
version of MiBech and specializes in the embedded devices. ParMiBench provides four
categories: Automation and Industry Control, Network, Office, and Security. In this case,
the benchmark was executed by directly launching QEMU-PetaLinux, which prevents the
overhead added by the PetaLinux managing scripts. Table 2 summarizes details on these
applications and the inputs used for each case.
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(a) Boot Time of Linux in Zynq7000
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(b) Instruction Fetching (c) Instruction Fetching
ELF object (Valgrind): ELF object (Valgrind):
Setup#2:Petalinux Setup#3:QEMU-VP
Others: 19.32% Others: 16.01%
o SYNC
+
Kernel VP:
0.09%
QEMU: 80.68% QEMU: 83.90%

Figure 9. Linux boot time (wallclock) for different scenarios: (a) boot Linux time in different
platforms; (b) Instruction Fetching profiling for Setup#2:PetaLinux; (c) Instruction Fetching profiling
for Setup#3:QEMU-VP.

Table 2. ParMiBench benchmarks descriptions with input configuration.

Benchmark Categories Summary Configuration

It makes mathematical calculations such as cubic
basicmath Automation function solving, angle conversions, and integer Large data set: 1 Giga numbers.
square root.

bitcount Automation It measures the processor bit marupulat.lon An input of 1.ong type (31 bits
capability by counting the number of bits. with 1).
susan Automation It is an image recognition application, which PGM picture: 2.8 MB.
detects corners and edges.
- It uses a sparse leaf nodes-based data structure Text file containing 5000 IP

patricia Network .
used instead of a full-tree. addresses.

dijkstra Network It computes the single-source and all-pairs shortest All-pairs: 160 x 160 matrix.

paths in an adjacency matrix graph.

It gets a specific word in several given phrases by
stringsearch Office using case sensitive or insensitive
comparison algorithms.

Input data set size: 32 MB 1024
patterns or keys of length (m): 5

Iterative one-way hash function

cryptographic algorithm. -P 2 (Dual-core)

sha Security

Figure 10 shows the results of the execution time taken for each ParMiBench applica-
tions. Tests have been done for Setup#2-QEMU-PetaLinux and for Setup#3-QEMU-VP. The
figure shows the relative increment of the wallclock time for QEMU-VP when compared
with the QEMU-PetaLinux. Consequently, a result of 5% means that QEMU-VP is 5%
slower than QEMU-PetaLinux.

To conclude, a Linux boot running in a QEMU-MTTCG for a co-simulation virtual
platform only increases the execution time by 5x when compared with the real platform
(Figure 9a Setup#1(Board) versus Setup#2(QEMU-VP)). Furthermore, the modification
applied in our solution does not introduce a substantial overhead (less than 10%) when
running ParMiBench applications.
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ParMiBench time results: Setup#2: QEMU-Pelinux vs. Setup#3: QEMU-VP
10

Walldlock rise (%)

%

Figure 10. Wallclock time comparation for ParMiBench. Setup#2 QEMU-PetaLinux vs. Setup#3
QEMU-VP.

Figure 11 shows the instructions and synchronizations executed by each vCPU in
the first 100 seconds (wallclock) of the Linux boot in Setup#3, and it reflects the behavior
described by Equation (2). In Zyng, CPU#0 behaves as the Master CPU; hence, vCPU#0 is
the first to boot the system and later wakes up vCPU#1. This behavior can be seen in the
first 10 seconds of Figure 11 Top. Figure 11-bottom shows the CPU it has the preference to
synchronize. When vCPU#0 is the only active core, all synchronizations are generated by it.
Once the vCPU#1 wakes up, and the number of instructions executed by vCPU#1 is more
significant than vCPU#0, the synchronizations are no longer managed by vCPU#0.

« 10 8 Instructions executed per vCPU(Zynq)
8 T T T T T T T T T
— == == VCPU#0
e VCPUHL [
6 L =
=
P
=]
L 4L -
°
E
Z
K
2 L -
0 I 1 1 1 1 1 1 1 1
0 10 20 30 40 50 60 70 80 90 100
Time - WallClock in seconds
« 10 s Synchronizations executed per vCPU(Zynq)
5 T T T T T T T T T
- == == VCPU#0
4 L — VCPU#1 p|
3 L .
P
Q
g
[ -
1L -
-
-
0 bt L 1 i I - 1 1 1 1
0 10 20 30 40 50 60 70 80 90 100

Time - WallClock in seconds

Figure 11. Sync management as a function of vCPUs: (Top) instructions executed per vCPU; (Bottom)
synchronization executed per vCPU.



Electronics 2021, 10, 759

16 of 20

4.2. Overhead of Physical Interactions in Co-Simulation

This section analyzes the effect of physical interactions between the software emulator
and the hardware simulator, i.e., input/output (I0) access and interrupts. To isolate the
effect of physical interactions in the co-simulation, both icount and Th remain constant.

A real project of a power grids monitoring system has been chosen as a case study.
This system allows checking the synchronization between the software and the hardware
in a real application. It also periodically exchanges information between the software
simulator and the hardware simulator through input/output accesses and interrupts.

The power grids monitoring system’s architecture can be seen in Figure 12 and is
based on a hardware/software design. The hardware/software co-design is composed of
an embedded Linux (dual-core) that runs an application to obtain data on the power grid
state. The application accesses the FPGA or the hardware when it detects an interrupt (IRQ)
from the FPGA. This interrupt indicates that the data obtained by the hardware is ready to
be read. The hardware design is made up of two hardware accelerators described at the
RTL level and at medium complexity. The first accelerator is a signal acquisition module
(IP-ADC). The IP-ADC reads the voltage and current sensors of the power grid. The second
hardware accelerator is called IP-PLL and reads data from IP-ADC. Then, it calculates the
frequency, phase, alpha-beta transformation, and Direct-quadrature-zero transformation
of the power grid. The IP-PLL uses a Sequence Detector based on SOGI (Second-Order
Generalized Integrator), plus a Phase-Locked Loop (PLL) with Backward integration. It
has been designed using High-level synthesis tools, as described in previous works [37].
When the PLL finishes performing its calculations, it saves the results in a Dual-port BRAM
memory. Then, it generates the interrupt which indicates to the Linux Application that the
data can be read. Once Linux reads the power grid data from BRAM memory located in
hardware, it sends it over MODBUS (Ethernet) to a supervisor. The FPGA clock frequency
is 100 MHz, and the hardware ADC and PLL accelerators run periodically, generating an
interrupt every 100 ps. Both hardware accelerators consume 9.54% of Slices, 14.55% of
DSPs, and 1.78% of BRAMs memories from the FPGA (Zyng-7000).

SystemC - kernel simulator

SW Module 1/0 access HW Module

QEMU-MTTCG
Dynamic library

MPSoC Zyng-7000 —Dual core - 5" > @ 100 Ml—Iz
Linux Boot + APP Linux

[ ] SWEmulator [ | HW Simulator [_| Kernel co-simulation

—Physical interaction:

Figure 12. Linux + HW setup. QEMU-MTTCG inside a co-simulation virtual platform as software
simulator. ADC and PLL IP accelerators in hardware simulator.

Figure 13 shows a frame of the co-simulation results with the input/output events
(physical interaction) and synchronization (virtual interaction) events. These are generated
in each periodic interruption (100 pus). One read access per 100 ps is executed, which means
a 32-bit access per interrupt (40 KB/s). The triangle symbols time the instant an event
is generated. The IO_EVENT signal indicates the start of an input/output access event,
and the SYNC_EVENT signal indicates a synchronization event between the software
emulator and the hardware simulator. It can be seen that for each interrupt, Linux accesses
the hardware through an input/output access. Therefore, Linux detects the interruption,
wakes up the Application, and executes read access to hardware. The time from when the
interrupt is triggered until Linux accesses the hardware is the Linux response time. The large
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number of synchronization events that are seen allows keeping the software emulator and
hardware simulator in sync with a timing precision of 1 s.

< Interrupt period 100 ps =
~4——Linux respond time—————»

nTeRRUPT | 1 [ S S PO R I J} [ —
2 ! + T T T I )| 1
I0_EVENT W A J A
e — - -.A_ _*_ _;_ - vf_ - I - - + - j - T — 7_ <
SYNC_EVENT mmmmunnmnwn MAAAM (MMM ﬂ.l“l nnnpnnnmmm!m
—» < Sync HW/SW périod = ‘ l

760,900 ps 761,000 ps

Figure 13. Co-simulation frame showing physical and virtual interactions. Example of the number of IO and synchronization

events for each interrupt at 40 KB/s IO rate.

To analyze the overhead of input/output accesses in the co-simulation, a sweep of
the number of inputs/outputs has been carried out, which will increase the number of
writes/reads that are executed for each interruption (every 100 us). In each test, one second
is simulated with a precision of 10 ns in the hardware simulator. The maximum CPU IO
throughput programmed for the Zynq-7000 is 25 MB/s [38], for this reason, tests have
been performed up to this value. The results of multiple tests are shown in Figure 14a
and, as shown, even though the input/output rate is increasing, there is no appreciable
change in the wallclock or the running time of the co-simulation. This is because the
computational load of the hardware simulator and QEMU is higher than the virtual and
physical interactions, even though it used the highest input/output rate supported by the

real board.
(a) IO rate betwent PS-PL.
T + T T

on 360 - | il
2 . |

5 3'-0 | — i

? U - | T 7
$ 340} |
= 330} L \ | ]
= 1 I _L

320 1 + 1 _l_ 1
0 MB/s 6 MB/s 12 MB/s 18 MB/s 25 MB/s
(b) Instruction Fetching
ELF object (Valgrind):
25 MB/s
SW:QEMU
37.54% HW:ADC+PLL
57.13%
SYNC+IOs+IRQ
0.007%
Others
5.32%

Figure 14. Linux + ADC + PLL micro-grid monitoring system results: (a) time (wallclock) results for
different IO rates in PS-PL; (b) Instruction Fetching profiling for 25 MB/s IO rate.

To check the overhead of the input/output accesses and interrupts on the host, profiler
tests have been used again. Taking the highest input/output rate understudy, Figure 14b
shows that most of the host instructions, which are executed by the virtual platform,
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are focused on the hardware simulator. While, despite having a high input/output
rate (25 MB/s), only 0.007% of instructions are dedicated to the management of the
input/output/interrupt and the synchronization between the software emulator and
the hardware simulator. This shows that the synchronization mechanism included in
QEMU-MTTCG does not add any appreciable computational load for physical interactions
compared to the computational load of a real hardware/software co-simulation.

5. Conclusions

This paper presents a new proposal for integrating QEMU as a software emulator in
co-simulation virtual platforms based on SystemC. The integration enables fast MPSoC +
FPGA verification using QEMU’s MTTCG parallel execution mode.

The new proposal is based on a synchronization mechanism between the QEMU
and an external hardware simulator. The synchronization mechanism sends messages to
the hardware simulator and uses the coherency time described for QEMU. Moreover, the
mechanism allows setting the timing precision of the QEMU with a low impact on the
co-simulation run time or wallclock time.

A quantitative analysis of the proposal and real tests have been carried out to analyze
the new proposal’s overhead in co-simulation. These experiments verify the impact of
virtual and physical interactions between software emulator and hardware emulator for
a Linux Boot, different typical software applications and an FPGA-Linux co-simulation
of a real industrial application. The results show the slight effect of the proposed external
synchronization mechanism in QEMU'’s runtime and the co-simulation.

To conclude, the results show that the new proposal allows including parallelized-
QEMU in hardware/software co-simulation virtual platforms without adding substantial
overhead. It also allows taking advantage of the software emulator’s parallelization to
reduce the execution time of the co-simulation in real projects.
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