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Abstract: We present a robust video watermarking scheme and report the detailed robustness of the
video watermarking assessed based on standard criteria obtained from Information Hiding and its
Criteria (IHC) Committee. Using discrete cosine transform domain spread-spectrum watermarking,
our system achieves robustness under various non-hostile video processing techniques, including
MPEG compression and digital/analog-analog/digital (DA-AD) conversion. The proposed system
ensures that a 16-bit embedded sequence can be extracted through adaptive frame selection in any
15-s interval, even with a long video clip. To evaluate the performance of the proposed watermarking
scheme, we conducted robustness tests under a DA-AD conversion environment, based on the MPEG-
4 part 10 (H.264) codec. The experiment results obtained indicate that, in addition to being robust
against non-hostile video processes, the proposed method achieves invisibility. The assessment of
the developed watermarking scheme also satisfies the third edition of the IHC video watermarking
evaluation criteria.

Keywords: video watermark; signal processing; digital watermarking; video compression

1. Introduction

Digital technology has completely changed our lifestyles by providing several con-
venient digital tools; however, it has also created a plethora of problems, one of which
is digital copyright infringement. Today, with the wide variety of available digital tools,
digital content can be copied extremely easily, thereby facilitating the rapid spread of
illegal digital content globally. Consequently, digital copyright protection has become an
important issue. Digital watermarking is a process that changes a cover work invisibly to
insert a secret message [1]. A major application of digital watermarking is the protection
of intellectual property. In particular, digital watermarking provides robustness against
analog hole piracy [2] when it is infeasible to protect original works of authorship using
other protection techniques such as digital rights management (DRM).

Several studies have been conducted on digital watermarking, and there have been
several benchmarking attempts at creating watermarking systems [3—7]. The Information
Hiding and its Criteria (IHC) Committee has been working to improve this situation by pro-
moting the development of digital watermarking technology [7]. Specifically, its objective
is to develop standard evaluation criteria and sponsor watermark competitions based on
these criteria. As a part of this objective, a benchmarking study was conducted on various
types of image, video, and audio watermarking, based on standardized criteria [8-12].

This paper is a follow-up to our previous research [8], which described a robust
video watermarking scheme based on discrete cosine transform (DCT) watermarking
methodology. Herein, we present a robust watermarking system for video data and
evaluate it based on standard criteria from IHC. The watermarking scheme achieves
robustness against temporal desynchronization by adopting the adaptive selection of video
frames for watermarking. In the adaptive frame selection, a secure watermark message is
inserted, and the watermarked frame sequence is compressed based on the MPEG-4 part 10
codec (H.264). Subsequently, frames that are robust to lossy video compression are selected
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for the watermark message embedding. Herein, we adopt a DCT based watermarking
based on a spread-spectrum methodology that is robust to lossy compression such as
MPEG and JPEG, the addition of Gaussian and white noise, digital /analog—analog/digital
(DA-AD) conversion, and uniform scaling. Thus, the inserted watermark message and
bit sequences can resist various video processes. The evaluation results indicate that our
watermarking scheme achieves not only perceptual invisibility but also robustness against
non-hostile processes. The assessment of the developed watermarking scheme satisfies the
3rd edition of the IHC video watermarking evaluation criteria [7].

The rest of this paper is organized as follows. In Section 2, we describe the background
of this study, and in Section 3, the proposed watermarking method is provided. The
experimental setup and results are presented in Section 4, and finally, in Section 5, we
present some concluding remarks.

2. Background

Digital-to-analog conversion is the process of transforming a signal from the digital
to the analog domain. After this process, the receiver can receive digital information
through an analog-to-digital conversion. When outputting this intermediate transmission
channel or video, a problem called an analog-hole might be encountered. An analog
hole (also known as an analog loophole) is the perceived fundamental and inevitable
vulnerability inherent in copyright protection schemes for non-interactive works in digital
format. Digital multimedia can be exploited to duplicate a copy-protected work that is
ultimately reproduced through analog means [2]. Once digital content has been converted
into a human-perceptible format, it is relatively simple to digitally recapture an analog
copy in an unrestricted format, thereby fundamentally circumventing all protections on
copyrighted digital distribution and reproduction.

Digital watermarking provides robustness against analog hole piracy [2] when it is
infeasible to protect original works of authorship through other protection techniques such
as digital rights management (DRM). Owing to these characteristics, the application of
digital watermarks as a technology in complementing DRM has been steadily receiving
attention. A digital watermark is a technology that hides data in noise-resistant signals
such as multimedia content. Many studies on watermarking technology applied to various
contents have been conducted, such as watermarking based on neural networks [13], 3D
meshes and prints [14,15], and spherical panoramic images [16].

Robust video watermarking methods based on various methodologies have been stud-
ied [17-22] Robustness against non-hostile video processing must be ensured to achieve
copyright protection in video distribution cases. To provide robustness of the embedding
patterns against lossy compression, various watermarking domain and primitives have
been adopted, including a contourlet transform and a principal component analysis [17],
gradient magnitude similarity deviation [18], and a hyperchaotic Lorentz system [19].
BhaBhardway et al. [23] proposed a significant frame selection and a quantization of the
lifting wavelet transform coefficient difference based method for robust video watermark-
ing. Huan et al. [22] demonstrated that the dual tree-complex wavelet (DT CWT) domain is
effective for achieving a high robustness. For enhancing the robustness against lossy video
compression, Barani et al. [21] used the coefficients of a contourlet transform to embed an
encrypted watermark pattern using a singular value decomposition.

In the case of video watermarking, a pattern embedded as a secret message should
be retrieved after applying various non-hostile and common video processes [24]. Video
editing, photometric attacks, and spatial and temporal shifts (or desynchronization) are
included in non-hostile video processes [25]. Photometric attacks are a process for modify-
ing the pixel intensities in a frame. Noise addition and DA-AD conversions belong to this
category. Another common treatment involves applying gamma correction to increase the
contrast. To reduce the storage and transmission requirements, content owners re-encode
their digital videos to a different compression ratio using a video compression algorithm.
Video compression algorithms are based on a lossy compression on spatial and temporal
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Adaptive
Frame selection

domains of the media, such that the loss of information induced easily alters the perfor-
mance of the watermarking algorithm. Similarly, customers can choose from standard
video formats such as MPEG-1, MPEG-2, or MPEG-4. Spatial filtering and inter-frame
filtering also have to be considered. A spatial shift or desynchronization can occur with
changes in the display and spatial resolution. Primarily, temporal desynchronization occurs
because of changes in the frame rate. In addition, video editing includes various methods
from video editing tools, such as fade-and-dissolve, copy-and-paste, and splicing.

3. Proposed Method
3.1. Methodology

In our proposed scheme, we adopted DCT domain spread-spectrum watermark-
ing [26] to work in a video frame watermarking and digital/analog-analog/digital (DA-
AD) environment. A pseudo-random sequence of length N with zero-mean and unit
variance was adopted as the watermark pattern. The general process of the watermarking
method is summarized in Figure 1.

The frames were adaptively selected for embedding the secret message. A 1-s interval
was selected for watermarking for every 7500 ms of the video content. Before embedding
into the selected frames, a total of 512 pseudo-random patterns were generated to encode
16 bits of information, i.e., 256 pseudo-random patterns for encoding the front 8 bits of
information, and another 256 pseudo-random patterns for the back 8 bits. The pseudo-
random patterns are stored as a watermark pattern and will be used for the extraction step.
Therefore, two watermark patterns are inserted into the selected video frames. Because
the variations in the blue channel are less perceptible for the human visual system than
those in the red and green channels [27], the pseudo-random patterns are inserted into
the blue channel. In the watermark extraction stage, the primitive vectors that include the
watermark pattern were extracted from the complete frames. If two watermark patterns
are accurately detected, we decode 16 bits of information from these patterns using cross-
correlation values with the 512 generated pseudo-random patterns.

Sample
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Figure 1. Overall process of the proposed watermarking scheme: (a) Watermarking embedding step, and (b) extraction step.

3.2. Adaptive Frame Selection

With the proposed watermark embedding, pseudo-random patterns as a watermark
are inserted into video frames that are robust against MPEG compression. The details of
the adaptive frame selection process are summarized below.

To observe the compression effect of H.264 on a watermark extractor, we conducted
a simple experiment. Using the algorithm introduced in Section 3.4, a sample pseudo-
random pattern was repeatedly embedded into each frame. The modified frames were
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then compressed using the MPEG-4 part 10 codec algorithm. Subsequently, the correlation
responses in each video frame image were computed by adopting the extraction process
described in Section 3.5. Figure 2 presents a sample of the H.264 compression effect on
the correlation values as an extractor response. The watermark detector correlations are
decreased in the middle frame section, which includes several video motions. Moreover,
a degradation of the extractor responses becomes quite severe in a compressed video. In
the case of a compressed video, the extractor responses are entirely degraded, and periodic
peaks occur in the sequence of the extractor responses. These peaks generally appear in
the intra-coded picture (I-frame) in a group of pictures (GOP) [28]. I-frames in GOP are
more robust against lossy compression than other of video frames such as P and B-frames
because they are less affected by intra-frame encoding with a motion estimation.

In our research, watermarks were efficiently embedded using this property. For
example, the embedding of watermark patterns into video frames that are not robust to
MPEG compression is inefficient. Thus, as shown in Figure 3, 1-s intervals with the highest
correlation responses were selected from a 7.5-s interval. The selected video frames were
watermarked during the embedding step, and the other frames remained unchanged to
achieve a higher imperceptibility score.

A watermarked frame exists in any 15-s frame intervals in the video after the adaptive
frame selection because the maximum interval of the time between two consecutive water-
marked frame intervals is 13 s. Therefore, the proposed watermarking system ensures that
16 bits of secret data can be extracted from any 15-s interval in the compressed video frames.

80 “d‘\L‘\'I'\I"L‘--,.,‘~l-~"‘\'-"\51"\’ T I I
== Origina video

7| = = MPEG(QF=58) |4
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Figure 2. H.264 compression effect on correlation values as an extractor response (test sequence #2
from ITE/ARIB video).

[[] watermarked frames
[] unchanged frames

X, Y X, Y X, Y

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 time(sec)
Frame sequence of input video

Figure 3. Sample of video sequence for watermarking. Embedding intervals are selected from every
7.5s.

3.3. Data Bit Encoding Step

For the proposed watermarking scheme, two pseudo-random sequences X and Y
were adopted for the watermark pattern. Here, 256(=2% )unique codes were generated to
represent 8 bits of information. Sequence X for encoding the front 8 bits of information, and
sequence Y for encoding the back 8 bits, were used. From this, 16 bits of data were encoded
using two sets, X and Y, of 256 zero-mean/unit-variance pseudo-random sequences as a
watermark pattern.

X= {XO/ Xl/ XZr /X255}/

1
Y ={Yy, Y1, Yo, ..., Yos5}. @
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Therefore, two pseudo-random sequences X; and Y; were selected in each sequence
set for data encoding. Indexes i and j correspond to the input data bit information. For
example, if the input bit code is 0xFF00, two sequences, X; and Yj, are selected, where
i = OxFF and j = 0x00.

3.4. Watermark Pattern Embedding

For the watermark pattern embedding, the DCT of frame F was computed. Sub-
sequently, the N coefficients in the selected location were adopted to form watermark
embedding vector V. The watermark embedding vector of the original DCT coefficients
V = {vy,v7,v3,..., vy} was modified, and it became a vector of modified watermarked
coefficients V' = {v], v}, v}, ..., v}, }, based on the following embedding rule:

o =v+alo) Y, (1<i<N), @)
where X = {x1,x2,x3,..,xn} and Y = {y1,¥2,¥3,...,yn} are the selected watermarks.
The watermark strength « denotes the scaling factor as the strength of the embedded pattern
signal. As we described in a previous section, two watermarks X and Y were embedded
in each selected video frame to encode 16 bits of information. The DCT coefficients in the
mid-band spectrum were selected for the pattern embedding, such that a trade-off between
perceptual invisibility and robustness against video compression was achieved. After the
DCT coefficient embedding process, the watermarked frame F’ was obtained using an
inverse DCT.

3.5. Extraction of the Embedded Watermark

The extraction process of the embedded watermark pattern was carried out as follows.
The DCT coefficients of a possibly corrupted watermarked frame F* were computed, and
vector V* was extracted from the DCT coefficients in the pre-selected position during the
embedding step. Next, the cross-correlation between the watermarks from the predefined
sets X and Y and vector V* were calculated and adopted as a measure of the presence of
the watermark. The correlation z was defined as follows:

x-ve 1 X
TN TNLE )
i=1

z

The presence of watermark X was determined through a comparison between the
threshold T and the calculated correlation z. Here, the threshold T was computed using

1 N
T:mi;M“' 4)

To minimize the false-positive rate, the threshold value from the equation was obtained
experimentally based on the evaluation results. The presence of each watermark among the
watermark pattern sets X and Y in the target frame F* was decided through thresholding.
Accordingly, the presence of watermarks in all frames was checked. Subsequently, each
detected watermark was matched to the proper 8 bits of data information, and all 16 bits of
data were recovered. If there are more or fewer than two extracted watermarks, the data
cannot be accurately recovered.

4. Experimental Results
4.1. Experimental Setup

In this section, the experimental setup used for the proposed method is described. We
evaluated the proposed scheme based on standard criteria from IHC [7]. Figure 4 illustrates
the general process of our evaluation for the benchmarking of our watermarking system.
The evaluation included the processes of watermark pattern embedding, pattern extraction,
video frame compression (MPEG-4 part 10), and digital /analog—analog/digital (DA-AD)
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conversion. Finally, the average bit error rate (BER) of the extracted bit information was
calculated. The proposed algorithm was implemented in a MATLAB environment (ver
2012b), and on a computer platform consisting of an Intel i7-3770 (3.40 GHz) CPU with a
16-GB main memory employed to assess the performance.

16bits 'Average
Bit error rate

- e e En e e e e e e S e E S S S R S E S R S n EE G S m Em G G n Em e e e en e e

Tolerance assessment

e
: 1 Image quality assessment Video : !
1! Decompressed PSNR & 1 !
i encoder video SSIM )
= 16bits (MPEG-4) )
1 1
| 1
¥ : ¥
1 : Test Video Watermark e?lltl:(:)ed(;r Decompressed 1 :
1 i 1
| : embedder (MPEG-4) video | :
N .' \
R e R \
! |
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: |
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1
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! |
! 1
! |
! 1
! |
! |
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Figure 4. Overall test procedure of the proposed video watermarking system.

4.1.1. Benchmark Data Preparation

For our evaluation set, we used five benchmark video clips, i.e., ITE/ARIB Hi-Vision
Test Sequence numbers 2, 8, 20, 23, and 46 [29]. First, we converted raw YPbPr data into an
RGB uncompressed video using the following equation:

R = Y+1576P,
G = Y —(0.159P, + 0.334P,)/0.701 5)
B = Y +1.826P,.

The original 600 video frames of each clip had a duration of 20 s. The display resolution
of the original frames is 1920 x 1035. We cropped the last three rows because the MPEG-4
part 10 codec (H.264) in MATLAB automatically resizes the video resolution to 1920 x 1032.
To obtain a 15-s video, we removed the first 150 frames. Finally, we obtained uncompressed
AVI videos with a display resolution of 1920 x 1032 at 30 frames per second with a 15-s
length. The total size of each video is 2.49 GB (1,430, 826 kbps).

4.1.2. Experimental Setup

The evaluation was conducted as follows. First, we embedded 16-bit data information
into the original video sequences through the watermark embedding process. Next, the
watermarked video clips were encoded with various compression quality factors using the
MPEG-4 part 10 (H.264) codec.

Using a digital-to-analog (DA) converter, the compressed video sequences were con-
verted into an analog signal. To process the DA conversion, a ‘Fosmon HDMI to component
video (YPbPr)/VGA & SPDIF output converter box” was adopted, as shown in Figure 5a.
An analog component video (YPbPr) was selected as the format for the analog signal
because YPbPr accommodates a full-HD display resolution (1080p).

The analog YPbPr signal was reconverted into a digital signal. In addition, the
converted digital video was saved in an uncompressed YUV422 video format. For this
process, we adopted ‘skyHD captureX HDMI’ as the AD converter, as shown in Figure 5b.
The frame rate and display resolution of the converted digital video (1280 x 720) differed
from those of the input video. Finally, we detected the embedded watermarks in the video
frames using a watermark extraction algorithm. The extracted watermark patterns were
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decoded into 16-bit data based on the indices of the predefined pseudo-random patterns,
and the bit error rate (BER) of the bit data was computed.

To optimize the invisibility and robustness of the watermarked frames, several pa-
rameters of the proposed algorithm should be carefully set. Here, we selected a length of
N = 25,000 from the fixed location of the DCT coefficient. It was empirically determined that
this choice yields the maximum MPEG robustness while preserving the imperceptibility.

(a) (b)

Figure 5. Converters for DA-AD conversion. (a) Fosmon HDMI to component video converter box,
(b) skyHD captureX HDMI, and (c) DA-AD conversion testing environment.

4.2. Results
4.2.1. Image Quality Assessment

To evaluate the image quality of the watermarked frame, we inserted 16 bits of data
into the original video clips under various scale factors «. The watermarked frames were
generated to yield an average peak signal-to-noise ratio (PSNR) of more than 36 dB. Here,
the PSNR was defined using the mean squared error between the m x n image I and
watermarked image W as follows.

( 2552 )
108 MSE

where MSE = Ly 2}1 [I(i,j) — W(i,})]? Figure 6 shows an example of the compressed
original and watermarked frames.

To compensate for the limitations of the PSNR metric, regarding the watermark
invisibility evaluation, we also evaluated the imperceptibility based on the SSIM metric [30].

After the watermark embedding, the video clips generated were compressed using
the MPEG-4 codec (part 10 H.264), with quality factors of between 56 and 59, as depicted
in Table 1.

The compressed video clips with quality factors of between 56 and 59 satisfied the bit
rate of 0.01 better than the uncompressed video frame. In addition, using the same quality
factor, the unwatermarked video clips were encoded. Both the watermarked video frames
and the original video frames were decoded, and the PSNR was computed for each pair of
luminance values as follows:

PSNR = 10 log (6)

Y = 0.7152G + 0.0722B +- 0.2126R. (7)

Table 1. Quality factor to generate less than 1/100 of the original bit rate.

ITE/ARIB Test Number Quality Factor
ITE/ARIB sequence #2 58
ITE/ARIB sequence #8 59

ITE/ ARIB sequence #20 58

ITE/ARIB sequence #23 58

ITE/ARIB sequence #46 56
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Figure 6. (Left) Compressed original frames based on H.264, and (Right) watermarked frames from
evaluation Set-4 (« = 0.4, SSIM 0.9945, PSNR 44.03 dB).

Table 2 and Figure 7 present the perceptual quality assessment results for various
watermark strengths «, i.e., the bit error rate (BER), PNSR, and SSIM. No errors occurred
in our assessment at & > 0.4 according to the results. The resulting clip #2 exhibited the
best detection performance with the highest perceptual score. However, the evaluation of
video clip #23 showed the worst detection score because it contained a large number of
motion objects throughout the entire playback. In addition, the PSNR and SSIM values
of the uncompressed original and watermarked frames are shown in Table 3. These
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metric scores demonstrate a visual degradation of the video sequences when applying
MPEG compression.

Table 2. Evaluation result for various scale factor a.

Test Set No. Set-1 Set-2 Set-3 Set-4 Set-5 Set-6 Set-7 Set-8
WM Strength « 0.1 0.3 0.35 0.4 0.9 1.5 3 5

PSNR(dB) 53.53 50.48 50.43 50.40 49.26 47.17 45.32 43.82

#2 SSIM 0.9994 0.9987 0.9987 0.9987 0.9983 0.9974 0.9949 0.9912

BER X 0.000 0.000 0.000 0.000 0.000 0.000 0.000

PSNR(dB) 48.35 46.62 46.59 46.58 41.66 41.22 39.40 37.80

#8 SSIM 0.9986 0.9980 0.9980 0.9979 0.9934 0.9920 0.9846 0.9710

BER X 0.000 0.000 0.000 0.000 0.000 0.000 0.000

PSNR(dB) 45.06 4494 4491 44.89 35.62 35.61 36.87 36.21

#20 SSIM 0.9958 0.9941 0.9954 0.9953 0.9611 0.9606 0.9626 0.9436

BER X X 0.000 0.000 0.000 0.000 0.000 0.000

PSNR(dB) 40.75 33.7 33.7 33.69 32.28 32.31 31.93 30.82

#23 SSIM 0.9973 0.9865 0.9865 0.9864 0.9780 0.9771 0.9705 0.9346

BER X X X 0.000 0.000 0.000 0.000 0.000

PSNR(dB) 41.79 44.66 44.63 44.58 41.06 41.22 35.65 35.41

#46 SSIM 0.9878 0.9944 0.9944 0.9943 0.9851 0.9857 0.9428 0.9360

BER X 0.000 0.000 0.000 0.000 0.000 0.000 0.000

PSNR(dB) 45.89 44.08 44.05 44.03 39.98 39.50 37.83 36.81

average SSIM 0.9957 0.9946 0.9946 0.9945 0.9831 0.9825 0.9710 0.9552

BER X 0.400 0.200 0.000 0.000 0.000 0.000 0.000

Compression quality factor—#2: 58, #8: 59, #20: 58, #23: 58, #46: 56; x: watermark is not detected (BER is considered as 1.000).

——2 #HS =20 =ém#23 K46 ——@=average —— 2 #E e #)() )3 e A6 el aveTrage

60 -
0.99

55

0.97
50
0.95
45
0.93
40
35 0.91
30 X 0.89
25 0.87
20 0.85
0.1 0.3 0.35 0.4 0.9 1.5 3 5 0.1 0.3 0.35 0.4 0.9 1.5 3 5
SET-1 SET-2 SET-3 SET-4 SET-5 SET-6 SET-7 SET-8 SET-1 SET-2 SET-3 SET-4 SET-5 SET-6 SET-7 SET-8
(a) (b)

Figure 7. Quality assessment result for various watermark scale factor «. (a) PSNR, and (b) SSIM.

Table 3. Evaluation result without video compression for original and watermarked video.

Test Set No. Set-1 Set-2 Set-3 Set-4 Set-5 Set-6 Set-7 Set-8
WM Strength « 0.1 0.3 0.35 0.4 0.9 1.5 3 5

PSNR(dB) 76.94 70.28 69.70 68.91 65.07 63.17 57.56 54.00

SSIM 1.0000 1.0000 1.0000 1.0000 0.9999 0.9998 0.9994 0.9984

Average
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4.2.2. Robustness Assessment

A watermarking scheme must be robust, which implies that an embedded pattern
should be difficult to damage through a non-hostile signal process, such as MPEG com-
pression or digital/analog-analog/digital conversion. Thus, an embedded watermark
pattern must incur little damaged from these non-hostile signal processes. Tolerance is
demonstrated through the calculation of the average BER for the extracted watermark
information after undergoing video processes. Evaluations were conducted with various
watermarking factors, i.e., « = 0.4, 0.9, and 1.5.

Table 4 lists the robustness results for the benchmark Set-4, where the watermark
strength & = 0, the PSNR is 44.02 dB, and the SSIM is 0.9945. With an MPEG quality
factor of zero, all watermarks were damaged and no data were detected. It is important to
note that video compression with a factor of zero triggers a substantially strong level of
content loss, and the factor is not adopted, except under extremely unique circumstances.
Regarding the test conducted with an MPEG quality factor of 10, regardless of the negligible
watermark strength, we succeeded in detecting the watermark in both experimental videos
#2 and #8. This is because the motion was relatively small in these videos; hence, the
watermark damage owing to MPEG compression also appeared to be small. At a certain
level of MPEG compression (qf > 40), all watermark bits were successfully detected. Note
that a PSNR of 44.08 dB is more than 6 dB higher than 38.0 dB, which is generally regarded
as the minimum distortion value for which a human can detect a watermark, and thus no
distortion can be detected by the human eye.

Table 4. Robustness results for the benchmark Set-4 with the watermark strength « = 0.4 (PSNR
44.03 dB, SSIM 0.9945, « = 0.4).

MPEG Quality Factor 50 40 30 20 10 0
0 BER 0.000  0.000  0.000  0.000  0.000 X
compressibility 1/139 1/191 1/232 1/307 1/432 1/1029
48 BER 0.000  0.000  0.000  0.000  0.000 0.000
compressibility ~ 1/139  1/193  1/253 1/321 1/445 1/606
0 BER 0.000  0.000  0.000  0.000 X X
compressibility 1/139  1/190 1/253 1/321 1/444  1/460
03 BER 0.000  0.000 X 0.000 X X
compressibility  1/138  1/193  1/249 1/322 1/400 1/395
16 BER 0.000  0.000  0.000 X X X
compressibility 1/129 1/183 1/236 1/296 1/386  1/443
BER 0.000  0.000 0200  0.200  0.600 0.800
Average

compressibility  1/137  1/190 1/245 1/313 1/422 1/587

x: watermark is not detected (BER is considered as 1.000).

Tables 5 and 6 list the robustness results and compressibility of the various MPEG
quality factors. In the evaluation with a watermark strength of 0.9, the embedded data
bits were successfully detected from four videos, #2, #8, #20, and #23, whereas the mean
compressibility was 1/604. At a watermark strength of 1.5, the embedded watermark
information was accurately detected for all evaluated quality factors, as shown in Table 6.
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Table 5. Robustness results for the benchmark Set-5 with the watermark strength « = 0.9 (PSNR
39.98 dB, SSIM 0.9831).

MPEG Quality Factor 50 40 30 20 10 0
0 BER 0.000  0.000  0.000  0.000  0.000 0.000
compressibility  1/139  1/188 1/236 1/310 1/444 1/1001
BER 0.000  0.000  0.000  0.000  0.000 0.000
" compressibility 1/139 1/192 1/253 1/321 1/446 1/631
0 BER 0.000  0.000  0.000  0.000  0.000 0.000
compressibility  1/139 1/190 1/239 1/317 1/438 1/501
BER 0.000  0.000  0.000  0.000  0.000 0.000
23 compressibility 1/138 1/191 1/250 1/322 1/419 1/413
46 BER 0.000  0.000  0.000  0.000  0.000 X
compressibility  1/130 1/186 1/236 1/297 1/407  1/473
BER 0.000  0.000  0.000  0.000  0.000 0.200
Average

compressibility  1/137  1/189 1/243 1/313 1/431 1/604

x: watermark is not detected (BER is considered as 1.000).

Table 6. Robustness results for the benchmark Set-6 with the watermark strength « = 1.5 (PSNR of
39.50 dB, SSIM of 0.9825).

MPEG Quality Factor 50 40 30 20 10 0
BER 0.000  0.000  0.000  0.000  0.000 0.000
# compressibility 1/136 1/194 1/248 1/315 1/413 1/1029
48 BER 0.000  0.000  0.000  0.000  0.000 0.000
compressibility ~ 1/140 1/194 1/253 1/323 1/446  1/603
BER 0.000  0.000  0.000  0.000  0.000 0.000
#20 compressibility 1/134 1/193 1/254 1/317 1/446 1/460
3 BER 0.000  0.000  0.000  0.000  0.000 0.000
compressibility  1/137  1/193  1/253 1/320 1/383  1/380
16 BER 0.000  0.000  0.000  0.000  0.000 0.000
compressibility  1/131 1/184 1/237 1/297 1/387  1/443
BER 0.000  0.000  0.000  0.000  0.000 0.000
Average

compressibility 1/136 1/192 1/249 1/314 1/415 1/583

5. Conclusions

In this study, we proposed a robust video watermarking system, and presented
detailed results based on a public video benchmark. The assessment of the developed
watermarking scheme satisfied the 3rd edition of the IHC video watermarking evaluation
criteria. The proposed system achieved robustness against non-hostile video processes.
To evaluate the performance of the proposed watermarking, experiments based on video
watermarking evaluation criteria were conducted under a DA-AD conversion setup. The
experimental results showed that, in addition to being robust against non-hostile video
processes, the proposed method also achieves invisibility. However, because spread spec-
trum watermarking is sensitive to attacks, the security of the proposed scheme is limited in
a few aspects [31]. Enhancing the security of our watermarking is an important research
direction for future studies. In this research, we focused solely on photometric distortions,
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such as the compression of video and DA-AD conversion. Regarding the robustness of
the watermark, a geometric transformation or collusion attack will also be needed in our
future studies.
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