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Abstract: Privacy amplification is an indispensable procedure for key generation in the quantum
key distribution system and the physical layer key distribution system. In this paper, we propose
a high-speed privacy amplification algorithm that saves hardware memory and improves the key
randomness performance. Based on optimizing the structure of the Toeplitz matrix generated by a
linear feedback shift register, the core of our algorithm is a block-iterative structure hash function that
is used to generate a secure key of arbitrary length. The proposed algorithm adopts multiple small
Toeplitz matrices to compress the negotiation key for convenient implementation. The negotiated key
is equally divided into multiple small blocks, and the multiplication operation of the negotiated key
with the Toeplitz matrix is converted into a modular addition operation through an accumulator. The
analysis results demonstrate that the algorithm has the advantages of saving memory and running
quickly. In addition, the NIST randomness test and avalanche effect test on the key sequences indicate
that the proposed algorithm has a favorable performance.

Keywords: quantum key distribution (QKD); physical layer security; privacy amplification (PA);

Toeplitz matrix; randomness test

1. Introduction

Privacy amplification (PA) plays a vital role in the quantum key distribution (QKD)
system and physical layer key distribution (PLKD) system. Both parties of legal commu-
nication, Alice and Bob, can apply the same PA algorithm to map the negotiated key into
a shorter unconditional secure secret key in order to delete the information leaked to the
eavesdropper Eve. At this time, the key information generated by Eve is almost zero;
therefore, Alice and Bob can obtain the same secure unconditional key [1-5].

The main function of PA is to remove the leaked information from the negotiated key
containing the amount of leaked information and to compress it into an absolutely secure
final shared key. The earliest PA technology was proposed by Bennett et al. [6], where
they proved that the technology can be applied to the quantum key distribution system to
achieve unconditional safety [7]. In 2005, Renner et al. [8] proposed a general combination
of security for PA that opened up a research direction on the combined security for later
researchers. At present, PA is usually implemented using a universal hash function. Among
them, the Toeplitz matrix is one of the widely used universal hash functions due to its
simple structure and the fact that it can be implemented in parallel [9]. Alice and Bob
multiply the negotiated key string X by the same Toeplitz matrix T to obtain another short
key string X’. In general, since the length of X is much longer than X', the key string X is
compressed, deleting the key information leaked to Eve [10]. The length of the negotiated
key is usually very long, so the size of the Toeplitz matrix is particularly large; therefore,
the requirements for the hardware resources will be higher, and even the calculation speed
of the PA algorithm will be reduced.
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To solve these problems, some more effective PA schemes have been proposed. In [11],
the Toeplitz matrix was divided into multiple diamond-shaped blocks, and these diamond-
shaped block operations were, respectively, operated in a field programmable gate array
(FPGA) to improve the processing efficiency. However, it only considers the reconstruction
of the Toeplitz matrix, and does not involve the adequate processing of the negotiated
key with the Toeplitz matrix. In [12], a graphics processing unit (GPU) was used to speed
up the implementation of the PA algorithm. When the GPU cannot be directly applied,
the input data were divided into small batches and the fast Fourier transform (FFT) was
used to accelerate the process. This algorithm requires numerous memory resources, since
not only does the scheme not optimize the Toeplitz matrix structure, but when using FFT
acceleration, the length of the negotiated key and the matrix must also be extended. In [13],
the Toeplitz matrix was constructed by changing the continuous state of the linear feedback
shift register (LFSR). At this point, only the first column elements of the matrix were stored,
thus saving hardware storage resources. Furthermore, a PA algorithm is proposed, in which
the question of whether the accumulator accumulates with the corresponding column of
the Toeplitz matrix is determined according to the negotiated key bit value, and the secure
key is obtained after multiple processes. Unfortunately, when the final secret key length is
very long, the construction of the primitive polynomial involved in the algorithm is not
easy. Moreover, the process of the negotiated key with the Toeplitz matrix in the algorithm
is too simple to guarantee the performance of the algorithm. Tang et al. [14] filled both
the negotiated key and the Toeplitz matrix with Os and used FFT on the multi-core CPU to
improve the computing power of the PA algorithm, but FFT also requires a lot of computing
time. As far as we know, the focus of most existing PA schemes is on how to reduce the
time taken by the PA algorithm to run. However, the randomness of the final secret key
sequence obtained after applying the PA scheme is more important.

In this paper, we propose a high-speed PA algorithm that saves hardware memory
and improves the key performance by optimizing the LFSR-based Toeplitz matrix. Our
algorithm is an iterative hash function that can obtain any length of key sequence. Its core
compression function is a very small LFSR-based Toeplitz matrix, where the row size of
the matrix is 32, 64 or 128 and the required hardware storage is very small. At the same
time, the compression process is a simple modular addition operation, and, thus, is very
fast. The experimental results show that the randomness of the final key sequence has a
favorable performance.

The rest of the paper is organized as follows. The Section 2 introduces some related
principles of PA, the Section 3 introduces the implementation of the proposed algorithm,
the Section 4 is the analysis of the experiment results and the Section 5 provides relevant
discussion and the direction of further research. Finally, the Section 6 are presented.

2. Preliminary Work
2.1. Basic Principles of PA

PA is a process where the legitimate communication parties, Alice and Bob, use the same
algorithm to extract the final secret key from the bit string obtained after the reconciliation and
error correction process. After privacy amplification, Eve can hardly obtain any information
about the key, and Alice and Bob use the key for secure communication [15].

The following gives the definition of PA from the perspective of information theory.
Assume that, after reconciliation and error correction, Alice and Bob obtain the same binary
string Y with length of . At the same time, Eve obtains a random observation of Y, denoted
by W, where W provides t(t < n) bit information about Y, i.e., H(Y|W) > n — t. In order
for Eve to obtain as little bit information about Y as possible, i.e., the value of t approaches
zero, Alice and Bob choose a compression function g : {0,1}" — {0,1}". After Z = g(Y),
Eve has little information about Y [16].

If a universe class of hash functions is selected as the compression function g, we can
calculate the amount of information of the negotiated key bit string leaked to Eve:
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where s = n — r — t denotes the security coefficient of PA [17].
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2.2. Universal Hash Function Based on Toeplitz Matrix

Applied to the PA algorithm, the universe class of hash function H must meet the
following requirements: (1) when the input is variable, the length of the output is fixed;
(2) the calculation process is simple; (3) irreversible; (4) for a given x, finding H(x) = H(y)
and x # y is computationally infeasible; (5) finding any pairs (x, y) that satisfy H(x) = H(y)
is computationally infeasible [18]. A hash function is randomly selected from the universal
hash family, and a secure key is extracted from the negotiated key under the condition of a
low collision probability. The collision probability means that even if Eve does not obtain
the information between Alice and Bob, they can still obtain the same key. Therefore, it
is very important to choose a universal hash function with a low collision probability for
the PA algorithm. As one of the universal classes of hash functions, the Toeplitz matrix
universal hash function has a simple structure and can be calculated in parallel, meeting all
of the requirements of PA.

Since the elements that belong to the same diagonal are equal, the Toeplitz matrix is
also called a diagonal constant matrix. In particular,

£0,0 fon .- ftom—2 fo,n—1
f1,0 11 .. tip2 -1
S ' @
tn—20 twm-—21 -+ tmo2n-2 ftm-2n-1
1,0 twm—11 -+ tm—in—2 tm—1n-1

is a Toeplitz matrix. For Vi,j,6 € Nand0<i+0<m—-1,0<j+0<n-1, tivijv1 = tij-
It can be easily found from (2) that the Toeplitz matrix can be directly determined by the

elements in the first row and the first column [19].
Define the modified Toeplitz matrix [14]

1 0 ... 0O to,o tO,l NN tO,n—r—Z tO,nfrfl

0o 1 .. 0 0 tl,O f1,1 ‘e tl,n7r72 t1,n7r71
GT)=(LIT)=| = ¢ 0 S : : ©)

0 0 10 tr72,0 tr—21 ... trfz,n7r72 tr72,n7r71

0 0 01 trfl,O trfl,l s trfl,nfrfz trfl,nfrfl

wherer < n, I, isar x r identity matrixand T" isa r x (n — r) Toeplitz matrix. The n length nego-
tiated key W is divided into two parts, W, = (wp, w1, - - - ,w,—1) and Wy = (W, Wyi1, -+, Wy).
W and W, are their corresponding transpose matrix. Then, the secure shared key K is
obtained from the Toeplitz matrix universal hash function

Ke =G(T'YW=LxWaT xWl, =Wl o T x Wk. 4)

The hash function (4) compresses the negotiated key with length # into a secure key
with length r. Obviously, at least n — 1 elements need to be stored, and each compression
process needs to perform r(n — r) multiplications and additions. In order to reduce the
storage requirements and computational complexity, we use a LFSR to construct the Toeplitz
matrix and hash function.

2.3. LFSR-Based Toeplitz Matrix and Hash Function

The linear feedback shift register is a mechanism that can generate a binary bit se-
quence. Its working principle is simply summarized: given the output of the previous state,
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the linear function of the output is used as the input again, and this cycle is performed. The
XOR function is often used as the single-bit linear function [20].

To construct a LFSR-based Toeplitz matrix, the following conditions must be met. The
number of LFSR registers should be the same as the number of rows of the Toeplitz matrix,
and the current value of the register represents the LFSR state. In the Toeplitz matrix Ty xn,
each column is a continuous LFSR state of length m. The number of matrix columns # are
the total number of LFSR states. Therefore, the LESR-based Toeplitz matrix is constructed
as follows: (1) firstly, initialize the first column of the matrix, that is, determine the initial
state of the LFSR; (2) then, move each column of the Toeplitz matrix down one unit, i.e., the
LFSR moves one unit to the right; (3) next, update the first element of the current column
by adding all XOR values obtained by XORing the elements of the previous column and
the corresponding elements of the feedback polynomial; (4) finally, repeat (2) and (3) until
all elements in the last column of the matrix are determined.

The elements of the feedback polynomial of degree m are XORed with the correspond-
ing position elements of the previous column, and then the sum of all XOR values ob-
tained is determined to the top elements of all columns except the first column. Suppose
p(x) = pm_1X™ + pm—2x™ 1 + -+ + pox + 1 is the feedback polynomial of degree 11, and
the corresponding coefficients, except the constant coefficient, are p = (po, p1,---,Pm—-1),
and the current status of LFSR is tg = (f00,t1,0,--.,tm—1,0). The top element of the jth-LFSR
state is

m—1
toj = P tija-pi=tia-pi=12---. ©)

i=0
Once the top element of all columns are determined, the entire Toeplitz can be deter-
mined [21,22]. Figure 1 shows the generation process of the LFSR-based Toeplitz matrix.
When the feedback polynomial of LFSR p(x) is a primitive polynomial, its output is a
m-sequence. The m-sequence has similar statistical characteristics to the true random se-
quence, such as uniformity, run length and autocorrelation characteristics [23]. Therefore,
the primitive polynomial will be selected as the feedback polynomial of LESR, and then the

LFSR-based hash function will be constructed according to the following method.

j—1 4 )
to,j—1 | Po to,j
;
/
)
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Figure 1. LFSR-based Toeplitz matrix generation process.
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Now, let T’ be the Toeplitz matrix generated from a LFSR with a primitive polynomial.
The secure shared key K, is obtained from the LFSR-based hash function

Kee = G(TYW = W, ©@ Wp T = W, @ (@” t]-_,). ©)

j:r,w]-:l

The LFSR-based hash function (6) only needs to store r elements, whereas n — 1
elements need to be stored in (4). Therefore, it saves hardware resources. Each compres-
sion process needs to perform, at most, r(2n — 2r 4+ 1) additions, and the computational
complexity is also reduced.

3. Proposed Algorithm

Most existing PA schemes directly process the negotiated key using the Toeplitz matrix,
and use some hardware-based methods to speed up the process. However, these methods
do not consider how to improve the randomness of the key sequence. The LFSR-based
hash function saves a certain amount of hardware storage resources and improves the
processing efficiency of the algorithm. Therefore, we propose a high-speed PA algorithm
that saves hardware memory and improves the randomness performance.

Table 1 gives some notations involved in the algorithm. Figure 2 depicts the overall
processing of the proposed PA algorithm.

Table 1. Notations.

Notation Definition

W Negotiated key

n Length of negotiated key

Ske Final secret key

4 Length of final secret key

W; The first r bits of W

Wr The last n — r bits of W

Wrj The jth sub-block of Wy

k Length of sub-blocks

N Number of sub-blocks

m Number of LFSR registers

F LFSR-based compression module
H; ith m-bit buffer used to hold intermediate result of hash function
v m-bit initial value of LFSR

C, The last r bits of Hy||Hz|| - - - ||Hy

The length of the negotiated key W is n, which is divided into W, = (wp, w1, - - - , wy_1)
and Wy = (wy, wy11,- -+ ,wpn). The length of the final secure shared key K, is r. For
convenience, Wy is further divided into several small sub-blocks with length k, and the
size of the LFSR-based Toeplitz matrix is m X k, where m < k. The core idea is to use an
m-order LFSR to construct a Toeplitz matrix of size m X k to achieve key compression. The
last n — r bits of the negotiated key Wy are divided into N sub-blocks of length k, and
the last blocks may be filled with kN — n + r zeros. The LFSR state is initalized using IV
to generate the Toeplitz matrix, and the first sub-block is processed in the compression
function F. The accumulation form is used to improve the calculation ability of the PA
algorithm, and the intermediate result H; is obtained. Then, Hj is used as the initial state
of the LFSR for the next sub-block, and this is repeated until all sub-blocks are processed.
All intermediate keys are combined and the last r bits and XOR are taken with W, to obtain
the final secret key. The specific process of the algorithm is described in detail below.
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n bits

Negotiated Key

i
l : i :
| ! i kN-n+r |
= 7 bits > n-r bits e bits >
w. WT, 0000,---,0
k bits k bits k bits
WT'I W, cc Wi
® ® —()
rr e ] .
mlbits m bits m bits
| Take the last r bits |

7

I Secure Key S,

7 bits
Figure 2. Secure key generation using our PA algorithm.

Step 1: Append padding bits. For given parameters k, m, n and r, the negotiated
key W is divided into W, and Wy, of which, the lengths are ¥ and n — r, respectively.
Padding multiple zeros so that Wy||0 - - - 0 can be divided into N sub-blocks with length
k, N = [%] is satisfied. In Figure 2, the expanded negotiated key is represented as
Wi |[[Wrr [[Wroa|[ -+ - [[Wri;

Step 2: Hj initialization. Multiple m-bit buffers, Hy, Hy, - - - , Hy, are used to hold
intermediate results of the PA algorithm. The specific method of initializing registers Hy is
to conduct a module two operation through the remainder sequence obtained by the square
root of the prime number 2, and then to take the first m bits of the binary sequence. For
instance, when m = 32, Hy is set to C8C7F0A9. The value of Hy at this time is the initial state
of the LFSR, denoted as {h[0], ho[1], - - - , ho[m — 1]}. H; is the intermediate compression
result of sub-block Wyv; and is used as the initial state of LESR when processing the next
sub-block Wr(;1);

Step 3: Process sub-block Wyv;. The heart of our PA algorithm is the LFSR-based hash fuc-
tion F in Figure 2. The logic principle of F is illustrated in Figure 3. The negotiated sub-block key
Wri = {wp;[0], wry[1], -, wpifk — 1]} and H; 1 = {hi—1[0], hi—1[1],- -~ hi—q[m —1]}
are input into F, and a Toeplitz matrix of size m X k is constructed according to the
initial state H; 1 of the LFSR. When wy/;[j] =1(j =0,1,--- ,k — 1), the jth state of the
Toeplitz matrix is accumulated with the corresponding value in the accumulator. When
wr;i[j] =0(j=0,1,--- ,k—1), no processing is carried out. If this is regarded as a loop,
k loops are required. Then, the value in the accumulator is XORed with the value in the
previous buffer H; 1. At this time, the value in the accumulator is the intermediate key H;
with a length of m bits;
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Figure 3. The operation of compression module F.

Step 4: Output. After all N k-bit sub-blocks of the negotiated key have been processed,
all intermediate results are merged and denoted as Hy, Hy, - - - , Hy, and the last r bits are
XORed with W;.Then, the final secure shared key Kj, is obtained.

We summarize the proposed PA algorithm as follows:

Hy = 1V, (7)
H; = ©(Hi_1, F(Hi-1,Wr)), (8)
C, = thelastrbitsof Hy||Hy||---||Hn, 9)
Ste = W, @C. (10)

Compared with the algorithm in [13], we divide the large Toeplitz matrix with  rows
and 7 columns into multiple small Toeplitz matrices with m rows and k columns, and
the primitive polynomials of LFSR can be easily found. Compared with the algorithm
proposed by Tang et al. [14], our PA scheme converts the processing of the negotiated key
with the Toeplitz matrix into an accumulated form, which is more simple than the FFT
method. At the same time, each intermediate key is used as the initial state of the LFSR
for processing the next negotiated key block, so as to improve the randomness of the final
secret key.

4. Results

The computing power necessary to deal with the negotiated key with the Toeplitz
matrix, as well as the randomness of generating the final secure shared key, are the main
performance indicators for evaluating a PA algorithm. Generally, the higher the data
processing rate, the less time it takes to process the negotiated key and Toeplitz matrix, and
the stronger the computing power of the PA algorithm. The higher the randomness, the
better the performance of generating the final secure shared key.

We have carried out software implementation and analysis to highlight the advantages
of the proposed algorithm. A simulation experiment is performed using Python language.
The computer is Intel(R) i5-10210U, CPU 2.40 GHz and memory 16 GB, and the operating
system is Microsoft Windows 10.

4.1. Memory Analysis

When using an ordinary Toeplitz matrix in PA, there is a need to store r +n — 1
elements for generating a r bit secret key from the n bit negotiated key. Using the method
in [13], the Toeplitz matrix is generated by a LFSR, and there is only a need to store r
bit LFSR states and r bit accumulators, and thus 2r bits in total. However, when r is
large, it is not easy to find the primitive polynomial of order r. In our PA algorithm, the



Electronics 2022, 11, 377

8of 13

negotiated sub-block key and the initial values in the first buffer Hy will be processed as
an input to module F. The operations of generating Toeplitz matrices and processing the
negotiated sub-block key with the corresponding Toeplitz matrix are all performed in real
time. Accordingly, we only need to store m elements in Hp, m elements in LFSR states
and r bits W,, r bits C,, 2(r + m) bits in all. This memory requirement is also less than
2(r + k) [14] when m < k. Parameter m is suggested to be 32, 64 or 128, which means that
the order of the LFSR primitive polynomial is very small. For the millions of negotiated
keys in the quantum key distribution system, the storage space is greatly saved.

4.2. Computational Complexity Analysis

Since the generation of the Toeplitz matrix and the processing of the negotiated key in
the PA algorithm are binary bit operations, we can derive the computational complexity of
our PA algorithm and compare it to the algorithm in [13,14]. We assume that the negotiated
key length is n = r + k x N bits and that the final key length is r bits.

According to [13], r elements were initialized first. Then, based on the LFSR con-
struction method as described in Section 2.3, the Toeplitz matrix was directly generated
according to the selected primitive polynomial. At this point, an r bit operation will be
performed n — 1 times. Finally, the r bit accumulator was used to deal with the negotiated
key and Toeplitz matrix directly. At this time, the r bit operation will be performed n times.
Therefore, the total number of binary bit operations is calculated as 2nr —r.

In our algorithm, we first divide the negotiated key Wy into N blocks, and each
sub-block negotiated key is processed separately, which requires N periods. Then, each
sub-block is input into module F with the initial values of the m-order LFSR. At this time,
there is a need for an m bit operation to be carried out k — 1 times to generate the Toeplitz
matrix, an m bit operation to be carried out k times to accumulate and an m bit operation to
be carried out to produce the intermediate results H;,i = 1,2, - - , N in one period. Finally
an r bit operation is performed to obtain the final secret key. Therefore, we only need
to calculate 2mkN + r binary bit operations. Compared with the fast-Fourier-transform-
enhanced high-speed PA scheme in [14], which needs at least 2(k — 1)kN + r(k 4 1) binary
operations, our PA algorithm has a low computational complexity.

In order to visually compare, we plot the computational complexity of these three PA
algorithms in Figures 4 and 5. Figure 4 shows the amount of binary operations when r
changes from 150, 250, 500, 1000, 2500 and 4000 to 5000 for a fixed n = 10,000. It can be
seen that the growth of [13] is linear, whereas [14] and our algorithm decrease with the
increase in r. Obviously, the latter two algorithms are much better for a fixed r. At the same
time, the proposed algorithm is better than [14], and the amount of binary operations has a
faster decline speed. Figure 5 shows the amount of binary operations when n changes from
1250, 2500, 25,000, 125,000, 250,000 and 1,250,000 to 2,500,000 for a fixed r = 250. It can
be seen that [13] increases rapidly, whereas [14] and our algorithm increase slowly with
the increase in n. The proposed algorithm has the slowest growth in the amount of binary
operations among the three algorithms.

7 5
14 X10 ‘ ‘ g 210

1k = Li etal. (2018) 12k —e—Tangetal. (2019)|
- =¥ - Our work

The total binary operations
f=)

The total binary operations

IS

2r /,w"/ REET

0 1000 2000 3000 4000 5000 0 500 1000 1500 2000 2500 3000 3500 4000 4500 5000
The length of final secure key, r (bits) The length of final secure key, r (bits)

Figure 4. The total binary operations of [13,14] and proposed algorithm when k = 64, m = 32,
n = 10,000 and r is changing from 150, 250, 500, 1000, 2500 and 4000 to 5000.
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Figure 5. The total binary operations of [13,14] and proposed algorithm when k = 64, m = 32, r = 250
and n is changing from 1250, 2500, 25,000, 125,000, 250,000 and 1,250,000 to 2,500,000.

4.3. Running Speed Analysis

For the PA scheme, we should pay attention to its running time. It can be seen from the
above analysis that the scheme of [13] has no advantages in terms of storage and calculation.
Therefore, the following analysis will mainly compare our work with the scheme of [14].

First, we set the negotiated key length to 10,000 bits, the compression ratio r/n to
10% and the sub-block length k to 128 bits. Using different primitive polynomials of LFSR,
the data calculation ability is analyzed. When the order of the primitive polynomial is 32,
64 and 128, the corresponding processing rate of our algorithm is 18.87 kbps, 7.58 kbps and
4.05 kbps, respectively. Obviously, the higher the order of the primitive polynomial, the
lower the ability to process data. The reason is that more data are stored in the register, and
it takes more time to process the data.

Then, we observe the influence of the sub-block size and compression ratio on the data
processing rate. Table 2 compares the processing rate of Tang et al. [14] and the proposed
scheme. Where the negotiated key length is 1M bits, the compression ratio is 10%, 20% and
40%, (that is, the final secret shared key length is 0.1 M, 0.2 M, 0.4 M bits), the sub-block length
is 32 bits, 64 bits and 128 bits, respectively, and the LFSR order in our algorithm is 32.

It can be obtained from Table 2 that, with the increase in the sub-block length, the
computing power of the FFT processing negotiated key with the Toeplitz matrix is gradually
decreasing, but our solution changes very little in the data processing rate. The reason is
that the longer the block, the more data that need to be FFT multiplied [14], but our scheme
adopts the cumulative form, which is not sensitive to the length of the block, so there is
almost no change in the processing rate. On the other hand, the change in the compression
ratio has a slight impact on the processing capacity of the PA algorithm because the larger
the compression ratio, the smaller the Wy and the less the processed data, so the time will
be reduced and the rate will be higher using our scheme. When the block is 32 bits, the
algorithm [14] is close to the rate of our solution for processing the negotiated key and
Toeplitz matrix, so the key block using the FFT method should be as small as possible.

Table 2. The data processing rate of different sub-blocks when the compression ratio is 10%.

Compression Ration Sub-Block Length Tang et al. [14] Our Scheme

rin k (bits) (kbps) (kbps)
32 16.16 17.54
10% 64 13.21 18.12
128 9.24 18.4
32 16.69 18.11
20% 64 13.82 18.5
128 941 19.03
32 17.74 19.44
40% 64 14.29 19.54

128 9.64 19.59
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Figure 6 shows the time required to process data in the PA algorithm using FFT [14]
and our scheme when the length of the negotiated key is from 1 M to 3 M bits, the block
length is 64 and the compression ratio is 20%. It can be seen that when the negotiated key
length is 3 M, the accumulation method for constructing the Toeplitz matrix based on LFSR
is almost three-fifths of the FFT method used by Tang et al. [14]. When the same amount of
data is input, the rate at which our scheme processes the negotiated key is better than the
algorithm proposed by Tang et al. [14].

250 T T T T T T T T

—e—Tang et al. (2019)
- -v - Our work

200

(s)

& 150

g time

Runnin

100

st | | | |
1 12 14 1.6 1.8 2 22 24 26 28 3

The length of negotiated key, n (bits) x10°

Figure 6. The running time using FFT [14] and our scheme when k = 64, m = 32 and n is changing
from1M,1.5M,2 M and 2.5 M to 3 M bits.

4.4. Performance Analysis
4.4.1. Key Randomness Analysis

It is critical to ensure the randomness of the binary sequence obtained by applying the
PA algorithm, since it determines the performance of the entire key distribution system [24].
The NIST test suite is applied to test the randomness of the binary bit sequence obtained
by [14] and our algorithm. This suite includes multiple tests, each of which returning
p-values. When p < 0.01, it indicates that the binary bit sequence has not passed the corre-
sponding test, and when 0.01 < p < 1, the binary sequence has passed the corresponding
test. The higher the p-value, the better the randomness of this sequence [25].

We set the length of the negotiation key to 1M bits, the compression ratio to 10% and
the block length to 128 bits, and observe the effect of the LFSR order on randomness. Table 3
shows the randomness of our algorithm using 32-, 64- and 128-order primitive polynomials
to generate the Toeplitz matrix. It can be seen that NIST-related tests have been passed in
all cases.

Table 3. The randomness of different primitive polynomials when the compression ratio is 10%.

The Order of LFSR m (bits)

Dataset
32 64 128

Serial 0.580564 0.600267 0.498089
Runs 0.519745 0.576610 0.577771
Random Excursions Variant 0.464681 0.533625 0.602457
Random Excursions 0.509029 0.554956 0.621374
Non Overlapping Template Matching 0.858324 0.880256 0.903727
Monobit 0.586127 0.651421 0.551028
Maurers Univeral 0.985809 0.986209 0.984463
Longest Run Ones in a Block 0.600623 0.610743 0.606504
Linear Complexity 0.590901 0.639073 0.517903
Frequency within Block 0.568941 0.587819 0.514995
FFT 0.503946 0.669390 0.437223
Cumulative Sums 0.571402 0.637480 0.540185

Approximate Entropy 0.588679 0.601484 0.478181
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Table 4 compares the randomness of the algorithm proposed by Tang et al. [14]
and our algorithm. The block lengths are 32 bits and 64 bits. Through data processing
rate analysis (Table 2), when the block length is 32 bits, the computing power of the two
algorithms is similar. However, it can be clearly seen from the experimental results in
Table 4 that when the block length is 32 bits, the randomness of [14] is worse than ours.
The reason is that our scheme adopts an iterative compression structure. The processing
result is accumulated with the result in the previous round of registers instead of directly
multiplying and outputting.

Table 4. The randomness comparison of two schemes when the compression ratio is 10%.

Sub-Block Length 32 (bits) Sub-Block Length 64 (bits)

Dataset
[14] Our Work [14] Our Work

Serial 0.476352 0.545938 0.504013 0.557471
Runs 0.502624 0.512228 0.512011 0.542043
Random Excursions Variant 0.491531 0.519558 0.560732 0.664592
Random Excursions 0.446167 0.475485 0.533430 0.538412
Non Overlapping Template Matching 0.904998 0.962631 0.980996 0.982631
Monobit 0.471014 0.547625 0.500762 0.563445
Maurers Univeral 0.968589 0.998544 0.998629 0.998488
Longest Run Ones in a Block 0.512048 0.542612 0.522744 0.522456
Linear Complexity 0.033841 0.045339 0.053053 0.058726
Frequency within Block 0.481607 0.509643 0.501623 0.529392
FFT 0.487356 0.514130 0.502167 0.590420
Cumulative Sums 0.473373 0.539399 0.494547 0.567423
Approximate Entropy 0.507883 0.525643 0.510313 0.536329
Binary Matrix Rank 0.500990 0.525636 0.563987 0.584178

4.4.2. Avalanche Effect Analysis

The avalanche effect, an ideal property of hash algorithms, is when the smallest change
in the input (for example, inverting one binary bit) can also result in drastic changes in
the output (half of the output bits invert). If a cryptographic function does not exhibit a
certain degree of avalanche characteristics, it is considered to have poor randomization
characteristics; therefore, the cryptanalyst can infer the input from the output [24].

We test the avalanche effect characteristics of our PA algorithm. We first applied the
PA algorithm to generate the secret key with a length of 128 bits (generally, the key length
of the block cipher is at least 128 bits, such as AES), then changed the negotiated key on a
small scale, such as one bit, two bits and three bits (every time, the position of the changed
bit is different), to compare the difference between the secret key obtained by using the
changed negotiated key as the input of our PA algorithm with the previous secret key. From
Table 5, we can clearly find that, each time we change the negotiated key, the final secret
key sequence obtained by applying our PA scheme is nearly half changed. Therefore, our
PA algorithm has avalanche effect characteristics and can be used as a good hash algorithm
for key distribution.

Table 5. The avalanche effect of our PA algorithm (twelve times for each experiment).

Bit Changes in the Negotiation Key Bit Changes in the Final Secret Key
1 64/62/61/65/67/66/63/62/69/62/61/68
2 63/62/67/66/63/61/65/64/68/61/62/69
3 69/61/63/64/66/68/65/65/64/62/68/63

5. Discussion

The solution in this paper is mainly to use the feature of the LFSR-based Toeplitz
matrix that can save resources and implement quickly, and to use the advantages of the
iterative structure to construct the hash function.
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We test the performance of the proposed algorithm on the software platform. The
results show that, under the same conditions, the order of LFSR has little effect on the
randomness of the key, but it will have a great impact on the data processing speed. The
smaller the value, the faster the processing speed. The block size basically does not affect
the speed, randomness and storage space. Therefore, the order of LFSR can be selected
as 32 and the sub-block size is set to 64. However, NIST randomness tests do not provide
unconditional security, which is standard in QKD. In QKD, a family of hash functions for
privacy amplification is required to be two-universal, or, at least, e-almost two-universal
(with some small €). Since there is no proof that the presented algorithm generates a
two-universal family of test functions, a major obstacle for the use of this algorithm in QKD
and other physical unconditionally secure key distribution schemes is presented. It is very
important to prove this property in future.

The function of the QKD or PLKD system is to distribute the key for classical cryptog-
raphy. For block cipher systems, the length of the key is generally 128, 192, 256 or longer.
For public key cryptosystems, the required key lengths are generally 1024, 2048 and 4096.
In both cases, the parameter r in our algorithm is a relatively small value that can directly
adopt the scheme in this paper. However, if it is directly used in a stream cipher, the key
length required is very large, and the storage scale required by the scheme will also be very
large. It can be combined with the classical stream cipher system to generate the seed key
of the stream cipher algorithm.

In addition, the Toeplitz matrix can be implemented in FPGA [12] to further improve
the processing efficiency, and another feasible scheme is to realize the acceleration effect by
using GPU, such as in [12]. This will be studied in the future.

6. Conclusions

In this paper, we proposed a privacy amplification algorithm for key distribution. On
the basis of optimizing the Toeplitz matrix through LFSR, the algorithm divided a large
Toeplitz matrix into multiple small Toeplitz matrices, and then processed each small Toeplitz
matrix with the corresponding negotiated key by an iterative approach to achieve the purpose
of sufficient processing. The implementation results and analysis demonstrated that our
algorithm can save hardware memory resources, improve the randomness performance and

run at high speed.
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