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Abstract: The application of the Phasor Measurement Unit (PMU) in the power system is expanding
day by day since it provides a higher reliability through fast symmetrically monitoring and protection
and assists in controlling power systems. For power systems, islanding is a significant event due
to its hazardous consequences. To detect islanding events, several schemes have been previously
proposed but inappropriate threshold setting, higher computational time, and false tripping are
the main limitations. In addition, differentiating between real island events and transient faults is
another limitation. However, appropriate threshold setting plays a considerable part in detecting
the island event, which is also important to differentiate between real and non-island events. Phasor
Measurement Unit can assist in islanding detection, but it can generate 30 samples/s, so there is
always the possibility of making particular period data disappear. The principal contribution of this
review article is its detailed discussion of real-time symmetrical PMU data and it further presents
different PMU data analytic techniques and the proposed schemes for the islanding detection system.
An appropriate methodology tried to understand how to incorporate missing PMU data techniques
along with the islanding detection system to ensure the higher reliability of the network.

Keywords: Phasor Measurement Unit (PMU); probabilistic component analysis (PCA); global positioning
system (GPS); islanding detection

1. Introduction

Phasor Measurement Units (PMU) are, presently, extensively utilized in power net-
works since it has the potential to increase the reliability of the system. PMUs can originate
voltage and current magnitude, along with angle and system frequency data. For esti-
mating Phasor Measurement Units, a generally used algorithm using Discrete Fourier
Transform (DFT) has been proposed [1]. PMUs ensure grid observability, which surely
maintains the stable condition of the power network [2]. However, PMUs’ significant issues
are noise stuffing, architecture, signal channeling, and other tangled components, such as
data quality of on-site [3–5]. Polynomial interpolation is used for recovering missing PMU
data [6,7]. Lagrange interpolation is also used for observing data quality and identifying
missing PMU data [8]. PMU is a monitoring device to measure voltage/current magnitude,
voltage/current angle, and frequency [9]. From PMU, universal synchronized data [10] are
found, which are analyzed to increase the reliable transmission and distribution side [11].
At a time, PMUs can deal with magnitude and phasors, which is why they are also named
synchro-phasor device [9]. Therefore, the instantaneous real-time data of the power system
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can be achieved [12]. These data can be used for monitoring and developing protection
algorithms to make the power grid more reliable.

Figure 1 presents the principal components of PMUs [13–15]. The general structure of
PMUs comprises a synchronization unit along with a measurement and wave transmission
unit [16]. A GPS receiver comes from the clock synchronization unit [6]. The overall system
requires an expeditious data transfer rate. The GPS is able to provide synchronization for
more than one microsecond [9,17]. The output signal generates a control system and com-
pares the phase slant of the processed signal [9]. Identical phase shift and attenuation are
assured by the anti-aliasing filter. This paper reviews different algorithms and techniques
already implied in PMU data analytic and islanding event detection to ensure the higher
reliability of the electrical grid.

Figure 1. Basic structure of PMUs.

The wide-area measurement system (WAMS), which consists of PMU and Phasor
Data Concentrators (PDC), is a synchronized measurement system that covers a wider
domain [18]. Figure 2 shows the wide-area measurement system of the PMU, where PMUs
are connected with the specific data concentrator, and the data concentrator sends the data
to the monitoring side.

Figure 2. Wide-area measurement system (WAMS).
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The PMU data are, then, transmitted to PDC as part of a smart grid’s wide-area moni-
toring and control (WAMC) function, which sorts and produces single-time synchronized
data that are forwarded to the application device.

Data processing is shown in Figure 3. Layer 1’s responsibility is to measure the data
and send them to Layer 2, which is the data management layer. This layer receives all the
sent measured data from the PMU. Once data are received by PDC, they are then forwarded
to the data service layer. The data service layer works with the data to prepare them for
use, and the data application begins once the data are ready.

Figure 3. Illustration of the layer and components of WAMC.

The paper is organized as follows: Section 2 presents the real-time PMU data and
Section 3 presents a comprehensive review of PMU data analytic and event detection
techniques with contributions and limitations.

2. Discussion on the Application of the PMU

This section discusses the major applications of PMU data. A PMU can generate
2.6 billion data by 30 samples/s, which means that, to discover the disturbances from the
PMU data, intensive data analytics are required [18]. Many researchers have worked on
several applications based on PMU data. For detecting transient events from massive PMU
data, a fluctuation analysis approach has been used. The Naive Bayes classifications method
was proposed for transient power quality assessment [19]. The challenges of dealing with
massive PMU data have been discussed [20]. Sequence-based synthesis approach to detect
fault type and fault location spots have been discussed in [21]. Their proposed algorithm
builds up into two levels: the first level uses voltage magnitude for detecting the fault and
the second level spots faults using the current angle difference. However, when the pair of
those conditions are unable to detect and locate the fault, then another state is constructed
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on the current magnitude. The contribution of this research work is that this algorithm
can detect short circuit faults but cannot detect an open circuit fault. In [22], a wavelet
technique-based algorithm was proposed, which is only applicable to short-circuit faults.
A balanced system PMU protection scheme was discussed in [23–25]. Different phasor
estimation techniques were reviewed in [9]. In [12], the authors introduced the wide-area
monitoring system (WAMS) technology. Zero crossing techniques for estimating phasor is
one of the significant techniques in [26]. Deflected case studies based on micro-PMUs have
been explained [27–33], where monitoring and fault detection applications using PMU data
are analyzed. A multivariate statistical analysis has been proposed for detecting islanding
using PMU data [34]. In the latter article, the authors also considered PMU missing data.
In [35], a multiple linear regression approach was offered to identify the anomalies in the
power network. In [36], the applications of PMU incorporated with FACTS were presented.
Several phasor estimation techniques were discussed in [37]. An explanation of PMU area
monitoring techniques was discussed in [38]. A phase angle-based wide-area islanding
detection scheme was discussed in [39].

Table 1 illustrates the real-time PMU data of 313 MW Orrington, USA, grids. The
timestamp of the sampling rate is 30 samples/s. If we look at the frequency column, we
see that there is a continuous variable that indicates the disturbances, which influences the
grid frequency. Bus 345_M and Bus345_A indicate the magnitude and voltage angle
data. As shown in Figure 4, the data were collected from LBNL open-source micro-
PMU [40,41], where the left-side digits represent the timestamp and the right-side number
is the angle of the current/voltage. Each micro-PMU device is able to produce 12 streams
in 100 nanoseconds. One of the major issues of PMU data is data redundancy, which was
discussed in [42–45], and several approaches that focus on data security enhancement were
discussed in [46–48].

Table 1. The 313 MW Orrington PMU data [40].

Date Time Status Frequency df/dt B345_VS_M B345_VS_A

09-01-15 0:00 00 00 60.01 0 3,503,214,688 256,876,404

09-01-15 0:00 00 00 60.01 0 350,299,625 25,699,292

09-01-15 0:00 00 00 60.01 0 3,502,074,875 257,086,914

09-01-15 0:00 00 00 60.009 0 3,502,540,625 257,293,915

09-01-15 0:00 00 00 60.009 0 3,503,214,688 256,876,404

09-01-15 0:00 00 00 60.009 −1 350,299,625 25,699,292

09-01-15 0:00 00 00 60.009 0 3,502,074,875 257,086,914

09-01-15 0:00 00 00 60.008 −0.01 3,502,540,625 257,293,915

09-01-15 0:00 00 00 60.008 −0.01 350,299,625 25,699,292

09-01-15 0:00 00 00 60.008 0 3,502,074,875 257,086,914

09-01-15 0:00 00 00 60.008 0 3,502,540,625 257,293,915

09-01-15 0:00 00 00 60.008 0 3,503,214,688 256,876,404

09-01-15 0:00 00 00 60.008 0 350,299,625 25,699,292
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Figure 4. The Micro-PMU real data.

3. Discussion on Islanding Detection
3.1. Islanding and Risk of Islanding

When a segment or portion of the distribution network is electrically isolated from the
upstream network or the main grid, but the isolated part remains energized by one or few
DGs, it can be defined as islanding. Islanding is also known as loss of grid or loss of mains
(LOM) due to this behavior. An island can be built in various locations with varying voltage
levels, involving one or more distribution feeders and DGs. In most cases, islanding occurs
as a result of a recloser or circuit breaker opening in response to a fault on the downstream
side. Before the start of the islanding, the DG safety relay should detect the fault and trip
the DG. If the DG protection schemes fail or a manual switching operation of the circuit
breaker happens, then an islanding situation can also occur in the network.

Presently, the probability of sustained islanding has increased substantially due to the
fast broadening of DG penetration. As a consequence, in recent years, this phenomenon
has caused concern. There are much different protection and operational issues that have
risen by unintentional islanding. It can cause the tripping of the circuit breaker once faults
or any disturbances happen in the network, as shown in Figure 5.

Figure 5. Schematic diagram of the distributed generation (DG) islanding.
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The possibility of power quality degradation can happen due to the active and reactive
power mismatch between load and generation. A deviation in the frequency and voltage
can occur due to this mismatch, which can further damage the equipment of the customers
and be hazardous for the system equipment. The DG unit might face damage during the
reconnection of the grid due to the reclosing of the circuit breakers in an out-of-phase
state. A sizeable transient current originates at the time of the grid-side reconnection as
the DG is most likely to be out of synchronism with the grid side, which will damage
the DG unit. Lastly, line employees are at risk from unintentional islanding due to the
absence of protection. The island segment remains electrically active or energized by the
DG even when they assume it is electrically inactive or disconnected [48]. Furthermore,
islanding could leave a portion of the utility system exposed, making the islanded portion
potentially insecure and posing serious safety and health risks [49]. As a result, IEEE
Standard 1547-2003 mandates islanding detection within 2 s [48].

3.2. Review of Islanding Detection Schemes

Before adopting the loss of mains (LOM) protection schemes, it is significant to explore
and understand the characteristics of the DG unit. There are two forms of DG, including
rotor-based DG and inverter-based DG. Rotor-based DGs are constructed with an induc-
tion generator or synchronous generator, while inverter-based DGs support rotating and
non-rotating devices [49–51]. The LOM protection for the synchronous-type distributed
generator is the most difficult of these tasks due to the limited control options for large
generators to provide islanding detection [51]. Furthermore, the synchronous generator
aggravates the scenario of creating and controlling the island [51]. The remainder of this sec-
tion concentrates on the significant anti-islanding techniques associated with synchronous
DGs, considering the value of LOM protection for synchronous DGs.

In Figure 6, anti-islanding schemes can be divided into two groups based on their
working mechanisms: local detection and communication-based methods. There are two
types of local detection methods: active and passive. The following section describes the
operational procedures and performance of these techniques.

3.2.1. Communication-Based Techniques

An activated alert is sent through the telecommunication system to trip up the DG
in communication-based techniques. The efficacy of this method does not depend on the
types of connected DG. Because non-detection zone issues do not constrain it, this method
is reliable for islanding detection. However, at the infrastructure level, this technique
necessitates a substantial investment to be implemented. Therefore, it is less promising for
small DG units in terms of economics than local detection schemes. Based on the recent
advancements in the communication domain, it is likely that more affordable communi-
cation options will become available in the near future. This method is advantageous in
the application of anti-islanding techniques. Reliability is another significant concern if the
communication system and LOM protection are both unable to operate. The following are
some examples of communication-based techniques.

• Inter-Tripping Scheme: This technique takes advantage of communication ties between
nodes in the system to ensure that DG units are disconnected correctly in response to
LOM detection [35]. This scheme is also called a transfer trip [52] as it monitors the
status of all circuit breakers and reclosers, which might cause an islanding event [46,51].
A trip signal is sent to the respective DG when a switching operation occurs due to a
utility network disconnection to avoid the island’s building. A variety of mediums,
including radio waves, leased telephone lines, and hard wires, can be used to transmit
this trip signal.

• Power Line Signaling: This scheme is very similar to the previous inter-tripping
scheme, except that it disconnects the power line as a medium. Therefore, it is also
known as part of the inter-tripping techniques [52]. However, this scheme requires only
a single transmitter, where other schemes require more transmitters at every potential
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disconnection point in the network. The transmitter is located on the secondary side of
the substation bus on the utility bus as it generates signals. It broadcasts a low-energy
signal incessantly, which each DG’s receiver receives through the power line. Islanding
conditions are considered when failure happens to sense the signal and immediately
activate the disconnection of the DG units [51]. For anti-islanding protection, this
method can be very effective. However, the cost of the signal generator and its
installation may be very costly, rendering this technique uneconomical, especially
when a few DG units share the service. Furthermore, signal interference with other
forms of power line communication applications, such as automatic meter reading,
should be considered.

Figure 6. Classification of islanding detection techniques.

3.2.2. Active Islanding Detection Method

Active detection methods inject disturbances into the system and focus on the system’s
response to detect islanding events [52]. When it comes to detecting islands, this method
is more reliable than other passive methods. The advantage of the active technique is the
minimum NDZ, but it decreases the power quality. Furthermore, introducing too many
disturbances in the system may result in instability [53]. The following are some examples
of active techniques.
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• Reactive Error Export Detection (REED): This relay’s interface is linked to the AVR
(automatic voltage regulator) of the DG, allowing it to operate the DG and generate a
specific level of reactive power flow between the utility grid and the local site. This con-
dition can only be sustained when the grid is connected. The relay’s operation allows
the actual and desired reactive power deviation to be exported within a predefined
time period [46,54,55]. This relay is extremely effective at detecting islands because
it can identify islands even if the generator’s loading is not changed. However, the
operational time of this relay is slow, taking 2–5 s to detect. Due to the late functional
activity of this relay, it is used as backup protection along with “faster” anti-islanding
schemes. The effectiveness of this relay fails in the inverter-based DG system since
those DGs operate with a unit power factor.

• System Impedance Monitoring: When the DG and utility run in parallel, the system
impedance measured at the DG’s terminal is controlled by the utility, and this is very
small compared with the islanding formation case. This scheme takes up this role and
measures the changes in the system impedance to detect an islanding event [56]. The
authors of [57,58] proposed a method for calculating system impedance by injecting a
small high-frequency (HF) signal into the system voltage. Due to the transient network
frequency, this relay is free from nuisance triggering and operates at a very high speed.
Furthermore, because there is a minor power imbalance on the island, this relay lacks
an NDZ. However, the effectiveness of this scheme might face difficulties if there is
more than one DG on the developed island. In addition, injecting disturbances may
degrade the power quality of multiple DGs. The cost of implementation is also a
significant concern, as this scheme necessitates installing a signal generator at each
DG end [46].

3.2.3. Passive Methods for Islanding Detection

Passive methods observe locally available network parameters to detect LOM [59]. It
is underpinned by the premise that a LOM would induce an observable deviation in the
network parameters, i.e., voltage and frequency [60]. As a result, abnormal DG activities
can be easily detected by deviations in one of those parameters [46]. The most significant
advantage of this method is that there is no power quality issue as it does not interfere
with the normal operation of the system. Furthermore, in this method, no communication
system is required, which makes the system a cost-effective option. However, the drawback
of this method is that it is unable to set a threshold for detecting islands when the DG
capacity is matched with the connected feeder load [24]. The following are some examples
of passive islanding detection schemes.

• Under/Over Frequency Relay: As it runs in parallel with the upstream utility grid, the
DG maintains a consistent, constant frequency under steady-state conditions. By using
a frequency limit, this scheme can be used for islanding detection. For this scheme, the
threshold should be defined to be out of the range of normal operational limits. From
the guidance, the recommended settings for under frequency are 49.8 Hz, and for over
frequency, 51 Hz [61]. However, this scheme is comparatively slower as the frequency
does not change immediately. In addition, this scheme fails to set the threshold for
the match frequency islanding condition [24]. A large area of NDZ can exist due to
insufficient sensitivity as this scheme highly depends on large-scale power imbalance,
which might potentially increase the probability of islanding formation [46]. Given
these disadvantages, these relays are used as a backup security measure for the system.

• Under/Over Voltage Relay: Voltage is also a significant parameter that is generally
used for islanding detection [46]. The working principle of this relay is very similar
to the under/over frequency relay. When there is a reactive power imbalance on
the island, the relay operation is activated. Changes happen in the voltage level
due to the power balance, and this imbalance indicator can be considered as an
islanding parameter. Since there is no mechanical inertia, the response of this method
is comparatively faster than the under/over frequency [46]. The threshold setting
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of this relay should be outside of the statutory level of voltage. From the guidelines,
the standard settings should be +10%/6% of the nominal voltage [62]. The tripping
operation of the DG occurs once the voltage exceeds the defined limit. However,
this relay can create nuisance triggers since it is affected by many disturbances on
the network. Furthermore, this method is not effective at detecting islanding events
when generation and loads are closely matched [24]. As a result, if it was not for the
generator and load variation pushing the voltage to its limit, the island might not
be detected.

• Rate of Change of Frequency (ROCOF) Relay: This method is most widely used for
detecting unintentional islanding events. The detection process of this method is
based on the premise that there is always an imbalance between generators and loads
when an island is formed [46,63]. The resulting power imbalance generates a rapid
shift in frequency soon after islanding, which can be approximated by the following
Equation (1) if the governor response is skipped.

d f
dt

=

(
PL − PG

2H × SGN

)
× fr (1)

where, PG = output of DG, PL = load in the island, SGN = DG ratting, H = inertia constant of
the generating plant, and fr = rated frequency.

This method only takes into account changes in frequency and ignores faults [46]. The
triggering method of this relay is when the corresponding slope of the frequency (df /dt)
crosses the predefined threshold setting and vice-versa. For the 50 Hz system, the typical
threshold setting is from 0.1 Hz/s to 1 Hz/s [51]. The effectiveness of the settings relies
on the system, so if the system is weaker, the setting should be stronger [46]. In most
cases, ROCOF is thought to be a sensitive and accurate method for detecting LOM in a
distribution network. However, this relay fails when the power imbalance of the island
is small. This method is unable to differentiate between actual islanding and a transient
event in the system [51]. As a result, false operations may occur as a result of this method,
compromising the system’s integrity and the scheme’s dependability. Apparently, in [51],
the authors found a flaw in the responding time of ROCOF, where this ROCOF relay
responds differently to the same event and to the same scheme setting when the ROCOF
relay comes from different manufacturers. This phenomenon might have happened since
different techniques were employed. A ROCOF relay can be considered as a possible
option for islanding detection. However, due to NDZ limitations, this relay is unable to
provide useful protection when the load-generation imbalance on the island is minimal. In
addition, due to the network transience, excessive nuisance triggering can occur, such as
load switching and frequency excursion.

• Vector Surge (VS) Relay: At each rising zero crossing of the terminal voltage, vector
surge relays measure the time duration of an electrical cycle and begin a new calcu-
lation [51]. A comparison approach happens between the current cycle (measured
waveform) and the previous one (reference cycle). The island situation’s cycle duration
is determined by the power imbalance in the island system, as shown in Figure 7. The
input parameter of a VS relay is the proportional variation of the terminal voltage. A
trip signal is sent to the circuit breaker instantly when the variation in the terminal
voltage exceeds the limits of the pre-specified threshold. This threshold adjustment of
a vector surge relay is normally allowed to be in the range of from 2 degree to 2 degree.
Another important feature is the minimal terminal voltage, which is provided by
the block function. When the terminal voltage drops below the adjusted level of
the threshold of Vmin, the trip signal of the VS relay is blocked. This phenomenon
happens to avoid the actuation of the VS relay during short circuits or generator
startup conditions.
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Figure 7. Operational characteristics of a voltage surge relay [58].

This voltage surge relay can be categorized as a type of frequency relay as both relay
principles are to measure the cycle duration of the voltage waveform [58]. Therefore, this
relay suffers from the NDZ during the match frequency islanding conditions. Furthermore,
this relay is responsive to a network fault on a nearby feeder. For other transient networks,
such as load switching, this relay operation is not suitable as it causes a false trigger [46].
This relay’s malfunction was described in [41,58]. The false operation of this relay can
be minimized by increasing the threshold setting, but it will hamper the detection time
of the relay. Given the detection time, the threshold setting of this relay should not
be compromised.

• Other Passive Techniques: Decision tree (DT) classifier, fuzzy rule-based classifier,
and bi-orthogonal 1.5 wavelet-based techniques were discussed in [59–61] as passive
techniques. For an inverter interface DG system, wavelet-based techniques were
discussed in [6], and for detecting islanding events, the voltage unbalance and total
harmonic distortion (THD) of currents were proposed in [63]. As extension theory-
based methods, ROCOV (rate of change of voltage) and ROCOF indices-based methods
were presented in [64,65]. In [66,67], the authors proposed a new hybrid method.
The coefficient of the negative sequence voltage and transformation of the current
wavelet were used [68]. For an inverter-based DG, a passive method was discussed
in [68], which exploits parameters such as ROCPAD (rate of change of phase angle
difference) and the proportional power spectral density of the voltage. For detecting
islanding events, an S-transform-based cumulative sum detector (CUSUM) method
was presented in [69], and a data mining approach was explained and evaluated in [70].
In [71], for an inverter-based DG, the authors evaluated, for islanding detection, seven
features and four classifiers: decision trees, radial basis function (RBF), support vector
machine (SVM), and probabilistic neural networks. The authors of [72] attempted to
detect islanding events in the presence of three different types of DG units: inverter-
interfaced DG, synchronous-type DG, and multiple DG units (synchronous-type
and/or inverter interfaced DG). They used a random forest (RF) classifier to extract
twenty features first, and then four of those features were chosen as input. From the
above discussions, the most passive islanding detection methods, such as ROCOF,
VS, and over/under voltage and over/under frequency relays, suffer from the NDZ
limitation. The NDZ function determines the power imbalance on the island. There
are two types of power imbalance in the island event: active power imbalance and
the reactive power imbalance [73]. The plane in Figure 8a depicts a specific power
imbalance situation on the island where there is a power imbalance (positive value of
surplus power).
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In Figure 8a, the detection time associated with the operating point is illustrated using
the third axis. If a required detection time is defined, there will be cases where P and Q
values are insufficient to cause anti-islanding relays to detect the islanding in a timely
manner. A NDZ is described by these cases or points in the Plane 1 versus Plane 2, as
shown in Figure 8b.

Figure 8. Power mismatch plane to illustrate the power imbalance and associated NDZ. (a) Detection
time for a given power imbalance case and (b) Plane 1 versus Plane 2 to illustrate the NDZ [73].

4. Review of the PMU Island Detection and Data Analytics Techniques

This section presents a brief literature review on PMU data analytic techniques and
islanding detection schemes.

4.1. PMU Techniques for Islanding Detection

The dynamic output of PMUs in the power system, as well as the distribution of PMUs
at different locations, can be used to determine multi-area estimation. PMU detection can
thus be accomplished by processing fundamental frequency, voltage, and current phasors
with synchronized harmonic phasors. To improve detection when islanding occurs, power
systems must be controlled and coordinated over a larger area [74]. This is particularly
true for power transmission that take place over long ranges on the island. When power
transmission is involved in different control areas, the PMU is capable of wide-range
detection without causing network disruption [75]. The PMU can receive information from
large stretches and solve large-scale systems that other techniques cannot handle. However,
it is not simple to solve the large-scale framework for islanding detection. The following
are some of the most important aspects of the PMU technique:

• Measured parameters are accurate.
• Able to deliver more precise data.
• The error is minimal when compared to conventional measurements.
• Capable of providing islanding detection for the match frequency conditions between

DG and the utility.

A synchronized PMU is needed for improved islanding detection that is accurate
and precise. PMU is able to measure the phasor value of the voltage and current. In
comparison with conventional measurements, such as power injection and power flow
measurements, the error in the PMU is minimal. Some conventional methods can influence
the system when injecting some disturbances into the network, but PMU is free from this
issue. However, there are the following drawbacks to that PMU technique:
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• Communication delays when transmitting the time stamp in actual time are due to
the shared or dedicated medium [17].

• There is a possibility of missing data points due to technical issues with the PMU’s
multiple components [76,77].

For a safe operation, a PMU that falls under the communication-based method group
must be able to observe variations that do not exceed 1.15 or 0.85 per unit voltage and
are within ±1.5 Hz frequency of their nominal value. However, aliasing will occur if
oscillations are greater than 0.5 Hz above the nominal frequency and if the frequency is less
than 0.5 Hz below the nominal frequency, which can corrupt oscillations. The islanding
detection algorithm can be triggered when the frequency and voltage values reach the safe
limit. In [77], the sampling method report for the transmission network described that those
PMU technique-based algorithms could be taken as an accurate algorithm when the error
is less than 1%. Table 2 presents the islanding detection algorithm using PMU parameters.

Table 2. Islanding detection algorithms using PMU parameters.

Ref. Objectives Contributions Limitations

[78] Islanding detection uses the frequency
parameter of the PMU.

By establishing an appropriate
threshold, the proposed algorithm is
capable of avoiding false tripping.

The NDZ was not taken into
account by the algorithm.

[79–83]

Detect an islanding event using rotor
angle and phasor using the PMU’s
data [79].

The proposed algorithm can predict
when faults will occur and when they
will be cleared.

The proposed algorithms did not
consider DG-utility match
frequency conditions.

Detects islanding using islanding
detection monitoring factor, rate of
change of inverse hyperbolic cosecant
function, and voltage at the point of
common coupling as the islanding
detection elements with the help of the
PMU [80].

The algorithm is quick, reliable, and
secure in discriminating between
islanding and no islanding scenarios.

A hybrid transient stability assessment
model has been proposed for controlled
islanding [80].

The proposed islanding strategy works
well for preventing transient instability.

Proposed a PMU-based controlled
system separation scheme for the
Argentinian electric system [81].

Capable of mitigating the effects of
severe fault events.

Proposed a PMU-based islanding
detection algorithm based on the
voltage angle [82,83].

From practical and actual-time
implementation point of views, this
method proves to be easy, less
time-consuming, and cost-efficient.

[84]
Detect islanding events of the large
photovoltaic power station by
collecting frequencies from the PMU.

The proposed algorithm is able to
detect islanding events with less false
triggerings during islanding events.

There is no definite mechanism or
technique for determining
threshold frequency and time.

[85]
A linear programming
formulation-based island detection
algorithm was proposed.

The proposed method is able to detect
islanding events with a faster
detection time.

The algorithm is unable to detect
islanding events when there is a
match frequency condition
occurring between the DG and
the utilities.[86] To detect islanding events by using

frequency data from the PMU.

Computational time was reduced by
minimizing the number of
required communications.

[87] To protect DG from islanding events by
using the voltage angle as an input.

The proposed algorithm is simple and
easy to implement.

There is no detailed explanation
or calculation for determining the
threshold values.
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According to the preceding discussions, there are several islanding detection methods,
but only a few that work in the match frequency islanding conditions. However, the
existing algorithm that works for detecting the match frequency required a longer detection
time. In addition, differentiating between an actual islanding event and a transient fault is
also an important portion of the islanding detection algorithm, but most literature instances
only show the transient fault inside the grid, excluding the island formation.

4.2. PMU Data Analytic Techniques

Several techniques have been employed to scrutinize PMU big data. The significant
approaches of PMU data analytic techniques are presented in Table 3.

Table 3. Summary of PMU data analytic techniques.

Approach Objectives Methodology Contributions Limitations

Density Estimation [88]
Proposed data extraction

algorithm from millions of
PMU data.

Density estimation on the
frequency variable of all
the samples in a file to

extract PMU data.

The algorithm is able to
detect long-term and

short-term disturbances in
the line.

Higher computational time

Zero-Crossing [89] Phasor estimation.

A two bus by using two
synchronized 50 Hz

reference signal is used to
generate phase difference.

Can calculate phase
estimation properly.

Cannot detect several
fault events

Discrete Fourier
Transform (DFT) Phasor estimation.

Sampling and comparing
the phase differences from
different sites [26,41,49].

Can calculate
phase estimation.

Unable to deal with the
missing PMU
data without

further modification.

Slide Discrete Fourier
Transform (SDFT) [46] Phasor estimation.

Sampling the data and
apply SDFT to observe

and compare with
the DFT.

Computation time is lower
compared to the DFT.

For finding the
appropriate result, the

previous value of SDFT
must be known.

UPS: Unified PMU-Data
Storage System [90]

D-PMU (Distribution
PMU) data storage.

Unified PMU Data Storage
(UPS) system was

proposed for D-PMU
(Distribution PMU).

Higher efficiency in big
data processing.

Unable to deal with the
missing PMU
data without

further modification.

PMU Data Recovery [91] Data recovery
Developed spline

interpolation function for
recovering PMU data.

Missing PMU data can
be recovered.

The algorithm cannot
detect, if in time, fault

event data were missing;
how rapidly the missing

data will be recovered and
adjusted with the

implemented calculation
was not explained.

PMU Data Screening [92] PMU data screening. Data screening theory was
applied in PMU big data.

Algorithm can detect an
event by screening

PMU data.

Unable to deal with the
missing PMU
data without

further modification.

Voltage Sag Detection [93] Power quality monitoring
using PMU.

Proposed technique
measured a single line to

ground faults by
using PMUs.

Algorithm can detect
fault events.

Unable to deal with the
missing PMU
data without

further modification.

Parallel Detrended
Fluctuation Analysis

(PDFA) [94,95]

Detect transient events of
the power grid.

Applied that theory for
PMU data screening.

Can calculate the big data
of PMU.

Higher computational
time is needed.

4.3. Islanding Detection Techniques

This section discusses the various PMU-based islanding detection schemes. Most
islanding detection schemes were developed by the PMU frequency and phase angle data.
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4.3.1. Frequency-Based Islanding Detection

Figure 9 shows a frequency difference-based islanding detection algorithm for a
100 MVA nominal power PV station and 50 MVA nominal power DG where the grid is
35 KV nominal voltage. Here, generation trips occur in 0.3 s or 1 s (Figure 9a,b). Once the
generation trip occurs, a solid fluctuation of frequency happens. In this case, the PV-based
system shows genuine recovery compared to the synchronous-based grid.

Figure 9. Frequency difference of two PMUs while a generation trip occurs [56].

Figure 10 presents the result of the DG system where a PV is working as a DG and
the system configuration is 208 V and 1.5 KVA constant power. In this case, the breaker
opens at 3 s and the microgrid frequency shows a substantial drift. The threshold was set
at 60.5 Hz, which exceeds 4.7 s.
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Figure 10. PMU-based islanding detection using frequency data [57].

Figure 11 shows a frequency plot of experimental data, which are recorded from six
different sites in the UK’s power system [34]. To create an islanding event, in this case, an
inter-connected trip happened at 02:48:37 and generation loss started and lasted for 5 h. A
corresponding event happened in the evening, at 18:17:15 of the same day, which lasted for
1 h and 22 min.

Figure 11. Frequency plot for detecting islanding events [34].

From Figures 10–12, we can observe that there are different frequency plots, which are
different from each other, since they considered different forms of frequency. In Figure 9, fre-
quency difference is considered, instead of system frequency (50/60 Hz). On the other hand,
Figures 11 and 12 show different frequencies (50 Hz and 60 Hz). However, the frequency
plots are different between them since they do not have the same electrical system.
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Figure 12. PMU phase angle used for detecting islanding events [34].

4.3.2. Phase-Angle-Based Islanding Detection

Figure 12 shows a phase angle difference plot where an inter-connected trip happened
at 2:48:37, and it drifts closely for 5 h. The main drawback that makes the scheme less
reliable is that it uses probabilistic component analysis (PCA) on the phase angle data and
assumes a normal distribution, but the phase angle difference component typically shows
a non-Gaussian and non-linear behavior.

Figure 13 shows an islanding detection algorithm for a six-bus power system where
voltage and current phasors were considered. In this case, the islanding event occurs
at 0.02 s; afterwards, the voltage phasor angles change gradually. There is an alarming
situation for reverse power flow when some edges located in the islanding zone in that
timeline current have a serrated phase shift of ±180 or ß radian. Here, I14, I21, I23, I25,
I54, I56 presents the different buses current angle. Figure 14 shows the island detection
technique using the phasor measurement unit bus voltage angle of the actual Utility Kerteh,
Malaysia system [17]. In this work, the PMU was installed at the utility bus (PAKA) voltage
angle and the DG bus (GTG-G-1) to receive the bus voltage angle. In addition, the authors
considered two different island conditions, namely over frequency (Figure 14a) and under
frequency (Figure 14b), where over frequency happens when the DG capacity is higher
than the connected feeder load and under frequency happens when the DG capacity is
lower than the connected feeder load.

Figure 13. Current phasor and voltage phasor angle for detecting islanding events [58].
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Figure 14. Island detection of the over frequency (a) and under frequency (b) conditions using the
bus voltage angle [17].

For islanding detection, one of the most important criteria is the transient behavior
of the voltage and current phasor since the detection algorithm is based on this behavior.
Equation (2) shows the voltage and current phasor movement during normal time or before
islanding time and after islanding time.

Current/Voltage Phasor =

{
c ; t = normal time

c ± j ; t = after islanding time
(2)

In this case, c is a constant value before islanding, which means there are no changes in
the voltage or current phasor, but after islanding, a random value j can be added or misused
from the constant value and make the system unreliable or unstable. Phasor measurement
unit data is essential for the conversion systems such as DC converters for gird-connected
inverters as stated in [96] that climate change has become a major concern over the past
years due to the conventional power generation sources and their devices which can be
overcome by the conversion system and modern metering devices.
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5. Conclusions

The aim of this review article was to ensure the higher reliability of micro-grids since
conventional protection technologies are facing challenges by the proliferation of micro-grid
technologies. This paper discussed the contributions and limitations of various research
articles on PMU data analytics and islanding event detection techniques. This research
work will be most useful to researchers who are embarking on PMU research. By improving
the significant limitations of the proposed schemes, it will be possible to develop more
symmetrical, improvised PMU data analytic and island event detection schemes that will
contribute to enhancing the entire grid reliability. This paper showed some substantial
future scope of this research are, which is discussed in the subsequent section.

6. Future Scopes

This paper presents several significant future directions in the area of islanding de-
tection schemes by using Phasor Measurement Unit data. The future scopes include
the following:

• Develop a robust algorithm for islanding events based on PMU data.
• Increasing the accuracy of the islanding signal.
• Detect and predict the missing PMU data for creating a more vigorous algorithm.
• Reducing false triggers during the fault event.
• Minimizing the computational time of PMU big data analysis.
• PMU economic aspects related to grid reliability in the islanding event.
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