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Abstract: The success of machine learning (ML) techniques in the formerly difficult areas of data
analysis and pattern extraction has led to their widespread incorporation into various aspects of
human life. This success is due in part to the increasing computational power of computers and in
part to the improved ability of ML algorithms to process large amounts of data in various forms.
Despite these improvements, certain issues, such as privacy, continue to hinder the development
of this field. In this context, a privacy-preserving, distributed, and collaborative machine learning
technique called federated learning (FL) has emerged. The core idea of this technique is that, unlike
traditional machine learning, user data is not collected on a central server. Nevertheless, models
are sent to clients to be trained locally, and then only the models themselves, without associated
data, are sent back to the server to combine the different locally trained models into a single global
model. In this respect, the aggregation algorithms play a crucial role in the federated learning process,
as they are responsible for integrating the knowledge of the participating clients, by integrating
the locally trained models to train a global one. To this end, this paper explores and investigates
several federated learning aggregation strategies and algorithms. At the beginning, a brief summary
of federated learning is given so that the context of an aggregation algorithm within a FL system
can be understood. This is followed by an explanation of aggregation strategies and a discussion
of current aggregation algorithms implementations, highlighting the unique value that each brings
to the knowledge. Finally, limitations and possible future directions are described to help future
researchers determine the best place to begin their own investigations.

Keywords: federated machine learning; federated learning; collaborative artificial systems; dis-
tributed machine learning; decentralized machine learning; distributed intelligent systems; aggrega-
tion algorithms; privacy-preserving technology

1. Introduction

The industrial revolutions, from the first to the fourth, marked significant turning
points in human history, as they brought about a fundamental shift from manual labor
to machine production. This led to an increase in production efficiency that enabled
faster production at lower costs [1]. With the advent of information and communication
technologies (ICTs) such as computers and later the Internet, the pace of technological
progress has increased even further. These tools have revolutionized the way people
communicate, work, and access information. They enable real-time global communication
and interaction and facilitate access to vast amounts of data at a glance. The development
of computers and machines has led to unprecedented levels of automation, making many
tasks faster and more efficient than ever before [2].
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In the 1960s, the introduction of artificial intelligence (Al) as a branch of computer
science played an important role in revolutionizing computer and machine technology
worldwide [3]. Al known as the algorithms that enable computers to perform tasks
that normally require basic intelligence, and to autonomously interpret and analyze large
amounts of data, make predictions, act independently, interact with the environment, and
even perform difficult tasks [4]. Moreover, the field of Al has been a hot research topic
since its invention, which has led to several Al branches and offshoots, such as machine
learning, deep learning, and others [5]. In this context, machine learning is defined as a set
of algorithms that allow computers to “self-learn” from training data and improve their
knowledge over time without being explicitly programmed. Machine learning algorithms
aim to detect patterns in data and learn from them to make their own predictions [6]. In
short, machine learning algorithms and models learn through experience. Technically, a
computer program is written by engineers and given a set of instructions that enable it
to convert input data into a desired output. In contrast, machine learning algorithms are
designed to learn with minimal or no human intervention and improve their knowledge
over time. The great success of ML and its great potential in classification and regression
problems, as well as its ability to handle both supervised and unsupervised learning
approaches, have attracted researchers from various fields [7]. Later reviews show the
variety of applications of ML, which can be found in almost all areas of our lives, especially
in the areas listed in Table 1 below.

Table 1. Machine learning common fields of implementation.

Field of Implementation

E-commerce and product recommendations [8,9]
Image, speech, and pattern recognition [8,9]
User behavior analytics and context-aware smartphone applications [8,9]

Healthcare services [10-12]

Traffic prediction and transportation [8,13]

Internet of things (IoT) and smart cities [13]

Cybersecurity and threat intelligence [14]
Natural language processing and sentiment analysis [15]

Sustainable agriculture [16]
Industrial applications [17]

1.1. Machine Learning Techniques: A Taxonomy

Artificial intelligence and its descendant, machine learning, are used in a wide variety
of real-world applications. Thousands, if not millions, of implementations are available
in the areas mentioned in the previous section. Moreover, the algorithms of ML can
be classified into different groups depending on their classification perspective. These
algorithms are traditionally classified into supervised, unsupervised, semi-supervised, and
reinforcement learning [5-7]. However, this classification only considers the data analyzed
by the model or the so-called learning style and ignores other possible classification bases.
In this context, the function or goal of the algorithm as well as the architecture can serve as
classification factors and provide an extended taxonomy for ML algorithms.

1.1.1. Classification per Learning Style

Machine learning workflows specify what steps are performed in an ML project. Data
acquisition, data preprocessing, model training and fine-tuning, evaluation, and production
deployment are generally the common processes. Consequently, the type of data obtained
determines the machine learning algorithm. From this point of view, the four categories
listed below can be defined [8-10]:

¢  Supervised Learning: This refers to the types of ML where machines are trained with
labeled input and then predict output based on that data. Labeled data means that the
input data have been labeled with the corresponding output. The training data serve
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as a supervisor that teaches the computers how to correctly predict the output. Then it
can be described as a process of providing the model ML with appropriate input and
output data so that it can identify a function to map the input and output variables;
Unsupervised Learning: An algorithm that operates only on input data and has no
outputs or target variables. Consequently, unlike supervised learning, there is no
teacher to correct the model. In other words, it is a collection of problems where a
model is used to explain or extract relationships in data;

Semi-Supervised Learning: This is a form of supervised learning in which the train-
ing data includes a small number of labeled instances and a large number of unla-
beled examples. It attempts to use all available data, not just the labeled data as in
supervised learning;

Reinforcement Learning: This defines a class of problems where the intelligent model
operates in a given environment and must learn how to act based on inputs. This
means that there is no given training dataset, but rather a goal or collection of goals
for the model to achieve, actions it can take, and feedback on its progress toward the
goal. In other words, the goal is to learn what to do, how to map events to actions
in order to maximize a numerical reward signal, not dictating to the model what
actions to perform, but figuring out through trial and error which activities yield the
greatest reward.

1.1.2. Classification per Function

Machine learning algorithms, on the other hand, can be categorized by the goal of the

model. The goal, also referred to as the function, is the output of the model and determines
the type of model to be used. The different types of ML can be defined as follows [8-10]:

Classification: the process by which a ML algorithm predicts a discrete output or so-
called class. Depending on the type of class to be predicted, this class can be divided
into the following groups:

- Binary Classification: refers to algorithms that can predict only one of two labels,
e.g., classifying emails as spam or not;

- Multi-Class Classification: refers to algorithms with more than two class labels,
where there are no normal and abnormal results. Instead, the examples are
classified into one of several known classes;

- Multi-Label Classification: the collection of algorithms that predict the output of
a label class, with no limit to how many classes the instance can be assigned to.

Regression: the process by which a ML algorithm can predict a continuous output or
a so-called numerical value;

Clustering: the process of categorizing a set of data instances or points so that those in
the same group are more similar and different from data points in other groups. It is
essentially a collection of instances based on their similarity and dissimilarity;
Dimensionality Reduction: the process of minimizing the number of variables in the
supplied data, either by selecting only relevant variables ( feature selection ) or by
creating new variables that reflect several others (feature extraction);

Representation Learning: the process of determining appropriate representations for
input data, which often involves dimensionality reduction.

1.1.3. Classification per Architecture

Another approach to classifying machine learning algorithms can be based on the under-

lying architecture of the system. In this context, two main categories can be defined [18,19]:

Centralized Architecture: the traditional ML architecture, where data is collected on a
machine running the model;

Distributed Machine Learning: the ML paradigm that benefits from a decentralized
and distributed computing architecture where the ML process is split across different
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nodes, resulting in a multi-node algorithm and system that provides better perfor-
mance, higher accuracy, and better scalability for larger input data.

That being said, federated machine learning, also known as federated learning, which
is the core topic of this paper, is a decentralized ML strategy that will be discussed in detail
in later sections. Figure 1 depicts the proposed taxonomy for machine learning algorithms.

Machine Learning

Learning Style Function Architecture

Classification

Supervised

Centralized

Unsupervised

Regression

Clustering

Dimensionality Reduction

Semi-Supervised

Reinforcement

Representation Learning

Figure 1. Machine learning algorithms taxonomy.

1.2. Machine Learning Challenges

Machine learning has become an important part of modern technology, enabling
computers to perform complicated tasks with increasing efficiency and accuracy. However,
despite its obvious benefits, there are several problems in the field of machine learning,
ranging from technical issues of data quality and algorithm development to ethical concerns
about privacy, fairness, and transparency. Therefore, there is also a great need to address
these difficulties and ensure that machine learning benefits society in a responsible and
sustainable manner. The known challenges in ML are discussed below.

1.2.1. Data Related Challenges

Machine learning algorithms are trained with datasets to determine relationships
between them, discover trends and patterns, and predict future outcomes. However, since
the workflow of the ML algorithms begins with data acquisition, as described earlier, data
plays a critical role in shaping the quality and efficiency of a machine learning algorithm.
The following describes the most common challenges in ML related to data [20,21]:

e Data Availability / Accessibility: data may not be available or accessible;

*  Data Locality (Data Islands): data are scattered into different and non-related entities;
¢  Data Readiness: data may be heterogeneous, noisy or imbalanced;

¢ Data Volume: difficulty of working with datasets that are too large or too small;

*  Feature Representation and Selection: selecting the optimal features for best results.

1.2.2. Models Related Challenges

After preparing the data for the ML algorithms, selecting the most appropriate model
for the problem at hand is another problem that experts usually grapple with. The chal-
lenges associated with the ML models themselves are in the following list [22-24]:

*  Accuracy and Performance: increasing the accuracy of the models;
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. Model Evaluation: correct evaluation of the performance of the models;
e  Variance and Bias: affects the results and confidence;
e Explainability: resolving back-box identity of ML models.

1.2.3. Implementation-Related Challenges

In addition, the implementation phase, which refers to the training of the model,
evaluation and results, and other steps, is a big area of interest. The implementation phase
is associated with several challenges, which can be summarized as follows [22-24]:

¢ Real-Time Processing: adapting models to operate in real time;
*  Model Selection: selecting the best model suitable for the problem under study;
*  Execution Time and Complexity: ML models may require high computational power.

1.2.4. General Challenges

On the other hand, there are a number of challenges that do not fall into any of the
previously mentioned categories. More attention needs to be paid to these challenges,
which are identified below, in order to increase the efficiency of the ML domain and
improve its usability [20,23,25]:

¢ Users’ Data Privacy and Confidentiality: data are protected by numerous regulations;
e User Technology Adoption and Engagement;
*  Ethical Constraints.

1.3. Privacy Criticality: Federated Learning as a Solution

Privacy is a fundamental right, and protecting sensitive personal information is critical
in today’s digital age. Privacy issues can arise when collecting, storing, and analyzing
data in the context of machine learning, as algorithms rely heavily on personal data to
train models and make predictions. These challenges stem from the increasing number
of data breaches, which require more and more solutions as their negative impact grows.
According to a survey conducted by IBM in 2020, 56% of data breaches are due to malicious
attacks, while 32% are due to system glitches or human error, as mentioned in the IBM Cost
of a Data Breach Report [26]. This report is a global study that examines data breaches in
different countries and industries. The report analyzes data breaches in different regions,
including North America, Europe, Asia-Pacific, and the Middle East, and covers various
industries, including healthcare, financial services, retail, and manufacturing. According to
this report, the average total cost of a data breach in 2020 was $3.86 million USD, with an
average cost of $150 USD per record, highlighting the economic burden of these illegal acts
in addition to ethical violations and privacy [26]. Therefore, it is more than necessary to
reduce the impact of malicious attacks or system disruptions on ML.

In this context, Google proposed federated learning in 2016, which later proved to be
a solution to privacy issues [27]. Federated learning is thus defined as a machine learning
method that allows numerous devices or organizations to train a model collaboratively
without sharing raw data. Alternatively, the model is trained on local data, and only the
model updates are shared with a central server, which enables privacy-preserving and
decentralized model training [27,28]. By decentralizing the ML process, and reducing the
amount of data transferred between devices and servers, federated learning was able to
minimize the risk of data leaks from malicious attacks and system failures. These results
were confirmed by different studies, for instance [29], where the authors proved that their
federated learning framework preserves up to 99% of bandwidth and 99% of energy for
clients during communication.

After that, in the federated learning domain, an aggregation algorithm is defined as
the technique that aggregates the result of training multiple smart models on the clients’
side using their local data. This algorithm is the part that handles the fusion of the results
obtained from the local clients training, and updating the global model. The aggregation
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algorithms in federated learning are discussed and reviewed in detail in this paper. In
addition, Figure 2 illustrates the aggregation algorithm in the federated learning domain.

Client Client
=] =]
- Local Aggregation Local -
_ Model Algorithm Model _
/ |
// \,
Local / Global Model \ Local
Model | \ Model
Client / Client
~ ] | ~ ]
. / \ .

Figure 2. Federated learning aggregation algorithms.

1.4. Article Outline and Contributions

In this article, aggregation algorithms in the field of federated machine learning are
discussed in detail. To achieve this goal, the topic is discussed in detail in the following
sections. In Section 2, federated learning is discussed from different perspectives, including
both definitions and technical perspectives. In addition, aggregation is defined and its
various approaches are explored. In Section 3, the state of the art of aggregation algorithms
in federated learning is presented and a taxonomy for the available algorithms is proposed.
In Section 4, an overview of these algorithms is given, exploring the contribution of each
algorithm along with its limitations and future prospects. Finally, the aforementioned
sections are followed by a conclusion that summarizes the entire work. In this context, this
article attempts to answer the following research questions:

*  What is federated machine learning?

e Whatis aggregation in federated learning?

¢  What are the different aggregation strategies?

¢ What s the state of the art in FL aggregation algorithms?

*  What possible taxonomy can be established for these algorithms?

¢ What are the area(s) of contribution for each proposed aggregation algorithms?

¢ What are the limitations to date in this area?

e What future perspectives can be pursued to improve aggregation in the field FL?

The topic of federated machine learning has been a hot and timely topic lately. Al-
though it was first used in 2016, FL has become the focus of interest among computer
science researchers because it is expected to play a role in advancing machine learning as a
privacy-preserving technology that will help overcome the increasing conflicts associated
with it. Dozens, if not hundreds, of studies have already been published in this regard.
However, to our knowledge, none of these studies have addressed, inclusively and com-
pletely, the issue of aggregation algorithms in FL, as is the case in this study. For example,
the authors of [30] discussed privacy and security in FL aggregation algorithms, but did
not mention other aggregation approaches that address other goals, such as reducing
communication and computational overhead, scalability, or other issues, as is the case here.
Consequently, there is a great need to study this area in order to direct future efforts to
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the crucial work that best contributes to the advancement of the field FL. Therefore, this
article attempts to fill the gap in this area by providing a complete overview of the currently
available federated learning aggregation algorithms, discussing their contributions and
limitations, and providing future perspectives that researchers can pursue in their future
studies. The contributions of this article can be summarized as follows:

¢ Differentiating between exchanging model updates, parameters or gradients in FL;

*  Explaining aggregation algorithms in federated learning domain;

*  Describing aggregation and its different approaches;

*  Presenting the state of the art of aggregation algorithms in federated learning;

¢  Proposing a taxonomy that can be followed in categorizing FL aggregation algorithms;

¢ Discussing the contributions of each of the available FL aggregation algorithms;

e  Studying the limitations of the aforementioned algorithms;

¢  Examining possible future prospects, which can be used as a starting point for further
studies to improve aggregation algorithms in the field of FL.

2. Materials and Methods: Studying Federated Learning and Aggregation

Privacy and security are paramount in the age of big data. The more data that are
collected and shared, the greater the risk of data breaches. Federated machine learning
offers a compelling answer to these problems by allowing data to be analyzed and shared
without ever leaving the device on which it was collected. Federated machine learning
can realize the full potential of big data while protecting privacy and security by lever-
aging advanced algorithms and unique aggregation approaches. This section presents
the technological foundations of federated machine learning and the various aggregation
strategies that can be used to harness the potential of scattered data. Different approaches
to secure privacy-preserving methods are explored, ranging from simple averaging to more
advanced methods such as secure multi-party computing and differential privacy.

2.1. Federated Learning: An Overview

In federated machine learning, many parties collaborate to train a single model without
exposing their own data to the other entities or a central server. The term “federated
machine learning” can also refer to distributed learning with multiple participants. In this
technique, each participant trains a model using only the data specific to that participant,
and then shares the refined model parameters with a central repository. After receiving
updates to the model from all participants, the aggregator merges them into a single,
updated version of the model. This process is iteratively repeated until the accuracy of the
combined model reaches the target level. Federated machine learning makes it possible to
ensure privacy in machine learning, where sensitive data remain under the control of its
original owners by ensuring that the data are stored locally and that data transfer between
parties is kept to a minimum [27,28,31].

2.2. Federated Learning: Technical Perspectives

Federated learning is emerging as a privacy-preserving machine learning technology
that is not only capable of protecting private data, but also improving the quality of models
by facilitating access to more data. This potential stems from the underlying architecture
and technical perspectives considered in this context.

2.2.1. Underlying Architecture

Typically, a federated machine learning environment consists mainly of a set of four
groups of entities, namely, the main server, the parties, the communication framework,
and the aggregation algorithm [31-33]. Each of these entities assumes a specific role in the
federated learning process. These entities can be defined as follows:

*  Central Server: the entity responsible for managing the connections between the
entities in the FL environment and for aggregating the knowledge acquired by the
FL clients;
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Parties (Clients): all computing devices with data that can be used for training the
global model, including but not limited to: personal computers, servers, smartphones,
smartwatches, computerized sensor devices, and many more;

Communication Framework: consists of the tools and devices used to connect servers
and parties and can vary between an internal network, an intranet, or even the Internet;
Aggregation Algorithm: the entity responsible for aggregating the knowledge ob-
tained by the parties after training with their local data and using the aggregated
knowledge to update the global model.

Following this, the classical approach of the learning process is achieved in the envi-

ronment of FL by repeating the following steps:

1.
2.

3.

4.

Central server receives connection from clients and sends them initial global model;
Parties receive initial copy of model, train it with their local data, and send results
back to central server;

The central server receives the locally trained models, which are aggregated with the
correct algorithm;

The central server updates the global model based on the aggregation results and
sends the updated version to the clients;

Repeat the above steps until the model converges or until the server decides to stop.

In Figure 3 below, the underlying architecture, entities, and process steps are illustrated

for a better description of the FL environment.

o7
e

o7

o 1]
6 — —  Aggregation (2]

Algorithm

(2]
o

And model for training on parties’ local data\ i?‘

(2]

3

Global |
9 Model
(1]

9 Send the local trained model for server P
Aggregate the received model and update global mode
Send the updated model to entities and repeat

Figure 3. Federated learning process and environment.

2.2.2. Exchanging Models, Parameters, or Gradients

In classical machine learning, data are collected on the server so that the models can

be trained directly, building their ability to predict future instances. In contrast, in the
federated learning environment, the data are not collected on the server, but the models are
shared between the server and the clients so that training can be performed on the local data,
which helps to maintain privacy. The term “exchange of models” is often used in federated
learning research, but it does not describe the different approaches to message exchange
between the central server and the clients. For example, there are other alternatives for
sending and receiving models, such as exchanging gradients or model parameters instead
of the model itself. In this context, the different approaches to message exchange in the FL
environment can be described as follows:
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*  Exchanging Models: This is the classical approach, where models are exchanged
between server and clients. This approach is very costly in terms of communication
and also poses security problems, since the models can be intercepted with malicious
intent to extract the data used for training;

¢  Exchanging Gradients [34,35]: Instead of submitting the entire model to the server,
clients in this method submit only the gradients they compute locally. Federated
learning with gradient aggregation (FLAG) is another name for this strategy. Each
client computes the gradients using its own local data and then submits them to the
server, which indicates the direction in which the parameters of the model should
be updated to minimize the loss function. After the server collects the gradients, it
applies them to the global model. This method has the advantage of both maintaining
privacy and reducing communication costs. The divergence of local models is one
of the challenges that can arise with this strategy when clients use different learning
rates and optimization strategies;

¢ Exchanging Model Parameters [36,37]: This concept is mainly tied to neural networks
where model parameters and weights are usually used interchangeably. Parameters,
sometimes called weights, are the values assigned to connections between neurons in a
neural network where the input from one layer of neurons is used by the next layer to
produce an output, which is then weighted. During training, the weights are adjusted
to reduce the discrepancy between the expected and actual output. This method has
the potential to reduce the burden of communication costs in an FL environment while
maintaining the confidentiality features of the FL approach. However, this method
assumes that all clients have the same model architecture, which may not be the case
for all implementations, leading to numerous problems. There is also the possibility
that the method will not be effective if the client data are too large or if the data are
not balanced on the client side;

*  Hybrid Approaches: Two or more of the above methods can be combined to form a
hybrid strategy that is particularly suited to a particular application or environment.
For example, the server can broadcast the initial parameters for the clients to all nodes
and then receive updated models from the nodes, which it then combines with its own
to create a global model.

In Table 2 below, the different types of messages exchanged between server and
clients in federated learning environment are summarized, along with their advantages
and disadvantages.

Table 2. FL exchanged messages: models updates vs. parameters vs. gradients.

Type Concept Advantages Disadvantages
Exchanging Models Models are sent between Fase of implementation High communication cost
server and clients Less secure
Exchanging Gradients Only gradients are N >.<changed Lower communication cost Local models divergence
between entities Higher security
Limitation to neural networks
. . L Unified client model
Exchanging Model Only weight and parameters Lower communication cost architecture
Parameters are exchanged Higher security Not effective with big or
imbalanced data
Hybrid Approach Merging two or more of the Fit for specific cases Generated frameworks may

above approaches not be re-used

2.3. What Is Aggregation in FL?

Federated learning is a collaborative, decentralized machine learning technology
where entities within the network collaborate in training a global model without sacrific-
ing the security of private data. To make the process of integrating the obtained results
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efficient, an aggregation approach is essential, whether the messages exchanged are the
models themselves, some or all of their parameters, or gradients. Each client trains its own
model on its own data and then transmits these results to the server, where an aggregation
approach uses these results to generate the group’s collaborative relationship. Then, this
information is used to update the global model. The central server can leverage the diver-
sity of the training data without actually having access to the raw data by aggregating the
model updates sent from each device. The various aggregation methods available for use in
federated machine learning each have their own advantages and disadvantages. However,
aggregation in federated machine learning goes beyond simply merging model updates.
In addition to tracking model performance across devices, additional statistical indicators
such as loss functions or accuracy measurements can also be aggregated. Furthermore,
aggregation can be carried out in a hierarchical manner, aggregating local models on inter-
mediate servers before sending them to the central server, enabling large-scale federated
learning systems. This is why the aggregation algorithm is such a fundamental concept in
federated learning; it ultimately determines the success of model training and whether or
not the resulting model is practical to use [28,29,31,32].

2.4. Different Approaches of Aggregation

Aggregation algorithms in federated learning are important because of their role in
updating global models. There are many aggregation approaches that can be followed in
building the aggregation algorithm in a federated learning environment. In federated learn-
ing, a variety of aggregation algorithms are used depending on the goals to be achieved,
such as protecting user privacy, increasing the convergence rate, and reducing the damage
caused by fraudulent customers. Each of these approaches has its advantages and disad-
vantages, and some are better suited to certain contexts of federated learning than others.
In this section, the best- known aggregation algorithms are mentioned, since there may be
approaches other than those presented here.

2.4.1. Average Aggregation

This is the initial approach and the most commonly known. In this approach, the
server summarizes the received messages, whether they are model updates, parameters,
or gradients, by determining the average value of the received updates. Since the set of
participating clients is denoted by “N” and their updates are denoted by “w;”, the aggregate
update “w” is calculated as follows [38]:

N

w=(1/N)*)_ w; (1)

i=1

2.4.2. Clipped Average Aggregation

This method is similar to average aggregation, where the average of received messages
is calculated, but with an additional step of clipping the model updates to a predefined
range before averaging. This approach helps reduce the impact of outliers and malicious
clients that may transmit large and malicious updates [39]. Since “N” denotes the set
of participating clients and “w;” denotes their relative weights, “clip(x,c)” is a function,
which clips the values of “x” to a range of “[—c, c]”, and “c” is the clipping threshold, the
total clipped aggregate update “w” is calculated as [39]

N

w=(1/N)=Y_ clip(w;,c) ()
i=1

2.4.3. Secure Aggregation

Techniques such as homomorphic encryption, secure multiparty computation, and
secure enclaves make the aggregation process more secure and private in this way. These
methods can ensure that client data remain confidential during the aggregation process,



Electronics 2023, 12, 2287

11 of 35

which is critical in environments where data privacy is a high priority [40]. Secure aggrega-
tion is the result of integrating security techniques, such as those mentioned earlier, with
one of the available aggregation algorithms to create a new secure algorithm. However,
one of the most popular secure aggregation algorithms is the differential privacy aggrega-
tion algorithm, which proposes a different technique for integrating clients results. This
technique is detailed in the next section.

2.4.4. Differential Privacy Average Aggregation

This approach adds a layer of differential privacy to the aggregation process to ensure
confidentiality of client data. Each client adds random noise to its model update before
sending it to the server, and the server compiles the final model by aggregating the up-
dates with the random noise. The amount of noise in each update is carefully tuned to
compromise between privacy and model correctness. If “N” denotes the set of participating
clients and "w;” denotes their relative weights, “n;” is a random noise vector, drawn from
a Laplace distribution with a scale parameter “b”, and “b” is a privacy budget parameter,
the differentially private aggregate update “w” is calculated as follows [41]:

(w; +b-n;) 3)

S

Il
z|=
I

1

2.4.5. Momentum Aggregation

This strategy should help solve the slow convergence problem in federated learning.
Each client stores a “momentum” term that describes the direction of model changes in
the past. Before a new update is sent to the server, the momentum term is appended to the
update. The server collects the updates enriched with the momentum term to build the
final model, which can speed up convergence [42].

2.4.6. Weighted Aggregation

In this method, the server weights each client’s contribution to the final model update
depending on client performance or other parameters such as the client’s device type,
the quality of the network connection, or the similarity of the data to the global data
distribution. This can help give more weight to consumers that are more reliable or
representative, improving the overall accuracy of the model. Given that “N” denotes the
set of participating clients and “w;” their relative weights, and their corresponding weights
“a;”, the weighted aggregate update “w” is computed as follows [43]:

N N
w:(zai*wi)/(zai) 4)

2.4.7. Bayesian Aggregation

In this approach, the server aggregates model updates from multiple clients using
Bayesian inference, which allows for uncertainty in model parameters. This can help reduce
overfitting and improve the generalizability of the model [44].

2.4.8. Adversarial Aggregation

In this method, the server applies a number of techniques to detect and mitigate the
impact of customers submitting fraudulent model changes. This may include methods
such as outlier rejection, model-based anomaly detection, and secure enclaves [45].

2.4.9. Quantization Aggregation

In this approach, model updates are quantized into a lower bit form before being
delivered to the server for aggregation. This reduces the amount of data to be transmitted
and improves communication efficiency [46].
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2.4.10. Hierarchical Aggregation

In this way, the aggregation process is carried out at multiple levels of a hierarchical
structure, such as a federal hierarchy. This can help reduce the communication overhead
by performing local aggregations at lower levels of the hierarchy before passing the results
on to higher levels [47].

2.4.11. Personalized Aggregation

During the aggregation process, this approach considers the unique characteristics of
each client’s data. In this way, the global model can be updated in the most appropriate
way for each client’s data, while ensuring data privacy [48].

2.4.12. Ensemble Bases Aggregation

The model is trained on different subsets of clients, called ensembles, and the resulting
models are integrated to produce the final model. Each ensemble may have a specific subset
of clients and models trained on that customer. The models from each ensemble are then
merged to create a final model. This method can help reduce the impact of non-IID data
while improving model accuracy. To increase model accuracy, ensemble-based aggregation
can be combined with other aggregation approaches, such as weighted aggregation [49].

In Table 3, these aggregation algorithms are summarized, showing at the same time
their main concept as well as their advantages and disadvantages.

Table 3. FL aggregation approaches: concepts, advantages, and disadvantages.

Approach Main Concept Advantages Disadvantages
Sensitive to outliers and
Average Aggregation Average the clients updates Simple and easy to implement malicious clients

Can improve model accuracy

May not perform well in cases
of non-1ID data

Clipped Average Aggregation

Clip the model updates to a
predefined range before
taking the average

Reduces the effect of outliers
and malicious clients
Can improve model accuracy

More computationally
intensive

Secure Aggregation

Use techniques such as
homomorphic encryption or
secure multi-party
computation to ensure privacy

Provides a high level of
privacy protection
Can still achieve good model
accuracy

May be computationally
expensive and slower than
other aggregation methods

Requires careful
implementation and
management of security
protocols

Differential Privacy Average
Aggregation

Add random noise to the
model updates before
aggregation to ensure privacy

Provides a high level of
privacy protection

May be slower and less
efficient than other
aggregation methods
The level of noise added can
impact model accuracy

Momentum Aggregation

Add a momentum term to the
model updates before
aggregation to improve
convergence speed

Can improve convergence
speed and reduce the impact
of noisy or slow clients

May be sensitive to the choice
of momentum term and the
level of noise in the updates

Weighted Aggregation

Weight the contributions of
different clients based on
performance or other factors

Can improve model accuracy
by giving more weight to
more reliable or representative
clients

Requires careful calibration of
weights and may be sensitive
to bias or noise in
performance metrics
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Table 3. Cont.

Approach Main Concept Advantages Disadvantages
Can be computationally
Use Bayesian inference to Can improve model expen:xgsrrlltc; Z)efq(;l:; large
Bayesian Aggregation aggregate model updates and generalization and reduce

take uncertainty into account

overfitting

The Bayesian model
assumptions may not hold for
all types of data

Adversarial Aggregation

Detect and mitigate the
impact of malicious clients or
outlier model updates

Can improve model accuracy
and reduce the impact of
malicious clients

May be computationally
expensive and require
sophisticated detection and
mitigation techniques

Quantization

Reduce the bit representation
of model updates before
transmission

Can improve communication
efficiency and reduce
bandwidth requirements

May introduce quantization
error that can impact model
accuracy
The level of quantization
needs to be carefully chosen

Hierarchical Aggregation

Perform aggregation at
different levels of a
hierarchical structure

Can improve communication
efficiency by performing local
aggregation at lower levels

Requires a well-defined
hierarchical structure and
careful management of data
and aggregation protocols

Personalized Aggregation

Takes clients” unique
characteristics into account

Improves model performance
by adapting to individual
client data

Maintains privacy, but may
require additional
communication and
computational overhead

Ensemble-based Aggregation

Aggregate the model updates
of multiple models trained on
different subsets of the data

Can improve model accuracy
by leveraging the diversity of
the models

May be computationally
expensive and require careful
management of the ensemble

models

In this section, federated machine learning has been explained and discussed in detail.
Federated learning is a machine learning-based technology that allows smart models to be
trained without the need to collect users’ private data on central servers. Alternatively, and
because of the technical architecture on which FL is built, models are sent to users to be
trained on their data, preserving privacy. Another approach in FL involves the exchange
of model parameters or gradients. In this context, the messages exchanged between the
central server and the clients of FL must be aggregated to produce the final global model.
Consequently, the aggregation algorithms in FL are the mechanisms used to integrate
knowledge from local models into a global model. Originally, the average aggregation was
proposed by Google in their FL aggregation algorithm called Fed Avg [38]. Later, several
aggregation concepts were proposed in different studies, as explained earlier. In the next
section, various FL aggregation algorithms are discussed and the state of the art is also
presented.

3. Results: FL Aggregation Algorithm Implementations

In federated machine learning, both clients and server collaborate in training a smart
model. The different approaches taken in aggregating locally trained models have led to
several aggregation algorithms in recent years. Although it was first proposed by Google in
2016 [38], federated learning emerged as a trending topic that attracted researchers and led
to dozens of studies in this area. In this context, several implementations for FL aggregation
algorithms can be found in the literature and will be discussed in this section.
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3.1. State of the Art

Aggregation algorithms for federated learning are being studied extensively, and
researchers are making great efforts to advance this field. In the last six years, twenty-seven
implementations were carried out in this context. These implementations are described
below. A graphical summary of these implementations is shown in Figure 4 below.

Aggregation Algorithms in last 6 Years

1 unnamed

FedOPT - FedADAGARD - FedYOGI -
FedADAM
sacrrow Y, FedbiA

SAFA
FedBoost FedPSO
LEGATO SEAR

MHAT Turbo- 1 unnamed

L ‘ Aggregate ‘

Figure 4. Implementations of FL aggregation algorithms.

3.1.1. “2017-2019”: Introducing FL to the Market

The first implementation of a federated learning framework, called FedAvg, was
proposed by Google [38], and they were the first to propose training smart models without
collecting user data. This article provided the first practical method for FL of deep networks
based on iterative model averaging. The authors of this article used five different model
architectures and four datasets to evaluate their model. In the same year, the authors of [50]
developed a novel communication-efficient, failure-robust protocol for secure aggregation
of multiple and high-dimensional data. The proposed protocol allows a server to compute
the sum of large data held by the user in a secure manner. The obtained results prove
the security of their protocol in the “honest but curious” and “active adversary” settings,
maintaining this security even if an arbitrarily chosen subset of users drops out at any
point in time. Furthermore, in [51], the authors presented a new approach that is robust to
possible poisoning of local data or model parameters. Their model, called robust federated
aggregation (RFA), aggregates local updates using the geometric median, which can be
efficiently computed using a Weiszfeld-type algorithm. The authors also offered two
variants of RFA: a faster variant with robust one-step aggregation and another with intra-
device personalization. They tested their model with three tasks from computer vision and
natural language processing and their results competed with classical aggregation.

3.1.2. “2020”: A Big Step

The year 2020 brought a boost in the development of FL aggregation algorithms. For
instance, authors of [52] proposed SCAFFOLD, a new algorithm that uses control variance
to correct for ‘client drift” in its local updates. The obtained results showed that SCAFFOLD
requires fewer rounds of communication and is not affected by data heterogeneity or client
sampling. Moreover, SCAFFOLD proved that exploiting client data similarity leads to
faster convergence. Moreover, in [53], the authors proposed different versions of federated
learning models using different adaptive optimizations, including ADAGRAD, ADAM, and
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YOGI, and analyzed their convergence in the presence of heterogeneous data for general
nonconvex settings. The obtained results proved the feasibility of these models in reducing
convergence in FL. Moreover, in [54], the authors presented an alternative approach called
FedBoost, which uses an ensemble of pre-trained base predictors. This method can be used
to train a model that can overcome the limitations of communication bandwidth and client
memory capacity. With their proposed model, the cost of communication between server
and clients could be reduced.

In addition, the authors of [55] proposed FedProx, which is able to deal with hetero-
geneity in federated learning networks. FedProx is a generalization and reparametrization
of FedAvg, and they proved that their model provides more robust convergence than
FedAvg over a range of real-world heterogeneous datasets. Moreover, the authors of [56]
proposed a federated matching average (FedMA ) algorithm, which constructs the joint
global model layer-by-layer by matching and averaging hidden elements with similar
feature extraction signatures. Their results show that FedMA outperforms the classical
algorithms of FL in processing real-world datasets and also reduces the overall communi-
cation overhead. In the same context, the authors of [57] investigated the analog gradient
aggregation (AGA) solution to overcome the communication resource constraints in FL
applications. They proposed both new communication and learning approaches to improve
the quality of gradient aggregation and accelerate the convergence speed. In addition, in
article [58], the authors proposed a low-complexity approach that preserves user privacy
and uses significantly fewer computational and communication resources.

Furthermore, in [59], the authors proposed a new approach to selective model aggre-
gation based on a two-dimensional contract theory as a distributed framework to facilitate
the interaction between FL entities. They tested their approach with two datasets, MNIST
and BelgiumTSC. The obtained results showed that their model outperformed the original
FL model, i.e., FedAvg. Moreover, the authors of [60] developed a new model that is
characterized by adaptive communication of quantized gradients. The key idea of their
model is quantization of gradients as well as skipping of less informative quantized gra-
dient communications by reusing previous gradients. Quantization and skipping lead
to 'lazy” worker—server communication, which explains the name of their model as the
lazily aggregated quantized (LAQ) gradient.Their model showed a significant reduction in
communication compared to other FL approaches. In addition, the authors of [61] proposed
a semi-synchronous FL protocol, referred to as SAFA, to improve the convergence rate in
heterogeneous FL networks. The authors introduced new designs for model distribution,
client selection, and global aggregation to reduce the negative effects of stragglers, crashes,
and model staleness. The obtained results demonstrate that the proposed model efficiently
shortens the duration of interconnection rounds, reduces the waste of local resources, and
improves the accuracy of the global model at an acceptable communication cost.

3.1.3. “2021”: FL toward More Enhancements

In addition, the authors proposed FedDist in [62], a novel approach for FL aggrega-
tion, which is able to change its architecture by detecting dissimilarities between clients.
This approach improves the personalization and specificity of the model without com-
promising generalization. In addition, the authors of [46] proposed federated learning
with heterogeneous quantization (FedHQ), which accelerates convergence by computing
and piggybacking the instantaneous quantization error as each client uploads the local
model update, and the server dynamically computes the appropriate weight for the current
aggregation. Their results show that the performance of FedHQ outperforms Fed Avg with
an accelerated convergence rate. Similarly, in [63], the authors proposed a novel system
known as federated learning with quality awareness (FAIR), which consists of three main
components. The first component is learning quality estimation, which uses historical
learning records to estimate the user’s learning quality. The second component is the
quality-aware incentive mechanism, which reverses the auction problem to encourage
the participation of users with high learning quality. The third component is the model
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aggregation, where only ideal models are aggregated in this process to optimize the global
model. Their conducted experiments demonstrated the effectiveness of FAIR.

Similarly, in [64], the authors proposed the new model called federated particle swarm
optimization (FedPSO), which has increased robustness to unstable network environments.
This is achieved by modifying the data that clients send to servers by transmitting score
values instead of large weights of local models. In addition, FedPSO has improved network
communication performance. Tests conducted by the authors have shown that their model
has an improved communication approach where data transmission has been minimized,
and that it has improved accuracy even in unstable networks. The authors of [65] also
presented their model, called layerwise gradient aggregattion (LEGATO). LEGATO is a
scalable and generalizable aggregation approach. Their model uses a dynamic gradient
weighting scheme that processes gradients based on layer-specific robustness. Experiments
conducted by the authors showed that LEGATO is computationally more efficient than
previous models of FL. Moreover, LEGATO proved its efficiency against attacks such as
the Byzantine attack. In addition, the authors proposed a new model in [66] called model-
heterogenous aggregation training (MHAT) FL. The model relies on knowledge distillation
to extract update information from the heterogeneous model of all clients and then train a
supporting model on the server to understand the information aggregation. By relieving
clients from using a unified model, computational resources are significantly reduced,
and the convergence accuracy of the model also remains acceptable. The efficiency and
applicability of this model has been demonstrated through several tests in this paper.

In response, the authors of [67] proposed a new federated learning model with an
improved communication protocol to minimize privacy leakage. Unlike previous work that
used differential privacy or homomorphic encryption, the proposed protocol controls the
communication between participants in each round of aggregation. This communication
pattern was inspired by combinatorial block design theory. The authors evaluated their
model using tests with nine datasets distributed over fifteen sites. The obtained results
demonstrate the efficiency of this model in minimizing privacy leakage. In addition,
the authors of [68] proposed a new FL model based on a reputation-based aggregation
methodology. The methodology scales the aggregation weights of users according to their
reputation value, which is calculated using the performance metrics of their trained local
model in each training round. This reputation value can therefore be considered as a metric
for evaluating the direct contributions of each trained local model. The tests conducted by
the authors have shown that their model outperforms previous implementations, especially
in non-independent and identically distributed (non-1ID) FL scenarios. In addition, in [69],
the authors proposed a new model FL called the secure and efficient aggregation framework
(SEAR). SEAR is a Byzantine-robust model for federated learning. The model relies on intel
software guard extensions (SGX) to protect clients’ locally trained models from Byzantine
attacks. Considering the memory limitation in their concurrent trusted Intel SGX memory,
the authors proposed to use two data storage modes to efficiently implement aggregation
algorithms. Experiments conducted by the authors showed that SEAR is computationally
efficient and robust against attacks. Furthermore, in [70], the authors proposed a secure
aggregation framework FL called turbo-aggregate. This framework uses a circular multi-
group strategy to efficiently aggregate locally trained models. Moreover, the framework
uses additive secret sharing to incorporate aggregation redundancy to deal with user
failures while maintaining the privacy of all users. The framework was tested and the
results showed that, first, it provides an increase in aggregation speed of up to 40 times
compared to previous implementations and, second, the total runtime grows almost linearly
with the number of users, which increases scalability.

3.1.4. “2022”: The Journey Continues

Recently, in [71], the authors proposed an efficient privacy-preserving data aggregation
(EPPDA) mechanism. EPPDA is based on secret sharing and has an efficient fault-tolerance
method to deal with user disconnection. The authors tested their model to show that it
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is robust against reverse attacks and user connection disruption. In addition, the authors
of [72] proposed a new FL model called federated buffered asynchronous aggregation
(FedBuff). FedBuff is independent of the optimizer choice and combines the best features of
synchronous and asynchronous FL. FedBuff was found to be 3.3 times more efficient than
synchronous FL and up to 2.5 times more efficient than asynchronous FL. In addition, the
authors of [73] proposed HeteroSAg, that enables secure aggregation with heterogeneous
quantization. Their strategy was based on a grouping scheme that divides the network
into groups and divides local model updates from users into segments. Therefore, aggre-
gation is applied to segments with specific coordination between users instead of being
applied to the local model. This strategy allows the edge users to adapt to their available
communication resources, thus achieving a better trade-off between training accuracy and
communication time. The tests conducted by the authors also show that HeteroSAg is
robust against Byzantine attacks. Finally, in [74], LightSecAgg was proposed, which is
based on reconstructing the aggregate mask of active users using “ mask coding/decoding”
instead of “random-seed reconstruction of the dropped users ”. LightSecAgg shows a
reduction in overhead for resilience against lost users. In addition, it provides a modular
system design and optimized parallelization on the device for a scalable implementation
that improves the speed of concurrent data exchange. The authors tested their model with
four datasets to show its resilience to dropouts and significant reduction in training time.

3.2. FL Aggregation Algorithm Implementations Taxonomy

The growing interest in federated learning aggregation approaches promises to en-
ergise the field and encourage the adoption of this emerging technology in real-world
applications. The available aggregation algorithms can be classified under different aspects
besides the year of introduction, as mentioned earlier.

3.2.1. Classification by Area of Contribution

The analysis of the previously mentioned implementations leads to a summary of
their contribution areas in the list below. In addition, Table 4 below shows a summary of
the contribution of each implementation:
¢  Improving model aggregation;

*  Reducing convergence;

e  Handling heterogeneity;

¢ Enhancing security;

*  Reducing communication and computation cost;

e  Handling users’ failures (fault tolerance);

*  Boosting learning quality;

¢  Supporting scalability, personalization and generalization.

However, the achievements of the federated learning aggregation algorithms men-
tioned earlier focused mainly on the aggregation itself or on reducing communication
costs. The other contribution areas were less explored. For example, of the twenty-seven
algorithms mentioned, fifteen targeted global model aggregation and twelve targeted
communication cost reduction, while only three targeted learning quality improvement,
and only one targeted personalization. This distribution is shown in the graph provided
in Figure 5 below (in the pie chart, total will not add up to 100% since one study may
contribute to more than one area).
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Table 4. Contributions of FL aggregation algorithm implementations.
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[55] 2020 FedProx v v
[56] 2020 FedMA v v
[57]1 2020 - v v v
[58] 2020 - v v
[59] 2020 - v v
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3.2.2. Classification by the Aggregation Approach

On the other hand, considering the aggregation approaches followed in the algorithms,
we can classify these implementations into the mapping shown in Table 5 below.

Table 5. Aggregation approaches followed in state of the art of FL aggregation algorithms.

Ref. Year Given Name Aggregation Approach

[38] 2017 FedAVG Averaging Aggregation

[50] 2017 - Secure Aggregation

[51] 2019 RFA Averaging Aggregation

[52] 2020 SCAFFOLD Secure Aggregation

[53] 2020 FedOPT Weighted Aggregation
FedADAGAR Differential Privacy Average Aggregation
FedYOGI Personalized Aggregation
FedADAM -

[54] 2020 FedBoost Ensemble-Based Aggregation

[55] 2020 FedProx Weighted Aggregation

[56] 2020 FedMA Personalized Aggregation

[57] 2020 - Personalized Aggregation

[58] 2020 - Secure Aggregation

[59] 2020 - Personalized Aggregation

[60] 2020 LAQ Quantization Aggregation

[61] 2020 SAFA Secure Aggregation

[62] 2021 FedDist Weighted Aggregation

[46] 2021 FEDHQ Quantization Aggregation

[63] 2021 FAIR Personalized Aggregation

[64] 2021 FedPSO Ensemble-Based Aggregation

[65] 2021 LEGATO Personalized Aggregation

[66] 2021 MHAT Personalized Aggregation

[67] 2021 - Secure Aggregation

[68] 2021 - Weighted Aggregation

[69] 2021 SEAR Secure Aggregation

[70] 2021 Turbo-Aggregate Secure Aggregation

Personalized Aggregation

[71] 2022 EPPDA Secure Aggregation

[72] 2022 FedBuff Ensemble-Based Aggregation

[73] 2022 HeteroSAg Secure Aggregation

Quantized Aggregation
[74] 2022 LightSecAgg Secure Aggregation
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As shown in the table above, most implementations focus on the secure aggregation
approach, which was implemented in 10 of the 27 available studies. Figure 6 below
illustrates the distribution of implementations per the aggregation approach followed, with
the approaches isted in Section 2.4 and summarized in Table 3.

Clipped Average Aggregation
Differential Privacy Average Aggregation

Ensemble-Based Aggregation

Distribution Per Aggregation Approach
Averaging Aggregation N

|
Momentum Aggregation
Weighted Aggregation [N
Secure Aggregation I
Bayesian Aggregation
Adversarial Aggregation
Quantization Aggregation I
Hierarchial Aggregation
Personalized Aggregation NN
|

Figure 6. Count per aggregation approach.

Federated learning is growing rapidly as it is expected to play a critical role in revo-
lutionizing the field of machine learning. Since the first FL aggregation algorithm, called
FedAvg [38], dozens of aggregation algorithms have been proposed. In this context, Fed Avg
was fraught with some challenges and shortcomings, which was the main goal of the later
studies. Therefore, each of the proposed algorithms contributed to the body of knowledge
in FL with a different topic. For example, some were focused on reducing convergence
costs, some on reducing Computation and communication costs, some on security, and so
on. Consequently, the proposed techniques can be classified from the perspective of their
contribution domain, or they can even be classified according to the aggregation approach
they follow. All these details have been mentioned in this section, and in the next section,
the areas to which they contribute will be discussed in detail and, finally, challenges and
future perspectives will be identified.

4. Discussion

Federated machine learning introduced a new concept to the field of artificial intel-
ligence. It offers the possibility of improving the accuracy of intelligent models while
preserving privacy, since user data are not collected on a central server as in classical
machine learning. Instead, model updates, parameters, or gradients are shared between
the server and FL clients, which are then aggregated to train or update the global model. In
this context, different aggregation strategies can be followed, which also leads to a plethora
of aggregation algorithms. Consequently, each aggregation follows one or more strategies
and is characterized by one or more contributions. Moreover, there are some limitations in
these implementations. All these details are discussed in this section.

4.1. Contributions of Aggregation Algorithms

Analysis of the distribution of implementations per area of contribution shows that
research in federated learning aggregation algorithms has produced a number of robust
algorithms that are also acceptable from the point of view of reduced communication
costs. However, from a security point of view, all the implementations carried out focused



Electronics 2023, 12, 2287

21 of 35

on only one type of attack, namely the Byzantine attack. Other attacks have not been
extensively covered in the literature, which raises the question of how robust the available
methods are against attacks such as reverse attacks, which are the main concern of FL,
where attackers can determine users’ private data from the local trained model exchanged
within the network. In addition, few efforts have been made to improve the learning quality
of FL's models, which in turn raises questions about the extent to which the accuracy of
ML's traditional algorithms is comparable to that of FL's models. Finally, personalization
has only been investigated in a single study, as shown in the table and the graph.

4.1.1. Aggregation

Advances in aggregation strategies in federated learning have been substantial in
recent years. Originally, the focus was on simple averaging methods such as federated
averaging, which takes the average of local model updates from each client and then
updates the global model using the averaged aggregation. This strategy was introduced by
Google in 2016, and their proposed framework became known as FedAvg [38]. However,
later studies such as [75,76] have shown that Fed Avg has several challenges in terms of
performance, such as the following:

e  Suffering from ’client-drift’ and convergence;

¢ Tuning difficulty;

¢ High communication and computation cost;

*  Significant variability in clients’ system characteristics;
¢ Non-identically distributed data across the network;

¢ Heterogeneity of devices, users and network channels;
*  Sensitivity to local models;

®  Scalability issues.

In this regard, the successor aggregation algorithms have tried to solve the above
problems, investigating the communication and computation costs in more than ten algo-
rithms such as SCAFFOLD [52], FedBoost [54], SAFA [61] and others. In addition, issues
related to heterogeneity, such as the diversity in clients’ data and devices, sensitivity to
local models, and others have been cited by aggregation algorithms such as FedYOGI [53],
FedMA [56], FAIR [63], LEGATO [65], and others, where these algorithms succeeded in
creating personalized aggregation algorithms that demonstrated their feasibility in different
scenarios, such as clients” data and device heterogeneity, and more. As a result, aggregation
itself has grown beyond the initial average integration to gain the ability to address more
complex problems. For example, the introduction of the secure aggregation algorithm
in [50] opened the door to improving the security of aggregation algorithms. In addition,
the weighted and differential aggregation with average privacy introduced in [53] enabled
more advanced aggregation algorithms where both security and communication cost are
considered in these strategies. The later aggregation algorithms introduced many more
aggregation concepts, showing the progress in this area mentioned earlier.

4.1.2. Convergence Reduction

In federated machine learning setup, the term convergence is used to describe the
point at which the parameters of the model reach a stable and accurate state on all clients
that contribute to the FL process. Fed Avg suffered from client drift and convergence prob-
lems, as mentioned earlier. However, later implementations of FL aggregation algorithms
included several mechanisms to address this problem.

For example, the developers of SCAFFOLD [52] attempted to reduce the commu-
nication rounds required for convergence by introducing an adaptive sampling strat-
egy [77]. Then, SCAFFOLD dynamically selects a subset of clients in each communication
round based on their similarity to the current global model. The selected clients are then
used to update the global model, reducing the diversity between the global model and
the selected clients, reducing the required communication rounds, and increasing the
convergence speed.
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In addition, FedOPT [53] improves convergence by applying optimization steps to both
local and global models that allow for more accurate client updates and better alignment
with the server’s optimization goal, thereby accelerating convergence and improving the
overall accuracy of the global model. In addition, the FedProx [55] aggregation algorithm
includes a proximal term [78] in the optimization objective to increase the similarity between
client updates, making the global model generalizable and able to represent the data
of all clients. In other words, the proximal term encourages the FL client updates to
be more similar compared to the global model, which increases the convergence speed.
Overall, it can be said that the convergence speed problem has been intensively studied by
researchers and many solutions have been proposed, including but not limited to those
previously mentioned.

4.1.3. Heterogeneity

Traditionally, federated learning aggregation algorithms followed average aggregation
to calculate the mathematical median of the received updates before updating the global
model based on this average. However, this approach did not seem to be suitable for sce-
narios where the participating clients have heterogeneous data or so-called non-informally,
identically distributed (Non-IID) data [79]. To address this issue, FedOPT [53] proposed to
perform local optimization of the clients’ dataset using the current global model parameters
as a starting point, allowing clients to fit their models to their data, resulting in improved
accuracy and generalizability. In contrast, FedMA [56] proposed a matched averaging
approach based on finding clients with comparable data distributions and then taking
the average of their model updates. The new global model parameters are based on the
calculated weighted average. A similar approach, called distribution matching, is also
included in FedHQ [46]. Overall, the handling of heterogeneity has been improved by the
aggregation algorithms for federated learning developed after the introduction of FedAvg.

4.1.4. Security

On the other hand, security has been an active area of study in aggregation algorithms
for federated learning. Due to the fact that FL is vulnerable to various types of attacks and
threats including, but not limited to, poisoning attacks such as Byzantine attacks, inference
attacks such as backdoor attacks, and more [80]. However, security enhancements were
later introduced to include various security aspects. For example, in [50], the authors
proposed a secure vector summation strategy that uses a protocol with a fixed number
of rounds, lower processing cost, high fault tolerance, and only a single server that can
be trusted with a small amount of information. In this architecture, the server has a dual
role: it must both transmit messages between the different participants and perform the
necessary computations. The authors also offer two variants of their protocol; the first
is more efficient and has a better chance of being secure in the simplest model against
honest but curious adversaries. Nevertheless, the alternative has been shown to be secure
in the random oracle paradigm and guarantees anonymity even when faced with active
adversaries, such as a hostile server.

In addition, to make the aggregation process more resilient to poisoning local data or
model parameters of participating devices, the authors of [51] proposed robust federated
aggregation (RFA). The authors contributed to the aggregation step and presented a better
aggregation technique for federated learning, since compromised devices can only affect the
global model through updates. The proposed technique aggregates model updates without
revealing the unique contribution of each device and is based on the geometric median,
which can be easily estimated using a Weiszfeld-type algorithm [81]. The experiments
conducted by the authors show that RFA can compete with traditional aggregation at a low
level of corruption and has greater resilience at a high level of corruption.

In addition, the authors of [67] have developed a decentralized aggregation protocol
for federated learning that protects user privacy, called SecureD-FL. The proposed approach
to data aggregation is based on a refined form of the alternating direction multiplier
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(ADMM) [82]. This communication pattern is inspired by combinatorial block design
theory and is used by the proposed method to minimize privacy loss and ensure privacy
from honest but curious adversaries in each aggregation round. To reduce the amount of
personal information leaked during the aggregation process, the algorithm selects which
subset of users (called a group) should have a conversation during each iteration.

In addition, the authors of [69] proposed SEAR, a secure aggregation algorithm that
uses a hardware-based trusted execution environment instead of time-consuming crypto-
graphic tools. For example, they used Intel SGX [83] trusted execution environment (TEE)
to aggregate the locally trained models in a secure and trusted hardware environment. This
is a secure area of the central processor where the confidentiality and integrity of the loaded
code and data can be well protected.

Furthermore, the authors of [71] proposed efficient privacy-preserving data aggrega-
tion (EPPDA), which exploits the homomorphism of secret exchange [84]. In this context,
secret sharing is able to protect the clients’ secret data and thus reduce the influence of
some malicious clients, which makes this algorithm a private, fault-tolerant algorithm. The
cryptographic primitives can be summarized in the following steps: secret sharing, key
exchange protocol, authenticated encryption, and the signature method.

Finally, in [73], the HeteroSAg aggregation algorithm protects the privacy of each
user’s local model updates by masking each user’s model update such that the mutual
information between the masked model and the unique model is zero. The efficiency
of HeteroSAg and its robustness against Byzantine attacks lie in the FL system cycle,
which executes a segment grouping strategy based on dividing edge users into groups and
segmenting local model updates for those users. In summary, security has been studied and
improved in FL aggregation algorithms, with several attempts in this area, as explained.
Furthermore, the security mechanisms used in the implemented aggregation algorithms
are summarized in Table 6.

Table 6. Security mechanisms followed in aggregation algorithms.

Ref. Mechanism

[50] Secure vector summing strategy

[51] Using geometric median estimated using a Weiszfeld-type algorithm

[67] Refined form of the alternating direction multiplier (ADMM)

[69] Hardware-based trusted execution environment instead of complex cryptographic tools
[71] Homomorphisms of the secret exchange

[73] Masking each user’s model update

4.1.5. Communication Cost

Federated machine learning, in its original version, offers a communication reduc-
tion approach where, instead of exchanging row data, which can sometimes be huge, it
only exchanges model updates, which are typically smaller compared to the initial data.
However, the training process in FL can take place in networks of enormous size, probably
even around the world, as is the case with FedAvg, which was originally used to train
Google keyboard services to improve text prediction. Apart from that, the network state
and bandwidth can depend very much on the connection service providers, so one has
to worry about the communication costs even if only model updates and no raw data
are exchanged.

To this end, in [50], the authors proposed a technique based on the use of quantiza-
tion, which involved reducing the amount of information exchanged between FL entities.
Specifically, they used fixed-point quantization, in which data values are represented as
fixed-point numbers with a finite number of bits, and achieved up to a 100-fold reduction
in communication costs with their approach compared to the standard approach of secure
aggregation without quantization. Similarly, in [60], the authors reduced communication
costs by quantizing gradients on client devices before transmitting them to the server, and
then aggregating the quantized gradients on the server in a “lazy manner,” thereby reduc-
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ing the size of the message exchanged and the communication costs. The same approach is
taken by the HeterOSAg [73] algorithm.

In addition, SCAFFOLD [52] reduced communication costs by exchanging the control
variate term [85] between server and clients instead of sending and receiving the entire
model. This term was designed to reduce the variance of the stochastic gradient descent
updates [86] and improve the convergence rate of the training process. In addition, the
FedMA algorithm [56] has succeeded in reducing the communication cost through the
matched averaging aggregation algorithms, where clients with similar distributions are
aggregated together, speeding up the convergence, reducing the execution rounds, and
reducing the overall communication cost even if the communication cannot be reduced in
one round.

In contrast, in [57], the authors proposed to use an analog network coding technique
to reduce the communication cost in federated learning over wireless networks. In this
approach, the gradients are transmitted with a much lower communication bandwidth by
encoding the gradients from multiple wireless devices into a single analog waveform that
is transmitted over a wireless network using a technique called a physical layer network
(PNC). Then, the received wave is decoded at the central server to recover the gradients
from the different devices so that they can be aggregated to update the global model. In [59],
the authors managed to reduce the communication cost by applying selective aggregation,
where in each round some clients are selected based on their data distribution to perform
the aggregation, reducing both the communication cost in a round and in the overall
FL cycle.

Moreover, the aggregation algorithm SAFA [61] proposed the introduction of a semi-
asynchronous protocol, where clients continue to train their local models while sending
updates to the server. The key idea to reduce the communication cost is that instead of
waiting for all clients to send their updates before aggregating them, the central server
aggregates the clients” updates with a small delay to allow more updates to arrive, thus
reducing the communication overhead and latency.

In addition, the authors of [64] proposed FedPSO, in which clients’ local models are
optimized using particle swarm optimization (PSO) and then only the optimized param-
eters are transmitted to the central server instead of transmitting the entire model. This
lowers the communication cost by significantly reducing the amount of data transmit-
ted between the central server and the clients. However, the algorithm proposed in [65],
called LEGATO, reduces the communication cost by performing gradient aggregation on
a per-layer basis instead of aggregating the gradient of the entire model. Finally, model
compression has been used in several approaches to reduce communication costs, e.g., in
FedBoost [54] and in [58]. In summary, the communication costs were increased in the
respective aggregation algorithms. The mechanisms for reducing communication costs in
the aggregation algorithms of FL are summarized in Table 7 below.

Table 7. Communication cost reduction mechanisms followed in aggregation algorithms.

Ref. Mechanism
[50,60,73] Quantization
[52] Exchanging the control variate term
gimng
[56] Matched averagin
gmg
[57] Analog network coding technique
g g q
[59] Selective aggregation
[61] Semi-asynchronous protocol
yI p
[64] Particle swarm optimization (PSO)
P
[65] Gradient aggregation on a per-layer basis

[54,58] Model compression




Electronics 2023, 12, 2287

25 of 35

4.1.6. Computation Cost

Federated learning, as a collaborative artificial intelligence technology requires addi-
tional computational costs due to the additional communication, aggregation, and manage-
ment processes performed throughout the FL cycle. However, this problem was addressed
with the proposed aggregation algorithms that followed the Fed Avg implementation. For
example, in [58], the authors proposed the use of the gradient masking [87] technique
to reduce computational costs. In this technique, each client encrypts its local gradient
updates with a mask generated by the server, which in turn performs secure aggregation
over the masked updates to train the global model. Applying aggregation over the masked
gradients reduces the computational cost on the server side, yet there is still debate about
the additive computational overhead required for masking and mask generation on both
the client and server sides.

Moreover, in [61], the authors used a selective technique in developing their aggrega-
tion algorithm called SAFA. The server selects a subset of clients to share the model with for
training, reducing the size of the data to be retrieved and aggregated. In [65], on the other
hand, the reduction in computational overhead comes from the reduction in communica-
tion, where the amount of data exchanged between the server and clients is reduced, thus
reducing the computational overhead. In addition, the personalization described in [66],
in which clients do not receive a uniform model depending on their data distribution and
characteristics, reduces the computational cost because each client receives a model that fits
its data, so the server only needs to perform minimal executions to train the global model.
Moreover, in [69], the authors used a sparse vector technique to compress the updates sent
by the clients, which reduces the computational cost in the FL cycle. Furthermore, in [70],
the authors reduced computational costs by using a circular multi-group aggregation struc-
ture to speed up the model aggregation process. In this approach, customer data are split
into multiple groups, with each group assigned a unique aggregation order. Then, the
groups are aggregated in a circular fashion so that each group is aggregated with a different
subset of groups in each round, resulting in a visible reduction in the computational cost.
Finally, the LightSecAgg [74] algorithm reduced the computational cost by reducing the
dimensionality of the updates through random projections and hashing, while maintaining
privacy as in traditional secure aggregation methods.

4.1.7. Fault Tolerance

The federated learning environment involves servers and clients collaborating in
training a global model without sharing client data. However, the participating clients may
lose connection to the network for various reasons. In this case, the training process of
the global model may be affected, and the server may even wait indefinitely for them to
reconnect, and even these stragglers may affect the accuracy of the global model. This case
is defined as model staleness [88]. The longer the delay continues, the more outdated the
model becomes, since the central server’s model is not updated with the latest local models.
To deal with this problem, the authors proposed in [61] a semi-asynchronous protocol that
preserves the local training results. To this end, the authors used the futility percentage
metric to measure the percentage of local progress wasted due to model synchronization
forced by the server. Furthermore, the EPPDA aggregation algorithm was described by the
authors of [71] as a fault-tolerant algorithm where aggregation continues regardless of how
many clients abort the process. Finally, in [74], the authors proposed a new aggregation
approach called LightSecAgg to overcome the bottleneck resulting from dropped users.
They considered changing the design of their aggregation process from “random-seed
reconstruction of the dropped users” to “one-shot aggregate mask reconstruction of active
users via mask encoding/decoding”. The proposed aggregation algorithms reflect a major
advance in the way a FL global server handles the faulty clients and reduces their impact
on the accuracy of the resulting global model.
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4.1.8. Learning Quality

In a federated learning system, clients may have different data that can affect the
quality of the globally trained model. Because clients may have different amounts and
qualities of data, it can be a challenge to ensure that the contributions of each client are
appropriately evaluated and that the resulting global model is of high quality based on
the results aggregated from the local models. To ensure acceptable learning quality, the
authors of [63] proposed a quality-aware aggregation scheme that weights each client’s
contribution based on the quality of its local data and the accuracy of its locally trained
model. In other words, they created an index for the contribution of each client’s local
model, with those with higher indices contributing more to the global model, leading to a
higher quality result. A similar approach was also proposed by the authors of [64,68].

4.1.9. Scalability

One of the biggest challenges in federated machine learning is its scalability. Unlike
classical machine learning, which requires only one central server for training, FL can
involve up to millions of devices in the training process. Therefore, developing a scalable
aggregation algorithm that can handle an increasing number of clients is a major require-
ment in this area. In this context, LEAGTO [65] has been proposed as a scalable aggregation
algorithm since it reduces the communication and computation costs. Similarly, Turbo-
Aggregate [70] is proposed as a scalable algorithm that can grow with a higher number of
clients due to reduced computation and optimized code.

4.1.10. Personalization

Consequently, the aggregation algorithms of federated learning are meant for distribu-
tion and collaboration between different clients to train a global model. The diversity and
heterogeneity of clients participating in the federated learning process make the develop-
ment of a personalized aggregation algorithm urgent. However, personalization is a topic
that can be considered from different perspectives, such as the following;:

e Ability to handle heterogeneous data and hardware;
*  Capability to adapt for the network settings such as bandwidth on the client’s side;
*  Other factors.

In this context, the aggregation algorithms FedYOGI [53], FedMA [56], FAIR [63],
LEGATO [65], MHAT [66], and TurboAggregate [70] were proposed as personalized ag-
gregation algorithms that managed to adapt to the particular circumstances on the client
side. However, these algorithms were not originally intended for personalization, which is
the only reason they were not classified as contributing to the personalization domain in
Table 4. In contrast, the FedDist [62] aggregation algorithm was tested for personalization,
which made it one of its targets.

4.2. Further Limitations

Federated learning aggregation algorithms are still at a very early stage. It has been
only six years since the concept was introduced to FL with its FedAvg aggregation al-
gorithm for averaging. However, tremendous efforts have been made to improve these
algorithms. As mentioned earlier, Fed Avg struggled with several obstacles such as slow
convergence, difficult tuning, high communication and computational costs, dealing with
client heterogeneity, scalability, and more [75,76]. These problems have been intensively
studied, and the algorithms developed after Fed Avg managed to solve several problems, as
explained in the previous section. However, there are still some challenges and limitations
in the area of aggregation algorithms, which will be discussed in this section.

4.2.1. Global Model Quality

There is agreement that larger amounts of training data can improve the accuracy
of a learned model in both traditional machine learning and deep learning. On the other
hand, in a distributed environment such as federated learning, the amount of data on
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each client is not necessarily the same, and it may be insufficient for local training at a
given time, which in turn reduces the accuracy of the local model and the global model
accordingly. Traditionally, there are some solutions in ML that can be followed to improve
the output of a smart model by improving the quality and quantity of data, such as
resampling and standardization, which have successfully improved the accuracy of models
in several examples such as [89,90]. However, these techniques are not guaranteed to
improve the overall quality of the globally trained model, as preprocessing methods may
vary depending on the heterogeneity of the client data, as some are able to handle certain
missing data while others cannot. This may create an impetus to find more robust solutions
to improve the overall quality of the global model.

4.2.2. Security Limitations

Although federated learning aims to create intelligent models that do not collect user
data, it is still vulnerable to data leaks caused by attacks. This is possible due to the transfer
of gradients and partial parameters, whether between clients and servers in the centralized
architecture or between the clients themselves in the decentralized architecture. These
parameters are attackable at three levels: at the inputs, at the learning process, and at the
learned model. Typically, the attacks are carried out by attackers originating from malicious
clients, and the types of attacks can be grouped as follows [80]:

*  Poisoning attacks: these are conducted by injecting noise into the FL system, and are
also split into two categories:

—  Data poisoning attacks: these are the most common attacks against ML models
and can be either targeted toward a specific class or non-targeted. In a targeted
attack, the noisy records of a specific target class are injected into local data so
that the learned model will act badly on this class;

- Model poisoning attacks: these are similar to data poisoning attacks, where the
adversary tries to poison the local models instead of the local data.

e Inference attacks: in some scenarios, it is possible to infer, conclude, or restore the
party local data from the model updates during the learning process;

*  Backdoor attacks: secure averaging allows parties to be anonymous during the model
update process. Using the same functionality, a party or group of parties can introduce
backdoor functionality in in FL global model. Then, a malicious entity can use the
backdoor to mislabel certain tasks such as choosing a specific label for a data instance
with specific characteristics. For sure, the proportion of the compromised devices and
FL model capacity affects in the intensity of such attacks.

Despite the fact that the developed aggregation algorithms have found robust solutions
to poisoning attacks such as the Byzantine attack [91], inference and backdoor attacks are
still observed in this area, which requires further development and research. In addition,
some techniques and methods in the aggregation algorithm domain are still unknown,
such as the polymorphic encryption,

“PE”, which has proven to be a viable technology for exchanging encrypted data with
high confidence in privacy, as explained in [92].

4.2.3. Evaluation Complexity and Lack of Standards

In classical machine learning and deep learning processes, models are usually eval-
uated using specific and defined metrics such as accuracy, precision, recall, specificity,
negativity, and others. In contrast, evaluating a federated learning system requires pa-
rameters that may include privacy level, communication cost, and robustness to attacks.
In addition, there are as yet no uniform standards that can be referenced to measure the
feasibility of an FL system.
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4.2.4. Software and Hardware Heterogeneity

The differences in hardware and software used by individual clients present a signifi-
cant obstacle to algorithms for aggregating learning across the FL system. Clients can vary
widely in terms of their data availability, feature representation, computing power, and
network connectivity. For example, poor generalization performance can result from over-
fitting the local model due to imbalanced data distribution. In addition, the convergence
of the model and the performance of the global model may be affected by the different
feature representations of the clients, which may lead to inconsistencies or incompatibilities
in the feature sets. Differences in the processing power of client devices can also lead
to performance inconsistencies during training, with some devices taking more time to
complete operations or being unable to run the model at all. Overall, heterogeneity can
have a detrimental effect on the efficiency and precision of the overall trained model.

4.2.5. User Adoption

Furthermore, one of the biggest obstacles to integrating federated machine learning
into real-world implementations is user acceptance, adoption, and participation. Although
FL is known as a privacy-preserving technology, FL is still new and not yet adopted by
users due to privacy concerns, discomfort, ethical concerns, and other contextual factors.

So far, Figure 7 below illustrates a summary of the main limitations in the federated
machine learning aggregation algorithms.

Global Learning Quality
Security Limitations

Lack of Standards & Norms

Heterogeneity

Technology Adoption

Figure 7. Federated learning aggregation algorithms limitations.

4.3. Future Perspectives

In addition to what has been achieved with the available aggregation algorithms,
further efforts can be directed to improve some features, such as further reducing communi-
cation and computational costs, improving scalability, and others. In addition, less studied
areas such as scalability, learning quality, and personalization should also be considered in
future studies to develop more efficient and accurate aggregation algorithms for federated
learning. Moreover, with regard to the limitations in the field of aggregation algorithms
for federated learning mentioned in the previous section, there are a number of future
prospects that can help improve the field and increase its efficiency.

4.3.1. Boost Learning Quality

Confidence in machine learning and its application in daily life is achieved through
various aspects, including high accuracy, explainability, feasibility, and others. However,
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accuracy is always a major concern in this field. Therefore, there is a great need to improve
the “learning quality” of federated learning aggregation algorithms in order to improve
the feasibility and usability, thus increasing the acceptance of the technology in daily life.
Accepted learning quality for global models can be achieved by improving the quality of
locally trained models by handling heterogeneity, improving generalization, preprocessing
customer data, and other steps. Improving the locally trained models can help improve the
quality of the global model.

4.3.2. Improving Security and Privacy

Federated learning was originally introduced as a privacy-preserving technology to
collaboratively train smart models without sacrificing the privacy and confidentiality of
user data. Accordingly, the ability to bypass privacy controls in the FL system undermines
the foundation on which this field is built and causes it to lose value. Therefore, it is
necessary to strengthen the robustness of aggregation algorithms against attacks, especially
inference and backdoor attacks, to prevent malicious entities from reflecting exchanged
messages, whether in the form of model updates, gradients, or parameters, in an effort
to uncover the data used for local training. In this regard, several technologies can be
explored, such as polymorphic encryption [92] and quantum-resistant cryptography [93].

4.3.3. Proposing Standards and Norms

Machine learning norms and standards are very useful for evaluating an intelligent
model. In the classical version of ML, accuracy, precision, and recall, among other pa-
rameters, are important measures used to evaluate a model. However, when it comes to
federated learning and aggregation algorithms, these parameters are not enough because
privacy, communication and computational costs, scalability, generalization, and other
parameters are also important in evaluating these algorithms. Therefore, it is necessary to
propose methods to unify these standards so that future aggregation algorithms can be
evaluated based on these specifications.

4.3.4. Enhance Heterogeneity Handling Abilities

The benefits of federated learning techniques extend beyond privacy preservation
to several important goals, such as overcoming the data islanding dilemma. However,
as resource divergence increases, so does the likelihood of heterogeneity. Therefore, it is
necessary to improve the ability to handle heterogeneity in aggregation algorithms. Various
techniques can be considered for this purpose, such as the following:

*  Resource Allocation [94]: This involves the optimal distribution of computational load
and communication bandwidth among clients, taking into account their capabilities
and limitations. This can reduce the impact of heterogeneity, minimize training time,
and improve the convergence and accuracy of the model;

¢ Data Clustering: Implemented by grouping clients into clusters based on the similarity
of their data distribution or other criteria, this allows the system to leverage the
similarities between devices and reduce the impact of heterogeneity;

*  Meta-Learning [95]: This involves determining the optimal learning algorithm or
hyperparameters for each client based on its past performance or other metadata. This
helps to adapt to client heterogeneity and also improves the overall performance and
scalability of the federated learning process.

4.3.5. Boost Technology Adoption into Real-Word Scenarios

Federated machine learning is increasingly being studied and is also trending in the
scientific research community and among researchers, yet it is not widely used in the real
world as it is in research. This may seem normal, especially because it is still in its early
stages; however, there are also many opportunities for it to be embedded more and more in
real-world scenarios. Smart wearables, for example, have proven to be extremely viable
in a number of areas different domains, such as health for example [12,96], and the ability
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to embed federated learning into these devices is likely to revolutionize their efficiency
by providing access to more data while preserving user privacy. Embedding FL in smart
wearables has been extensively studied in [28].

4.3.6. Integrate Different Areas of Contribution

The various aggregation algorithms presented in this study have contributed to the
concept of collaboration in training a global model in several areas. Whether it is the
aggregation itself, increasing the speed of convergence, reducing computational and com-
munication costs, or even other areas, much has been achieved. However, almost all of the
algorithms mentioned have contributed to one or two areas as detailed in Table 4, and only
SAFA [61] and LEGATO [65] have contributed to four areas, with the former focusing on
aggregation, lowering communication and computation costs, and fault tolerance, and the
latter focusing on lowering communication and computation costs, security, and learning
quality. Therefore, there is a need to work on aggregation algorithms that integrate more
and more domains, such as security, learning quality, scalability, personalization and, of
course, aggregation with reduction of communication and computational costs. The ability
to integrate these areas into one algorithm will certainly be a big step in this area.

4.3.7. Embedding Latest Technologies into FL: Quantum Computing as an Example

Quantum computing is a new type of computing that takes advantage of the principles
of quantum mechanics to perform certain calculations much more efficiently than classical
computers. Embedding quantum computing into federated learning will help advance this
field from multiple perspectives [97-99]:

e Speeding Up Computation: Quantum computers are capable of solving certain tasks
much faster than traditional computers, such as factoring large numbers or scanning
unsorted databases. Quantum computers could potentially help speed up the training
of machine learning models in the context of federated learning, especially for com-
plicated tasks or large datasets. This could improve the efficiency and feasibility of
federated learning for real-world applications;

¢ Quantum Communication: Quantum communication technologies, such as quantum
teleportation and quantum key distribution, could be used to securely transfer model
changes between nodes of the federated learning system. This could improve the
privacy and security of federated learning, which is one of its main advantages;

*  Quantum Encryption: Quantum encryption technology, such as quantum key distri-
bution, could be used to improve the security of communications between nodes of
the federated learning system. This could be particularly useful in federated learning
environments where privacy and security are critical;

¢ Improved Optimization: Some optimization problems, such as training machine
learning models, can be solved more effectively by using quantum technologies. As a
result, federated learning algorithms can become more efficient and effective.

Finally, the limitations known in the field of federated learning aggregation algorithms
and the possible future recommendations to solve these problems are presented in Figure 8
below.

Aggregation algorithms for federated learning are a topic that is attracting more and
more attention nowadays. Recently proposed algorithms have succeeded in reducing
convergence, communication, and computation costs on the one hand, and handling het-
erogeneous data on the other. Moreover, security and fault tolerance have been strongly
emphasized by researchers in this area, while learning quality, scalability, and personaliza-
tion issues have been less considered. Therefore, federated learning aggregation algorithms
are still vulnerable to various challenges such as learning quality of the global model, secu-
rity limitations and vulnerability to inference and backdoor attacks, evaluation complexity,
lack of norms and standards, and other issues as described previously. However, these
problems can be addressed with different concepts and notions, such as embedding security
techniques, polymorphic encryption as an example, or using emerging technologies such
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as quantum computing or other solutions. All challenges and future perspectives of FL
aggregation algorithms have been described in detail in this section.

Handle heterogeneity, generalization, data-preprocessing
and other steps to enhance global model quality

Global Learning Quality

Implement new technologies to boost security such as

Secunty Limitations Polymorphic and Quantum-Resistant Encryption

Lack of Standards & Propose new norms and standards that can be followed
Norms in assessment

Use resource allocation, data clustering, meta-learning

Heterogene“y and other techniques to handle heterogeneity

Enhance learning quality, implement real-world
scenarios & boost feasibility to enhance adoption

Technology Adoption

Figure 8. Federated learning aggregation algorithms limitations and solutions.

5. Conclusions

Federated ML and associated aggregation algorithms are emerging as a practical,
privacy-preserving ML technology that will improve the effectiveness of smart models and
facilitate their integration into people’s daily routines. The exchange of models or their
parameters between server and clients, rather than the exchange of raw data, makes these
technologies feasible. An essential part of the federated learning cycle is the aggregation
algorithm, i.e., the method by which the clients” knowledge is integrated and the global
model is updated accordingly. Many aggregation methods have been developed and
published, each using its own method of data integration. Each aggregation algorithm
adds something new to the body of knowledge. The rapid development of aggregation
algorithms in their short history is a sign of the great interest in this topic. Nevertheless,
such algorithms have several serious drawbacks, including vulnerability to heterogeneity,
inference, and backdoor attacks. These problems motivate further studies in this area. This
article summarizes the state of the art in aggregation algorithms, analyzes their properties
and shortcomings, and suggests numerous perspectives for further investigation.

Author Contributions: Conceptualization: M.M. and M.A; formal analysis: M.M.; investigation:
M.M.; methodology: M.M. and M.A; supervision: M.A., A.B., H.I. and A.R,; visualization: M.M.;
writing—original draft: M.M.; writing—review and editing: M.A., A.B., H.I. and A.R. All authors
have read and agreed to the published version of the manuscript.

Funding: This research was funded by the Natural Sciences and Engineering Research Council of
Canada (NSERC), grant number 06351.

Institutional Review Board Statement: Not applicable.
Informed Consent Statement: Not applicable.
Data Availability Statement: Not applicable.

Acknowledgments: We acknowledge the support of Centre d"Entrepreneuriat et de Valorisation des
Innovations (CEVI).

Conflicts of Interest: The authors declare no conflict of interest.



Electronics 2023, 12, 2287 32 of 35

References

1. Stearns, PN. The Industrial Revolution in World History; Routledge: Oxfordshire, UK, 2020.

2. Campbell-Kelly, M. Computer, Student Economy Edition: A History of the Information Machine; Routledge: Oxfordshire, UK, 2018.

3. Moor, ]. The Dartmouth College artificial intelligence conference: The next fifty years. AI Mag. 2006, 27, 87.

4. Frankish, K.; Ramsey, WM. (Eds.) The Cambridge Handbook of Artificial Intelligence; Cambridge University Press: Cambridge,
UK, 2014.

5. Aggarwal, K,; Mijwil, M.M.; Al-Mistarehi, A.H.; Alomari, S.; Gok, M.; Alaabdin, A.M.Z.; Abdulrhman, S.H. Has the future
started? The current growth of artificial intelligence, Machine Learning, and deep learning. Iraqi J. Comput. Sci. Math. 2022, 3,
115-123.

6.  Bell, J. What Is Machine Learning? In Machine Learning and the City: Applications in Architecture and Urban Design; John Wiley &
Sons: Hoboken, NJ, USA, 2022; pp. 207-216.

7. Hardt, M.; Benjamin, R. Patterns, predictions, and actions: A story about Machine Learning. arXiv 2021, arXiv:2102.05242.

8.  Sarker, .H. Machine learning: Algorithms, real-world applications and research directions. SN Comput. Sci. 2021, 2, 160.
[CrossRef] [PubMed]

9.  Sharma, N.; Sharma, R.; Jindal, N. Machine learning and deep learning applications-a vision. Glob. Transit. Proc. 2021, 2, 24-28.
[CrossRef]

10. Pallathadka, H.; Mustafa, M.; Sanchez, D.T.; Sajja, G.S.; Gour, S.; Naved, M. Impact of machine learning on management,
healthcare and agriculture. Mater. Today Proc. 2023, 80, 2803-2806. [CrossRef]

11. Ghazal, TM.; Hasan, M.K.; Alshurideh, M.T.; Alzoubi, H.M.; Ahmad, M.; Akbar, S.S.; Al Kurdi, B.; Akour, I.A. IoT for smart cities:
Machine learning approaches in smart healthcare—A review. Future Internet 2021, 13, 218. [CrossRef]

12. Moshawrab, M.; Adda, M.; Bouzouane, A.; Ibrahim, H.; Raad, A. Smart Wearables for the Detection of Cardiovascular Diseases:
A Systematic Literature Review. Sensors 2023, 23, 828. [CrossRef]

13. Zantalis, F.; Koulouras, G.; Karabetsos, S.; Kandris, D. A review of Machine Learning and IoT in smart transportation. Future
Internet 2019, 11, 94. [CrossRef]

14. Xin, Y,; Kong, L.; Liu, Z.; Chen, Y,; Li, Y.; Zhu, H.; Gao, M.; Hou, H.; Wang, C. Machine learning and deep learning methods for
cybersecurity. IEEE Access 2018, 6, 35365-35381. [CrossRef]

15. Nagarhalli, T.P; Vaze, V.; Rana, N.K. Impact of machine learning in natural language processing: A review. In Proceedings of the
Third International Conference on Intelligent Communication Technologies and Virtual Mobile Networks (ICICV), Tirunelveli,
India, 4-6 February 2021; pp. 1529-1534

16. Liakos, K.G.; Busato, P.; Moshou, D.; Pearson, S.; Bochtis, D. Machine learning in agriculture: A review. Sensors 2018, 18, 2674.
[CrossRef] [PubMed]

17. Larrafaga, P; Atienza, D.; Diaz-Rozo, ].; Ogbechie, A.; Puerto-Santana, C.; Bielza, C. Industrial Applications of Machine Learning;
CRC Press: Boca Raton, FL, USA, 2018.

18.  Verbraeken, J.; Wolting, M.; Katzy, J.; Kloppenburg, J.; Verbelen, T.; Rellermeyer, ].S. A survey on distributed Machine Learning.
ACM Comput. Surv. 2020, 53, 1-33. [CrossRef]

19. Panayiotou, T.; Savvas, G.; Tomkos, I.; Ellinas, G. Centralized and distributed Machine Learning-based QoT estimation for
sliceable optical networks. In Proceedings of the 2019 IEEE Global Communications Conference (GLOBECOM), Waikoloa, HI,
USA, 9-13 December 2019; pp. 1-7.

20. Zhou, L,; Pan, S.; Wang, J.; Vasilakos, A.V. Machine learning on big data: Opportunities andchallenges. Neurocomputing 2017, 237,
350-361. [CrossRef]

21. Wuest, T.; Weimer, D.; Irgens, C.; Thoben, K.D. Machine learning in manufacturing: Advantages, challenges, and applications.
Prod. Manuf. Res. 2016, 4, 23-45. [CrossRef]

22. Injadat, M.; Moubayed, A.; Nassif, A.B.; Shami, A. Machine learning towards intelligent systems:applications, challenges, and
opportunities. Artif. Intell. Rev. 2021, 54, 3299-3348. [CrossRef]

23. Char, D.S,; Shah, N.H.; Magnus, D. Implementing Machine Learning in health care—Addressingethical challenges. N. Engl. |.
Med. 2018, 378, 981. [CrossRef]

24. Albrecht, ].P. How the GDPR will change the world. Eur. Data Prot. Law Rev. 2016, 2, 287. [CrossRef]

25. Parasol, M. The impact of China’s 2016 Cyber Security Law on foreign technology firms, and onChina’s big data and Smart City
dreams. Comput. Law Secur. Rev. 2018, 34, 67-98. [CrossRef]

26. IBM. Security Cost of Data Breach Report. 2021. Available online: https://www.ibm.com/downloads/cas/ojdvqgry (accessed
on 1 March 2023).

27. Konetny, J.; McMahan, H.B.; Yu, EX,; Richtérik, P.; Suresh, A.T.; Bacon, D. Federated learning: Strategies for improving
communication efficiency. arXiv 2016, arXiv:1610.05492.

28. Moshawrab, M.; Adda, M.; Bouzouane, A.; Ibrahim, H.; Raad, A. Reviewing Federated Machine Learning and Its Use in Diseases
Prediction. Sensors 2023, 23, 2112. [CrossRef]

29. Malekijoo, A.; Fadaeieslam, M.].; Malekijou, H.; Homayounfar, M.; Alizadeh-Shabdiz, F.; Rawassizadeh, R. Fedzip: A compression
framework for communication-efficient federated learning. arXiv 2021, arXiv:2102.01593.

30. Liu, Z,; Guo, J.; Yang, W,; Fan, ]J.; Lam, K.-Y; Zhao, J. Privacy-Preserving Aggregation in Federated Learning: A Survey. IEEE

Trans. Big Data 2022. [CrossRef]


http://doi.org/10.1007/s42979-021-00592-x
http://www.ncbi.nlm.nih.gov/pubmed/33778771
http://dx.doi.org/10.1016/j.gltp.2021.01.004
http://dx.doi.org/10.1016/j.matpr.2021.07.042
http://dx.doi.org/10.3390/fi13080218
http://dx.doi.org/10.3390/s23020828
http://dx.doi.org/10.3390/fi11040094
http://dx.doi.org/10.1109/ACCESS.2018.2836950
http://dx.doi.org/10.3390/s18082674
http://www.ncbi.nlm.nih.gov/pubmed/30110960
http://dx.doi.org/10.1145/3377454
http://dx.doi.org/10.1016/j.neucom.2017.01.026
http://dx.doi.org/10.1080/21693277.2016.1192517
http://dx.doi.org/10.1007/s10462-020-09948-w
http://dx.doi.org/10.1056/NEJMp1714229
http://dx.doi.org/10.21552/EDPL/2016/3/4
http://dx.doi.org/10.1016/j.clsr.2017.05.022
https://www.ibm.com/downloads/cas/ojdvqgry
http://dx.doi.org/10.3390/s23042112
http://dx.doi.org/10.1109/TBDATA.2022.3190835

Electronics 2023, 12, 2287 33 of 35

31.

32.
33.

34.

35.

36.

37.

38.

39.

40.

41.

42.

43.

44.

45.

46.

47.

48.

49.

50.

51.

52.

53.

54.

55.

56.

57.

58.

59.

60.

61.

Yang, Q.; Liu, Y.; Chen, T,; Tong, Y. Federated Machine Learning: Concept and applications. ACM Trans. Intell. Syst. Technol.
(TIST) 2019, 10, 1-19. [CrossRef]

Zhang, C; Xie, Y,; Bai, H.; Yu, B,; Li, W.; Gao, Y. A survey on Federated Learning. Knowl.-Based Syst. 2021, 216, 106775. [CrossRef]
Li, Q.; Wen, Z.; Wu, Z.; Hu, S.; Wang, N.; Li, Y.; Liu, X.; He, B. A survey on Federated Learning systems: Vision, hype and reality
for data privacy and protection. IEEE Trans. Knowl. Data Eng. 2021, 35, 3347-3366. [CrossRef]

Jiang, J.; Hu, L. Decentralised Federated Learning with adaptive partial gradient aggregation. CAAI Trans. Intell. Technol. 2020, 5,
230-236. [CrossRef]

Yao, X.; Huang, T.; Zhang, R.X,; Li, R.; Sun, L. Federated learning with unbiased gradient aggregation and controllable meta
updating. arXiv 2019, arXiv:1910.08234.

Abiodun, O.L; Jantan, A.; Omolara, A.E.; Dada, K.V.; Mohamed, N.A.; Arshad, H. State-of-the-art in artificial neural network
applications: A survey. Heliyon 2018, 4, e00938. [CrossRef]

Cheng, B.; Titterington, D.M. Neural networks: A review from a statistical perspective. Stat. Sci. 1994, 9, 2-30.

McMahan, B.; Moore, E.; Ramage, D.; Hampson, S.; y Arcas, B.A. Communication-efficient learning of deep networks from
decentralized data. In Proceedings of the Artificial Intelligence and Statistics PMLR, Lauderdale, FL, USA, 20-22 April 2017; pp.
1273-1282.

Wang, T.; Zheng, Z.; Lin, F. Federated Learning Framew Ork Based on Trimmed Mean Aggregation Rules. SSRN Electron. J. 2022.
[CrossRef]

Bonawitz, K.; Ivanov, V.; Kreuter, B.; Marcedone, A.; McMahan, H.B.; Patel, S.; Ramage, D.; Segal, A.; Seth, K. Practical secure
aggregation for Federated Learning on user-held data. arXiv 2016, arXiv:1611.04482.

Wei, K,; Li, ].; Ding, M.; Ma, C.; Yang, H.H.; Farokhi, F; Jin, S.; Tony, Q.5.Q.; Poor, H.V. Federated learning with differential
privacy: Algorithms and performance analysis. IEEE Trans. Inf. Forensics Secur. 2020, 15, 3454-3469. [CrossRef]

Xu, J.; Wang, S.; Wang, L.; Yao, A.C.C. Fedcm: Federated learning with client-level momentum. arXiv 2021, arXiv:2106.10874.
Reyes, J.; DiJorio, L.; Low-Kam, C.; Kersten-Oertel, M. Precision-weighted Federated Learning. arXiv 2021, arXiv:2107.09627.
West, M. Bayesian aggregation. J. R. Stat. Soc. Ser. A 1984, 147, 600-607. [CrossRef]

Kerkouche, R.; Acs, G.; Castelluccia, C. Federated learning in adversarial settings. arXiv 2020, arXiv:2010.07808.

Chen, S.; Shen, C.; Zhang, L.; Tang, Y. Dynamic aggregation for heterogeneous quantization in Federated Learning. IEEE Trans.
Wirel. Commun. 2021, 20, 6804-6819. [CrossRef]

Liu, L.; Zhang, ].; Song, S.; Letaief, K.B. Hierarchical quantized Federated Learning: Convergence analysis and system design.
arXiv 2021, arXiv:2103.14272.

Ma, X.; Zhang, J.; Guo, S.; Xu, W. Layer-wised model aggregation for personalized Federated Learning. In Proceedings of the
IEEE/CVF Conference on Computer Vision and Pattern Recognition, New Orleans, LA, USA, 18-24 June 2022; pp. 10092-10101.
Chen, H.Y.; Chao, W.L. Fedbe: Making bayesian model ensemble applicable to Federated Learning. arXiv 2020, arXiv:2009.01974.
Bonawitz, K.; Ivanov, V.; Kreuter, B.; Marcedone, A.; McMahan, H.B.; Patel, S.; Ramage, D.; Segal, A.; Seth, K. Practical secure
aggregation for privacy-preserving Machine Learning. In Proceedings of the 2017 ACM SIGSAC Conference on Computer and
Communications Security, Dallas, TX, USA, 30 October-3 November 2017; pp. 1175-1191.

Pillutla, K.; Kakade, S.M.; Harchaoui, Z. Robust aggregation for Federated Learning. IEEE Trans. Signal Process. 2022, 70,
1142-1154. [CrossRef]

Karimireddy, S.P,; Kale, S.; Mohri, M.; Reddi, S.; Stich, S.; Suresh, A.T. Scaffold: Stochastic controlled averaging for Federated
Learning. In Proceedings of the International Conference on Machine Learning, Virtual, 13-18 July 2020; pp. 5132-5143.

Reddi, S.; Charles, Z.; Zaheer, M.; Garrett, Z.; Rush, K.; Kone¢ny, J.; Kumar, S.; McMahan, H.B. Adaptive federated optimization.
arXiv 2020, arXiv:2003.00295.

Hamer, J.; Mohri, M.; Suresh, A.T. Fedboost: A communication-efficient algorithm for Federated Learning. In Proceedings of the
International Conference on Machine Learning, Virtual, 13-18 July 2020; pp. 3973-3983.

Li, T.; Sahu, A K.; Zaheer, M.; Sanjabi, M.; Talwalkar, A.; Smith, V. Federated optimization in heterogeneous networks. Proc. Mach.
Learn. Syst. 2020, 2, 429-450.

Wang, H.; Yurochkin, M.; Sun, Y.; Papailiopoulos, D.; Khazaeni, Y. Federated learning with matched averaging. arXiv 2020,
arXiv:2002.06440.

Guo, H; Liu, A,; Lau, VK. Analog gradient aggregation for Federated Learning over wireless networks: Customized design and
convergence analysis. IEEE Internet Things J. 2020, 8, 197-210. [CrossRef]

Choi, B.; Sohn, ].Y.; Han, D.J.; Moon, J. Communication-computation efficient secure aggregation for Federated Learning. arXiv
2020, arXiv:2012.05433.

Ye, D.; Yu, R.; Pan, M.; Han, Z. Federated learning in vehicular edge computing: A selective model aggregation approach. IEEE
Access 2020, 8, 23920-23935. [CrossRef]

Sun, J.; Chen, T.; Giannakis, G.B.; Yang, Q.; Yang, Z. Lazily aggregated quantized gradient innovation for communication-efficient
Federated Learning. IEEE Trans. Pattern Anal. Mach. Intell. 2020, 44, 2031-2044. [CrossRef]

Wu, W,; He, L.; Lin, W,; Mao, R.; Maple, C.; Jarvis, S. SAFA: A semi-asynchronous protocol for fast Federated Learning with low
overhead. IEEE Trans. Comput. 2020, 70, 655-668. [CrossRef]


http://dx.doi.org/10.1145/3298981
http://dx.doi.org/10.1016/j.knosys.2021.106775
http://dx.doi.org/10.1109/TKDE.2021.3124599
http://dx.doi.org/10.1049/trit.2020.0082
http://dx.doi.org/10.1016/j.heliyon.2018.e00938
http://dx.doi.org/10.2139/ssrn.4181353
http://dx.doi.org/10.1109/TIFS.2020.2988575
http://dx.doi.org/10.2307/2981847
http://dx.doi.org/10.1109/TWC.2021.3076613
http://dx.doi.org/10.1109/TSP.2022.3153135
http://dx.doi.org/10.1109/JIOT.2020.3002925
http://dx.doi.org/10.1109/ACCESS.2020.2968399
http://dx.doi.org/10.1109/TPAMI.2020.3033286
http://dx.doi.org/10.1109/TC.2020.2994391

Electronics 2023, 12, 2287 34 of 35

62.

63.

64.

65.

66.

67.

68.

69.

70.

71.

72.

73.

74.

75.

76.

77.

78.

79.

80.

81.

82.

83.

84.

85.
86.

87.

88.

89.

Sannara, E.K.; Portet, F.; Lalanda, P.; German, V.E.G.A. A Federated Learning aggregation algorithm for pervasive comput-
ing: Evaluation and comparison. In Proceedings of the 2021 IEEE International Conference on Pervasive Computing and
Communications (PerCom), Kassel, Germany, 22-26 March 2021; pp. 1-10.

Deng, Y.; Lyu, E; Ren, J.; Chen, Y.C.; Yang, P; Zhou, Y.; Zhang, Y. Fair: Quality-aware Federated Learning with precise user
incentive and model aggregation. In Proceedings of the IEEE INFOCOM 2021-IEEE Conference on Computer Communications,
Vancouver, BC, Canada, 10-13 May 2021; pp. 1-10.

Park, S.; Suh, Y.; Lee, ]. Fedpso: Federated Learning using particle swarm optimization to reduce communication costs. Sensors
2021, 21, 600. [CrossRef]

Varma, K.; Zhou, Y.; Baracaldo, N.; Anwar, A. Legato: A layerwise gradient aggregation algorithm for mitigating byzantine
attacks in Federated Learning. In Proceedings of the 2021 IEEE 14th International Conference on Cloud Computing (CLOUD),
Chicago, IL, USA, 5-11 September 2021; pp. 272-277.

Hu, L,; Yan, H.; Li, L.; Pan, Z.; Liu, X.; Zhang, Z. MHAT: An efficient model-heterogenous aggregation training scheme for
Federated Learning. Inf. Sci. 2021, 560, 493-503. [CrossRef]

Jeon, B.; Ferdous, S.M.; Rahman, M.R.; Walid, A. Privacy-preserving decentralized aggregation for Federated Learning. In
Proceedings of the IEEE INFOCOM 2021-IEEE Conference on Computer Communications Workshops (INFOCOM WKSHPS),
Virtual, 9-12 May 2021; pp. 1-6.

Wang, Y.; Kantarci, B. Reputation-enabled Federated Learning model aggregation in mobile platforms. In Proceedings of the ICC
2021-IEEE International Conference on Communications, Xiamen, China, 28-30 July 2021; pp. 1-6.

Zhao, L; Jiang, J.; Feng, B.; Wang, Q.; Shen, C.; Li, Q. Sear: Secure and efficient aggregation for byzantine-robust Federated
Learning. IEEE Trans. Dependable Secur. Comput. 2021, 19, 3329-3342. [CrossRef]

So, J.; Giiler, B.; Avestimehr, A.S. Turbo-aggregate: Breaking the quadratic aggregation barrier in secure Federated Learning. IEEE
J. Sel. Areas Inf. Theory 2021, 2, 479-489. [CrossRef]

Avizienis, A.; Laprie, ].-C.; Randell, B.; Landwehr, C. Basic concepts and taxonomy of dependable and secure computing. IEEE
Trans. Dependable Secur. Comput. 2014, 1, 11-33. [CrossRef]

Nguyen, J.; Malik, K.; Zhan, H.; Yousefpour, A.; Rabbat, M.; Malek, M.; Huba, D. Federated learning with buffered asynchronous
aggregation. In Proceedings of the International Conference on Artificial Intelligence and Statistics, Virtual, 28-30 March 2022;
pp. 3581-3607.

Elkordy, A.R.; Avestimehr, A.S. HeteroSAg: Secure aggregation with heterogeneous quantization in Federated Learning. IEEE
Trans. Commun. 2022, 70, 2372-2386. [CrossRef]

So,J.; He, C; Yang, C.S,; Li, S.; Yu, Q.; E Ali, R.; Guler, B.; Avestimehrm S. Lightsecagg: A lightweight and versatile design for
secure aggregation in Federated Learning. Proc. Mach. Learn. Syst. 2022, 4, 694-720.

Li, T.; Sahu, A K.; Talwalkar, A.; Smith, V. Federated learning: Challenges, methods, and future directions. IEEE Signal Process.
Mag. 2020, 37, 50-60. [CrossRef]

Rahman, K.J.; Ahmed, E; Akhter, N.; Hasan, M.; Amin, R.; Aziz, K.E.; Islam, A K.M.M.; Mukta, M.S.H.; Islam, A.K.M.N.
Challenges, applications and design aspects of Federated Learning: A survey. IEEE Access 2021, 9, 124682-124700. [CrossRef]
Lynch, J.F. Analysis and application of adaptive sampling. In Proceedings of the Nineteenth ACM SIGMOD-SIGACT-SIGART
Symposium on Principles of Database Systems, Dallas, TX, USA, 15-17 May 2000; pp. 260-267.

He, B.; Huang, ] X.; Zhou, X. Modeling term proximity for probabilistic information retrieval models. Inf. Sci. 2011, 181, 3017-3031.
[CrossRef]

Zhu, H.; Xu, J.; Liu, S.; Jin, Y. Federated learning on non-IID data: A survey. Neurocomputing 2021, 465, 371-390. [CrossRef]

Lyu, L.; Yu, H.; Yang, Q. Threats to Federated Learning: A survey. arXiv 2020, arXiv:2003.02133.

Weiszfeld, E.; Plastria, F. On the point for which the sum of the distances to n given points is minimum. Ann. Oper. Res. 2009, 167,
7-41. [CrossRef]

Boyd, S.; Parikh, N.; Chu, E.; Peleato, B.; Eckstein, J. Distributed optimization and statistical learning via the alternating direction
method of multipliers. Found. Trends® Mach. Learn. 2011, 3, 1-122.

Chakrabarti, S.; Knauth, T.; Kuvaiskii, D.; Steiner, M.; Vij, M. Trusted execution environment with intel sgx. In Responsible Genomic
Data Sharing; Academic Press: Cambridge, MA, USA, 2020; pp. 161-190.

Benaloh, J.C. Secret sharing homomorphisms: Keeping shares of a secret secret. In Advances in Cryptology—CRYPTO’86:
Proceedings; Springer: Berlin/Heidelberg, Germany, 2000; pp. 251-260.

Miiller, T.; Rousselle, F.; Keller, A.; Novdk, J. Neural control variates. Acm Trans. Graph. (TOG) 2020, 39, 1-19. [CrossRef]

Ketkar, N.; Ketkar, N. Stochastic gradient descent. In Deep Learning with Python: A Hands-On Introduction; Apress: Berkeley, CA,
USA, 2017; pp. 113-132.

Boenisch, E,; Sperl, P.; Béttinger, K. Gradient masking and the underestimated robustness threats of differential privacy in deep
learning. arXiv 2021, arXiv:2105.07985.

Dai, W.,; Zhou, Y,; Dong, N.; Zhang, H.; Xing, E.P. Toward understanding the impact of staleness in distributed Machine Learning.
arXiv 2018, arXiv:1810.03264.

Moshawrab, M.; Adda, M.; Bouzouane, A.; Ibrahim, H.; Raad, A. Cardiovascular Events Prediction using Artificial Intelligence
Models and Heart Rate Variability. Procedia Comput. Sci. 2022, 203, 231-238. [CrossRef]


http://dx.doi.org/10.3390/s21020600
http://dx.doi.org/10.1016/j.ins.2021.01.046
http://dx.doi.org/10.1109/TDSC.2021.3093711
http://dx.doi.org/10.1109/JSAIT.2021.3054610
http://dx.doi.org/10.1109/TDSC.2004.2
http://dx.doi.org/10.1109/TCOMM.2022.3151126
http://dx.doi.org/10.1109/MSP.2020.2975749
http://dx.doi.org/10.1109/ACCESS.2021.3111118
http://dx.doi.org/10.1016/j.ins.2011.03.007
http://dx.doi.org/10.1016/j.neucom.2021.07.098
http://dx.doi.org/10.1007/s10479-008-0352-z
http://dx.doi.org/10.1145/3414685.3417804
http://dx.doi.org/10.1016/j.procs.2022.07.030

Electronics 2023, 12, 2287 35 of 35

90.

91.

92.

93.

94.

95.

96.

97.

98.

99.

Moshawrab, M.; Adda, M.; Bouzouane, A.; Ibrahim, H.; Raad, A. Predicting Cardiovascular Events with Machine Learning
Models and Heart Rate Variability. Int. |. Ubiquitous Syst. Pervasive Netw. (JUSPN) 2023, 18, 49-59.

Lamport, L.; Shostak, R.; Pease, M. The Byzantine generals problem. In Concurrency: The Works of Leslie Lamport; Transactions on
Programming Languages and Systems; ACM: New York, NY, USA, 2019; pp. 203-226

Booher, D.D.; Cambou, B.; Carlson, A.H.; Philabaum, C. Dynamic key generation for polymorphic encryption. In Proceedings of
the 2019 IEEE 9th Annual Computing and Communication Workshop and Conference (CCWC), Las Vegas, NV, USA, 7-9 January
2019; pp. 482-487.

Vella, H. The Race for Quantum-Resistant Cryptography [quantum-cyber security]. Eng. Technol. 2022, 17, 56-59. [CrossRef]
Jamil, B.; Ijaz, H.; Shojafar, M.; Munir, K.; Buyya, R. Resource allocation and task scheduling in fog computing and internet of
everything environments: A taxonomy, review, and future directions. ACM Comput. Surv. (CSUR) 2022, 54, 1-38. [CrossRef]
Feng, Y.,; Chen, J.; Xie, J.; Zhang, T.; Lv, H.; Pan, T. Meta-learning as a promising approach for few-shot cross-domain fault
diagnosis: Algorithms, applications, and prospects. Knowl.-Based Syst. 2022, 235, 107646. [CrossRef]

Moshawrab, M.; Adda, M.; Bouzouane, A.; Ibrahim, H.; Raad, A. Smart Wearables for the Detection of Occupational Physical
Fatigue: A Literature Review. Sensors 2022, 22, 7472. [CrossRef] [PubMed]

Yin, H.L,; Fu, Y,; Li, C.L.; Weng, C.X,; Li, BH.; Gu, J.; Lu, Y.-S.; Huang, S.; Chen, Z.-B. Experimental quantum secure network with
digital signatures and encryption. arXiv 2021, arXiv:2107.14089.

Xie, YM.; Lu, Y.S.; Weng, C.X; Cao, X.Y,; Jia, Z.Y.; Bao, Y,; Wang, Y.; Fu, Y.; Yin, H.-L.; Chen, Z.-B. Breaking the rate-loss bound of
quantum key distribution with asynchronous two-photon interference. PRX Quantum 2022, 3, 020315. [CrossRef]

Liu, Z.P; Zhou, M.G,; Liu, W.B,; Li, C.L.; Gu, J.; Yin, H.L.; Chen, Z.B. Automated machine learning for secure key rate in
discrete-modulated continuous-variable quantum key distribution. Opt. Express 2022, 30, 15024-15036. [CrossRef] [PubMed]

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those of the individual
author(s) and contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to
people or property resulting from any ideas, methods, instructions or products referred to in the content.


http://dx.doi.org/10.1049/et.2022.0109
http://dx.doi.org/10.1145/3513002
http://dx.doi.org/10.1016/j.knosys.2021.107646
http://dx.doi.org/10.3390/s22197472
http://www.ncbi.nlm.nih.gov/pubmed/36236570
http://dx.doi.org/10.1103/PRXQuantum.3.020315
http://dx.doi.org/10.1364/OE.455762
http://www.ncbi.nlm.nih.gov/pubmed/35473234

	Introduction
	Machine Learning Techniques: A Taxonomy
	Classification per Learning Style
	Classification per Function
	Classification per Architecture

	Machine Learning Challenges
	Data Related Challenges
	Models Related Challenges
	Implementation-Related Challenges
	General Challenges

	Privacy Criticality: Federated Learning as a Solution
	Article Outline and Contributions

	Materials and Methods: Studying Federated Learning and Aggregation
	Federated Learning: An Overview
	Federated Learning: Technical Perspectives
	Underlying Architecture
	Exchanging Models, Parameters, or Gradients

	What Is Aggregation in FL?
	Different Approaches of Aggregation
	Average Aggregation
	Clipped Average Aggregation
	Secure Aggregation
	Differential Privacy Average Aggregation
	Momentum Aggregation
	Weighted Aggregation
	Bayesian Aggregation
	Adversarial Aggregation
	Quantization Aggregation
	Hierarchical Aggregation
	Personalized Aggregation
	Ensemble Bases Aggregation


	Results: FL Aggregation Algorithm Implementations
	State of the Art
	``2017–2019'': Introducing FL to the Market
	``2020'': A Big Step
	``2021'': FL toward More Enhancements
	``2022'': The Journey Continues

	FL Aggregation Algorithm Implementations Taxonomy
	Classification by Area of Contribution
	Classification by the Aggregation Approach


	Discussion
	Contributions of Aggregation Algorithms
	Aggregation
	Convergence Reduction
	Heterogeneity
	Security
	Communication Cost
	Computation Cost
	Fault Tolerance
	Learning Quality
	Scalability
	Personalization

	Further Limitations
	Global Model Quality
	Security Limitations
	Evaluation Complexity and Lack of Standards
	Software and Hardware Heterogeneity
	User Adoption

	Future Perspectives
	Boost Learning Quality
	Improving Security and Privacy
	Proposing Standards and Norms
	Enhance Heterogeneity Handling Abilities
	Boost Technology Adoption into Real-Word Scenarios
	Integrate Different Areas of Contribution
	Embedding Latest Technologies into FL: Quantum Computing as an Example


	Conclusions
	References

