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Abstract: Threshold schemes are used among cryptographic techniques for splitting visual data.
Such methods allow the generation of a number of secret shares, a certain number of which need
to be assembled in order to reconstruct the original image. Traditional techniques for partitioning
secret information generate equal shares, i.e., each share has the same value when reconstructing the
original secret. However, it turns out that it is possible to develop and use partitioning protocols that
allow the generation of privileged shares, i.e., those that allow the reconstruction of secret data in even
smaller numbers. This paper will therefore describe new information sharing protocols that create
privileged shares, which will also use visual authorization codes based on subject knowledge to select
privileged shares for secret restoration. For the protocols described, examples of their functioning will
be presented, and their complexity and potential for use in practical applications will be determined.

Keywords: cryptographic threshold schemes; threshold schemes with privileged access; image
division protocols; perception thresholds

1. Introduction

Issues of data partitioning are closely related to the use of cryptographic partitioning
protocols and data sharing protocols. Each of these types of protocols are designed to
protect data by dividing them.

Data sharing protocols are characterized by the use of an algorithm that specifies
the number of shadows (parts) into which a secret is divided and the number of secret
trustees (protocol participants) who will receive each part of the secret. This type of data
secrecy algorithm is a fairly simple solution, in which the number of n—i.e., protocol
participants who receive individual parts of the secret—is determined. To reconstruct the
original message, it is necessary to assemble all parts of the divided secret. It is therefore a
solution that requires all shadow holders to unanimously confirm the need to reconstruct
the classified information. Without the agreement of at least one participant in the protocol,
it is not possible to reconstruct the original message, resulting in the inability to read it [1–3].

Another solution is data sharing protocols. In this class of cryptographic algorithms,
there is an important difference that distinguishes this solution from sharing protocols.
This is because, in the case of data sharing protocols, the secret is divided into a certain
number of n shadows distributed among a selected number of n trustees of the secret, with
the difference being that the number of m shadows specified in the protocol is sufficient
to reconstruct the original message. Such a solution means that not all participants in the
protocol have to take part in the process of reconstructing the secret [4–7]. They do not even
need to have knowledge that the secret has been read. To implement the process of data
sharing, (m, n)-threshold schemes are used. The number n denotes the number of shadows
of the shared secret and the number of trustees of part of the secret. And the number m
denotes the number of protocol participants required to reproduce the shared secret.

Examples of cryptographic sharing and data sharing protocols include the following:
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• Blackley’s algorithm [4];
• Shamir’s algorithm [5];
• Tang’s algorithm [6];
• Lagrange’s interpolation polynomial [7];
• Asmuth–Bloom algorithm;
• Karnin–Greene–Hellman algorithm.

Data splitting and sharing protocols are used as a solution to ensure data security.
The process is implemented by dividing the data into parts (referred to as shadows in the
protocol). The implementation of data partitioning processes is to restrict access to data
only to an authorized group of holders of parts of the secret (referred to in the protocol as
secret trustees). In this way, only selected participants in the protocol become part of the
protocol due to the fact that they each receive their own shadow.

The distribution of the secret and the distribution of shadows is carried out with the
participation of an arbitrator, for whom there are expectations to their impartiality and
fairness in the process of generating shadows and determining their allocation. In this
process, the arbitrator can generate so-called blank shadows and allocate them to selected
protocol participants. In this way, they will be aware of their participation in the process
of recreating the secret, but they will not participate in the actual implementation of the
process due to the fact that the shadows they have do not contain any information.

In a situation where there is no trust in the arbitrator, protocols without the arbitrator
are used, in which case the system itself distributes the various parts of the secret and there
is no person supervising the entire process of shadow distribution and secret restoration.
This is an unsupervised solution, the implementation of which is fraught with certain
risks, and the distribution of shadows should only be supervised due to their privileged
allocation.

The methods of shadow distribution are varied and depend on the following factors:

• The type of information/data being protected;
• The group of custodians of the secret among whom the various parts of the secret are

distributed;
• Dependencies, such as the type of structure in which the shadow keepers function—their

superiority, inferiority, or equality to each other.

Information secrecy protocols which divide information are intended to ensure data
security and protection by distributing a portion of the secret among a specific group of
secret trustees. Thus, this is an example of a data security protocol that can be used in
situations where the secret should not be known to only one holder. An example of this
type of data might be strategic data, which, when known to one person, will be used by
that person for whatever purpose the holder deems appropriate. If, on the other hand, the
data are entrusted to a specific group of trustees of the secret, the analysis and proper use
of the data will depend on the joint provisions. Such a situation can occur, for example, in
supervisory boards, in the management of companies, in the bodies of state institutions, in
military units, in the management of companies, and in local government organizations,
universities, boards of institutes, etc. In situations where data are subject to protection and
the process of secrecy is recommended, the optimal solution is to use data splitting and
sharing protocols.

The difference between data splitting and data sharing protocols is the algorithms used
and, at the same time, this difference becomes apparent in the process of reconstructing
the secret data. The peculiarity of data sharing protocols is that in order to reconstruct the
secret, it is necessary to assemble all the parts into which the secret was divided. Thus, this
is an example of a solution in which each participant in the protocol receives its shadow,
which is equal to any other shadow. Each participant in the protocol must share their
shadow in order for the secret to be pored over.

In data sharing protocols, each trustee of a secret receives a shadow, but not all
shadows are required to open the original message. This is because the data sharing
algorithm determines the minimum number of shadows required to reconstruct the secret
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message. In this way, the other protocol participants, whose shadows will not be used in
the process of reconstructing the original message, will not be participants in this stage,
even though they are participants in the whole process. They have their shadows, but they
do not participate in the process of reconstructing the secret.

A schematic view of the processes of splitting and sharing data and the process of
restoring the secret is shown in Figure 1.
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Figure 1 shows a schematic view of the process of dividing an X-ray image of a hand
bone with visible sarcoidosis. The image has been divided into four parts. In the data
splitting process, it is necessary to assemble all four parts to reconstruct the original image.
In the process of data sharing, it is necessary to assemble a smaller number of parts to
reconstruct the image—in this case, the (3, 4)-threshold scheme was used, which means
that three of the four parts of the secret are required to be assembled to reconstruct the
original image.

In this article, we will propose new protocols for splitting, reconstructing, and sharing
data based on information sharing methods that can generate privileged shares. Such
techniques will allow the reconstruction of shared information in a threshold manner using
the required number of shares, but also using a smaller number of privileged shares. The
allocation of privileged shares may consist of linking them for a given user, or allocating
them with certain semantic labels in mind [8–11].

These protocols will be used for characteristic data, namely medical image data. The
desirability of using such images in data protection protocols is due to the fact that medical
images depicting a particular structure often look similar, while different lesions are visible
on the image [12].
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2. Threshold Schemes with Privileged Access

The main objective of this work is to propose brand new protocols for the sharing of
secret or strategic data (including medical images), which will allow the information to
be divided into any number of shares which can then be distributed in different locations
or assigned to different people or participants of the protocols [13]. The essence of the
proposed methods is that some of the created shares or parts of the shared data should
be privileged in nature, i.e., the inclusion of privileged parts allows the information to be
reconstructed with fewer than the required number of parts. The protocol proposed in
the following section will therefore allow the creation of such privileged shares and their
transfer to the participants in the secret sharing protocol, who will be able to reconstruct
the original information themselves.

We have proposed threshold schemes with privileged distributions as an alternative
solution for securing data using privileged access.

The individual steps of the algorithm are as follows:

1. Determination of the method of data distribution and shadow distribution—equal–
privileged/privileged distribution;

2. Determination of the number n—the number of participants in the protocol;
3. Determination of the number m—the number of shadows into which the secret will

be divided;
4. Determination of the number k—the minimum number of shadows needed to repro-

duce the shared secret.

In data sharing protocols, it is possible to implement the following image sharing
algorithms using a variety of data partitioning and shadow distribution methods:

1. Equal distribution with the allocation of individual shadows to each participant in
the protocol. In this solution, the image is divided into n parts, and each part is
allocated to one protocol participant. Each participant receives one shadow. The
number of participants is equal to the number of shadows. The original image will be
reconstructed by assembling any number of m shadows (m ≤ n).
Symbols relevant to this method are as follows:

n—the number of participants in the protocol and the number of shadows of the
shared image;
m—the number of shadows required to reproduce the shared image.

2. Equal division with equal allocation of shadows (greater than 1) to each participant
in the protocol. In this solution, the image is divided into n shadows allocated to
each participant in the protocol. Each participant receives a certain equal number of
shadows. The number of participants is different from the number of shadows. The
original image can reproduce a composite of m shadows (m ≤ l).
Symbols relevant to this method are as follows:

k—the number of shadows allocated to each participant in the protocol (k > 1, belongs
to natural, k ∗ l = n, k < n, k < m);
n—the number of participants in the protocol;
l—the number of shadows of the shared image;
m—the number of shadows to reproduce the shared image.

3. Privileged division with an equal number of shadows allocated to participants in each
group. In this solution, the image is divided into n shadows assigned to individual
participants in the protocol. In the protocol, the levels of hierarchy against which the
distribution of shadows takes place are defined. Participants of the highest hierarchical
level receive the largest number of shadows, and those of the lowest level receive the
smallest number of shadows. Each participant of a given hierarchical level receives
a certain equal number of shadows. The number of participants in the protocol is
different from the number of shadows. The original image can reproduce a composite
of m shadows (m ≤ n).
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Symbols relevant to this method are as follows:

ni—the number of protocol participants at the i-th hierarchical level;
n—the number of shadows of the shared image;
i—the number of hierarchical levels between which the shadows of the shared image
will be distributed, i = 1, 2,..., n;
ki—the number of shadows allocated to each protocol participant at the i-th hierarchi-
cal level

∑ (ni ∗ ki) = n

m—the number of shadows needed to reproduce the shared image.

The above formula determines how to divide the secret in a hierarchical structure
consisting of i different layers. The original secret is divided into n different parts
altogether, which will be dispersed among participants located in a hierarchical
structure containing i different levels. All of the n participants are also at different
levels of the hierarchy, and the exact number of participants at each level is determined
by the value of ni. The value of ki is the number of parts of the secret that has
been allocated to the protocol participants located at the ith level of the hierarchical
structure.

4. Privileged division with a differentiated number of shadows assigned to participants
in each group. In this solution, the image is divided into n shadows assigned to
individual participants in the protocol. The protocol specifies the hierarchy levels
against which the shadows are distributed. Protocol participants receive varying
amounts of shadows, not depending on the group to which they belong. The number
of protocol participants is differentiated by the number of shadows. The original
image can be reconstructed by assembling m shadows (m ≤ n).
Symbols relevant to this method are as follows:

ni—the number of protocol participants at the i-th level;
n—the number of shadows of the shared image;
i—the number of hierarchical levels between which the shadows of the shared image
will be distributed, i = 1,2,..., n;
ki—the number of shadows allocated to the protocol participants

∑ (ni ∗ ki) = n

m—the number of shadows needed to reproduce the shared image.

An example of an algorithm that implements the process of image sharing is a solution
that divides an image into a specified number of shadows and then assigns privileged
shadows to selected protocol participants. In this algorithm, a smaller number of specified
shadows can be used to reproduce the original image than would be needed if no privileged
shadows are used to reproduce it. The selection of privileged shadows is determined
according to the level of expertise dedicated to a specific image (or set of images) that is
subject to the sharing process.

A characteristic example of this type of solution can be medical images that highlight
lesions in terms of the examined human structure or organ [12]. The process of making
these kinds of data secret is to divide the data and distribute the different parts of the
medical image, as well as to store individual shadows. The storage of these data can be of
importance to those who hold certain positions in public life and to those who seek to keep
information about their health secret [14].

In this case, the process of reading the original image will only be possible if all the
required parts of the secret are assembled. The assembly of a smaller number of parts, on
the other hand, will not reveal the content contained in the image because medical images
consist of a group of images whose careful analysis guarantees their correct reading. Any
even slight blurring or illegible parts of the image can result in the content of the medical
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image being determined in a haphazard manner. In the case of medical imaging, this can
result in an overly broad disease spectrum. Even common medical knowledge does not,
in the case of medical imaging, provide a clear indication of what can be visualized in a
distorted or illegible image. Thus, this is a specific example demonstrating that correct
reading/restoration of images is necessary to properly understand the content contained
in the image and to fully comprehend it. This is a non-essential process that applies to
medical images depicting any of the following:

• Organs of the human body;
• Changes occurring in organs;
• Absence of certain organs or organs with significant deformities, etc.

Other types of images do not carry such ambiguous interpretations. Examples include
images of works of art, such as the paintings of a selected master, which, although widely
known to a large number of enthusiasts, in the case of lesser-known works of art, knowledge
of these paintings will be characterized by a smaller group of people, among whom will be
art historians, admirers of the works of a particular painter, museum professionals, and
people whose knowledge of works of art is much greater than that of the majority of people.

Similar examples of specialized images can be pointed out, for example, in collections
of images of the following categories:

• Satellite images showing:

◦ Land deformations;
◦ Unusual phenomena;
◦ Defense, military, strategic, or secret facilities.

• Geological images showing:

◦ The location of geological deposits;
◦ Deformations of the terrain;
◦ The geological riches of the area, saturation of deposits, etc.

3. Results

The proposed protocols for sharing medical image data are used to implement pro-
cesses ensuring the security of images representing important medical information. The
way to choose an optimal algorithmic solution depends on the information protection
procedures adopted. In the case of image data depicting medical information about a
specific person, or a selected group of people, it is expedient to use image sharing protocols
with a privileged and differentiated distribution of shadows among individual protocol
participants. Thus, the distribution of shadows is carried out in a privileged manner, in
which a certain number of shadows are held by the person who supervises this protocol
(e.g., the person to whom the shared data pertain) and without whose participation it
would not be possible to reconstruct the shared medical secret.

The sharing of the data among the other participants in the protocol is intended to
ensure the security of the classified information in the event that the data were to be
intercepted in an unauthorized manner from the person to whom the data pertain.

Thus, the implementation of an image sharing protocol is a process ensuring secrecy
of important information, the disclosure of which may have a negative impact on the
diagnostic and therapeutic process of its holder.

An example of the implementation of a medical image data sharing protocol is shown
in Figure 2.

Figure 2 shows an example of image data splitting on an X-ray image of a hand bone
with visible sarcoidosis. The image was split using the (3, 4)-threshold scheme, which
means that the image was divided into four shadows, and the assembly of any three
shadows (in this case, they were shadows numbered 1, 3, and 4) allows the image to be
reconstructed with the hand bone disease visible. This is an example of equal division, in
which the four trustees of the secret are each given one shadow.
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If an unauthorized group of secret trustees attempts to read the image data, the image
will not be reconstructed. An example of such an attempt is shown in Figure 3, which
highlights an incorrectly reconstructed secret due to the assembly of fewer than the required
number of shadows—i.e., an assembly of two out of four shadows when the minimum
number of shadows giving a correct reading of the image is three.

Electronics 2024, 13, x FOR PEER REVIEW  7  of  11 
 

 

 

Figure 2. The process of sharing an X-ray  image of a hand bone with visible sarcoidosis. Source: 

own development. 

Figure 2 shows an example of image data splitting on an X-ray image of a hand bone 

with visible  sarcoidosis. The  image was  split using  the  (3, 4)-threshold  scheme, which 

means that the image was divided into four shadows, and the assembly of any three shad-

ows (in this case, they were shadows numbered 1, 3, and 4) allows the image to be recon-

structed with the hand bone disease visible. This is an example of equal division, in which 

the four trustees of the secret are each given one shadow. 

If an unauthorized group of secret trustees attempts to read the image data, the image 

will not be reconstructed. An example of such an attempt  is shown  in Figure 3, which 

highlights an incorrectly reconstructed secret due to the assembly of fewer than the re-

quired number of shadows—i.e., an assembly of two out of four shadows when the min-

imum number of shadows giving a correct reading of the image is three. 

 

Figure 3. Failure to restore shared X-ray image of a hand bone. Source: own development. 

Another example of the use of an image data sharing protocol is shown in Figure 4. 

Figure 3. Failure to restore shared X-ray image of a hand bone. Source: own development.

Another example of the use of an image data sharing protocol is shown in Figure 4.
Figure 4 shows the process of reconstructing a shared X-ray image of a hand bone

with visible sarcoidosis at different perceptual levels [15,16].
Level one represents the process of reconstructing the secret with the required number

of protocol participants. In this case, it is any three of the four protocol participants ((3,
4)-threshold scheme).
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The second level represents an image that can be correctly reconstructed by authorized
participants in the protocol who have factual knowledge of the image being reconstructed.
Thus, its correct recognition does not require full restoration because this group may have
the knowledge to correctly read the image on the basis of certain features contained in it.

The third level allows the image to be read by protocol participants with specialized
knowledge. In this case, although the image is unreadable, certain features of the image
combined with the expertise of the specialist will allow the image to be read correctly.

The example shown in Figure 4 showing the possibilities of reading the image at
different perceptual levels is characteristic of image sharing protocols with a privileged
shadow distribution. In this case, a protocol participant who receives a greater number of
shadows than other participants and at the same time has knowledge of the shared secret
can successfully reconstruct the shared image. An example of such a solution is shown in
Figure 5.

Figure 5 shows the sharing of an X-ray image of a hand bone using the (3, 4)-threshold
scheme, in which any three of the four shadows are must be assembled to reconstruct the
image, but in which the X-ray image is correctly recognized at a higher perceptual level
than the basic level, as the image details at the basic level are unreadable.

Since many threshold sharing schemes for visual data require performing image
compression before splitting is performed, therefore, in a situation where the degree of
compression somewhat blurs the details of the image, the correct restoration and recognition
of the image by the user depends not only on the number of complex shares but also on
having the expertise (in this case, medical expertise) to correctly recognize the contents of
such an image.

Selecting protocol participants who can reproduce the secret image and who have
more than basic knowledge of the shared image allows for proper reading of the image.

In hierarchical structures, such capabilities may be possessed by a decision maker,
holding the highest hierarchical position, with specialized knowledge regarding specific
lesions present in a particular patient. Thus, as a result of the implementation of a specific
cryptographic protocol, this decision maker would be able to read the full content of the
shared image.

The effectiveness of the solutions used in the process of image data secrecy is high.
This is because of the following aspects:

• The use of cryptographic protocols for sharing image data;
• The proper selection of the shadow distribution process—privileged or peer-to-peer

sharing;
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• The determination of perceptual levels to facilitate the privileged image reproduction
process;

• Any modification of the aforementioned steps.
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The division of a secret image into privileged shares is implemented using one of the
standard threshold division methods, but with the difference being that selected partici-
pants (e.g., those with higher priority in accessing the data) will have privileged shares or
several independent shares, which will also give them a privileged position.

Evaluating the computational complexity of such a solution must therefore take into
account the complexity of the native division algorithm, as well as the procedure for
creating and allocating privileged shares, which is placed on polynomial level. Since
standard methods of dividing the secret usually also have polynomial complexity, so the
additional calculations involved in allocating multiple or preferred shares will also remain
at the same level, i.e., polynomial complexity O(xn), where n denotes the degree of the
polynomial. Of course, at this point, we need to take into account the issue of scalability
of threshold partitioning algorithms. For example, in the case of Shamir’s method based
directly on polynomials, large values of (m, n)-threshold division may require calculations
on polynomials of the degree m − 1. In practice, this may mean that the complexity of the
algorithm is polynomial, but that the polynomial is of a high degree.

The described secret division protocols are universal and scalable, and allow any
number of secret parts to be easily generated. They can be easily applied in small computing
infrastructures, as well as in large distributed systems equipped with many computational
or storage nodes. Secret information can also be divided into several thousand parts for
security purposes and later revealed by assembling the required number of parts using the
presented solutions. These results present solutions that can be implemented for general
security purposes, and also for specific cybersecurity solutions.

4. Conclusions

This paper presents a new approach to the issue of image data secrecy by splitting
images using image sharing protocols. These protocols have been developed for a variety
of shadow distribution types, including peer and privileged separation. These processes
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can be effectively implemented in a variety of structures in which image data operate
and may be subject to latency. The developed image sharing protocols are discussed on
the basis of the division of medical images. The information contained in such images is
extremely difficult to interpret unambiguously, which, in the case of image partitioning
(i.e., into shadows), results in the fact that a proper image restoration process requires the
implementation of a specific cryptographic protocol. In special cases, as shown in this
paper, it is possible to correctly reconstruct an image using the generated privileged shares
and perceptual thresholds based on the knowledge of the protocol participants so that the
image can be understood as a result of having thematic knowledge.

Future research directions on the described issues may concern both the expansion
of the application areas of the described methods, as well as their improvement in terms
of the use of additional parameters considered in the division of the secret image [17–19].
Among the new application areas, one can point to the division of data stored on the
digital cloud, as well as the creation of multiple keys intended for authentication in remote
services [20,21]. Such keys can also be used to create personalized cybersecurity locks.
Considering additional parameters, on the other hand, can be related to the use of personal
characteristics in information division algorithms or behavioral characteristics, which will
allow the creation of partitioning procedures aimed at individual protocol participants or
groups of people sharing information with each other.
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