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Abstract: When using dynamic analysis data to detect malware, time-series data such as API call
sequences are used to determine malicious activity through deep learning models such as recurrent
neural networks (RNN). However, in API call sequences, APIs are called differently when different
programs are executed. To use these data as input for deep learning, preprocessing is performed
to unify the size of the data by adding dummy zeros to the data using the zero-padding technique.
However, when the standard deviation of the size is significant, the amount of dummy data added
increases, making it difficult for the deep learning model to reflect the characteristics of the data.
Therefore, this paper proposes a preprocessing technique using term frequency-inverse document
frequency (TF-IDF) and a sliding window algorithm. We trained the long short-term memory
(LSTM) model on the data with the proposed preprocessing, and the results, with an accuracy of
95.94%, a recall of 97.32%, a precision of 95.71%, and an F1-score of 96.5%, showed that the proposed
preprocessing technique is effective.

Keywords: malware; dynamic analysis; TF-IDF; sliding window; preprocessing

1. Introduction

Malware detection techniques [1] are mainly divided into static and dynamic ap-
proaches. In general, detection through static analysis is used; however, static analysis is a
method of analysis that uses opcodes, strings, and import address tables (IATs), without
running the software. The static analysis makes it difficult to detect such malware when
obfuscation and packing [2] are applied to the code or compilation process. This can be
solved by dynamic analysis, which runs files in a virtual environment to analyze changes
in the system. In this case, dynamic analysis approaches utilize time-series data, such as
API call sequences, to determine the presence of maliciousness using deep learning models
like recurrent neural networks (RNNs) [3]. Deep-learning models require input data of the
same size for training. However, in the API call sequence, APIs are called different numbers
of times when different programs run, ranging from as few as ten times to millions of times.
To use these data as input for deep learning, the commonly used zero-padding technique [4]
is applied to adjust the data to a fixed size. However, when there is a significant standard
deviation in the data size, that is, when the difference between the smallest and largest data
points is significant, the amount of dummy data increases, making it challenging for the
deep learning model to capture the characteristics of the data. Therefore, a technique that
reduces the loss of the time-series information of API call sequences while preprocessing
the data to a fixed size is essential.

Accordingly, to convert dynamic analysis data to a fixed size, our previous study [5]
used the term frequency-inverse document frequency (TF-IDF) [6] to map the APIs that
determine benign and malicious API call sequences to high values and meaningless ones to
low values. The preprocessing technique was performed by converting the data to a fixed
size using a sliding window algorithm. In this paper, we describe the preprocessing in
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detail and improve the preprocessing technique by computing the term frequency-inverse
document frequency (TF-IDF) for category information and APIs and multiplying the
results. We evaluate the performance of the proposed technique by comparing it with
other methods.

The remainder of this paper is organized as follows: Section 2 introduces the related
work on converting dynamic analysis data to a fixed length, and Section 3 describes the
proposed preprocessing technique. Section 4 analyzes the experimental results of the
proposed preprocessing method, and Section 5 concludes the paper.

2. Related Work

In [7], a technique was proposed that uses API2Vec embedding [8] and bidirectional
long short-term memory (BiLSTM) [9] to reduce the dimensionality of information from
data of varying lengths and extract the functional characteristics of APIs through convolu-
tional operations. The extracted features are then transformed into temporal information.
Additionally, for each pair of API operations and categories, the study extracts encoded
operations and category vectors using an embedding layer and extracts similar features
between APIs using BILSTM. The extracted information is then integrated, and the weights
are calculated using an attention layer. Finally, a Fully Connected Layer is used to determine
the presence of malicious behavior.

In [10], API call sequences shorter than a certain length are padded and encoded into
integers for conversion into fixed lengths. The API vectors for each sequence are then
calculated using an embedding layer. Subsequently, a 1-D Convolutional Neural Network
(CNN) [11] is used to extract the features of the sequences and reduce dimensionality
through Max Pooling. This method converts API call sequences of varying lengths into
fixed lengths and maps high-level API features to low dimensions using a bidirectional
gated recurrent unit (BiGRU) [12] model for prediction.

In [13], the authors proposed preprocessing techniques using sequence-based embed-
dings and name-based embeddings. Sequence-based embeddings use Skip-Gram, a model
from Word2Vec. Skip-Gram is a low-level dimensional vector embedding model that uses a
central word in a one-hot vector to predict peripheral words. For name-based embedding,
they calculate the frequency of each API through TF-IDF and perform malware detection
using the CNNs-BiGRU model using the data embedded through Skip-Gram.

In [14], a preprocessing method of truncating data above a certain length and padding
data under a certain length is adopted as a preprocessing method to propose an Android
malware detection model using an RNN-based model.

However, ref. [7] requires multiple techniques, two deep learning models for di-
mensionality reduction and feature extraction, and layers for integrating features and
calculating weights, resulting in significant overhead. The work in [10] incurs a large
overhead in mapping sequences of excessive length to the vector space through the em-
bedding layer and requires significant preprocessing before dimensionality reduction. A
malware detection framework proposed in [13] extracts time-series information and API
name information, respectively, which occupies more vector space for embedding, and uses
a one-layer DNN to extract embedding data, which is resource-intensive for preprocessing.
Ref. [14] showed that slicing and padding techniques can also achieve meaningful detection
performance through certain length-specific experiments; however, considering that the
maximum length of data is about 4000, the accuracy may decrease as the length of discarded
data increases. Therefore, there is a need for preprocessing techniques that can reflect the
information in the API with low overhead and minimal loss of information.

In this paper, we propose preprocessing techniques using TF-IDF for weight calcu-
lation and data reduction techniques using a sliding window to address the excessive
overhead incurred by separate deep learning models and mapping large amounts of data
to vector space.
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3. Proposed Method

In this section, we describe the proposed preprocessing techniques. The proposed
preprocessing techniques utilize TF-IDF and sliding windows. The TF-IDF calculates
weights by considering the importance of words in a document. The TF represents the
frequency of a specific API occurrence in a particular API call sequence, whereas the IDF
is the inverse of the document frequency (DF). The DF refers to the number of API call
sequences in which a specific API appears among all API call sequences. For example,
if there were four API call sequences and a specific API existed in the first and second
sequences, the TF of that API would be 40 in the first sequence and 200 in the second,
whereas the DF would be 2. Using TF-IDF, we can calculate weights that consider the
importance of APIs that frequently appear in the overall API call sequence and assign
higher weights to APIs that appear frequently in specific API call sequences. A sliding
window is a technique in which a fixed-size window moves and calculates the values
within the window based on the data. Fixed-length data can be generated by dividing
data of different sizes into a fixed number of windows and calculating only one value for
each window.

Algorithm 1 demonstrates the proposed preprocessing procedure. The inputs consist
of API call sequences (A), categories (C), and target lengths for transformation (N). The
output is the preprocessed data (W = wy,wp, ws, ..., wy) with the target length. This
algorithm comprises three main steps: (a) Weight calculation using TF-IDF (lines 1-3).
The first step in this algorithm involves converting API call sequences and categories
into meaningful numerical values. The algorithm uses the TF-IDF method, a popular
technique in information retrieval, to calculate the weights. This represents a significant
departure from the common approach of mapping API call sequences and categories to
word dictionaries. This method effectively quantifies the importance of words in APIs
and categories. (b) Preprocessing to separate the data into window units (lines 4-11). The
second step involves subdividing the data into distinct window units. This is achieved
using the sliding window technique, which allows the analysis of subsets of data. Each
window unit represents a fixed data length. (c) Calculation of the final value based on the
data from each window (lines 12-14). The final step of the algorithm involves the calculation
of the final value. This value is derived from the data contained within each window.

Lines 1-2: Calculate the weights of the API call sequences and categories (W4, W) for
malicious and benign files using TF-IDF.

Table 1 provides examples of the input and output for process a, and the input and
output data are arbitrary data used to understand Algorithm 1, not actual data.

Table 1. An example of inputs and outputs for step (a).

Step Inputs Outputs

A =[APl;, APL, APL, ..., APL,]
@) Wac =[0.23,0.27,0.19, 0.19, . . ., 0.49]
C =[Catq, Caty,Cats,...,Caty]

Process a calculates the TF-IDF by taking the input API call sequence ([API;, AP,
API3,...,API,]) and categories ([Caty, Caty, Cats,...,Cat,]) and outputs the result by
multiplying the two values, resulting in [0.23, 0.27, 0.19, 0.19, .. ., 0.49].

Table 2 illustrates the process of calculating the TF-IDF in step (a). The TF calculates
the APIs for each API call sequence in the input. In the input API call sequence data Ay,
there are one each of API;, APy, and API7; so, the TF values of the APIs in A are 1 for
APly, APIls, and API;. The DF represents the number of documents in which APIs are
used. The IDF is obtained by dividing the DF value by the total number of documents and
then taking the logarithm. In the entire input dataset, API; is used once by A4, and APl is
used twice by A and Ap. APIj has a DF value of 1, and API4 has a DF value of 2. The IDF
is calculated using Formula (1), which is 0.6931471806 for API; and 0.2876820725 for API4.
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Algorithm 1: Proposed TF-IDF and sliding window calculation algorithm
Input: API call sequences A; Categories C; Target length for transformation N
Output: Preprocessed data W
/*Calculate weights with TE-IDF*/
1 W4 « A calculated from TF-IDF
2 Wce « C calculated from TE-IDF
3 Wac  Wa x We
/*Preprocess before sliding window calculation*/
4 Wy < (length of Wyc)/N
5 Convert Wy, to integer
6 if (length of W4c) mod N =0 then
7 W + list chunk with W4¢ and W,
8 end
9 else
10 W  list chunk F with W4, Wy, and N
11 end
/*Calculate the final value for each window*/
12 Wiayg < Calculate the average of each window in W
13 W < Calculate the final values in W using Wang
14  return W
i (o ) ()
1+ df(APIL,)

where API is the total number of API call sequences, and df(API,) is the DF value of

the APL

Table 2. Examples of the TF-IDF calculation in the APL

Example

Ay = [API,, APl AP
A, = [API5, APly, API;]

Inputs As = [APL, APIs, API3, API5]
Ay = [APIg, APy, API4]
TF, = {API;:1, APlg:1, API;: 1}
TF TF, = {API,:1, API5:1, API;: 1}
TFy = {APL :1, AP : 1, API5: 1}
TFy = {APL : 1, APIg: 1, APly: 1}
DF APIy :1,APL : 1,APIy: 1, API, : 2, API5 : 2, APl : 1, API, : 2, APIg : 1, APy : 1
{API, : 0.693147, AP, : 0.693147, API; : 0.693147,
IDF API, : 0.287682, API5 : 0.287682, APl : 0.693147,
API; : 0.287682, APIg : 0.693147, APIy : 0.693147}
A; = [0.693147, 0.287682, 0.287682]
TE-IDE As = [0.693147, 0.287682, 0.287682]

As = [0.693147, 0.575364, 0.693147, 0.575364]
Ay = [0.693147, 0.693147, 0.693147]

The TF-IDF is obtained by multiplying the TF value by the IDF, resulting in Wy. If
the TF-IDF is calculated for API, the TF value is 2, and the IDF value is 0.2876820725.
Multiplying the two values, 0.5753641449, yields the TF-IDF value for APl4. The same
process is performed for the categories, and the two values are multiplied to obtain Wuc.

Line 3: Multiply the two weights (W4, W,) calculated in Step 2 to obtain (W4c¢).

Lines 4-5: Divide the length by the target length (N) and convert it into an integer.
The window size (W) is determined during this step.
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Lines 6-8: This divides the data into W, units. When obtaining W, if the result of
dividing the length of the API call sequence by the target length is an integer, the entire
dataset is divided into W, (List_chunk).

Algorithm 2 is a implementation of the List_chunk function. This necessitates two
primary inputs: a list of weights, denoted as W4, and the size of the window, termed W,,.
The W4 list of weights is computed in line 2 of Algorithm 1: The final output provided
by Algorithm 2 is a list in which each dataset is partitioned into windows with a size
specified by W,,. First, variable L. is initialized as a list. The algorithm then uses a loop
structure. This loop iterates over the entire Wy list, with each iteration advancing by a
step size equivalent to W;,.; the algorithm is designed to extract a specific portion of the
Wy list during each iteration. This extraction process is performed using list indexing,
which extracts elements as step sizes (W) at every step. Once these elements are extracted,
the algorithm adds them to the list L.

Algorithm 2: Implementing List_chunk

Input: List of calculated weights in line 2 of algorithm 1 W, Size of window W,
Output: Chunked list L¢

1 Initialize with a list of L¢

2 for i < 0 tolength of W4¢ and increment steps are W, do

3 Extract size of W, elements as list from Wy and add to L¢
4 end

5 return Lo

Lines 9-11: When N is 10, and the length of the API call sequence is 43, W, becomes 4.
At this point, the resulting data length becomes 11, which differs from the target length.
Therefore, a different approach must be applied, which is the process considered for
List_chunk_F (line 10 in Algorithm 1).

In List_chunk_F, if the final data length exceeds the value of N, the window size for
the subsequent windows increases by one. Specifically, when N is 10, and the length of the
API call sequence is 43, the size of the first and seventh windows’ W, is 4, and from the
eighth to the tenth windows, the W), size becomes 5.

len(API Call Sequence) — Wy, x N, )

Equation (2) is used in List_chunk_F to calculate the window from which the size
of Wy, increases. len(API Call Sequence) is the length of the API call sequence. When
len(API Call Sequence) is 43, N is 10, Wy, is 4, and the result for (2) is 3. With 10 windows,
data with a length of 10 are generated when the value becomes 5 by adding 1 to the eighth
window, which is the third window from the end.

Algorithm 3 is a Python-based implementation of the function List_chunk_F. This
function takes the following three inputs: The first is a list of weights, denoted as W,
calculated in line 2 of Algorithm 1. The second input is the window size, which is repre-
sented by variable W;,. The final input is the target length for the transformation, denoted
as N. The output is a list in which each data point is separated into windows of a specified
size. When the algorithm begins to execute, it sets two variables: First, L, is initialized as
an empty list. The second variable, idx, is initialized with a value of zero. The algorithm
initiates a loop in which size is determined by the length of the W4 list. The step size of
this loop is Wj,. In each loop cycle, the N-idx value is compared with the value calculated
using (2). If the result is false, then the algorithm executes the List_chunk operation, and
idx, the index value, is increased by one. If the result is true, the algorithm increases the
window size (W,) by 1 and breaks the loop. Subsequently, in a new loop, the starting value
for the range function in this new loop is determined by multiplying the window size
(Wy) by the stored index value (idx), and the step size is increased by one from the current
W, value.
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Algorithm 3: Implementing List_chunk_F

Input: List of calculated weights in line 2 of algorithm 1 W ¢, Size of window W,

Target length for transformation N
Output: Chunked list L¢

1  Initialize with a list of L¢

2 Initialize idx

3 fori < 0 tolength of Wy¢ and increment steps are W, do

4 if N — idx = (length of W4c — W, % N) then

5 Wy <~ W, +1

6 Break

7 end

8 Extract size of W, elements as list from W ¢ and add to L¢
9 idx + +

10 end

11 for i + (W, + 1) xidx to length of W and increment steps are W,, do
12 Extract size of W,, elements as list from W, and add to L¢
13 end

14  return L¢

Table 3 provides examples of the inputs and outputs for process b. Process b represents
the process of converting the input to N = 10. If the input length is 20, W, is 2, and
List_chunk is used because the input divided by N is a natural number. Given an input of
[1,2,3,4,5,6,7,8,9,10, 11, 12,13, 14, 15, 16, 17, 18, 19, 20], the output will be [[1, 2], [3, 4],
[5,6],17, 8], 19, 10], [11, 12], [13, 14], [15, 16], [17, 18], [19, 20]]. If the input has a length of 21,
then W, is 2. Because the value obtained by dividing 21 by 10 is not an integer, the result is
the output using List_chunk_F. When the inputis[1,2,3,4,5,6,7,8,9,10, 11, 12,13, 14, 15,
16,17, 18, 19, 20, 21], (2) is calculated as 21-2 x 10, which equals 1. Applying lines 3-8 of
Algorithm 3, the loop is executed until the condition “10 — idx” becomes 1. When idx is 8,
L. becomes [[1, 2], [3, 4], [5, 6], [7, 8], [9, 10], [11, 12], [13, 14], [15, 16], [17, 18]]. When idx is
9, the condition in line 4 of Algorithm 3 becomes true; therefore, W, increases by 1 and the
first loop terminates. In addition, because (W, — 1) x idx is 18, the second loop starts from
the 18th data point of W4¢ with a step of 3. Therefore, the final output after the last loop is
[[1,2],13,4],[5 6], [7, 8], [9,10], [11, 12], [13, 14], [15, 16], [17, 18], [19, 20, 21]].

Table 3. Example inputs and outputs for step (b).

Step Inputs Outputs
[1,2,3,4,56,7,8,9,10,11, 12, [[1,2],[3,4], [5, 6],
‘ (b) 13,14, 15, 16, 17, 18, 19, 20] [7,8],[9,10], [11, 12], [13, 14],
(List_chunk) [15, 16],
N=10 [17, 18], [19, 20]]
[1,2,3,4,5,6,7,8,9,10,11, 12, [[1,2],13, 4], [5, 6],
- ) 13,14, 15,16,17,18,19,20,21]  [7,81,[9,10], [11,12], [13, 14],
(List_chunk_F) [15, 16],
N-10 [17, 18], [19, 20, 21]]

Line 12: Calculate the average of each window (Wpye = W1avg, Waavg, W3avg,s - - -, wNuvg).
Line 13: Use Wy, to calculate the value of the N(th) window.

WNmax if number of s > Wnpg
WNo = § WNmin Lf number of s > Wnaog 3)
WNavg Lf number of s = Wnapg
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where wy, is the final value of the Nth window, Wy ;4 1S the maximum value of the Nth
window, Wiy is the minimum value of the Nth window, wyy, is the average value of
the Nth window, and s is the preprocessed API in line 3.

Equation (3) is the process of selecting the representative values for each window.
If more values are significant than the average (wngvg) of the window length (W), the
maximum value (Wyyqx) is selected from that window. On the other hand, if there are
smaller values than the average, the minimum value (wyy;;) is chosen. This process
generates a dataset of API call sequences with N instances, each of length.

Table 4 provides examples of inputs and outputs for process (c). Process c calculates
the average (W) for each window of the input data [[1, 2, 3], [3, 4, 10], [5, 6, 4], [7, 8, 1],
[9, 10, 4], [7, 11, 12], [10, 13, 14], [11, 15, 16], [4, 17, 18], [19, 20, 21]], where the window
average values for the input data are [2, 5.67, 5, 5.33, 7.67, 10, 12.3, 14, 13, 20]. The outputs
W are determined based on Wy using process (2). Therefore, the results based on the
inputs are [2, 3, 5, 8, 10, 12, 14, 16, 18, and 20].

Table 4. Example inputs and outputs for step (c).

Step Inputs Outputs

[[1,2,3],[3, 4,10],
(C) [5I 6/ 4]/ [71 8/ 1]/
[9, 10, 4], [7, 11, 12], [10, 13, 14], [11, 15, 16],
[4,17, 18], [19, 20, 21]]

[2,3,5,8,10, 12, 14, 16, 18, 20]

4. Performance Evaluation
4.1. Experimental Environments

The experiment was run on an Intel Xeon(R) Silver 4215R CPU @ 3.20 GHz CPU, 256
GB RAM, NVIDIA RTX A6000 GPU, Python 3.7.13, TensorFlow 2.7.0, Scikit-learn 1.0.2,
NumPy 1.21.6, Pandas 1.3.5.

4.2. Experimental Datasets

The experimental data used in this study were raw PE files [15] provided by Practical
Security Analytics for security and Al research purposes. Among the provided 201,549
samples, the dynamic data of benign and malicious files were extracted using the Cuckoo
Sandbox [16] for 5 days. The total number of data points used was 16,590, with 9756 benign
and 6834 malicious samples. The training, validation, and testing ratios were set as 6:2:2.
The hash values of the software used to extract the dynamic data of benign and malicious
files are available in the GitHub repository [17]. Figure 1 presents a table showing the
number of data for each data length.

1,000,000 <x |24
200,000 <x < 1,000,000 == 391
50,000 < x <200,000 295
10,000 <x < 50,000 W 1080
5000 <x < 10,000 m463
2000 <x <5000 MmN 755
1200 <x <2000 ™ 254
800 <x <1200 M215
500 <x <800 W 359
100 <x <500 I 3180
x <100 N 1276

Length

0 1000 2000 3000 4000 5000 6000 7000 8000 9000
Count

Figure 1. Number of data by length.
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4.3. Experimental Model

To evaluate the performance of the proposed model, we used long short-term memory
(LSTM) in our experiments. The LSTM is a model that improves the problem of RNN,
which has the problem of gradient vanishing when the length of data is long. Therefore,
we chose the LSTM among the RNNs that can learn the sequence information of an API
call sequence, which is a set of APIs called in the order in the system. Table 5 shows the
structure and parameters of the LSTM model we used.

Table 5. Structure and parameters of the LSTM model used.

Layers Parameters Values Outputs
Input Layer 1, 800 1, 800
Bidirectional Layer LSTM units 128 256
Batch Normalization Layer 256
units 128
Dense Layer 1 activation Rectified Linear 128
Unit (ReLU)
units 1
Dense Layer 2 1
activation ReLU

4.4. Experimental Results

The experimental results are presented in terms of Accuracy, Precision, Recall, and
the F1-Score, which are performance metrics that show how well a classification model
has learned. Accuracy is the percentage of the total data that the model correctly classified
as benign or malicious. For example, for data with a 1:99 ratio of benign or malicious
classes, the accuracy would be 99% if all predictions were malicious, which is not an
accurate measure of performance on data with an unbalanced ratio of classes. The precision
is the percentage of data that the model classifies as malicious that are malicious. The
precision metric shows how many times the model classified benign data as malicious.
The recall is important in malware detection because it shows the percentage of malicious
data classified by the model as malicious. A higher number of the recall indicates a lower
probability of false positives since malicious data are more harmful to the system if they
are classified as benign. The precision and the recall are a trade-off. There is a metric, the
F1-score, to evaluate this trade-off relationship. The F1-score, which is the harmonic mean
of the precision and the recall, can be used to evaluate the disadvantage of the accuracy by
considering the degree of imbalance in the experimental data [18].

Figure 2 illustrates the performance comparison of the proposed preprocessing tech-
nique when the transformed length (N) was set to 800. The performance was evaluated
using an LSTM model on different types of preprocessed data: slicing all data with a
length of 800 or above (T1), selecting similar-length API call sequences and padding/slicing
the data (T2), using the technique proposed in [5] (T3), and applying the preprocessing
technique proposed in this study (T4). For T2, API call sequences with lengths similar to
the specified length of 800 were selected, and balanced numbers of malicious (1935) and
benign (1952) data samples were extracted. Compared with T1, the proposed technique
showed an increase in the accuracy (9.31%), recall (11.86%), precision (2.69%), and F1-score
(7.42%). Compared with T2, there was an increase in the accuracy (4.45%), recall (2.82%),
precision (7.51%), and Fl-score (5.26%). Compared with T3, there was an increase in the
accuracy (0.55%), recall (1.3%), and F1-score (0.43%) but a decrease in precision (0.41%).
Overall, most techniques exhibited improved performance.
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m Slicing(T1) m Selected data of similar length(T2)
Kim et al. 2023(T3) Proposed Method(T4)

Figure 2. Comparison performance table by method [5].

In terms of accuracy, the proposed method outperformed the other methods, but the
number of malicious and normal data differed by about 3000; so, the accuracy is not reliable
as a performance indicator. The recall showed that the proposed method detected malicious
files with an improvement of up to 11.86%, and the Fl-score showed an improvement
of up to 7.42%, indicating that the proposed method can contribute to better detection
performance than the other methods in an environment with an unbalanced amount of
data between classes.

T1 involved padding all the data with a length below and discarding all the data with
a length above, resulting in the smallest overhead. T2 involved selecting data with similar
lengths N and reducing the standard deviation to reflect the data characteristics in the
model; however, not all data could be used. T3 is a preprocessing technique proposed
in [5] that uses TF-IDF and APIs. T4 is an extension of T3, which includes the category
information of the APIs and List_chunk_F in Algorithm 1, Step 8. T1 required only padding
and data removal, resulting in the lowest overhead. T2 had a slightly higher overhead than
T1 because it required reading all the data from start to finish to measure the length while
extracting data with similar lengths. T3 incurred overhead during the calculation of TF-IDF,
which involved determining the number of APIs in each API call sequence and the number
of documents in which each API was used. The sliding-window calculations in T3 required
an overhead equivalent to that of the window size. T4 had a slightly higher overhead than
T3 because it included the calculation of TF-IDF for categories and the computation of (2).
However, while the TF values were calculated for each API call sequence, the IDF values,
which required reading all documents simultaneously, were computed only for the training
data, resulting in varying overhead levels.

5. Conclusions

In this study, to convert API call sequences, which are dynamic analysis data of
different lengths, to fixed lengths according to the characteristics of deep learning, we
propose a technique that calculates the weights of APIs and categories through TF-IDF
and preprocesses the data into a specified length using a sliding window. The proposed
preprocessing technique showed higher accuracy and lower false-positive rates than the
other techniques. The proposed technique can be applied to dynamic analysis data used
to detect obfuscated and packed malware and can be used for detection by minimizing
the loss of time-series information in dynamic data of different lengths. However, the data
from the unselected APIs were lost when calculated through the sliding window. Therefore,
in the future, we would like to develop a technique that calculates the representative value
of a window while considering the data within the window.
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