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Abstract: Many research efforts have gone into upgrading antiquated communication network
infrastructures with better ones to support contemporary services and applications. Smart networks
can adapt to new technologies and traffic trends on their own. Software-defined networking (SDN)
separates the control plane from the data plane and runs programs in one place, changing network
management. New technologies like SDN and machine learning (ML) could improve network
performance and QoS. This paper presents a comprehensive research study on integrating SDN with
ML to improve network performance and quality-of-service (QoS). The study primarily investigates
ML classification methods, highlighting their significance in the context of traffic classification
(TC). Additionally, traditional methods are discussed to clarify the ML outperformance observed
throughout our investigation, underscoring the superiority of ML algorithms in SDN TC. The study
describes how labeled traffic data can be used to train ML models for appropriately classifying SDN
TC flows. It examines the pros and downsides of dynamic and adaptive TC using ML algorithms.
The research also examines how ML may improve SDN security. It explores using ML for anomaly
detection, intrusion detection, and attack mitigation in SDN networks, stressing the proactive threat-
detection and response benefits. Finally, we discuss the SDN-ML QoS integration problems and
research gaps. Furthermore, scalability and performance issues in large-scale SDN implementations
are identified as potential issues and areas for additional research.

Keywords: software-defined networking (SDN); machine learning (ML); Quality of Service (QoS);
traffic classification (TC); security

1. Introduction

The installation and configuration of network elements are complex tasks that require
skilled personnel. When dealing with network nodes that interact with each other in
complicated ways, a system-based approach involving simulation is necessary. However,
the current programming interfaces of most networking equipment make it difficult to
achieve this [1]. Furthermore, to manage large, multi-vendor networks, with various
technologies becoming increasingly costly, service providers face resource shortages and
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rising real-estate expenses. A novel network paradigm is required to integrate network
management and provisioning across many domains [2].

In network devices like switches and routers, SDN is a technique that separates the con-
trol plane from the data plane [3,4]. The control plane and data plane are tightly entwined
in conventional networks, making it challenging to manage and scale the network [5]. In
an SDN design, a central controller controls the network and communicates with switches
and routers using a standard protocol, such as OpenFlow protocol [6].

Increased network scalability and flexibility are advantages of SDN. Network adminis-
trators may simply manage, configure, and enhance the network with a centralized controller.
SDN additionally enables the development of virtual networks that can be altered to accom-
modate particular applications or traffic types. The SDN architecture is depicted in Figure 1,
and is made up of the data plane, control plane, and application plane [7,8].

The data plane consists of network devices such as routers, switches, and access
points that are accessed and managed through control-data-plane interfaces (C-DPIs) by
SDN controllers. The most commonly used C-DPI is the OpenFlow protocol [6,9]. The
implementation of the SDN architecture heavily relies on the control plane. Essentially,
the control plane functions as a separate process that operates within the control layer.
This layer consists of one or more controllers that offer a comprehensive perspective of
the entire SDN system through C-DPI. The controllers consist of essential components,
such as a coordinator and virtualizer, which are responsible for managing the behavior of
the controller. Additionally, there is a control logic that translates the networking needs
of applications into instructions for allocating network element resources. Finally, the
application plane is made up of one or more network applications that communicate with
the controller(s) in order to use an abstract view of the network for internal decision-
making. These applications exchange data with the controller(s) using an open application—-
controller-plane interface (A-CPI), such as REST API [9].
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Figure 1. SDN architecture.

Table 1 presents the common existing SDN controllers: NOX [10], Floodlight [11],
POX[12], OpenDayLight [13], RYU [14], and Beacon [15]. These controllers can be catego-
rized as either centralized, in which a single control entity manages the entire network, or
distributed, in which the network is divided into various sections for management [16,17].

Centralized controllers can be classified as either physically centralized or logically
centralized. Physically centralized controllers are installed on a single server and are
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responsible for managing the entire network. The benefit of a physically centralized con-
troller is its ease of use and management due to having only one controller [11]. A logically
centralized controller utilizes numerous physical servers, with each controller of a specific
network duty. They all, however, use a centralized data store to replicate a common
network state [18].

Distributed controllers serve as a distributed control plane for network management.
Nevertheless, the network is partitioned into multiple domains, with each domain being
managed by its own controller [19,20]. Distributed controllers come in two forms: flat and
hierarchical designs. In a flat design, the network is divided into separate domains, with
each domain having its controller. Controllers utilizing the flat design communicate with
each other using east-west interfaces to gain a global network view. In contrast, hierarchical
design employs a two-layer controller model. The first layer is a domain controller that
handles switches and runs applications in its local domain, while the second layer is a root
controller that maintains the global network and manages the domain controllers [21].

Table 1. A summary of controller types and programming platforms used.

Controller Programming Created by Architecture
Language Used
NOX Python Nicira Physically centralized
FloodLight Java Big Switch Networks  Physically centralized
. Physically and
POX Python Nicira logically centralized
. . . Distributed flat
OpenDaylight Java Linux Foundation design
Ryu Python NTT Labs Physically centralized
Beacon Java Standford University =~ Physically centralized

One of the most important aspects of SDN is that it allows for network programmabil-
ity, which enables the seamless integration of artificial intelligence (Al) into communication
networks. By leveraging the application programming interface (API), SDN empowers
network managers to send powerful programming instructions to network devices. With
the help of Al it can not only schedule automated and intelligent business orchestrators
but also develop Al-optimized network strategies and automatically convert them into
task scripts, which can be assigned to network allocation tasks via the API. Additionally,
network statistics information can be automatically collected and processed to provide
a solid foundation for ongoing network optimization. New functionalities can also be
intelligently added as needed to the network environment via SDN applications [22].

Machine learning (ML) is a crucial tool for enabling AI [23] as it can effectively predict
and schedule network resources based on the available data inputs [24,25]. It has applica-
tions in various areas providing data acquisition and analysis by emulating human learning
behavior of knowledge [26]. ML aims to enable computers to determine and enhance their
performance over time without being explicitly programmed to do so [27]. ML algorithms
can be supervised, unsupervised, semi-supervised, or reinforcement, varying based on
the type of data utilized for model training [28,29]. Supervised learning (SL) is the process
of training a model using labeled data when the right output for each input is known.
Unsupervised learning (USL) includes finding patterns and relationships in unlabeled data.
Semi-supervised learning (SSL) is a set of both SL and USL. In reinforcement learning (RL),
an agent learns to act in a given environment in order to maximize a reward [30].

Network managers may therefore create networks that are more flexible, efficient,
and safe by integrating SDN and ML. According to Figure 2, In SDN, a variety of tasks
can benefit from the utilization of ML algorithms, such as network resource management,
where they can forecast traffic demand and dynamically assign network resources to
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satisfy it. This may result in greater network resource use, which would lower overall
operation costs [26].

By examining user behavior, network anomalies, and traffic patterns, ML can be used
to find potential security vulnerabilities [31]. This can lessen the threat of cyberattacks,
particularly from malware, which is known for its ability to remain undetected in sys-
tems and execute automated coordinated attacks, making it particularly destructive for
distributed systems such as IoT and Smart cities [32]. By providing real-time detection
and mitigation assistance, this approach enhances cybersecurity measures. Additionally,
ML can support the detection and isolation of network defects as well as the prediction of
network performance decline, resulting in a more effective and dependable network [22,33].

Last but not least, ML can be used to categorize network traffic according to the kind of
application or user behavior, enabling the prioritizing of high-priority traffic and assisting
in making sure that vital applications obtain the necessary QoS levels. This can improve
customer pleasure and experience, especially in applications that need real-time replies,
high throughput, or low latency [34].

In conclusion, ML has the potential to be a potent tool for improving a number of
SDN-related features, such as security, resource management, routing optimization, QoS
prediction, and TC. Organizations may optimize their networks for greater performance,
dependability, and security by utilizing ML techniques, which will ultimately improve
their business outcomes.

Machine Learning in
SDN

|

Figure 2. Machine learning applications in SDN.

Additionally, the SDN architecture’s centralization and programmability, as well as
the controller’s capacity to gather real-time data, allow for the application of “intelligence”
via ML approaches for effective routing and QoS provisioning [35].

SDN and ML have the ability to work together to build extremely intelligent and
effective networks that can accommodate changing situations while delivering greater
performance and security. We may anticipate seeing many more potential uses of this
technology in the networking industry as ML develops.

1.1. Motivation

In [1], the focus is on the initial efforts to examine how Al is applied in the context
of SDN. However, it is noteworthy that this paper does not specifically delve into TC
in SDN using ML methods, but rather explores broader applications and implications
of Al within the SDN framework. The overview presented in [33] provides a highly
detailed introduction to basic ML algorithms and their applications in SDN networks,
offering valuable references and guidance for further study. However, it is important
to note that this paper covers studies only until 2018; thus, newer developments and
advancements in the field may not be fully captured. The survey conducted by [26] serves
as an introduction to relevant studies exploring the intersection of ML algorithms and
SDN network applications, providing insights into their combined impact and potential
in the field. While it may provide insights into the combined impact and potential of ML
algorithms in SDN, it likely does not delve deeply into TC using ML methods. In [36],
the focus is on IP TC using ML, although it does not delve into TC within the context of
SDN. Our primary research objective is to offer a comprehensive overview of TC using ML
techniques specifically applied in the context of SDN.
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1.2. Contribution
The contributions of the paper can be listed as follows:

e  Exploration of ML techniques for TC in SDN environments in a comprehensive
manner.

*  Incorporating the most recent research efforts in the SDN TC field.

¢ Including the most recent publicly available datasets suitable for training and evaluat-
ing ML models in SDN TC tasks.

e  Highlighting the role of the ML model for mitigating the SDN security aspects.

¢ Discussing the limitations and open research issues in SDN TC.

¢  Providing insights into areas requiring further investigation and development.

Our paper is organized as follows. First, QoS in SDN using ML is discussed in Section 2.
In Section 3, a comparison between traditional and ML TC methods is provided. Section 4
presents SDN TC using ML. Security in SDN using ML is presented in Section 5. Section 6
contains some useful datasets. Limitations and open research issues are introduced in
Section 7. Finally, the paper is concluded in Section 8.

2. QoS in SDN Using Machine Learning

QoS is the ability of a network to give priority to selected network traffic and provide
better service to users by ensuring dedicated bandwidth, controlling jitter and latency,
and enhancing loss characteristics. QoS aims to provide end-to-end guarantees, and
there are multiple technologies available to achieve this, which can be used individually
or in combination. Resource reservation and allocation, prioritized scheduling, queue
management, routing, and other services can be utilized by a network operating system to
implement QoS.

Initially, the traditional network was not designed with QoS in mind, and various
techniques were later introduced to improve performance tuning. These techniques allowed
Internet Service Providers (ISPs) to optimize the internet as required. However, with
emerging technologies like big data, cloud computing, and an increasing number of devices,
the traditional internet faces new challenges that it struggles to cope with. SDN addresses
these issues by making the internet more flexible and programmable [37]. So, as mentioned
above, QoS refers to the ability to prioritize network traffic based on its importance and
ensure that critical traffic receives preferential treatment over non-critical traffic. TC is one
method that can be used to achieve this prioritizing [38,39].

In SDN, TC is often carried out by the controller, which can make use of ML algo-
rithms to automatically recognize and categorize distinct forms of network traffic based
on characteristics like packet size, protocol type, and application behavior. The controller
can then apply QoS policies, such as giving priority to important traffic or limiting the
bandwidth of specific categories of traffic, using this information.

3. Traffic Classification Using Traditional Methods vs. Machine Learning
3.1. Traditional Methods

In computer networks, traditional methods for TC imply the utilization of specific
signatures, ports, or protocol headers to distinguish the traffic type. These methods are
based on predefined rules that are used to distinguish between different types of traffic.
Some of the commonly used techniques for TC include port-based, payload-based, deep
packet inspection (DPI), and statistical-based techniques [40].

3.1.1. Port-Based TC

In the past, a widely adopted approach was port-based classification, which achieved
some degree of success due to the prevalence of fixed port numbers assigned by the Internet
Assigned Numbers Authority (IANA) [41]. However, this strategy revealed significant
drawbacks over time. For instance, numerous applications emerged that did not possess
registered port numbers, and many of them utilized dynamic port negotiation techniques
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to evade firewalls and network security measures. Additionally, the utilization of IP-layer
encryption, obfuscation, and proxies can obscure the TCP or UDP header, rendering the
original port numbers undetectable [42,43].

According to [44], utilizing the IANA list, port-based techniques achieved no more
than 70% accuracy. Similarly, [45] discovered that such techniques were unable to identify
30-70% of the traffic flows they examined.

3.1.2. Deep Packet Inspection or Payload-Based TC

The deep packet inspection (DPI) technique, also known as the payload approach,
was proposed to overcome the limitations of port-based classification techniques [43]. DPI
classifies traffic by analyzing packet payloads and matching them with known protocol
signatures [46—49]. Protocol signatures are established using regular expressions and
evaluated by automata sequentially, requiring significant memory resources. Additionally,
DPI is executed within the communication path, which can lead to scalability issues [42].

DPI tools such as L7-filter and OpenDPI [50,51] have been widely employed. In order
to evaluate DPI techniques, in [52], it was discovered that even popular tools such as the
L7-filter were only able to correctly classify 67.73% and 58.79% of bytes on the UNIBS and
POLITO data sets, respectively.

Maintaining up-to-date signatures is essential for DPI techniques to remain effective,
but this often requires manual effort. Unfortunately, as network applications continue to
evolve, obtaining accurate signatures can become increasingly difficult [43]. In addition,
introducing devices that support DPI into a network can be a costly and complex process.
Also, DPI is often difficult or impossible to perform when working with encrypted traf-
fic [33]. Furthermore, as network applications continue to proliferate rapidly and many of
these applications offer similar services in practice, their QoS requirements tend to be alike.
Attempting to identify each specific application using DPI becomes inefficient. Additionally,
maintaining a database containing all web applications is impractical. In an operational
SDN network, TC must be real-time and cost-effective. Utilizing simple DPI technology
can exhaust significant controller computing resources and introduce noticeable delays to
the network, thereby reducing network responsiveness [53,54].

3.1.3. Statistical-Based TC

This technique can categorize traffic streams by analyzing their statistical properties at
the network layer rather than thoroughly examining the packet contents. It operates on the
assumption that traffic with similar QoS requirements has comparable statistical features.
As aresult, several source applications can be recognized. The approach can classify flows
into clusters with similar patterns by detecting trends in their properties such as the size
of the initial few packets, arrival timings, packet length, IP address, round trip time, and
source/destination ports [55,56].

3.2. TC Using Machine Learning

To overcome the limitations of traditional TC methods, ML algorithms are used [57,58].
The study and development of algorithms that can learn complicated correlations or
patterns from empirical data, allowing them to make reliable decisions, is essential to the
discipline of ML [59].

Figure 3 shows that ML typically involves several phases, including preprocessing,
training, and testing. During preprocessing, data are prepared and processed, which
can involve tasks such as filtering, imputation, and tuning for specific purposes. After
preprocessing, the data are used to train ML methods. Finally, the system uses the trained
data to make decisions based on input received during the training phase [39,56].
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ML algorithms exhibit variations in their methodology, and we classify them into
four distinct categories according to the nature of the data they handle, the output they
generate, and the specific task or problem they aim to address: supervised learning
(SL), semi-supervised learning (SSL), unsupervised learning (USL), and reinforcement
learning (RL) [26,42].

3.2.1. Supervised Learning

SL algorithms construct a mathematical model using a labeled training dataset that
includes both inputs and their known outputs. These data are used by the algorithms to
build a model that depicts the learned relationship between the input and output. Once
trained, the model can be used to predict the output for new input data [60,61]. SL has
become increasingly popular and is used in a diverse array of applications, including spam
detection, speech, and object recognition [62]. SL can include both classification algorithms,
which are used to predict discrete variables, and regression algorithms, which are used
to predict continuous variables. These algorithms are acquired from the data and have
the capability to generate predictions for novel, unseen data [26]. The drawback of the SL
method is that it can attain a high level of accuracy in classifying known applications but
is unable to identify unknown ones. Nonetheless, obtaining accurately labeled data can
sometimes be challenging [43]. Additionally, SL not only requires a large number of data,
but they must also be labeled [63]. An overview of some commonly used SL algorithms
such as Decision Tree (DT), Random Forest (RF), Support Vector Machine (SVM), Naive
Bayes (NB), and Key Nearest Neighbor (KNN) will be provided.

e Decision Tree (DT)
This method is represented by a tree structure in which the database features are
represented by internal nodes and branches that specify decision criteria, and the
outcome is expressed by each leaf node in a tree structure [64]. This approach computes
entropy on the dataset to find information gains and classify the data. It computes
entropy on the dataset to determine the root node with the maximum information
gain. The technique is then repeated to separate branches and finish the tree [63].
DT has several advantages, including its simplicity of interpretation and visualization,
its ability to implicitly perform feature selection, and its ability to handle non-linear
relationships among parameters. However, DT can be prone to overfitting the training
data and can generate overly complex trees. It is also susceptible to instability as
even little variations in the data lead to the generation of a fully contrasting tree.
Furthermore, it is prone to instability because even minor changes in the data might
result in the construction of an entirely different tree. Furthermore, DT may struggle
to manage complex systems with inconsistent features [65,66].

e Random Forest (RF)
The RF method is used to prevent over-fitting in the DT algorithm [33]. An RF is made
up of numerous decision trees that are combined to produce a stable and trustworthy
forecast. This prediction is then used for training and class prediction [67-69]. Each
DT in the RF makes a class prediction, and the model prediction is made by choosing
the class that has received the greatest number of votes [70].
In addition to their capacity to manage noisy and correlated datasets and their capacity
to increase classification accuracy, RF algorithms have a number of benefits [71]. In
comparison to DT algorithms, they are also less prone to overfitting. In addition to
offering very effective classification models, RF has the ability to assess the significance
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and effects of each variable utilized in the classification procedure [72]. Additionally,
it is capable of handling big datasets and missing values [63].

On the other hand, RF suffers from some disadvantages. Increasing the number of
trees in RF can enhance prediction accuracy; however, this may lead to longer training
times and higher memory requirements due to the large number of trees utilized.
Also, RF may not produce accurate results for datasets with small sample sizes or
low-dimensional data [73].

Support Vector Machine (SVM)

SVM is a widely used SL technique that was created by Vapnik and others [74]. It is
a type of common linear classifier that implements binary classification.

SVM seeks to find a feature space separation hyperplane that maximizes the margin
between separate classes. It is worth noting that the margin refers to the distance
between the hyperplane and the nearest data points of each class, and these data
points are known as support vectors [75-77].

SVM is a reliable algorithm that produces fewer false alarms in binary classification
jobs. Its detection system can significantly reduce the amount of time necessary for
attack identification and classification observation. Furthermore, when SVM is applied
at the SDN controller level, its complexity shows a small impact on the total SDN
framework [26].

K Nearest Neighbor (KNN)

KNN is an SL approach that employs the k nearest neighbors of an unclassified sample
to determine its classification. As shown in Figure 4, the KNN algorithm is as follows:
“if the majority of the k nearest neighbors belong to a particular class, the unclassified
sample is classified into that class” [78]. So the detailed steps are

Determine the value of the parameter “K” representing the number of neighbors.
Calculate the Euclidean distance for the K neighbors.

Identify the K nearest neighbors by considering the computed distance.

Tally the occurrences of data points for each category within the K neighbors.
Allocate the new data point to the category that has the highest frequency among
the K neighbors.

AR

KNN is easy to implement, has high accuracy, calculates the features easily, and
is suitable for multiclass classifications. However, for large datasets, KNN can be
time-consuming [26].
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Figure 4. KNN algorithm example: (a) Before KNN (“?” represents the unclassified sample). (b) For

K = 3, for the three nearest neighbors, one of them is classified as belonging to the class “Blue” while

the remaining two neighbors are classified as belonging to the class “Red”. As a result, the unclassified

example will be categorized as class the “Red”. (c) For K = 5, For the three nearest neighbors, three of

them are classified as belonging to the class “Blue” while the remaining two neighbors are classified as

belonging to the class “Red”. As a result, the unclassified example will be categorized as class “Blue”.

Naive Bayes (NB)

NB is referred to as a probabilistic classifier because it depends on Bayes” Theorem.
Bayes’ theorem applies conditional probability to compute the chance of an event
taking place based on the prior knowledge of conditions that may correlate with the
event. Naive Bayes theory can be represented as
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P(Y|X)P(X)
P(Y)

where X and Y are events, P(X) is the prior probability of event X independent of event
Y, P(Y) is the probability of event Y, P(X 1Y) is called the posterior probability and it
is the probability that event X will occur given the condition that Y is true, P(Y | X)
is called the likelihood of X given fixed Y and can also be known as the probability
that event Y will occur given the condition that X is true [79]. Those probabilities are
calculated based on the training set. When classifying a fresh input data sample, the
probability paradigm may generate different posterior probabilities for each class. The
sample will be divided into classes based on the class with the greatest likelihood
of succeeding.

The good side of Baye’s theorem is that it only requires a dataset of a small size to
learn the probability paradigm. On the other hand, it assumes that its predictors are
conditionally independent, meaning they are not associated with any of the other
features in the model. Additionally, it assumes that all features have an equal impact
on the outcome. However, these assumptions are frequently not met in real-world
situations [80].

P(X|Y) = 1)

3.2.2. Unsupervised Learning

To overcome the drawbacks of SL, USL is used. USL is utilized for clustering and
data-aggregation tasks [61,81], where the data provided to the learner are unlabeled. In
such scenarios, algorithms group the data into distinct clusters based on similarities found
in the feature values [82].

USL models are required to establish relationships among elements in a dataset
and classify raw data without external assistance [83]. USL algorithms can automati-
cally discover patterns within unlabeled datasets. Nevertheless, the constructed clusters
must still be mapped to their corresponding applications. Since the number of clus-
ters is typically much greater than the number of applications, this can pose a challenge
for TC tasks [43]. The algorithms commonly utilized in USL include K-Means and Self-
Organizing Map (SOM).

¢ K-Means
K-means is an unsupervised ML algorithm used for clustering data into groups or
clusters based on similarity. The objective is to divide the data into K clusters, where
each data point is assigned to the cluster whose mean or centroid is closest. The
algorithm iteratively assigns data points to the nearest cluster centroid and adjusts the
centroids until convergence, reducing the variance within each cluster. K-means finds
applications in diverse fields like customer segmentation, image segmentation, and
anomaly detection [84].

*  Self-Organizing Map (SOM)
A self-organizing map (SOM) serves as a USL technique utilized for reducing dimen-
sionality and visualizing data. It functions by projecting high-dimensional input data
onto a lower-dimensional grid of neurons, where each neuron represents a prototype
or cluster within the original input space [85,86].
In the SOM algorithm, neurons within the grid are organized based on similarities
present in the input data. During the training process, input vectors are introduced to
the network, and the neuron that closely matches the input vector is identified using
a similarity metric, often derived from Euclidean distance. Subsequently, the weights
of the winning neuron and its neighboring neurons are adjusted to move closer to the
input vector, facilitating the self-organization of the map [87].
SOMs offer a valuable means of visualizing high-dimensional data in a lower-
dimensional space while retaining the topological characteristics of the original input
space. They find applications across various domains, including data visualization,
clustering, and pattern recognition [88].
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3.2.3. Semi-Supervised Learning

Traditional ML technology is classified into two types: SL and USL. SL employs labeled
sample sets for learning, while USL uses only unlabeled sample sets. However, in practical
situations, the cost of labeling data can be very high, resulting in limited availability of
labeled data, while a considerable number of unlabeled data are easily accessible [26].
Consequently, SSL techniques have gained popularity and are evolving rapidly, as they can
utilize both labeled and unlabeled samples [89].

Typically, an SSL algorithm consists of two stages: the initial step involves analyzing
labeled data to generate a general rule, which is subsequently utilized to deduce unlabeled
data. Currently, the performance of SSL techniques is inconsistent and requires further
enhancement [83]. Pseudo labeling [90,91], Expectation Maximization (EM), co-training,
transductive SVM, and graph-based approaches are examples of SSL methods [92,93].

e  Expectation Maximization (EM)
Expectation maximization (EM) is a powerful algorithm used in statistical modeling,
particularly in situations where data have missing or incomplete values or when
there is a need to estimate the parameters of a probabilistic model. It is an iterative
method that aims to find the maximum likelihood (ML) or maximum a posteriori
(MAP) estimates of parameters in probabilistic models with latent variables [94].
The EM algorithm consists of two main steps:

(1) Expectation (E) step: In this step, the algorithm computes the expected value
of the latent variables, given the observed data and the current estimates of the
model parameters. It calculates the posterior probability distribution over the
latent variables using the current parameter estimates and the observed data.

(2) Maximization (M) step: In this step, the algorithm updates the model parameters
to maximize the likelihood or posterior probability of the observed data, given
the expected values of the latent variables computed in the E step. It finds the
parameter values that increase the likelihood of the observed data, incorporating
the information from the latent variables. The E and M steps are iteratively
repeated until convergence, where the algorithm reaches a point where there is no
significant improvement in the model parameters or likelihood of the data [95].

*  Transductive SVM
In traditional SL with SVMs, the algorithm learns from labeled data to classify new,
unseen data points. However, in transductive SVMs, the algorithm aims to label the
entire dataset, including both labeled and unlabeled instances, based on the structure
of the data and the provided labels [96].
Transductive SVMs use a combination of labeled and unlabeled data to create a de-
cision boundary that separates different classes in the data space. By incorporating
information from both labeled and unlabeled instances, transductive SVMs can poten-
tially improve the accuracy of classification, especially when labeled data are limited
or expensive to obtain [97].
The transductive learning process in SVMs involves optimizing an objective function
that considers both the labeled data’s class labels and the model’s predictions on
the unlabeled data. This optimization aims to find the decision boundary that best
fits the labeled data while also considering the distribution and structure of the
unlabeled data [98].

¢  Co-training
Co-training is an SSL algorithm designed for scenarios where a limited number of
labeled data are available alongside a large number of unlabeled data. The key idea
behind co-training is to leverage the unlabeled data to improve the performance of
a classifier trained on the labeled data [99].
The algorithm typically involves two classifiers, each trained on a different subset
of features or views of the data. In each iteration of the algorithm, the classifiers
are trained using the available labeled data, and then they make predictions on the
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unlabeled data. Instances with high-confidence predictions (i.e., predictions with
high certainty) are then added to the labeled set, and the classifiers are retrained
using the expanded labeled set. The co-training algorithm iterates between these
steps, gradually incorporating more unlabeled data into the training process and
refining the classifiers. The process continues until a stopping criterion is met, such as
reaching a maximum number of iterations or when the performance of the classifiers
stabilizes [99,100].

3.2.4. Reinforcement Learning

RL represents a form of ML training that relies on rewarding favorable behaviors
and/or penalizing unfavorable ones. In general, an RL agent possesses the ability to
perceive and interpret its environment, take actions, and acquire knowledge through
the process of trial and error [101,102]. In the context of SDN implementation, RL is
employed, with the controller assuming the role of the agent, while the network serves
as the environment. The controller observes the state of the network and learns to make
decisions regarding data forwarding. Figure 5 provides an overview of the ML algorithms.

Random
Forest
Nearest
Centroid
Support
Vector
p -
Naive _\

Bayes

Decision

K-Nearest
Neighbor

@
.

Self-
Organizing
Map

Machine Learning
Algorithms.

K

Expectation
Maximizatiol

Q-Learning

D @

O/I\

Deep RL

ransductive
SVM

Figure 5. Machine Learning Algorithms.

3.2.5. Ensemble Learning

Ensemble learning is an ML technique that combines the predictions of multiple
individual models to improve overall performance. Instead of relying on a single model,
ensemble methods leverage the diversity and complementary strengths of multiple models
to make more accurate predictions or decisions [103].

The primary categories of ensemble learning techniques include bagging, stacking,
and boosting [104].

Bagging, short for Bootstrap Aggregating, is an ensemble learning technique used to
improve the accuracy and robustness of ML models. It involves training multiple instances
of a base model (DT, RE SVM, KNN) on different subsets of the training data. These subsets
are created by randomly sampling the training data with replacements (bootstrap samples).
Once all the models are trained, their predictions are combined through averaging or voting
to produce the final prediction. Bagging helps reduce overfitting and variance in the model
by leveraging the diversity of the trained models [103]. One popular example of bagging is
RE, which constructs multiple DTs trained on random subsets of the data and aggregates
their predictions [67].

Boosting is an ML ensemble method used to improve the performance of weak learners
(classifiers or regressors) and convert them into strong learners [105]. It works by sequen-
tially training multiple models, where each subsequent model focuses on the examples that
were misclassified by the previous ones. Through this process, misclassified instances are
assigned higher weights to prioritize their inclusion in subsequent training sets, resulting



Electronics 2024, 13, 1108

12 of 30

in individual predictors specializing in different regions of the dataset [106]. In this way,
boosting algorithms aim to reduce bias and variance. Some popular boosting algorithms
include AdaBoost, Gradient Boosting Machines, and XGBoost.

(1) XGBoost is a modern tree classifier that enhances gradient boosting with optimizations
for speed and scalability, allowing it to efficiently handle large-scale datasets [107].

(2) Gradient Boosting Machines (GBM) iteratively build a sequence of DTs, each correct-
ing errors made by previous trees [108]. GBM demonstrates strong performance, but
it faces challenges such as overfitting and computational speed [109].

(3) AdaBoost combines weak learners to create a strong learner, giving more weight to
misclassified examples [110].

Stacking, also known as stacked generalization, is an ensemble learning technique that
involves training multiple models and combining their predictions to make a final prediction.
In stacking, the predictions made by each base model are used as features to train a meta-
model, which learns how to best combine these predictions to make the final prediction. This

meta-model is often a simple linear model or another ML algorithm [106,107].

Among the powerful ensemble learning techniques available, the Voting Classifier is a
simple ensemble learning method that combines the predictions of multiple base classifiers
(e.g., logistic regression, SVMs, DTs) and predicts the class with the most votes [111,112].

These ensemble learning models are widely used in various ML tasks such as clas-
sification, regression, and anomaly detection, and they often achieve higher predictive

performance compared to individual models.

Table 2 presents a comparison of various ML models.

Table 2. Comparison between different ML models.

Learning Type Definition Task Type Applications Advantages Disadvantages
Requires labeled
data which can be

Builds expensive and
. Accurate time-consuming,
a mathematical ..
. predictions unable to
model with . . .
. . e Spam detection, for known identify unknown
Supervised a labeled training Classification, L .. L7
. ) Speech recognition, applications, fast applications,
Learning dataset that Regression . e .
. object recognition convergence, can requires large
consists of both !
. . handle multi-class  number of data,
inputs and their J
known outputs classification can suffer from
overfitting when
the model is
too complex
May produce
ambiguous/difficult
results
interpretation,
Automatically difficult to evaluate
discover patterns pe?formance, the
. . built clusters must
Learning from within unlabeled still be mapped to
Unsupervised unlabeled data Clustering, data . datasets, discover . 'PPe
. . . . Anomaly detection - their applications,
Learning without predefined aggregation hidden patterns and the number of
output and structures, .
Can handle clusters is much
large datasets greater than the
number of
applications,

which can pose
a challenge for
TC tasks
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Learning Type Definition Task Type Applications Advantages Disadvantages
SSL means
performance is
inconsistent

. Utilize both and needs
Learning from e enhancement,
. . o, Classification, labeled and
Semi-Supervised a combination of . o performance may
. regression, Speech recognition  unlabeled samples,
Learning labeled and . depend on the
clustering can reduce the cost .
unlabeled data of labeline data quality of labeled
& data, to be effective
may require
a larger amount of
unlabeled data
Learning through
trial and error Slow convergence,
. that involves Requires a reward

Reinforcement . . - . . Can learn complex . .

. rewarding desired  Decision making Gaming . . function, which

Learning . decision-making cop

behaviors and/or may be difficult
penalizing to design

undesired ones

4. SDN Traffic Classification Using ML

In [113], TC within an SDN/cloud environment was investigated through the appli-
cation of SL. Four distinct algorithms (SVM, NB, RF, and J48 tree (C4.5)) were employed,
utilizing two sets of features: features collected from observed data and default features
generated from Netmate. The results for collected features indicate accuracy rates of
79.49% (SVM), 82.05% (NB), 97.44% (RF), and 82.05% (J48 tree (C4.5)), while for the gen-
erated dataset, the accuracy became 85.29% (SVM), 84.87% (NB), 95.8% (RF), and 92.86%
(J48 tree (C4.5)).

Detecting and classifying conflicting flows in SDNs were discussed in [64] based on
some features (action, protocol, MAC address, and IP address) using various ML algorithms
(DT, SVM, EFDT, and Hybrid (DT-SVM)), and EFDT and hybrid DT-SVM algorithms were
designed based on DT and SVM algorithms to achieve higher performance. The studies
were carried out on two network topologies (simple tree and fat tree) with flow volumes
ranging from 1000 to 100,000. The results demonstrate that EFDT has the highest accuracy.

In [114], the authors proposed a model that integrates SDN and ML algorithms for TC.
SL algorithms (SVM, NB, and Nearest Centroid) were used, and the results show that the
supervised models used have an accuracy of more than 90%.

In [63], it has been focused on examining and creating a TC solution using ML that
could be integrated into an SDN platform. The research presented an ML-driven TC solu-
tion for SDN, leveraging existing network statistics and an offline procedure to understand
network traffic patterns with the aid of a clustering algorithm. Instead of predefining
a fixed number of network traffic classes, an unsupervised learning (USL) algorithm was
employed to determine the most suitable number of network traffic classes, thereby offering
a more customized TC approach for network operators. To accomplish this, the dataset
was initially clustered and annotated using an unsupervised ML algorithm, followed by
training multiple classification models based on the resulting dataset.

In Table 3, we thoroughly examine the aforementioned related works and offer
a detailed comparison with respect to objective, classification models, features, dataset
(topology), controller, and accuracy achieved.
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Table 3. Summary of common classification ML models for SDN.

Ref. Year Objective 1(\:41:35::; cation {:{:aqtl:l:‘r;d Dataset ;rj‘;l; glogy Controller Accuracy
Nine features Accuracy rates
were used for y "
the first are }? phto 97%

Addresses iteration, but manuall g:di:ede
TCi SVM, NB, RF, for the second lect. dy . OpenDavlicht feat d
[113] 2023 m and J48 tree iteration, a set coected using - pen-iaylis eatures an
an SDN/cloud (C4.5) of defaul’t the tcpdump controller exceeding 95%
platform i features tool with the
. generated
provided by features
Netmate tool
were used
SVM, DT,
Detection and Hybrid Action, 98.53%,
[64] 2021 classification DT-SVM, Protocol, MAC ]tzl)laetiise:elzzri(c))?s gia;TIiZeTigg Ryu controller 99.27%,
of conflict Extremely Fast address, kp T pl . 4 99.27%;
flows in SDN  Decision and IP wor opologies 99.49%
Tree (EFDT)
Single switch
Classification w1th1 0 host
of data traffic SVM, Nearest Generated Generated If)po o8y, o
based on the centroid using the using the inear top ology 92.3%,
[114] 2020 s . .. 4 " & L, " g P with the same POX controller  91.02%;
applications in Naive Bayes netmate” flow netmate” flow ber of 96.79% ’
an SDN (NB) generator generator niumber o e
latform switches as the
P host, tree
topology.
Analyzing MAC
network data addresses of
and deploying source and
an ML-based destination, ;E;F}fctvgﬁ) rvl\js Tree Topolo 70.40%,
network TC SVM (RBEF), port addresses, dataset is use drf)or 4 96.37%,
[63] 2020 solution, SVM (Linear), flow duration, labele d/wi th Simulation Ryu controller 95.76%,
followed by DT, RF, KNN flow byte 75 Apps Testbed 94.92%;
the integration count, flow fromplga le 71.47%
of the model Ppacket count, 88
within an SDN and average
platform packet size
time,
bytesReceived,
bytesSent,
durationSec,
packetRx- Scenario A:
Dropped, Single OVS RF 95%, LDA
RF, LDA, DNN  packetsRxError, . switch with 98% and DNN
[115] 2020 Blaat :si fication are tested for packetsSent, gvsvend C{e}a‘teal ;e ¢ two sender glit?gller 69%, Scenario
two Scenarios packetsTx- nodes and B: RF 42%,
Dropped, a receiver LDA 76% and
packetsTxError, DNN 74%
packetsRe-
ceived,
rx throughput,
tx throughput
SVM has
Traffic 30 features Dataset higher
(116] 2017 Classification SVM, K-Means were used from [117] - - ac%uracy than
K-Means
Real internet
dataset
Classify traffic ;&:ptured by Laplacian SVM
. . e Broadband .
[118] 2016 for SDNs in Laplacian 10 features Communica- _ _ approximately
a QoS-aware SVM, KMeans tion Research ranges from
- 80 to 90%
manner group in UPC,
Barcelona,

Spain
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c L Classification Required Topology
Ref. Year Objective Models Features Dataset Used Controller Accuracy
Size Labeled
A dataset using
interarrival their own
RF, Stochastic time, and topolo
Gradient timestamps of chate c‘%y
Classify traffic ~ Boosting first 5 packets.
for SDNs in an (SGB), and Src/Dst MAC an S].DN. RF and E.GB
[42] 2016 o application - - has the highest
application- Extreme and IP desi
. esigned to accuracy
aware manner Gradient addresses. i
Boosting Src/Dst ports. g) ec;l
(EGB) The duration, D tice
acket, and statistics from
E te C(;un s the controlled
y ’ switches.
DPI, ML,
- d Multi- Five datasets . . . ip
Application- and W' Single switch . MultiClassifier
[119] 2014 layer classm'er . - coll'ected from with two hosts Floodlight has high
Classificati (combination their own controller
assification between DPI topology topology accuracy
and ML)

In [115], the authors applied various ML algorithms to classify real network traffic
data automatically. To assess the performance of these algorithms on actual physical and
virtual networks, two different scenarios were implemented. The first scenario involves
regular data delivery over the network, while the second scenario simulates a malicious
network, where the receiver node is periodically flooded with excessive requests. Results
show that the second scenario has an overall lower accuracy than the first scenario.

The work performed in [116] examined two ML algorithms (SVM and K-means) for
TC. The dataset used is from [117]. The results show that the overall accuracy achieved is
greater than 95%.

In[118], a QoS-aware TC system was proposed that combines DPI and semi-supervised
ML algorithms. DPI labels certain traffic flows that belong to known applications. The
labeled data are subsequently employed by a SSL algorithm comprising Laplacian SVM and
K-Means to categorize traffic flows from unknown applications. By doing so, the system
can classify both known and unknown traffic flows into distinct QoS classes. Simulation
results show that Laplacian SVM accuracy ranges from approximately 80% to 90%.

In [42], an application-aware TC system 2qw introduced. SDN topology is imple-
mented to gather traffic data. Following that, multiple SL algorithms are applied to
categorize traffic flows into different applications.

The work performed in [119], proposed a MultiClassifier system that identifies appli-
cations through the integration of an ML-based classifier and a DPI-based classifier. When
anew flow arrives, the ML-based classifier is first used for classification. If the reliability of
its classification result exceeds a predetermined threshold value, it is considered the final
result of the MultiClassifier system. However, if the ML-based classifier’s result’s reliability
is beneath the threshold, the system will resort to DPI-based classification. If the DPI-based
classification returns “UNKNOWN”, the classification results from the ML-based classifier
will still be selected. Otherwise, the classification results from the DPI-based classifier will
be selected.

From Table 3 it can be seen that the collective findings from the reviewed papers
underscore the significant impact and versatility of ML techniques in the domain of TC
within SDNs. The integration of SVM and DT in [64] is motivated by several reasons.
One primary advantage is that DTs excel at capturing complex decision boundaries, while
SVMs are adept at handling high-dimensional spaces. By combining these strengths,
the hybrid model can better accommodate diverse datasets, capturing both linear and
non-linear relationships effectively. Additionally, the hybrid model offers robustness to
noise, drawing on SVM'’s noise tolerance while still leveraging DTs to discern intricate
patterns. The interpretability of the model is enhanced, as DTs inherently provide clear
rules for decision making, contributing to a more understandable and interpretable model.
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Moreover, the hybrid model can exploit the non-linear capabilities of both SVM and
decision trees, proving advantageous in scenarios where intricate relationships need to be
captured. The combination also enables insights into feature importance, a benefit derived
from the inherent property of DTs. The ensemble effect, derived from combining SVM
and DTs, is another notable advantage, often leading to improved model performance.
Additionally, the hybrid model can handle imbalanced data effectively, benefiting from
decision trees’ ability to address such scenarios. Lastly, the computational efficiency of
the hybrid model is enhanced, with DTs being less computationally intensive compared
to certain SVM configurations. Overall, the adoption of the hybrid SVM and DT model is
driven by a strategic amalgamation of these advantages to address the specific requirements
of the research problem at hand. In [114], the showcase emphasized the applicability of
diverse ML algorithms, revealing varying performance across scenarios, while [63] uses
SVM with both linear and Radial Basis Function (RBF) kernels. The observed outcomes
reveal a notable performance discrepancy between the two kernels. The decision to employ
the linear SVM kernel may stem from the dataset’s characteristics, where the underlying
relationships between features and the target variable are more effectively captured by
a linear decision boundary.

Linear SVMs are particularly potent when dealing with linearly separable data, and
the high accuracy achieved with this kernel in this paper underscores its appropriateness
for the given context. On the other hand, the observed low accuracy with the RBF kernel
suggests that the inherent flexibility and capacity to capture non-linear relationships might
not be beneficial for this specific dataset. The RBF kernel introduces additional complexity,
and in situations where a simpler model suffices, it may lead to overfitting or suboptimal
performance. The choice between linear and RBF kernels often hinges on the characteristics
of the data, and the results highlight the significance of this consideration in determining the
most suitable kernel for the given research context. The achievement in [116] demonstrated
impressive accuracy using SVM and K means. In [118], the proposal of a QoS-aware TC
system combining DPI and semi-supervised ML algorithms demonstrated the successful
categorization of known and unknown traffic flows. The application-aware TC system
in [42], leveraging SDN topology, and the MultiClassifier system in [119], combining ML-
based and DPI-based classifiers, further contribute to the diversity of ML approaches. In
summary, putting all these studies together shows that using ML is really effective for
sorting out different types of traffic in SDNs. However, it also suggests that we need to
keep looking into it and make it better to deal with specific problems and work well in
real-world networks.

5. Security in SDN Using ML

ML algorithms play an important role in security and TC by analyzing network traffic
patterns to discern normal behavior from potential security threats. By leveraging ML for
TC, SDN can precisely identify and categorize various types of network traffic, enabling
targeted security measures. The integration of ML-driven TC with security protocols
ensures a dynamic defense mechanism against evolving threats, as the network can adapt
in real time to anomalies. This seamless collaboration between security and TC in SDN not
only enhances threat-detection and -response capabilities but also contributes to the overall
robustness and reliability of modern network architectures.

The implementation of a threat-aware system, known as Eunoia, as proposed by [62],
utilizes ML to counter network intrusion in SDN. Initially, the data preprocessing subsystem
employs a forward feature selection strategy to choose relevant feature sets. Subsequently,
the predictive data modeling subsystem utilizes DT and RF algorithms to identify malicious
activities. A dataset of 30,000 entries was randomly selected from 10% of the KDD99
intrusion-detection dataset based on the 1998 DARPA initiative. Results demonstrate that
RF achieves an accuracy of 98.75% when using the entire dataset, 99.4% when excluding
ambiguous data, and 45% when only ambiguous data are selected. Meanwhile, accuracy
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for DT was measured using ambiguous data only for different numbers of features, yielding
82.48% and 91.17% for the selection of 10 and 15 features, respectively.

The data presented in Table 4 highlight the substantial influence and flexibility of
ML methods in the field of TC for security in SDNs, as indicated by the collective results
of the reviewed papers. In [120], ML techniques to counteract Denial of Service (DoS)
and Distributed Denial of Service (DDoS) attacks in SDN are proposed and assessed. The
evaluation of these techniques takes place in a realistic scenario where the SDN controller is
exposed to DDoS attacks, with the aim of deriving crucial insights to enhance the security
of future communication networks through ML-based approaches. The ML techniques
utilized include SVM, NB, DT, and Logistic Regression, with corresponding accuracy rates
of 97.5%, 96.03%, 96.78%, and 89.98%, respectively.

Table 4. Summary of common classification ML models for Security in SDN.

Ref. Year Objective Classification Models Required Features Dataset Accuracy
Propose and evaluate
the use of ML
techniques to address . .
[20] 2020 Denial of Service (DoS) SVM, NB, DT, and ) g;‘zjtegnz’;;}t‘eg‘e traffic g7 504, 96.03%, 9
and Distributed Denial ~ Logistic Regression by S & 6.78%; 89.98%
of Service (DDoS) y>capy
attacks in SDN
environments
RF achieves accuracies
of 98.75% (full dataset),
D . 99.4% (excluding
ata preprocessing bi data), and
. subsystem employs . . an; 1guous data),
Implementation of a forward Intrusion-detection 45% (only ambiguous
[62] 2017  athreat-aware system, DT, RF feature-selection dataset based on the data), DT accuracy was
known as Eunoia eature-selectio 1998 DARPA initiative ~ assessed using
strategy to choose . .
relevant feature sets ambiguous data with
: 10 and 15 features,
resulting in 82.48% and
91.17%, respectively
Request time, source
host, destination host, Real-time dataset,
and flag bit (referred to ~ which is a traced file
Investigated DDoS as “fg”) represent the obtained from TCP
[121] 2016  attacks by analyzing NB, KNN, K.-means, connection request traffic between 94%, 90%, 86%; 88%
. and K-medoids . L
traffic flow patterns time, the originating Lawrence Berkley
host, the target host, Laboratory and the
and the flag rest of the world
bit, respectively
Introducing
an enhanced
behavior-based SVM
for classifying network DT used for feature
attacks to improve the reduction: prioritizes Average accurac
[122] 2016  accuracy of intrusion SVM relevant features, KDD1999 dataset g y

detection and speed up
the learning process
for distinguishing
between normal and
intrusive patterns

selecting suitable ones
as input for SVM

of 97.55%

The examination of DDoS attacks, as explored in [121], involves the analysis of traffic
flow patterns. The focus is on distinguishing between normal and abnormal traffic by
utilizing various ML algorithms, including NB, KNN, K-means, and K-medoids. The
accuracy rates for the ML methods are 94%, 90%, 86%, and 88%, respectively.

In [122], an improved behavior-based SVM is introduced for the classification of
network attacks. To enhance the accuracy of intrusion detection and accelerate the learning
of normal and intrusive patterns, DT is employed as a feature-reduction technique. This
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involves prioritizing relevant features and selecting the most qualified ones, which are then
utilized as input data for training the SVM classifier. The results demonstrate an average
accuracy of 97.55%.

From Table 4, it is evident that the papers reviewed present various approaches and
techniques for utilizing ML in countering network intrusion in SDN environments. The
study proposing the threat-aware system Eunoia [62] utilizes ML, specifically DT, and RE,
to identify malicious activities in SDN. The results demonstrate high accuracy rates for
REF, particularly when excluding ambiguous data. However, the accuracy significantly
decreases when only ambiguous data are considered, highlighting the importance of data
preprocessing and feature selection in enhancing model performance. The findings from the
study outlined in [120] underscore the effectiveness of employing ML techniques to combat
DoS and DDoS attacks in SDN environments. Through the utilization of SVM, NB, DT,
and Logistic Regression, the study achieved notable accuracy rates, ranging from 89.98%
to 97.5%. These results highlight the potential of ML-based approaches to significantly
enhance the security posture of future communication networks, offering robust defenses
against malicious cyber threats such as DDoS attacks. The achievement in [122] introduces
an enhanced behavior-based SVM for classifying network attacks. By leveraging DT as
a feature-reduction technique, the model prioritizes relevant features to enhance intrusion-
detection accuracy and expedite the learning process for normal and intrusive patterns.
The findings reveal an impressive average accuracy of 97.55%, showcasing the efficacy of
the proposed SVM approach in accurately identifying and classifying network attacks.

In conclusion, the reviewed papers collectively demonstrate the effectiveness of ML
techniques, particularly ensemble methods like RF and SVM, in detecting and mitigating
network intrusion in SDN environments. Additionally, the importance of data preprocess-
ing, feature selection, and model optimization is emphasized in improving the accuracy
and robustness of ML-based intrusion detection systems.

6. Datasets

This section presents a concise overview of several recently used datasets that are
valuable resources for researchers and practitioners in the field of security and network
analysis using ML. These datasets encompass diverse characteristics such as benign traffic,
common attacks, and network flow analysis results. Table 5 summarizes key attributes of
each dataset, aiding researchers in selecting appropriate datasets for their specific needs
and analyses.

Table 5. Summary of some publicly available datasets.

Ref.

Dataset Name

Year Description No. of Features Created by

[123]

DDOS attack SDN Dataset 2020

This dataset is specifically
designed for SDN applications,
created using the Mininet
emulator, and employed for TC
using ML and deep

learning algorithms

23 features Mendley data

[124]

SDN dataset tailored to attacks,
openly accessible to researchers,

A Novel SDN Intrusion Dataset 2020  providing a comprehensive More than 80 features ~ Authors of [124]

resource for evaluating intrusion
detection system performance

[125]

The project aims to create a varied

and extensive benchmark dataset

for intrusion detection. This A joint project involving the
involves building user profiles Communications Security

CSE-CIC-IDS2018 on AWS 2018  representing network events and 80 features Establishment (CSE) and the

behaviors, which are then Canadian Institute for
combined to produce diverse Cybersecurity (CIC)
datasets covering different

evaluation aspects
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Ref.

Dataset Name

Year  Description No. of Features Created by

[126]

IP Network Traffic Flows
Labeled with 75 Apps

This dataset extends its

capability by creating ML

models that can identify specific

applications, including 87 features Univer,sidad Del Cauca,
Facebook, YouTube, and Popayan, Colombia
Instagram, among others, using

IP flow statistics (currently

covering 75 applications)

2017

[127]

CIC-IDS2017

The dataset comprises benign
traffic and recent common
attacks, mirroring real-world
PCAP data. It incorporates
network traffic analysis

2017  outcomes from CICFlowMeter, More than 80 features
featuring labeled flows
categorized by timestamps,
source and destination IPs,
ports, protocols, and attack
types in CSV format

Canadian Institute for
Cybersecurity (CIC)

7. Limitations and Open Research Issues

Emerging technologies, such as SDN and ML, have the potential to greatly enhance
network automation and management. However, there are several limitations associated
with the integration of SDN and ML. Addressing these limitations will be crucial to realizing
the full potential of these technologies and achieving more efficient network management.

7.1. Limitations
7.1.1. Datasets Availability

The availability of high-quality datasets is a critical factor in the development and
evaluation of ML algorithms. However, the lack of openly accessible and standardized
datasets poses a significant challenge, not only in the field of SDN but also in various
domains [33,128].

To address this challenge, researchers have proposed different methods for generat-
ing the necessary datasets to assess various ML algorithms in the context of SDN. One
approach is the implementation of testbeds, which involve setting up real-world network
environments specifically designed for data collection and experimentation [129]. Testbeds
provide researchers with the flexibility to control network parameters and collect data
under specific conditions, allowing for the generation of customized datasets that reflect
real-world network characteristics.

Another approach is the use of standard network simulators or emulators, such as
Mininet, NS3, or EstiNet [130-133]. These simulators and emulators provide virtualized
environments where network behaviors can be simulated, allowing researchers to generate
datasets that capture various network scenarios and conditions. Simulators and emula-
tors enable reproducibility and scalability, as experiments can be easily replicated and
expanded upon.

While these approaches offer valuable means of generating datasets, it is important
to note that they have their limitations. Testbeds may require significant resources and
infrastructure, making them costly and challenging to set up. Simulators and emulators, on
the other hand, may introduce certain simplifications and assumptions that do not perfectly
reflect the complexities of real-world network environments.

7.1.2. Datasets Quality

The quality and availability of datasets play a critical role in the training and per-
formance of ML models, and this holds true in the context of SDN environments as well.
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However, there are specific challenges associated with dataset quality in SDN that need to
be addressed for effective ML-based solutions [134,135].

One of the primary challenges is the scarcity of labeled data in SDN environments. ML
models typically require large numbers of accurately labeled data for training. However,
in the context of SDN, acquiring such labeled datasets can be challenging due to the
complexity and dynamic nature of network traffic. The manual labeling of data is time-
consuming, expensive, and prone to errors. Additionally, the diversity and scale of network
traffic in SDN make it difficult to gather representative and comprehensive datasets that
capture all relevant traffic patterns.

To overcome the challenge of limited labeled data, researchers and practitioners in
SDN have explored various approaches. One approach is to leverage transfer learning,
where models trained on related datasets or domains are fine-tuned or used as a starting
point for training in the target SDN environment. This allows for the transfer of knowledge
and experiences from existing labeled datasets to the target scenario, reducing the reliance
on scarce labeled data.

7.1.3. High-Bandwidth Traffic Classification

A significant challenge for TC systems is the significant progress in the network, which
may need to process traffic at gigabit speeds in some instances. Ref. [43] proposed two
solutions to address this challenge:

1. Utilizing specialized hardware or parallel processing architecture.
2. To enhance the scalability of SDN classification, it is recommended that the architecture
of SDN be restructured. Relevant studies have suggested practical techniques [136,137].

7.1.4. Interpretability and Clarity

One of the challenges associated with many ML algorithms, especially those based on
deep learning, is their inherent lack of interpretability, often referred to as the “black box”
nature of these models [138]. This lack of interpretability makes it difficult to comprehend
and explain the decision-making processes of the models, hindering their transparency
and understandability.

In the context of TC in SDN, interpretability and clarity are crucial, particularly in
scenarios where transparency is essential, such as network security. Understanding why
and how a particular traffic flow is classified as belonging to a specific class becomes crucial
for network administrators and security analysts to make informed decisions and take
appropriate actions.

The ability to interpret ML models” decisions can provide valuable insights into the
reasoning behind TC outcomes. It allows network operators to understand the factors and
features that contribute to the classification decision, enabling them to validate the accuracy
of the classifications and gain confidence in the model’s performance. Interpretability also
facilitates the identification of potential biases or shortcomings in the model’s training data
or architecture, allowing for improvements and adjustments to be made.

Addressing the challenge of interpretability and clarity in ML-based TC requires
the development of techniques and methodologies that can provide meaningful expla-
nations for the model’s decisions. This involves exploring approaches such as model-
agnostic interpretability techniques, rule-extraction methods, and feature importance anal-
ysis. By leveraging these techniques, it becomes possible to extract interpretable rules
or explanations from complex ML models, shedding light on the factors influencing the
classification outcomes.

7.1.5. Ideal Network Assumption

Many existing research studies in the field of ML-based TC and SDN assume ideal
network conditions where complete and accurate information about traffic flow is readily
available. However, in reality, real-world networks often encounter various anomalies
and challenges that can significantly impact network performance and the effectiveness of
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ML-based approaches. These anomalies include packet loss, packet retransmission, delay,
and jitter, which can lead to deviations from the expected traffic patterns and introduce
uncertainties in the classification process.

The presence of these abnormal conditions poses significant challenges to the efficiency
and accuracy of ML-based TC models. ML algorithms trained on ideal network assump-
tions may struggle to handle the complexities and variations introduced by real-world
network conditions. As a result, classification accuracy may suffer, and the reliability of the
TC system may be compromised.

To address this issue, it is crucial to develop robust traffic classifiers that can effectively
handle and adapt to abnormal network conditions. These classifiers should be designed to
be resilient to packet loss, retransmission, delays, and jitter, ensuring accurate classification
even in the presence of such anomalies. Additionally, techniques such as anomaly detection
and outlier handling can be incorporated into the ML algorithms to identify and mitigate
the impact of abnormal network behavior on the classification process.

7.1.6. Resources Limitations

ML algorithms may require significant computational resources. In SDN environments
with limited resources, this may be a constraining factor [139].

7.2. Open Research Issues
7.2.1. Real-World Challenges

While much of the existing research in this field has focused on simulating ML al-
gorithms on simple network topologies and assessing the accuracy of the models, it is
essential to acknowledge that real-world networks present significantly greater complexity.
Merely achieving high accuracy in a controlled environment is insufficient when it comes
to practical implementation. Real-world network performance is influenced by a multitude
of factors, such as scalability, availability, and adaptability to dynamic conditions.

In order to address the challenges of real-world network environments, it is imperative
to consider the scalability of ML-based solutions. As network sizes and traffic volumes
increase, the algorithms must be able to handle the corresponding growth without compro-
mising efficiency or accuracy. Additionally, the availability of ML models is crucial, as the
network must continue to operate reliably even in the face of failures or disruptions.

Another critical aspect to consider is the utilization of larger and more diverse datasets.
While many studies have demonstrated the effectiveness of ML algorithms using relatively
small and homogeneous datasets, real-world networks exhibit a wide range of traffic
patterns, protocols, and applications. By incorporating more comprehensive datasets that
capture this diversity, ML models can be trained to better handle the complexities and
idiosyncrasies of real-world traffic.

Furthermore, it is important to consider the practical implementation challenges as-
sociated with integrating ML algorithms into existing network infrastructures. Network
operators must navigate issues related to the deployment, management, and maintenance
of ML models in a live network environment. These challenges include issues such as
computational requirements, model updates, and integration with existing network man-
agement systems.

To overcome these real-world challenges, future research should focus on developing
ML algorithms that are specifically designed for complex network topologies and can
effectively address scalability, availability, and adaptability concerns. Furthermore, efforts
should be made to collect and analyze larger and more diverse datasets that accurately
represent real-world network traffic. Only by addressing these challenges can ML-based
solutions be successfully deployed and utilized in practical network environments, leading
to improved network performance and enhanced QoS.
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7.2.2. Architecture Generalization

In traditional networks, communication between non-adjacent layers is typically
restricted, limiting the potential for information exchange and collaboration across different
network domains [140]. However, enabling cross-domain generalization is crucial when
applying ML models trained on one specific SDN architecture to diverse network types
or architectures.

To achieve effective generalization, it is necessary to conduct research and develop
approaches that can seamlessly adapt ML models to various network architectures. This
entails designing models that can capture the underlying principles and patterns common
to different SDN architectures, enabling the transfer of knowledge and experiences gained
from one architecture to another. By doing so, ML models trained on a specific SDN
architecture can be effectively applied to different network environments, reducing the
need for extensive retraining or model redesign.

Furthermore, it is important to explore techniques that facilitate the transfer of learned
knowledge from one SDN architecture to another. This includes investigating methods for
extracting and abstracting architectural-agnostic features and representations that capture
the essential characteristics of network behavior. By focusing on these architecture-agnostic
features, ML models can better adapt to diverse network architectures, allowing for more
efficient and generalized deployment.

Additionally, the development of standardized interfaces and protocols across differ-
ent SDN architectures can greatly facilitate architecture generalization. By establishing
common standards for communication and information exchange between various layers
and domains, ML models can seamlessly integrate with different architectures, promoting
interoperability and flexibility.

Overall, conducting research on approaches that enable cross-domain generalization
in ML-based SDN applications is crucial for advancing the practicality and scalability of
these technologies. By developing models and techniques that can effectively adapt to
diverse network architectures, we can unlock the full potential of ML in SDN and reap the
benefits of improved network performance, enhanced resource utilization, and enhanced
QoS across a wide range of network environments.

7.2.3. Use of Formal Methods and Model-Based Testing

Formal methods and model-based testing play a crucial role in the context of ML-
based TC techniques in SDNs [141]. Formal methods provide a rigorous framework for
specifying and verifying the properties of network protocols and algorithms, enabling
the detection of potential vulnerabilities or design flaws in SDN-based TC systems, and
ensuring their correctness and reliability [142]. By employing formal methods, researchers
and practitioners can mathematically analyze the behavior and performance of the ML
models and algorithms used for TC. This analysis helps in identifying potential limitations,
biases, or vulnerabilities in the models and enables the development of robust and accurate
TC solutions [143]. Additionally, model-based testing techniques allow for systematic
and automated testing of the TC algorithms against well-defined models or specifications,
helping in validating the behavior and performance of the algorithms under different
traffic scenarios, enhancing their effectiveness, and ensuring their suitability for real-
world deployment in SDN environments [144]. Overall, the use of formal methods and
model-based testing contributes to the reliability, accuracy, and efficiency of ML-based TC
techniques in SDNs.

7.2.4. Use of Ensemble Learning Models

Ensemble models, which combine the predictions of multiple individual models, have
emerged as powerful tools in ML for improving predictive accuracy and robustness [103,109].
Ensemble learning, despite being a potent tool in ML, poses numerous research challenges
that demand deeper exploration. One critical concern concentrates on the scalability and
efficiency of ensemble methods, especially in dealing with large-scale datasets and real-
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time applications. With datasets continually expanding in size and complexity, there is
a pressing need to devise ensemble learning strategies capable of efficiently managing
such extensive data volumes without sacrificing predictive accuracy [145]. Moreover, the
interpretability and transparency of ensemble models pose significant challenges. This is
particularly evident in ensemble methods where multiple base learners are combined, each
with distinct parameters and decision-making approaches. Enhancing the interpretability
of ensemble models is essential for extracting insights into the underlying data relationships
and instilling confidence in the model’s predictions [146]. Addressing these open research
issues in ensemble learning will not only advance the field but also enhance the applicability
and robustness of ensemble methods across various domains and applications.

7.2.5. Routing Optimization and Resource Management

Routing optimization and resource management in SDN present intriguing avenues
for exploration, particularly in the context of leveraging ML techniques. One of the open
research issues in this domain is the development of ML-based algorithms for routing
optimization. Traditional routing protocols within SDN might not fully exploit the dynamic
nature of network traffic and changes in network topology. ML algorithms can adaptively
learn from network data to optimize routing decisions, leading to improved network
performance, reduced latency, and enhanced QoS [147,148].

Resource management poses another challenge, as efficiently allocating network
resources based on varying demand patterns is crucial for maintaining network reliability
and efficiency. ML models can analyze historical traffic patterns and resource usage data to
predict future demand and dynamically adjust resource allocations accordingly [149].

Overall, delving into ML applications for optimizing routing and managing resources
in SDN presents an exciting area for future research and innovation, with the potential to
significantly enhance the performance and scalability of modern networks.

8. Conclusions

SDN and ML are innovative technologies that have the potential to greatly enhance
network performance and QoS. SDN facilitates centralized and programmable network
management, enabling efficient resource utilization and dynamic adaptation to changing
traffic demands. ML, on the other hand, can analyze network data to identify patterns and
forecast future traffic behavior, offering proactive QoS management capabilities. When
combined with TC, SDN and ML can accurately identify and prioritize different traffic
types, optimizing network performance, mitigating congestion, and improving the overall
user experience.

However, the effectiveness of this approach heavily relies on the quality and quantity
of data used for analysis. By leveraging larger and more diverse datasets, the accuracy
and robustness of these technologies can be significantly enhanced, unlocking their full
potential in improving network performance and QoS management. Therefore, future
research should focus on collecting and utilizing comprehensive datasets to further advance
the application of ML algorithms in the context of SDN.

This paper provided a comprehensive survey of the application of ML algorithms
in the domain of SDN, with a specific emphasis on TC. We discussed the differences
between traditional and ML-based TC methods, highlighting the advantages offered by
ML techniques. Additionally, we provided an overview of various ML algorithms that
have been applied in SDN environments. By examining the existing literature, we explored
the current state of the field and identified key research limitations and open issues that
require further investigation.

Despite the progress made, there are still several challenges that need to be addressed
in the field of ML and SDNs. Collaboration among researchers is crucial in overcoming these
challenges and advancing the field. By working together, we can make new discoveries
and develop innovative approaches that will shape the future of traffic categorization in
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SDNs. This survey serves as a valuable reference, providing insights into the current state
of the field and inspiring further exploration in this rapidly evolving area.
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Abbreviations

The following abbreviations are used in this manuscript:

A-CPI  Application-Controller Plan Interface
Al Artificial Intelligence

API Application Programming Interface
C-DPI Control-Data Plane Interface

DPI Deep Packet Inspection

DT Decision Tree

EFDT  Extremely Fast Decision Tree

IANA Internet Assigned Numbers Authority
ISP Internet Service Provider

KNN  Key Nearest Neighbor

ML Machine Learning

NB Naive Bayes

QoS Quality of Service

RBF Radial Basis Function

RF Random Forest

SDN Software Defined Network
SL Supervised Learning

SOM Self-Organizing Map

SSL Semi-Supervised Learning
SVM  Support Vector Machine
TC Traffic Classification

USL Unsupervised Learning
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