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Abstract: When wireless communication networks encounter jamming attacks, they experience
spectrum resource occupation and data communication failures. In order to address this issue, an
anti-jamming algorithm based on distributed multi-agent reinforcement learning is proposed. Each
terminal observes the spectrum state of the environment and takes it as an input. The algorithm
then employs Q-learning, along with the primary and backup channel allocation rules, to finalize
the selection of the communication channel. The proposed algorithm designs primary and backup
channel allocation rules for sweep jamming and smart jamming strategies. It can predict the behavior
of jammers while reducing decision conflicts among terminals. The simulation results demonstrate
that, in comparison to existing methods, the proposed algorithm not only enhances data transmis-
sion success rates across multiple scenarios but also exhibits superior operational efficiency when
confronted with jamming attacks. Overall, the anti-jamming performance of the proposed algorithm
outperforms the comparison methods.

Keywords: wireless communication; anti-jamming; reinforcement learning; channel allocation;
multi-agent

1. Introduction

Wireless communication networks are widely used in electric power scenarios such
as information acquisition, command transmission, drone patrol, construction site com-
munication, and emergency communication. Due to the inherent openness of the wireless
channel, jamming attacks on spectrum resources have a serious impact on the communica-
tion security and reliability of these scenarios [1,2]. Jamming attacks disrupt the wireless
signals of terminals, making it impossible to recover accurate information [3]. Smart jam-
mers, which have emerged in recent years, can launch even more threatening attacks by
learning terminal communication strategies [4]. Many studies on anti-jamming resource
allocation methods have achieved certain results and have shown good performance in
dealing with conventional jamming attacks. However, most of the considered scenarios
are idealized, and there is a large gap between the actual application scenarios and the
idealized scenarios [5–7]. There are fewer studies on anti-jamming methods for practi-
cal scenarios, and it is necessary to conduct further research on anti-jamming spectrum
resource allocation schemes.

With the rapid integration of artificial intelligence technology and wireless communi-
cation, significant breakthroughs have been made in applying AI technology to commu-
nication anti-jamming. Intelligent anti-jamming methods have emerged as an important
research direction, leveraging techniques such as machine learning, deep learning, and
reinforcement learning to identify jamming attacks and make anti-jamming decisions [8–10].
The author in [11] proposes a software and hardware platform based on long short-term
memory networks and Bayesian network models to identify the types of jamming attacks
on 5G systems. The author in [12] proposes a jamming attack method based on generative
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adversarial networks to accelerate attack efficiency and also points out that the terminal
can deliberately make erroneous spectrum selections to deal with such attacks. In practical
communication scenarios, there are often dynamic changes in the environmental spectrum
and difficulties in predicting the strategies of jammers, which lead to challenges in training
and applying traditional machine learning and deep learning methods. Since reinforce-
ment learning does not require prior knowledge or labeled data, it has the advantage of
autonomous optimization through interaction with the environment. It is more suitable for
dynamic scenarios, where data acquisition is difficult. The characteristics of reinforcement
learning have made it an important method in the field of anti-jamming research in recent
years. Reference [13] is based on reinforcement learning, which allows each terminal to not
only predict its own spectrum selection but also predict the spectrum selection of other
terminals and then reselect actions to avoid interference between terminals. Reference [14]
achieves the maximization of the communication rate in the jamming attack scenario in
two steps. First, it uses multi-agent deep reinforcement learning to obtain the optimal
strategy for power control and beamforming and then uses federated deep reinforcement
learning to make decisions on the maximum communication rate in the jamming attack
scenario. In reference [15], the anti-jamming problem of the non-contiguous orthogonal
frequency division multiplexing system is studied. To solve the problem of large state–
action space, a Q-learning algorithm based on confidence intervals is proposed to solve the
exploration–exploitation dilemma. The algorithm perceives the wireless environment and
comprehensively considers the jamming and deep fading effects during transmission. It ul-
timately selects the channels and transmission rates to be used. Reference [16] establishes a
non-zero-sum game model between transmitters and smart jammers. The author proposes
two anti-jamming schemes: the DQN-based scheme aims to select the transmission channel
and power, while the hierarchical learning scheme is used to obtain the optimal strategies
for the Nash equilibrium. In reference [17], the electronic radar jamming countermeasure
is studied, and an intelligent radar anti-jamming decision-making method is proposed.
The decision is generated based on DDPG and MADDPG algorithms. The two algorithms
perform hierarchical decision-making and joint optimization, which speeds up the conver-
gence speed and enhances the anti-jamming effect. The use of neural networks to obtain Q
values in DDPG and MADDPG means that the parameters of the neural network need to be
stored in memory, and a large number of forward and backward propagation calculations
are required during the training process. Therefore, algorithm implementation is difficult
and requires a large amount of computing and storage resources. However, most of the
existing algorithms mentioned have complex models and high hardware requirements.
To ensure good algorithm performance, not only a large amount of time is needed for
training, but also the communication equipment needs to have strong computing and stor-
age capabilities. Most power communication terminals cannot meet the needs of complex
algorithms in terms of performance, making it challenging for existing algorithms to be
applied in power communication scenarios.

To address the problem of collaborative anti-jamming in power multi-terminal com-
munication scenarios, taking into account the computational and processing capabilities
of power communication terminals, this article proposes a low-complexity anti-jamming
algorithm. The main contributions of this work are summarized as follows:

• We take a power emergency communication business as the scenario and study the
anti-jamming communication problem from the perspective of channel selection. Then,
a system communication model that includes multiple terminals and jammers is estab-
lished. We assume terminals and jammers do not know each other’s communication
strategies. We also discuss the characteristics of sweep jamming attacks and smart
jamming attacks, which serve as the basis for the design of the anti-jamming algorithm.

• To counter sweep and smart jamming attacks, we propose a distributed multi-agent
primary and backup channel allocation Q-learning algorithm (DMPBQ). Terminals
using DMPBQ can predict jammer strategies and negotiate channel selection with each
other by following the primary and backup channel allocation rules. Consequently,
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terminals are able to select adequate communication channels. Through theoretical
analysis, the complexity of the proposed algorithm is found to be comparable to
independent Q-learning. The simulation results show that compared with existing
anti-jamming algorithms, the proposed algorithm has faster operational efficiency,
better adaptability to different scenarios, and superior anti-jamming performance.

The rest of this article is organized as follows: In Section 2, we consider the scenario
of a power emergency communication business and construct an ad hoc network model
composed of multiple terminals and jammers with spectrum sensing capabilities. Subse-
quently, based on the Q-learning algorithm, we propose a distributed multi-agent primary
and backup channel allocation Q-learning algorithm to address the anti-jamming prob-
lem. Section 4 shows the specifics of simulations and discussions. Finally, this work is
summarized in Section 5.

2. System Model

Power emergency communication is used to establish temporary communication
networks when the communication infrastructure is nonexistent or damaged, providing
communication services for power emergency repair, operation and maintenance, etc. It
often adopts wireless ad hoc network technology. The application environment of the
network is complex, and the communication effectiveness is related to the safety of life
and property, so it needs to have strong communication anti-jamming ability. Figure 1
shows the system model for the power emergency communication scenario considered
in this article, which includes a wireless ad hoc network composed of multiple terminals
and jammers.
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Figure 1. The considered system model.

In wireless ad hoc networks, each terminal selects an available channel for communica-
tion based on the current spectrum state and its own strategy. Jammers will launch jamming
attacks on the communication network by deploying jamming devices. Each jammer inde-
pendently selects the channel to jam based on its own strategy and sends jamming signals
on that channel to disrupt normal communication. The terminal communication process
will fail in two cases. The first is interference, which occurs when different terminals choose
the same channel to transmit data at the same time, causing signals from each terminal
to interfere with each other, resulting in failed communication for all terminals on that
channel. The second is jamming, when a terminal selects a channel that is also chosen by a
jammer, resulting in successful jamming and a failed communication attempt. The channel
selection strategy of the terminal directly affects the communication success rate.

A system model is established, taking the jamming attack scenario shown in Figure 1
as an example. The system model contains N terminals N = {1, 2, . . . , N} and M jammers
M = {1, 2, . . . , M}. The available spectrum resources in the system are divided into C
channels C = {1, 2, . . . , C}, C ≥ M + N, which are shared among terminals and jammers.
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The system’s operation time is divided into equal time slots. The terminal senses the usage
of the spectrum in every time slot and then determines whether the channel is occupied by
the terminal or the jammer. To better evaluate the performance of different anti-jamming
strategies, we assume that each terminal needs to transmit data in every time slot, and
it only selects one channel for transmission. Furthermore, assuming that jammers are
energy-constrained, each jammer only chooses one channel as the target of jamming attacks
in the same time slot. Each terminal will record whether the data transmission is successful
in every time slot, and if interference or jamming is detected, it will record the failure of
that data transmission attempt.

To compare the effectiveness of our anti-jamming algorithm with reference [13], two
types of jamming strategies are considered in this article, namely sweep jamming and smart
jamming. The sweep jamming strategy considered in this article switches the channels to
be jammed at each time slot and cyclically jams each available channel in the system for a
certain period of time. A jammer using the smart jamming strategy, which is based on the
Q-learning algorithm, has the ability to learn. It outputs the target channel to jam based
on that strategy. The algorithm state is a set containing all terminals’ selected channels.
The algorithm action is to select a target channel to jam. The reward function is defined as
follows:

Rj(t) =
{

1, jamming successful
0, jamming fails

. (1)

3. Algorithm Design
3.1. Preliminaries

Reinforcement learning, as a paradigm of machine learning, focuses on using reward
mechanisms to guide agents in learning how to take effective actions in a specific environ-
ment to achieve predefined goals. Within this framework, an agent refers to a machine
entity that performs learning and decision making, while the environment encompasses all
interacting objects external to the agent. At each discrete time slot, the environment can
be abstracted as a state representation. After observing the current state, the agent selects
and executes an action based on its policy, which triggers a transition in the environment
and receives a reward. This reward constitutes the core objective for the agent to optimize
its policy, namely to maximize the accumulated rewards over the long-term interaction.
The mathematical foundation and modeling tool for reinforcement learning is the Markov
decision process. When the future state of the environment only depends on the current
state and the action taken by the agent, without any dependence on past states and actions,
it satisfies the Markov property. We can formalize the interaction process between the agent
and the environment as MDP.

A standard MDP model is represented as < S, A, R, P, γ >, which consists of the state
space, action space, reward function, state transition probability function, and discount
factor. The state space refers to the set of all possible states of the environment. The
action space represents the collection of all possible actions that the agent can take. The
reward function calculates the numerical value returned to the agent by the environment
after the agent performs an action. The state transition function describes the process and
probabilities of transitioning from the current state to a future state, often assumed to be
stochastic due to the randomness inherent in the environment. The discount factor is used
to discount future rewards, balancing the importance of immediate rewards with those in
the future.

Multi-agent reinforcement learning refers to the scenario where multiple agents inter-
act independently with a shared environment. Each agent aims to improve its own policy
by leveraging the rewards provided by the environment, ultimately seeking to achieve
higher rewards. In multi-agent systems, the policies of individual agents cannot solely rely
on their own observed states and actions but must also take into account the states and
actions observed by other agents. There exist four primary relationships among agents in
multi-agent systems: cooperation, competition, mixed cooperation–competition, and ego-
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ism. Cooperation implies that agents share a common goal and collaborate to maximize the
overall reward. Competition, on the other hand, involves agents with conflicting interests,
where the gain of one agent results in a loss for others. Mixed cooperation–competition
occurs when agents are organized into groups, with cooperation within groups but competi-
tion between groups. Lastly, egoism denotes agents that solely focus on their own interests,
seeking to maximize their own rewards regardless of the benefits or losses incurred by
other agents.

3.2. Algorithm Model

The behavior of terminals and jammers is shown in Figure 2. Terminals are the only
entities regarded as agents, and all terminals and jammers are in the same environment.
They obtain the channel state information of the environment through spectrum sensing.
After observing the state of the environment, terminals and jammers will choose the
communication channel to use or attack according to their own strategy. Then, all the
actions taken by terminals and jammers will interact with the environment, causing changes
in the environment. Finally, the feedback from the environment will indicate whether
the data transmission or jamming attack is successful. It should be noted that, in this
article, we divide the selection of terminal communication channels into two issues for
research, namely policy learning and channel allocation. Policy learning enables terminals
to learn the attack strategies of jammers and predict attack behaviors based on the state
of the environment. Channel allocation is based on policy learning and further selects the
communication channels based on prediction results.
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The environmental state in the system model shown in Figure 2 depends only on the
current time slot and the actions taken by all terminals, which is consistent with the Markov
property, so the problem studied in this article is consistent with the Markov decision
process theory. Due to the existence of multiple agents in the system, each agent needs
to observe the state and take actions to collaboratively counteract the jamming attacks.
Since this system model aligns with the cooperative paradigm in multi-agent systems, a
multi-agent reinforcement learning algorithm should be used to address the problem. The
algorithm model is shown below:

• State space S: In slot t, the observed state of the terminal i is defined as si(t) =
{u1(t), u2(t), . . . , uN(t), j1(t), j2(t), . . . , jM(t)}, si(t) ∈ S, where uk(t), k ∈ N repre-
sents the channel currently selected by the terminal k, and jl(t), l ∈ M represents the
channel currently selected by the jammer l.
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• Action space A: The action space of the terminal i is defined as A = C. In the slot t, the
actions taken by the terminal i in the two stages of policy learning and channel selection
are defined as ai(t) ⊂ A, a′ i(t) ∈ A, where ai(t) represents which channels that the
terminal i predicts will be attacked by jammers, and a′ i(t) = ui(t + 1) represents the
channel that terminal i ultimately selects for data transmission.

• Reward: In slot t, the terminal i predicts jamming attacks based on the observed state
and receives a certain reward to adjust its policy learning process. There are two
reward functions defined in this article. The first reward function is used to deal with
sweep jamming, which can be expressed as

Rp =

{
1, predict successful
0, predict fails

. (2)

When the terminal successfully predicts all jammed channels, the reward value is 1,
and otherwise, the reward value is 0. The second reward function is used to deal with
smart jamming, which can be expressed as

Rs =

{
1, channel is not jammed
0, channel is jammed

. (3)

When the channel selected by the terminal is not jammed, the reward value is 1, and
in other cases, the reward value is 0.

• State transition probability function P: The probability that the state of the environment
transitions from si(t) to si(t + 1). Due to the presence of jammers and the unknown
jamming strategies, the state transition probability P(si(t), si(t + 1)) cannot be known
in advance.

3.3. Anti-Jamming Algorithm Based on Distributed Multi-Agent Reinforcement Learning

When using multi-agent reinforcement learning methods to study anti-jamming prob-
lems, it is necessary for each terminal in the environment to be able to quickly take action
after observing the state of the environment. The Q-learning algorithm is simple to imple-
ment and does not consume excessive storage and computing resources, making it suitable
for the problem scenario studied in this article. If all terminals in the environment indepen-
dently use the standard Q-learning algorithm to select communication channels, there will
be serious conflicts between terminals. The solution is to use the concept of communication
in multi-agent reinforcement learning, allowing all terminals to share the same Q-table.
However, in jamming scenarios, there is no absolutely secure communication channel,
and the shared Q-table approach can significantly slow down the algorithm convergence
rate. This article proposes a distributed multi-agent Q-learning algorithm for primary and
backup channel allocation to address these issues.

3.3.1. Sweep Jamming Scenario

The sweep jamming considered in this article is a typical representative of conventional
jamming. The DMPBQ algorithm in the sweep jamming scenarios is shown in Algorithm 1.
Each terminal runs this algorithm independently. The core idea of Algorithm 1 is to allow
each terminal to independently predict the channels to be jammed and to pre-formulate the
channel allocation rule for all terminals. In Algorithm 1, the terminal i can determine the
channel ai,x(t) that will be selected by the terminal with primary channel x. Therefore, each
terminal can avoid jamming attacks and select a communication channel that is different
from other terminals.
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Algorithm 1: DMPBQ (Sweep Jamming)

Input state of terminal i as si(t), total number of terminals as N, total number of jammers as M,
primary channel of terminal i as ci, backup channel resource pool as P

Output the channel finally selected by the terminal i as a′ i(t)
Initialize total operating time of the system as T
While t < T do

For i = 1, 2, . . . , N do
If random number < ε then

ai(t) = argmax
a

Qi(si(t), a)

Else
Random choose an action

End if
If ci /∈ ai(t) do

a′ i(t) = ci
Else

Remove ai(t) from P
For x ∈ ai(t) do

Select the channel ai,x(t) /∈ ai(t) with the smallest number from P
Remove ai,x(t) from P
If i = x then

a′ i(t) = ai,x(t)
End if

End for
End if

End for
si(t + 1) = [a′1(t), a′2(t), . . . , a′N(t), j1(t), j2(t), . . . , jM(t)]
For i = 1, 2, . . . , N do

Update Q table
End for
t = t + 1

End while

The preconditions for the primary and backup channel allocation rules in Algorithm 1
are as follows: Each terminal that accesses the network obtains a terminal identification
code, which is denoted as i for ease of discussion. It also obtains a primary channel ci = i
and a backup channel resource pool P. Terminals with different primary channels share the
same available spectrum resources and the same backup channel resource pool.

In the jamming prediction stage, the terminal i takes action based on the ε-greedy
strategy, observes the current state si(t), queries the Q table to output the predicted action
ai(t), and then enters the channel selection stage.

In the channel selection stage, the terminal needs to adopt the primary and backup
channel allocation rules to determine the final selected channel a′ i(t). The rule is imple-
mented through the following steps:

1. The terminal i compares the predicted jammed channels with the allocated primary
channel ci. If the primary channel is not subject to the predicted jammed channels,
then it selects the primary channel for the next data transmission. If the primary
channel is determined to be subject to predicted jammed channels during the next
data transmission, proceed with steps 2–4;

2. If the predicted jammed channels of the terminal i are in the backup channel re-
source pool, then the corresponding channels are removed from the backup channel
resource pool;

3. We can infer that any terminal using one of the predicted jammed channels as its
primary channel will suffer from jamming attacks, naming them jammed terminals.
The terminal i sorts all the jammed terminals according to their terminal identification
codes from small to large and allocates the channel with the smallest number from
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the backup channel resource pool to every jammed terminal in turn. Each channel
can only be assigned to one jammed terminal until the terminal i is allocated to an
available channel, or there are no remaining available channels in the backup channel
resource pool.

4. Repeat steps 1–3 for each terminal in the system.

After the above steps, the terminal i uses the channel a′ i(t) for data transmission and
obtains the corresponding reward according to the reward function Rp. After all terminals
and jammers interact with the environment, the terminal i observes the state si(t + 1). The
Q table is further updated by the following Equation (4), where α represents the learning
rate, and γ represents the discount factor.

Qi(si(t), ai(t)) = (1 − α)Qi(si(t), ai(t)) + α[ri(t) + γmax
ai(t)

Qi(si(t + 1), ai(t))] (4)

Further analyzing the complexity of Algorithm 1, the complexity of the jamming
prediction stage depends on the size of the state space and action space, represented as
O(|S|·|A|) . The complexity of the channel selection stage depends on the number of
jammed channels, which in this case is the number of jammers, represented as O(M).
Therefore, the complexity of algorithm 1 for every terminal is given by Equation (5).

G1 = (O(|S|·|A|) + O(M)) (5)

Due to O(M) ≪ O(|S|·|A|) , the complexity of Algorithm 1 G1 ∼ O(|S|·|A|) is com-
parable to the standard Q-learning algorithm, with high operational efficiency.

3.3.2. Smart Jamming Scenario

The DMPBQ algorithm in the smart jamming scenario is shown in Algorithm 2. It is
also run independently by each terminal without inter-terminal communication. The crux
of Algorithm 2 lies in assigning non-overlapping channel resource pools to each terminal.
Modeling jammers’ behavior and introducing randomness to channel selection can enhance
the difficulty for jammers to learn, thereby countering smart jamming attacks effectively.
The algorithm proceeds as follows:

1. The terminal i will obtain a dedicated channel resource pool P′
i after accessing the

network. At every slot, the terminal i independently maintains two Q tables, Q1
i and

Q2
i , where Q1

i is used to learn the jamming attack strategies of the jammers and output
the predicted jamming channels. Q2

i is used to output the primary channel ci(t) for
communication based on the observed state;

2. The terminal i compares the output results of the Q table mentioned above, and if
ci(t) /∈ ai(t), the terminal i selects the channel a′ i(t) = ci(t) for data transmission;
otherwise, it randomly selects a channel a′ i(t) that does not belong to ai(t) from P′

i
for data transmission.

After all terminals and jammers interact with the environment, the terminal i observes
the state si(t + 1) and receives rewards based on Rp, Rs. Then, each terminal i uses
Equation (5) to update its two Q tables.
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Algorithm 2: DMPBQ (Smart Jamming)

Input state of terminal i as si(t), total number of terminals as N, total number of jammers as M,
primary channel of terminal i at t as ci(t), backup channel resource pool as P′

i
Output the channel finally selected by the terminal i as a′ i(t)
Initialize total operating time of the system as T
While t < T do

For i = 1, 2, . . . , N do
ai(t) = argmax

a
Q1

i (si(t), a) ci(t) = argmax
a

Q2
i (si(t), a)

If ci(t) /∈ ai(t) do
a′ i(t) = ci(t)

Else
Remove ai(t) from P′

i
Random select a channel from P′

i
End if

End for
si(t + 1) = [a′1(t), a′2(t), . . . , a′N(t), j1(t), j2(t), . . . , jM(t)]
For i = 1, 2, . . . , N do

Update Q table
End for
t = t + 1

End while

To further analyze the complexity of Algorithm 2, the complexity of Algorithm 2
proposed for each terminal is given by Equation (6).

G2 = 2 × O(|S|·|A|) (6)

The algorithm complexity G ∼ O(|S|·|A|) is comparable to the standard Q-learning
algorithm, and it also has high operational efficiency.

4. Performance Evaluation

In this section, we evaluate the anti-jamming performance of the proposed DMPBQ in
both sweep and smart jamming scenarios through simulation experiments. We compare it
with the CCQ algorithm and RANDOM algorithm proposed in [13], as well as the indepen-
dent Q-learning algorithm. The numerical settings for the learning rate and discount factor
of the algorithm are the same as those in [13]. We used the packet transmission success
rate µ to evaluate the anti-jamming performance of each algorithm, which is defined as
the proportion of successfully transmitted packets out of the total transmitted packets. We
assumed that each simulation lasts 10,000 time slots, and each terminal transmits one packet
in every time slot. Every 20 packets form a block, and we calculate the packet transmission
success rate of each block. The simulation experiments were independently performed
250 times, and the average packet transmission success rate µ′ of each algorithm was calcu-
lated and evaluated. The following simulation experiment was conducted using Python
3.10 on a hardware device with an Intel Core i7-7700HQ 2.8 GHz processor and 8 GB of
memory. This algorithm is implemented at the MAC layer of the terminal communication
protocol and can be executed without the need for additional hardware equipment.

4.1. Evaluation under Sweep Jamming Scenarios

We considered the anti-jamming performance of Algorithm 1 and the comparison
algorithms in a sweep jamming scenario with five channels, where different numbers of
terminals and jammers were present. It was assumed that jammers adopt the sweep jam-
ming strategy. We chose the learning rate α = 0.8 and discount factor γ = 0.6. The epsilon
in the ε-greedy strategy gradually increased from 0 to 1 as the training process progressed.

Figure 3 shows the anti-jamming performance in the scenario with two terminals and
one jammer. The results showed that, after 50 blocks of packet transmission, the DMPBQ,
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CCQ, and independent Q-learning algorithms all exhibited strong anti-jamming perfor-
mance. Among them, DMPBQ had the fastest algorithm convergence speed, achieving an
average packet transmission success rate of 0.99 after 25 blocks of transmission and remain-
ing stable. When comparing the average packet transmission success rate for 500 blocks of
packets, DMPBQ demonstrated a marginally superior anti-jamming performance than CCQ
and independent Q-learning, and a significantly superior performance than RANDOM.
The DMPBQ could achieve such a high average packet transmission success rate because
each terminal could accurately learn the same jammer’s strategy. Additionally, the primary
and backup channel allocation rules ensured that each terminal did not experience channel
selection conflicts.
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Figure 4 shows the anti-jamming performance in the scenario with four terminals
and one jammer. When the number of available channels was limited, as the number
of terminals increased, the probability of collision between terminals increased, leading
to a significant drop in the anti-jamming performance of CCQ, independent Q-learning,
and RANDOM algorithms. In this case, the average packet transmission success rate
dropped below 0.7. All terminals using the DMPBQ reached a consensus in predicting the
behavior of jammers. By using the primary and backup channel allocation rules, it was
possible to prevent collisions between terminals, thus maintaining a stable average packet
transmission success rate of 0.98. This demonstrates good anti-jamming performance in
complex multi-terminal scenarios.

Figure 5 shows the anti-jamming performance in the scenario with three terminals
and two jammers. When the number of available channels was limited, and there were
multiple jammers, the average packet transmission success rates of all algorithms decreased.
The reason for this is that multiple jammers increase the likelihood of terminals being
jammed. After the transmission of 50 blocks of packets, DMPBQ and independent Q-
learning stabilized the average packet transmission success rate at 0.9, with DMPBQ
performing slightly better than independent Q-learning. The average packet transmission
success rate of CCQ initially increased but then gradually decreased as the number of
blocks transmitted increased, ultimately reaching approximately 0.8. In this scenario, the
average packet transmission success rate of the RANDOM algorithm was only about 0.5.
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Table 1 shows the time required for each algorithm to transmit 5000 blocks of packets
in the sweep jamming scenario. This running time is the sum of the time consumed by each
terminal and jammer. Due to the impact of processor performance, we only compared the
running time among algorithms. The results showed that the running speed from fast to
slow was in the following order: RANDOM, independent Q-learning, DMPBQ, and CCQ.
The running time of DMPBQ increased by 13% compared to independent Q-learning but
decreased by 45% compared to CCQ, indicating a high operational efficiency of DMPBQ.
In summary, DMPBQ had the best anti-jamming performance in sweep jamming scenarios.
Both theoretical analysis and experiments demonstrate that the running time of the algo-
rithm is comparable to independent Q-learning, which has high operational efficiency. Even
with an increase in terminals, DMPBQ can still maintain good anti-jamming performance.
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Table 1. The running time of each algorithm in a sweep jamming scenario with 2 terminals and
1 jammer.

Algorithm Running Time (Seconds)

DMPBQ 127
CCQ 232

Independent Q-learning 112
RANDOM 1

4.2. Evaluation under Smart Jamming Scenario

We assumed that the smart jamming scenario included six channels, three terminals,
and one jammer. We compared the anti-jamming performance of Algorithm 2 with other
algorithms. Jammers adopted the jamming attack strategy based on Q-learning, and the
rest of the parameters were set the same as those in the sweep jamming scenarios.

Figure 6 shows that when dealing with smart jammers, the anti-jamming performance
of each algorithm is ranked from high to low as follows: DMPBQ, CCQ, independent
Q-learning, and RANDOM. The average packet transmission success rate of DMPBQ
was higher than that of the other three comparison algorithms, stabilizing at 0.84 from
the outset. This is because DMPBQ divides each terminal’s available channel to prevent
conflicts during channel selection among them. It also uses the primary and backup channel
allocation rules to increase randomness when the terminals choose the primary channel.
DMPBQ poses a challenge for jammers in learning the strategy of the terminals, thereby
reducing the effectiveness of the jammers’ attack model.
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Table 2 shows the time required for each algorithm to transmit 5000 blocks of packets
in the smart jamming scenario. This time is also the sum of the time consumed by each
terminal and jammer. It can be seen that the ranking of the algorithm running time
is consistent with that in the sweep jamming scenario. The running time of DMPBQ
increased by 12% compared to independent Q-learning but decreased by 48% compared to
CCQ. DMPBQ demonstrated high operational efficiency even when confronted with smart
jamming attacks. Through theoretical analysis and experiments, it can be demonstrated
that the operational efficiency of DMPBQ in the smart jamming scenario is also comparable
to independent Q-learning, and it has good anti-jamming performance.
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Table 2. The running time of each algorithm in a smart jamming scenario with 3 terminals and
1 jammer.

Algorithm Running Time (Seconds)

DMPBQ 355
CCQ 684

Independent Q-learning 316
RANDOM 79

5. Conclusions

In this article, we considered the challenging problem of anti-jamming in wireless
communication networks and proposed an anti-jamming algorithm called DMPBQ based
on reinforcement learning. The proposed algorithm divides the available channels into
primary channels and backup channels for selection. We designed channel selection
rules for both sweep jamming and smart jamming to minimize the impact of jamming
attacks. The simulation results show that, compared with existing algorithms, the packet
transmission success rate of DMPBQ can reach up to 0.99 in the sweep jamming scenario and
0.84 in the smart jamming scenario. DMPBQ not only has good anti-jamming performance
but also has high algorithm operational efficiency.
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