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Abstract: Today, as data is easily exposed through various channels, such as storing data in cloud
services or exchanging data through a SNS (Social Network Service), related privacy issues are
receiving a significant amount of attention. In addition, for data that are more sensitive to personal
information, such as medical images, more attention should be paid to privacy protection. De-
identification is a common method for privacy protection. Typically, it is a method of deleting or
masking individual identifiers and omitting quasi-identifiers such as birth dates. In the case of
images, de-identification is performed by mosaic processing or applying various effects. In this
paper, we present a method of de-identifying an image by encrypting only some of the data in the
JPEG (Joint Photograph Experts Group) image format, one of the most common image compression
formats, so that the entire image cannot be recognized. The purpose of this paper is to protect
images by encrypting only small parts, and not the entire image. This work is suitable for the fast
and safe transmission and verification of high-capacity images. We have shown that images can be
de-identified by encrypting data from the DHT (Define Huffman Table) segment among the JPEG
header segments. Through experiments, we confirmed that that these images could not be identified
after encrypting only a minimal portion, compared to previous studies that encrypted entire images,
and the encryption speed and decryption speed were also faster and more effective than the results
of previous studies. A model was implemented to de-identify images using AES-256 (Advanced
Encryption Standard-256) and symmetric key encryption algorithm in the Huffman tables of JPEG
headers, resulting in the ability to render entire images unidentifiable quickly and effectively.

Keywords: JPEG image; encryption; security

1. Introduction

The production of data is increasing exponentially due to the contemporary devel-
opment of mobile technology, SNS, and IoT. The data produced can become more easily
exposed when they are stored on an external server or are freely exchanged through the
Internet. Some data comprise sensitive personal information, such as medical images.
Many researchers have actively studied the security and privacy protection of various
data according to various environments [1]. Image data must be protected more carefully
because they can easily expose sensitive information, such as people or places, and there is
a high risk of identifying an individual in an image. Algorithms of M. Zeghid et al. [2] and
Singh et al. [3] evaluated ways of protecting data by encrypting image data. These studies
allow us to protect the privacy of users by making an original image unidentifiable when
an unauthorized person accesses the data. This study aimed to propose a method to make
an image unidentifiable by encrypting only a part of the JPEG image, which is one of the
image formats commonly used on the Internet. If it is possible to make an image uniden-
tifiable by encrypting a specific part of the JPEG image data that significantly changes
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the image, it will be possible to expect more effective performance than the results of that
algorithms [2,3], which encrypt the entire image. In this paper, we realized a model that
made entire images unidentifiable by encrypting their Huffman code table, one component
of the JPEG header, to satisfy the above conditions. The purpose of this paper is to allow
encryption to be maintained in real time if many image files are transferred.

Section 2 explains the AES encryption algorithm, the process of compressing a JPEG,
and the structure of the JPEG header, using related studies, background knowledge, and
preliminary work. Section 3 implements the proposed model and examines its performance.
Finally, Section 4 describes the conclusion and future tasks.

2. Preliminaries
2.1. AES

Advanced Encryption Standard, AES [4], an algorithm, was developed as the encryp-
tion strength of the DES (Data Encryption Standard) weakened [4]. AES is a symmetric
block cipher established by the National Institute of Standards and Technology, NIST, in
2001. It is easy to implement, fast, and highly secure. Therefore, there has been no valid
attack against AES encryption yet. AES can have encryption keys of 128, 192, and 256 bits,
and they are called AES-128, AES-192, and AES-256, respectively [5]. Moreover, the number
of rounds to be executed varies according to the length of the key used, and 10, 12, and
14 rounds are executed, respectively. When the length of the encryption key becomes longer,
the encryption speed and decryption speed relatively decrease, and the level of security
increases. A feature of AES is that encryption is performed in fixed block units of 128 bits.
When performing encryption, various block cipher modes can be selected. CBC (Cipher
Block Chaining) and ECB (Electronic Code Block) modes are representative modes, and
it is recommended to use CBC mode. CBC stands for cipher-block chaining [6], which
was developed by IBM in 1976. Each block is XORed with the encryption result of the
previous block before being encrypted, and the first block is XORed with the initialization
vector (IV), an initial vector. Since encryption is performed in the block unit of 128 bits,
AES carries out padding that fills the missing part with a specific value for blocks smaller
than 128 bits. PKCS5 and PKCS7 are representative methods. This study used AES-256, the
CBC mode for the Block Cipher Mode, and the PKCS5 method for the padding.

2.2. JPEG Compression

Joint Photographic Experts Group, JPEG [7], is a standard established by ISO (Inter-
national Organization for Standardization) and ITU-T (International Telecommunication
Union Telecommunication Standardization Sector), and is a lossy compression method
created for still images [8]. The lossy compression refers to artificially removing some data
to reduce the size of the original file. JPEG loses data in the process of removing high-
frequency components during the JPEG compression process. Since it tries to eliminate
parts that are difficult to distinguish with the human eye, the result is not much different
from the original. If an image is compressed to a JPEG format, its size can be compressed to
up to 1/50 of the original image file [9]. This format is widely used on the Internet because
the file size is small. Since it uses a lossy compression method, the image quality and file
size vary depending on the compression rate. A higher compression rate makes the size of
a compressed file smaller and decreases the quality of the image.

Figure 1 depicts the process of JPEG compression. JPEG compression proceeds in the
following order: image color space transformation, sub-sampling, DCT (Discrete Cosine
Transformation), quantization, zigzag scanning, and entropy coding. Image color space
conversion, down-sampling, DCT, and quantization are the processes that lose data. The
majority of data is lost during the quantization process. Zigzag scanning and entropy
coding are the processes of data compression, so no data are lost during these steps.
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The color space of the image is converted from RGB to YCbCr. The Y component has 
brightness information, and Cr and Cb contain color difference information. 

The sub-sampling or down-sampling process is a process of reducing the number of 
Cr and Cb components while maintaining the Y component. Human eyes are more 
sensitive to brightness information than color information. Therefore, the process leaves 
the Y component intact, while it compresses Cr and Cb components, which contain color 
information. Douglas A. Kerr [10] described the sub-sampling process in detail. The 
following Figure 2 expresses sub-sampling in the ratio of J:x:y, where J refers to the width 
of the pixel block to be sampled, and samples are extracted from a pixel block (size = 2 * 
J). x and y refer to the number of samples extracted from the first rows of J pixels and from 
their second rows, respectively. 

As shown in Figure 2, there are several sub-sampling patterns. Figure 3 shows the 
shape of the pixel block after conducting sub-sampling according to the pattern above. As 
can be seen in the figures, 4:4:4 indicates that all four components are extracted from the 
first and second rows, which means that sub-sampling is not carried out. 

 
Figure 2. Chrominance subsampling patterns. 

Figure 1. Overview of JPEG image compression.

The color space of the image is converted from RGB to YCbCr. The Y component has
brightness information, and Cr and Cb contain color difference information.

The sub-sampling or down-sampling process is a process of reducing the number
of Cr and Cb components while maintaining the Y component. Human eyes are more
sensitive to brightness information than color information. Therefore, the process leaves
the Y component intact, while it compresses Cr and Cb components, which contain color
information. Douglas A. Kerr [10] described the sub-sampling process in detail. The
following Figure 2 expresses sub-sampling in the ratio of J:x:y, where J refers to the width
of the pixel block to be sampled, and samples are extracted from a pixel block (size = 2 * J).
x and y refer to the number of samples extracted from the first rows of J pixels and from
their second rows, respectively.
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As shown in Figure 2, there are several sub-sampling patterns. Figure 3 shows the
shape of the pixel block after conducting sub-sampling according to the pattern above. As
can be seen in the figures, 4:4:4 indicates that all four components are extracted from the
first and second rows, which means that sub-sampling is not carried out.

The most commonly used ratio in JPEG compression is 4:2:0, which means extracting
2 and 0 from the first row and the second row, respectively. Since it discards 6 values out
of 8-pixel values, it can reduce the size by that much. After sub-sampling, each channel
of Y, Cr, and Cb is divided into 8*8 blocks and the following process is performed for
each channel.
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DCT is an algorithm proposed by N. Ahmed, T. Natarajan, and K. R. Rao [11], and
it is used to transform an image from the spatial domain to the frequency domain. Since
the conversion result values are always real numbers, they are easy to process, and DCT
is widely used in signal processing and image processing. JPEG converts an 8*8 block
composed of values in the range of [0, 255] to the range of [−128, 127] and applies DCT to
each block. The DCT conversion formula is as follows.

Gu,v =
1
4

C(u)C(v)
7

∑
x=0

7

∑
y=0

Ix,ycos
2x + 1

16
πcos

2y + 1
16

π (1)

G stands for the transformed frequency matrix, while Gu and Gv mean the (u, v)th
element of G. I refers to the matrix of the image block before conversion, and Ix and Iy mean
the (x, y)th element of I.

C(k) =

{
1√
2
, i f k = 0

1, otherwise
(2)

The DC coefficient refers to the value of (0, 0)th element that is firstly obtained from
the block converted by DCT. The other 63 values are called the AC coefficients. The DC
coefficient has important information that determines the brightness of the entire block.

The next step is quantization. This is the step used to remove the high-frequency
component of the block obtained in the DCT process. Quantization is performed by
applying the quantization table to each element. At this time, the quantization table must
be input to the encoder by the user or the application performing JPEG compression. The
quantization table has integer values between 1 and 255, and the goal is to remove the
high-frequency component, which is not visually important, through quantization [9].

The quantization process rounds up the value obtained by dividing each DCT element
by the quantization table. As a result, due to the structure of the quantization table, DC
coefficients are divided into smaller values, and AC coefficients are divided by a larger
value when they are located closer to the lower right. Consequently, many AC coefficients
become zero, resulting in the loss of high-frequency components. More details can be found
in [12].

Zigzag scanning is performed as the next step. This step converts the quantized DCT
coefficients in the form of a two-dimensional array into a one-dimensional data form. The
values are scanned in the order and the values are stored in a one-dimensional form.

The next step is entropy coding. Entropy encoding is an encoding method that
shortens the length of a code representing a symbol according to the occurrence frequency
of the symbol. First, it encodes quantized DC coefficients and AC coefficients in different
ways. The DC coefficient is coded through the DPCM (Differential Pulse Code Modulation)
method, which calculates the difference between the DC coefficient of the previous block
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and that of the current block. Run-length encoding is applied to AC coefficients. Run-length
encoding expresses data appearing continuously with the same value only with the number
of them and the repeated value. Since most AC coefficients are 0 in the JPEG compression,
run-length coding is used for 0, which can drastically compress the size of the data. Lastly,
Huffman encoding is performed on the coded DC and AC coefficients.

Huffman coding is an algorithm proposed by David A. Huffman [13] and is one
of the entropy coding types used for lossless compression. This method encodes items
with different lengths according to the occurrence frequency of a data symbol. Huffman
encoding uses a longer code for an item with a lower occurrence frequency and a shorter
code for an item with a higher occurrence frequency. For this reason, it is inefficient to
use data containing nonrepetitive values. However, since JPEG compression performs
quantization to make most of the high-frequency components 0, it is suitable for conducting
Huffman encoding. The Huffman algorithm creates a prefix by producing a binary tree,
and it is made according to the following rules.

• Initialization: List all symbols according to their occurrence frequencies.
• Repeat the following steps until only one symbol remains.
• The parent node is produced by selecting two items with the least occurrence frequen-

cies from the list as child nodes. Here, the value of the parent node is the sum of the
child nodes.

• When creating a parent node, a weight of 0 is assigned to the edge of a node with a
larger value, and a weight of 1 is assigned to the edge of a node with a smaller value.

• The child node with a larger value is placed on the left.

Figures 4 and 5 show how Huffman encoding is performed according to the above
rules, and Table 1 presents the encoded and changed value of each symbol through Huffman
encoding. If each item between A and F takes 1 byte, it expresses 1064 bits of data using
309 bits, which shows that the data compression rate is approximately 70%.
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DC coefficients and AC coefficients that have completed DPCM and run-length encod-
ing, respectively, go through Huffman encoding using different Huffman code tables in the
JPEG compression process.

The process of decompressing a JPEG file is basically a reverse order of the compression
process. However, it is impossible to restore the part which has lost data in the down-
sampling process. Moreover, although the matrix in the frequency domain can be reversed
to the original image through IDCT (Inverse Discrete Cosine Transform) in the DCT process,
it cannot be fully (100%) restored either, because the high-frequency components are
removed through the quantization process. In the case of the zigzag scanning and Huffman
encoding processes, data are restored by rearranging the stored number of zeros and
each element and going through the Huffman decoding process. Data are not lost during
these processes.
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Table 1. Huffman encoding result.

Frequency Symbol After Coding

40 E 00
35 F 01
28 C 11
17 D 100
9 B 1010
4 A 1011

2.3. JPEG Header

This section reviews the overall structure of a JPEG image created through the JPEG
compression process discussed earlier. JPEG images are basically saved in the format of
JFIF (JPEG Interchange Format) [14], and the extension is “.JPG” or “.JPEG”. JFIF is a
minimal format made to be compatible with multiple platforms and applications. There
are various extension formats depending on platforms and applications. In some cases,
each format additionally includes metadata about the image. The following Figure 6 shows
the overall structure of the JFIF file format.
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A JPEG file consists of several segments, and each segment is separated by a marker.
These markers start with 0xFF, and the type of a marker is identified by the 1 byte im-
mediately after it. If a segment has a variable length, it has payload data defining the
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length of the segment after the marker. The following table summarizes commonly used
JPEG markers. Further information can be found in the JPEG: still image data compression
standard [15].

As shown in Figure 6, the data of the ECS (Entropy Coded Signal) segment is encoded
through the Huffman table defined in the DHT segment, and quantization is performed
through the quantization table defined in the DQT (Define Quantization Table) segment. If
the values of the two tables change, the shape of the image will be different from that of
the original image. Therefore, we assessed whether directly encrypting these two tables is
suitable for achieving de-identification.

Quantization, as a process, is performed to remove high-frequency components after
performing the DCT process. A JPEG header generally has two tables in total, which contain
brightness and color difference information, respectively, and they are stored in the DQT
segment. The following shows an image after quantization table encryption.

In Figure 7a–d indicate the original image, the quantization table with brightness
information, the quantization table with color difference information, and an image of both
encrypted quantization tables, respectively. When encrypting the DQT segment, since the
low-frequency components are restored through the encrypted table (the high-frequency
components cannot be restored because they are 0 and are removed), they have different
values from the original values. Therefore, b has a different brightness value with the same
color difference value as the original image. Contrarily, c has a different color difference
value without changing the brightness of the image.
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Huffman encoding is a process of compressing image information after conducting a
data loss process. If the values of the Huffman table change, all data constituting the image
change. It is necessary to understand the structure of the DHT segment for encrypting the
Huffman table.

The Huffman table uses a total of four tables (two tables for DC coefficients and two
tables for AC coefficients): Y-DC, Y-AC, CbCr-DC, and CbCr-AC tables, respectively [16].
Each table starts with a marker indicating the DHT segment and consists of a field that
organizes the length of the DHT segment, table classification information, and the number
of symbols constituting the Huffman table and a field that organizes actual symbols. The
rest, except for the symbol field, has a fixed size, and the symbol field has a variable length.
Figure 7 depicts the encryption of a Huffman table by using the method proposed by this
study with reference to the structure of DHT.

The result has completely different values from the original values in all processes
(inverse quantization-IDCT-color space conversion), which are the processes of decom-
pressing a JPEG. Therefore, even if only one table is encrypted, the original image cannot be
identified. However, since there is a risk of discovering the original values of the encrypted
table by referring to the unencrypted table, this study encrypted all Huffman tables.

We choose not to encrypt DQT due to the possibility of extracting information about
the original image from the encrypted image, as can be seen in Figure 7b–d. Therefore,
DHT encryption was used in this paper, since the original image cannot be identified, as
can be seen in Figure 7e–i.

Since it would be possible to deduce the information of the original image from the
encrypted image (Figure 7), this study judged that it would be inappropriate to completely
de-identify data by encrypting DQT. In the case of DHT encryption, the original image
cannot be identified, so this study implemented a model that encrypted DHT to de-identify
images.

The proposed method does not assume that one cannot recover the Huffman tables
from the compressed data. Our proposed method may not offer perfect security for image
security. Given the large amount of data transmitted and received on the Internet, we
believe that this method can effectively delay hacking attempts until a desired point in time.

3. Implementation

In this section, we explain the Huffman table in the JPEG header and implement
a model that encrypts and de-identifies images. We describe the overall flow of the
implemented model, and then we show the results and how to encrypt and decrypt
the tables.

3.1. Experiment Environment

The environment used in the experiment is as follows:

• Eclipse IDE 2021-03, JDK 11.0.5
• Intel i7-8700 CPU, 32GB Ram Desktop PC
• Windows 10 professional 64bit
• HxD [17] tool: for read and write binary data of images

3.2. Overall Structure

The following shows the overall flow of the model for de-identifying an image using
the DHT encryption process.

• Find the DHT segment by locating the DHT marker in the read JPEG image.
• Check the classification information in the table. Then, if it is a DC table, an algorithm

for encrypting the DC table is performed, and if it is an AC table, an algorithm for
encrypting the AC table is used.

• After encrypting all four tables following the procedure described above, print the
DHT-encrypted JPEG image.
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Figures 8 and 9 show the process of encrypting the AC tables and DC tables. An AC
table can be encrypted with a general encryption method. However, since the value divided
by the DC component is relatively small [18], as can be confirmed in the quantization
process, the symbol value of a DC table does not exceed 0x0F. Therefore, it must be
encrypted using a method different from that for encrypting an AC table. More precisely,
encrypting the DC values will yield a value greater than 0x0F. If the symbol value exceeds
0x0F within the DC values, it will lead to image corruption. Since our objective is to
de-identify images without compromising the functionality of the images, we mitigated
this risk by expanding the resulting ciphertext. Concretely, since the symbol values of a DC
table range between 0x00 and 0x0F, this step was implemented by expanding each byte of
the encrypted data in the form of 0x0L 0x0H. The following Figure 9 shows the process of
encrypting the AC tables and DC tables.
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Since the symbol values of a DC table range between 0x00 and 0x0F, encryption was
implemented by expanding each byte of the encrypted data in the form of 0x0L 0x0H. This
paper implemented the de-identification of the image by encrypting the data of the symbol
field. The following Tables 2 and 3 compare the data field before DHT encryption and after
DHT encryption using the method proposed by this study.



Electronics 2024, 13, 1332 10 of 15

Table 2. Comparison of DHT encryption (before).

Field Marker DHT
Length

Table
Class

Table
Number

Huffman
Code Symbol

Length
(Byte) 2 2 0.5 0.5 16 No fix

Length

Data 0xFF
0xC4 - 0 or 1 0 or 1 . . . Original

Data

Table 3. Comparison of DHT Encryption (after).

Field Encrypted
Data Length Marker DHT

Length Table Class Table
Number

Huffman
Code Symbol

Length
(Byte) 1 2 2 0.5 0.5 16 No fix Length

Data 0xFF
0xC4 - 0 or 1 0 or 1 . . . Encrypted Data

It is necessary to know the size of the encrypted data to decrypt it back to the original
data, because the size of the encrypted data can be equal to or greater than that of the
original data. Therefore, this study’s process recorded the size of the encrypted data in
front of the DHT marker so that it could be referenced when decrypting.

The process of decrypting the encrypted Huffman table is as follows.

• Find the DHT segment by locating the DHT marker in the encrypted JPEG image.
• Perform a decryption algorithm suitable for each table after checking the size infor-

mation of the encrypted data in front of the DHT marker and the table classification
information. Information containing the length of the encrypted data is deleted.

• The four tables are decrypted in the same way as above, and the image is printed.

The Figure 10 shows the flow of the decryption process. The decryption process for
the DC tables is different from that of the AC tables. The following Figure 11 shows the
decryption process of each table.
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Since the symbol of an encrypted DC table is expanded from 1 byte to 2 bytes during
the encryption process, it is decrypted while reducing the expanded data back to 0xLH
form (1 byte).

Figure 12 shows part of the encryption and decryption codes. These codes are programmed
in the Java language. These encryption/decryption codes show our proposed methods.
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3.3. Result

First, this study compared the Huffman table before encryption and that after encryp-
tion by using a program that read images as binary data. Afterward, the encrypted image
was examined. The following Figure 13 shows the comparison of each Huffman table
before and after encryption.

Figure 14 shows the images after encrypting each table. It is difficult to guess the
original image from the encrypted image. In addition, Figure 15 confirms the encryption
and decryption results of other images.
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The speed of encryption and that of decryption were calculated by averaging 10,000 runs
of the algorithms presented by this study after reading each image. In addition, the follow-
ing Tables 4 and 5 summarize and compare the sizes of image files after encryption.

Table 4. Speed of encryption and decryption.

JPEG Image Size
(Byte)

Encryption Speed
(ms)

Decryption Speed
(ms)

Encrypted Image
Size (Byte)

A (202,692) 2.148 2.207 202,764
B (363,325) 1.301 1.251 363,397
C (399,029) 2.178 2.315 399,097
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Table 5. Comparison with other proposals.

Scheme Image Size (in Pixel) Average Encryption

Ref. [2]
256 × 256 31.75 ms
200 × 320 29.25 ms

Ref. [19]

256 × 256 0.33~0.39 s
512 × 512 0.38~0.40 s

1024 × 1024 6.26~6.32 s
2048 × 2048 25.15~25.32 s

Ref. [20] 512 × 512 19.27 ms

Proposed Method
512 × 336 (A)

1419 × 1001 (B)
1280 × 960 (C)

2.148 ms
1.301 ms
2.178 ms

The following Table 5 summarizes the previously studied methods of encrypting
images [2] and the encryption times of image encryption using chaotic logistic maps [19].
Furthermore, the method proposed in [20] has excellent security and is based on the Jia
chaotic system and a logistic map. Note that the algorithm introduced in [20] prioritizes
security over encryption speed. Nevertheless, we can see that is notably slower than our
proposed approach.
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It was confirmed that encryption and decryption could be conducted quicker than
other studies that applied an encryption algorithm to the entire image (Tables 4 and 5).
Moreover, the encryption and decryption speed of previous studies tended to be slower
when the size of the image was larger (Table 5). However, since this study proposed to
encrypt only the Huffman tables, it was confirmed that the speed of encryption was not
affected even if the size of the image file increased.

4. Conclusions

Currently, people are becoming more interested in privacy issues. Moreover, in line
with this, research on data de-identification is also becoming very important and active.
This study evaluated tables that could be encrypted among the segments of the JPEG
compression process, JPEG header composition, and JPEG header. The results of this study
showed that images could be de-identified by encrypting the data in the DHT segment.

This study implemented an image de-identification model based on the above. The
results of this study confirmed that the image could not be identified after encrypting only
a minimal portion, compared to previous studies that encrypted the entire image, and also
confirmed that the encryption speed and decryption speed were faster and more effective
than the results of previous studies. Using this method, it is possible to send and receive
data safely by quickly de-identifying important images that should not be exposed. This
will also make it difficult for an attacker or intruder to know that the image is important by
making it impossible to identify the original image when an intruder is trying to steal image
data from an external environment (e.g., a cloud server) or when one is under a snooping
attack during Internet communication. Naturally, the user’s privacy can be protected. It
can be expected to be used in various sectors such as medical services, cloud services,
and telecommunications.

However, since only the Huffman table of each JPEG is encrypted, there are still issues
to be improved, such as that the scan data of the image is exposed, there is little difference
between the tables by image for the DC table of DHT, and it encrypts only the symbol field
of the Huffman table. It is planned to study how to encrypt the entire table by extending it
to encrypt other fields, except for the field for identifying markers and tables, rather than
encrypting only the symbol fields of the Huffman table. It will be also studied whether
image file formats other than JPEGs can be de-identified through partial encryption. Our
proposed method may not offer perfect security for image security. However. given the
large amount of data transmitted and received on the Internet, we believe that this method
can effectively delay hacking attempts until a desired point in time. Additionally, we will
add experiments to check and supplement the performance compared to recent methods.
In addition, the purpose of this paper is to allow encryption to be maintained in real time
in scenarios where many image files are transferred. Protecting images permanently seems
challenging. Most recent jpeg encryption papers [21,22] encrypt the entire image. Because
the goal of this paper is not to target perfect encryption of full jpeg files, it is difficult to
directly compare its results with recent studies.
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