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Abstract: Cybersecurity is one of the important considerations when adopting IoT devices in smart
applications. Even though a huge volume of data is available, data related to attacks are generally
in a significantly smaller proportion. Although machine learning models have been successfully
applied for detecting security attacks on smart applications, their performance is affected by the
problem of such data imbalance. In this case, the prediction model is preferable to the majority class,
while the performance for predicting the minority class is poor. To address such problems, we apply
two oversampling techniques and two undersampling techniques to balance the data in different
categories. To verify their performance, five machine learning models, namely the decision tree,
multi-layer perception, random forest, XGBoost, and CatBoost, are used in the experiments based
on the grid search with 10-fold cross-validation for parameter tuning. The results show that both
the oversampling and undersampling techniques can improve the performance of the prediction
models used. Based on the results, the XGBoost model based on the SMOTE has the best performance
in terms of accuracy at 75%, weighted average precision at 82%, weighted average recall at 75%,
weighted average F1 score at 78%, and Matthews correlation coefficient at 72%. This indicates that
this oversampling technique is effective for multi-attack prediction under a data imbalance scenario.

Keywords: cybersecurity; oversampling technique; undersampling technique; multi-class classification;
machine learning

1. Introduction

The Internet of Things (IoT) is used in a huge number of smart applications that
exchange data and perform tasks autonomously like smart agriculture, smart homes,
and smart cities [1]. IoT devices produce a huge volume of data that is utilized by smart
applications. Due to their large number, distributed nature, and diverse functionalities, IoT
networks always face a huge number of cyberattacks [2]. Therefore, securing IoT networks
from attackers is critical to ensure the safe and reliable use of these devices and applications.
The heterogeneity of the devices and protocols, and the limited processing power, memory,
and energy of many IoT devices, are some of the major challenges in choosing security
measures [3].

Recently machine learning has been used to detect cyberattacks on smart applications.
These machine learning algorithms create security models for detecting attacks based on
the training data that consists of data regarding normal and malicious traffic [4]. In most of
the datasets used by these algorithms, the proportion of data related to normal and attack
classes may be imbalanced. The imbalanced dataset is a big obstacle in detecting attacks
accurately, especially for minority classes [5].
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In machine learning, it is common to encounter datasets that are imbalanced, where
one class has significantly more or fewer instances than other classes. An imbalanced
dataset can play a role in creating a biased model favoring the majority classes and per-
forming poorly on the minority classes [6]. Common approaches that have been used to
overcome this challenge are using oversampling and undersampling techniques. By ran-
domly duplicating records in smaller or minority classes, oversampling tries to match the
number of records to the bigger or majority classes. This can also be accomplished by
artificially creating new records or instances. Some of the oversampling approaches include
synthetic minority oversampling technique (SMOTE) [7], distributed random oversam-
pling [8], BorderlineSMOTE [9], borderline oversampling with support vector machine
(SVM) [10], adaptive synthetic sampling (ADASYN) [11], etc.

On the other hand, undersampling is based on the idea that the number of records in
majority classes is to be reduced in order to keep them the same in number as the instances
in minority classes. This can be achieved by randomly removing instances from the majority
class or selecting a representative subset of instances based on certain criteria. Some of the
undersampling approaches are condensed nearest-neighbor undersampling [12], Tomek
Links method [13], edited nearest neighbors [14], one-sided selection [15], and instance
hardness threshold [16].

Both oversampling and undersampling techniques have their advantages and disad-
vantages [17,18]. Oversampling can be effective in increasing the number of instances in the
minority class and reducing the bias toward the majority class. By providing more instances
in the minority class, oversampling can help the model learn the patterns and characteristics
of the minority class and improve its ability to generalize to new instances. However, it can
also lead to overfitting and generate synthetic instances that do not accurately represent
the minority class. Undersampling can be effective in reducing the number of instances
in the majority class and focusing on the most informative instances. Undersampling can
help to focus on the most informative instances and reduce the noise and redundancy in
the dataset as well. However, it can also lead to information loss and remove instances that
are important for the model’s performance.

It is important to point out that oversampling and undersampling techniques should
be used with caution and in conjunction with different preprocessing techniques, such
as feature selection and normalization [18]. Furthermore, the choice of oversampling or
undersampling technique should be based on the specific characteristics of the dataset
and the goals of the machine learning task [19]. In this paper, we focus on exploring
the effect of multiple oversampling and undersampling approaches for attack detection
for different machine learning algorithms. The IoT dataset we chose shows very poor
detection performance for most of the minority classes if no oversampling or undersampling
approach is used. The main contributions of the paper are as follows:

• We identify that the traditional machine learning algorithms may not detect minority
attack classes when no sampling technique is used. Therefore, in reality, for network
attack detection systems, such a limitation may result in failure to detect some of the
attacks completely, which emphasizes the importance of using sampling techniques
for imbalanced datasets.

• We thoroughly investigate the effect of different oversampling and undersampling
techniques on the performance of multiple traditional and ensemble machine learn-
ing algorithms.

• We identify the best sampling approach for network attack detection using one of the
latest IoT datasets.

Section 2 provides a discussion and analysis of the relevant literature in two areas:
machine learning models and relevant research using the IOTID20 dataset. Section 3
provides the details of machine learning models and sampling techniques. Section 4
provides an in-depth analysis of the collected results for the intrusion detection system.
A summary of the paper and some options about the possible future work are provided in
Section 5.
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2. Related Work

In this section, we provide an overview of the machine learning approaches used in
the domain of cybersecurity. We also present recent efforts on the use of oversampling
and undersampling approaches to improve attack detection for imbalanced datasets. It
is important to mention here that oversampling and undersampling approaches are used
effectively in improving overall attack detection; however, most of the literature does not
specify the detection accuracy for the minority classes. Due to a small proportion of records
for the minority classes, the overall detection accuracy can be very high even when the
system fails to detect smaller classes completely.

A random forest-based attack detection approach is proposed that uses smart feature
selection to improve attack prediction performance [20]. The use of oversampling and some
feature selection approaches is explored for imbalanced datasets in the area of cybersecurity,
specifically intrusion detection. Decision trees were used for different binary and muti-
class attack detection models, and the models performed reasonably [21]. The multilayer
perceptron network showed very good anomaly detection abilities with a small number of
features for multi-class problems [22]. A combination of random forest and optimization
approaches produced very good results for classifying cyberattacks and reducing false
alarm rates [23].

The overall accuracy of these proposed approaches was good, but the prediction
accuracy for all minority classes was not investigated. Hence, the performance for all
attack types cannot be analyzed and compared to this work. With a very small sample
size for most minority classes, the overall attack detection accuracy can be very high, but
the detection for some of the minority classes may be very low or even zero. This results
in completely missing some cyberattacks, which may have a catastrophic effect on the
security systems.

An intrusion detection system using an artificial neural network provides very high
attack detection when the hyperparameters of the neural network are tuned [24]. Another
artificial neural network-based intrusion detection system for binary classification showed
promising results for a simulated IoT network [25]. An artificial neural network-based
approach for three different levels of classification of attacks is proposed while tuning the
hyperparameters for optimal performance [26]. With the proper tuning of hyperparameters,
the neural network model showed very high accuracy for most of the cases.

The ANN approach provides a good option for intrusion detection systems and has
high performance but faces the challenges of being complex, computationally expensive,
and requiring the selection of hyperparameters. Also, the low detection rate for minority
classes still exists in the above-mentioned ANN-based approaches, so the above-mentioned
works did not consider that specifically.

Ensemble classifiers provide an excellent option for gaining the combined benefits
of two different algorithms. Jabbar et al. [27] used an ensemble classifier for the binary
detection problem of cyberattacks and combined random forest with another approach.
The same research group also proposed ADTree and KNN ensemble classifiers for detecting
cyberattacks [28]. To reduce the time of model building and training, a tree-based approach
was combined with a bagging method for the classification of attacks [29]. Most of the
above-mentioned approaches provide high accuracy for overall attack detection; however,
when it comes to multi-class attack detection, the detection rate of smaller or minority
attack classes is a great challenge.

Karthik and Krishnan [30] proposed a novel approach to detect IoT attacks using a
combination of random forest techniques with a novel oversampling approach. The pro-
posed method was evaluated on different datasets and compared with several approaches;
it showed good results in terms of accuracy, precision, recall, and F1 score. Bej et al. [31]
proposed a new oversampling technique for imbalanced datasets. The minority samples
were scaled and stretched to create new samples for smaller classes. With extensive experi-
ments and testing on numerous imbalanced datasets, the proposed approach showed very
promising results.
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We used the IOTID20 dataset for testing our approach. Qaddoura et al. [32] addressed
the class imbalance issue in the IoTID20 dataset by considering clustering and oversam-
pling techniques. Support vector machine (SVM) with an oversampling technique was
investigated for classification and achieved good performance for attack detection at the
binary level, where only attacks and normal classes were detected. Farah [33] compared the
performance of multiple techniques to detect attacks in the IOTID20 dataset and detected
some classes of attacks. However, subcategory attacks that were of minority classes were
not detected. Krishnan. Nawaz and Lin [34] compared the attack detection considering
random forest, XGBoost, and SVC approaches for detecting normal and attack classes only
and achieved very high accuracy. However, the minority class detection was not targeted,
as subcategory-based attack detection was not considered.

The main motivation of this work is to detect cyberattacks belonging to minority
classes when imbalanced datasets are considered for attack detection, which is a significant
concern in almost all datasets in this domain, as previously discussed. In the Section 4, we
provide detection accuracy, precision, recall, and F1 score for all attack classes, including
minority classes that have very few samples, to show that our approach significantly
improves the detection of these small attack classes. In Table 1, we compare our work with
other existing studies that use the same dataset to show that we succeeded in detecting
minority classes, which were not considered by the other studies due to the small sample
sizes for these classes.

Table 1. Comparison with existing approaches.

Research Approaches Detection Results
Work Used Provided

Qaddoura et al. [32] SLFN, SVM Binary Detection Only for normal attack
(anomaly/attack)

Farrah [33] Multiple Binary and Category Only for normal attack
and Categories (majority classes)

Krishnan, Nayaz SVC, XGBoost Binary Only for normal attack
and Liu [34] RF

Our work DT, RF Multi-class Detection All normal attack,
MLP, XGBoost Categories (majority classes)

CatBoost and Subcategories (minority classes)

Undersampling is one efficient method to handle imbalanced datasets as it focuses
on reducing the number of samples from the majority classes. An undersampling ap-
proach based on the theory of evidence is proposed in evidential undersampling [35].
This approach considers a very important factor, which is to avoid removing meaningful
samples. The samples in the majority classes are assigned a soft evidential label after
removing unclear samples. When tested with different ML algorithms, this approach
outperformed some basic undersampling approaches. An undersampling approach based
on consensus clustering is proposed to handle imbalanced learning [36]. The consensus
clustering-based scheme used a different combination of clustering algorithms for the
undersampling purpose. The results obtained with different ML algorithms showed that
different combinations can produce very different results. A novel two-step undersampling
approach is proposed [37]. Firstly, the majority class is considered for similar instances,
which are grouped together into subclasses. Then, from those subclasses, unrepresentative
data samples are removed. The proposed approach performed significantly better than
other undersampling approaches.
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3. Methods

In this section, we first introduce the machine learning algorithms. Next, we de-
scribe the oversampling techniques, followed by the undersampling techniques. Finally,
we present the flowchart of the prediction model for the intrusion detection prediction.
For researchers to duplicate the outcomes, we have shared our code with the GitHub
repository [38]. All undersampling and oversampling approaches that we used are from
imblearn library [39]. A snapshot of example source code is shown in Figure 1. All un-
dersampling and oversampling source codes are provided in our GitHub repository [38].
Beside the ReadMe file, five Python Notebook files uploaded to the Github repository,
which are ADASYN-sent to github.ipynb, Baseline.ipynb, InstaceHardnessThreshold-
sent to github.ipynb, RandomUnderSampler-sent to github.ipynb, and SMOTE-sent to
github.ipynb.

Figure 1. A snapshot of the code for InstanceHardnessThreshold undersampling method.

3.1. Machine Learning Algorithms

In this section, five frequently utilized machine learning algorithms are briefly ex-
plained, including the decision tree (DT), multilayer perceptron (MLP), random forest (RF),
extreme gradient boosting (XGBoost), and category boosting (CatBoost).

3.1.1. DT

The DT [40] is a tree-based supervised algorithm that can be used for classification
tasks. A DT algorithm is constructed by three types of nodes, which are the decision node,
change node, and end node. Each type of node has its task. More specifically, the decision
node indicates a choice that needs to be determined. Consequently, the chance node
analyzes the probabilities of the results. The end node presents the ultimate result of a
decision pathway. By calculating the value of each option in the tree, the DT is able to
achieve promising results by minimizing the risk and maximizing the likelihood.

The primary purpose of the DT algorithm is to obtain the measure of information gain.
Specifically, the DT model first evaluates the entropy, as given in Equation (1). After that,
the conditional entropy is calculated using Equation (2). Finally, the information gain is
obtained using Equation (3).

H(D) = −
K

∑
k=1

pklog2Pk, (1)
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H(D|A) = −
n

∑
i=1

pi H(D|A = xi), (2)

g(D, A) = H(D)− H(D|A), (3)

where D is a given dataset, K represents the count of categories, n stands for the number of
features, pk denotes the probability rate of the kth category, and pi signifies the probability
of the feature A in the ith subset.

3.1.2. MLP

The MLP is composed of three types of layers, which are the input layer, the hidden
layer, and the output layer [41]. Every layer is linked to its neighboring layers. Similarly,
every neuron within the hidden and output layers is connected to all neurons in the
preceding layer via a weight vector. Each layer proceeds its own computation. The output
of each layer is generated by passing the weighted sum of inputs and bias terms through
a non-linear activation function, which then becomes the input for the subsequent layer.
In the input layer, the number of neurons corresponds to the number of input features,
while the output layer represents the model’s output. For a binary classification, a single
neuron will be generated as the result. The hidden layer neurons reside between the input
and output layers, forming connections with both. These interconnected neurons enable
communication and information exchange among themselves. Through adjusting weights
in the connections between neurons, the MLP can mimic the information analysis and
processes like a human brain.

For a binary classification problem, the MLP generates one single neuron in the output
layer where its value can be obtained using Equation (4).

f (X) = W2g(W1X + b1) + b2, (4)

where W1 represents the weights, and b1 denotes a bias term in the transition from the
input layer to the neighboring hidden layer. Likewise, W2 represents the weights, and b2

denotes a bias term when passing from the hidden layer to the output layer. g(·) signifies
an activation function.

3.1.3. RF

The RF is an ensemble algorithm that leverages multiple decision trees [42]. By con-
structing numerous decision trees using bootstrap samples, the RF algorithm enhances
prediction accuracy and stability. It effectively addresses overfitting issues by utilizing
resampling and feature selection techniques. During the training process, the RF generates
multiple sub-datasets, each containing the same number of samples as the original train-
ing set, through resampling. For each sub-dataset, individual decision trees are trained
using a recursive partitioning approach. This involves searching for the best feature splits
within the selected features. Ultimately, the RF algorithm combines the predictions from all
decision trees by taking their average as the final output.

3.1.4. XGBoost

XGBoost is also an ensemble algorithm [43]. To achieve the final result, this algorithm
employs gradient boosting to aggregate multiple outcomes from the decision tree-based
algorithms. To scale down the impact of overfitting, this algorithm uses shrinkage and
feature subsampling techniques. The XGBoost method is tailored to real-world applications
that require high computation time and storage memory. Therefore, it is well suited for
applications that necessitate parallelization, distributed computing, out-of-core computing,
and cache optimization. Additionally, this ensemble algorithm enables parallel tree boosting,
alternately referred to as gradient-boosted decision tree and gradient boosting machine.
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Gradient boosting aims to discover the function that most effectively approximates
the data by optimizing Equation (5).

Obj = ∑
i

L(ŷi, yi) + ∑
i

Ω( fi), (5)

Ω( f ) = γT + (1/2)λ||w||2, (6)

where L represents a convex loss function that quantifies the dissimilarity between the
target value yi and the predicted value ŷ. The weight vector is denoted by w, fi refers to
the ith function, T signifies the number of leaves in the tree, and Ω( f ) penalizes model
complexity, while γT and λ||w||2 impose constant penalties for each additional tree leaf
and extreme weights, respectively.

3.1.5. CatBoost

CatBoost, based on categorical boosting, is an ensemble model that is effective for
prediction tasks involving categorical features [44]. Distinguished from the other gradient
boosting algorithms, an ordered boosting technique is employed to mitigate the issue of
target leakage. Furthermore, it effectively resolves the issues with categorical features
by replacing the original features with one or more numerical values. Constructed on
the foundation of the traditional gradient boosting-based algorithms that can lead to the
overfitting problem, CatBoost addresses this issue by utilizing random permutation for leaf
value estimation to minimize the issue of overfitting. It can rapidly construct a model for
big data projects with a high level of generalization. By combining many base estimators,
this algorithm is able to build a strong competitive prediction model that achieves better
performance than random selection.

3.2. Oversampling Techniques

One or more classes that are characterized with few examples are referred to as
minority classes, while one or more classes with a significant number of examples are
known as majority classes. When minority classes and majority classes are in the same
dataset, they cause an imbalanced class distribution. As a common practice in dealing
with a binary (two-class) classification problem, class 0 is recognized as the majority class,
and class 1 signifies the minority class.

3.2.1. SMOTE

One of the most significant obstacles in classification problems is that there are far
more majority classes than minority ones. To overcome this, an oversampling technique
was adopted to balance the data before the prediction models were trained. The synthetic
minority oversampling technique (SMOTE) was applied to oversample the data, and it
was found that it effectively mitigates the overfitting problem of the prediction model to
the majority class [7]. The SMOTE is an oversampling technique that generates synthetic
samples for minority classes. To mitigate the overfitting problems, this algorithm generates
new instances by utilizing the interpolation between the positive instances that are in
proximity, with a focus on the feature space.

The SMOTE first randomly selects a minority class instance a. Then, the algorithm
searches for its k nearest neighbors which are also minority classes. Consequently, one of
the k nearest neighbors b is identified by chance. Connecting a and b to form a line segment
in the feature space creates synthetic instances. As a result, the synthetic instances are
created as a convex combination of the two chosen neighboring instances a and b.

3.2.2. ADASYN

ADASYN represents a generalized version of SMOTE. This algorithm also creates
synthetic instances to oversample the minority classes. However, it considers the density
distribution that determines the number of synthetic instances to be generated for sam-
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ples, which is difficult to learn [11]. By doing so, this algorithm dynamically adjusts the
decision boundaries based on the samples difficult to learn. This is where the fundamental
distinction exists between ADASYN and SMOTE.

3.3. Undersampling Techniques

Undersampling techniques are tailored to address the issues of skewed distribution in
classification datasets.

3.3.1. RandomUnderSampler

Random undersampling, also termed RandomUnderSampler, arbitrarily selects sam-
ples from the majority class and then deletes them from the training dataset [45]. This
approach is regarded as the simplest undersampling technique. Although it is simple, it is
effective. However, this algorithm is not without limitations. A drawback of this technique
is that samples are eliminated without considering their potential usefulness or importance
in determining the decision boundary between the classes. In random undersampling mod-
els, the instances in the majority class are deleted randomly to reach a balanced distribution.
This potentially results in the removal of valuable information.

3.3.2. InstanceHardnessThreshold

Instance hardness threshold (InstanceHardnessThreshold) is an undersampling method
that can be used to alleviate class imbalance by removing samples with the aim of balancing
the dataset [16]. In other words, the samples classified with a low probability will be
removed from the dataset. Consequently, the prediction model can be trained based on the
simplified dataset. The probability of misclassification for each sample is defined by the
hardness threshold, which is considered the core difference between the instance hardness
threshold and other undersampling techniques.

3.4. Flowchart of a Prediction Model for the Intrusion Detection Prediction

A flowchart for intrusion detection prediction using the machine learning models,
namely the DT, MLP, RF, XGBoost, and CatBoost, is presented in Figure 2. As illustrated
in the figure, parameter tuning incorporated a grid search with 10-fold cross-validation.
Specifically, the given dataset was preprocessed. After that, the grid search with 10-fold
cross-validation tuned the model parameters with the use of different sampling techniques,
including the oversampling techniques (SMOTE and ADASYN) and the undersampling
techniques (RandomUnderSampler and InstanceHardnessThreshold). The dataset was
divided into ten subsets, with each subset used once as the validation data while the
model was trained on the remaining nine subsets. This process was repeated 10 times,
with each subset serving as the validation data exactly once. The average performance
across all folds was then computed to evaluate the model’s performance under different
hyperparameter configurations. Finally, with the best parameters obtained, the prediction
model was trained and evaluated.
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 k=1
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Figure 2. A flowchart showing the prediction procedure for the intrusion detection prediction.

4. Experimental Setup and Results

The main motivation behind this work is to evaluate the efficacy of undersampling and
oversampling approaches to improve minority class detection for imbalanced datasets using
different machine learning approaches. With extensive experimentation, we compared the
detection accuracy of IoT attacks belonging to minority classes using matching learning
models outlined in Section 3.

4.1. System Setup

The experiments were conducted and assessed using the Python programming lan-
guage within Jupyter Notebook from the Anaconda distribution. We utilized the sklearn
library in our implementation. Furthermore, the experiments were executed on a computer
system featuring an i7-12700H CPU operating at 2.30 GHz and 64.0 GB of RAM.

4.2. Data Description

Datasets are required to train machine learning models for attack detection. Without a
dataset, no training/testing of models can be carried out. In recent years, several datasets
have been developed and made available by researchers, including UNSW-NB15 [46] and
Bot-IoT [47]. Specifically, the IoTID20 dataset [48] was chosen for this research as this is
one of the most recent datasets established in the IoT scenario for depicting realistic and
up-to-date network traffic features [26]. A number of studies have been conducted based on
this dataset for experimentation. Ullah and Mahmoud [48] used this dataset. Anomalous
activities in attack detection were divided into binary, category, and subcategory levels.
Five machine learning models (i.e., DT, MLP, RF, XGBoost, and CatBoost) were applied to
detect IoT attacks. As minority attack classes are important in cybersecurity, we focused
on the detection of subcategory attacks (nine-class classification). The IoTID20 dataset,
developed by Ullah and Mahmoud [48], contains 86 attributes, including 3 categorical
attributes. The categorical attribute is Sub_Cat. The data types in Sub_Cat data column
are Mirai-Ackflooding, Mirai-Hostbruterforceg, Mirai-HTTP Flooding, Mirai-UDF Flood-
ing, MITM ARP Spoofing, DoS-Synflooding, Scan Hostport, Scan Port OS, and Normal.
The distributions of nine data types of Sub_Cat are presented in Figure 3.
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Figure 3. IoTID20 data distribution based on Sub_Cat.

4.3. Experimental Settings

Machine learning models are sensitive to the setting of hyperparameters; hence, we
applied the grid search approach to select the best hyperparameters. For a given model,
the grid search approach exhaustively generates several candidate values from a list of
hyperparameter values to determine the optimal hyperparameters. In this paper, the grid
search was used with 10-fold cross-validation in the machine learning models for parameter
tuning. To be specific, for the DT, candidate values of [3, 4, 5] were considered for the
maximum tree depth [49]. For the MLP, candidate values of [100, 200, 300] for the neuron
number in the hidden layer and [100, 200, 300] for the maximum iterations were considered.
For the ensemble models (RF, XGBoost, and CatBoost), candidate values of [10, 100, 200]
for the number of estimators and [3, 4, 5] for the maximum tree depth in each estimator
were considered [50]. The final results were obtained based on the models trained using
the optimal hyperparameters. Take the RF as an example; nine pairs of hyperparameters
([10, 3], [10, 4], [10, 5], [100, 3], [100, 4], [100, 5], [200, 3], [200, 3], [200, 4], and [200, 5]) were
used to trained and evaluate the model. The pair with the best results were utilized as the
optimal hyperparameters for the final evaluation.

For the evaluation of different sampling-based machine learning models, macro-
accuracy was used to calculate the accuracy for each class independently and then deter-
mine the unweighted average. It treats all classes equally regardless of their imbalance.
Similar to macro-accuracy, these metrics account for class imbalance by considering pre-
cision, recall, and F1 score for each class and then taking the macro-average. Moreover,
weighted accuracy was utilized to take the class imbalance by assigning higher weights
to minority classes during calculation. It was calculated as the average accuracy of each
class weighted by the number of instances in each class. Similar to weighted accuracy,
these metrics account for class imbalance by considering precision, recall, and F1 score for
each class and then taking the weighted average. Further, we introduced the Matthews
correlation coefficient (MCC) [51] to evaluate the model performance.

4.4. Multi-Class Classification Based on Oversampling

In this section, we compare the results obtained from the oversampling-based machine
learning models, namely the DT, MLP, RF, XGBoost, and CatBoost, as shown in Tables 2–6,
based on SMOTE and ADASYN. As we can see from Table 2, without the use of oversam-
pling techniques, some results of the DT have zero values for precision, recall, and F1 score.
This is because the number of MITM ARP Spoofing (35,377), Mirai-Ackflooding (55,124),
and Scan Hostport (22,192) is far less than that of Mirai-UDP Flooding (183,189), making the
DT overfit to the majority class, while with the use of SMOTE and ADASYN, this problem
can be alleviated. Specifically, MITM ARP Spoofing can be detected with the use of SMOTE,
while MITM ARP Spoofing and Mirai-Ackflooding can be detected with the use of ADASYN.
Among all the results, the baseline DT has the best MCC.
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Table 2. Oversampling for multi-class classification using the DT.

Label Baseline SMOTE ADASYN

Precision Recall F1 Score Support Precision Recall F1 Score Precision Recall F1 Score

DoS-Synflooding 1.00 0.99 1.00 59,391 1.00 1.00 1.00 0.60 1.00 0.75
MITM ARP Spoofing 0.00 0.00 0.00 35,377 0.28 0.41 0.33 0.27 0.70 0.39

Mirai-Ackflooding 0.00 0.00 0.00 55,124 0.00 0.00 0.00 0.32 0.12 0.17
Mirai-HTTP Flooding 1.00 0.00 0.00 55,818 0.25 0.86 0.39 0.27 0.60 0.37
Mirai-Hostbruteforceg 0.70 0.59 0.64 121,178 0.61 0.30 0.40 0.99 0.19 0.32
Mirai-UDP Flooding 0.58 0.97 0.72 183,189 1.00 0.59 0.74 1.00 0.59 0.74

Normal 0.84 0.80 0.81 40,073 1.00 0.61 0.76 0.52 0.83 0.64
Scan Hostport 0.00 0.00 0.00 22,192 0.00 0.00 0.00 0.00 0.00 0.00
Scan Port OS 0.43 0.94 0.59 53,073 0.38 0.95 0.54 0.42 0.79 0.55

Accuracy 0.62 625,415 0.54 0.53
Macro avg 0.50 0.48 0.42 625,415 0.50 0.52 0.46 0.49 0.53 0.44

Weighted avg 0.58 0.62 0.53 625,415 0.64 0.54 0.54 0.68 0.53 0.51
MCC 0.55 625,415 0.50 0.48

Oversampling for multi-class classification using the MLP can be found in Table 3.
As we can see from the table, similar to the results in Table 2, some results of the MLP
have low values for precision, recall, and F1 score (e.g., Mirai-Ackflooding) without the
use of oversampling techniques. However, with the use of SMOTE and ADASYN, the
performance of the minority attack precision can be improved. For example, the F1 score of
Mirai-Ackflooding attack is improved from 28% to 38% and 42% with the use of SMOTE
and ADASYN, respectively. The F1 score of the Scan Hostport attack is improved from
11% to 34% and 33% with the use of SMOTE and ADASYN, respectively. In addition, with
the use of the ADASYN technique, the performance of MLP can be improved from 63%
macro-average accuracy to 68% and from 70% weighted average F1 score to 73%. However,
the ADASYN-based MLP sacrifices the performance of accuracy and MCC.

Table 3. Oversampling for multi-class classification using the MLP.

Label Baseline SMOTE ADASYN

Precision Recall F1 Score Support Precision Recall F1 Score Precision Recall F1 Score

DoS-Synflooding 1.00 1.00 1.00 59,391 1.00 1.00 1.00 0.97 1.00 0.98
MITM ARP Spoofing 0.79 0.80 0.79 35,377 0.72 0.91 0.80 0.58 0.86 0.69

Mirai-Ackflooding 0.32 0.25 0.28 55,124 0.32 0.49 0.38 0.32 0.42 0.36
Mirai-HTTP Flooding 0.33 0.32 0.32 55,818 0.32 0.47 0.38 0.33 0.46 0.38
Mirai-Hostbruteforceg 0.72 0.84 0.77 121,178 0.91 0.73 0.81 0.81 0.66 0.73
Mirai-UDP Flooding 0.80 0.79 0.80 183,189 1.00 0.70 0.82 1.00 0.70 0.82

Normal 0.96 0.88 0.91 40,073 0.91 0.91 0.91 0.70 0.96 0.81
Scan Hostport 0.62 0.06 0.11 22,192 0.27 0.47 0.34 0.27 0.42 0.33
Scan Port OS 0.62 0.84 0.71 53,073 0.65 0.62 0.63 0.57 0.47 0.52

Accuracy 0.71 625,415 0.71 0.67
Macro avg 0.68 0.64 0.63 625,415 0.68 0.70 0.68 0.62 0.66 0.63

Weighted avg 0.71 0.71 0.70 625,415 0.78 0.71 0.73 0.74 0.67 0.69
MCC 0.66 625,415 0.66 0.62

Oversampling for multi-class classification using the RF can be found in Table 4. As we
can see from the table, the F1 score results from the baseline are low, while the results
from SMOTE and ADASYN are greatly improved. For example, for [Mirai-Ackflooding,
Mirai-HTTP Flooding, Scan Hostport], their results are improved from [1%, 8%, 0%] to
[44%, 41%, 16%] and [29%, 39%, 16%] using SMOTE and ADASYN, respectively. This
is very important in real-world intrusion detection applications when the intrusion will
severely affect user information security. According to the results, the SMOTE-based RF
has the best performance in terms of macro-average F1 score, weighted average F1 score,
and MCC.
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Table 4. Oversampling for multi-class classification using the RF.

Label Baseline SMOTE ADASYN

Precision Recall F1 Score Support Precision Recall F1 Score Precision Recall F1 Score

DoS-Synflooding 1.00 0.99 1.00 59,391 1.00 1.00 1.00 0.95 1.00 0.97
MITM ARP Spoofing 0.92 0.16 0.27 35,377 0.32 0.88 0.47 0.31 0.58 0.40

Mirai-Ackflooding 0.41 0.00 0.01 55,124 0.30 0.44 0.36 0.30 0.28 0.29
Mirai-HTTP Flooding 0.37 0.05 0.08 55,818 0.31 0.41 0.35 0.30 0.53 0.39
Mirai-Hostbruteforceg 0.45 0.91 0.60 121,178 0.89 0.22 0.35 0.96 0.20 0.34
Mirai-UDP Flooding 0.66 0.90 0.76 183,189 0.98 0.71 0.82 0.99 0.70 0.82

Normal 0.85 0.81 0.83 40,073 0.80 0.85 0.82 0.52 0.95 0.67
Scan Hostport 0.91 0.00 0.00 22,192 0.18 0.14 0.16 0.14 0.18 0.16
Scan Port OS 0.73 0.24 0.36 53,073 0.47 0.83 0.60 0.32 0.55 0.40

Accuracy 0.62 625,415 0.60 0.56
Macro avg 0.70 0.45 0.43 625,415 0.58 0.61 0.55 0.53 0.55 0.49

Weighted avg 0.64 0.62 0.54 625,415 0.72 0.60 0.60 0.70 0.56 0.56
MCC 0.55 625,415 0.55 0.51

Table 5. Oversampling for multi-class classification using the XGBoost.

Label Baseline SMOTE ADASYN

Precision Recall F1 Score Support Precision Recall F1 Score Precision Recall F1 Score

DoS-Synflooding 1.00 1.00 1.00 59,391 1.00 1.00 1.00 1.00 1.00 1.00
MITM ARP Spoofing 0.96 0.96 0.96 35,377 0.92 0.98 0.95 0.86 0.99 0.92

Mirai-Ackflooding 0.30 0.31 0.30 55,124 0.29 0.55 0.38 0.30 0.43 0.36
Mirai-HTTP Flooding 0.31 0.29 0.30 55,818 0.28 0.31 0.29 0.31 0.44 0.36
Mirai-Hostbruteforceg 0.84 0.95 0.89 121,178 0.97 0.86 0.91 0.93 0.87 0.90
Mirai-UDP Flooding 0.81 0.78 0.79 183,189 1.00 0.70 0.83 1.00 0.70 0.83

Normal 0.94 0.92 0.93 40,073 0.91 0.94 0.92 0.74 0.98 0.84
Scan Hostport 0.96 0.42 0.59 22,192 0.49 0.60 0.54 0.44 0.65 0.53
Scan Port OS 0.79 0.88 0.83 53,073 0.80 0.83 0.82 0.82 0.59 0.69

Accuracy 0.76 625,415 0.75 0.74
Macro avg 0.77 0.72 0.73 625,415 0.74 0.75 0.74 0.71 0.74 0.71

Weighted avg 0.76 0.76 0.76 625,415 0.82 0.75 0.77 0.80 0.74 0.76
MCC 0.72 625,415 0.72 0.70

Table 6. Oversampling for multi-class classification using the CatBoost.

Label Baseline SMOTE ADASYN

Precision Recall F1 Score Support Precision Recall F1 Score Precision Recall F1 Score

DoS-Synflooding 1.00 1.00 1.00 59,391 1.00 1.00 1.00 0.98 1.00 0.99
MITM ARP Spoofing 0.90 0.90 0.90 35,377 0.83 0.97 0.89 0.74 0.98 0.84

Mirai-Ackflooding 0.31 0.29 0.30 55,124 0.31 0.60 0.41 0.32 0.45 0.37
Mirai-HTTP Flooding 0.32 0.27 0.29 55,818 0.31 0.33 0.32 0.32 0.45 0.38
Mirai-Hostbruteforceg 0.81 0.93 0.87 121,178 0.95 0.83 0.88 0.92 0.82 0.86
Mirai-UDP Flooding 0.79 0.80 0.79 183,189 1.00 0.70 0.83 1.00 0.70 0.82

Normal 0.94 0.91 0.92 40,073 0.89 0.93 0.91 0.72 0.97 0.83
Scan Hostport 0.92 0.39 0.55 22,192 0.47 0.59 0.52 0.43 0.64 0.52
Scan Port OS 0.77 0.85 0.81 53,073 0.80 0.81 0.81 0.81 0.58 0.68

Accuracy 0.75 625,415 0.75 0.73
Macro avg 0.75 0.70 0.71 625,415 0.73 0.75 0.73 0.69 0.73 0.70

Weighted avg 0.75 0.75 0.75 625,415 0.82 0.75 0.77 0.79 0.73 0.75
MCC 0.70 625,415 0.71 0.69

Oversampling for multi-class classification using the XGBoost can be found in Table 5.
As we can see from the table, XGBoost has no zero results. The reason could be that it is an
ensemble model that integrates multiple estimators for the final prediction. Although the
baseline of XGBoost outperforms the DT, MLP, and RF in Tables 2–4, with the use of SMOTE
and ADASYN, the performance of the XGBoost model can be further improved, from 76%
weighted average precision to 82% and 80%, respectively. According to the results, the
SMOTE-based XGBoost has the best weighted average F1 score and MCC.
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Oversampling for multi-class classification using the CatBoost can be found in Table 6.
As we can see from the table, similar to the results in Table 5, the CatBoost model has no
zero results. The reason could be that CatBoost is also an ensemble model that can reduce
the effect of the imbalance problem. Although the baseline of CatBoost outperforms the
DT, MLP, and RF in Tables 2–4, its performance is slightly worse than the XGBoost model
in Table 5. However, with the use of SMOTE, its performance can be further improved,
from 75% weighted average F1 score to 77%. According to the results, the SMOTE-based
model has the best performance for accuracy, precision, recall, F1 score, and MCC.

4.5. Multi-Class Classification Based on Undersampling

Although the oversampling techniques are able to improve machine learning models’
performance in the dataset of imbalanced scenarios, in this study, we conducted experi-
ments using undersampling techniques to see if the machine learning models could still
be improved. We compare the results obtained from the undersampling-based machine
learning models, namely the DT, MLP, RF, XGBoost, and CatBoost, as shown in Tables 7–11,
based on the RandomUnderSampler and InstanceHardnessThreshold. It is worth not-
ing that, with the use of undersampling techniques, fewer samples are used for training,
which can improve the training efficiency. This is more practical in real-world applications,
especially in big data scenarios. As we can see from Table 7, with the use of RandomUnder-
Sampler and InstanceHardnessThreshold, the performance of DT can be improved. This is
because the RandomUnderSampler is utilized to randomly remove the samples, which will
remove some important information. However, with the use of InstanceHardnessThreshold,
the performance of DT can be improved from [62%, 42%, 53%, 0.55] to [66%, 58%, 66%, 0.61]
in terms of accuracy, macro-average F1 score, weighted average, and MCC, respectively.

Table 7. Undersampling for multi-class classification using DT.

Label Baseline RandomUnderSampler InstanceHardnessThreshold

Precision Recall F1 Score Support Precision Recall F1 Score Precision Recall F1 Score

DoS-Synflooding 1.00 0.99 1.00 59,391 1.00 1.00 1.00 1.00 0.99 0.99
MITM ARP Spoofing 0.00 0.00 0.00 35,377 0.33 0.53 0.41 0.65 0.56 0.60

Mirai-Ackflooding 0.00 0.00 0.00 55,124 0.30 0.00 0.01 0.31 0.56 0.40
Mirai-HTTP Flooding 1.00 0.00 0.00 55,818 0.25 0.85 0.39 0.34 0.10 0.16
Mirai-Hostbruteforceg 0.70 0.59 0.64 121,178 0.70 0.33 0.45 0.54 0.80 0.64
Mirai-UDP Flooding 0.58 0.97 0.72 183,189 1.00 0.59 0.74 0.98 0.71 0.82

Normal 0.84 0.80 0.81 40,073 0.95 0.67 0.79 0.82 0.81 0.81
Scan Hostport 0.00 0.00 0.00 22,192 0.17 0.17 0.17 0.86 0.04 0.08
Scan Port OS 0.43 0.94 0.59 53,073 0.44 0.89 0.59 0.64 0.75 0.69

Accuracy 0.62 625,415 0.56 0.66
Macro avg 0.50 0.48 0.42 625,415 0.57 0.56 0.50 0.68 0.59 0.58

Weighted avg 0.58 0.62 0.53 625,415 0.70 0.56 0.56 0.72 0.66 0.66
MCC 0.55 625,415 0.52 0.61

Undersampling for multi-class classification using the MLP model can be found in
Table 8. As shown in the table, unlike the results in Table 2, although with fewer samples
obtained using the InstanceHardnessThreshold model, the undersampling-based MLP can
greatly outperform its baseline. Without the use of undersampling techniques, sample
results have low values, while with the use of RandomUnderSampler and InstanceHard-
nessThreshold, this problem can be improved. In addition, comparing the two undersam-
pling techniques, the performance of InstanceHardnessThreshold-based MLP outperforms
RandomUnderSampler-based MLP. The macro-average F1 score of the baseline is 63%,
while the macro-average F1 score of InstanceHardnessThreshold-based MLP is 66%; the
weighted average F1 score of the baseline is 70%, while the weighted average F1 score of
InstanceHardnessThreshold-based MLP is 72%. According to the results, the MLP has the
best performance for MCC.



Electronics 2024, 13, 1878 14 of 19

Table 8. Undersampling for multi-class classification using MLP.

Label Baseline RandomUnderSampler InstanceHardnessThreshold

Precision Recall F1 Score Support Precision Recall F1 Score Precision Recall F1 Score

DoS-Synflooding 1.00 1.00 1.00 59,391 1.00 1.00 1.00 1.00 1.00 1.00
MITM ARP Spoofing 0.79 0.80 0.79 35,377 0.59 0.93 0.72 0.79 0.78 0.78

Mirai-Ackflooding 0.32 0.25 0.28 55,124 0.31 0.56 0.40 0.30 0.49 0.37
Mirai-HTTP Flooding 0.33 0.32 0.32 55,818 0.31 0.33 0.32 0.31 0.43 0.36
Mirai-Hostbruteforceg 0.72 0.84 0.77 121,178 0.81 0.59 0.68 0.87 0.72 0.79
Mirai-UDP Flooding 0.80 0.79 0.80 183,189 1.00 0.70 0.82 1.00 0.70 0.82

Normal 0.96 0.88 0.91 40,073 0.90 0.89 0.90 0.98 0.85 0.91
Scan Hostport 0.62 0.06 0.11 22,192 0.24 0.47 0.31 0.19 0.46 0.27
Scan Port OS 0.62 0.84 0.71 53,073 0.59 0.55 0.57 0.67 0.60 0.63

Accuracy 0.71 625,415 0.67 0.69
Macro avg 0.68 0.64 0.63 625,415 0.64 0.67 0.64 0.68 0.67 0.66

Weighted avg 0.71 0.71 0.70 625,415 0.75 0.67 0.69 0.78 0.69 0.72
MCC 0.66 625,415 0.62 0.64

Table 9. Undersampling for multi-class classification using RF.

Label Baseline RandomUnderSampler InstanceHardnessThreshold

Precision Recall F1 Score Support Precision Recall F1 Score Precision Recall F1 Score

DoS-Synflooding 1.00 0.99 1.00 59,391 1.00 1.00 1.00 1.00 1.00 1.00
MITM ARP Spoofing 0.92 0.16 0.27 35,377 0.32 0.89 0.47 0.90 0.16 0.27

Mirai-Ackflooding 0.41 0.00 0.01 55,124 0.30 0.40 0.34 0.30 0.42 0.35
Mirai-HTTP Flooding 0.37 0.05 0.08 55,818 0.30 0.46 0.36 0.34 0.20 0.25
Mirai-Hostbruteforceg 0.45 0.91 0.60 121,178 0.90 0.22 0.35 0.43 0.92 0.59
Mirai-UDP Flooding 0.66 0.90 0.76 183,189 0.99 0.70 0.82 0.93 0.73 0.82

Normal 0.85 0.81 0.83 40,073 0.79 0.85 0.82 0.73 0.84 0.78
Scan Hostport 0.91 0.00 0.00 22,192 0.17 0.11 0.13 0.70 0.00 0.01
Scan Port OS 0.73 0.24 0.36 53,073 0.47 0.83 0.60 0.00 0.00 0.00

Accuracy 0.62 625,415 0.60 0.60
Macro avg 0.70 0.45 0.43 625,415 0.58 0.61 0.54 0.59 0.47 0.45

Weighted avg 0.64 0.62 0.54 625,415 0.73 0.60 0.60 0.63 0.60 0.57
MCC 0.55 625,415 0.55 0.54

Undersampling for multi-class classification using the RF can be found in Table 9.
As we can see from the table, with the use of undersampling techniques, the performance
of RF is improved. For the macro average F1 score and weighted average F1 score of RF,
their results are improved from [43%, 54%] to [54%, 60%] and [45%, 57%] with the use of
RandomUnderSampler and InstanceHardnessThreshold, respectively. According to all the
results, the RF and RandomUnderSampler-based RF have the same MCC.

Table 10. Undersampling for multi-class classification using XGBoost.

Label Baseline RandomUnderSampler InstanceHardnessThreshold

Precision Recall F1 Score Support Precision Recall F1 Score Precision Recall F1 Score

DoS-Synflooding 1.00 1.00 1.00 59,391 1.00 1.00 1.00 1.00 1.00 1.00
MITM ARP Spoofing 0.96 0.96 0.96 35,377 0.89 0.98 0.93 0.94 0.87 0.90

Mirai-Ackflooding 0.30 0.31 0.30 55,124 0.31 0.53 0.39 0.28 0.49 0.35
Mirai-HTTP Flooding 0.31 0.29 0.30 55,818 0.31 0.41 0.35 0.28 0.39 0.32
Mirai-Hostbruteforceg 0.84 0.95 0.89 121,178 0.97 0.84 0.90 0.96 0.81 0.88
Mirai-UDP Flooding 0.81 0.78 0.79 183,189 1.00 0.70 0.83 1.00 0.70 0.83

Normal 0.94 0.92 0.93 40,073 0.90 0.94 0.92 0.99 0.86 0.92
Scan Hostport 0.96 0.42 0.59 22,192 0.48 0.61 0.54 0.31 0.85 0.45
Scan Port OS 0.79 0.88 0.83 53,073 0.81 0.82 0.81 0.88 0.53 0.66

Accuracy 0.76 625,415 0.75 0.71
Macro avg 0.77 0.72 0.73 625,415 0.74 0.76 0.74 0.74 0.72 0.70

Weighted avg 0.76 0.76 0.76 625,415 0.82 0.75 0.78 0.83 0.71 0.75
MCC 0.72 625,415 0.72 0.68
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Table 11. Undersampling for multi-class classification using CatBoost.

Label Baseline RandomUnderSampler InstanceHardnessThreshold

Precision Recall F1 Score Support Precision Recall F1 Score Precision Recall F1 Score

DoS-Synflooding 1.00 1.00 1.00 59,391 1.00 1.00 1.00 1.00 1.00 1.00
MITM ARP Spoofing 0.90 0.90 0.90 35,377 0.80 0.97 0.87 0.89 0.83 0.86

Mirai-Ackflooding 0.31 0.29 0.30 55,124 0.31 0.52 0.39 0.28 0.49 0.36
Mirai-HTTP Flooding 0.32 0.27 0.29 55,818 0.32 0.43 0.37 0.28 0.38 0.32
Mirai-Hostbruteforceg 0.81 0.93 0.87 121,178 0.95 0.81 0.88 0.94 0.79 0.86
Mirai-UDP Flooding 0.79 0.80 0.79 183,189 1.00 0.70 0.82 1.00 0.70 0.83

Normal 0.94 0.91 0.92 40,073 0.89 0.93 0.91 0.99 0.85 0.92
Scan Hostport 0.92 0.39 0.55 22,192 0.46 0.60 0.52 0.29 0.83 0.43
Scan Port OS 0.77 0.85 0.81 53,073 0.80 0.79 0.80 0.87 0.53 0.66

Accuracy 0.75 625,415 0.75 0.71
Macro avg 0.75 0.70 0.71 625,415 0.73 0.75 0.73 0.73 0.71 0.69

Weighted avg 0.75 0.75 0.75 625,415 0.81 0.75 0.77 0.82 0.71 0.74
MCC 0.70 625,415 0.71 0.67

Undersampling for multi-class classification using the XGBoost can be found in
Table 10. As shown in the table, similar to the results of RF in Table 9, with the use of
undersampling techniques, the performance of baseline has similar results compared
to the RandomUnderSampler-based XGBoost. The reason could be that although the
RandomUnderSampler removes samples, the XGBoost model can still maintain its high
performance by integrating multiple estimators for the final prediction. Although the
baseline of XGBoost outperforms the DT, MLP and RF in Tables 7–9, with the use of Rando-
mUnderSampler, the performance of the XGBoost model can be further improved, from 76%
weighted average F1 score to 78%. From the results, it is evident that in terms of the macro-
average F1 score, weighted average F1 score, and MCC, RandomUnderSampler-based
XGBoost has the best performance.

Undersampling for multi-class classification using the CatBoost can be found in
Table 11. As we can see from the table, although the baseline of CatBoost outperforms the
DT, MLP and RF in Tables 7–9, its performance is slightly worse than the XGBoost model
in Table 10. Based on all the results, RandomUnderSampler-based model has the best
performance in terms of macro-average F1 score, weighted average F1 score, and MCC.

4.6. Comparison of Machine Learning Using Different Sampling Techniques for
Multi-Class Classification

Based on the results of oversampling techniques in Tables 2–6, the ensemble models
(XGBoost, and CatBoost) have better performance than the single models (DT and MLP).
This is reasonable because the ensemble model is able to reduce the overfitting problem by
aggregating multiple estimators for final prediction. In addition, with the use of SMOTE,
all machine learning models used can be further improved. Based on all the results,
the SMOTE-based XGBoost has the best performance for this multi-class classification task.
Based on the results of undersampling techniques in Tables 7–11, the ensemble models
(XGBoost and CatBoost) have better performance than the single models (DT and MLP).

We can also see from Table 12 that XGBoost and CatBoost have high performance
with the use of oversampling or undersampling techniques. It is surprising to see that
with the use of undersampling techniques, the performance of machine learning models
is similar to the oversampling-based machine learning models. The reasons could be that
(1) undersampling reduces the size of the majority class, which can simplify the learning
task for the model; (2) oversampling techniques may introduce synthetic instances into
the minority class, which could potentially add noise to the dataset; (3) undersampling
ensures that the model focuses on the most relevant instances in the dataset by reducing
the dominance of the majority class, which could lead to better discrimination between
classes and improved model performance; and (4) oversampling techniques may generate
synthetic instances that are outliers in feature space, potentially affecting the model’s
performance. However, the choice between undersampling and oversampling should focus
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on the specific problems. According to all the results, the SMOTE-based XGBoost and
CatBoost have the best performance for this multi-class classification task, with an accuracy
of 75%, a weighted average precision of 82%, a weighted average recall of 75%, and a
weighted average F1 score of 77%, while the RandomUnderSampler-based CatBoost has
similar performance with their results of [75%, 81%, 75%, 77%] for [accuracy, weighted
average precision, weighted average recall, weighted average F1 score].

Table 12. Comparison of machine learning using different sampling techniques for multi-class
classification.

Method Baseline SMOTE ADASYN

Accuracy Precision Recall F1 Score Accuracy Precision Recall F1 Score Accuracy Precision Recall F1 Score

DT 0.62 0.58 0.62 0.54 0.64 0.54 0.54 0.60 0.53 0.68 0.53 0.51
MLP 0.71 0.71 0.71 0.70 0.71 0.78 0.71 0.73 0.67 0.74 0.67 0.69
RF 0.62 0.64 0.62 0.54 0.60 0.72 0.60 0.60 0.56 0.70 0.56 0.56

XGBoost 0.76 0.76 0.76 0.76 0.75 0.82 0.75 0.77 0.74 0.80 0.74 0.76
CatBoot 0.75 0.75 0.75 0.75 0.75 0.82 0.75 0.77 0.73 0.79 0.73 0.75

Method Baseline RandomUnderSampler InstanceHardnessThreshold

DT 0.62 0.58 0.62 0.54 0.56 0.70 0.56 0.56 0.66 0.72 0.66 0.66
MLP 0.71 0.71 0.71 0.70 0.67 0.75 0.67 0.69 0.69 0.78 0.69 0.72
RF 0.62 0.64 0.62 0.54 0.60 0.73 0.60 0.60 0.60 0.63 0.60 0.57

XGBoost 0.76 0.76 0.76 0.76 0.75 0.82 0.75 0.78 0.71 0.83 0.71 0.75
CatBoot 0.75 0.75 0.75 0.75 0.75 0.81 0.75 0.77 0.71 0.82 0.71 0.74

5. Conclusions and Future Work

In the context of a smart home environment, one of the major challenges is the users’
inability to understand and take the necessary security precautions. However, the data of
attacks are imbalanced, making it difficult to accurately predict the right category. In this
paper, five machine learning models were used for security attack detection on smart
applications. In addition, oversampling and undersampling techniques were introduced to
solve the imbalanced problem. The results show that the SMOTE-based XGBoost has the
best performance with the best accuracy, weighted average precision, weighted average
recall, weighted average F1 score, and MCC, with values of 75%, 82%, 75%, 77%, and 72%,
respectively. This indicates that these sampling techniques are effective for multi-attack
prediction. Further, without the use of sampling techniques, the traditional machine
learning models could not detect minority attack classes in some cases, while the model
with the sampling techniques used was able to address this problem. This indicates that
this sampling-based model is effective for intrusion detection.

However, deploying machine learning models in the real-world IoT environment
presents several challenges. The implementation of these models in IoT devices, which often
have limited resources, introduces several considerations that can impact their effectiveness
and feasibility. In addition, the computational requirements of the models directly impact
their deployment on IoT devices. For model training, the computation time ranged from
295 s to 56,777 s depending on which machine learning model and sampling technique
was used.

5.1. Threats to Validity

In terms of threats to validity, the first is data quality. The data used to train models or
inform research should be accurate and reliable. This means ensuring that data collection
methods are valid and that the data are free from errors or biases. In addition, given the
class imbalance problem discussed in this paper, sampling techniques (oversampling or
undersampling) should be applied to alleviate this problem. In addition, the security of the
system is also important. The system should be designed to resist tampering and ensure
that it operates as intended without being compromised. Finally, cognitive understanding
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of system results is crucial for allowing users to understand how decisions are made.
By doing so, users can trust the system and understand its limitations.

5.2. Future Work

For future work, considering that the undersampling-based XGBoost model showed
the best performance, we will investigate more of the RandomUnderSampler technique
to further address the imbalanced problem. In addition, as the deep learning approaches
have feature learning capabilities, we will investigate how to integrate feature generation
into the ensemble models to further improve detection accuracy. Finally, considering
the sampling techniques that can be used to improve the prediction performance for
imbalanced data, more advanced techniques (e.g., generative adversarial networks [52–55])
will be investigated to generate synthetic data and handle imbalance problems.
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