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Abstract: With the rapid development of Unmanned Aerial Vehicle (UAV) technology, UAV swarms
are used for emergency tasks in various scenarios such as area detection, fire rescue, logistics, and
transportation. However, for complex scenarios, UAV swarms are prone to environmental interference
that damages their equipment or disrupts their communication links, affecting the normal execution
of tasks. In this paper, an information—-communication interdependent network model is designed for
the vulnerability analysis of UAV swarm networks with emergency tasks. Firstly, from the perspective
of network functions of a UAV swarm, we introduce the theory of interdependent networks to abstract
the relationship between the UAV swarm’s communication network and its information network,
where the communication network represents its communication topology and the information
network is related to the function of each UAV individual in the UAV swarm. Then, the vulnerability
of the UAV swarm is analyzed according to the relationship between network construction costs and
network connectivity under environmental interference. Finally, the effectiveness of the vulnerability
analysis method is verified through simulation.

Keywords: UAV swarm network; vulnerability analysis; emergency tasks; interdependent network
model

1. Introduction

Unmanned Aerial Vehicle (UAV) swarms, composed of interconnected UAVs coor-
dinated through communication and control systems, efficiently achieve specific tasks or
goals. When UAVs fly individually, their limited energy supply constrains their flight
distance and operational range. Furthermore, they are susceptible to various interferences,
and their communication reliability is relatively low. UAV swarms can achieve collab-
orative interaction among all nodes through advanced open communication networks,
enabling fast and efficient task completion while possessing strong scalability and robust-
ness. For instance, they are used for emergency tasks in various scenarios, such as area
detection [1], fire rescue [2], and transportation [3]. For emergency tasks, the quality of
communication between UAVs can be disrupted by different environmental factors, such as
electromagnetic interference, adverse weather conditions, and geographical obstacles, hin-
dering coordination and information exchange among UAVs. Environmental interference
in emergency tasks poses significant challenges to the communication networks of UAV
swarms. Meanwhile, the diverse functionalities of individual entities within UAV swarms
play distinct roles in emergency tasks, collectively impacting the overall task. Therefore,
we need to analyze the vulnerability of UAV network links to ensure that they can work
with maximum efficiency in the case of a link failure.

In the early network vulnerability analysis models, all the nodes in the network
were classified into one class. The vulnerability assessment method based on expert
experience is mainly through the common vulnerability scoring system to assess network
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vulnerability [4]. Model-based vulnerability analysis methods mainly include the fractal
mechanism-based vulnerability analysis method [5], the general attack tree model-based
vulnerability analysis method [6,7], the Bayesian network-based vulnerability analysis
method [8], and the cascading failure model-based vulnerability analysis method [9,10].
However, in the real world the composition of many networks is very complex, so it is not
appropriate to describe them simply as a single isolated network. Therefore, we need to
discuss the classification of UAV nodes in the network and analyze it from the perspective
of interdependent networks.

Interdependent networks have been applied to various application scenarios.
Zhao studied the vulnerability of a space information network coupled with a communica-
tion network and a function network and proposed the concept of the task component [11].
Chen proposed a novel model to investigate the cascading failures in interdependent power
grids and communication networks and identified the vital nodes from the perspective
of network robustness [12,13]. Reference [14] introduced interdependent networks into
scenarios of network cascading failures and studied the effect of degree heterogeneity on
the structural vulnerability of interdependent networks when they suffer targeted inter-
ference. Building upon this, Liu constructed a two-layer asymmetric dependent network
model for unidirectional dependent UAV network physical systems, but did not consider
interdependent decision making among clusters [15]. Xing attempted to combine weight
analysis methods with interdependent networks, constructed a double-layer dependent
network with weights, proposed a cascading failure model, considering node overload and
node repair, and constructed three improved strategies based on the weight-based load
redistribution strategy [16]. This framework is efficiently applicable to time-dependent
multiplex networks. Jia began to analyze networks from the perspective of node and link
connectivity. Jia studied the effects of the interdependency characteristics of cross-layer
nodes, the connectivity characteristics of intra-layer nodes, the interdependency character-
istics of intra-layer nodes, and attack strategies on cascading dynamics [17]. Yang studied
interdependent networks based on physical networks and logical networks and analyzed
the cascading failure of the model [18]. Zou designed different key fragile dependency
links removal strategies based on the assessment of links [19]. And reference [20] presented
a method for evaluating the robustness, vulnerability, and efficiency of multi-layer infras-
tructures using various probabilistic evaluation measures to tackle cascading problems in
interdependent critical systems. In general, these studies mainly focused on vulnerability
prevention, and did not conduct targeted research on the vulnerability analysis of the
network after cascading failures.

In this paper, to effectively convey the functions of UAVs in executing emergency tasks,
we combined interdependent networks with UAV networks for our research. According to
the network characteristics of the UAV swarm network, in addition to the communication
ability between network nodes, situational awareness and the information sharing of the
UAV swarm are other major features of the swarm network. For a UAV swarm, a single
UAV in the swarm networks is both a network node for communication and a node for
information perception and processing [21]. The network can be divided into two layers: a
communication network and an information network, where the communication network
represents its communication topology influenced by the UAVs’ motion trajectory, and
where the information network is related to the function of each UAV in the normal
execution of emergency tasks. Aiming at the network vulnerability analysis of a
UAV swarm with emergency tasks, we have designed a network model of information—
communication interdependence, and a link redistribution rule is proposed.

The rest of paper is organized as follows. Section 2 introduces the system model
and problem formulation discussed in this paper. Section 3 details the information—
communication interdependent network. Section 4 describes the whole network vul-
nerability analysis process. Experimental results and evaluations are presented in
Section 5. Finally, the entire paper is summarized in Section 6.
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2. System Model and Problem Formulation

The primary aim of this section is to model the UAV swarm network and its link
data capacity, as well as formulating the corresponding problem. This will enable further
research on cascading failure and simulation experiments.

2.1. System Model
2.1.1. UAV Swarm Networks

In rescue scenarios, for a UAV swarm, an individual UAV within the system serves
not only as a communication network node but also as a node for information perception
and processing. In communication networks, the communication links between nodes
form the network’s topology, responsible for data transmission across the entire network.
And in information networks, nodes are responsible for sensing, processing environmental
information, and sharing it with other UAVs, primarily tasked with executing network
tasks. Information network nodes have faster information processing speeds and stronger
task execution capabilities, providing input information for the network. Communication
network nodes have a broader communication range and higher-quality communication,
serving as intermediary nodes to assist information network nodes in information exchange.
The mutual dependence between the two networks forms the information-communication
interdependent model of UAV swarm networks: the lower layer constitutes a communi-
cation network consisting of UAV nodes and communication links, while the upper layer
forms a functional network composed of information perception and processing nodes
carrying task payloads and their information-interaction relationships.

As shown in Figure 1, fire rescue is a common emergency task scene. In complex envi-
ronments like high-rise buildings and outdoor settings, safely implementing firefighting
measures has always been a global challenge. UAVs, due to their rapid deployment and
flexible operations, can execute multi-UAVs coordinated firefighting strategies for different
fire scenarios [2].

'\ﬁ{' Commnication UAV

m‘ information UAV

Figure 1. UAV swarm fire rescue scenario.

The communication topology structure of a UAV swarm network is represented by
undirected graph Gp, which is composed of the UAV nodes set Vp and the communication
links set Ep, and Gp can be expressed as Gp = (Vp, Ep). If the undirected graph Gp contains
nnodes, Vp = {v;|i =1,2,...,n}. Ep is the set of communication links in the UAV swarm

network, and it can be expressed as Ep = {€5|€5 = (vi, v]-), ;0 € Vp}. There can only be
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at most one link between two communication nodes in a communication network. The in-
formation network of a UAV swarm system can be expressed as Gr = (VF, Ef). The infor-
mation nodes are mapped from UAV nodes according to different functions, indicating the
different functions of the UAV nodes due to the different task load equipment. If the in-
formation network Gr contains m nodes, Vy = {U j| i=12,..., m} The information node
has certain information-interaction and information-sharing relationships, which can meet
the task requirements of the UAV swarm network. The information interaction between
UAV nodes with different functions can be represented by information links, denoted as

Er = {€5|€5 = (v,9}),v;,0j € VP}.

2.1.2. Link Capacity Model

Motter proposed a cascading failure model, also known as the ML (Motter—Lai)
model [9]. He applied it to a scale-free network and a uniform network, respectively.
In this model, the initial load L; is defined by the global characteristic variable betweenness
B;. The initial load of node i in the ML model is formulated as

L; = B; 1

where B; is node v;’s betweenness and L; represents the node i’s initial data transmission
capability. The two variables exhibit a strong positive correlation. For example, the connect-
ing hub of two subnetworks may be a node or a link, although the number of nodes or links
connected to it is relatively small. If the node fails or the link is interrupted, connection
failure between two small networks may ensue. Therefore, the node plays an extremely
important role in the network. The interface number reflects the influence and force of a
node or link in the entire network, and it represents the traffic volume of a node or a link.
In task execution, communication UAVs, due to their higher computing capabilities, are
responsible for calculating the load capacity of various links, and there is a periodic update
of the computation results for each UAV in the entire network by communication.

However, in the UAV swarm information—-communication interdependent network
model, due to the coupling links between the two layers of the network, the initial data
transmission capability of the network link needs to be redefined. Firstly, it is assumed that
the coupling strength w;; on the coupling link ¢;; of the dependent network is related to the
node number of UAV nodes at both ends, and the formula is

w;j = (BiBjj)" 2

where B; is node v;’s betweenness, Bj; is link e;;’s betweenness, and « is the weight that
controls the coupling strength.

The node betweenness B; is defined as the number of shortest paths through node v;
in the network; it can be expressed as

B Ok (i)
;=

ik Ojik
where (i) is the number of shortest paths passing through node v; in the shortest paths
between node v; and node vy, and 6 is the number of shortest paths between node v; and
node vg.

The link betweenness B;; is defined as the number of shortest paths through link ¢;; in
the network; it can be expressed as

(3)

B — O (eif) )

1y
ktiginij Ok
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where 6y (¢;;) is the number of shortest paths passing through link ¢;; in the shortest paths
between node vy and node v}, and 6y, is the number of shortest paths between node v, and
node v;.

Taking node 4 in Figure 2 as an example, this network consists of seven nodes. Assum-
ing that this network is a communication network, its adjacency matrix Ep is as shown in
Table 1. There are three shortest paths between node 1 and node 6, with one of them passing
through node 4. Similarly, there are three shortest paths between node 2 and node 6, node
1 and node 7, and node 2 and node 7, all of which pass through node 4. After calculation,
the node betweenness centrality of node 4 is found to be 1.33. Likewise, for the link between
node 2 and node 4, there is one shortest path passing through this link between node 1 and
node 6, and another one between node 1 and node 7. After calculation, the B,y is found to
be 0.67.

3

1 2 4 &

\ 5 /
Figure 2. The information-communication double-layer interdependent network model of a
UAV swarm.

Table 1. The adjacency matrix Ep
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Due to the coupling link between the two layers of the UAV swarm information—
communication network, the initial data transmission capability of a link in a network
is not only related to itself but also related to the coupling strength of the coupling link
between two nodes on the link and the corresponding node of another network. In other
words, this means that when a node communicates with nodes of the same type in the
same network layer, it always ensures communication with the nodes of another layer with
which it is coupled. In the information—-communication interdependent network model,
the node v; in the information network is coupled with the node v, in the communication
network, and the node v; in the information network is coupled with the node v, in the
communication network. The initial data transmission capability L;; of link ¢;; in the
information network is associated with three factors: the betweenness centrality of the link
itself and the betweenness centrality of the coupling links ¢;,, and e;,, at both ends of the link.
The initial data transmission capability L;; is influenced by three factors: the betweenness
centrality of the link itself, as well as the betweenness centrality of the connecting links e;;,
and ej,, at both ends of the link. It can be defined as

B B; B;
Ll‘]‘ = Bi]' + 7Bi B, Wim + Bj T B, Wiy (5)
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Since the data transmission speed of a link is related to the link’s transmission capacity,
the data capacity of link ¢;; can be represented as

Ty = (1+Lyj)To (6)

where Tj represents the minimum data transmission speed of the network, and T;; repre-
sents the maximum data transmission speed of link ¢;;. Once the data transmission range is
exceeded, there is a probability that the link will fail.

2.2. Problem Formulation

In the context of UAV swarm networks, interdependent networks play a crucial
role, facilitating efficient collaboration and communication among UAVs, enabling the
cluster to execute complex tasks in a coordinated manner. The transmission capability
of links is pivotal in maintaining such collaboration, ensuring timely data transmission
and the stability of communication links. However, interdependent networks face various
challenges, including susceptibility to different attacks and disturbances. Risks such as
malicious attacks, network congestion, or node failures may lead to cascading failures
within interdependent networks, significantly impacting system stability and reliability.
Therefore, conducting vulnerability analysis and implementing appropriate measures,
including reallocating network links, is imperative. This helps enhance the system’s
resilience against disruptions, thereby reducing the risk of attacks or disturbances and
ensuring the stable operation of UAV swarm networks.

Generally speaking, the ability of each link in the UAV swarm network to transmit data
is limited by the network cost, so it is impossible to endlessly undertake the transmission
of a large number of information flows, otherwise it will cause communication blockage or
even link interruption. Therefore, we assume that the data transmission capability of each
link in the network is directly proportional to the initial data transmission capability L;j of
the link. Based on the ML model and other related research definitions, the adjusted data
transmission capability L; j of the link ¢;; is represented as

L;j = (1+B)Lj; )

where f is the capacity parameter, indicating the ability of the link to process additional
data. The larger the value of 3, the stronger the ability of the link to process data and the
ability of the network to resist attacks.

When we choose the value of §, the construction cost and link transmission capacity
should be considered. In real life, the link cost consumption of UAVs is influenced by
various factors, such as materials, scenarios, and technologies, making it difficult to define
the amount of cost consumption. When the value of § is relatively large, the ability of
data transmission in the link of the UAV swarm information—-communication network
is stronger, and the ability to cope with cascading failures is stronger. In a fire rescue
scenario, the interruption of some network links due to high-temperature radiation or the
isolation of a burning building only causes a partial failure. The entire network cannot be
paralyzed. However, the larger the value of 3, the higher the cost of network construction
and the more difficult it is to implement. Considering the limited technology and cost,
the value of § generally has a certain threshold, and the ability of the whole UAV swarm
network to resist cascading failure can be expressed by its threshold .. The larger the
threshold B, is, the more the network is vulnerable to cascading failure, and the smaller the
threshold B, is, the more the network is robust against cascading failure. In other words,
when B > B, the interruption of any link in the network due to fire will not cause the
interruption of other links. When B < . is used, the data transmission capacity of links
in the network is limited, and the interruption of some links in the network will increase
the data transmission volume of other links, which may cause the failure of other links or
even the collapse of the whole network. Therefore, in this paper, we studied the impact
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of the value of § on the vulnerability of links, providing a reference for builders of UAV
network links.

3. Information-Communication Interdependent Network of UAV Swarm

In a UAVs network, communication nodes and information nodes are coupled in a
one-to-one or one-to-many manner, with each pair mapping to each other. Information
nodes are mapped by communication nodes, meaning each information node uniquely
corresponds to a communication node, but one communication node can correspond to
multiple information nodes. This is because within a certain range, to ensure the accurate
and error-free transmission of information from each information node in the information
network, each information node must designate a communication node to receive the
information it obtains during operation. This enables personnel to retrieve information
through the corresponding communication node when checking the operational status of
each information node, facilitating effective management and monitoring of information
transmission. Figure 3 is an information—-communication double-layer interdependent
network model of a UAV swarm. The upper layer is the information network, and the
lower layer is the communication network.

nformation Metwork

. I \ ' 4

\;

Comr‘lm cation Network

Figure 3. The information—-communication double-layer interdependent network model of a
UAV swarm.

The communication topology and the information network of a UAV swarm net-
work are interdependent, forming the interdependent network model of the UAV swarm.
Nodes in the communication network are mapped to information nodes in the informa-
tion network in a one-to-one or one-to-many manner. This means that information nodes
rely on communication nodes to interact with other nodes in the network, transmitting
their perceived and processed data. Similarly, communication nodes need to perceive
and process scene information through information nodes to implement corresponding
functions. Generally, due to the limited energy of UAV nodes, each UAV typically carries
only one task payload, leading to a one-to-one mapping relationship between UAV com-
munication topology and the information network. However, there are rare instances of
one-to-many mapping, where each UAV carries multiple task payloads. The information—
communication double-layer interdependent network model of a UAV swarm is repre-
sented by Gp_r = (Gp, Gr, Ep_r). This representation includes a dependency matrix Ep_r
that indicates the dependency relationship between nodes in the communication network
Gp and nodes in the information network Gr. If there is a dependency between node p; in
the communication network Gp and node g jin the information network Gr, it is expressed
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as Ep_r(i,j) = 1; otherwise, Ep_r(i,j) = 0. Supposing n = |Vp|, m = |Vg|, the dependency
matrix Ep_r can be expressed as

€11 €12 - €m
€1 €2 - €

Ep_r= ] . ) (8)
énl €n2 ' Enm

4. Vulnerability Analysis of UAV Swarm

The focus of this section is to investigate the cascading failure process of UAV networks
and propose a link re-allocation rule based on interdependent networks to address this issue.
Additionally, two vulnerability evaluation indicators are defined to assess the effectiveness
of the reallocated network.

4.1. Process of Link Cascading Failure

For a UAV swarm network, because different UAVs carry different task loads, UAVs
with different functions share data information through information interaction to complete
the tasks of the whole system. Therefore, network function has a certain impact on the
vulnerability of the UAV swarm network. Due to the complexity of the task scenario,
the communication link between UAVs can easily encounter environmental interference
leading to link interruption. For instance, UAVs equipped with various communication and
imaging devices may lose connection with other UAVs in high-temperature environments
or in areas with potential electromagnetic interference. Additionally, they might be unable
to operate effectively in the presence of physical obstacles. In such cases, other UAVs need
to take on the tasks and the link transmission of the failed UAV [22]. Once a communication
link is disconnected, the information exchange between the UAVs will be affected to some
extent, or cascading failure will even occur, resulting in other communication links being af-
fected. Therefore, this paper builds an information-communication interdependent model
of the UAV swarm, introduces the cascading failure theory, and analyzes the vulnerability
of the UAV swarm network under different task loads.

In the UAV swarm information-communication interdependent network, failures
can be categorized into intra-network failures and inter-network failures. Intra-network
failures refer to the interruption of a network link, leading to the redistribution of load to
other links in the network and potentially causing cascading failures. On the other hand,
inter-network failures primarily result from the coupling mapping relationship between
different networks. When a link in the network is interrupted, one node at each end of
the link is removed, potentially causing fragmentation of the entire network. According
to percolation theory, nodes in the largest connected subgraph of the network can still
function normally, while nodes disconnected from this subgroup may fail, leading to the
disconnection of coupling connections.

In a fire rescue scenario, the normal work of the rescue UAV needs the data information
support provided by the positioning UAYV, the surveying UAYV, the reconnaissance UAV, and
the monitoring UAV that constitute the most basic functional subgroup. The whole UAV
swarm network is composed of multiple functional subgroups interleaved with each other.

However, if the communication link of a reconnaissance UAV is interrupted and
the location information sent by the positioning UAV cannot be accepted, the location of
the fire site cannot be accurately found and the investigation of the fire area cannot be
completed. Thus, the UAV is not in the functional sub-group and cannot play its function,
which is equivalent to a fault. The area that should be investigated by this UAV naturally
also needs to be investigated by other UAVs. The positioning UAV needs to transmit the
location information of the fire area to the other UAVs, which increases the burden of
the link. Figure 4 shows a flowchart of the cascading failure of a UAV swarm network
information—-communication interdependent network.
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Figure 5 shows the cascading failure process of the links in the information—
communication interdependent network of a UAV swarm: {al,a2,a3,a4,a5,a6} repre-
sents a node in the communication network; {b1,b2,b3,b4,b5,b6} represents a node in
the information network; the solid line represents the communication link or informa-
tion connection within the network; and the dotted line represents the dependent link

between networks.
START

Initial failure
node

Cascading failure pass in a
communication network

Yes

— e expansion fault is complete

No Intra-
‘ network cascading
Intra- transmission

network cascading transmission

\

Cascading failure pass in
a information network

the expansion fault is complete? —_——
No

Yes

Figure 4. Process of cascading failure of UAV swarm information-communication interdepen-

dent network.

(a) stagel (b) stage?2 (c) stage3 (d) staged

Figure 5. Cascading failure process of information—-communication interdependent network link of
UAYV swarm.

Originally, the network is in a normal and stable operation state. At the initial moment,
the link 2546 in the communication network is interrupted, due to the influence of high-
temperature thermal radiation. In stage 1, the data carried by link a5a6 are redistributed to
the adjacent links 2445 and a3a5 according to the redistribution rule. If the total amount of
data on link 2345 and link 2445 exceeds their carrying capacity after re-allocation, another
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round of re-allocation will occur. In stage 2, adjacent links a1a3 and 4243 receive the
allocated data information. We assume that link 2143 also fails due to the total data volume
exceeding the carrying capacity. However, link 2243 has strong load capacity and can
withstand excess data without failure. Then, turning to the information networks, in stage 2,
because links a3a5, a4a5, and a5a6 in the communication network of the previous stage fail,
the information nodes b3, b4, b5, and b6 cannot normally interact with the other information
nodes through communication links. Therefore, the information links b3b4, b4b5, b5b6,
b1b6 are faulty. At stage 3, although there is still a communication link between node a2
and node 43 in the communication network, the information node b3 corresponding to the
communication node 43 has no information edge connection and no longer has information
interaction with the other information nodes, so the communication link 2243 is invalid.
Finally, the connectivity map is composed of communication nodes al, 42, communication
link al42, information nodes b1, b2, and information link b152. The remaining functional
subgroup in the information—-communication interdependent network of the UAV swarm
is formed.

4.2. Rule of Load Distribution

The load distribution rule is the core mechanism of intermediate link failure propa-
gation in the load capacity model, which determines the load transfer method and load
transfer amount. Because the coupling link in the information-communication interdepen-
dent network of a UAV swarm only plays the role of node coupling mapping between the
two layers of networks, it cannot transmit data and cannot accept the data information dis-
tributed on the interrupted link. Therefore, after a link is interrupted, the data transmitted
on the link flow only on the network layer where it resides. Using the low /mid /high-tier
airborne wireless network mechanism from Reference Paper [23], we applied it to the
two-tier UAV network in this paper and adjusted it based on the UAV-based scenarios. In
this paper, the load distribution rule is defined as the optimal allocation according to the
capability of the adjacent links of the interrupted link, and the redistribution rule is

Cik

ALy = L;;
' K Zaeri Clll + Zbel”] C]b

©)

where ALy is the extra data allocated on link ¢ receiving interrupted link e;;; a represents
a neighboring node of node i, while b represents neighboring nodes of node j; I'; represents
the set of all neighbor nodes of node v;; I'; represents the set of all neighbor nodes of v;.

Figure 6 shows a schematic diagram of link data redistribution in a fire rescue sce-
nario after the communication network in the information-communication interdependent
network of the UAV swarm is interrupted. The link ¢;; in the network is interrupted by
high-temperature radiation and cannot synchronize the information perceived by one UAV
to the other UAVs, so as to normally perform tasks. The data transmitted on this link are
allocated to intact links in the network using the preceding method. As a result, more data
are transmitted on other links and the load becomes heavier.

The rule of redistribution begins by identifying neighbor node sets I'; and T’; of the
UAV node v; at both ends of an interrupted link e;; due to high-temperature radiation or
fire isolation. Then, it reallocates the data flow originally transmitted on the interrupted
link to the remaining intact link ¢;; based on a proportional allocation formula ALj =
LijCix/ (Licr, Cia + Ljer, Cjv)- After updating the data carried on the link e by the formula
L = Lix + ALj and judging whether Lj + ALj > Cy is true, if yes, the data on this link
exceed its data transmission capacity, resulting in communication congestion and failure.
Finally, when a new faulty link occurs, the process loops back to identifying new faulty
links until none remain. The pseudocode for this algorithm is shown on Algorithm 1:
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Algorithm 1 Redistribute Data After Link Failure

1: procedure REDISTRIBUTEDATA AFTERLINKFAILURE(linkFailureList)
2 Input: linkFailureList > List of failed links with data and capacities
3 Output: None > Data redistribution after link failure
4 Initialization:
5: I'; + getNeighborNodes(linkFailure.node;) > Neighboring nodes of node v;
6 [; « getNeighborNodes(linkFailure.node;) > Neighboring nodes of node v;
7 for each ¢;; in linkFailureList do
8 for each ¢; inT; do
9 ALj < Ljj X Wik&d]qb > Calculate extra data allocation
10: LW <« Lix + ALy > Update data carried on link ¢;;
11: if L3™ > Cji then > Check for communication congestion
12: handleCommunicationCongestion(e;)
13: end if
14: end for
15: end for

16: end procedure

. Communication network nodes . Information network nodes
Intra network links ~ =—==== Inter network link
——3 Reassign direction + Faulty link

Figure 6. Diagram of redistributing data flows after a communication network link is interrupted.

4.3. Vulnerability Measurement Parameter

After the network status is stabilized, the vulnerability of the UAV swarm interdepen-
dent network after link interruption due to complex environment interference is reflected
by evaluation indicators. This paper mainly evaluates the vulnerability of UAV swarm
networks through the following three evaluation indicators:

(1) The threshold B..

When the capacity parameter g is large, the network links have a strong capacity to
carry data information. If other links are interrupted due to environmental interference,
cascading faults will not occur, but the cost of building a network is correspondingly high.
If the capacity parameter j is small, partial link disconnection will cause partial network
crash or even the whole network to crash. The threshold value f, is the phase transition
point where the network cascades, which can measure the vulnerability of the network.
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The smaller the value of B is, the more vulnerable the network is. The larger the value of
B is, the stronger the network robustness.

(2) The connectivity indicator Peo

This is an important indicator to measure the connectivity of the UAV swarm network.
It means that after the network cascading failure (caused by the interruption of link e;; in
the network due to high-temperature radiation or a fire barrier) ends, one link is randomly
selected among the remaining links, and there is a possibility that this link exists in the
maximum functional subgroup. Let us break this down for clarity:

We assume the number of links in the information network is k and the number of links
in the communication network is I. After the disconnection of link e;; and the subsequent
restoration of the network to a stable state following the cascading failure, let M;; represent
the number of links in the remaining maximum functional subgroups of communication
networks P and information networks F. The larger the value of Py is, the more likely a
link is to be in the maximum functional subgroup after the cascading failure is stabilized,
and the stronger the network robustness is. The P, is expressed by the formula

Yejeryr Mij
EDETE

(3) The proportion of faulty links ¢

We assume that the number of links in the information network is k and that the
number of links in the communication network is /. In a complex environment, link ¢;; is
interrupted due to complex environment interference, resulting in a network cascading
failure. After the network is restored to a stable state, the number of faulty links in the
communication networks P and the information networks F is ¢;;. The larger the value
of ¢ is, the smaller the number of remaining links in the maximum connected subgroup
after the cascading failure is stabilized, indicating that the UAV swarm network is more
vulnerable. The proportion of faulty links ¢ is expressed in the formula

_ Legerur®i
A Yy gy (1

5. Simulation Results

The default network parameters for the experiment were initially established for this
section. Subsequently, a vulnerability analysis of the network was conducted, following link
failures. Finally, experimental results were observed under different network environments
by varying the number of link failures and link construction parameters.

5.1. Parameters Setting

Based on the settings of the UAV parameters in Literature [13] and Literature [18],
combined with the experimental conditions achievable by the user, for this section we
set simulation parameters for the UAVs. Our experiments constructed a UAV swarm
network consisting of 50 UAV nodes, among which there were 25 information nodes and
25 communication nodes, each having a one-to-one coupling relationship with each other.
It was assumed that the task scene was a 1000 m x 1000 m fire rescue scene. We used
MATLAB for the simulations, to generate the network topology structure, and the default
simulation parameters are given on Table 2:
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Table 2. Paramater of simulation.

Parameters Values
size of area 1000 m x 1000 m
flying altitude of information UAVs 20-80 m
flying altitude of information UAVs 100-300 m
number of information node 25
number of communication node 25
number of action node 10
communication range of communication UAVs 30 m
communication range of information UAVs 15m
speed of UAVs 1040m/s
duration of time slot 0.2s
minimum link transmission speed Ty 2500 bps

5.2. Vulnerability of UAV Swarm Information—Communication Interdependent Network after
Links Failure

We defined a communication rule: the default communication range for information
UAVs was 50 m, while communication UAVs had a default communication range of
100 m. If two UAVs were within each other’s communication range, they could establish
a communication link. The nodes between the two networks had a coupling mapping
relationship, and the coupling weight was & = 1. We used MATLAB (R2023a) software to
generate the initial network topology, allowed UAVs to operate for 20 time slots within the
specified range based on the listed parameters, and randomly generated data on their links
within the range of their own maximum transmission capacity. During the UAV flight, we
recorded the network topology positions of the UAVs for each experiment, preparing for
subsequent experiments. We used green nodes to represent information nodes and blue
nodes to represent communication nodes, and an example of a generated network topology
is shown in Figure 7.

Information Node
032 s  Communication Node
43
7
3
23
22933 g o047 |
(]
*34 28 *36
16 o8 . 4 ®31
25
\ ®29 o1
7 o4 ® 50 2 .3é)
2lap |\ - ®49014 g7 10 >
) .35 937
24
20.46 ‘®38
®39 13
12 1
® 45 19 *44 ® 96
®43 18

Figure 7. An example of a generated network topology.

After the network topology was generated, 10 links in the communication network
were interrupted randomly by high-temperature thermal radiation in each experiment.
The data from these damaged links would be re-allocated to other undamaged links
according to the method mentioned above. We recorded the values for each experiment,
calculating the final average. Through simulation experiments, we used the threshold B,
connectivity indicator Pe, and the proportion of faulty links ¢ as metrics. The simulation
results are depicted in Figure 8.
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Figure 8. Vulnerability indicator change curve with capacity parameter f.

As shown in Figure 8, when the value of the capacity parameter § was between
[0,0.2], the connectivity indicator Ps, was a constant 0, and the proportion of faulty links
¢ was 1. When the capacity parameter  exceeded 0.2, B continued to increase, and the
connectivity indicator P increased continuously from 0 and reached the maximum when
B = 0.3, P approaching 1. The proportion of faulty links ¢ decreased with the increase
of B and reached the minimum when g = 0.3 and ¢ approached 0. Later, as the capacity
parameter 8 continued to increase, the connectivity indicator P, and the proportion of
faulty links ¢ remained stable and unchangeable.

According to the curve trend analysis in the figure, the vulnerability of the network
was highest when the tolerance parameter < 0.2, the connectivity indicator P, = 0, and
the proportion of faulty links ¢ = 1, which can be denoted as the lower-limit threshold of
the capacity parameter §,,;,. Thatis, if B < B,,in, 10 links in the network were interrupted
by high-temperature radiation, the network would completely collapse, due to cascading
failure. With the increase of the capacity parameter §, the degree of damage brought about
by cascading failures to the whole network was gradually weakened, and the robustness
of the network against successive failures was gradually enhanced. But, correspondingly,
the higher the cost of network construction, the less the possibility of network implementa-
tion. When B = 0.3, the robustness of the network reached the maximum. Then, when the
capacity parameter 8 was added, the robustness of the network no longer changed, but the
cost was still increasing. Therefore, f = 0.3 was the critical point at which the vulnerability
of the network changed, the point at which the network changed from unstable to stable,
namely, the threshold value B, = 0.3. Furthermore, from the graph, we can observe that
the rate of change of the curve varied from fast to slow. We speculate that there were not
many portions of the communication links that exceeded the capacity threshold. Only a
small increase in the transmission capacity of the original link would be needed to restore
it to normal status.

5.3. Influence of Parameters on Vulnerability Analysis

Due to high-temperature heat radiation, we assumed that 1, 10, 20, and 30 links in
the communication network were interrupted, respectively. To ensure authenticity, we
chose these links randomly. Taking the network connectivity indicator P, the proportion
of faulty links ¢, and the threshold B, as indicators, this paper studied the cascading failure
changes of the UAV cluster information-communication interdependent network model,
and compared the network vulnerability under different link failure scopes. The simulation
results are shown in Figures 9-12.



Electronics 2024, 13, 2005

15 of 19

These figures illustrate the variations in the curve of P, and the capacity parameter
B when 1, 10, 20, and 30 links in the communication network were disrupted by high-
temperature heat radiation, respectively. The variation trends of the three curves are similar.
The general trend was that when the capacity parameter  was small, the vulnerability of
the network was high. With the increase of the capacity parameter §, the robustness of the
network against successive failures was gradually enhanced.

It can be seen that S, and B, gradually increased with the increase of the attack
degree, which indicates that the connectivity of the network decreased with the increase of
the link fault range. That is, the ability of the network to resist cascading failure decreased
with the expansion of the attack degree, and the network became more and more vulnerable.
This is because when the degree of network faults is large, more network links fail at the
same time. As a result, the ratio of reassignment of data received by intact links increases,
and the spread of successive network faults is faster.

Additionally, from these graphs, we can observe that the range of curve variation
gradually expanded as the number of interfered links increased. This is because with
the increase in the number of interfered links, the probability of a single link carrying
interfered traffic increases, requiring a greater increase in transmission capacity to adapt to
high-load scenarios.
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Figure 9. One link in the communication network is interrupted.

Assuming 10 links in the communication network were interrupted, we studied the
cascading failure of the UAV swarm information-communication interdependent network
model and compared the network vulnerability under different coupling link weights.
The simulation results are shown in Figure 13.

As can be seen from Figure 13, if « = 0.4, the vulnerability of the network is highest
when < 0.3. With the increase of §, the robustness of the network gradually becomes
stronger, and the threshold of the network from unstable to stable is f; = 0.4. If & = 1,
the vulnerability of the network was highest when g < 0.2. With the increase of j, the ro-
bustness of the network gradually became stronger, and the threshold of the network
from unstable to stable was . = 0.3. If « = 1.3, the vulnerability of the network was
highest when f < 0.1. With the increase of , the robustness of the network gradually
became stronger, and the threshold of the network from unstable to stable was . = 0.2.
And, with the increase of coupling link weight «, the lower threshold B,,;, and threshold
Be of the capacity parameter gradually decreased, and the vulnerability of the network
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gradually weakened. This was because when the coupling weight increased, the corre-
sponding coupling strength also increased. According to the load setting rules, the larger
the coupling strength, the more initial data transmitted on the link, the stronger the link
data transmission capacity, and the more information it can carry during the link data
information reassignment. If this does nothing more than to bring the construction cost of
the network and the 8 value of the network topology composition as close as possible to S,
it will reduce vulnerability and the network will be more robust.
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Figure 10. 10 links in the communication network are interrupted.

1 ™ - - T T

09

0.8

- -

_P‘

0.7

0.6

05

04

Vulnerability indicators

03

02

0.1

0 . . . . . A\
0 005 01 015 02 025 03 035 04 045

A

Figure 11. 20 links in the communication network are interrupted.
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Figure 12. 30 links in the communication network are interrupted.

To continue studying the impact of the coupling link weight coefficient on the overall
system performance, we varied the value of the coupling link weight coefficient to observe
its effects on the low threshold §,,;, and the threshold f..
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Figure 13. Vulnerability indicators change curve with capacity parameter j.

In Figure 14, we can observe that as « increased, the values of both curves decreased,
reaching zero at « = 2. Additionally, as « increased, the difference between . and
Bmin gradually decreased. At & = 0, the difference between them is 0.2, while at « = 2,
the difference decreases to zero. This was because with the increase in the coupling
coefficient, the link transmission capacity of the two UAV networks also increased, and their
connection became tighter. Therefore, adjusting the transmission capacity of one link also
increased the overall impact on the network.
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Figure 14. Threshold § change curve with a.

6. Conclusions

This paper proposes a vulnerability assessment method for UAV swarm networks
with emergency tasks. Taking the UAV swarm network under a fire rescue scenario as an
example, the UAV swarm network can be abstracted as a communication network and an
information network. A UAV swarm information—-communication interdependent network
model with coupling mapping relationship was constructed to simulate the UAV swarm
network with emergency tasks. On this basis, considering the successive failures of the
interdependent network, a cascading failure model of the information-communication
interdependent network of the UAV swarm was constructed, and the vulnerability of the
network was analyzed by evaluating the cascading failures of the network. Finally, the vul-
nerability of the UAV swarm information-communication interdependent network under
complex environment interference was analyzed by a simulation experiment, the influences
of the fault range of the link in the information—communication interdependent network
and of the coupling link weight on the vulnerability of the UAV swarm information—
communication interdependent network were compared and analyzed, and the feasibility
of the method was verified. In future work, from the perspective of network functions, we
will explore the changes in network vulnerability after node failures of different functions
in the UAV swarm network, and further explore the vulnerability characteristics of the
UAV swarm network.
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Abbreviations

The following abbreviations are used in this manuscript:

UAVs Unmanned Aerial Vehicles
ML Motter-Lai
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