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Abstract: With the rapid development of deepfake technology, it is finding applications in virtual
movie production and entertainment. However, its potential for malicious use, such as generating
false information, fake news, or synthetic pornography, poses significant threats to national and
social security. Various research disciplines are actively engaged in developing deepfake video
detection technologies to mitigate the risks associated with malicious deepfake content. Therefore, the
importance of deepfake video detection technology cannot be overemphasized. This study addresses
the challenge posed by images in nonexistent datasets by analyzing deepfake video detection methods.
Using temporal and spatial detection techniques and employing 68 facial landmarks for alignment and
feature extraction, this research integrates the attention-guided data augmentation (AGDA) strategy to
enhance generalization capabilities. The detection performance is evaluated on four datasets: UADFV,
FaceForensics++, Celeb-DF, and DFDC, with superior results compared to alternative approaches.
To evaluate the study’s ability to accurately discriminate authenticity, detection experiments are
conducted on both genuine and deepfake videos synthesized using the DeepFaceLab and FakeApp
frameworks. The experimental results show better performance in detecting deepfake videos than
other methods compared.

Keywords: deepfake video detection; security; temporal–spatial analysis; 68 facial landmarks;
attention-guided data augmentation

1. Introduction

With the rapid development of generative modeling technologies, deepfake technology
has been widely applied, creating numerous impressive virtual movie productions. For
example, following the car accident death of Paul Walker, a star of the “Fast and Furious”
series, the production team transferred his facial features onto his brother’s face, allowing
Paul Walker to “reappear” on screen, as shown in Figure 1 [1]. Additionally, there are
lively and interesting video production apps such as ZAO and FaceApp, enabling anyone
to easily create deepfake videos [2]. However, deepfake technology can also be used for
malicious purposes, leading to fabricated pornography, false news, financial fraud, pranks,
and cognitive warfare [3], causing serious trust crises and even affecting national and
societal security.

To combat the cunning and varied deepfake technologies that disrupt order, vari-
ous academic fields have also been actively developing detection methods for deepfake
videos. The National Institute of Standards and Technology (NIST) initiated the Open
Media Forensic Challenge (OpenMFC) platform in 2017, which is open to the public for
researchers to engage in media forensic challenges and evaluate the capabilities of media
forensic algorithms and systems, thus promoting the research and development of media
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forensics [4]. In 2018, the Defense Advanced Research Projects Agency (DARPA) launched
the Media Forensics (MediFor) program, developing tools to identify tampered images
to combat the increasingly prevalent fake news [5]. In 2020, the well-known social media
company Facebook organized a deepfake detection challenge, offering a prize of up to USD
one million and providing a dataset of 100,000 deepfake images to encourage researchers
to develop more accurate deepfake detection techniques [6].

Figure 1. A demonstrative illustration of deepfake videos from the “Fast and Furious” series [1].

To mitigate the damage caused by deepfake videos, the technology for detecting
deepfakes has become critically important. Among these detection technologies, the
most commonly used method is modeling through deep learning based on deepfake
video datasets and inputting the dataset into a binary classifier to determine authenticity.
However, as fake videos become increasingly realistic, the distinction between real and fake
videos becomes increasingly difficult to discern, rendering this solution less effective [7],
especially for images not present in the dataset. Some scholars have detected deepfakes
through spatial artifacts within deepfake videos, achieving notable results but overlooking
the temporal continuity of videos. Therefore, others have utilized temporal clues to address
the issue of discontinuities in deepfakes without mastering the concept of time, yet they
failed to fully discover spatial-related artifacts. Thus, scholars have attempted to detect
deepfakes by capturing both spatial and temporal artifacts [8], ultimately recognizing
deepfake videos not present in the dataset. However, due to the nature of deep learning
training modes, while the accuracy of deepfake detection can be continually enhanced, the
developed deepfake detection tools may neglect the issue of identifying real videos.

To address the limitations of existing deepfake video detection models, which heav-
ily rely on deep learning trained on dataset-specific images, resulting in poor detection
performance for images outside the dataset and failing to accurately pinpoint key facial
features to uncover crucial clues in forged videos, this study develops a video detection
method based on temporal and spatial foundations. This method can accurately distinguish
between genuine and forged videos. The primary contributions are as follows:

1. Utilizing a cross-temporal and spatial detection method as the foundation, this study
incorporates the attention-guided data augmentation (AGDA) mechanism to unearth
more useful facial information. By employing the 68 facial landmarks method for
facial marking and feature extraction, we have developed a deepfake video detection
approach in this study.

2. For the commonly used datasets, including UADFV, FaceForensics++, Celeb-DF, and
DFDC, the detection outcomes of this research, when compared with binary classifier
detection methods, such as “FakeVideoForensics”, “DeepFakes_FacialRegions”, “Im-
proved Xception”, and the “AltFreezing” temporal and spatial detection approach, all
demonstrate superior effectiveness.
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3. In detecting real videos and deepfake videos created using frameworks such as “Deep-
FaceLab” and “FakeApp”, our study’s detection results also show better performance
compared to methods like “FakeVideoForensics”, “DeepFakes_FacialRegions”, “Im-
proved Xception”, and “AltFreezing”. This confirms our method as a viable approach
for accurately identifying the authenticity of videos.

2. Related Work

Various styles of deepfake videos are currently being produced, among which face
manipulation deepfake videos can be categorized into six types: entire face synthesis,
identity swap, face morphing, attribute manipulation, expression swap (also known as face
reenactment), and audio and text conversion. Entire face synthesis deepfakes refer to the
use of generative adversarial networks (GANs) to create a nonexistent face [9]; identity
swap deepfakes involve replacing the face of a person in a video with another person’s
face [10]; face morphing deepfakes mix two or more faces to create a new face [11]; attribute
manipulation deepfakes alter certain facial features, such as age, gender, hairstyle, etc. [12];
expression swap deepfakes transfer the expression of one person to another’s face [13];
audio and text conversion deepfakes generate corresponding videos from voice or text
inputs [14]. This study will explore the detection technology for identity swap deepfakes,
as illustrated in Figure 2.

Figure 2. Illustration of face manipulation deepfake video categories.

Given the significant security threats posed by malicious deepfake videos, developing
effective deepfake detection technologies is crucial. Initially, detection was conducted
through biometric or visual methods. For instance, Yang et al. used 3D modeling and
compared it with real human facial images using an SVM classifier to identify potential
errors in deepfake head poses [15]; Li et al. employed deep neural networks (DNNs) to
detect poorly processed blinking in deepfake videos [16]; Haliassos et al. leveraged the
characteristics of mouth movements in real videos to conduct lip forensics in deepfakes [17].
Subsequently, most methods have utilized convolutional neural networks (CNNs) for mod-
eling to extract complex features and then detect them through binary classifiers, among
which the use of the Xception depthwise separable convolution network is popular [18]. For
example, the Spanish software company “BBVA Next Technologies” developed a deepfake
detection method named FakeVideoForensics in 2019, which was modeled on the Xception
network and trained on the FaceForensics++ dataset [19], using a binary classifier for judg-
ment [20]; Chen et al., in 2021, developed an improved Xception model for detecting faces
generated by local GANs by enhancing the Xception network model to capture multi-level
features through a feature pyramid, and creating a local GAN-generated facial dataset,
LGGF, also classified by a binary classifier [21]; Tolosana et al., in 2022, developed the Deep-
Fakes_FacialRegions detection method, applying Xception, a capsule network [22], and
DSP-FWA [23] among three network models for training on four datasets [24]: UADFV [16],
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FaceForensics++, Celeb-DF [25], and DFDC [26], and implemented judgment with a binary
classifier. However, increasingly realistic deepfake videos present significant challenges to
such binary classifier detection methods.

Given the rapid advancements in facial manipulation technology, traditional binary
classifier detection methods encounter difficulties in detecting images absent from datasets.
Scholars have initiated research into spatial and temporal aspects to remedy this challenge.
For instance, Li et al. proposed Face X-ray in 2020, a method that identifies mixed bound-
aries in images to ascertain if an image comprises blends from two distinct sources, thereby
facilitating the detection of facial image forgeries [27]. In 2020, Qian et al. introduced the
Frequency in Face Forgery Network (F3-Net), which utilizes two different but comple-
mentary frequency-aware clues: frequency-aware decomposed image components and
local frequency statistics, to deeply mine forgery patterns [28]. Building on the Face X-ray
methodology, Shiohara et al. unveiled the SBI detection approach in 2022, discovering
enhanced training outcomes with deepfake videos created from a singular original im-
age [29]. In 2023, Ju et al. introduced the GR-PSN network framework, composed of two
subnetworks, GeometryNet and ReconstructNet, which learn surface normals from photo-
metric stereo images and generate photometric images under distant illumination from
various lighting directions and surface materials [30]. In 2021, Zheng et al. introduced the
Comprehensive Temporal Convolution Network (FTCN), employing temporal convolution
kernels to probe long-term temporal coherence independently of any external dataset [31].
Furthermore, in 2023, Wang et al. developed the AltFreezing detection method, leveraging
a spatiotemporal model (3D ConvNet) that alternately freezes spatiotemporal network
weights, as depicted in Figure 3, to detect both temporal and spatial forgeries [8].

Figure 3. Illustration of AltFreezing spatiotemporal network weights.

Data augmentation mechanisms are strategies designed to increase the diversity and
size of datasets, thereby enhancing the model’s generalization capabilities. For example, in
2019, Li et al. synthesized a deepfake dataset by creating blurred images from original ones,
reducing the need for extensive resources [23]. In 2022, Kong et al. utilized meaningful
high-level semantic segmentation images to locate manipulated areas in order to detect
forged faces in images [32]. In 2023, Luo et al. introduced the Critical Forgery Mining (CFM)
framework, which can be flexibly integrated with various backbone networks to enhance
their generalization and robustness of performance [33]. In 2021, Zhao et al. introduced a
multi-attentional deepfake detection technique that focuses on local features in different
regions, enhances texture feature blocks, aggregates low-level texture features with high-
level semantics, and incorporates an attention-guided data augmentation (AGDA) strategy,
as depicted in Figure 4. This approach directs the model’s focus to important parts of the
input data while disregarding irrelevant sections. It includes adjustments to the size of
convolution kernels, the dilation rate of dilated convolutions, the standard deviation for
Gaussian blur processing, the range of binary threshold values, the scope of magnification
operations, scaling factors, noise ratio, and modes [7].
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Figure 4. Illustration of the multi-attentional deepfake detection technique [7].

Baltrusaitis et al. launched the OpenFace tool in 2016, making it accessible for re-
searchers in fields such as computer vision, machine learning, and affective computing for
analytical applications. The tool’s 68 facial landmarks method is capable of performing
tasks like head pose estimation, facial landmark detection, and facial unit recognition [34].
In 2021, Li et al. introduced a deepfake detection method that leverages biometric features,
using the 68 facial landmarks to differentiate between the central facial area and the entire
facial area, thereby constructing facial vectors to determine the authenticity of videos [35].
In 2022, Tolosana et al. utilized the 68 facial landmarks to identify areas such as the eyes,
nose, mouth, and rest (non-feature facial areas) for deepfake video detection, as shown in
Figure 5. Their approach, which involved a fusion method, produced superior results [24].

Figure 5. Illustration of the deepfake detection technique using 68 facial landmarks [24].

In their 2022 investigation of deepfake videos, Xu et al. [36] identified the most popular
datasets as UADFV, FaceForensics++, Celeb-DF, and DFDC. In 2018, Li et al. developed
the UADFV dataset to detect blinking frequency in deepfake videos. It comprises a to-
tal of 98 videos, including 49 real videos downloaded from YouTube and 49 deepfake
videos created using the FakeApp tool [16]. In 2019, Rossler et al. collected videos from
the internet, specifically from YouTube, and using four deepfake video creation meth-
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ods—DeepFakes, Face2Face, FaceSwap [37], and NeuralTextures [38]—developed the
FaceForensics++ dataset, which includes 1000 real videos and 4000 deepfake videos [19].
In 2020, Li et al. selected public videos of 59 celebrities from the online video platform
YouTube and utilized the DeepFake video creation tool to develop the large and challenging
Celeb-DF dataset, which contains 890 real videos and 5639 deepfake videos [25]. In 2020,
Facebook Inc. organized a deepfake detection challenge, paid for the collection of private
videos, and developed the DFDC dataset using eight deepfake video creation methods:
DF-128, DF-256, MM/NN [39], NTH [13], FSGAN [40], StyleGAN [41], refinement, and
audio swaps. This dataset includes 23,654 real videos and 104,500 deepfake videos [26].

3. Proposed Method
3.1. Deepfake Video Detection Method

Given the challenges that binary classifier deepfake detection methods face in distin-
guishing images not present in datasets, the inability of temporal-level detection methods to
capture spatial-level mixed forgeries, and the limitations of spatial-level detection methods
in detecting temporal discontinuities in forgeries, this study adopts the temporal and spa-
tial AltFreezing detection method as its foundational approach. It integrates the 68 facial
landmarks to align faces and extract features and introduces an attention-guided data
augmentation (AGDA) strategy to highlight significant parts of the detection target, thereby
enhancing the model’s generalization capability. This approach results in the development
of a video detection method that is grounded in both temporal and spatial dimensions
and can accurately identify authenticity, as illustrated in Figure 6. The method has been
tested on today’s most popular datasets: UADFV, FaceForensics++, Celeb-DF, and DFDC.
It is compared with binary classifier detection methods, such as “FakeVideoForensics”,
“DeepFakes_FacialRegions”, and “Improved Xception”, as well as with the “AltFreezing”
temporal and spatial detection method. The method is compatible with operating systems
like Windows and Linux and requires a computer equipped with a GPU.

Figure 6. Diagram of the video detection method architecture based on temporal and spatial dimen-
sions for accurate authenticity identification.

The method for calculating temporal weights and spatial weights in the detection
model can be represented by the following two equations:

θS ← θS − α · ∇θS(Loss(Model(input; θS, θT), labels)) (1)

θT ← θT − α · ∇θT (Loss(Model(input; θS, θT), labels)) (2)

where θS represents the spatial weight and θT represents the temporal weight, both param-
eters being variables that need to be optimized during the learning process; α represents
the learning rate, and the greater the learning rate, the larger the change in parameters;
∇ represents the gradient of the loss function with respect to the parameters, a key factor
used for parameter updates in the gradient descent algorithm; Loss is the loss function,
which is used to measure the difference between the model output and the actual labels;
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Model(input; θS, θT) is the model function, which receives input data and parameters (θS
and θT) and produces output, which is used to calculate the loss function; finally, input is
the image input to the model; labels are the actual labels or data.

The gradient of the loss function for Equation (1) is calculated based on the current
values of θS and θT , and the parameters θS are updated according to the learning rate
α. Similarly, the gradient of the loss function for Equation (2) is calculated based on the
current values of θS and θT , and the parameters of θT are updated according to the learning
rate α. This approach employs the gradient descent method for dual parameter updates,
minimizing the loss function to update both sets of model parameters θS and θT . The
purpose of this design is to capture both spatial and temporal artifacts simultaneously by
updating the weights associated with spatial and temporal dimensions, respectively. This
compensates for the limitations of focusing solely on spatial weights and ignoring temporal
coherence, or focusing solely on temporal weights and ignoring spatial discontinuities,
making it more suitable for detecting faces in deepfake videos.

The network model that calculates weights through the interplay of time and space
operates by utilizing two distinct perceptual frequencies for detection. For the detector,
each image is unprecedented, not subject to the limitations observed in traditional binary
classifier deepfake detection methods, which rely on dataset-specific images for deep learn-
ing and fail to recognize new images. Additionally, it resolves the issue of disparate levels of
artifacts that arise when calculating weights separately in time and space. Furthermore, the
incorporation of 68 facial landmarks and an attention-guided data augmentation (AGDA)
strategy facilitates the localization of manipulated areas and the extraction of key clues
from deepfake images, thereby enhancing detection accuracy.

To test the capability of this study’s method in accurately identifying authenticity,
detection was conducted on real videos and on deepfake videos created using “DeepFace-
Lab” (as shown in Figure 7) and “FakeApp” (as shown in Figure 8) tools [42]. These were
then compared with methods such as “FakeVideoForensics”, “DeepFakes_FacialRegions”,
“Improved Xception”, and “AltFreezing”. The “DeepFaceLab” deepfake video creation tool,
released by Iperov in 2019 on the GitHub software source code hosting platform, utilizes
Google’s TensorFlow open-source machine learning library. It is compatible with operating
systems like Windows and Linux, with superior results achieved on computers equipped
with GPUs. The “FakeApp” deepfake video creation tool, introduced by a user named
Deepfakes in 2018 on the Reddit social networking site, also makes use of TensorFlow and
artificial neural networks for its production process. It supports operating systems such
as Windows and Linux and requires a GPU-equipped computer for optimal functionality.
Additionally, versions suitable for iOS and Android mobile phones have been developed.

Figure 7. Illustration of DeepFakeLab’s deepfake video production.
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Figure 8. Illustration of FakeApp’s deepfake video production.

3.2. Deepfake Video Detection Process

The detection process of this study’s video detection method, which is based on
temporal and spatial dimensions for accurate authenticity identification, is described
as follows:

1. Configuration preparation: Specifies the paths for detection and output videos’ and
processes’ video parameters, such as adjusting the video size (clip_size), batch size
(batch_size), and image dimensions (imsize).

2. Face positioning: Utilizes the 68 facial landmarks method to extract key facial points
from every frame of the video.

3. Alignment cutting: Performs size alignment and cropping as pre-processing for each
frame’s facial image.

4. Image processing: Enhances specific features in each frame’s facial image by amplify-
ing attention through attention-guided data augmentation (AGDA).

5. Input model: Inputs the pre-processed images into the network model, which is based
on temporal and spatial dimensions.

6. Make predictions: Utilizes the loaded model to predict the authenticity of each frame
and calculates the overall authenticity of the test video.

7. Result output: Compares and computes authenticity scores for each frame, producing
the final detection outcome and exporting the detection result video.

4. Experimental Results and Analysis
4.1. Experimental Procedure

Utilizing equipment such as a computer with an Intel Core i7-10875H CPU, an NVIDIA
GeForce RTX 2070 GPU, and 64 GB of RAM, this study employs a video detection frame-
work based on temporal and spatial dimensions to accurately identify authenticity. Detec-
tion was carried out on four datasets: UADFV, FaceForensics++, Celeb-DF, and DFDC. Ad-
ditionally, real videos and deepfake videos created with the “DeepFaceLab” and “FakeApp”
tools were tested. In the detection results, a value of 1 represents a deepfake video, while 0
indicates a real video; the higher the score, the greater the likelihood of being identified as
a deepfake video.

4.2. Deepfake Video Detection and Analysis

In regards to the detection of deepfake videos, this study, along with four other detec-
tion methods—“FakeVideoForensics”, “DeepFakes_FacialRegions”, “Improved Xception”,
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and “AltFreezing”—was applied across four datasets: UADFV, FaceForensics++, Celeb-DF,
and DFDC. The method developed in this study, which leverages temporal and spatial
dimensions to accurately identify authenticity, demonstrated superior detection results com-
pared to the methods of “FakeVideoForensics”, “DeepFakes_FacialRegions”, “Improved
Xception”, and “AltFreezing”. Furthermore, it exhibited better average performance, as
detailed in Table 1.

Table 1. Analysis results of detecting existing deepfake datasets.

Methods UADFV FaceForensics++ Celeb-DF DFDC Avg

FakeVideoForensics 0.9546 0.8637 0.9559 0.9083 0.9206
DeepFakes_FacialRegions 0.2400 0.4000 0.2040 0.2000 0.2610

Improved Xception 0.5625 0.8605 0.6906 0.7755 0.7222
AltFreezing 0.9637 0.9494 0.7390 0.9029 0.8888

Ours 0.9813 0.9794 0.9787 0.9861 0.9814

Through this study’s deepfake video detection framework, detection was conducted
on real videos and deepfake videos created using two methods: “DeepFaceLab” and
“FakeApp”. Both real videos and deepfake videos produced by “DeepFaceLab” and
“FakeApp” were successfully detected by the study’s deepfake detection model, with
authenticity accurately identified (as shown in Figure 9).

Figure 9. Detection results of this study’s method.

Additionally, applying five detection methods—“FakeVideoForensics”, “Deep-
Fakes_FacialRegions”, “Improved Xception”, “AltFreezing”, and this study’s approach—to
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detect real videos and deepfake videos created using “DeepFaceLab” and “FakeApp”,
this study’s method, based on temporal and spatial dimensions for accurately identify-
ing authenticity, demonstrated superior performance in detecting both real and deep-
fake videos compared to the four other methods, namely “FakeVideoForensics”, “Deep-
Fakes_FacialRegions”, “Improved Xception”, and “AltFreezing” (as shown in Table 2).

Table 2. Analysis results of real and deepfake video detection.

Methods Real DeepFaceLab FakeApp

FakeVideoForensics 0.8583 0.9654 0.9509
DeepFakes_FacialRegions 0.2105 0.2635 0.2278

Improved Xception 0.5839 0.4964 0.4599
AltFreezing 0.1188 0.9577 0.8966

Ours 0.0988 0.9727 0.9638

Compared to other methods, this study’s detection approach, grounded in temporal
and spatial dimensions, incorporates the 68 facial landmarks and introduces the attention-
guided data augmentation strategy (AGDA). It is capable of recognizing images not present
in datasets and accurately identifying authenticity, achieving optimal detection results (as
illustrated in Table 3).

Table 3. Comparison table of detection methods.

Methods Model Features Comparison

FakeVideoForensics Xception Capable of detecting sequences in videos but struggles to
identify images not present in datasets.

DeepFakes_FacialRegions Xception, Capsule, DSP-FWA, 68
Facial Landmarks

Capable of detecting specific facial features but struggles to
identify images not present in datasets.

Improved Xception Improved Xception The network model performs well but struggles to identify
images not present in datasets.

AltFreezing 3D ConvNet
Based on temporal and spatial dimensions, it can recognize
images not present in datasets, yet it does not prioritize the

detection results of real videos.

Ours 3D ConvNet, 68 Facial
Landmarks, AGDA

Based on temporal and spatial dimensions, incorporating the
68 facial landmarks and introducing the attention-guided data

augmentation strategy (AGDA), it can recognize images not
present in datasets and accurately identify authenticity.

5. Conclusions

This study develops a detection model suitable for deepfake videos that is grounded in
temporal and spatial dimensions by incorporating the 68 facial landmarks method and the
attention-guided data augmentation (AGDA) mechanism. This method, based on temporal
and spatial dimensions for accurately identifying authenticity, was applied to four datasets:
UADFV, FaceForensics++, Celeb-DF, and DFDC. Compared to binary classifier detection
methods like “FakeVideoForensics”, “DeepFakes_FacialRegions”, and “Improved Xcep-
tion”, as well as the “AltFreezing” temporal and spatial detection approach, it demonstrates
superior effectiveness. Additionally, when detecting real videos and deepfake videos pro-
duced using the “DeepFaceLab” and “FakeApp” frameworks, it accurately distinguishes
authenticity with better performance than the four aforementioned methods. This approach
addresses the various security issues posed by contemporary deepfake videos.
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