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Abstract: The article presents the results of a study on modeling cloud systems. In this research, the
authors developed both analytical and simulation models. System analysis was conducted at the level
of virtual machine support, corresponding to Infrastructure as a Service (IaaS). The models assumed
that virtual machines of different sizes are offered as part of IaaS, reflecting the heterogeneous
nature of modern systems. Additionally, it was assumed that due to limitations in access to physical
server resources, only a portion of these resources could be used to create virtual machines. The
model is based on Markov chain analysis for state-dependent systems. The system was divided into
an external structure, represented by a collection of physical machines, and an internal structure,
represented by a single physical machine. The authors developed a novel approach to determine the
equivalent traffic, approximating the real traffic appearing at the input of a single physical machine
under the assumptions of request distribution. As a result, it was possible to determine the actual
request loss probability in the entire system. The results obtained from both models (simulation and
analytical) were summarized in common graphs. The studies were related to the actual parameters
of commercially offered physical and virtual machines. The conducted research confirmed the high
accuracy of the analytical model and its independence from the number of different instances of
virtual machines and the number of physical machines. Thus, the model can be used to dimension
cloud systems.

Keywords: cloud computing; laaS; analytical model; Markov chains; system simulation; loss probabilities

1. Introduction

Currently, cloud systems represent one of the key areas within the ICT market. As
shown in a report published in September 2023 by Grand View Research [1], the global
size of the cloud services market alone could reach more than USD 1550 billion by 2030,
which translates into a Compound Annual Growth Rate (CAGR) of 14.1%. This transition
is driven by multiple factors, including the move of native applications to the cloud, the
demand for storage space, and the migration of physical machines from corporate premises
to virtual machines offered by providers as part of an Infrastructure as a Service (laaS) [2].
IaaS is a solution in which service providers allocate computing power to end users through
virtual machines (VMs) hosted on physical machines (PMs) owned by the service provider.
There are currently several operators providing such services on the market. Global leaders
in this area include Amazon with its AWS service and Microsoft with its Azure service.
As of the fourth quarter of 2023, the market share of these players in the cloud services
market was more than 50% [3]. Within the solutions of the aforementioned companies,
users can purchase access to virtual machines characterized by three main parameters, such
as Central Processing Unit (CPU), Random Access Memory (RAM), and Hard Disk Drive
(HDD) [4,5].
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The recent trend of moving services to the cloud poses several challenges for providers.
These include assessing network performance and the ability to provide services at the ap-
propriate quality level (Quality of Service (QoS)) to comply with the service level agreement
(SLA) signed with users. Such an assessment can be carried out by utilizing a system model:
analytical, simulation, or measurement-based. Analytical models are frequently regarded
as the quickest means to assess how the approval of a new request will influence system
performance. Many models of such systems working according to the IaaS model can be
found in the literature. The authors of the models proposed in [6-8] conducted their tests
for homogeneous virtual machines described by a single resource request parameter from
the system. Homogeneity of machines means that all requests to create a virtual machine
that appear on the system’s input require an equal number of system resources. In contrast,
the authors of [9,10] proposed an approach in which virtual machines are also described by
a single parameter, but their request is heterogeneous, i.e., virtual machines differ in size.
Consequently, the input requests to create virtual machines may require different numbers
of resources from the system. Multiparametric resource is more often used when trying
to determine the utilization of individual system resources [11-19]. Despite the practice
adopted by service providers to describe machines with three parameters (CPUs, RAM,
HDD), describing virtual machines for creating analytical models using a single resource
requested from the system has its justification. In the process of careful analysis of typical
VMs offered in different service characteristics offered by both Amazon and Microsoft, it
can be seen that successive VM parameters in each range are their multiples. For example,
the parameters of virtual machines offered by Microsft Azure type D2ads-D8ads v5 [4] are
summarized in Table 1.

Table 1. Parameters of virtual machines type D2ads-Dé64ads v5 offered by Microsoft [4].

Instance  vCPU(s) VEI;S]( s) I[{ég[ I[{:Il}/][ Stg;ige Stzréﬁe [XI\L/II]
D2ads v5 2 1 8 1 75 1 1
D4ads v5 4 2 16 2 150 2 2
D8ads v5 8 4 32 4 300 4 4

For the purpose of performing research using an analytical model, a process is required
to discretize and express requests in dimensionless units of resource allocation [AU—
Allocation Unit]. These are determined as the smallest common divisor of individual
requests. In the case of the D2ads-D8ads v5 VMs offered by Microsoft, for vCPU(s), a
single allocation unit can correspond to 2 CPU cores, as well as 8 GB of RAM and 75 GB of
disk space. The requests expressed in AUs for each type of VM are also shown in Table 1.
It is apparent that after the discretization process, the individual requests for VMs are
the same. Therefore, they can be reduced to a single parameter, and for the purpose of
calculation, a VM can be represented as a single value (VM column, Table 1). Therefore,
the primary research objective was to develop an approximate analytical model with high
accuracy for a heterogeneous cloud system. In this system, requests to create a virtual
machine occurring at the input require certain resources of a single physical machine, which
results in limited availability in both the external and internal structure.

However, if scaling was not possible in the used system, it would be necessary to
consider a multiparametric system. A model for such a system, where VMs can be described
by four independent parameters, has been developed and published in [18,19].

1.1. Related Works

In the models proposed in this article, in contrast to the publications [6-10,20,21], an
additional phenomenon related to resource constraints on individual physical machines
has been taken into account. The authors considered the case in which a request to create
a virtual machine appearing at the input to the system does not have access to all of
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the physical machine’s resources, but only a limited part of them. The limited internal
accessibility may be due to several factors, such as offering certain services only on a part of
the system, requiring access to specific memory segments, varying transmission speeds on
different disks, or the internal architecture of the physical machine. So far, the authors have
proposed two models for cloud systems with limited accessibility to physical resources,
published in [22,23].

To summarize the approaches of other authors in this area, it is worth mentioning
that in prior work, the authors in [20] introduced an analytical model utilizing Stochastic
Reward Nets (SRNSs) to characterize and assess an laaS cloud system. Initially, an SRN was
employed to represent a cluster of physical machines managed by MGM, later extending
to analyze a group of machines governed by a GM. This two-stage approach facilitated the
creation of a comprehensive monolithic model depicting the entire [aaS cloud. Recognizing
scalability challenges with the monolithic model, the authors proposed two approximate
SRN models leveraging folding and fixed-point iteration techniques. These models enabled
the evaluation of performance, availability, and power consumption of the IaaS cloud.
Concurrently, in [21], a model was devised to predict the quality of service parameters such
as average queue length and throughput, utilizing an open queuing model and the exact
spectral expansion method for parameter derivation. Furthermore, ref. [9] presented an
analytical model of an Iaa$S infrastructure incorporating variable activation requirements
for new virtual machines based on processor count. This heterogeneous model utilized hier-
archical analysis of birth and death processes under the assumption of server homogeneity.
Ref. [10] introduced a hierarchical architecture with subsystem decomposition for loss
probability determination, employing fixed-point methodology to ascertain total system
losses. Additionally, ref. [8] employed the M/G/m/m + K model to evaluate active VM
performance in Iaa$S clouds, providing insight into task distribution and quality parameters
such as average response time. Notably, ref. [7] also proposed a scalable SRN-based model
for large-scale cloud systems, facilitating the determination of utilization, availability, wait-
ing time, and response speed parameters. Lastly, refs. [22,23] proposed two models for
single-parametric heterogeneous cloud systems, relying on established analytical models of
under-resourced systems and macro-level Markov chain analysis. However, these models
demonstrated lower accuracy in comparison with the approach presented in this article.

1.2. Research Contribution
The main achievements of this article are as follows:

e Development of a heterogeneous analytical model for cloud systems with a single-
parameter description of virtual machines and limited internal availability of resources
in physical machines;

e The proposal of a novel approach to determining the probability of loss in a complex
system, significantly distinct from the methodologies outlined in articles [3-12];

¢ Development of the simulation model of the cloud system;

¢ Conducting extensive simulation and analytical studies to confirm the accuracy of the
proposed analytical model.

The article is organized in the following manner: Section 2 presents the characteristics
of heterogeneous cloud systems with limited availability. In turn, Section 3 discusses
the analytical model of the cloud system. Section 4 presents the simulation model of the
considered system. Subsequently, Section 5 is devoted to a discussion of example results,
including results for a system with parameters corresponding to real systems (System I).
Section 6 presents the article’s conclusions.

2. Characteristics of Heterogeneous Cloud Systems with Limited Availability

The cloud system model is based on the idea shown in Figure 1. In this model, the
first step in initiating a new virtual machine by request involves directing the request to a
device known as the Group Manager (GM). This device is responsible for controlling a set
of physical machines and activating a virtual machine on one of them in accordance with
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the adopted distribution algorithm. In their study, the authors adopted an even distribution
of virtual machines as the distribution algorithm throughout the system, which results in
loss minimization. Therefore, the case under consideration aims to provide optimization
from the point of view of traffic efficiency in the cloud system.
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Figure 1. The idea behind the working mechanism of the system.

Due to the assumption that both the demand for creating a VM and the capacity of
physical machines can be described by a single parameter, the capacity of the system is
referred to as Cy . At the same time, the demand for the creation of a new VM of class i can
be described as c;, understood as a group of machines requiring an identical number of
physical machine resources for their creation. Consequently, the different types of instances
shown in Table 1 can be treated as a class of requests. The number of VM classes that
can be run on the system is equal to m. When the GM receives a new request to create
a VM, it attempts to select a PM to activate the machine. The number of machines that
can be activated on a single PM depends on the physical resources of the PM and the
request describing the VM. It is assumed that a new request to create a VM of class i
can only be accepted for service if at least one PM at any given time has free resources
that meet the c; requirements of the VM. However, these resources must be limited to a
specifically defined part, rather than the entirety of resources available on the machine. The
number of resources accessible by a VM can be determined by the availability parameter
d;. This parameter specifies the number of physical machine resources that the virtual
machine can access. The requirement of specific resources (i.e., available resources) from
the physical machine may have to do with the internal design of the system, for example,
the requirement of a specific area in the disk space or offering the service only in a given
part of the system (the speed of one of the disks, the speed of a specific processor, etc.).
The model also assumes that the influx of requests to the system is Poisson in nature, with
the number of physical machines determined by the parameter k, and that all physical
machines controlled by the GM have the same capacity C—k" If there are no free resources on
any of the k physical machines in the system in the required resource group, the request is
rejected and considered lost.

3. Analytical Model

The analytical model proposed in the article makes it possible to determine the loss (the
ratio of the number of rejected requests to create a VM in the cloud system to all requests of
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this type that occur) for different classes of requests in the cloud system. These requests
differ in the number of system resources requested and the intensity of the influx, as well as
the number of resources available in each physical machine. To determine the probability of
loss, the authors used models known from the literature, i.e., a limited-availability system
and an Erlang’s ideal system.

3.1. Limited-Availability System

A limited-availability system (LAS) is a system built of k identical subsystems with
full availability. A diagram of such a system is shown in Figure 2. The capacity of each
subsystem is equal to Cg = %, where C} 45 is the capacity of the entire system. The system

is offered m classes of requests, each of which requires ¢; AUs (0 < i < m) to be handled.

1] 2 oo CLas E

A1¢21 2 i
: 1 2 ) Cras i
Acm i
k i

1 2 e o o CLAS i

Figure 2. Illustration of LAS model structure.

Request class i appearing at the input to the system can be handled in the system if
and only if at least one of the subsystems has enough free resources to handle it, i.e., c;.
Consequently, the LAS excludes the possibility of splitting the ¢; AUS request required by
the class i request among different subsystems. Analytical models for such systems have
been proposed in [24]. According to these models, the distribution of occupancy in LAS
can be determined as follows:

m
n[PLas(n)]c, o = Y kAvas,icioras,i(n —¢;)[P(n —c))lc, o 1)
i=1

where

*  Apas; is the offered traffic intensity of class ;
*  [PLas(n)]c s is the occupancy probability of n AUs in LAS with a total capacity of
Cras allocation units;
*  opas,i(n) is the so-called conditional transition coefficient between neighboring occu-
pancy states in LAS:
F(CLAS —n, k, Ci — 1)
F(Cras — 1,k Cs)

where F(x,k, c) is the number of possible distributions of x free (unoccupied) AUs in k

()

oLasi(n) =1—

subsystems, where each of the subsystems has a capacity of Cg = % AUs:
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E(x,k,Cs) = L%J(l)i(f) <x+k— i:il(Cs +1)>_ 3)

. i
i=0
By knowing the occupancy distribution, it becomes feasible to determine the loss
probability for each request class serviced by the system under the formula

kCs
Ei =) [1—01asi(n)][Pras()]kcs- (4)
n=0
In a simplified manner, the results of LAS modeling can be symbolically represented
as follows:

{P,E} = LAS(A, ¢,k Cs), ©)

where P represents the occupancy distribution in LAS, obtained based on (1), and E is
a set of loss probabilities (4), while A and c are sets of offered traffic and its demands
(Formulas (6) and (7)).

Aras = {Aras,i: 1 <i<mj, (6)

c={c¢:1<i<m}. (7)

The LAS model approximates the external structure of a cloud system, consisting of k
physical machines with equal capacities. These are offered a set of virtual machines with
different requirements, expressed in a dedicated class number of AUs.

3.2. Erlang Ideal System

An Erlang’s ideal system (EIS) is a certain abstract system in which requests of class
i(1 < i < m) arriving at its input do not have access to all of the Cgjg of the system, but
only a limited portion of it, called d; availability (Figure 3). The concept and analytical
model for single-service traffic was proposed by Erlang back in the early 20th century [25].
This model for multi-service traffic was generalized in the works [26,27]. In [26], it was
assumed that all classes of traffic have identical availability. In [27], on the other hand, the
assumption was that requests from different classes have access to resources with different
values, i.e., they have different accessibility.

Requests that access the same system resources are called a load group. The number
of load groups in an EIS system (g;), for request class i (1 < i < m), can be calculated using
the following formula:

_ (Crs\ _ Cgrs!
8= ( d; ) = (Cris — )il ®)

The availability parameter is defined for each class of requests in the system. Its value
depends on the structure of the system, the mechanism for controlling access to resources,
or specific requirements for the resources themselves. It is worth noting that within a single
class of requests, understood as requests of the same size (i.e., the required number of ¢;
AUs (1 <i < m) and value of availability parameter d;), not all requests necessarily receive
access to the same system AUs. Consequently, the demands of a class can be offered in
different load groups. Figure 3 illustrates a very simple example of such a situation—a
single-service system (occurring in a system of 1 class of requests and requiring a single
resource for service) with a capacity of 3 AUs and an availability of d = 2 AUs. In the
situation shown, according to the Formula (8), 3 load groups can be distinguished, having
access to the 1st and the 2nd resource in the system, the 2nd and the 3rd resource in the
system, and the 1st and the 3rd resource in the system, respectively. The figure shows the
blocked state for the third load group, because even though there is one resource free in
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the system (the 2nd place in the system), this request does not have access to it and must
be rejected.

Load Group 1

Load Group 2

Load Group 3 Load Group 3 - 3

'Inaccessib]e| | Accessible

Figure 3. Illustration of the design of a single-service EIS model with a capacity of 3 and an availability
of 2.

Analogically to LAS, sufficient resources throughout the system do not guarantee that
a request will be accepted for service. An incoming request of class i will be accepted for
service if and only if a sufficient number of resources c; are free within the load group
specified for that request. Given this assumption, the conditional transition coefficient in
the EIS model can be determined as follows:

z (di) (CEIS*di)

opis,i(n) =1— ) =

n—x

—— 9
C

d,’—Ci-‘rl ( EIS)

where
e z=n—gc,if(di—c+1)<(n—c) <d,
o z=d;,if(n—y¢) >d;.
After determining the conditional transition coefficient between states, the occupancy
distribution can be determined using the equation

m
n[Peis(n)]cys = Y Aris,iveisi(n — ¢;) [Peis(n — ¢1)] oy (10)
i=1
Once the conditional probability of transition between adjacent states is determined,
the occupancy distribution can be determined by the formula

Ceis
Egrsi = ), [1— 0ps,i(1)][Pers ()] cppe- (11)

n=0
In this article, the EIS model was used to approximate the internal structure of the
cloud system, in which the upcoming requests (to create MVs of a given class) at the input
of a single physical machine have access to a uniquely defined part of the resources of
this machine.
To simplify the notation, the results of the EIS model can symbolically be represented
as follows:

{Pgrs, Egis} = EIS(Ags, ¢, Crrs), (12)

where P represents the occupancy distribution in the EIS, obtained from an equation
analogous to that obtained with Equation (10), while E is the set of loss probabilities
obtained using Equation (11). While Agys, ¢ and d are sets of offered traffic and its requests
and availability:

Apis = {Aps;i: 1< i <m}, (13)

c={c¢:1<i<m}, (14)
d={d,1<i<m) (15)
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The analytical models presented in Sections 3.1 and 3.2 are well known in the literature
of the subject and have been successfully used for years for the analysis, design and
optimization of ICT systems. These models are used to analyze switching fields [28],
physical cloud computing infrastructure [19] or prioritized systems [29]. Regardless of the
current work on the systems under consideration, the books [30,31] provide a coherent
summary of knowledge on these models and their applications.

3.3. Model L-E-CBP

In articles [22,23], two analytical models of the cloud system were proposed, based on
a product-based approach to determine the conditional transition coefficient in systems in
which state dependence is influenced by several independent factors [32]. In the model,
the cloud system was treated as a unified system (i.e., a system without division into
external and internal structures) with a productively determined conditional transition
probability. The disadvantage of this approach is the necessity to scale the occupancy state
in a single physical machine to the occupancy state in the entire system, which consequently
negatively affects the accuracy of the adopted solution. In order to improve the accuracy of
analytical modeling of cloud systems, the paper proposes a new model L-E-CBP (LAS-EIS-
Cloud Blocking Probability). The authors describe model using the symbols and acronyms
listed in Table 2.

Table 2. Symbols and corresponding descriptions.

Symbol Description

PM Physical Machine

VM Virtual Machine

AU allocation unit

LAS limited-availability system

EIS Erlang’s ideal system

CBP cloud blocking probability

k number of PMs in system

Arasi the offered traffic intensity of class i in LAS model

(on the input of the entire cloud system)

[PLas(n)]kcys  the occupancy probability of n AUs in LAS with a total capacity

of kCEIS AUs

opas,i(n) conditional transition coefficient between neighboring occupancy
states in LAS for class i in occupancy state n

Cris size of a single PM (capacity of the EIS system)

CrLas the entire capacity of the cloud system built of k PMs (capacity of the
LAS system equal to kCgys)

Eras,i loss probability of class i in LAS

[Peis(n)]cys  the occupancy probability of n AUs in EIS with a total capacity
of CEIS AUs

ogrsi(n) conditional transition coefficient between neighboring occupancy
states in EIS for class i in occupancy state n

Egrs,i loss probability of class i in EIS

d; availability parameter of class i in EIS

Afrs,; equivalent traffic of request of class i at the input of the single PM

Ecep;i total loss probability of class 7 requests in the cloud system
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The model assumes that the external structure of the cloud system (a system of physical
machines) is modeled based on LAS, while the internal structure (a single virtual machine)
is modeled based on EIS. First, the L-E-CPB model determines the loss probability resulting
from the external structure of the cloud system, i.e., a system consisting of k independent
physical machines with identical parameters. In these physical machines, a request for
a virtual machine creation can be serviced only if there are free resources in at least one
physical machine of the system to support the virtual machine completely, i.e., without
participating in the support of other physical machines. Then, assuming that the algorithms
for allocating resources to virtual machines strive to load all physical machines equally,
it can be assumed that the traffic offered to individual physical machines is identical and
results from the division of traffic flowing down from the external structure (i.e., traffic that
has not been lost in the external structure) into k traffic streams of identical intensity. In
the article, such traffic is called equivalent traffic and is the basis for modeling the internal
structure of the cloud system (a single physical machine) based on the EIS model. In the
next step, the actual loss probability of the cloud system is determined, taking into account
both the availability of a single physical machine and the number of physical machines in
the system. Figure 4 shows the concept of traffic distribution in a cloud system, according
to the proposed L-E-CBP model.

[mmmmmmmmmmmmmm e m e m e m e .
i 1 i
i“'m - (= Busd- Auses :
! —> 1 2 EIS Cpum|1i
: !

]
i 2 :
i i
i i
A b ) 112 EIS Cpul!
> >—<—> :
i 1
1 . !
i ]
] ° . H
I L] L] I
: ‘ k !
1
i i
i i
1
=A: _ (L= Prasi) - Aasi 1 2 Els CPM i
: EIS, k I
B o o B o o o o Jd

Figure 4. Illustration of the L-E-CBP model concept.

In the proposed L-E-CBP model, the probability of loss of class i, resulting from the
external structure of the cloud system, is approximated by a LAS model consisting of k

subsystems, which in turn are EIS systems with a capacity of Cs = Cgig = CLkAS AUs. Thus,
the probability of loss in the external structure of the system, expressed by Equation (4),
can be rewritten in the adopted notation as follows:

kCrs
Erasi = ) [1—0vasi(m)][PLas(m)]icye- (16)
n=0
Simultaneously, the probability of loss due to the internal configuration of the system
is approximated by the EIS model, consisting of Cgis AUs, where requests of class i have
access to a certain portion of the physical machine’s resources determined by the value of
the availability parameter d;. This probability of loss is given by the Equation (11).
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Let us consider a cloud system with a total capacity of Cy o5 providing access to k
PMs. Note that the external structure’s probability of loss E; as = LAS(Apas, ¢, k, Cgis)
is determined by the traffic offered to the entire cloud system, i.e., the Ay ag traffic. On
the other hand, the probability of internal structure loss Egis = EIS(Afg, ¢, d, Cgrs) is
determined from the equivalent traffic sets A, where each element of Agg ; is defined.

Aty = (1 ELASI:) “ALas;i 17)

Thus defined equivalent traffic—offered to a single internal structure—is traffic that
is not lost in the external structure. The total probability of loss in the cloud system Ecgp,
taking into account losses in the external structure and k internal structures in the L-E-CBP
model, is approximated by the probability of traffic loss. The probability of traffic loss is
defined as the ratio of traffic lost to traffic offered to a given system. Traffic lost of class i in
an external structure has a value of Ay ag;Eyas;. Traffic lost in a single internal structure
(physical machine) is equal to AEIS,i Eggs,i. Thus, the total class and lost traffic in an external
structure and k internal structures is equal to ApasiEpasi + kAgis,;” Egis,i- Now, based on
the definition of traffic loss probability, the total loss probability of class i requests in the
cloud system can be approximated as follows:

[ALAS,iELAS,i + kAgs,; (EEIS,i)k}

Ecpp,i = AL s : (18)
i

The values of Ecpp, are the elements of the sets Ecpp covering loss probabilities for all
classes of traffic offered to the cloud system.

The determination of cloud system loss probabilities based on the L-E-CBP model
can be written in the form of the L-E-CBP METHOD:

L-E-CBP METHOD:

1.  Determine, according to the LAS model, the occupancy distribution and the loss
probability in the external structure of the system according to the formula
{PLas, ELas} = LAS(ALas, ¢, k, Cs).

2. Determine the equivalent traffic-based on Formula (17)-appearing at the input of a
single physical machine:

. _ (1—-Epas,i)ALas,i .
Afis = {Afs;  Afrsi = ( k’) “A1<i<m}.

3. Determine the occupancy distribution and the loss probability in a single physical
machine of capacity Cgis = % at the input of which the equivalent traffic offered
determined in Step 2 appears. Based on the EIS model, it can be written as follows:
{Peis, Beis} = EIS(Agy, ¢, d, Cers)-

4. Determine the total losses in the cloud system based on the Formula (18):

[ALas,iELasiTkAfs : (Epsi)]
Ecsp = {Ecsp, : Ecpp,i = A

A1 <i<m}

4. Simulation Model

As part of the research on complex cloud systems, a simulation model of such a
system was developed and implemented [22,23], which was appropriately modified for the
research presented in this article. The simulator, developed in C++, allows for the analysis
of the probability of rejection of requests to create a new virtual machine for particular
classes of virtual machines. VM classes represent types of virtual machines of different sizes
and are interpreted in the simulator as classes of traffic offered to the cloud system with
appropriate parameters. The program was divided into modules responsible for carrying
out the various tasks of the simulator, and their interrelationships are shown in Figure 5.

e Input data are used to enter basic parameters into the system, such as the type and
number of request classes along with their size and availability, system parameters
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(external and internal structure) along with capacities, and the definition of the queue
in the system along with the management algorithm;

Requests are used to initialize the various classes of submissions, along with their
basic handling implemented in the distinguished methods, depending on the adopted
parameters (type of traffic (BPP), type of traffic elastic, adaptive, streaming);

System is used to initialize the structure of the system (number of physical machines,
availability in their area) and methods for handling servers;

Simulation is used to initiate and control the process of the simulation being carried
out according to the adopted scenario;

Events are used to describe and execute timed and conditional events occurring in
the system;

Events_List is used to store events occurring in the system and their handling accord-
ing to the order of occurrence.

Generators are used to generate distributions and random numbers;

Statistics is used to determine statistical data related to quality parameters of the system;
Output_Data are used to save the statistical data resulting from the carried out digital
simulation process in output files.

Input Data '

Request System

Simulation

Event List

. -

vent

Statistics

Output Data

Figure 5. The block diagram of the simulation model operation.

The simulation process assumed a uniform identical capacity for all k physical ma-

chines, expressed in adopted AUs and equal to Cpys. Thus, the total capacity of the cloud
system is C = kCpy. Each traffic class is characterized by the following parameters:

A;i—average intensity of class i requests;

ui—average intensity of handling a class i request;

c;—the average number of AUs required to serve a request of class i;

d;—availability for class i requests, i.e., the number of resources, expressed in AUs, in
which a given request can be fulfilled.

In the simulator, the input parameter for traffic is the average traffic offered to a single

AU of the cloud system aay, which is defined as follows:

" A
AAy = % (19)
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The proportion of offered traffic xq : x7 : - - - : x;, determining their share in the aggregate
traffic stream:

X1:Xp .o Xy = Aqcr t Apco oot A (20)

Based on (19) and (20), the simulator determines the values of the offered traffic of each class:

aauCy;

Aj= ————.
T
anl XnCn

(21)

Then, this allows you to determine the request intensity of each class of lambda;
requests. Assuming that the offered traffic is Erlang traffic, the stream of requests is a
Poisson stream of intensities:

1
A 0 (22)

The parameters A; and y; allow for the use of random number generators with an
exponential distribution, necessary to simulate the process of appearing and handling new
requests. The authors implemented pseudo-random number generators in the simulation
model. The primary generator implemented was a uniform distribution generator, which
formed the basis for the other generators. For this purpose, a linear multiplicative generator,
proposed in the work of [33], was developed, operating according to the formula:

Xp+1 = (aXyn)%(z), (23)

where
e a=16,807;
o z=2-1.
The developed generator became the basis of an exponential number generator essen-
tial in analyzing systems with Erlang traffic. The exponential distribution was obtained

according to the method of inverting the distribution (inverse method). Since an exponen-
tial distribution is described by the formula:

FX)=0 V x<0, (24)
F(X)=1—-e¢™™ V (A>0Ax>0),

it is possible to determine the inverse distribution of the distribution for x > 0 underlying
the exponential distribution:

1
X = —Xln(l —u), (25)

where

e  Xrepresents the next designated random number with an exponential distribution;
*  urepresents the next value determined by the exponential generator.

4.1. General Simulation Algorithm

The developed discrete-time continuous simulation model was implemented in C++
using the event scheduling method [34]. The general algorithm according to which the
simulation program works can be presented in the form of the following steps [34]:

1.  Initial configuration of the simulation model—creating all sources generating requests
of individual traffic classes, setting input parameters.

2. Initializing the model by activating traffic sources and placing events (appearance of
requests) in the event list.

3. Checking the end condition of the simulation. If the end condition is met, the simula-
tion is terminated and the results are saved.

4. Assigning the system time to the time of the first event in the list.

Executing the first event in the event list.

6. Removing the first event from the list and returning to Step 3.

o1
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4.2. Handling Events in the System

In the simulation model of a cloud system with a complex limited availability structure,
two time-related events are defined: the arrival of a new request and the completion of the
request handling. According to the event scheduling method, each event is represented by a
separate child class of the Events class and executed by methods implemented in them. The
described approach allows the system to define many different Erlang-type traffic classes.

In the conducted research, m traffic classes of the Erlang type were defined. The
function that implements events related to the arrival of a new request can be described
as follows:

1. Schedule the appearance of a new class i request based on a random number generator
with an exponential distribution whose parameter is the intensity of A;. Placing the
event in the event list.

2. Determine d system resources to which the new request has access, according to the
d; accessibility adopted for the class.

3. Determine the ability to handle a new request, i.e., whether the system has sufficient
resources to handle a new request.

(a) Check whether any of the k physical machines have a minimum of c; free AUs
within the designated d; available AUs. If not, the request is lost due to the
cloud system’s external structure blockage.

(b)  If there is more than one physical machine with a sufficient number of AUs,
the physical machine that will handle the new request is selected based on a
random number generator with a uniform distribution.

4.  Seizure of resources required by the i class request.

5. Schedule the termination of the handling of a new request based on a random number
generator with an exponential distribution whose parameter is the intensity of the
handling according to the exponential distribution ;. Place the event in the event list.

The function that implements the request service termination event can be described
as follows:

1. Checking which physical machine was used to handle the request.

2. Checking which physical machine resources were used to handle the request.

3. Releasing the resources of the physical machine and removing the object representing
the request from the system.

The simulator that was used to verify the results obtained with the analytical model
has a high degree of scalability and the ability to take into account various scenarios for
cloud systems, which makes it possible to test analytical models for very extreme cases. The
simulation environment allows for determining the number and size of physical machines,
as well as the distribution of available resources into those required by each request, taking
into account different disks, different processors, etc. In addition, it is possible to use
different types of distribution of incoming traffic and its division into different classes of
requests understood as different virtual machines. Since the model was developed by the
article’s authors, it remains a closed solution and is not as widely used by the scientific
community as well-known simulators like CloudSim. in Ref. [35] or GreenCloud [36]. This
provides some constraints on the addition of new libraries by the research community. At
the same time, it provides full control and reliability from the authors’ point of view and
an understanding of how the system works according to the assumptions made, which
translates into a more complete and reliable ability to test the analytical model.

4.3. End of Simulation Condition

In determining the probability of loss, the condition for the end of the simulation
experiment is counting the appropriate number of generated requests of the least active
class (usually the class with the highest number of requested AUs). The average result is
calculated based on 10 series. In practice, to obtain a 95% confidence interval of no more
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than 5% of the average value of the results obtained from the simulation experiments, about
750,000 notifications of the least active class should be generated.

5. Numerical Results

In this section, the results obtained from the proposed analytical model are compared
with the results of the corresponding simulation experiments. To determine the parameters
of the tested systems, a comprehensive analysis of both physical and virtual machine
resources available in the market was conducted, including an analysis of the available
virtual machines offered by vendors such as Microsoft and Amazon. It was decided
to choose machines of types D2ads—-D8ads v5 offered within the Azure platform. The
parameters of typically offered machines are delineated in Table 1. As discernible, the
subsequent parameters of the virtual machines within each range are multiples thereof.
This trend is prevalent across most available machine types within both AWS and Azure
solutions. SuperMicro AMD EPY A+ Server 4124GS-TNR servers were considered for
this purpose. For the sake of deliberation, the hardware configuration depicted in Table 3
was adopted.

Table 3. Hardware configuration of servers.

Server CPU(s) RAM Storage
Supermicro 2x Milan 7453 2x 128 GB 1x Samsung PM883
AMD EPY A+ DP/UP 28C/56T DDR4-3200 MHz 1.92 TB SATA 6 Gb/s

Server 4124GS-TNR 275G 64 M225W 4R x 4 ECC RDIMM V4 TLC 2.5 7 mm

It is also assumed that to create virtual machines for users, 50 CPU cores, and 200 GB
of RAM are used on each physical machine, and 1875 GB of disk space is reserved. The
remaining server resources are reserved for device management and control operations. The
system assumes the use of three servers simultaneously, whereby a virtual machine can be
created if and only if a sufficient number of resources are available on a single server in the
area reserved for it, based on availability. Taking into account the adopted AU values for
individual resources, the capacity of servers can be expressed in AUs according to Table 4.

Table 4. Hardware configuration of servers in AUs.

Server CPU(s) [AUs] RAM [AUs] Storage [AUs]
Supermicro
AMD EPY A+ 25 25 25

Server 4124GS-TNR

A VM of a given class is treated as a multiplication of the VM with the smallest
requests, which in turn defines one allocation unit (c; = 1 AU). It is associated with a
requirement of two processor cores, 8 GB of RAM, and 75 GB of disk space (Table 1). In
the analyzed system, named System I, the following classes of requests (VM allocations)
are still supported: c; = 2 AUs, c3 = 4 AUs, with the capacity of a single server being
C = 25 AUs. The final parameters of System I are presented in Table 5.

The authors also conducted a number of other studies, taking into account scenarios
which demand that the requested AUs are not their consecutive multiples, as well as
situations in which the availability for different classes of requests varies. In order to
present these scenarios, the authors have included in the article two additional systems
(System II and System III), whose parameters are shown in Table 6.
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Table 5. Parameters of a System 1.

System 1
No. of PMs PM Capacity
k=3 Cpm =25 AU
VMs demands
VM class 1 ¢c1 =1AUs d; =15 AUs
VM class 2 ¢ =2 AUs d, =15 AUs
VM class 3 c3 =4 AUs dsz =15 AUs
Table 6. Parameters of a Systems 2, 3, and 4.
System 2
No. of PMs PM Capacity
k=3 Cpm = 25 AUs
VMs demands
VM class 1 c1 =1AUs d; =15 AUs
VM class 2 ¢p =2 AUs dr =15 AUs
VM class 3 c3 =3 AUs d3 =15 AUs
VM class 4 ¢y =4 AUs dy =15 AUs
System 3
No. of PMs PM Capacity
k=3 Cpm = 18 AUs
VMs demands
VM class 1 c1 =1AUs d; =5 AUs
VM class 2 ¢p =2 AUs dr, =8 AUs
VM class 3 c3 =4 AUs d3z =12 AUs

In all of the considered scenarios, it was assumed that the total offered traffic was
divided among the different classes of requests in the following proportions: Ajcy : Azcy :
coe D Apeyy = 121 0 ... ¢ 1. In each simulation experiment, to determine a single
measurement, 10 series of simulations were run, each with 800,000 requests of the class
that required the largest number of AUs to handle. The results are plotted as a function of
the traffic offered to a single AU available in the cloud system. Figures 6-8 show the loss
probabilities obtained for three different systems (see Tables 5 and 6).

The proposed analytical model constitutes an approximation. Yet, it demonstrates com-
mendable accuracy in capturing the dynamics of single-parameter cloud systems, whereby
incoming requests for physical machine allocation are confined to limited resource subsets
rather than availing access to entire physical machines. Notably, the model exhibits heightened
precision when a fixed availability parameter is upheld across all request classes, represent-
ing a consistent fraction of the overall system capacity. The model’s fidelity remains robust
irrespective of request distribution. However, under scenarios of subdued traffic and hetero-
geneous availability across request classes, marginal diminutions in accuracy are observed.
To further illustrate the accuracy of the model, sample results obtained using the analytical
and simulation model for System 1 are summarized in Table 7. The table presents the loss
probabilities for each class of requests, with selected input traffic per single AU of the entire
system. The authors decided to select a 4(; traffic at 0.7 Erl and 1 Erl.
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1.4

Table 7. Simulation and calculation loss probability results for System 1 with 0.7 Erl and 1 Erl traffic.

aay = 0.7 Erl
Class 1 Class 2 Class 3
calc. sim. calc. sim. calc. sim.
0.0020 0.0014 [ +0.0001 | 0.0098 0.0090 [ +0.0002 | 0.0537 0.0610 [ +0.0016
aay = 1 Erl
Class 1 Class 2 Class 3
calc. sim. calc. sim. calc. sim.
0.0271 0.0196 ‘ +0.0005 | 0.1045 0.0912 ‘ +0.0012 | 0.3419 0.3552 ‘ +0.0017
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It is imperative to underscore that the devised methodology is fully scalable for
servers featuring identical specifications. This scalability stems from the inherent scalability
of all constituent components of the proposed method, ensuring fidelity independent
of the number of physical machines. The foundational models underpinning the LE-
CBP methodology are widely embraced for modeling contemporary ICT systems and
networks. Consequently, the proposed model holds utility in preemptively assessing
requisite parameters for physical machines, including quality metrics such as virtual
machine creation request rejections. Moreover, the model’s user-friendliness and superior
accuracy vis-a-vis previously posited models by the authors [22,23] further accentuate its
practical appeal.

In conclusion, the proposed model has sufficient accuracy to be used for preliminary
analysis of cloud systems to model them for selected quality parameters. The developed
method is fast and allows us to determine parameters in a virtual machine environment of
variable size, which is a great advantage compared to many other models known in the
literature. In addition, it allows analysis for systems in which access to virtual machines
in physical machines is limited. These constraints can arise from the structure of physical
machines, differences in parameters such as memory or processor speed, or access to
specific areas in memory.

The ability to accurately assess the loss probability in the system makes it possible
to adjust the physical size of the machines at the design stage to best suit the end user’s
requirements. In addition, the model allows for verifying the feasibility of using fewer
machines and assessing the impact on potential losses in the system, so that the number
of machines will be optimally adjusted, consequently reducing energy consumption. At
the same time, by determining the occupancy distribution of each resource, it is possible
to determine the probability of the occupied state. This illustrates the probability with
which a given physical machine (its resources) will be loaded to a certain percentage.
This distribution also makes it possible to determine the average utilization of system
resources [18].

6. Conclusions

As part of the article, the authors’ objective was to develop an approximate analytical
model based on the Markov chain for a heterogeneous cloud system to determine loss
probability. The model assumed a system composed of multiple physical machines on
which virtual machines with varying requirements were created. These requirements relate
both to the number of physical resources (variation in the size of virtual machines) and
access to specific resources of the physical machine necessary to perform the service. A
dedicated simulation model was developed to determine the accuracy of the analytical
model. The authors, by distinguishing the external structure of the system consisting
of multiple physical machines and the internal structure consisting of a single server,
determined the equivalent traffic. This traffic approximated the actual traffic entering each
physical machine, which made it possible to determine the actual loss probability in the
entire system with limited availability. The conducted tests confirm the high accuracy of
the proposed L-E-CBP model, the consequence of which is its applicability in the process of
designing and sizing cloud systems.

The paper assumes a uniform distribution of virtual machines between physical
machines, as well as an equal number of resources within the available physical machines.
It also assumes that requests to create a virtual machine can be scaled from four parameters
(RAM, CPU, disk, and bandwidth) to a single parameter. This is a certain limitation in its
applicability since it is not universal for every system type. However, as demonstrated in
the article, such scaling is typical of solutions available on the market.

In the future, the authors plan to consider other ways of distributing VMs and control
mechanisms known from the literature [37-41], as well as the possibility of moving VMs
between physical machines to minimize the loss factor. In addition, they assume the use
of queuing, compression in the system, and the use of traffic distributions other than
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Erlang, which are described in the articles [27,42]. Moreover, the authors will attempt
to develop a multi-parametric model under the accessibility limitations adopted in this
article. Another aspect important to consider in the future will be the use of cloud system
resources and the application of cloud theory to optimize energy use [11,16,43-45]. Thus,
the authors plan to initiate research on multidimensional Markov chains considering the
use of SD-FIFO input queue alongside Erlang, Engset, and Pascal type adaptive traffic [42].
The next important stage of research will be the application of overflows considering the
MIM-NSD-BPP method [46] and applying the methodology for the multi-parametric model
presented in [18,19].
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