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Abstract: The development of society has deepened the application of the Internet in production
and daily life. At the same time, network security risks are becoming increasingly severe. For the
security problems faced in cyberspace, most of the traditional defenses are currently focused on
blocking the discovered vulnerabilities. However, these methods not only rely on prior knowledge of
vulnerabilities but also fail to address the security issues brought about by the protection program
itself. In view of this, endogenous security, which emphasizes the importance of not relying on
a priori knowledge and not bringing in new security problems, has received increasing attention.
This review provides a detailed introduction to endogenous security and its related issues, which
is lacking in the field of network security. Firstly, this paper outlines the detrimental effects of
vulnerabilities, identifies issues within moving target defense, and contrasts it with mimic defense.
Additionally, the concepts, models, principles, and application scenarios of endogenous security are
introduced. Finally, the challenges encountered by this technology are comprehensively summarized,
and potential future development trends are further explored.
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1. Introduction

Cyberspace security is an important issue in the Internet era. In 2023, the H3C
Cybersecurity Vulnerability Landscape Report recorded a total of 29,039 vulnerabilities,
representing a 16.6% increase from 2022’s tally of 24,892, making it the highest number
in history [1]. Of these vulnerabilities, there are 4298 ultra-hazardous vulnerabilities and
10,741 high-risk vulnerabilities. The ratio of ultra-hazardous to high-risk vulnerabilities
stands at 51.8%, and the number of vulnerabilities classified as high-risk or higher has
increased by 7.1% compared with 2022. The number of publicly disclosed vulnerabilities
has been steadily rising since 2017, with an annual increase of over 10%. Meanwhile, the
risk of vulnerabilities in network security products is also increasing, making the network
security situation more complex and severe [2]. Although existing defense mechanisms
such as firewalls [3], intrusion detection systems (IDSs) [4], and vulnerability scanning
technology [5] can detect and defend against known types of network security threats,
they struggle to prevent unknown vulnerabilities and backdoors. This reliance on a priori
knowledge renders defenders passive in the face of attack and defense confrontations.

In probability theory and statistics, a priori knowledge and posterior knowledge
are the two basic concepts of Bayesian inference. Prior knowledge refers to our existing
understanding or confidence in an uncertain parameter before observing any data, which
may stem from past research, expert insights, or historical data accumulation. Conversely,
posterior knowledge represents updated cognition or confidence after observing data,
derived from the analysis of new data. In cybersecurity, prior knowledge can be seen
as a general understanding of cyber attacks, while posterior knowledge may involve
precise insights into an attacker’s tactics gained from analyzing specific network traffic or
attack events.

Electronics 2024, 13, 2185. https://doi.org/10.3390/electronics13112185 https://www.mdpi.com/journal/electronics

https://doi.org/10.3390/electronics13112185
https://doi.org/10.3390/electronics13112185
https://creativecommons.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/electronics
https://www.mdpi.com
https://doi.org/10.3390/electronics13112185
https://www.mdpi.com/journal/electronics
https://www.mdpi.com/article/10.3390/electronics13112185?type=check_update&version=2


Electronics 2024, 13, 2185 2 of 15

To address these challenges, mobile target defense (MTD) [6] transforms traditional
static passive defense strategies into dynamic active defense strategies. By constantly
changing the environment and resource allocation of the target system, MTD increases
the difficulty for attackers to create and maintain attack chains. However, MTD still
fundamentally fails to address security problems inherent in defense mechanisms as none
of these defenses have endogenous security properties [7]. To tackle these issues, the
literature [8] proposes a defense mechanism called cyberspace mimic defense (CMD).
CMD constitutes a dynamic heterogeneous redundancy structure, adding a dynamic,
random, and diversified mechanism based on negative feedback control to the dissimilar
redundancy structure (DRS). This not only effectively defends against threats posed by
unknown vulnerabilities and backdoors but also addresses endogenous security problems
inherent in defense mechanisms.

Diversity-based intrusion tolerance technology enhances the robustness and surviv-
ability of information systems, ensuring the normal operation of security systems in harsh
environments. However, due to its redundancy and voting mechanism, the application
of this technology is more expensive and costly [9]. While its dynamic migration and
reconfiguration characteristics can increase the difficulty of third-party attacks and the
cost of hacking, the higher frequency of communication changes will directly affect the
robustness and stability of the information system. Therefore, the core of this technique
lies in balancing system performance and change frequency. In addition, in some cases,
the information security system designed based on the MTD concept is essentially a single
static system, which will increase the success rate of attackers and cannot effectively protect
network security. Unlike MTD based on a stealth mechanism, DHR “neutralizes” or masks
the output of the attacked target by voting the output, thereby reducing the success rate
and impact of third-party attacks on the information security system. DHR has efficient
and reliable defense capability at the router and web server level, making it widely used in
various fields.

2. Endogenous Security in Cyberspace
2.1. Definition of Endogenous Security Issues

In network environments, to reduce system structure complexity and operational costs,
people often choose to implement specific functions through a single protocol standard or
a unified software and hardware scheme. However, this practice also introduces potential
vulnerabilities in cyberspace. Therefore, diversity is regarded as one of the important
means to enhance the service function of cyberspace and the anti-attack capability of
network elements and terminals. Diversity is mainly reflected in two aspects: diversity
of executors and diversity of execution space. Executor diversity involves heterogeneous
CPUs, diversified operating systems, databases, and functional software. Execution space
diversity refers to isolating the operating environment that hosts the executor, such as using
different virtual environments or execution platforms.

Dynamics is a characteristic of a system that changes over time, sometimes referred
to as “time-varying” in certain fields. Time-varying systems are distinctive because their
outputs are influenced not only by the inputs but also by the timing of the input loads. This
feature not only adds complexity to system analysis and research but also increases the cost
and difficulty of attacks.

The first step to understanding the importance of dynamism is the proper allocation
of redundant resources. Redundancy, in this context, is a method to mitigate the risk of
system damage caused by unforeseen events by adding extra resources. In other words,
the level of resource redundancy directly determines the extent of dynamic adjustment of
the system, as well as its fault tolerance and resilience—its ability to withstand stress and
remain robust in the face of errors or intrusions.

Ref. [10] proposes the principle of incomplete intersection. As illustrated in Figure 1,
the three domains D, V, and R correspond to dynamism, diversity, and redundancy, respec-
tively. If there is a lack of comprehensive intersection between these three domains, or only



Electronics 2024, 13, 2185 3 of 15

partial intersections exist, they will not be able to effectively defend against cyberattacks
launched based on unknown vulnerabilities and backdoors within the target object.

In other words, without the need for prior knowledge as a foundation, if there is no
complete intersection between D, V, and R, then the issue of unknown security threats in
cyberspace will not be effectively addressed. When a defense system fails to achieve a
complete intersection in terms of dynamism, diversity, and redundancy, the system lacks the
ability to prevent and respond to unknown security threats and disruptions, indicating that
the system does not possess endogenous security characteristics. The term “endogenous” is
used to describe factors (or variables) within a system or model that are closely related and
indivisible. Unlike factors that can be embedded or added, endogenous factors refer to core
components that cannot be isolated from the system or model. The concept of endogenous
security involves achieving quantifiable, designable, verifiable, and measurable security
functions through the inherent architecture, functions, and operating mechanisms of the
system itself. This security is not simply embedded in existing technology; rather, it is a
natural part of the system and is designed to address both known and unknown security
threats through a well-designed security architecture.

Endogenous security is a philosophical generalization and exposition of ref. [11] regard-
ing the status of cyberspace security. It represents an emerging concept in the field of
cybersecurity and technological development. Specifically, it encompasses two aspects:
endogenous security issues and endogenous security institutional mechanisms.

Endogenous security in cyberspace can be categorized into two types of issues. One
type is narrow endogenous safety and security (NESS), which pertains to software and
hardware systems that, aside from their intended design functions, always contain explicitly
or implicitly expressed non-expected functions, including side effects, vulnerabilities, and
natural breakdowns. The other type of issue is general endogenous safety and security
(GESS), which refers to systems specifically designed to be safe and secure in cyberspace.
GESS encompasses the narrow endogenous security issues, including hidden functions
not visible to end users or functions not explicitly declared or disclosed by hardware and
software to the user, such as front doors, backdoors, trapdoors, and other “dark functions”.

R

Redundancy

D

Dynamics

V

Variety

DV DR

VR

Figure 1. The principle of incomplete intersection.

At present, there is little that can be accomplished regarding defense against uncer-
tainty threats based on endogenous security issues. The security design of information
systems or control devices is unquantifiable, and verified metrics seem to have become the
“Achilles’ heel” of cyberspace. Philosophically speaking, endogenous security problems are
difficult to completely eliminate; only “conditional avoidance” can be implemented within
the constraints of space and time. In theory and practice, researchers have been attempting
to eradicate endogenous security problems for many years, but success remains elusive. A
review of traditional cybersecurity thinking and technical approaches makes it clear why
cyberspace security has fallen into its current predicament. However, it is worthwhile for
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researchers to focus on and overcome the scientific and technological challenges of “condi-
tionally avoiding or mitigating” uncertain threat impacts based on endogenous security
issues. In the context of endogenous security, a domestic team, after extensive research and
repeated practice, proposed a dynamic heterogeneous redundancy structure to address
or mitigate the risks posed by “known unknowns” or “unknown unknowns” within the
target object. This principle and method are named cyberspace mimic defense (CMD).

2.2. Approaches to Endogenous Security

According to the literature [12], the term “endogenous” refers to factors (or variables)
within a system or model that are inherently interrelated and inseparable. Unlike factors
that can be embedded or added externally, endogenous factors constitute core components
that are integral to the system or model. On the other hand, the concept of endogenous secu-
rity revolves around achieving quantifiable, designable, verifiable, and measurable security
functions through the inherent characteristics of the system’s architecture, functionality,
and operational mechanisms. This type of security does not merely rely on embedding
into existing technologies; rather, it stems from the natural properties within the system,
aiming to mitigate both known and unknown security threats through a well-designed
security architecture. The application of endogenous security concepts is versatile, span-
ning numerous scenarios and technologies. For instance, the literature [13] combines AI
with endogenous security principles to introduce a novel endogenous security defense
mechanism called LSSM.

In biology, the phenomenon where an organism mimics its environment or another
organism in terms of color, texture, and shape is called mimicry. According to defense
behavior, it can be classified into the category of active defense-based on endogenous
mechanisms, and the literature [14] on cyberspace mimicry defense refers to it as “mimic
guise” (MG). Mimicry is very common in nature; for example, the kallima inachis butterfly
can mimic the color of dead leaves, perfectly concealing its movements in the environment
to avoid detection by natural enemies. Inspired by the defense effect demonstrated by
mimicry in the biological world, the literature [14] proposed cyberspace mimicry defense
(CMD) to address endogenous security problems. CMD is the first active defense theory
pioneered by a domestic research team, and its core implementation is a dynamic hetero-
geneous redundancy construction (DHR) based on the endogenous security mechanism
in cyberspace. The DHR provides innovative defense theories and methods of universal
significance to deal with unknown threats in cyberspace, such as location vulnerabilities,
backdoors, viruses, and Trojans.

Similar to mimic defense in biology, in the field of cyberspace defense, under the
premise of maintaining the unchanged function and performance of a given service of the
target object, various environmental factors such as its internal architecture, redundant
resources, operation mechanism, core algorithms, and anomalous performance, as well as
unknown vulnerabilities, backdoors, or Trojan horses that may be attached to it, can all be
strategically altered in time and space. This creates a “plausible but not real” situation for
the attacker. The attacker is presented with a scenario that seems “plausible but not true”,
disrupting the construction and effectiveness of the attack chain and increasing the cost of
a successful attack.

CMD aims to integrate multiple active defense elements. It achieves this by intro-
ducing heterogeneity, diversity, or plurality to change the similarity and singularity of the
target system. CMD also introduces dynamism and randomness to alter the static and deter-
ministic nature of the target system. CMD identifies and shields against unknown defects
and unidentified threats using heterogeneous redundancy and multimode adjudication
mechanisms. Additionally, it enhances the flexibility and elasticity of the target system’s
service function with a high-reliability architecture. CMD defends against attackers by
introducing uncertainty regarding the system’s apparent attributes.
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3. Specific Implementations of Mimic Defenses

The cyberspace mimic defense system described in this section includes concepts,
rules, and models.

1. The concepts of CMD include functionally equivalent heterogeneous executors, mimic
defense boundaries, mimic brackets, and related core mechanisms.

2. The rules of CMD include that the external service request of the target object must be
distributed to each executor according to the policy, the output vector of the multi-
modal executor must be adjudicated according to the policy, the multidimensional
dynamic reconfiguration and policy scheduling must be composed of a closed-loop
feedback control with the policy adjudication, and so on.

3. The model of CMD is a mimic IPO model, as shown in Figure 2. P represents a
complex network element, hardware, software processing system or component, or
module or building block. P connects to the left bracket (input agent) of input I with a
policy distribution function. The functional mode can be static, dynamic, or random
and can be one-to-one or broadcast. The brackets connected to P have multimodal
adjudication functions and normalization functions for heterogeneous object input or
output information.
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Figure 2. The CMD IPO model.

An abstract model of the mimic defense system is shown in Figure 3:

Input

 Generator
Output

 Generator

Heterogeneous 

Executor 1

Heterogeneous 

Executor 2

Heterogeneous 

Executor n

Feedback Controller

Input Output

Relevant Parameters

Relevant Parameters

Figure 3. The CMD abstract model.

According to the literature [15], we can grasp the basic concept of CMD. When dis-
cussing the functional implementation of CMD, its function equal object (FEO) assumes a
variety of forms. These FEOs can exist at various levels and granularities, including net-
works, platforms, systems, components, and modules, among others. They can be purely
software-based, hardware-based, or a hybrid of both software and hardware solutions,
or even the products of virtualization technology. In summary, while FEOs may differ in
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structure, their core functions remain equivalent. The ideal FEO design aims for functional
purity, meaning that there should be no functional overlap between them beyond the in-
tended normal function. Consequently, regardless of the potential security risks contained
within these heterogeneous entities, such as unknown vulnerabilities, backdoors, viruses,
Trojans, and so forth, they should not generate the same unintended output response upon
receiving identical inputs.

The mimic interfaces (MIs) and mimic brackets (MBs) introduced in CMD constitute a
powerful mimic defense system. Mimic boundaries define specifications and protocols for
service functions and determine the equivalence of heterogeneous executables for a given
service function and performance through conformity testing. The mimic bracket then
serves as the protection boundary, including input agents, feedback controllers, and output
extractors, and achieves dynamic management and protection of multimodal actuators
through core mechanisms such as mimic rulings, multidimensional dynamic reconfigura-
tion, cleaning recovery, state synchronization, and feedback control.

One of the key mechanisms in this context is the mimic ruling (MR), which is instru-
mental in adjudicating multimode output vectors. This involves both multimode ruling
and policy ruling. Multimodal adjudication allows for flexible selection of corresponding
vectors through voting and policy adjudication, enabling the perception and determination
of the operational status of heterogeneous actuators. To disrupt the synergy of attacks and
negate the inheritability of phase results, multi-dimensional dynamic reconfiguration and
policy scheduling are employed to alter the operating environment of the executives. In
addition, cleaning recovery and state synchronization mechanisms are utilized to address
anomalous output vectors from heterogeneous executables. This includes restarting anoma-
lous executables, synchronizing their operating environments, and resolving restarted
anomalies into standby states.

Feedback control is a key link where the output adjudicator sends adjudication state
information to the feedback controller, which generates control instructions based on the
algorithms and parameters of the control channel and realizes the operation instructions
to the input agents and reconfigurable executables in order to dynamically select the
heterogeneous executable elements to compose the current service set of the target object.
This negative feedback mechanism is designed to evaluate the effectiveness of the defense
scenario in a timely manner and decide whether to continue changing the defense scenario
to avoid unnecessary system overhead.

Taken together, these key mechanisms and components in CMD collaborate with each
other to build an efficient, flexible, and multi-layered mimic defense system that provides
comprehensive and powerful protection for heterogeneous executables [15].

The basic process of mimic defense is shown in Figure 4:
The input information is connected to the heterogeneous executor via an input agent.

The online executor compiles the input information across multiple levels of diversity. For
the attack to be successful, the attacker must execute a multi-targeted attack within the
mimetic environment and achieve the desired effect.

The mimetic adjudication process involves adjudicating the output information of the
heterogeneous executor through combined or iterative methods, such as multi-selection,
consistency comparison, and weight adjudication. It is then necessary to send the adjudica-
tion results to the feedback controller.

Based on these results, the feedback controller performs various tasks including
scheduling, executor replacement, executor cleanup, and other processes until the system
meets the established requirements. Finally, the output agent ensures normalized output
for multi-modal output adjudication.



Electronics 2024, 13, 2185 7 of 15

Input Excitation

OutputIs 

COnsistent?

Output Agent

A

OR1D 2D

Multimode 

Output Vector

E

OR1B 2B

Replacement 

Layoffs Decision 

strategy?

Formation of 

Operation Logs

Mostly 

Unanimous?

Requirements 

out 

consistently?
F? Output Response

Export And Clean 
Up

OR1C 2C

External Control 

Commands

Replacement/Migration Replace

Cleaning/Initialization

Refactoring/Cleaning

Yes

Yes

Yes

Yes

No

No

No

No No

Figure 4. The basic process of MD.

3.1. Relative Correctness Axioms and Attack Chains

In human social activities, we often rely on the axiom that “everyone possesses
certain shortcomings, yet it is exceptionally rare for the majority of individuals to commit
precisely the same error in the same location and simultaneously when independently
completing a shared task”. This concept, referred to as the “relative correctness axiom” in
the literature [15], is depicted in its corresponding logical framework shown in Figure 5:

A1 to Ai represent a population capable of independently completing task a. They can
be logically understood as functionally equivalent heterogeneous redundancy relationships
among them. When task a is simultaneously assigned to A1 to Ai, it results in the outputs F1
to Fi, where a significant number of voters select any output Fk with consensus properties.

Input

1A 2A 3A mA
yk AA

Output

3F1F 2F mFyk FF 

Heterogeneous Executors

Dispenser

Multimode 

Adjudicator

Figure 5. The corresponding logical construction.

Conducting a network attack typically involves several stages, including system
scanning and detection, feature recognition, mapping and correlation, air coordination,
vulnerability mining, attack execution, attack impact assessment, and information acqui-
sition and dissemination. These stages are interconnected to form what is known as the
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attack chain. Each link in this chain is intricately connected to the implementation structure,
resource allocation, and operational mechanism of the target object. Given the disparate
nature of two completely heterogeneous executives, their attack chains are likely to be
fundamentally different. Therefore, attackers often exploit the static, deterministic, and
homogeneous nature of the target object’s operational environment in each step of the
attack to ensure effectiveness and stability. However, introducing mimic camouflage or
stealthy deception based on endogenous security mechanisms while maintaining the target
object’s performance, can create a cognitive dilemma for the attacker, ultimately disrupting
the stability of the attack chain.

Building upon this concept and leveraging the axiom of relative correctness, the
construct of “dynamic heterogeneous redundancy” was proposed in [14].

3.2. The Structure of Heterogeneous Actuators

The implementation policy of mimic defense is as follows: utilizing the DHR ar-
chitecture to provide system service functions, thereby diversifying, randomizing, and
dynamically mapping the structure and service functions of the target object. This creates
cognitive dilemmas for attackers regarding the vulnerabilities, backdoors, and defense
environments of the target system. The DHR’s endogenous fusion of defense effects and
the trinity of realization function characteristics make it the foundation for realizing the
structure of target object service functions. Mimic ruling-based scheduling strategies and
dynamic reconstruction, along with a negative feedback mechanism, aim to create non-
cooperative conditions and ensure dynamic multi-objective synergistic attacks, with the
ultimate goal of minimizing the probability of escape.

The DHR structure, illustrated in Figure 6, utilizes a collection of online executables as
its runtime space (margin refers to the number of executables working in parallel). These
executables, denoted as E1, E2, and E3, possess equivalent service functionality but differ
in their compositional building blocks, such as hardware platforms, operating systems,
runtime environments, and service programs. Input agents transparently replicate and
distribute external requests, while output agents compare and validate the multiplexed
results and return responses, forming the mimic guard boundaries (within left and right
parentheses). Within these boundaries, E1, E2, and E3 exhibit different vulnerabilities and
backdoors due to their heterogeneous nature.

Input 

Proxy

Scheduling Controller
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E2

E3

Set of Alternate 

Executors

Decision 

Feedback 

Module

Online Execution Body 

Collection

Output 

Proxy

Online 

Processing
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Sequence

Response 

Sequence
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Control Message
Normal Message
Vulnerability Triggering

Dispatch Feedback E3

Figure 6. The DHR structure.

During an attack, as indicated by the red line in the figure, an x-attack message based
on vulnerability, while valid for E3, will overlook vulnerabilities in the multiplexed results
processed by the heterogeneous set of executables, leading to inconsistent outputs for
E1 and E2. When the adjudication feedback module of the output agent compares the
results, it detects inconsistencies and generates an adjudication exception. Furthermore,
the anomaly information from E3 is reported back to the scheduling controller, serving as a
basis for replacing and processing the corresponding executables in the online collection,
thus implementing a targeted structural transformation [16].
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3.3. Scheduling Algorithms for Heterogeneous Executables

Typical scheduling strategies span across various areas, including the SDN control
layer, web servers, mimic switches, DNS servers, and other domains. The problems under
investigation encompass three categories: scheduling timing, scheduling quantity, and
scheduling objects. The system characteristics under consideration include three aspects:
dynamics, negative feedback, and heterogeneous redundancy characteristics. In investigat-
ing the switching time problem of scheduling executives, the literature [16] introduced a
scheduling sequence control method based on the sliding window model. This method
dynamically adjusts the timing and size parameters of the scheduling window according
to different attack scenarios, enhancing the security and robustness of the system. Another
dynamic scheduling algorithm, proposed in the literature [17], utilizes temporal random
thresholds for individual heterogeneous actuators, rendering the overall architecture dy-
namic. The optimal scheduling algorithm proposed in the literature [18] calculates the
optimal scheduling time based on the scheduling cost, attack loss, and attack distribution
function, which solves the problem of timing selection during scheduling to some extent.

In the problem of the number of working executives, the literature [19] proposes
a feedback-based dynamic sensing scheduling algorithm, which decides the number of
working executives in the next cycle according to the number of controller failures that
the system can tolerate. This algorithm has some dynamics, but the complexity is high.
The literature [20] proposes a utility-based dynamic elastic scheduling strategy, which
determines the number of online executables in the next step according to the current
external environment and has better dynamics.

The literature [21] proposes a scheduling quantity algorithm based on judgment
feedback, which determines the number of online executables at the next moment based on
the judgment feedback results. This algorithm considers the system load and increases the
system dynamics and reliability while weighing the system cost and security, but it lacks
the specific change conditions and research of follow-up work.

The longest dissimilarity distance component selection algorithm and software com-
ponent selection algorithm with optimal average dissimilarity distance proposed in the
literature [22] mainly discuss the dissimilarity from the spatial dimension to solve the prob-
lem of selecting software components in fault-tolerant design. The maximum dissimilarity
system selection algorithm proposed in the literature [6] only gives common vulnerability
indicators from the time dimension and does not consider vulnerability accumulation in
the spatial dimension, and it also only selects the dissimilarity set with the largest executor,
which is less dynamic. The literature [23] utilizes complexity and variability to describe
heterogeneity metrics from the spatial dimension, and its scheduling algorithm is more
stable but less dynamic. The literature [24] proposes the common vulnerability indicator
(CVI, common vulnerability indicator) to quantify system similarity, and its indicator only
considers similarity from the temporal dimension and lacks spatial dimension characteris-
tics. The literature [25] proposes a heterogeneous functional equivalent scheduling model
to measure the similarity from the spatial dimension and accordingly proposes the random
seed and minimum similarity (RSMS, random seed and minimum similarity) method,
which takes into account the dynamics and reliability of the algorithm.

4. Application of Mimic Defense
4.1. Ecological Development of Anthropomorphic Products

Mimic product development integrates wafer-scale micro-packaging technology and
incorporates endogenous security design specifications, along with other advanced meth-
ods, into information systems, hardware and software components, control systems, and
other common objects. These are used for research and development in mimic product
environments with the ultimate goal of achieving a new generation of information systems
with endogenous security as a fundamental feature [9]. Currently, representative products
such as mimic routers [26] and anthropomorphic web servers [27] have been successfully
developed, demonstrating the progress in this field.
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4.1.1. Mimic Routers

The mimic router is a concrete practice of the mimic defense idea in the field of routers,
which is realized in the architecture shown in Figure 7.
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Figure 7. The mimic router construction.

The system consists of several components, including input/output agents, a central
controller, a forwarding unit, multimode adjudication, and an executor pool. The central
controller comprises sensing decision and dynamic scheduling modules, while the for-
warding unit includes data transformation and data flow fingerprinting modules. The
actuator pool consists of seven functionally equivalent heterogeneous actuators, which
are scheduled online and offline by the central controller. The online executives can be
categorized into two types: workers and inspectors. The worker is responsible for the
external presentation of the entire router, with only one being active at any given time. The
inspector supports multimodal adjudication, and the number of inspectors is determined
by the system’s preconfiguration and the size of the executor pool, typically comprising
an even number of actuators. Mimic defense technology is configured through three as-
pects: data forwarding, router control, and management configuration, aiming to create a
redundant, heterogeneous, and dynamic security defense system. Additionally, it supports
typical parallel execution and voting output for OSPF and BGP [28].

4.1.2. Mimic Web Server

The mimic web server incorporates the concept of mimic defense into web servers by
utilizing multi-level mimic deployment to disrupt attack chains at multiple points, thus
ensuring the security and stability of web services. Its key components include multi-level
mimic heterogeneous executables, dynamic control modules, and mimic voters. The multi-
level mimic heterogeneous executables of the mimic defense web server are primarily
implemented at various layers, including the file layer, SQL script layer, server software
layer, virtual machine operating system layer, and physical machine operating system
layer, as depicted in Figure 8. At each layer, the mimic defense web server is composed
of multiple heterogeneous executables, which achieve heterogeneity primarily through
the reconfiguration of the server software stack and intentional diversity of data [29]. This
multi-level heterogeneity complicates attackers’ attempts to intercept information during
the attack preparation phase and makes maintaining the stability of the attack chain more
challenging, thereby significantly increasing the difficulty of attacks.

The dynamic control module oversees and manages the system as a whole, and it is
primarily responsible for policy rotation and executor orchestration. The mimic web server
incorporates two voters: the front-end voter evaluates user requests at the semantic level,
while the back-end voter assesses the return data at the data level.
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By effectively integrating mimic defense with web server functionality, the mimic
web server significantly enhances server security and service resilience, albeit with a slight
increase in latency costs.
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4.2. Communication Techniques Based on Mimic Defense

The advancement of mimic defense technology in the communication field enables the
cross-domain development of high-speed heterogeneous networks. Additionally, mimic
technology offers new solutions to the security challenges faced by contemporary mobile
platforms, such as cloud and mobile edge computing.

In contrast to 5G, the vision for 6G necessitates enhanced security performance and
efficiency. Concerning security performance, there is a need to propose a quantifiable
design and evaluate the metrics system. For security efficiency, it is crucial to simultane-
ously consider the inherent attributes of communication, service, and security to foster
balanced development of the overall key performance indicators (KPIs) of 6G. This bal-
anced development should promote synergy among these elements, realizing the “trinity”
of communication, security, and service within an endogenous “root system” integra-
tion framework.

While 6G security encounters dual uncertainty and two opposing contradictions, it is
evident that most of the security threats in the 6G network will stem from the endogenous
security issues resulting from its inherent defects. These opposing contradictions arise from
the failure to recognize and leverage the common inherent attributes of communication,
security, and service. Often, traditional plug-in or add-on security solutions remain segre-
gated from communication and service components. Following the philosophical principle
that external factors act through internal factors and that internal factors play a decisive
role, it becomes imperative to innovate security concepts and architectures and catalyze
security technologies with “intergenerational effects” [30].

4.3. Mimic Cloud Services

The rapid growth of cloud services inevitably leads to an increase in the prominence
of security issues facing these services. Similar to other fields, the primary threats to
cloud security are unknown vulnerabilities and backdoors. This is primarily due to the
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fact that cloud services are built upon existing technologies, leading to the transfer of
vulnerabilities and backdoors from these existing technologies to the cloud service platform.
The mimic cloud service (MCS) addresses these challenges by combining mimic defense
and cloud service methodologies, thereby reducing the likelihood of continuous exposure
to vulnerabilities [9].

MCS is an application of mimic defense in cyberspace, as depicted in Figure 9. The
MCS architecture comprises four main components: the scheduling set, execution pool,
service agent, and controller.

The scheduling set functions as a collection entity of multiple functionally equivalent
heterogeneous executors, referred to as virtual nodes. The execution pool serves as the
functional execution unit of MCS, with virtual nodes within the pool being mapped to
corresponding nodes in the scheduling set. This logical mapping unit allows for different
combinations of nodes to map to different execution pools.

The service agent is responsible for receiving and distributing user requests to the
execution pool as well as performing multimodal adjudication on the returned responses.

Finally, the controller configures distribution and adjudication policies to direct the
service agent’s work while also managing the mapping relationship between execution
pools and scheduling sets through scheduling policies [31].

Virtual Node 1

Virtual Node 2

Virtual Node 3

Virtual Node n

... Virtual Node2

Virtual Node3

Virtual Node5

Controller

Circulate Verdict

Service Agents

User Request/Response

Figure 9. The architecture of mimic cloud services.

4.4. Mimic Blockchain

The blockchain domain faces various security challenges, including key loss, contract
code vulnerabilities, and private mining, all of which can be addressed using mimic defense
techniques [9]. Currently, most blockchains can be viewed as static isomorphic redundant
systems, where each node stores the same data using the same algorithm. This redundancy
ensures that the system can continue to function even if a single node is compromised.
However, if critical components such as signature algorithms and consensus algorithms
are targeted in an attack, the entire system remains vulnerable.

As early as 2019, a team from the People’s Liberation Army Strategic Support Force
Information Engineering University introduced the concept of the mimic blockchain, com-
bining blockchain technology with mimic defense strategies [32]. To address potential
security threats in blockchain systems, the team employed a dynamic heterogeneous redun-
dancy architecture and cryptographic lottery principles. They proposed a security solution
that reimagines blockchain consensus mechanisms and signature algorithms through a
mimic lens. Through comprehensive security analysis and performance evaluations, the
team demonstrated that the dynamic heterogeneous redundancy blockchain offers superior
security compared with traditional blockchain architectures in several key aspects [9].

5. Challenges and Prospects

Cyberspace mimic defense, as a solution for uncertain threats such as unknown vulner-
abilities and backdoors, has been extensively researched. Its core mechanism, the dynamic
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heterogeneity redundancy (DHR) structure, is characterized by three attributes: hetero-
geneity, redundancy, and dynamics. These attributes make it challenging for threats to
be successfully exploited, thereby realizing endogenous security within the information
system’s structure. This approach breaks through the limitations of traditional security
defense, which focuses on network and system boundaries and can complement tradi-
tional network security technologies, with heterogeneity and redundancy being the most
important aspects.

Heterogeneity primarily involves the diversity of system hardware and software.
Greater disparities between hardware and software result in lower similarity, reducing
the likelihood of symbiotic vulnerabilities and minimizing the impact of the same attack.
However, challenges in realizing the DHR architecture are gradually emerging. These chal-
lenges include finding sufficient suitable heterogeneous executables to satisfy redundancy,
balancing redundancy with system operation and maintenance costs, studying parallel
processing of information in mimic executable constructs, and constructing high-capacity
mimic executable constructs.

Areas requiring further research include scientifically proving and conceptually ab-
stracting mimic construction, operation mechanisms, and effectiveness; formalizing the
description of vulnerability exploitation mechanisms in a mimic environment and demon-
strating the impact of a mimic system on an attacker’s ability to exploit these vulnerabilities
across domains; policy scheduling based on mimic verdicts and multi-dimensional dynamic
reconfiguration of negative feedback mechanisms on the target system; and evaluating
the inhibitory effect of mimic systems on the target system’s “homologous” dark func-
tion. Additionally, there are still some limitations in the current research on endogenous
security. For instance, when dealing with a global network adversary capable of mon-
itoring the entire traffic exchanged by the network nodes, the literature [33] presents a
privacy-preserving proximity-based solution that provides both symmetric and asymmet-
ric proximity testing entirely within social networks. The literature [34] presents Loopix,
a low-latency anonymous communication system that offers bidirectional “third-party”
sender and receiver anonymity and unobservability. The literature [35] demonstrates that
Tarzan imposes minimal overhead over a corresponding non-anonymous overlay route. In
addressing the adversary in the local network, the literature [36] conducts a comprehensive
and empirical measurement study to reveal insights into local communication within a
smart home deployment and its threats. Moreover, in addressing the adaptive adversary,
the literature [37] proposes AdaWFPA, an adaptive online website fingerprinting attack
based on adaptive stream mining algorithms. However, the DHR architecture utilized
in endogenous security aims to address issues such as message integrity and third-party
malicious intrusions during transmission that traditional MTD architectures cannot resolve.
As a means of network link defense, DHR cannot currently guarantee the confidentiality
of content during information transmission. Therefore, how to integrate encryption tech-
niques into specific implementations of the architecture is a direction worthy of further
research in endogenous security. Additionally, there is a need for scientific descriptions of
uncertainty within the mimic architecture.

It is evident that the development of mimic defense requires continued promotion of
theoretical research and technical innovation.
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