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Abstract: This paper investigates the challenge of finding and analyzing security vulnerabilities
among widely available low-budget Internet of Things smart home appliances. It considers the
identification of security vulnerabilities within the appliances’ embedded software and connectivity
functions over wired and wireless channels in local networks and external communications with
manufacturers’ cloud services. To analyze the security of these appliances, a universal laboratory
test bench is proposed and a set of methodologies for testing the security of smart home devices is
described. The proposed testing platform offers a practical solution for security analysis of Internet of
Things smart home devices and it can serve as a reference approach for future research. The results
from the research indicated varying levels of susceptibility across different types of devices. A list of
recommendations for manufacturers and others to improve the security level of these appliances is
provided. The findings emphasize the need for regular security assessments of smart home devices,
to maintain the protection of personal and sensitive information.

Keywords: cybersecurity; Internet of Things; smart home; firmware extraction; network security;
security assessment

1. Introduction

Various commercial and open-source technologies and systems of the Internet of
Things (IoT) paradigm have seen a marked increase in attention over the past decade [1].
This can be attributed to the increasing demand for the automation of economic and social
processes and their integration with the Internet. The IoT relies on the usage of devices
that can communicate with others to create a network with a certain level of smartness,
so that they are capable of making automatic decisions based on pre-designed functions
or by responding to user actions. The unlimited possibilities in selecting devices and
methods of exchanging information implies significant potential in various sectors, such as
healthcare [2,3], the automotive industry [4,5], and smart buildings [6]. Moreover, there is
a growing demand for IoT solutions in the consumer sector. The proliferation of low-cost
solutions has led to the emergence of numerous programmable platforms and components
that offer the necessary functions as nodes in the IoT network [7,8].

Given the development and adoption of smart solutions, there is a general need for
efficient management of these devices, to facilitate configuration and control, for instance
in smart homes and buildings. Various commercial and open-source technologies and
systems exist for managing IoT devices, thereby allowing for the implementation of specific
operational scenarios. An example of such automation could be a sensor system in a
building that turns on the lighting in a certain sector for a defined time upon detecting
movement. The aforementioned system requires an element to manage the individual
components, allowing for the addition, removal, configuration, monitoring, and updating
of devices. Some systems are connected to the management element through a wired
connection (e.g., the KNX platform) or wirelessly (e.g., the Home Assistant platform).
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The described practical scenario illustrates how IoT systems bring about the convergence
of the physical and digital world. Therefore, the term cyber-physical systems (CPS) [9]
is increasingly used to refer to digital hardware–software solutions that understand the
physical world through sensors to make automatic decisions. Then, such decisions trigger
specific control actions to impact both the digital and physical worlds.

With the dissemination of such implementations of practical IoT applications, the
cybersecurity of these systems and their interactions becomes an important issue. In recent
years, there have been many spectacular attacks on IoT systems in various domains of
the economy, e.g., industrial cameras [10], airports [11,12], and hospitals [13]. The general
security issues of smart homes and buildings have been discussed in various studies [14–17].
This topic is described in more detail in Section 3. The context of security and privacy in
automated IoT scenarios has also been raised by several studies. In [18], it was discovered
that the Samsung SmartThings system can generate 162 hidden inter-app interactions,
among which 37 were recognized as posing a high risk of being exploited and thus the
IoT security being compromised. Refs. [19,20] explored solutions for mitigation of any
attacks targeting these automation chains in IoT systems. Ref. [19] applied model-based
threat detection by finding anomalies within the dynamically modeled finite state machine
(FSM) of automated scenarios. Ref. [20] considered detection of the abuse of security in
automation scenarios configured with natural language solutions like IFTTT and Zapier.
Then, natural language processing algorithms were utilized to find anomalies in these rules,
to expose those which violated aspects of security and privacy.

This article presents three main contributions from the authors’ research team in the
field of the cybersecurity of IoT solutions in the smart home environment:

1. The design and implementation of a laboratory environment for research on the
cybersecurity of IoT systems, which integrates research capabilities in the layers
of firmware, wired, and wireless communication. The main contribution of this
part is the reference design of such a laboratory and guidance for building it using
low-cost components.

2. The development of a preliminary methodology for testing the firmware, wired, and
wireless communication of selected representatives of IoT devices for testing. The
main contribution of this part is the reference methodology and guidance for security
analysis of IoT devices. This can be used by other teams and security researchers.

3. Carrying out theoretical analyses and practical tests on the security of the indicated IoT
devices. The main contribution of this part is the quantitative results of the security
evaluation of the similarities among the broad scope of IoT devices. Then, it summa-
rizes the IoT cyber threat model and provides recommendations for IoT vendors.

The research activities cover both the endpoint of smart home devices and their em-
bedded software, as well as wired and wireless communication. This research also included
both theoretical and practical analyses of the security of these smart home devices. The
results of this research will provide valuable insights into the current state of cybersecurity
in smart home devices and can be used to inform the development of more secure smart
home devices in the future. The testing environment developed in this research allows
for a comprehensive examination of smart home device security, by enabling research on
firmware, wired, and wireless communication at the device level, thereby providing a valu-
able contribution to the ongoing efforts to improve the security of smart home devices and
IoT systems in general. Research activities related to IoT systems relate to two categories
of endpoints:

• Standalone smart home systems with built-in Wi-Fi modules that work directly with a
control application or the manufacturer’s cloud. The following solutions were selected
as representative of this category:

– Gosund SP111 smart plug,
– IG019 smart plug,
– Neo SmartBulb Wi-Fi RGB.
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• Infrastructure class of smart home systems, with the selected endpoints performing
the role of broker in the control of IoT devices. The classic implementations of this
approach are IoT solutions using ZigBee based on 802.15.4 standard [21], Z-Wave [22],
or the Bluetooth [23] communication standard, where the relevant bridge transmits
control signals to devices and in return receives data, measurements, and their status.
This approach also implements more extended and advanced scenarios for smart
rooms and even entire buildings. The following solutions were selected for the
security testing of such systems:

– Phillips Hue,
– Aqara,
– ConBee II,
– Modemix,
– Ikea Dirigera,
– Sonoff.

This article is structured in six sections. Section 1 provides an introduction to the
topic of IoT device security and the motivation behind the research. Section 2 presents the
related work on IoT securty assessments, including building laboratory environments for
IoT security analysis and the widely used methodologies for this. Section 3 presents the
state of the art in IoT system architectures, including an overview of the basic components
of IoT devices and the current state of Smart Home IoT installations. Then, a reference
threat model for IoT systems is provided. In Section 4, we describe the test bench used in
this research, including the research methodology and laboratory environment. Section 5
focuses on vulnerability research, including techniques such as flash dumping, uploading
malicious firmware, and communication channel sniffing. Wireless sniffing and accessing
the root account are also discussed. This section is concluded with the results of the
cybersecurity analysis conducted in this research. Section 6 provides conclusions on the
key findings and recommendations for future work.

2. Related Work

As of today, several IoT security guidelines have been proposed. Most of them include
a list of requirements, such as documents issued by government bodies like NIST (NIST IR
8259 Foundational Cybersecurity Activicies for IoT Device Manufacturers [24] and 8259A
IoT Device Cybersecurity Capability Core Baseline [25]) or ENISA Baseline Security Rec-
ommendations for IoT in Context of Critical Information Infrastructure [26] and Guidelines
for Securing the Internet of Things [27]). Another well-recognized standard was proposed
by the International Organization for Standardization (ISO). They issued the standard
ISO/IEC 27400:2022 Cybersecurity-IoT security and privacy-Guidelines, which provides a
comprehensive set of general requirements for IoT security [28]. A review of the existing
guidelines is presented in [29]. The authors examined documents and propositions regard-
ing IoT security requirements from 17 organizations. They also evaluated a few existing
security mechanisms with the question of if they complied with the reviewed requirements.

There have been several industry propositions focusing on IoT security evaluation
based on particular threats, such as OWASP Top 10 for IoT security [30]. The OWASP Top
10 is a list of the ten most common security threats in the context of a particular technology.
The most well-known top 10 list is for web application security. The first Internet of Things
top 10 threats list was proposed by OWASP in 2014 and updated in 2018. The list contains
the following threats:

1. weak, guessable, or hard-coded passwords;
2. unsafe network services;
3. dangerous ecosystem interfaces;
4. no secure update mechanism;
5. using insecure or outdated components;
6. insufficient privacy protection;
7. unsecured data transfer and storage;
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8. no device management;
9. unsafe defaults;
10. no physical reinforcement.

This list is intended to draw attention to the most common threats to IoT systems. This
list allows developers, service providers, and manufacturers to focus on key risk areas and
improve the security of their products and services. It is especially worth paying attention
to less obvious points, such as the lack of a secure update mechanism, which may allow an
attacker to modify a device’s firmware or a lack of physical reinforcement that cannot be
added with a software update.

Another proposition for the systematic security evaluation of IoT smart home devices
was presented in [31], with the corresponding webpage [32]. It offers a methodology for
evaluating the security of IoT appliances, taking into consideration several properties
combined together into a scorecard. It is based on a generic model of IoT systems consisting
of devices, mobile applications, cloud endpoints, and the communications between them. It
is similar to the one shown in Figure 2. The model uses three main categories of evaluation:

• Attack vector—the main category of security aspects taken into consideration during
security evaluation.

• Mitigations—this shows how security problems can be resolved.
• Stakeholders—this presents who is responsible for mitigating the encountered secu-

rity problems.

Each of the categories has subcategories related to the class of object in the generic IoT
system (device, mobile application, cloud endpoint, communications). The main security
aspects represented by the Attack Vector within the scorecard are related to configuration,
access control, data security (at rest and in transit), vulnerabilities, the openness of the
system, and being susceptible to man-in-the-middle attacks (MitM). The corresponding
webpage [32] complements the original paper with a guideline on the quantitative scoring
each of the security aspects by assigning a specific score to a property per each category.
The introduced approach could be widely applied as a comparable scoring system for IoT
smart home devices. The authors reported the results of application of the methodology
for 45 devices in [31]. In [32], they invited vendors and the security community to expand
on the idea.

The practical security evaluation of IoT systems is subject to increasing attention within
the cybersecurity community, as many challenges regarding them have been identified
recently [33,34]. There are very new and important examples of research results for security
aspects of IoT systems, especially smart home devices. The author in [35] presented a
comprehensive guide for conducting security assessments of hardware-based systems such
as IoT devices. An example work on IoT and embedded device security evaluation was
presented by [36]. Other recent results were disclosed in the paper [37]. The authors applied
a PETIoT kill chain to conduct a vulnerability assessment and penetration testing session
on a smart bulb, the Tapo L530E by TP-Link. They found that four vulnerabilities affected
the bulb, two of high severity and two of medium severity according to the CVSS v3.1
scoring system. The authentication method was not well accounted for and confidentiality
was insufficiently implemented. In the results, they concluded that an attacker who is
near the bulb can takeover all devices from the Tapo family. Moreover, an attacker could
learn the victim’s network Wi-Fi password, thereby escalating their malicious potential
considerably. Further research considered buffer overflow vulnerabilities in Wemo smart
plugs [38]. Wemo Mini Smart Plug V2 is a popular consumer device for remote-control
electric devices. The device can be managed by a mobile application that allows the name
of the device to be changed. The authors found that the name length should be limited to
a maximum of 30 characters, but this is only enforced by the app itself. They performed
a reverse engineering process to discover that they could circumvent the character limit,
thereby resulting in a buffer overflow vulnerability. They demonstrated how to use the
vulnerability for command injection attacks. However, Belkin (the device manufacturer)
stated that the device is at its end-of-life, and thus it will not be patched. This vulnerability
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was assigned an official ID of CVE-2023-27217 with a score of 9.8 (critical) [39]. A similar
discovery was even escalated into the official advisory issued by the US Cybersecurity and
Infrastructure Security Agency (CISA) [40]. It was found that KNX devices that use KNX
Connection Authorization and support Option 1 are, depending on the implementation,
vulnerable to being locked, and users are unable to reset them to gain access to the device.
KNX is a popular protocol for smart home and building systems. As described by CISA:
The BCU key feature on the devices can be used to create a password for the device, but
this password can often not be reset without entering the current password. If the device
is configured to interface with a network, an attacker with access to that network could
interface with the KNX installation, purge all devices without additional security options
enabled, and set a BCU key, locking the device. Even if a device is not connected to a
network, an attacker with physical access to the device could also exploit this vulnerability
in the same way. The official ID for this vulnerability is CVE-2023-4346 [39] and it assigned
to this vulnerability a score of CVSS 3.1 of 7.5.

Based on the review of the referenced documents and materials, there is still space to
propose comprehensive security analysis methodologies, with a complementary design of
the lab environment and the practical procedures for such an evaluation. Evaluating the
security of IoT devices, especially in smart home applications, seems to be a very important
topic, which will only increase in importance in the coming years. Projects such as [32]
introduced with the paper [31] is a good example of a milestone in the community effort
to find a common language for sharing security concerns in the IoT domain; however,
like every methodology or framework, it cannot deepen all parts. This paper addresses
these challenges by proposing the unique advantage of combining together the evaluation
methodology, the recommended tools, and presenting them in action through a set of
experiments (Section 5). The summarized contributions of this approach are as follows:

• Emphasizing the low-level security aspects related to electronic parts of a device and
its firmware;

• Deeply understanding the level of security of wired and wireless communication
interfaces from different perspectives, not only considering man-in-the-middle attacks;

• Providing a practical insight into how to conduct security evaluation procedures and
what tools should be be used for that purpose.

A summary of the related work for this paper is present in Table 1. Each reference
is shown by category, contribution, recognized limitations, and how this paper is posi-
tioned in comparison to them. Generally, we recognize that this paper complements and
expands such methodologies as [31] by offering the mentioned contributions in the field of
cybersecurity of IoT solutions in the smart home environment:

1. Design and implementation of a laboratory environment low-cost environments,
which integrates research capabilities in the layers of firmware, wired, and wireless
communication for research on the cybersecurity of IoT systems.

2. Development of a preliminary methodology for testing the firmware, wired, and
wireless communication of selected representatives of IoT devices for testing.

3. Theoretical analyses and practical tests on the security of the indicated IoT devices
were conducted to obtain quantitative results, with a security evaluation of the simi-
larities with the broad scope of IoT devices.

For example, the approach presented in this paper can enable the selection of scores
following the guidelines provided in [32] based on the actual level of security resulting
from a practical and deep assessment.
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Table 1. Summary of works related to this paper.

Reference Year Comment on Purpose and Limitations Position of This Paper

[24,25] 2020 Provides security requirements for IoT devices
only, without details of how to assess or en-
ssure them.

This paper provides practical procedures to
practically assess several aspects of IoT smart
device security.

[26,27] 2017,
2020

Provides guidelines for securing IoT devices,
but details of how to provide or ensure secu-
rity is outside its scope.

This paper provides a methodology to assess
several aspects of IoT smart device security,
which could fulfill the provided guidelines.

[28] 2022 Official ISO standard with requirements for
the security of IoT devices. Guideline to prac-
tically verify them are not included.

Using the approach from this paper such secu-
rity requirements can be verified practically.

[29] 2021 Summarizes 17 security standards for IoT de-
vices and their requirements.

This paper complements this with a practi-
cal security assessment methodology, and the
proposition of tooling to conduct them.

[30] 2018 Security assessment methodology based on
the most common IoT cyber threat scenarios
provided by OWASP (Top 10). It does not
provide details of how to test and verify them.
It is also an older methodology.

The methodology from this paper provides
the low-level procedures that are needed to
conduct any of the scenarios.

[31,32] 2019 A good example of the community’s effort to
find a common language for sharing security
concerns in the IoT domain, however, as with
every methodology or framework, it cannot
deepen all parts.

This paper addresses these challenges by
proposing the unique benefit of combining
together an evaluation methodology, recom-
mended tools, and presenting them in action
through a set of experiments.

[35] 2018 A comprehensive and complex guide on con-
ducting security assessments of hardware-
based systems with the proposition of tooling.

This paper concentrates on a practical and
easy-to-follow methodology, with the proposi-
tion of supporting tooling. This should enable
the community to easily start their own exper-
iments based on this paper.

[36] 2023 Shows how to use firmware analysis for vul-
nerability research with the example of DJI
Drone firmware.

This paper recognizes firmware analysis as
one of the key steps of IoT security assess-
ments and also goes beyond this.

[37] 2023 Shows the PETIoT kill chain approach for con-
ducting vulnerability assessment and pene-
tration testing of a smart bulb at networking
level. The paper supports a similar case of rec-
ognizing how IoT devices can be dangerous
in terms of being unsecured gateways to our
networks.

Networking level analysis is one of the steps
of the methodology proposed within this pa-
per. Then, this is expanded, to offer a compre-
hensive approach for assessing IoT systems
on different surfaces.

[38] 2023 The article discusses how to find impor-
tant security vulnerabilities through IoT
firmware analysis.

Firmware level analysis is one of the steps of
the methodology proposed within this paper.
Then, it this expanded to offer a comprehen-
sive approach for assessing IoT systems on
different surfaces.

3. A Security Model for IoT Systems in Smart Home Applications

This section summarizes architectures for application of Internet of Things systems
in smart home environments. Then, a generic threat model for such systems is described,
considering cyber attacks across all layers. We also refer to the general supply chain security
context, which is of increasing concern in the cybersecurity community.
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3.1. Introduction to Smart Home IoT Systems

Smart homes are designed to help humans with daily tasks by replacing manual
actions with automated ones [41,42]. Rapid technological progress has increased the
number of smart devices in buildings, especially the smart home environments considered
by this paper [43]. To visualize an example of smart home topology, the diagram in Figure 1
has been presented. In this topology, on every floor, there are bridges connected with a
wire. They aggregate traffic from end devices, which are connected to bridges. The system
can be administrated locally inside the building or remotely via the cloud.

Figure 1. Diagram of a smart home IoT installation, featuring various wired and wireless devices.

During a review of known communication standards for home IoT devices [44],
the use of the CoAP (Constrained Application Protocol [45]), MQTT (Message Queuing
Telemetry Transport [46]), and HTTP (Hypertext Transfer Protocol [47]) protocols was
identified, with MQTT being the most frequently used protocol. Its low complexity, the use
of TCP (Transmission Control Protocol [48]) in the transport layer (reliability) and support
for message encryption using TLS (Transport Layer Security [49]) make this protocol a
common choice for simple IoT devices. The disadvantages of this protocol include a
lack of standardization of message formats among various manufacturers and the lack
of built-in mechanisms for controlling access to selected resources. The MQTT protocol
is based on the pattern of publishing and subscribing using a message distribution node
(broker) between end devices. This allows many-to-many communication between simple
devices with low bandwidth (the distribution node must have more resources). The
security of this protocol is ensured by encapsulation in the TLS protocol. When using the
TLS protocol, the chain of trust must be properly implemented. End devices connecting
to a distribution node (broker) need a trusted certificate from this node to confirm the
security of communication. Compromising the private key within this certificate means
that certificates must be exchanged on all end devices, so a very limited number of people
in the organization should have access to it.

One of the most important aspects of network communication security in the IoT
is securing wireless interfaces. Frequently used wireless protocols include ZigBee [21],
Bluetooth [23], and Z-Wave [22]. Vendors prefer the ZigBee standard due to a better energy-
efficiency than the other standards, so the device’s battery will last much longer. Moreover,
ZigBee networks are easy to install and self healing. The topology may be dynamically
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changed in the case of the malfunction of one of the devices. Due to the aforementioned
benefits, ZigBee is commonly used, and more wireless communication analysis has focused
on ZigBee. ZigBee supports two security models [50]: centralized and distributed. The
first model can contain three types of devices: router, coordinator, and end device. The
router can forward ZigBee packets between end devices within a given network or between
networks when it is connected to successive routers. The coordinator only works within one
network, stores security keys, and enables authentication of end devices when connecting
them to the network. End devices can be added to the ZigBee network, but they cannot
create networks and forward packets by themselves. The distributed model does not
include a coordinator, and encryption keys are passed through interconnected routers. This
solution is less secure, because the encryption keys are not stored by a single device.

3.2. Threat Model for IoT Systems and Supply Chain Context

IoT systems are meant to help us but can also lead to security threats if the implemented
devices are not tested properly. Device vulnerability can facilitate smart home attacks [51].
Based on the introduced IoT system topology, a complementary cyber threat model can
be established. The complexity of IoT systems means that cyber threat modeling must be
performed for every layer [52]. A simple but generalized model of the IoT system is shown
in Figure 2.

Figure 2. Generalized model of an IoT system.

Threats that may occur in such a system include

• security errors in protocol standards—the protocols used may have security gaps;
• security bypass—the attacker may be able to bypass the implemented security mechanisms;
• denial of service—IoT devices are characterized by low computing power and band-

width, so it is easy to use these limited resources to saturate such a device and thus
make it unavailable;

• weak cryptography—energy limitations may require the use of simpler, but, at
the same time, weaker and less resistant to cryptographic attack, data protection
algorithms;

• incorrect implementation of the system and protocols—at the stage of creating software
for an IoT device, common implementation errors may appear, which may constitute
security gaps;

• lack of access control—allowing access to unauthorized resources for users and
third parties;

• incorrect configuration—this may allow unauthorized access to various parts of the
system, uses contrary to its intended purpose, or open access to other systems;

• vulnerabilities in software and hardware—these may allow the execution of unautho-
rized actions and code within the various parts of the system, as well as uses contrary
to its intended purpose or open access to other systems.

Any element of a particular IoT device can be used as a gate for an attacker [53]. The
quantitative demand for IoT solutions in conjunction with the expectation of low device
prices results in the unification of IoT hardware platforms, with production concentrated
among a few major suppliers [7,8].

End platforms differ from each other only by the end-user software. One of the
most popular and cheapest platforms used in Smart Home devices is the ESP8266EX
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microcontroller. This is a simple system-on-a-chip (SoC) device equipped with an integrated
Wi-Fi module [54]. Its successor is the ESP32 platform, which additionally offers a Bluetooth
module. However, it is more expensive, which determines a smaller market share as a
component in cheap IoT devices. One of the basic features of many of the available
IoT devices is the ability for users to modify them. This aspect can be treated both as
a great advantage and a potential source of problems. It is expected that the user will
receive a certain degree of freedom in configuring or even modifying IoT devices to their
requirements. However, with a low awareness of cybersecurity risks, this opens up a space
that cyber attackers can use to implement various attack scenarios. The manufacturer of the
described microcontroller, Espressif, has enabled basic programming using an open UART
interface. This approach allows for a trivial extraction of the device’s source code, and the
only security measures exist at the level of the embedded software, i.e., firmware. This
approach does not guarantee security in terms of the integrity of the physical and logical
interface of the device. One of the possible threat scenarios could include a straightforward
placement of malicious executable code. As a result, an attacker could gain access to the Wi-
Fi password of a router. The ability to extract embedded software is not limited to devices
produced by Espressif. Many other IoT device manufacturers also use open interfaces
such as UART, JTAG, and SPI, making firmware extraction relatively easy. Additionally,
techniques such as bus sniffing, firmware dumping, and reverse engineering can also
be utilized to extract embedded software. However, it is important to note that these
techniques may require specialized equipment and knowledge.

4. Design of Lab and Methodology for IoT Smart Device Security Research

In this section a universal lab environment for testing smart home devices is described.
More detailed models are presented in the three research methods. Each method focuses
on a separate test scenario.

4.1. Lab Environment Design

The main focus of this research was the development of a test bench, as depicted
in Figure 3. The test bench was designed to simulate various cyber-attack scenarios, to
evaluate the effectiveness of different security mechanisms.

Figure 3. Universal test bench for IoT devices (basic setup marked with gray background).



Electronics 2024, 13, 2371 10 of 27

The proposed setup is a universal and versatile solution, aimed at identifying as
many security weaknesses as possible in the targeted device under test (DUT). The test
bench consists of two main sections: the nominal system part (marked with a gray back-
ground in Figure 3) and the malicious equipment part. The nominal system simulation
includes the DUT and an access point or bridge, connecting the device to the packet net-
work, and ultimately to the internet. The DUT (IoT device) connects wirelessly to the
broker (access point/bridge) using the Zigbee, Z-Wave, Bluetooth, or Wi-Fi protocols.
The research equipment part, on the other hand, includes a computer with the necessary
software installed, a radio frequency transceiver, and adapters for wired protocols, such
as UART/SPI/I2C/JTAG. The test bench is modular, allowing for certain elements to be
omitted during specific tests. This ensures that the test bench can be adapted to the specific
requirements of the DUT and the research objective. Furthermore, all elements of the model
are, in practice, specific devices that will be detailed later. The first part of the test bench
simulates the nominal system in which the DUT operates. This includes the DUT and the
access point or bridge, which connects the device to the packet network and ultimately to
the internet. The DUT (IoT device) connects wirelessly to the broker (access point/bridge)
using Zigbee, Z-Wave, Bluetooth, or Wi-Fi protocols. This part of the test bench serves as a
control group, allowing researchers to compare the results of their vulnerability research
with the expected behavior of the DUT in a regular operating environment. The second
part of the test bench is the research equipment, which is needed to carry out vulnerability
research. This includes a computer with the necessary software installed, RF transceiver,
and adapters for wired protocols, such as UART, SPI, I2C, or JTAG. The computer is used
to control the transceiver and adapters, as well as to analyze the data collected during
the research. The mentioned components enable researchers to intercept and manipulate
the communication between the DUT and the access point/bridge. This allows for the
identification of weaknesses in the communication protocols used by the DUT.

In further studies, the presented components can be replaced by specific tools accord-
ing to the testing scenario. As an adapter, the research team utilized and recommends the
following tools:

• PL2303,
• BusPirate,
• Flipper Zero.

In the course of the experiments, the following RF transceiver tools were utilized,
depending on the specific requirements and objectives of the study:

• HackRF One,
• Flipper Zero.

The access point used depended on the system under test and was often uniquely
associated with it. The research team recommends the following devices:

• Mikrotik hAP AC3 LTE6,
• ConBee II,
• Philips Hue Bridge 2.0,
• Aqara M2,
• Modemix W-WG001.

4.2. Proposed Security Assessment Methodology

Several research methods are needed to verify the cybersecurity of smart home de-
vices. According to the device protocols, communication method, and hardware elements,
individual approaches are required. For the purposes of this article, we proposed a security
analysis methodology with utilization of the test bench described in Section 4.1. The three
main areas of activities during such security assessment include

• device physical analysis and firmware dumping,
• firmware analysis,
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• network communications analysis including different contexts, such as packet-based com-
munication patterns, wired and wireless interfaces, and local and external connections.

The relations between these three areas of assessment are presented in Figure 4.

Figure 4. Relations between three main areas of activity within proposed methodology for IoT
security analysis.

4.2.1. Device Physical Analysis and Firmware Dumping

The proposed test bench represents a crucial component in conducting a credible
process of security analysis of IoT devices. By examining the device’s vulnerability to
embedded firmware dump and flash through the use of UART, SPI, or I2C interfaces,
the test bench can provide valuable insights into the security measures in place in the
device’s firmware. In some cases, the firmware of the device can be controlled through the
aforementioned interfaces, allowing the functionalities of the device to be manipulated,
and hence malicious actions can be taken. For this methodology, the setup in Figure 5a
is suggested. These wired interfaces are typically used by manufacturers during the
production stage to upload embedded firmware, as well as for debugging and repairing
purposes during the return process. The test scenario can be carried out with the device
operating standalone, without the need for a network connection. Access to the interfaces,
however, typically requires taking the device apart. The implementation of this test bench
offers a comprehensive analysis of the device’s firmware security measures and helps to
uncover any weaknesses that may exist. The general process of exchanging and modifying
the embedded software can be divided in a few steps:

(a) Setup for firmware dumping and flashing (b) Setup for wired and wireless
communication channel monitor

Figure 5. Test bench setup examples.

1. connecting the device being tested via an adapter to the computer;
2. preparing a script or software on a computer, optionally your own malicious firmware;
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3. executing proper script or software on the computer;
4. dumping, flashing, or controlling the firmware;
5. impact analysis.

4.2.2. Network Communications Analysis

Most consumer smart home devices rely on wireless communication; however, as
previously mentioned, they may also have hidden wired interfaces. In this testing method-
ology, a testing setup was proposed, as depicted in Figure 5b, which expands upon the
setup in Figure 5a to include a wireless communication path. The utilization of an access
point or bridge with port mirroring functionality enables the copying of the communication
messages between the tested device and the manufacturer’s cloud. The recommended
Wireshark software [55] additionally allows the analysis of the transmitted packets. It
is also worth mentioning that service messages may be transmitted via the wired path,
which can be monitored via an appropriate adapter. In this case, the general process can be
divided into several steps:

1. connecting the IoT device to the access point or bridge;
2. connecting the device via an adapter to the computer;
3. connecting the computer with the access point;
4. setting up port mirroring on the access point to copy any traffic into the com-

puter interface;
5. powering up the device under test and executing common actions;
6. monitoring and saving both wired and wireless channels;
7. analysis of saved traffic for cyber security purposes.

It is possible to go one step further in this methodology by capturing and decoding
radio communications. This can be accomplished through the use of specialized hardware,
such as a software-defined radio, which allows for the detection and decoding of wireless
signals. For this purpose, the HackRF One is recommended. The test bench setup is shown
in Figure 6. Commonly used communication protocols (ZigBee, Z-Wave, Bluetooth, and Wi-
Fi) have their own security standards, which ensures the confidentiality of the transmitted
data. Hence, each of these protocols needs a separate signal processing procedure. Despite
this, the general process of radio sniffing and decoding can be divided into a few steps:

1. executing the program for radio sniffing;
2. setting transceiver parameters to adjust to specific frequency ranges, modulation, and

communication protocol;
3. sniffing communication between devices;
4. signal processing to form protocol messages;
5. decoding the data section of the formed messages.

Figure 6. Test bench setup for RF sniffing.
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4.2.3. Summary of Security Analysis Methodology Procedures

Table 2 summarizes the analysis methodology steps presented in Sections 4.2.1 and 4.2.2.
It also includes example tools to successfully execute each analysis step. The use of the
recommended tools is presented throughout the testing scenarios in Section 5.

Table 2. Summary of proposed security analysis methodology and recommended tools.

Type of Analysis Procedure/Step Tools

Physical analysis
and firmware dumping

Opening the device’s case Screwdrivers, plastic prying and open-
ing tools

Identification of I/O interfaces Eye analysis

Identification of components Microscope

Identification of debug and service inter-
faces

Oscilloscope, multimeter

Connecting to debug interface Soldering iron, cables

Firmware extraction Soldering iron, cables, manufacturer’s
software tools

Firmware analysis

Identification of system’s version Terminal—uname, cat

Identification of running services Terminal—ps

Identification of installed packages Terminal—ls, package manager (e.g.,
pacman, opkg, apt)

Reverse engineering of applications Terminal—grep, find, vim; applications—
Ghidra, IDA Pro

Finding the well-known vulnerabilities Metasploit, searchsploit, exploitdb

Communication analysis

Port scanning nmap

Identification of assets based on services e.g., web browser or Terminal with wget
and curl for HTTP communications

Identification of services’ versions nmap, metasploit

Identification of network communication
patterns e.g., with manufacturer’s cloud

Wireshark

Finding the well-known vulnerabilities Metasploit, searchsploit, exploitdb

Radio sniffing and decoding HackRF, GNU Radio, Wireshark

5. Experiments and Security Analysis of IoT Smart Home Scenarios

In Section 4, the general idea of the IoT security assessment lab and the following
methodology was proposed. As was stated, different methods are needed to verify the
cybersecurity of IoT Smart Home devices. For the purposes of this article, a security
analysis methodology was proposed to cover three main areas:

• device physical analysis and firmware dumping;
• firmware analysis;
• network communications analysis including different contexts, such as packet-based

communication patterns, wire and wireless interfaces, and local and external connections.

Then, the generic realization of these methods was described in the subsequent Sec-
tions: (device analysis, firmware dumping, and firmware analysis) and (network com-
munication analysis). Table 2 summarized the security analysis methodology steps. This
Section presents the practical application of the proposed methodology in a real lab en-
vironment for IoT security analysis. As a reference IoT smart home device to present the
practical experimentation, the Gosund SP111 smart plug was selected.
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In the following subsections, the proposed methodology is practically applied step
by step. In Section 5.1, the physical analysis of the device and the execution of a firmware
dumping procedure are presented. Section 5.2 provides techniques for analysis of the wired
and wireless interfaces that can be found on IoT devices, especially ZigBee. The proposed
methodology and the provided practical procedures of IoT security assessment were then
applied to the selected set of devices:

• IoT end devices: Neo SmartBulb Wi-Fi RGB,
• IoT bridges: Phillips Hue, Aqara M2, Modemix W-WG001, Ikea Dirigera and

Sonoff ZigBee.

The summarized results are presented in Section 5.3.

5.1. Security Analysis from View of IoT Smart Home Device

In the following Sections 5.1.1 and 5.1.2, the two steps of the proposed methodology
are presented. First, it is shown how to conduct the physical analysis of the device, and how
to execute the dumping procedure of the firmware from the IoT device is presented. Then,
the experiment of flushing the modified firmware with the injected backdoor is described.

5.1.1. Dumping Firmware from Gosund SP111 Smart Plug

The subject of the tests was a Gosund SP111 smart socket. A test environment was
built based on the test bench (Figure 5a), as illustrated in Figure 7 in this particular case.
Figure 8a,b present the realization of the setup from Figure 7. The lab designed and shown
in Section 4.1 can be flexibly reconfigured for the particular test scenarios.

Figure 7. Test bench setup for dumping and flashing malicious firmware on Gosund SP111 smart
plug.

(a) Gosund SP111 connected via USB-UART
adapter to the computer with esptool.

(b) Gosund SP111 connected via Flipper Zero
to the computer with esptool.

Figure 8. Setting up the dumping tools for Gosund SP111 analysis.

Upon taking the socket apart (Figure 9a), it was found to have well-labeled UART
interface pins, but they were not exposed (Figure 9b). Thus, to connect the device to the
computer, a PL2033 USB-UART adapter was used. This adapter also allowed powering the
device with 3.3V or 5V depending on the physical jumper’s configuration. The socket’s
computing unit is an ESP8266EX microcontroller [56]. Such a socket can be integrated
into a smart home network via Wi-Fi. Initialization (pairing) is possible using the Tuya



Electronics 2024, 13, 2371 15 of 27

Smart mobile application. In this experiment, the esptool application was installed on the
computis an open-source software dedicated to communicating with ESP microcontrollers.
It allows, among other things, importing and exporting firmware and many other func-
tions [57]. The esptool software makes research work easier, for example, by automatically
detecting connected devices. If this step is carried out correctly, firmware extraction is
performed with a simple command. In the event of problems, manual configuration is
possible, to detect the device for research. This is necessary when connecting multiple
devices simultaneously for research when using different computer ports. The firmware
was extracted to a binary file. To do this, the addresses of the cells in the register where the
code is located had to be provided. The starting address is constant and is 0x000000, but
the end address depends on the firmware size. Esptool allowed determination of this size
for the tested device of 1 MB, which means that the address of the last memory location was
0x100000. After the extraction, a compiled version of the firmware binary file was obtained.
It was noted that ASCII character strings were not converted in any way, making them
easily reviewable. It was tested whether the content of the binary file was as expected by

• extracting the first version of the firmware in an offline setup, before connecting the
plug to the Internet;

• extracting the second version firmware in an online setup, after connecting the plug to
the Internet and performing the update of the firmware.

(a) Gosund SP111 PCB. (b) Recognition of physical interfaces in
Gosund SP111 PCB.

Figure 9. Physical analysis of Gosund SP111.

The result of this test is presented in Figure 10. It confirmed the correctness of the
obtained binary file.

Then, the subsequent analysis was started. The distinctive memory area was found at
addresses from 000fb000 to 000fb17f, which is shown in Figure 11. The found memory
area contained structures in JSON format. The first such structure contains information
about the last 12 bits of the device’s MAC address (3 characters in hexadecimal notation),
the object identifier along with the authorization key and a bool variable named prod_test.
The second structure contains the default SSID and password for an unknown Wi-Fi access
point. At this stage, the initial conclusion was that the discovered structures may serve as
backup access to the device. The correctness of the MAC address was also confirmed by
messages from the UART interface.
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Figure 10. Observation of firmware binary file before and after update.

Figure 11. Analysis of memory area from 000fb000 to 000fb17f in Gosund SP111 firmware.

5.1.2. Flashing Malicious Firmware to Gosund SP111 Smart Plug

The experiment was a continuation of previous research and involved testing the
capability of modifying the firmware in a manner that would allow for the transmission of
the wireless network’s identifier and password to the attacker’s Command & Control (C2)
server located outside the local network and over the Internet, followed by re-uploading it to
the tested IoT device. The attack scenario was carried out without the victim’s knowledge
and involved configuring the modified IoT device according to instructions, while the
victim was performing actions. At the research stage, the procedure assumes the absence of
devices blocking or otherwise hindering communication between the local network devices
and the rest of the Internet, such as firewalls or intrusion detection/intrusion prevention
systems (IDS/IPS). With this open approach, it was also possible to formulate proper
conclusions and recommendations for building a secure IoT network architecture. The
experiment utilized the setup depicted in Figure 7.

The modification of the compiled firmware was problematic, so the basis of the
developed modified version of the firmware was the use of the open-source software
Tasmota [58]. This is a universal software platform for ESP8266 based on the popular
Arduino framework that allows the management of multiple IoT devices. Its popularity is
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due to its low entry threshold for application, as it uses a declarative template mechanism
to describe the functions that a given interface performs in the specified device. For the
purpose of the experiment, the firmware was modified so that it would send the network
identifier and password to the attacking server when the internal HTTP server started. The
choice of these execution conditions was not arbitrary. It resulted from the preliminary
analysis of the device, as the experimental verification confirmed that at this moment the
device already has access to the Internet, which was necessary to establish the simulated
C2 communication. The code of the modification is shown in Figure 12. Then, the proper
data transmission on the C2 was confirmed by monitoring the logs.

Figure 12. Source code modification of Tasmota firmware, server side.

5.2. Security Analysis on Communication Interfaces of IoT Smart Home Devices

In the following Sections 5.2.1 and 5.2.2, the practical analysis of wired and wireless
interfaces recognized in the device is described. Section 5.2.2 specifically focuses on
analyzing Zigbee communications.

5.2.1. Analysis of Wired and Wireless Communication of Gosund SP111

The selected IoT socket for research cooperates with the Tuya cloud, and pairing relies
on inputting the SSID and password into the dedicated application and sending them to
the IoT device. The device then authenticates using the obtained data. Given that this
communication takes place wirelessly using Wi-Fi, the test bench shown in Figure 13 was
used for further research. Communication is monitored with a Mikrotik wireless access
point with traffic monitoring on the interfaces, copying the network traffic for real-time
analysis. Serial interface communication was observed using a computer station with a
USB-UART adapter. The communication log is shown in Figure 14.

Figure 13. Test bench setup for monitoring wired and wireless communication channels on Gosund
SP111 smart plug.
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Figure 14. Service messages of Gosund SP111 smart plug monitored via UART interface.

The firmware sends all service information to the UART port according to a specified
catalog of labels. These messages provide insights into the code structure and operations
performed by the device, including visible file names and locations where actions are taken.
Line (1) of Figure 14 shows the successful authorization of the mobile device in the socket
network and line (2) shows the successful authorization of the socket to the Wi-Fi access
point. Further, the observed actions include connecting to the cloud through the MQTT
protocol, checking for firmware updates and starting the update. Another observation is
that the interface transmits error information during user interaction with the device. The
abovementioned operations could be confirmed in a parallel analysis of the Wi-Fi 802.11
network traffic communication. This was conducted using the Wireshark program, as
shown in Figure 15.

Figure 15. Packet traffic of Gosund SP111 smart plug monitored via Wireshark tool.

Based on this analysis, it could be confirmed that communication with the manufac-
turer’s cloud was secured via the TLS (transport layer security) session protocol. However,
an outdated protocol version 1.2 [59] was used, for which vulnerabilities, such as Poo-
dle [60] and Raccon [61], are well-known.
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5.2.2. Analysis of Zigbee Communications of ConBee II Gosund IG019 Smart Plug

ZigBee security is based on two pairs of encrypted 128-bit keys: network and link
keys [62]. The network key is the same for the entire private network and is used for
broadcast communication, while the link key is assigned to a single connection between
two devices. Within a configured ZigBee network, keys are encrypted prior to communi-
cation between devices. When a new, previously unconfigured device tries to connect to
the ZigBee network, it needs to obtain a network key. This key can be transferred to a new
device in several ways:

• by manual entry of the key by the administrator;
• assigned to the device at the production stage;
• provided by the network coordinator using a transport key;
• otherwise specified by the network administrator.

For many end devices, it is impossible to manually enter the network key, owing to
the lack of a user interface. The second method can be implemented for systems using
only one vendor. The third method is commonly used, and some vendors set the default
ZigBee transport key ZigBeeAlliance09. In this instance, the network key can be easily
obtained. This vulnerability was checked in the following experiment. A schema for
wireless communication sniffing has been proposed (Figure 16). As an example, the schema
was used to check the security of the ZigBee bridge ConBee II. The lab realization of the
test bench is presented in Figure 17.

The initialization phase is critical for ZigBee security, owing to the network key
transport. There is only one network key in the ZigBee network and it is used to encrypt all
data transmitted through the network. The initialization of the Gosund IG019 smart plug
to Conbee II was sniffed with HackRF One. Full signal processing was performed by the
prepared program in GnuRadio. The setup of the program ZigBeePacketsReceiver.grc
is shown in Figure 18.

Figure 16. Test bench setup for radio communication sniffing of IG019 smart plug.

ZigBeePacketsReceiver.grc program (Figure 18) uses gr-osmosdr, gr-ieee802-15-4
and gr-foo packages [63]. The Gr-osmosdr package was used to capture the radio signal
from HackRF One. It enabled the examined frequencies to be adjusted from one of sixteen
ZigBee channels. Afterwards, the signal was passed to gr-ieee802-15-4 to form ZigBee
packets based on OQPSK demodulation. Finally, the sniffed packets were forwarded to
the Wireshark application with the gr-foo module. The transmission could be saved to a
pcap file after the experiment. An example output is shown in Figure 19. The association
response message is highlighted in blue. This informs about a successful initialization
of the Gosund smart plug to Conbee II, due to the sent PAN (Private Area Network) ID.
The subsequent message after the accepted association contains the network key. The
data are encrypted with a transport key and hash function. If a gateway uses the default
transport key ZigBeeAlliance09, it is trivial to decode the Key-Transport Key message.
Such a vulnerability leads to network key exposure. With a known network key, every
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message for the ZigBee network can be decoded. A leak of the network key can lead to
more complex attacks, such as replay attacks or denial of service attacks. As a result of
these attacks, interception of the ZigBee network can be carried out.

Figure 17. Lab realization of the setup from Figure 16.

Figure 18. The setup of the GNU Radio program ZigBeePacketsReceiver.grc for radio communi-
cation sniffing of the IG019 smart plug.
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Figure 19. Captured device initialization process for ZigBee network.

A further experiment was conducted with the following scenario. The ConBee II
coordinator management software, deCONZ, allows use of one out of four ZigBee network
security modes:

• without protection;
• with standard security based on a trusted network key;
• with standard security based on a user-defined network key;
• with higher security involving the use of a trusted key for a given connection and

without a slave–master relationship.

The phase of adding a new end device to the ZigBee network was analyzed for each
of the above settings. Regardless of the settings, the network key was sent in the Key-
Transport Key message and was encrypted using the standard ZigBeeAlliance09 transport
key. Then, it was possible to decrypt messages using Wireshark. In the Wireshark options
for ZigBee analysis, the network layer security level was configured with

• selection of cryptographic suite to AES-128 with 32-bit Integrity Protection,
• change of the value of the defined keys (Pre-configured Keys) with adding the key

ZigBeeAlliance09 in the byte representation: 39:30:65:63:6E:61:69:6C:6C:41:65
:65:42:67:69:5A,

• selection of Byte Order field as Reverse.

As a result, the decoded key 27c1405317ebfe3ffd07962db5712ec8 should appear in
the Key field. It is presented in Figure 20. This key is the same as the key set in the deCONZ
application on the Home Assistant platform, which is depicted in Figure 21. Based on
this finding, it is recommended that any IoT manufacturer use the higher level security
standards than the default ones. Consequently, decoding the network key would become
more complicated for any attacker.

Figure 20. Decoded ZigBee network key in Wireshark.



Electronics 2024, 13, 2371 22 of 27

Figure 21. Network key setup in deCONZ, the same as decoded from the sniffed network traffic.

5.3. IoT Security Analysis Methodology Applied

Sections 5.1 and 5.2 presented an extensive examination of testing scenarios and a
corresponding analysis based on the selected example devices. This examination procedure
was further extended to a wider range of devices through the application of the aforemen-
tioned testing scenarios. It was important to apply the presented methodology to both IoT
end devices and IoT bridges. The analysis beyond Gosund SP111, IG019 and ConBee II
presented by Sections 5.1 and 5.2 included

• IoT end devices: Neo SmartBulb Wi-Fi RGB,
• IoT bridges: Phillips Hue, Aqara M2, Modemix W-WG001, Ikea Dirigera, and Sonoff Zig-

Bee.

The results of these analyses are summarized and presented in Table 3. This compre-
hensive analysis demonstrated the significance of implementing stringent security protocols
in devices, particularly with respect to safeguarding against the abuse of communication
channels and the risk of firmware overwriting in the embedded memory. These findings
should act as a catalyst for manufacturers to undertake proactive steps towards securing
their devices and protecting against malevolent breaches.

Table 3. Summary of tested device vulnerabilities using proposed scenarios.

Device Type
Scenario

Dumping Flashing Communication RF
Firmware Firmware Channels Sniffing Sniffing

Gosund SP111 Smart Plug - - - N/A
IG019 Smart Plug - - - -
Neo SmartBulb Wi-Fi RGB Smart Bulb - - + N/A
Philips Hue Bridge - N/A N/A -
ConBee II Bridge N/A N/A N/A -
Aqara M2 Bridge N/A N/A + -
Modemix W-WG001 Bridge N/A N/A + -
Ikea Dirigera Bridge N/A N/A + -
Sonoff ZigBee Bridge N/A N/A N/A -

(-)—vulnerability found, (+)—lack of vulnerability, (N/A)—not applicable *. * it does not indicate that the device
is not vulnerable, but rather that the prepared scenario does not apply to that specific device.
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The experiments described in Sections 5.1.1 and 5.1.2 revealed a significant vulnerabil-
ity in the architecture of consumer IoT solutions, such as the tested Gosund SP111 smart
plug, as well as others based on the ESP platform. Primarily, it was straightforward to
discover the reprogramming interface of the device, and thus uploading modified firmware
was not problematic. Additionally, there are large communities of enthusiasts for these
systems who can provide a wealth of advice and instructions on how to perform such
modifications. It is worth noting that users rarely verify the software they download
for such devices, increasing the risk of encountering modified software in deployments.
Another distribution method may be the resale of such smart plugs after modification
has been performed. This makes it easy to gain unauthorized access to wireless networks
in different networks. It should also be noted that in the experiment, in addition to the
wireless network identifier and password, the IP address was also stolen, from which
the connection was established. It should also be considered that it may be possible to
develop more advanced modifications that would turn the smart plug into a relay point or
a communication server for an attacker. This is especially useful for bypassing firewalls in
networks that only allow incoming traffic when a connection is established from within.
This leads to the possibility of implementing more advanced scenarios where cyberattacks
can be carried out against other devices in the local network. In recent years, this has
been used with IoT cameras [64]. This highlights the generally recognized issue of the
cybersecurity of the supply chain for IoT solutions [27] linked with the broad problem
of user awareness in cyberspace. This openness of solutions, on the one hand, has many
advantages, such as strong community interest, the availability of support, and unlocking
of new features. On the other hand, awareness must be increased in terms of the potential
use of such simple, cheap, and easily accessible IoT systems as part of implementing larger
cybersecurity scenarios. In this area, several important works have emerged in recent times,
including proposals for standards aimed at increasing the cybersecurity of end solutions,
including the IoT, such as the ENISA [27] study.

The experiments described in Section 5.2.1 revealed that there are messages with
sensitive data in wired and wireless communication channels. It is noteworthy that all
logs were displayed within a short time frame (several seconds). Upon connecting to the
internet, the device was able to download code from the manufacturer’s website, without
even allowing an opportunity for confirmation. Given the device has full access to the
private network, attention should be paid to the threat posed by unscrupulous cloud
solution providers. In [65], the possibility of exploiting this update channel to import
malicious software into all connected devices to create a malicious botnet was raised.
From a monitoring and data analysis perspective for cybersecurity, such a 1 MB firmware
in reference to the scale of traffic processed by network devices is negligibly small and
transmitted in encrypted traffic. This means that reliance cannot be placed on a network
threat detection solution, making research such as that presented in this article and its
conclusions for cybersecurity particularly important. It is also worth mentioning that
the UART interface, being a debugging channel for the device, is not locked for use in
production. Although passwords do not appear in messages, they can be correlated with
wireless communication to provide an additional, unencrypted reference source.

Section 5.2.2 raises the problem of insecure transport for the ZigBee network key. The
experiments carried out for different bridges showed that this vulnerability appears to not
only be for ConBee II. The transmitted data cannot be sent using default passwords, because
radio communication can be sniffed with ease. Additionally, by knowing modulation and
encryption methods for specific protocols, decryption of the message is not complicated.
This breaks the confidentiality of the ZigBee network traffic. Moreover, capturing the
network key can lead to denial of service or replay attacks. An attacker can take control of
the ZigBee network.

To improve the security of consumer IoT devices, manufacturers should implement
secure firmware update processes to prevent unauthorized access and conduct regular
security audits and testing of devices. Sensitive data stored on the device and during
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transmission should be encrypted, and secure authentication methods should be provided
for device access and firmware updates. Additionally, clear warnings and instructions
should be included for users on the importance of verifying software authenticity and
updating firmware. To further enhance security, manufacturers should remove access to
wired communication channels in the production version of devices and make it impossible
to overwrite firmware in built-in memory. Moreover, sensitive data, which can reduce the
security level of a system, need to be sent through a dedicated channel. Sensitive data
ought to be encrypted with a specific algorithm chosen by the network administrator, or
manufacturers should implement their own solutions.

6. Conclusions and Future Work

In this article, the focus was placed on highlighting the security concerns surrounding
smart home devices. The case and need for such efforts were thoroughly described in
Section 3. A few spectacular examples of security vulnerabilities in IoT smart home devices,
popular among user around world, were referenced, such as [37,38]. The vulnerability in
the KNX protocol has even been part of an official CISA alert [40].

Evaluating the security of IoT devices, especially in smart home applications, seems
to be a very important topic, which will only increase in importance in the coming years.
This paper addressed these challenges. It proposed a universal methodology for IoT
security analysis together with the general design of a lab environment for execution of
this methodology. These are presented in Sections 4.1 and 4.2. It was the unique value
of this paper to combine the assessment process steps with the recommended tools, and
then to present them in action through a set of experiments (Section 5). A universal testing
environment with the proposed methodology was utilized to conduct a series of security
tests on various devices. The initial tests were executed on standalone devices, such as
smart bulbs and plugs. Then, the process was extended to IoT bridges, especially for the
ZigBee wireless interfaces. The results of the tests were analyzed to uncover vulnerabilities
and the layers of the attack surface for potential exploitation. The findings, presented in
Section 5.3, were then used to formulate recommendations for manufacturers of smart
home devices to enhance their security measures and protect against malicious attacks.

The formulated and tested methodology for IoT device security assessments showed
its robustness and applicability. It can supplement the well-established ecosystem of stan-
dards, frameworks, and guidelines for IoT security by providing practical procedures for
verification of requirements. The unique combination of the proposition of a methodology,
the relevant tools, and procedures enables anyone to easily follow the study, emphasizing
affordable options.

There are two main limitations of the current methodology and the prepared test bed
for security assessment of IoT devices. First, the firmware analysis is mostly based on clearly
readable strings that are easily decoded, without applying deeper reverse engineering
methods.Then, it is limited to digging deeper into some parts of firmware to find hidden
vulnerabilities. The second limitation of the current setup is that no subsystem has yet
been developed within the test bed for automated fuzzing of IoT devices. Recently, this has
been recognized as one of the key elements to scale security research efforts in the space of
finding vulnerabilities. Future work will address these concerns.

The aim of this study was to raise awareness of the critical importance of ensuring the
security of smart home devices and to provide practical recommendations for improvement
in this area. The results of this research can provide valuable insights into the current state
of security in smart home devices and highlight the need for further work in this field.
Future work should involve the extension of this research in two ways:

• by testing of an even wider range of devices, optimization of the testing environment,
and the development of additional testing procedures within the proposed methodol-
ogy for smart home devices. This would broaden the results available for different IoT
systems and in different settings.
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• by applying other methodologies for security analysis of IoT devices to compare the
results between them and the proposed methodology. This would offer a deeper
understanding of the findings’ robustness and applicability.
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