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Abstract: As network sizes grow, attack schemes not only become more varied but also increase in
complexity. This diversification leads to a proliferation of attack variants, complicating the identifica-
tion and differentiation of potential threats. Enhancing system security necessitates the implementa-
tion of multi-class intrusion detection systems. This approach enables the categorization of incoming
network traffic into distinct intrusion types and illustrates the specific attack encountered within the
Internet. Numerous studies have leveraged deep learning (DL) for Network-based Intrusion Detec-
tion Systems (NIDS), aiming to improve intrusion detection. Among these DL algorithms, Graph
Neural Networks (GNN) stand out for their ability to efficiently process unstructured data, especially
network traffic, making them particularly suitable for NIDS applications. Although NIDS usually
monitors incoming and outgoing flows in a network, represented as edge features in graph format,
traditional GNN studies only consider node features, overlooking edge features. This oversight can
result in losing important flow data and diminish the system’s ability to detect attacks effectively. To
address this limitation, our research makes several key contributions: (1) Emphasize the significance
of edge features for enhancing GNN for multi-class intrusion detection, (2) Utilize port information,
which is essential for identifying attacks but often overlooked during training, (3) Reorganize features
embedded within the graph. By doing this, the graph can represent close to the actual network, which
is the node showing endpoint identification information such as IP addresses and ports; the edge
contains information related to flow such as Duration, Number of Packet/s, and Length. . .; (4) Com-
pared to traditional methods, our experiments demonstrate significant performance improvements
on both CIC-IDS-2017 (98.32%) and UNSW-NB15 (96.71%) datasets.

Keywords: Network Intrusion Detection System (NIDS); Graph Neural Network (GNN); machine
learning; edge classification; features rearrangement

1. Introduction

The rapid increase in the number of mobile devices is driving the growth of the
Internet and communication field, leading to significant security challenges. Network
security serves as a critical shield against malicious intrusions, preventing unauthorized
access to sensitive data and systems. Cybercriminals continuously look for vulnerabilities
to exploit, making it essential to establish strong defenses for safeguarding against potential
risks. Therefore, detecting and preventing attacks before they occur is crucial for network
protection. Intrusion Detection Systems (IDS) emerged as a promising security measure
to complement and strengthen network defenses. In network environments, IDS serves
a vital function by actively monitoring network activities to detect potentially malicious
behaviors. It assesses the data flow within the internal network before it is transmitted
externally, searching for any indications of abnormalities. Upon detecting anomalies, an
alert is triggered and sent to system administrators for prompt response to the incident.

Traditional intrusion detection systems (IDS) rely on predefined rules and signatures
to identify malicious activities. While this approach offers some initial effectiveness, the
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growing complexity and volume of attacks expose its limitations. Attackers can readily
bypass these systems by constructing variants of known attacks or targeting entirely new
vulnerabilities. This vulnerability to novel attack methods results in a steadily increasing
error rate for traditional IDS [1]. Addressing these limitations is crucial for bolstering the
overall resilience of intrusion detection systems in dynamic cybersecurity landscapes.

To solve this problem, Deep Learning (DL) introduces a dynamic and adaptive ap-
proach that supplements the rule-based nature of traditional IDS [2,3]. DL has made
significant advancements across various fields, such as image processing [4], storage sys-
tems [5], speech recognition [6], and cybersecurity [7]. By leveraging DL algorithms, an IDS
gains the ability to learn from historical data, adapting to evolving threats without solely
relying on predefined rules. This adaptive learning empowers the system to recognize
patterns and anomalies, making it more adept at identifying novel attack methods and
zero-day exploits.

In the field of DL, attack classification involves two main types: binary classification
and multi-class classification (Figure 1). Unlike binary classification, which divides network
traffic into normal and abnormal categories, multi-class classification specifically delineates
attack types, enabling NIDS to distinguish between incoming flows, thereby reducing false
alarm rates [8]. As network size expands, attack techniques not only diversify but also
grow in complexity. Consequently, detecting various attack types becomes imperative
for businesses to preempt intrusions, particularly in scenarios where numerous attack
variations abound.

Classification types

Multi-class

Binary classification e .
classification

Normal| DDoS |Port Scan

[91
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Figure 1. Classification methods (a) Binary classification (b) Multi-class classification.

One of the simplest ways to achieve high performance in multi-class intrusion detection
within NIDS is to deploy multiple algorithms simultaneously, each algorithm specializing in
the detection of a specific type of attack (Table 1). While this method may seem effective, it
is not without drawbacks. Primarily, it can lead to increased computational costs, which is
a significant concern for real-time detection capabilities [9]. High efficiency often demands
significant resource consumption and vice versa [10]. Therefore, it is essential to balance
maintaining high intrusion detection performance and minimizing computational costs in a
multi-class intrusion detection scenario.

Furthermore, when working with multi-class intrusion detection, researchers have
encountered several challenges. Network traffic, primarily in the form of flow data, is
inherently unstructured, as flows can be generated randomly between endpoints over time.
Additionally, while flow information is crucial for detecting attacks, not every attribute
is pertinent to every attack type [11]. For instance, “Flow Duration” holds significance in
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identifying Denial-of-Service (DoS) attacks due to its focus on the duration of data flow
persistence. Conversely, in detecting Injection attacks, which prioritize message content
over traffic duration, this attribute might be less critical. Finally, in network traffic analysis,
port information plays a critical role in identifying malicious activity [12]. Intruders
often exploit unusual port usage patterns. This includes unauthorized access attempts
on uncommon ports or irregular traffic patterns on standard ports. By incorporating
port data, we gain a deeper understanding of network communication, enabling more
precise intrusion detection. This sets the stage for our method, which improves multi-class
intrusion detection.

To tackle this challenge, Graph neural networks (GNNs) present a promising solution
for multi-class intrusion detection. Within intrusion detection, GNNs can depict network
topology as a graph and learn patterns from it, facilitating the analysis of unstructured data.
GNN s excel in processing such data by capturing relationships between network elements.
By leveraging GNNs, we can effectively integrate these diverse data sources to enhance the
precision of intrusion detection across multi-class attacks.

Table 1. Attack-Algorithm Mapping.

Attack Algorithm

DoS RNN [13]

Port Scan Support Vector Machine (SVM) [14]
DDoS E-GraphSAGE [15]

Reconnaissance E-GraphSAGE [15]

Backdoor E-GraphSAGE [15]

Fuzzers SVM [16]

Generic SVM [16]

Exploits SVM [16]

In general, the majority of NIDS benchmark datasets (e.g., [17-19]) offer insights into
network traffic or data flow. Intrusion detection aims to identify malicious attacks within
the network system. In GNN representations of these systems, such flows are represented
as edges, with associated data serving as edge features. Consequently, harnessing edge
features within GNN architectures becomes crucial for accurate intrusion detection. How-
ever, conventional GNN approaches tend to prioritize node features for node classification
tasks, overlooking the potential benefits of incorporating edge features [20]). This emphasis
on node features alone may limit the effectiveness of intrusion detection systems, as it
overlooks critical contextual information encoded within the edges. Edge features capture
nuanced relationships and interactions between nodes, offering valuable insights into the
network’s behavior and facilitating more precise detection of anomalous activities. There-
fore, advancing GNN methodologies to incorporate edge features alongside node features
is imperative for enhancing the accuracy and robustness of intrusion detection systems
in safeguarding network security. J. Gilmer [21] introduced a Message Passing Neural
Networks (MPNN) function, which incorporates edge features to predict the quantum
mechanical properties of molecules. Similarly, L. Gong [22] proposed a method to han-
dle edge features in multigraphs. Their framework enables edge features to dynamically
adapt across network layers, allowing models to effectively leverage richer edge feature
information. However, both studies primarily utilize edge features to enhance node repre-
sentation rather than edge classification, a crucial aspect of NIDS. To harness edge features
for flow data detection, W. Lo proposed an inductive algorithm named E-GraphSAGE.
While this method demonstrated promising results in IoT networks, it notably disregards
port information post-graph creation, which is pivotal for attack detection.

W. W. Lo [15] introduced an inductive algorithm called E-GraphSAGE for flow detec-
tion using edge classification. Although their proposed model shows the efficient method
of using flow information as edge features, their proposal puts all the features to the edge,
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and the information in the node is a matrix-ones. This method is limited as their graph
does not represent a close representation of the actual network.

Based on this limitation, this paper introduces a novel approach to enhance Graph-
SAGE, a variant of GNN, for more effective multi-class intrusion detection in network flow
data. Our method concentrates on rearranging features embedded in the graph. In this
method, information related to the host, including IP addresses and ports, is entered into
the node, and information related to flow, such as flow duration, flow length, and number
of Packet/s, is entered into the edge. By doing this, when aggregating information and
concatenating it in the MPNN process, the node can provide identification information
(e.g., which port the attack occurs), and the edge contains the information of that attack.
Furthermore, the identification related to the port is essential because some attacks only
occur on specific ports. For example, a Brute Force attack focuses on ports 21, 22. .. which
requires a password for login to crack the user’s password. Finally, to enhance performance
in training and predicting the model, we utilize an additional embedding layer to extract
more informative features from neighboring nodes. This improved feature utilization
contributes to more accurate intrusion detection.

We summarize our contributions as follows:

*  Our research highlights how paying attention to the details of network traffic, specifi-
cally the edge features, can greatly improve GNN for spotting different types of attacks
from the Internet. By focusing on these small but crucial aspects, we aim to improve
IDS to recognize and prevent cyber threats, which are always changing and becoming
more sophisticated.

*  Our contribution underscores the critical role of port information in identifying attacks,
a factor often neglected during the training process. By incorporating this vital aspect
into our approach, we aim to enhance the accuracy and effectiveness of intrusion
detection systems. This emphasis on utilizing port information is key to bolstering
network security defenses against emerging cyber threats.

e This paper proposes a method to reorganize the features embedded within the graph.
By doing so, the graph can more accurately represent the actual network, where
nodes display endpoint identification information such as IP addresses and ports, and
edges contain flow information such as Duration, Number of Packets per second, and
Length. ..

*  Our experiments reveal substantial performance enhancements over traditional meth-
ods, achieving accuracy rates of 98.32% on the CIC-IDS-2017 dataset and 96.71% on
the UNSW-NB15 dataset.

The remainder of this paper is organized as follows. Section 2 discusses key related
work, while Section 3 provides relevant background about multi-class attacks, IDS, GNN,
and GraphSAGE. In Section 4, we present our proposed method. Section 5 covers the
experiments and evaluation. Lastly, in Section 6, we provide conclusions and outline
avenues for future research.

2. Related Work

In recent years, many researchers [23,24] applied theories of machine learning to
intrusion detection and proposed an anomaly detection model due to the limitations of
a Rule-based Intrusion Detection System as it cannot detect variants of existing attacks
that do not match any signature in the database. Aamir et al. [14] proposed a solution to
detect distributed denial-of-service (DDoS) and port scan attacks by using a Support Vector
Machine (SVM) to enhance network security and improve the accuracy of identifying
malicious activities. Although the algorithm achieves high performance in detecting
intrusion, it is primarily designed for binary classification.

To address the limitations of traditional machine learning (ML) methods in intrusion
detection, deep learning (DL) has emerged as a promising alternative, demonstrating
superior accuracy. Various DL techniques, including Convolutional Neural Networks
(CNN) [25], Recurrent Neural Networks (RNN) [13,26,27], and traditional Multi-Layer
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Perceptron (MLP) [28]. Despite their impressive performance, these methods share a
limitation: CNN is primarily designed for grid data such as images and RNN performs well
with sequential data (text), which represents as structured data. Therefore, these limitations
will make these models ineffective when capturing flow data, which are organized as
unstructured data [29,30].

To overcome these shortcomings, Graph Neural Networks (GNNs) have gained promi-
nence in DL, particularly for tasks involving graph-structured data. GNNs excel in cap-
turing complex relationships within graphs, leveraging both local and global information
to propagate data across nodes effectively. This adaptability makes GNNs well-suited
for various applications, including social network analysis [31,32], recommendation sys-
tems [33,34], and biological network analysis [21,35]. In the realm of intrusion detection,
GNN:ss offer a promising approach by representing network topology as a graph and learn-
ing patterns from it, thus enabling analysis of unstructured data [36,37]. GNNs are uniquely
designed to navigate and analyze graph structures, making them suitable for the dynamic
and interconnected nature of network activities.

By utilizing GNN, Zhou et al. [20] effectively applied the Graph Convolutional Net-
work (GCN), which is a variant of GNN, for botnet attack detection via node classification
tasks, by simulating botnet traffic parallel to normal network traffic. However, their study
primarily concentrates on node features for classification tasks without considering edge
features. The goal of NIDS is to identify and detect attacks on traffic and flows [3]. This
presents the challenge of edge classification on flow datasets, where crucial information is
primarily provided through edges. Leveraging the edges (flows) feature allows the model
to adeptly manage unseen flows entering the network [30,38]. Moreover, relying on infor-
mation from NIDS benchmark network datasets [17,18], which offer more information as
edge features rather than node features, enables effective edge classification. Some existing
graph representation learning methods [21,22] have already incorporated edge features to
enhance node representation for improved performance. However, these methods were
not specifically designed for edge classification, which is the primary objective of NIDS.

W. W. Lo [15] introduced an inductive algorithm called E-GraphSAGE for flow de-
tection using edge classification. Although the approach achieved high performance, the
author only deployed the port information in the creating graph step. Then, they omitted
the port information and applied the matrix one instead. The information-related port is
crucial due to it provides the identification information while training, helping the model
have more information on the flow data. Therefore, omitting port information can result in
suboptimal performance in both the training and testing stages. To overcome this limitation,
we proposed a method to rearrange the features embedded in the graph. In this approach,
the identification information, such as IP addresses and ports, is utilized and embedded as
node features, and the flow information, such as Flow Duration, Flow Length, and Number
of Packets per second,. . ., is embedded as edge features. Furthermore, to delve deeper into
information from neighbors, we also utilize an additional embedding layer.

Based on the E-GraphSAGE algorithm, Mirlashari [39] proposed a modified version
to enhance IoT intrusion detection systems. In their method, the message function is
modified to compute by concatenating the source node and edge features. This approach
allows the model to flexibly process complex relationships between nodes and edges
by incorporating both the source node and edge features. However, their method still
ignores port information, which is important for effective training and testing. Caville [40]
introduced the Anomal-E approach to learn edge features and graph topological structure.
In this method, a graph is constructed with nodes representing hosts and edges describing
the flows between them. By adapting E-GraphSAGE for a self-supervised learning task,
the model effectively enables edge embeddings without using any data labels.

In contrast to the previous studies, we proposed a method to rearrange and leverage
all features in the dataset. This approach provides the model with more information during
training, resulting in improved performance when tested with incoming unseen flows.
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3. Background Knowledge
3.1. Multi-Class Attack

In a broader context, a multi-class attack represents a significant cybersecurity threat,
wherein adversaries exploit multiple stages with various attack types to breach information
systems. The heightened risk of such attacks stems from the attacker’s ability to target
multiple vulnerabilities simultaneously, facilitating activities such as intrusion, data ma-
nipulation, or even gaining complete control over the system. This poses a formidable
challenge to system integrity and security, particularly concerning the detection and re-
sponse to complex and diverse cyber threats.

Numerous research studies [8,41] underscore the importance of detecting multi-class
attacks to ensure network security, mitigate risks, and safeguard systems from the diverse
adverse effects of attacks. There exists a plethora of attack vectors that attackers can employ
to exploit vulnerabilities within a system. In this specific subsection, we aim to provide
an overview of some widely encountered attack methodologies. Understanding these
common attack techniques is imperative for fortifying cybersecurity measures.

3.1.1. DoS Attack

Generally, a Denial-of-Service (DoS) attack is a malicious attempt to disrupt the normal
functioning of a network or website, making it temporarily or permanently inaccessible to
users [42]. In these attacks, intruders interrupt the targeted system with a flood of traffic,
exhausting its resources and causing service downtime. This form of intrusion poses a
significant threat to network security, as it can lead to severe disruptions in critical services
and financial losses. By incapacitating a network’s ability to respond to legitimate requests,
DoS attacks compromise the availability and reliability of online platforms.

3.1.2. DDoS Attack

A Distributed Denial-of-Service (DDoS) attack is a malicious attempt to disrupt the
normal operation of a website or online service by overwhelming it with a flood of internet
traffic [42]. Unlike a traditional DoS attack that originates from a single source, DDoS
attacks leverage a network of compromised computers, known as botnets, to bombard
the target with a massive volume of requests. This can include flooding the server with
connection initiation requests (SYN packets) or overwhelming it with application-layer
requests like HTTP GET requests. The distributed nature of these attacks makes them
significantly more potent and challenging to mitigate compared to traditional DoS attempts.
Consequently, DDoS attacks can cause widespread disruptions, rendering websites and
online services unavailable for extended periods. These attacks often target high-profile
targets like banks, government institutions, and large corporations, causing not only
financial losses but also potential disruptions to critical infrastructure, hindered emergency
services, and reputational damage.

3.1.3. Port Scan Attack

Port Scan attack involves probing a computer system or network for open ports, which
are points of communication for various services [43]. This reconnaissance technique allows
attackers to identify which ports or services are opened. By systematically scanning for open
ports, attackers gather information about the network’s structure set up for future attacks.
Port Scan attacks, although not directly disruptive like DoS attacks, pose a serious threat by
providing attackers insights into potential entry points for intrusion. Safeguarding against
Port Scan attacks is crucial for maintaining the confidentiality and integrity of sensitive
information within a network.

3.1.4. Exploits Attack

Exploit is a concept that describes network security attacks in which hackers exploit
security vulnerabilities to penetrate and take control of any system to steal important data
and assets [44]. These vulnerabilities often stem from errors made during the development
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and deployment of products or applications. Despite being unintended, these errors
introduce vulnerabilities, posing potential risks to the system’s security. Upon discovering
these security weaknesses, hackers seek out ways to exploit them using specialized software
or attack support tools.

3.1.5. Reconnaissance Attack

Reconnaissance is the process of gathering information about a target system before
launching an attack [45]. This includes identifying system vulnerabilities, weaknesses,
configurations, and resources. The collected information is used to plan and execute attacks
more effectively. Reconnaissance is a crucial step in the attack process, enabling hackers
to better understand their targets. However, during reconnaissance, if an attacker sends
a large number of TCP SYN packets to the target server or conducts high-frequency and
continuous port scanning to exploit vulnerabilities or gather information, it can lead to
resource overload and be detected as a DoS attack.

3.1.6. Fuzzing Attack

A fuzzing attack in cybersecurity is a system testing technique that involves sending
random or invalid input data to find vulnerabilities, errors, or weaknesses in software,
protocols, or systems [46]. The primary purpose of a fuzzing attack is to detect errors in
the incorrect processing of input data, which can lead to serious issues such as crashes,
buffer overflows, or even the execution of malicious code. These errors can be exploited to
carry out further attacks, such as DoS attacks or privilege escalation. The fuzzing process
involves generating random, invalid, or unexpected input data and then sending it to
the target application, protocol, or system. Fuzzing tools can automate this process and
monitor system responses to detect errors or unusual behavior.

3.2. Graph Neural Network

GNN is a class of machine learning models designed to operate on graph-structured
data. The key motivation behind GNNSs is to extend traditional neural networks to handle
data with complex relationships (unstructured data) (Figure 2) and dependencies, which
can be naturally represented as graphs. Graphs consist of nodes and edges, where nodes
typically represent entities, and edges signify connections or relationships between them.

Figure 2. Structured and Unstructured data (a) Structured Data (b) Unstructured Data.

Traditional neural networks, such as RNNs and CNNs, limit themselves because
they are primarily designed for grid-like or sequential data, which represent structured
data. RNNs excel in capturing sequential dependencies over time, making them suitable
for tasks like natural language processing. On the other hand, CNNs are effective in
extracting hierarchical features from grid-structured data, making them prevalent in image
recognition tasks.

However, both RNNs and CNNs face challenges when dealing with non-grid, irregu-
larly structured data, such as graphs. In scenarios where the relationships between data
points are as crucial as the individual characteristics, RNNs, and CNNs may struggle to
capture the intricate dependencies inherent in graph-structured data.
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GNN s step in to address this gap by enabling the modeling of relationships between
entities in a graph. This allows GNNs to provide more expressive and context-aware
representations, making them particularly valuable in applications where understanding
the complex interplay between different data points is essential. Essentially, GNNs extend
the capabilities of traditional neural networks to better handle the inherent complexities of
graph-structured data.

Additionally, one of the advantages of GNN is their capability to effectively depict
the intricate structures of networks in a graph format (Figure 3), while retaining the
underlying network model. This feature enables GNN to capture and represent the inherent
relationships and dependencies between entities more expressively, facilitating a thorough
understanding of the complex dynamics within the network. After creating the graph, the
most characteristic feature of a GNN, which distinguishes itself from other DL methods,
is the embedding step. In this step, the GNN implements the message-passing neural
network (MPNN) algorithm. Nodes linked together by edges collect information from each
other and then update their own information. This algorithm allows nodes to retain their
own information as well as the information of their neighbors, enabling them to capture
complex relationships in the graph.

Hidden layer Hidden layer

Network Flow Data Input Graph
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e o5 !g: — N

AAAAAAA
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Figure 3. GNN Architecture for Network Flow Data Analysis.

3.3. E-GraphSAGE

GraphSAGE, short for Graph Sample and Aggregated, is a Graph Neural Network
algorithm developed to address limitations observed in popular graph convolutional
models like GCN and Graph Attention (GAT) [29].

GCN faces challenges in generalizing to nodes with no direct edges and can be
computationally intensive for large graphs. On the other hand, GAT focuses on learning
node representations through attention mechanisms but may encounter scalability and
efficiency issues.

GraphSAGE introduces a novel approach by leveraging a sampling and aggregation
strategy [47]. Instead of relying solely on immediate neighbors, GraphSAGE samples a
fixed-size neighborhood around each node, aggregating information from these neighbors
to generate more robust node representations. This approach enhances the model’s ability
to generalize to nodes with fewer direct connections, addressing a notable weakness of
GCN.

GraphSAGE'’s flexibility in the aggregation function accommodates various methods,
improving its adaptability to diverse graph structures. It stands out in graph embedding
by preserving the number of neighbor aggregates and effectively updating embeddings
through its embedding layers (Figure 4).
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Figure 4. GraphSAGE framework.

Furthermore, GraphSAGE can solve the challenge of real-time detection by using
an inductive learning method [47] (Figure 5). This method enables the gathering and
refreshing of information regarding graph elements independently, distinguishing it from
the transductive learning method, where training and testing data are managed together.
With inductive learning, predictions can be efficiently made as new data enters the network,
leveraging rules established from training graphs. This obviates the need to regenerate
the graph and repeat the collection and update processes, thus mitigating computational
overhead.

Inductive learning Transductive learning

M/O - grjph/@\ l':lr?gllaen
—>Rules —pregict data

Training graphs

Figure 5. Inductive Learning and Transductive Learning.

In the previous E-GraphSAGE [15] study, although the algorithm shows the efficient
method of using flow information as edge features. However, their proposal put all the
features to the edge, and the information in the node is a matrix-ones. This method is
limited as their graph does not represent a close representation of the actual network.
Based on this limitation, we rearrange features embedded in the graph. In this method,
information related to the host, including IP addresses and ports, is entered into the node,
and information related to flow, such as flow duration, flow length, and number of Packet/s,
is entered into the edge. By doing this, when aggregating information and concatenating it
in the MPNN process, the node can provide identification information (e.g., which port
the attack occurs), and the edge contains the information of that attack. The identification
related to the port is essential because some attacks only occur on specific ports. For
example, a Brute Force attack focuses on ports 21, 22,.. which requires a password for login
to crack the user’s password.

4. Methodology

Most of the NIDS benchmark datasets, such as CIC-IDS-2017 or UNSW-NB15, provide
information related to flow data, which is represented as edge features when transformed
into the graph. Therefore, selecting edge features to depict flow information such as Flow
Duration, Flow Length, and Number of packets per second,. . . allows the model to better
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analyze the relationship and interaction between nodes, facilitating more precise detection
of anomalous network activities.

Traditional GNN models have found successful applications in various domains.
However, these approaches primarily concentrate on node features for node classification
tasks, neglecting the consideration of edge features for edge classification. While some
existing graph representation learning methods have suggested leveraging edge features,
their primary goal has been to enhance the efficiency of node representation for improved
training performance. In this context, the introduction of the E-GraphSAGE study aims to
address the issues mentioned above.

Nevertheless, we have observed that pertinent endpoint information, such as IP
addresses and ports, is represented as node features, and these were excluded during
training. This results in a diminished model performance as it fails to exploit all the
features present in the dataset fully. Furthermore, their aggregation function is relatively
straightforward, comprising only one input and one output layer, restricting the model’s
ability to explore deeper structures.

In our proposal, to improve the model’s performance in handling multi-class attacks,
we aim to make full use of all information within the dataset and reorganize pertinent
details associated with nodes and edges. Moreover, we plan to incorporate an extra hidden
layer in the aggregate function to exploit deeper into the information. In this section, we
will provide detailed insights into our proposed model and the sequence of steps when
applied in NIDS.

4.1. Dataset

To evaluate our model when applied to NIDS in this paper, we utilized three different
NIDS datasets, each containing distinct features and labels for various types of attacks.
The first dataset is CIC-IDS-2017 (Canadian Institute for Cybersecurity Intrusion Detec-
tion Systems 2017), followed by UNSW-N15 (University of New South Wales—Network
Based 15).

4.1.1. CICIDS2017

This is a comprehensive collection of labeled network traffic data for the evaluation
and development of intrusion detection systems. The dataset covers different types of
attacks, including DoS, DDoS, and Port Scan [17]. The inclusion of realistic and diverse
scenarios makes the CIC-IDS-2017 dataset a valuable resource for assessing the robustness
and effectiveness of intrusion detection mechanisms. This dataset is comprised of 77
features with corresponding class labels with a total of 2,830,743 flows.

4.1.2. UNSW-NB15

This is a comprehensive collection of network traffic data designed for evaluating
intrusion detection systems [19]. It includes both normal and malicious network traffic,
making it a valuable resource for training and testing intrusion detection systems. The
dataset covers various attack scenarios, such as DoS, Generic, and Exploits, providing
researchers and practitioners with a realistic representation of cyber threats in a network en-
vironment. The dataset contains 47 features with corresponding class labels with 2,515,798
flows.

4.2. Proposed Model
4.2.1. Graph Creation

Several studies [21,22] have introduced the utilization of edge features, especially
in [15], where the authors successfully employed an algorithm that allows collecting
information for edge and executing edge classification. However, they omit information
related to endpoints, such as IP addresses and Ports. This limitation can be critical because
some attacks primarily target specific ports (e.g., Brute force attacks focus on ports like
22,21, etc., which require a password for login to crack the user’s password). Thus, port
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Flow ID
1
2

information plays a pivotal role in enabling Network Intrusion Detection Systems (NIDS)
to identify suspicious flows effectively. By incorporating port information, we can better
mitigate incoming intrusions to the network [12].

In the context of an intrusion network, it is common for two flows to be generated
from the same Source IP and Destination IP but with different Ports, as shown in Figure 6;
these flows represent distinct communication channels. To capture this behavior in our
analysis, we can combine the source IP address with the source port and the destination IP
address with the destination port after importing the flow dataset. This approach offers
two advantages: (1) Creation of unique identifiers by combining IP and port information.
These identifiers can represent individual users or communication channels. (2) Reduction
in dataset dimensionality by merging the separate source and destination port columns
into single combined fields. This streamlining allows the model to focus on the core
aspects of communication rather than individual port numbers, potentially improving flow
differentiation and classification accuracy.

Source IP Destination IP
5.5.5.5:80 192.168.7.53:5534
Source IP Source Port Destination IP Destination Port 5.5.5.5:443 192.168.7.53:5535
5555 80 192.168.7.53 5534 ﬂ
5.5.5.5 443 192.168.7.53 5535
ﬂ 5.5.5.5:80 192.168.7.53:
n Flow 1 5534
80 5534
Flow 1
BIGIHIS 192.168.7.53
443 5535
Flow 2 5.5.5.5:443 192.168.7.53:
Flow 2 5535
a) b)

Figure 6. Network Flow Visualization (a) Two edges in the same node (b) One edge for each pair of
nodes

Then, the graph is constructed with nodes represented by unique combinations of IP
addresses and corresponding individual Ports and an edge representing a flow identified
by Source IP and Destination IP (Figure 7). This enables us to model the network accurately
in graph format. After creating the graph, essential edge-related information, such as Flow
Duration, Length of Packet, number of Packets per Second, etc., is embedded as edge
features, while information related to the identification of flow data, such as IP addresses
and ports, is embedded as node features. This approach allows us to leverage all the
information in the dataset, preventing information loss during the training process.
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Flow ID Source IP Destination IP Flow Duration
1 5.5.5.5:80 192.168.7.53:5534 6
2 150.31.11.80:443  192.168.7.53:5534 10
3 12.51.69.40:22  192.168.7.53:5535 52
4 5.5.5.5:443 192.168.7.53:5534 34
5 5.5.5.5:443 192.168.7.53:5535 3
Encode the string/object
UD\ 5 data into numerical data
Flow ID Source IP Destination IP Flow Duration
@/ Transfer to graph 1 1 5 6
 Co— - 2 £ )
3 3 3 6 52
4 4 5 34
6 5 4 6 3
4

Figure 7. Graph Construction.

4.2.2. Node-Embedding

We employ the Message-Passing Neural Network algorithm [15] to gather information
from the local neighborhood of a node, including both neighboring nodes and the edges
connecting them. This collected information is then used to compute updates to the node’s
embedding. To manage the potentially large number of neighbors, we specifically use
the GraphSAGE algorithm (detailed in Section 3) to sample a fixed number of neighbors
at each step. By iterating this process multiple times, nodes progressively gain a deeper
understanding of their network environment.

At the [-th layer, the aggregated information hE,l) at node u, can be expressed as
Equation (1):

1 = AGGREGATE{(h{ ™, h{!71), YoeN 3, @

Here, hz(,lfl) represents the information of neighbor node v in the previous layer and
hgi;l) represents the information of the neighbor edge between node u and node v in the
previous layer. The information of all neighbor nodes v is collected into the embedding of
node u at layer [.

Subsequently, the information from all neighbor nodes v is concatenated with node u
from the previous layer in order to update information for node u at layer I. The result is
then processed by the model’s trainable parameters W(!) and passed through a non-linear
activation function o (e.g., ReLU, Sigmoid). The embedding of the node u at layer [ is
calculated as indicated in Equation (2):

1Y = oWl CONCATENATE(R! ™, 1 )). @

At the final iteration, the embedding result of node u is indicated as n,, as the final
value of node u after final layer L, as depicted in Equation (3):

ny = hﬁ 3)

The node embedding process is depicted in Figure 8. In the figure, node 4 (highlighted
in red) serves as the target node for the node embedding operation. To initiate the process,
the features of nodes 4 and 6 in layer | — 1 are identified as the neighboring nodes of node
4. The edges connecting nodes 5 and 4, as well as nodes 6 and 4, undergo aggregation.
Subsequently, these aggregated features are concatenated with the features of node 4.
Finally, the outcome is passed through the model’s trainable W(!) activation function c,
effecting an update for the representation of node 4 in layer L.
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Figure 8. Node Embedding Process.
4.2.3. Edge Embedding

In most of the current NIDS benchmark datasets, network flow information is provided
as edge features in graph format for edge classification tasks rather than node features
for node classification tasks. Therefore, after performing node embedding to update
information on nodes from their neighbors, at this stage, we will update information for
edges (edge embedding). This process aims to achieve the ultimate goal of the model,
which is multi-class attack detection through edge classification.

As mentioned before, after creating a graph from the flow data, information about
the flows is embedded into edges {e.o, Vuv €}. At the final iteration of node embedding,
the edge between node u and v is embedded through the process of concatenating the
information of these two nodes as shown in Equation (4):

ek = CONCATENATE (nk, nl),Yuv € ¢ 4

This involves combining the representations or features of the nodes u and v to form a
comprehensive and informative embedding for the edge connecting them. The output of
this process is formed as a vector with m rows corresponding to m classes. This output is a
one-hot matrix used to encode m labels. Then, the attack classification for each edge i is
computed as shown in Equation (5):

i = argmax(ek,),i € {1,2,3,...,m} (5)

In the graph construction step, the number of flows in the network equals the number
of edges in the graph. Therefore, each label of flow is assigned to each edge.
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4.2.4. Model Framework

To summarize, in this section, the model framework will be discussed (Figure 9).
Firstly, for the NIDS dataset, a graph is constructed where nodes represent different IP
addresses, and edges represent flow data between two IP addresses. To distinguish between
flows generated by the same IP address but different ports, we concatenated the values of
Source IP with Source Port and Destination IP with Destination Port. This concatenation
ensures clearer differentiation between nodes. Subsequently, the embedding layers for both
nodes and edges are executed. During this step, through multiple iterations, nodes collect
information from their neighboring nodes and edges, perform concatenation operations,
and then update themselves.

| Graph Creation |

[ S
| Attackers | Network | Victims ! S
[ 8 R ———— j :
ik Ladt=—s ) - RS |
: 1
Fediand P | =
! i i ! i
DoS/DDoS @k i : i
Flow i [ ! i
EE i i s
1] Flow dataset i :
PortScan D Flow src 1P Dst IP Protocol | .. Label ! i
I ;_ _2 )
AA 01 122_?231_;23_;1 2556.11.3 | 192.16852.11 TP . Benign i :
BAA 02 1;2‘123‘5223;0 7010523 | 192.1685250 | TCP Dos ST T -
enign gle=—s ﬁr
34.18.612-
03 | 18812 | 3418612 [ 1921685223 [ uDP .| Portscan —
I .. . - - .. Transformation
Model Edge representation oD (e
Layer 1 Layer 2 Layer 3
Aggregate &
= :
pdate Update Updat
| € r,%%.. -, ﬁ -
] H
i é\ V d ! | i | | | |
i §5X ' | V& i §-‘k i §5( i
H ]

Figure 9. Model Framework.

In the final iteration, after completing node embedding, the edge embedding process
takes place by concatenating the two final results from the nodes and updating the edges.
Finally, to enhance the effectiveness of the training process and enable deeper learning,
three GraphSAGE layers are applied, utilizing ReLU as the non-linear activation function
for classifying attacks for each edge in the model.

5. Experiments and Evaluation
5.1. Experiments

Our model has undergone experimentation on three datasets, as mentioned in Section 4:
CIC-IDS-2017 and UNSW-NBI15. Since the experimental results across these datasets are
similar, this section primarily focuses on presenting the outcomes of the CIC-IDS-2017 dataset.

In our experiment, we executed each step, including data splitting, graph transforma-
tion, training, and testing/evaluation, in a workflow as illustrated in Figure 10.

To enhance dataset comprehensibility, specific information is initially presented in
textual data types (object or string). However, it is crucial to convert this textual data into
numerical formats (int or float) for computational efficiency. Therefore, in the initial step,
textual features undergo encoding into numerical formats to facilitate computations for
the deep learning model. Two graphs are generated from these sets after splitting the
previously imported dataset into a training set and a test set. Throughout each training
step, the model’s performance is assessed for multi-class intrusion detection using the
designated test set, which contains flows the model did not learn before. We simulated the
experiment on the hardware with:
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CPU: Intel(R) Core i7-8700
GPU: NVIDIA GeForce GTX 1060 3GB
Memory: 32GB

Following the training and evaluation phases, the model’s performance is evaluated on
the graph derived from the test set. This graph incorporates various flows not encountered
during the model’s training, aiming for results that better simulate real-world conditions.

NIDS datasets

Split data

Graph transformation

A4
Train graph Test graph

Training

&
<

A 4

GraphSAGE B Evaluating / Testing
model )

Figure 10. ExperimentWorkflow.

Figure 11 depicts the training and testing results of our model in multi-class attack
detection in the CIC-IDS-2017 dataset. The model consists of three GraphSAGE layers,
which means that the neighbor information is collected from a three-hop neighborhood for
deeper exploiting data. To optimize information gathering from neighbors, we aim to find
a balance between acquiring too much information, leading to redundancy, and gathering
too little. This balance is achieved by setting the dropout rate to 0.2 between GraphSAGE
layers, ensuring a thoughtful selection of information from neighbors during the node
embedding process. Additionally, we opted for the cross-entropy loss function, employed
gradient descent during the back-propagation step, and utilized the Adam optimizer with
a learning rate of 0.001.

During both training and testing, it is evident that the testing performance is higher
and converges faster than the training process, indicating the effective operation of the
model.
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Training and Test Accuracy vs. Epochs
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Figure 11. Model accuracy in train and test phrases.

5.2. Evaluation

To evaluate the model results in various scenarios, standard metrics listed in Table 2 are
employed. The performance metrics used include: Recall (the rate at which the true attack
slots are accurately anticipated as attacks), precision (the rate of the time slots anticipated
as the attack that is truly an attack), F1-score (the adjusted mean of precision and recall),
and accuracy. Here, TP represents the number of True Positive samples, TN represents the
number of True Negatives, FP represents the number of False Positives, and FN represents
the number of False Negatives.

Table 2. Formula to calculate evaluation metrics.

Metric Definition
P
Detection Rate (Recall ™ TN
etection Rate (Recall) TP + FN
Precision L
TP + FP
F1-Score 2x (%)

To assess multi-class intrusion detection performance, we benchmark our model
against recurrent models like E-GraphSAGE [15], RNN [13], and SVM [16]. We evaluate
their performance across various attack types and calculate the average performance from
the CIC-IDS-2017 and UNSW-NBL15 datasets.

Figure 12 illustrates the comparison results using the CIC-IDS-2017 dataset. Particu-
larly, a total of 137191 flows in the CIC-IDS-2017 dataset have been taken to experiment
in the proposed. After splitting data into train and test sets, the number of flows in the
train set is 82,314 flows, and in the test set is 54,877 flows. After training, the attack types
distributed in the test set as below:

*  Benign: 27,673 flows

e  Dos: 10,781 flows

e  PortScan: 12,580 flows
e  DDoS: 3843 flows

Overall, while our model does not outperform the E-GraphSAGE proposal in DDoS
attacks, it still achieves over 90% accuracy across most classes. As the figure, it is evident
that our solution, excluding the benign class, exhibits a high detection rate for port scan



Electronics 2024, 13, 2404

17 of 22

attacks, with accuracy nearing 95%. Conversely, DDoS exhibits the lowest detection rate,
with an accuracy of approximately 91%. Based on the distribution of flow types, it can be
easily seen that the number of flows labeled DDoS is very small compared to the remaining
labels, especially the DoS label. Furthermore, because the main characteristics between
DDoS and DoS attacks are almost the same, the model may easily misclassify flows labeled
DDoS as DoS during training to increase the accuracy rate of the model.

Figure 13 shows the comparison results between our model and recurrent models
with the UNSW-NB15 dataset. Similar to the CIC-IDS-2017 dataset, a total of 126,656 flows
have been taken to experiment in the proposed. After splitting data into train and test sets,
the number of flows in the train set is 75,993 flows, and in the test set is 50,663 flows. After
training, the attack types distributed in the test set as below:

e  Normal: 37,997 flows

e Generic: 7306 flows

*  Exploits: 2161 flows

e Fuzzers: 1473 flows

e DoS: 941 flows

¢  Reconnaissance: 785 flows

The results presented in the figure demonstrate the superior performance of the
Proposal method compared to the E-GraphSAGE, RNN, and SVM algorithms across various
traffic categories in the UNSW-NB15 dataset. For the Normal traffic, the Proposal method
achieved the highest accuracy of 98%, outperforming E-GraphSAGE (95%), RNN (94%),
and SVM (93%). Similarly, in the Exploits category, the Proposal method exhibited the
best accuracy at 91%, followed by E-GraphSAGE (87%), RNN (85%), and SVM (83%).
Based on the distribution of flow types, we can see that the number of flows labeled
DoS and the number of flows labeled Reconnaissance are almost equal. Furthermore,
in the reconnaissance attack, if an attacker sends many TCP SYN packets to the target
server or conducts high-frequency and continuous port scanning to exploit vulnerabilities
or gather information, it can lead to resource overload and be detected as a DoS attack.
Therefore, the result representation of DoS and Reconnaissance flows can be mutually
misunderstood when leveraging an additional embedding layer to aggregate information
from neighbors. This results in the performance of both attacks being lower than that of
previous methods. Even in the DoS and Reconnaissance categories, where the Proposal
method’s accuracy was slightly lower than the top-performing algorithms, the differences
were relatively small. The Proposal method still maintained a high accuracy of 93.7%
and 97%, respectively, indicating that it remains a highly capable and reliable option for
network intrusion detection tasks.
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Figure 13. Accuracy of algorithms in UNSW-NB15 dataset.

Hence, while the proposed method may not achieve peak performance in certain

classes like DDoS in the CIC-IDS-2017 dataset, or DoS and Reconnaissance in the UNSW-
NB15 dataset, it does attain the highest accuracy across numerous other classes. The
findings depicted in Figure 14 indicate that the average accuracy across both datasets
surpasses that of the recurrent algorithms, showcasing its effectiveness.
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Figure 14. Average accuracy between algorithms using two benchmark datasets.

To further evaluate our proposed method, we present Table 3, which comprehensively
compares our approach against several existing methods across various metrics. The
results showcased in this table overwhelmingly demonstrate the superior performance of
our model in terms of accuracy, consistently outperforming the baselines by a significant
margin. This enhanced accuracy is attributed to our novel feature organization and the
incorporation of an additional GraphSAGE embedding layer, which enables the model
to effectively capture and utilize both edge and node information for classification. In
addition to the performance and efficiency benefits, our method also offers a broader
understanding of the network by effectively leveraging both node attributes (e.g., ports)
and edge relationships. This comprehensive understanding enables the model to adapt
rapidly to diverse network threats and make informed decisions about the classification
of flows. As a result, our method not only excels in detecting and preventing known
intrusion patterns but also demonstrates robust performance against novel and evolving
attack methodologies. This ability to stay ahead of the ever-changing threat landscapes
is essential for maintaining a secure and resilient network infrastructure. However, by
utilizing an additional embedding layer to the training and testing process, our model
enables nodes and edges to extract more features from their neighbors in the graph, making
the model more complex compared to previous research. As a result, our model exhibits
longer training and prediction times than the E-GraphSAGE model.

Table 3. Evaluation metrics.

Metrics Proposal E-GraphSAGE RNN SVM
Training time (s/epoch) 0.11 0.09 3.0 22
Predicting time 0.2394 0.2136 1.0 0.71
Precision 0.972 0.956 0.931 0.90

Recall 0.966 0.94 0.92 0.895

F1_score 0.968 0.947 0.933 0.912

Figure 15 visualizes the embedding of the CIC-IDS-2017 dataset of our proposed
model by using the Uniform Manifold Approximation and Projection (UMAP) graph. The
embedding reveals distinct clusters and patterns within the data. A central region with
a high density of points is surrounded by several smaller clusters and scattered points.
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The central region exhibits different colors, suggesting a potential overlap or similarity
between certain classes. In addition, there are also several well-separated clusters. These
clusters are predominantly a single color, representing distinct classes within the dataset.
This separation shows that our proposed model has effectively captured the underlying
structure and relationships within the data. Similar to Figure 15, Figure 16 depicts our
proposed model’s embedding of the UNSW-NB15 dataset. The 'Normal” and 'Generic’
clusters are distinguishable in this depiction. However, certain clusters, such as "DoS’
and 'Reconnaissance’, appear intermingled. This leads to potential confusion during label
prediction between these categories.
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Figure 15. UMAP visualization of embedding of CIC-IDS-2017 dataset by the proposed model.

Reconnaissance
15 4 .

10 o e - Normal

L Generic

- | Fuzers
“

Exploit
5 xploits

T T T T T T T
-15 -10 -5 0 5 10 15

Figure 16. UMAP visualization of embedding of UNSW-NB15 dataset by the proposed model.

6. Conclusions

We propose a novel approach to reorganize features to embed into the graph for
multi-class flow detection. In this approach, the graph, which is transformed from the
actual network, contains the node representing the host and the edge representing the flow
between two hosts. After creating the graph, information related to host identification,
such as IP addresses and ports, is embedded as node features, and the flow data, including
Flow Duration, Flow Length, and Number of Packets per second,. .. is embedded as edge
features. This feature distribution helps the model represent close to the reality network
structure. Our results indicate that our proposed model achieved high performance in both
CIC-IDS-2017 (98.32%) and UNSW-NB15 (96.71%) datasets. Compared to the previous
E-GraphSAGE study, our proposed model outperformed 1.2% in the CIC-IDS-2017 dataset
and 1.8% in the UNSW-NBI15 dataset. In current research, we consider our model with
imbalanced datasets. Therefore, balanced datasets will be considered in our future work.
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