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Abstract: Currently, industrial engineers are witnessing a rapid development of innovation in modern
industry and the integration of critical elements of Industry 4.0 into production processes in order
to remain competitive. Such changes are characterized by a large amount of effort and financial
resources. To successfully deploy these changes requires not only the purchase of hardware and
software but also the training of employees and the modification of the company’s organizational
structure. The main objective of the article is to propose a framework for the modernization of
SMEs to a level close to the Smart Factory by using the necessary attributes of Industry 4.0. The
framework design is based on the initial state of a standard SME and consists of the design of fitting
new loT devices for efficient data collection, the design of a data warehouse for storing process data
using Hadoop, and the integration of process- and operational-level data into the prepared data
warehouse. The resulting design is developed in the form of a methodology and is generalized
for use in manufacturing enterprises. The universal design is independent of the initial state of
the enterprise.
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1. Introduction

In the current digital era, it is more important than ever to investigate digitization
possibilities for manufacturers and find suitable investing possibilities to improve existing
processes and deploy new strategies based on the principles of the Industry 4.0 concept. In
the contemporary discourse of global economic progression, Industry 4.0, which empha-
sizes digital interconnectivity, intelligent automation, and data-driven decision making,
emerges as a pivotal paradigm shift. Predominantly, discussions have focused on its
implications for expansive multinational entities. However, a meticulous examination
reveals the Fourth Industrial Revolution’s profound and multifaceted impact on small and
medium-sized enterprises (SMEs) [1]. Within Industry 4.0, SMEs are positioned not merely
as passive recipients but as active participants that can utilize their abilities for strategic
advantage. The real-time analytics capability enabled by this industry transformation can
provide SMEs with exceptional agility. This vital characteristic allows them to exhibit a
skill associated with larger conglomerates, negating potential marginalization. Operational
efficiency and cost reduction are critical factors in the effectiveness of an organization. In [2],
the authors concluded that the number-one barrier to digitalization identified in the study
is the lack of sufficient investment in complementary resources. Increasing this is one of
the basic expectations after the implementation of changes, which requires the deployment
of Industry 4.0 attributes. It is not confined to mere cost reduction. It encompasses a holis-
tic framework: refined processes, strategic inventory management, and the anticipatory
advantages proffered by predictive maintenance. Integrating the Internet of Things (IoT)
and advanced analytics further reinforces this operational paradigm, facilitating SMEs in
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achieving production optimization, which is crucial for sustainable business trajectories.
The inherent adaptability of SMEs means they are well placed to harness the innovations
of Industry 4.0. Their lean structures are suited for the easy adoption of new technologies
and practices. The interconnected digital environment encourages collaborative efforts,
opening doors for partnerships and joint innovation ventures. In the contemporary land-
scape of global commerce, adopting Industry 4.0 technologies emerges as a fundamental
imperative for SMEs [3]. Such integration is predominant not solely for operational en-
hancement but as a requisite strategy to ensure viability in an increasingly digitized and
interconnected market. By assimilating these technological advancements, SMEs can gain
enhanced operational efficiency, refined customer-centric analytics, and the requisite scala-
bility. Oversight to engage with this technological evolution might impede SMEs’ ability to
maintain competitive parity, whereas proactive adoption could facilitate their enduring
resilience and growth within the context of the contemporary digital economy [4]. Finally,
the proposed research builds continuously on previous results. This manuscript is based
on a previous research work where we focused on the identification of necessary attributes
for the implementation of the Industry 4.0 concept based on a literature review [5]. This
previous study is also a detailed analysis of SMEs in relation to Industry 4.0, including
the benefits of SME digitalization. We identified these core technologies as pillars that are
foundational in deploying the Industry 4.0 concept in SMEs. Namely, these are mainly the
following technologies:

. Internet of Things;

e Big Data;

¢ Cloud Computing;

e Artificial Intelligence (Al);
e  Simulation;

¢ Cybersecurity.

These technologies are the foundation of the Industry 4.0 concept, although it is op-
tional for all these technologies to be implemented simultaneously. It is not desirable even
in certain situations, limited by the company’s size. On the contrary, using these technolo-
gies alone will not achieve the optimal result and the expected benefits of digitization. As
these technologies act synergistically during implementation, it is necessary to use these
individual technologies to the benefit of a deeper integration of these technologies into
industrial processes. Particularly in the case of small and medium-sized enterprises, these
technologies need to be implemented in a systematic and targeted manner. Their integra-
tion needs to be staggered over time appropriately, considering financial resources, human
resources, the market situation, and other essential aspects that may negatively impact
the company’s sustainability and development. In particular, SMEs are more sensitive to
fluctuations caused by external influences, which can more quickly lead to slowing down or
stopping the company’s growth. As a result, integrating the Industry 4.0 concept in SMEs
is a complex process that needs to be implemented gradually and methodically [6]. On this
basis, our aim in the following article is to offer a way of implementing some technologies
that are neither financially nor technically demanding. Nonetheless, it still follows all the
principles of implementing Industry 4.0 principles and processes for the advancement of
the company. This approach is mainly chosen since small and medium-sized enterprises
prefer a more cautious iterative approach when implementing new technologies in their
production processes. At the same time, the challenge of implementing the pillars of
Industry 4.0 must have clear objectives and expected outcomes, as the negative impacts
of external circumstances on their business can affect the company more quickly than
in the case of corporate companies [7]. The first section will analyze the hardware and
software tools used to implement the identified attributes of Industry 4.0, focusing on
low-cost solutions for small and medium-sized manufacturing enterprises. Subsequently,
in the next section, based on the previous review, we will propose our framework for SME
modernization to support SMEs’ efforts to digitize their production systems and implement
Smart Factory principles concerning their affordability [8]. The article’s main contribution
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is the proposed design and verification of a framework for the modernization of small and
medium-sized enterprises up to the level of Smart Factory in the concept of Industry 4.0.
The framework has been deployed and verified on the Agro, Food, and Beverage (AFB)
production system. It is an automated production line, controlled by a PLC, but without
Industry 4.0 elements. In the initial state, no data collection takes place on the line. The
line simulates the production of processing, filling, storing, and recycling granulate and
liquid [9].

2. Materials and Methods

This section will analyze the hardware and software tools used to implement the
identified attributes of Industry 4.0, focusing on low-cost solutions for small and medium-
sized manufacturing enterprises. In the rapidly evolving Industry 4.0 environment, the
integration of sensor data is increasingly dependent on systems that manage and analyze
data from a number of sensors.

Sensors are the initial part of the Field Level layer in the automation pyramid [10],
which is the primary source of data for the other systems above (the control level and
then MES, ERP). From the Field Level layer and the control system, the data need to reach
the higher layers of the automation pyramid. These sensor data are passed on to the
processing and integration layer. These data pass from the sensors and devices through
middleware technologies before they are part of the Manufacturing Execution System
(MES) system integration and Enterprise Resource Planning (ERP). These technologies
facilitate the communication and processing of data from the sensors to the data warehouse.
Node-RED, in this case, is part of the middleware layer and a tool for connecting hardware
and services. Message Queuing Telemetry Transport (MQTT) protocol is used for reliable
communication, provides a reliable way of messaging with low bandwidth, and is suitable
for real-time processes.

As a low-cost solution for IoT, microcontroller-based devices are used for various
applications, as found in several articles and studies. In the Smart Village project [8],
traffic sounds were analyzed using 50 such devices, with an annual cost of about USD
850 for data analysis and processing using the ThingSpeak framework. Microcontroller
solutions can also be deployed to monitor gas concentrations and achieve a cost-effective
solution for collecting and evaluating such data [11]. Another possible application is
creating a weather monitoring station using sensors connected to a microcontroller board,
and the cost per station created is minimal in terms of both hardware and operation [12].
Evidence of the widespread use of microcontrollers is also provided by a study [13] using
such devices for real-time monitoring and storage of electricity consumption data. The
device measured voltage and current on one phase, with planned expansion to three-
phase measurement. Microcontroller devices are also used in small and medium-sized
manufacturing companies, for instance, to measure multiple dimensions of 3D objects
using multiple cameras connected to a Raspberry Pi, presented as a low-cost solution [14].
A similar application has also been deployed in the food industry, using Arduino to collect
data affecting the final product’s quality to determine the product’s correct quality, such
as temperature, pH, or weight. The authors argue that if SMEs want to reach Industry 4.0
level, they must deploy similar solutions for sensing and evaluating the manufacturing
process [15].

In recent years, microcontrollers and open-source solutions have received increased
interest from both research and the commercial community. Microcontrollers are often
used in places where commercial solutions have gaps. In the last five years, there has been
a growing interest in single-board computers with microcontrollers such as Raspberry Pi
and Arduino [16]. However, their usability is limited mainly by the need for programming
knowledge, so enterprises often opt mainly for classic commercial and reliable solutions,
even at the expense of the gaps that commercial solutions have. In the future, however,
there is an expectation of even more interest in microcontrollers and open-source solutions
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that can save enterprises money [16]. Microcontrollers are also increasingly receiving
attention in the literature, as found in the above study.

For the aforementioned practical applications and ever-increasing interest, we consider
microcontroller solutions as sufficiently suitable and reliable solutions for IoT
attributes, even with sensor equipment that can be connected to them. The study’s
authors [17] identified open-source Hadoop and Cloud technology as cost-effective solu-
tions for small and medium-sized enterprises for data storage and evaluation due to the
hardware and software deployment costs for processing and analyzing both structured and
unstructured data.

In [18], Node-RED was used to integrate data from OMRON PLC devices into the
ThingsBoard database. The system was successfully deployed and tested on a water
distribution system. The authors consider Node-RED a flexible and easy-to-learn tool
up to implementation. In the study [19], Node-RED was used as an integration tool in
a Cyber—Physical System in a simulated environment. The system was validated on a
production line, where data from production system operations and client behavior could
be collected. In the article [20], Node-RED was deployed and tested in a distributed
environment with PLCs, single-board Raspberry Pi computers, and solutions based on
the ESP8266 microcontroller. The study resulted in the high reliability of such solutions
regarding data transfer in the network and recommendations to work with Node-RED in
industrial environments. The above results contribute to the decision to utilize Node-RED
as an integration framework for working with data from microcontroller-based devices.
The paper [21] used Apache MiNiFi to collect data from manufacturing processes and the
Apache NiFi for the Extract, Transform, Load (ETL) process in an industrial architecture.
The deployment resulted in an architecture that improves final decision making in a
manufacturing enterprise based on the collected and evaluated data. The results confirm
the suitability of deploying Apache MiNiFi and NiFi in an industrial environment.

Apache MiNiFi, NiFi, and Hadoop [22] were deployed for data collection, evaluation,
and prediction in a simulated trucking environment. Apache MiNiFi was deployed on a
Raspberry Pi microcomputer, and the entire architecture was focused on speed and weather
monitoring and subsequent violation prediction. The architecture worked with real-time
data. The work results confirm the suitability of using Apache MiNiFi and NiFi to work
with real-time data. The mentioned technologies meet the attributes of Industry 4.0 for
SME microcontrollers and IoT sensors, Hadoop—Big Data, Node-RED, and Apache NiFi
integration. Based on these technologies, the next chapter will propose a framework for
upgrading SMEs to a level close to that of a Smart Factory, including Cloud Computing.

2.1. The Design of a Framework for SME Modernization to a Level Close to That of a Smart Factory

Based on the identified key attributes of Industry 4.0, this chapter will propose a frame-
work for upgrading SMEs to the Smart Factory level by implementing these identified
attributes. A Smart Factory is an interconnected network of machines, communication
protocols, and computers using advanced technologies such as Al for data analysis, process
control, and learning [23]. A Smart Factory extracts data from data sources, analyzes them,
and sends requests to smart machines based on the analyzed data [24]. This subsection will
outline a detailed step-by-step framework designed to facilitate the digital transformation
of SMEs. In designing the framework, it is crucial to prioritize cost-effectiveness, consider-
ing that SMEs often lack the extensive capital necessary for adopting complex solutions.
This approach ensures that the framework is accessible and feasible for SMEs with limited
financial resources. Furthermore, the framework must be deployable independently of
the initial state of the manufacturing company and designed with cybersecurity in mind.
All systems used must be able to communicate with each other based on communication
protocols. The framework must be designed based on the identified attributes of Indus-
try 4.0, namely, IoT, Big Data, horizontal and vertical integration, cybersecurity, and Cloud
Computing. The cybersecurity concern was resolved on the AFB line where our data
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collection system is to be deployed, as discussed in the article [9]. We decided to omit the
simulation attribute in this part of the work to reduce the cost of deploying the framework.

The PLC level is directly connected to the sensors and actuators on the production line.
It is also connected via Profinet or Profibus to the Human—Machine Interface (HMI) and
can be used to control the production line and, via Open Platform Communication (OPC),
to control the higher-level SCADA and MES systems. At the same time, the PLC level is
connected to a relational database where available process data from the production are
collected. This state will be considered a standard in this article and used as an initial state
in the architecture design. The typical initial state diagram is shown in Figure 1.
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Figure 1. Standard initial state diagram for framework design.

In terms of the identified attributes, it will first be necessary to connect all the machines,
production lines, actuators, and existing available electronic equipment on the IoT level so
that enterprises can collect process data. Once the new IoT devices are in place, a thorough
analysis will need to be performed, and a horizontal and vertical integration process will
need to be designed and implemented. To ensure a seamless transition to the Smart Factory
model, enterprises must focus on robust data connectivity and integration. This involves
establishing a reliable network infrastructure that supports the continuous flow of data from
IoT-enabled machines and sensors to central data systems. A critical step in this process
is the development of a comprehensive data management strategy that includes data
validation, cleansing, and transformation to ensure accuracy and consistency. These data
then feed into advanced analytics platforms. Furthermore, the integration with existing
SCADA, MES, and ERP systems ensures that the entire organization has access to real-time
data, facilitating better decision making and enhancing overall operational efficiency. This
holistic approach not only streamlines the transition but also maximizes the potential
benefits of digitization, helping SMEs to achieve greater agility and resilience in their
operations. Additionally, continuous monitoring and iterative improvements to the digital
infrastructure are critical to adapting to emerging technologies and market demands. This
proactive approach ensures that the enterprise remains competitive and can fully leverage
the benefits of a Smart Factory environment, leading to improved operational efficiency and
reduced downtime. Lastly, continuous innovation and adaptation are key to the long-term
success of a Smart Factory. The digital landscape is rapidly evolving, with new technologies
emerging that can further enhance operational efficiency and data utilization. Enterprises
should remain open to adopting emerging technologies such as blockchain for secure data
transactions, augmented reality for maintenance and training, and edge computing for
faster data processing. Staying ahead of these trends ensures that the enterprise remains
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agile and can respond effectively to changing market conditions and customer demands.
The design can be seen in Figure 2 as a conceptual design of the digitization solution, and
it is preceded by the original state in Figure 1. The following subsections detail the steps
outlined in Figure 2 required to move SMEs towards Smart Factories.

Original state Current s_tate Upgrade to loT ) Ana'lysis of
analysis standard integration options
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Figure 2. The conceptual design of a solution for the digitization of small and medium-sized

Predictive Al

enterprises (SMEs).

2.2. Design and Deployment of IoT Devices

The IoT devices in the industry perform an essential function where companies can
collect process data from these devices and then analyze them, whether to optimize pro-
duction, to create simulations, or for predictive maintenance. Therefore, companies must
have such devices and cover the entire production, as more is needed to have only a part of
IoT devices for a comprehensive analysis. At the same time, it is necessary to deploy IoT
devices/sensors enabling data collection for predictive maintenance, such as thermome-
ters, dust, vibration, and humidity sensors. These sensors mainly allow the monitoring
of external factors but have a significant impact on production. The choice of sensors
depends on the production line. It is necessary to analyze the usability of the sensors in a
given production environment before deploying them and to select sensors that will collect
valuable data at the workplace. For this reason, an analysis will be necessary for each
company before purchasing and positioning sensors to ensure that the sensors are placed
as effectively as possible in the production line environment. For example, different sensors
will be needed in the paint shop, and different sensors will be required in production. It
depends on the characteristics of the machine and the production environment. Also, when
selecting sensors, consideration must be given to the coverage, the sensitivity of the sensors,
and the way the sensors communicate. Companies have two options for connecting the
new sensors:

¢  Connect new sensors to existing PLCs;
e  Connect the sensors to microcontroller boards.
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In the case of connecting sensors to existing PLCs, several problems arise. The sensors
would need to be connected to PLC modules. PLC architectures are custom-designed, and
most companies will not have spare modules to connect new sensors, which necessarily
incurs the cost of buying PLC modules. If a company wants to connect analog and digital
sensors, it will need modules for both types of signals, which will increase the cost. In
addition, such an intervention will require the modification of the PLC control program,
which may harm companies for which an external company created the program and they
would have to pay additionally to upgrade the program. For the above reasons, connecting
new sensors to the microcontroller board becomes a more advantageous solution. This
solution avoids the problems mentioned above, while the above solution with sensors can
be added to the existing architecture without the need to modify it. The microcontroller
solution and the connection method will also influence the subsequent choice of sensors.

The advantages of connecting IoT devices via a microcontroller are as follows:

¢ A device with a microcontroller is an intelligent device capable of working with the
end device and performing intelligent control.
*  Single-board microcomputers are a cost-effective solution [25].

The authors of the paper [25] deployed an architecture with microcontrollers in two
companies, and the architecture is being used daily. The architecture consists of IoT devices
connected to microcontroller-based solutions. The connected sensors send data to the
boards, which control actuators at the output according to the given inputs. The entire
architecture is further connected to the Cloud, where process data are sent. This paper
confirms the efficiency and low cost of IoT solutions with microcontrollers and validates
the scalability of existing manufacturing architectures with such a solution.

Again, several criteria are used to select a suitable microcontroller solution. In the
article [26], the criteria that influence the selection of microcontrollers were analyzed. The
analysis resulted in the five most important criteria, which include the following:

e Reliability;

*  Programming flexibility;
*  Electronic functionality;
*  Power consumption [26].

Price was also included in the analysis, but due to the low prices of microcontrollers
on the market, price plays a minor role in the selection process. In the article [26], different
microcontrollers are compared regarding the most important criteria identified. The Rasp-
berry Pi 4 B (RPi 4), BeagleBone Black (BBB), Arduino Nano 33 BLE (AN 33 BLE), and Blue
Pill (BP) achieved the best results. The experimental results show that BBB, AN 33 BLE,
and Blue Pill are the best in terms of reliability. Their error rates were within 0.01 percent.
RPi 4 and Blue Pill offer the highest programming flexibility, allowing many programming
languages and libraries. RPi 4 and AN 33 BLE performed the best in supportability due to
the large developer communities of these frameworks. BBB and Blue Pill have the highest
electronic functionality because of their outstanding capabilities and project development
features. AN 33 BLE and Blue Pill achieved the lowest power consumption. AN 33 BLE
achieved around 700 mW, and Blue Pill achieved around 730 mW. RPi 4 achieved a power
consumption of around 2.5 W and BBB 1.7 W [26]. All of the mentioned devices are suitable
for use in IoT architecture. The suitability of their use must be based on the analysis
performed on a given workstation and machine. Table 1 describes the selected technical
parameters of the mentioned solutions and the current prices on the European market.

Table 1 shows that RPi 4 and BBB are several times more powerful than AN 33 BLE
and Blue Pill.

The Arduino Nano board contains the lowest number of General Purpose Input/Outputs
(GPIOs), but it is equipped with a gyroscope, accelerometer, magnetometer, digital micro-
phone, pressure gauge, thermometer, and humidity sensor from the factory. The RPi 4 has
optional versions that vary in RAM sizes: 1 GB, 2 GB, 4 GB, and 8 GB. The RPi 4 has a
built-in display and camera port, making it suitable for image capture. All the solutions
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mentioned work with a unified 3.3 V signal. Microcontrollers will work as an intermediate
link in the proposed architecture for data acquisition. The data will be read either cyclically
or when the value of a given sensor changes. Again, it depends on the characteristics
of the sensing site and sensor. The read data will be sent to the proposed storage via
communication protocols and programming tools. The framework design after embedding
IoT devices and single-board microcomputers is shown in Figure 3. IoT Gateway can also
be used to connect the new IoT devices.

Table 1. Technical parameters of selected single-board computers.

Raspberry Pi 4B [27]

Arduino Nano

Beagle Bone Black [28] Blue Pill [18]

33 BLE [29]

Pr . ARM Cortex A72, AM335X ARM Cortex ARM Cortex-MA4F, ARM Cortex-M3,
0Cesso 1.5GHz A8,1GHz 64 MHz 72 MHz
RAM 1-8 GB 512 MB 256 kB 20 kB

Power source USBC5V3A 5V 1.2-2A Regulation up to 21 V 5V
Unified signal 33V 33V 33V 33V
GPIO 28 digital 65 digital, 7 analog 14 digital, 8 analog 37 digital, 10 analog
R Ethernet, Bluetooth,
Network interface Ethernet, Wi-Fi, external Wi-Fi via Bluetooth -
Bluetooth
USB port
2x USB 2.0, 2 USB 2% USB 2.0, HDMI, .
Connectivit 3.0, microHDMI, audio, audio. LCD. three 1x USB 1x microUSB, 2x A/D
y video RGB, DSI display . ! converter, 2x SPI
serial ports
port, CSI camera port
Price on the EU market EUR 38-95 EUR 56 EUR 22 EUR 8
Production Line —
= = - ? P loT
— - — [] = N
< IE < s E L2 - > "’-@—\ &
A A A A A A

0

J Microc;n-trollers
- i S
SCADA MES Database

Figure 3. Designing a solution after deploying IoT devices and microcontrollers on the production line.

As can be seen in Figure 3, the proposed framework will be entirely independent
of the original solution. This is possible just by using microcontrollers instead of a PLC
solution. According to our proposal, IoT devices will be fitted to the existing production
line at locations determined by the result of the analysis. The embedded IoT devices will
be connected to the microcontroller boards, collecting data from them.

2.3. Data Storage Design

In the proposed architecture, the repository will be designed to store data and process
them using a Hadoop-based system so that the data, once processed, are ready for visu-
alization, ad hoc reports, or use for a digital twin. According to IBM, Hadoop is suitable
for small and medium-sized enterprises because it can significantly improve enterprise
performance even with a small number of clusters [30]. The advantages of using Hadoop
are data protection in case of hardware failure, scalability from using a single server to
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using thousands of clusters, and real-time analytics for decision making. A similar system
is Apache Spark, which is faster than Hadoop but more expensive because it relies on
in-memory computation for real-time data processing, which requires high performance
and large RAM, unlike Hadoop. Although the Hadoop ecosystem is open-source and free,
data mining can cost around EUR 5000 per month in an average enterprise [30]. These costs
are related to maintaining active servers and cooling the infrastructure, not to mention
the cost of building such a system. However, an investment can earn the enterprise more
resources than it consumes. Compared to traditional data warehouses, Hadoop provides
greater scalability in supporting relational and unstructured data, taking this ecosystem
beyond a single vertically integrated system [31]. The authors of this study further state
that Hadoop is a suitable tool for most automotive application workloads.

The authors in [32] applied Hadoop to a predictive maintenance system on a weld-
ing robot. Through analysis, they determined that the welding robot is a critical point
in production and adequately deployed predictive maintenance can significantly help
reduce downtime at this point in production. The deployed system helped in real-time
prediction and could alert personnel in advance of a faulty spot on the welding robot,
thereby significantly increasing maintenance efficiency and improving equipment. The
deployment of the system increased the quality of production, reduced maintenance time,
and thus increased overall productivity. Hence, the data warehouse design can identify
the critical points in the production from the analysis and deploy Hadoop exactly on
these vital points, increasing overall productivity. Deploying to critical locations saves
the finances of building infrastructure to analyze the data, and it is possible to work with
fewer clusters as such a system will require less performance than deploying Hadoop to the
entire production. The paper [33] used Hadoop in Big Data architecture on a paint shop at
Farplas Automotive. Data were collected using Apache NiFi into the Hadoop system from
critical locations in plastic injection molding. The deployment of Hadoop resulted in high
efficiency, as the system could prevent many problems through prediction and warn the
operator before a problem occurred, thus increasing the productivity of the production in
question. The study’s authors describe Hadoop as a capable, scalable, reliable, and low-cost
ecosystem [33,34]. As mentioned earlier, the advantages contribute to the decision to design
a Hadoop-based storage solution for SMEs. From the above advantages, disadvantages,
and research articles, it is concluded that Hadoop deployment suits SMEs. When storing
and analyzing data, it is better to build the infrastructure on site and use another storage
located at a remote location for backup or Cloud capabilities. In this case, using the Cloud
can save the finances required to build and cool the infrastructure. Hence, it is possible to
deploy Hadoop in designated critical locations in production and analyze data only from
those critical locations, reducing the number of clusters required to process the data and
thus reducing the cost of building and maintaining the infrastructure. Figure 4 shows the
framework design after adding Hadoop.

Alternative data storage solutions

A Hadoop storage solution may be too costly to deploy and operate for capital-starved
SMEs, especially if the business would need to collect all process data from produc-
tion. Therefore, this subsection will describe alternative data storage solutions applicable
to SMEs.

Apache Cassandra is an open-source NoSQL distributed database [35]. This system is
easily scalable even if the application is under high load. The distribution also prevents
data loss, e.g., when the hardware of a given data center fails. Deploying Cassandra on
multiple machines is recommended to obtain all the benefits of a distributed database.
Each computer is then referred to as a single data node. These nodes communicate with
each other using the gossip protocol, which provides peer-to-peer communication. Unlike
the master—slave architecture, each node has the same functionality as any other node,
contributing to the overall system’s resilience and robustness.

In Cassandra, data are automatically distributed among nodes, achieved by partition-
ing. Each node owns a particular set of tokens, and Cassandra distributes data within the
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cluster based on the ranges of these tokens. The partition key is essential in determining
the locality of the data and is responsible for distributing the data among the nodes. Once
the data are inserted into the cluster, a hash function is applied to the partition key. The
output is then used to determine the node where the data are stored based on the range of
tokens [35]. Cassandra requires a minimum of 8 GB of RAM to function, but the recom-
mended RAM size is at least 32 GB, and an 8-core processor is on each data node. The use
of Cassandra is free, which is a great advantage for small and medium-sized enterprises
that will only bear the cost of purchasing the necessary hardware to deploy this system.

‘ Production Line

PLC Level

Hadoop

Figure 4. A block diagram of the framework after adding Hadoop.

ClickHouse is a column-oriented SQL database management system (DBMS) for
online analytical processing (OLAP). It is offered as an open-source or Cloud solution [36].
ClickHouse can process data in a fraction of a second and return real-time results. It is an
excellent tool for applications working with massive structured data sources. ClickHouse
uses SQL syntax very similar to ANSI SQL and was created to work with significant data
sources. The system uses data compression to achieve higher performance. It is not just
universal compression but also several specialized codecs targeted at different data types
stored in columns. ClickHouse is relatively unique and requires adherence to a strict
architecture and data structure to achieve the best results.

ClickHouse requires 32 GB of RAM to function, and the manufacturer indicates that
the system is not rated for use with less than 16 GB of RAM. The manufacturer recommends
using up to 128 GB for high workloads [36]. ClickHouse is offered as a free, open-source
solution but can also be purchased as a Cloud solution. However, since ClickHouse is
suitable for working with large data sets, it is better suited for enterprises that want to
handle all available process data, not just critical data. It is also more expensive and requires
more computing power than Apache Cassandra.

2.4. Data Integration Design

The microcontrollers in the architecture designed this way must use communication
protocols and tools to send data to the designed repository. In this case, the data must be
divided into data to be processed in real time and non-real time. Real-time data are more
complex to work with, but at the same time, there is less of such data than non-real-time
data, and it is for these reasons that such a division is justified. Using different tools to work
with the data, one that will work better with real-time and the other with non-real-time
data, is advisable.

If IoT devices are connected to single-board microcomputers and are ready to collect
process data, these data need to be integrated in the next step. A large number of commercial
as well as open-source solutions are available on the market. It is up to each enterprise
to consider which alternatives to use for its solution regarding the finances required to
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use the software or the functionality a given integration tool can provide. The choice of
the tool must be conditional on a prior analysis of the business, which will also indicate
the suitability of the use of the tool. In this subchapter, some integration tools suitable for
SME integration are mentioned. For selected integration tools, the way of communication
between the IoT device and the database and the use of communication protocols for data
transfer are also mentioned. Several criteria must be considered when selecting a suitable
integration tool. In general, the following areas should be focused on:

¢  The number of supported data sources—it is necessary to consider not only the current
number of data sources but also the possible growth of the company and, therefore,
the increase in the number of data sources.

¢ Data security—especially when working with sensitive data, it is necessary to focus
on how the integration tool works with the data.

*  Scalability—as the amount of data increases, the system must continue to work effi-
ciently and maximize its usability.

*  Available data transformations—mapping data from different sources into a unified
temporal view is time-consuming, and data transformations can provide the desired
data format regardless of the source.

¢  The frequency of data updates—the need to process data in real time or batches.

*  Learning curve—related to staff training. The less time staff has to spend learning new
software, the better.

*  Enterprise size—one type of tool is appropriate for large enterprises, and the other for
small or medium-sized enterprises [37].

For SMEs, the price of the integration tool will also be an essential criterion. Analyzing
the enterprise based on these criteria will significantly help in selecting the appropriate
integration tool. According to Gartner, the most commercially used integration tools
and best-rated customer reviews are Skyvia, Informatica Powercenter, Pentaho, Alteryx
Designer, and Microsoft SQL Integration Services [38].

Each commercially available framework is presented as suitable for use in small and
medium-sized enterprises. However, to achieve lower costs, it is better to use free solutions.
Such a solution, especially when using microcontrollers, can be data integration using the
Node-RED and Apache NiFi frameworks, as they offer solutions that can be deployed
directly on selected types of microcontroller solutions. At the same time, they also include
libraries for working with PLC devices. Commercially available frameworks can integrate
all the data available in the enterprise, including data from social networks. However,
using Node-RED and Apache NiFi to integrate the lower process level is better because of
low cost, ease of use, and deployment. The Node-RED framework can be used to integrate
process data retrieved periodically from IoT devices and PLCs.

Regarding the number of supported data sources criterion, Node-RED can work with
virtually unlimited sources; it is only necessary to always supplement the existing program
with new streams to collect new process data. Regarding data security, Node-RED does not
need an active internet connection. It just needs to work on the local network, protecting
data from misuse in the external environment. Since Node-RED is deployed on selected
microcontrollers, in terms of scalability, the system can be expanded as needed. Regarding
the data update frequency criterion, Node-RED can read data in batches and real time. It
exclusively depends on the use of communication protocols. Working with Node-RED
is easy, especially for people who have programming experience. However, with a large
community of supporters, learning how to work with the framework quickly is possible.
Overall, Node-RED is well suited for integration in small and medium-sized businesses.

Node-RED has an implementation tailored for deployment with microcontrollers, and
its homepage provides links and files for installation on Raspberry Pi, Arduino, Beagle
Bone Black devices, and more. It also offers several libraries to work with microcontrollers,
allowing, for example, the direct querying of pins. Node-RED can retrieve data from sensors
connected to the microcontroller, visualize these data using a graphical environment, and
store them directly in a database. The available libraries are on the most commonly used
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database systems, including the Hadoop Distributing File System (HDEFS), so if enterprises
use different database systems using Node-RED, there will be no problem integrating new
data into an existing database.

Using MQTT as the communication protocol between Node-RED and the microcon-
troller is convenient. In this case, Node-RED will be a tool to retrieve data from sensors
connected to the microcontroller using MQTT. Node-RED will send a request to retrieve
data, the current data on the connected sensors will be retrieved, and the data will be sent
to the variables in Node-RED using MQTT. The retrieved variables can be directly stored in
the HDFS or database, and the whole process can be repeated using the Timestamp element
periodically according to the selected time in the order of milliseconds. Since Node-RED
can be directly deployed on the microcontroller, it uses its power and does not overload the
local computer. If the enterprise has unintegrated data from the PLC, the tool can also be
used for such integration. In this case, different communication protocols have to be used.
Since Node-RED cannot be deployed directly on the PLC, as in the case of microcontrollers,
it is necessary to use the power of the local PC or server when integrating the data. In this
case, it will be essential to use OPC Unified Architecture (OPC UA) as the communication
protocol to connect from Node-RED to the PLC and retrieve the relevant data, which can
then be written into variables and sent to the database.

Figure 5 shows the communication scheme between the IoT device, PLC device, and
database using the MQTT broker and OPC UA protocol. The arrow shows the data flow
from sensors towards data storage or the Cloud periodically according to a selected time
in milliseconds.
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Figure 5. Block diagram of communication between IoT device, PLC, and database using MQTT and
OPC UA and Node-RED.

2.5. Design of Process Data Integration Required to Process in Real Time

The open-source tool Apache NiFi can integrate the process data required for real-time
processing. This tool is suitable for streaming process data from sensors and actuators
to databases. In the case of Apache NiFi, a GUI and a non-GUI version are available.
The version with a Graphical User Interface (GUI) is licensed and paid for. However, the
unlicensed version, provided free of charge, can also be used for integration.

The Apache Foundation has developed a NiFi version called Apache MiNiFi to work
with microcontrollers and power-limited devices. It can be installed on a microcontroller to
create data streams that will be sent to Apache NiFi for further processing or stored in a
database system. Like NiFi, MiNiFi is offered as a licensed paid version with a GUI or an
unlicensed free version. The unlicensed version of both tools is sufficient to create streams
for real-time data processing. There are two ways to create data streams for MiNiFi. The



Electronics 2024, 13, 2485

13 of 23

first option is to manually create a Yet Ain’t Markup Language (YAML) file, which is the
configuration of the streams and the configuration of the MiNiFi instance used to start.
However, this option is demanding and, therefore, not often used. The second way is to
create flows in NiFi and save them as templates in an Extensible Markup Language (XML)
file. This file can then be converted to a YAML file using the MiNiFi tool, which can be
deployed to the MiNiFi instance.

Regarding the criterion of the number of supported data sources, NiFi can collect
data from many sources. The number depends on the performance of the server on which
NiFi is running. In terms of data security, various secure communication protocols can be
used, and similar to Node-RED, the entire architecture can be designed without an external
connection to the internet, making the security solution more straightforward. Regarding
available data transformation, NiFi offers options to preprocess data into different forms. It
uses so-called processors, which can process the data or store it in a database system. In
terms of the frequency of data updates, NiFi is a suitable tool for processing process data in
real time and is a suitable tool for use by small, medium, and large enterprises. In terms
of scalability, NiFi runs on a local server and is thus affected by the performance of that
server. If necessary, the architecture must be extended with a new server. Like Node-RED,
NiFi is also used by many users, so in terms of a learning curve, learning how to work with
NiFi is relatively easy as there are a large number of open and freely available resources.
NiFi is a codeless tool that works with a drag-and-drop system, and you need to mainly
learn how to connect individual data streams and configure nodes instead of working
with code. NiFi is highly scalable, capable of handling from a few devices to thousands,
making it suitable for businesses as they grow. Additionally, its ability to handle both batch
and real-time data processing ensures that enterprises can adapt their data strategies to
their specific operational needs. The support for a variety of database systems and the
ease of extending its functionality through custom processors mean that NiFi can be a
cornerstone of a business’s data architecture, facilitating seamless integration and efficient
data management.

The MQTT broker can be used as a communication protocol to communicate between
MiNiFi and the microcontroller, on which data will be generated in JavaScript Object Nota-
tion (JSON) format. The second communication protocol will be used for communication
between MiNiFi and NiFi. Since this communication will be used for real-time data transfer,
it is possible to use REST API protocol, which is suitable for this type of communication
due to its specification. The architecture design can be based on the diagram shown in
Figure 6.

2.6. Design of Data Integration from MES Control System

After integrating the data from the production line and microcontrollers, it is possible
to proceed to the design and integration of data from the MES control system. The data from
the MES system also need to be collected and analyzed because the MES system contains
unique data that can be used to improve and enhance the control process and, hence, the
entire production process. Also, in the case of this integration, there are many different
tools and options to integrate the data from the control system into the prepared database.
It is possible to use commercial solutions, and solutions are offered free of charge. For small
and medium-sized enterprises, however, it is more advantageous to focus on the options
and tools provided free of charge, also in this case, from the point of view of financial
requirements. A tool that has been used to integrate process data from microcontrollers, the
Node-RED tool, can also be used to integrate data from the control system. If a company
has used Node-RED to integrate process data, there will be an advantage in using this tool
as there is no need to learn a new tool or introduce another new tool into the process.

The Node-RED tool offers a library called node-red-contrib-nupmes that provides
tools for integrating data from MES systems. This library was created in 2022, so it is a
relatively new tool [39]. The library offers options to connect to an existing MES system
using the NuPMesServer and NuPMesOPCUAServer configuration nodes. The library
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allows direct connection to the MES system via a Uniform Resource Locator (URL) or an
OPC UA server, which can be used for the connection. A third option is to query any data
from the MES using the REST API protocol, where individual data requests can be specified
directly in the configuration of a given node. Another option is to use the NuPMesGetIO
node and the NuPMesSetlO node, which allow values to be obtained or set directly at the
I/0 addresses, and these nodes can be triggered at set times periodically, using the “Tick”
parameter. When obtaining or setting values, the REST API protocol is again used for
communication. The library also offers Pareto analysis or Overall Equipment Effectiveness
(OEE) analysis, which can be used if the MES system does not perform them and to obtain
results, e.g., on the quality of production or the usability of machines in production. The
NuPMesPareto and NuPMesOEE nodes are used for these purposes. The analyses can be
used in several ways, either by specifying the start time of the analysis and the end time
or by specifying the date and time and defining an attribute with a flag, e.g., “today” or
“last hour”.
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Figure 6. Block diagram of communication between IoT device and database with real-time data
collection using Apache NiFi.

The data obtained from the MES system can be preprocessed into the desired format
using Node-RED and stored in the proposed storage. This procedure is identical to the
method for storing process data. It is possible to either store all the data that the MES
system can provide or focus on the critical data identified by the analysis and store them
in the database system. Critical data could include information about orders placed and
executed, the number of pieces produced, machine performance, or alarms that the MES
system records. This library can also integrate data from the SCADA system, like the MES
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system. Figure 7 shows a proposed scheme for integrating data from the MES and SCADA
systems into the created data repository.

Integration Level

HIOES]

Hadoop

Figure 7. Block diagram of communication between MES system and database with data collection
using Node-RED.

3. Results and Discussion
3.1. Summary of SME Framework Proposal

Based on the identified Industry 4.0 pillars in Section 1 and the design of the differ-
ent parts of the framework, this chapter summarizes the process of upgrading SMEs to
Industry 4.0 in the form of the Business Process Model and Notation (BPMN) diagram in
Figure 8.

The first necessary step towards digitization is an analysis of the enterprise, which is
required to go through the process and operational management levels in particular. For
small and medium-sized enterprises, the focus should be on the process-level analysis in
particular, primarily to identify critical points in the production process, to identify places
to fit solutions with microcontrollers and connectible sensors that will collect usable data to
help. For example, they can better control the environment affecting production. It is also
necessary to analyze the other levels of the enterprise and identify the data that will need
to be collected and stored from each level. When analyzing the enterprise and operational
levels, it is necessary to focus on the existing infrastructure and how it can be used for data
analysis, possibly its improvement, and the systems currently used by the enterprise. Once
a thorough analysis has been carried out, the results need to be summarized, and based on
the results, a digitization plan needs to be proposed, providing the basis for building the
framework. The plan should propose the locations for the microcontrollers, focusing in
particular on critical locations in production, the locations of the sensors, the plan for the
use or completion of the infrastructure for data collection and analysis, the usability of the
systems used, and their possible integration into a higher-level system. This section should
clarify whether the business plans to back up the data to its built or existing storage or the
Cloud. All plans mainly depend on the available resources and finances of the enterprise.
However, a thorough analysis is the most critical part of the entire digitization process and,
therefore, needs to be given sufficient time, effort, and resources.

Once the analysis is complete, it is possible to start a gradual digitization process by
building a data repository and, at the same time, selecting solutions with a microcontroller.
These two processes can run in parallel as they do not affect each other. When selecting
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microcontrollers, it is necessary to consider their performance compared to power con-
sumption since the prices of microcontrollers are low. Another critical parameter is the
number of GPIOs, which affects the number of connectible sensors and their types.
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Figure 8. Designing the process of upgrading SMEs to the Smart Factory level.
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If analog sensors are fitted on the line, it is better to select microcontrollers with Analog—
Digital Converters (ADC) and the like; if only digital sensors are used, selecting a controller
with digital pins is sufficient. Once the microcontrollers are selected, IoT devices can be
chosen to be connected to the microcontrollers through multiple types of communication
interfaces. From the process-level analysis, it must be clear which types of sensors need
to be selected or which data will need to be collected and evaluated. The next step is to
embed the microcontrollers on the production line while embedding the IoT devices in
predetermined locations. IoT devices can then be connected to the microcontrollers via
GPIO. The hardware is thus ready for data collection.

Parallel to the selection of microcontrollers, work can be performed on the design and
creation of the data storage. If the enterprise has an established data storage infrastructure,
it can proceed directly to installing Hadoop or another alternative storage system on the
existing infrastructure. If the enterprise does not have an infrastructure in place, the
infrastructure must first be designed based on the requirements and the analysis results.
Once the infrastructure has been designed, it can be built. Building the infrastructure is the
most expensive part of the entire transformation to the Smart Factory level. However, at the
same time, it is necessary to select high-quality and robust components and build storage
space for multiple data nodes for security reasons. Once the infrastructure is built, we
can install Hadoop and all the necessary elements—HDEFS, MapReduce, and Yet Another
Resource Negotiator (YARN)—to process all the available data; since storing the data
outside of HDFS as a backup is essential, deciding whether the data will be stored in a
relational database or the Cloud is necessary. If the enterprise backs up the data to the
Cloud, the next step is to select suitable Cloud storage that can reasonably store a high
volume of data.

Another critical factor when choosing a storage device is a stable and fast internet
connection, as a high transfer speed is also essential in the Cloud due to the volume of
data transferred to prevent data loss. Suppose the enterprise decides to collect data in
its database. In that case, the next step is to design and build the infrastructure for data
storage, which does not have to be as powerful as the infrastructure for Hadoop, which
will also reduce its cost. Using the same infrastructure for both the data backup and the
Hadoop system is not advisable, as the enterprise could lose all the data if the hardware
fails. It is therefore recommended to build two different infrastructures; if possible, they
should not be located in the same place. It depends on the size of the company and its
capabilities. However, it is better to locate the storage as far away from the data source
and the Hadoop storage as possible, especially for security reasons. Once the repository is
built, the design and creation of a data repository to back up the data follow, completing
the parallel processes. An alternative in this section may be to use another suitable data
store of choice, e.g., Apache Cassandra or ClickHouse, described in Section 2.3. If the
microcontrollers and IoT devices are populated and the repositories built and established,
the enterprise can move on to the process-level integration design.

The entire process-level integration design must be based on the results of the process-
level analysis. In the course of the solution, before this step, the enterprise should already
have microcontrollers and sensors in place and a Hadoop system ready to collect and
process data. In this step of the solution, the enterprise should completely design the
interconnections between the IoT devices and the Hadoop system. This will be gradually
implemented into the solution process, focusing on the communication protocols and
software. Based on the previous analysis, it is necessary to distinguish between real-time
and non-real-time data processing, where real-time data are considered critical production
data that must be sensed in real time. Different communication protocols should handle
these two data types, as described in Section 2.4. At the same time, in this step, it is
necessary to design data integration from existing PLC devices, HMIs, and existing higher-
level systems and link them to the Hadoop system. If the enterprise also has an existing
database providing data collection, it is necessary to propose moving the data to Hadoop.
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After the process-level integration design step, the integration can be implemented in
incremental steps.

Implementation begins with deploying the Node-RED system and microcontrollers
into an industrial process. Such a system will work as a software intermediary between
IoT devices and the HDFS. The Node-RED technology will be applied to non-critical or
non-real-time data. It will be possible to periodically read data from sensors connected
to the microcontrollers and write the read data to the HDFS using the created nodes. The
final step in the implementation for non-critical data is to create the actual connection
between the IoT devices and the HDFS using the MQTT protocol. The next step is to deploy
Apache NiFi on the server and Apache MiNiFi on the microcontrollers. Both systems, like
Node-RED, will work as an intermediary between the microcontrollers and the HDFS but
will be used to process real-time data. Once NiFi and MiNiFi are deployed, interconnections
using communication protocols need to be established. The interconnection between NiFi
and MiNiFi is possible using the REST API communication protocol. By its specification, it
is suitable for real-time data transfer, thus ensuring data transfer from the microcontrollers
to the server. A data stream needs to be created on the server to monitor the data coming
from the MiNiFi. NiFi can preprocess the data, which can be used to ensure that the
data arrive in the HDEFS in an acceptable format. It depends on the performance of the
microcontroller and the server used, and accordingly, the data can be preprocessed either
in the microcontroller or directly on the server. The data can then be sent directly to the
HDFS storage, which is the next step in the implementation procedure and thus completes
the data integration process from the microcontrollers.

In the next step, it is necessary to integrate data from PLC devices into the HDFS,
which can be performed using Node-RED and OPC UA communication protocol. The
data can be read periodically or when the value changes, preprocessed into an acceptable
format using Node-RED, and sent directly to the HDEFS, thus ensuring data integration
from the original part of the PLC-controlled production line. The last part of the integration
is integrating data from the MES and SCADA systems, and Node-RED with the node-red-
contrib-numpes library can be used for both systems. The library offers two communication
protocols for integration, either OPC UA or REST API. The data can then be preprocessed
into the desired format using Node-RED and stored directly in the database system.

The last remaining step is to move the data from the relational database to the HDFS,
ensuring that even legacy historized data from the production line can be processed.
Figure 9 shows the final design of the framework for upgrading SMEs to the Smart Factory
level with both hardware and software parts. The final design can be compared with
Figure 1, which shows the initial production state before the proposed changes.

The original scheme is complemented by new IoT devices connected to microcon-
trollers for data mining. The microcontrollers are connected using communication protocols
through MQTT protocol to the Node-RED system for non-real-time data processing or
through REST API to the Apache NiFi server for real-time data processing. Both Node-RED
and Apache NiFi send data directly to the Hadoop system, specifically to the HDFS, for
data processing, which is implemented using YARN and MapReduce. The result of the
processing is again stored in the HDFS. From the original scheme, data from the PLC level
are stored in the HDFS for processing using Node-RED and OPC UA communication
protocol, whereas, in the original scheme, these data were stored in the database. The MES
and SCADA system data are stored in HDFS using the Node-RED framework, OPC UA,
and REST API protocols. All data can be sent for backup to either a relational database or
to the Cloud. In the design, all data from the original database are also stored in the HDFS
for processing the historized data. The design also includes the option of alternative data
storage solutions to Hadoop, namely, Apache Cassandra or ClickHouse.
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Figure 9. Final proposal for framework for upgrading SMEs to Smart Factory level.

3.2. The Deployment of the Framework on the Test Production Line

The framework was deployed under laboratory conditions on an AFB production
system. This production line is automated and PLC-controlled but without Industry 4.0 fea-
tures. New sensors, selected based on a system analysis, were fitted first. Three Raspberry
Pi 4 microcontrollers were also fitted. Sparkfun ICM 20948 accelerometers and SPH0645
microphones were connected to the microcontrollers, serving as IoT devices for sensing
the vibrations and sounds accompanying the occasional jamming of the line. The AFB
production system utilizing Raspberry Pi and sensors is shown.

Node-RED was used to integrate the data from the microphones connected to the
Raspberry Pi 4 using the Node-RED contrib ads1x15 i2c library, which is used to obtain the
analog signal from the device connected to the I2C and also serves to convert the analog
signal to digital. The Node-RED Waveshare library was used to integrate the accelerometer
data, which work with multiple connected components, as well as the ICM20948. The data
were processed and stored in a data store using Node-RED.

Hadoop was chosen as the data store. Data from the PLC and MES were integrated
using Wonderware and stored in the Historian database, which runs on a separate server
and also serves as a backup. The data were transferred from the Historian database to the
HDEFS. The resulting framework used on the AFB production system is shown in Figure 10.
This section may be divided by subheadings. It should provide a concise and precise
description of the experimental results, their interpretation, as well as the experimental
conclusions that can be drawn.

3.3. The AFB Production Plant Use Case

One of the workstations on the AFB production plant is the “Bottle Filling Station” pre-
sented in Figure 11. The bottle filling station is equipped to handle empty bottles delivered
via a conveyor belt. This station incorporates a carousel with seven distinct positions,
including entry and exit points. The carousel operates sequentially across four functional
positions: filling bottles with granules, filling bottles with liquid, applying caps using a
pneumatic arm, and sealing the bottles with a rotating arm. Upon completion, the filled
and sealed bottles are moved along the conveyor belt for further processing. A Siemens
57-300 Programmable Logic Controller (PLC) controls (Siemens, Munich, Germany) the
station’s operation. Observation and data explanatory analysis revealed the filling station
as a bottleneck in the manufacturing process, with occasional bottle jams at the carousel
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entry. To address this problem, a Raspberry Pi 4 microcontroller was installed at the filling
station’s entry. This microcontroller was connected to Sparkfun ICM 20,948 accelerometers
and SPH0645 microphones to detect specific vibrations indicative of bottle jams. Data from
these sensors were transmitted via MQTT to Node-RED for processing and storage in the
Hadoop Distributed File System (HDFS). Furthermore, all process data from the PLC were
seamlessly integrated using the Wonderware system, particularly the ArchestrA IDE, into
a Historian database (MySQL). This database also acts as a backup for production system
data. Notably, data were collected every 300 milliseconds and promptly sent to HDFS.
Alerts were instantly generated based on the microcontroller data, notifying operators of
any bottle jam at the station entry. This feature enables swift intervention, thereby reducing
production downtime. Similar measures were implemented at other problematic points
along the line, with additional microcontrollers and sensors installed. Data from all PLCs
on the line were integrated using the same principle.

Figure 11. Bottle filling carousel as part of the AFB plant. (a) Utilizing a Raspberry Pi to log vibration
data on the carousel, (b) different perspective on the carousel at the bottle filling workstation.
4. Conclusions

Small and medium-sized enterprises are currently facing pressure to increase invest-
ments in the digitization of the production process. The digital transformation process has
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become an essential part of SMEs and directly impacts their competitiveness and sustain-
ability. Digital transformation is a crucial process for SMEs, enabling them to better respond
to changing market demands, optimize production processes in real time, and increase
overall productivity and competitiveness. By incorporating selected critical elements into
their manufacturing operations, SMEs can go beyond traditional production methods
and reach a level close to a Smart Factory. The detailed research showed clear benefits
of incorporating Industry 4.0 attributes, e.g., increased production quality, productivity,
reduced waste, reduced downtime, higher profits, increased business competitiveness,
and similar results [5]. These benefits can serve as an incentive for enterprises to increase
their level of digitization. The framework was designed on a model solution of a man-
ufacturing company, independent of the initial state of production. In this article, we
discussed how to implement each change. SMEs need to be systematic and strategic when
introducing changes towards a Smart Factory transformation. First, it was proposed to fit
new IoT devices by connecting them to the peripherals of microcontrollers, thus ensuring
the sensing of physical variables that can indirectly affect production and cause errors
or downtime. Subsequently, a Hadoop-based data repository was designed to store and
process all process data from the production. Integrating and storing data using Hadoop
can be problematic for some smaller enterprises as it is a complex ecosystem. Therefore,
alternative data stores suitable for small and medium-sized enterprises were proposed. In
the next step, the integration of process data from microcontrollers, PLCs, and higher-level
SCADA and MES systems into the created data repository via Node-RED and Apache NiFi
was proposed. The contribution of this paper is the generalized framework design for
SMEs shown in Figure 9. This conceptual design can be deployed in any manufacturing
enterprise because it is independent of the initial production state. The resulting framework
is one possible solution for incorporating the necessary attributes of Industry 4.0.

For enterprises, the selection of the same components is not necessary in the vital
framework, but the incorporation of all necessary attributes into production is. Given
that every manufacturing enterprise is unique, the framework cannot be considered the
only possible solution for the digitization of SMEs. SMEs must incorporate each of the
identified necessary attributes of Industry 4.0 into production, but the specific way they
are incorporated can vary. The choice of IoT devices, data storage, integration tools,
communication protocols, and hardware must be based on a detailed business analysis. It
will primarily depend on the requirements of the business in question. In the case of SMEs,
we emphasized low upfront investment costs when designing the framework. Therefore,
alternative data storage solutions were also proposed during the solution, which represents
the most expensive item of the entire investment. The main objective of this paper was to
design a framework for upgrading SMEs to the Smart Factory level by implementing the
necessary attributes of Industry 4.0.

Future studies will closely monitor and diagnose the advanced data obtained by the
deployed framework on the AFB production line. This initiative aims to preemptively
identify potential failures on the production line before they occur in the production system
and is part of a strategy to leverage predictive maintenance. Consequently, a significant
amount of data need to be acquired. Finally, following the data acquisition phase, the data
will be analyzed using advanced data analytics and mining techniques. This process aims
to identify patterns and trends, enabling the prediction of potential future failures in the
production process.
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