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Abstract: Controlling access to critical zones by drones is crucial for ensuring safety and efficient
operations in various applications. In this research, we propose a strategy for controlling the access
of a set of drones to a critical zone using timed automata and UPPAAL. UPPAAL is a model checker
and simulator for real-time systems, which allows for the modeling, simulation, and verification of
timed automata. Our system consists of six drones, a controller, and a buffer, all modeled as timed
automata. We present a formal model capturing the behavior and interactions of these components,
considering the constraints of allowing only one drone in the critical zone at a time. Timed automata
are a powerful formalism for modeling and analyzing real-time systems, as they can capture the
temporal aspects of system behavior. The advantages of using timed automata include the ability
to model time-critical systems, analyze safety and liveness properties, and verify the correctness
of the system. We design a strategy that involves signaling the approaching drones, preventing
collisions, and ensuring orderly access to the critical zone. We utilize UPPAAL for simulating and
verifying the system, including the evaluation of properties such as validation properties, safety
properties, liveness properties, and absence of deadlocks. However, a limitation of timed automata
is that they can become complex and difficult to model for large-scale systems, and the analysis
can be computationally expensive as the number of components and behaviors increases. Through
simulations and formal verification, we demonstrate the effectiveness and correctness of our proposed
strategy. The results highlight the ability of timed automata and UPPAAL to provide reliable and
rigorous analysis of drone access control systems. Our research contributes to the development of
robust and safe strategies for managing drone operations in critical zones.

Keywords: drones; critical zone; timed automata; UPPAAL; access control; formal verification

1. Introduction

In recent years, the increasing use of drones in various applications has raised the
need for effective control mechanisms to ensure safe and efficient operations, particularly
in critical zones [1]. Controlling drone access to these zones is crucial for mitigating
potential risks and optimizing resource utilization [2,3]. Traditional control approaches
often fall short in addressing the dynamic and time-dependent nature of drone operations,
necessitating the use of formal methods for modeling, analyzing, and verifying complex
drone control strategies [4,5].

It is important to note that the use of formal methods, such as timed automata and
UPPAAL modeling, may appear difficult for new users [6,7]. In this work, we tried to
simplify the presented notions as much as possible. However, there is still a need to read
more content like papers, documentation, and manuals to fully understand and apply these
techniques [8–10].

Timed automata are a powerful formal modeling language that can capture the real-
time aspects and logical behavior of a system. However, it is important to understand that
timed automata may not be able to model everything. They are primarily focused on the
decision making and control logic of a system, and may not be able to accurately represent
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the underlying physical dynamics, environmental factors, and other complex aspects of a
system’s behavior.

For example, the timed automata model may not be able to capture the influence of
various factors, such as navigation errors, meteorological conditions, or noise in control sig-
nals. These aspects are more closely related to the physical and environmental interactions
of the system, which would require different modeling approaches, such as mathematical
models of controlled bodies and their kinematics.

In practice, it is often necessary to use multiple modeling methods and languages to
provide a comprehensive representation of a complex system. Depending on the specific
goals and requirements of the analysis, different modeling techniques may be more suitable
for capturing different aspects of the system. By utilizing a combination of approaches,
researchers and engineers can gain a more complete understanding of the system’s behavior
and properties, leading to more reliable and robust real-time systems.

Formal methods, rooted in mathematical logic and automata theory, provide systematic
approaches for the specification, design, and analysis of systems with rigorous guarantees [11].
These methods offer a means to model and reason about complex systems, taking into account
their intricate behaviors, temporal properties, and interactions [12]. By leveraging formal
methods, we can develop precise and reliable control strategies that ensure safety, adherence
to desired specifications, and avoidance of critical situations [13,14].

In this paper, we propose a novel strategy for controlling drone access to critical zones us-
ing timed automata and UPPAAL. Timed automata, an extension of traditional automata, are
a powerful modeling formalism for capturing temporal behavior and synchronization in sys-
tems. They provide a natural representation of systems with time-dependent aspects, making
them well-suited for modeling and analyzing the dynamics of drone operations. With timed
automata, we can precisely capture the timing constraints, synchronization requirements,
and decision-making processes involved in controlling drone access to critical zones.

To analyze the effectiveness and correctness of our proposed strategy, we utilize UPPAAL,
a widely used tool for modeling, simulating, and verifying timed automata systems [15]. UP-
PAAL offers a user-friendly graphical interface for designing system models, specifying
properties of interest, and executing simulations [16]. Additionally, UPPAAL provides power-
ful verification capabilities, allowing for the formal verification of properties such as safety,
liveness, and absence of deadlocks [17]. By employing UPPAAL, we can systematically evalu-
ate the performance and reliability of our proposed strategy, providing empirical evidence of
its effectiveness in controlling drone access to critical zones [18].

The main contributions of this research are threefold. First, we present a formal model
based on timed automata, which accurately captures the behavior and interactions of
drones, a controller, and a buffer. By leveraging the expressive power of timed automata,
we can precisely model time-dependent aspects of drone operations and the decision-
making process involved in granting access to the critical zone. Second, we propose a
signaling mechanism that enables effective communication between approaching drones
and the controller, ensuring orderly access and preventing collisions. The strategy allows
for the efficient utilization of the critical zone while maintaining safety and avoiding
congestion. Lastly, we employ UPPAAL to evaluate the performance and correctness of
the proposed strategy. Through simulations and formal verification, we demonstrate the
effectiveness and reliability of our approach.

The structure of this paper is as follows: Section 2 provides an overview of related
works in the field of controlling drone access to critical zones, highlighting the research
gaps that our work addresses. Section 3 introduces timed automata and UPPAAL as the
foundation for our modeling and analysis approach. In Section 4, we present the formal
system model, describing the components and their interactions. Section 5 presents the
simulation scenarios and the results obtained through UPPAAL, including the verification
of key properties. Section 6 identifies the main limitations of the use of timed automata for
modeling drones. Section 7 provides some discussions. The conclusions of our research,
along with future research directions, are discussed in Section 8.
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By combining the power of formal methods, the effectiveness of our proposed strategy,
and the rigorous analysis provided by UPPAAL, we aim to contribute to the development
of robust and reliable control mechanisms for managing drone access to critical zones.

2. Related Works

In recent years, there has been a growing interest in applying formal methods and
techniques to analyze and validate unmanned aerial vehicle (UAV) systems. Several papers
have made significant contributions in this area. One approach, presented in [19], focuses
on the application of formal methods, particularly model checking, to verify the safety
and reachability of cooperative UAV teams. The authors propose a novel framework that
utilizes Kripke models and model checking to ensure the correct functioning of multiple
UAVs in a simulation scenario. In [20], the authors introduce a rigorous framework for
analyzing the stability and control characteristics of UAVs. They employ higher-order-logic
theorem proving to formalize complex-valued matrices and navigation concepts, over-
coming limitations associated with traditional analysis techniques. The paper showcases
the application of this framework in safety-critical applications. For multi-UAV systems,
ref. [21] proposes a receding horizon task planning method. The authors utilize local linear
temporal logic (LTL) specifications and probabilistic model checking to satisfy rich task
specifications assigned to each UAV. The method achieves correct plans with reduced
computational burden by synthesizing collaboration plans using finite-horizon product
systems. The validation of cooperative UAV systems is addressed in [22], where the authors
combine co-simulation and formal verification techniques. The paper presents a method
that uses co-simulation to analyze system behaviors and formal verification to ensure
safety requirements. The findings highlight the effectiveness of the proposed approach in
validating UAV cooperative systems.

The use of interactive theorem proving techniques for analyzing UAV dynamics
is reviewed in [23]. The paper emphasizes the limitations of traditional analytical and
simulation-based methods and highlights the need for formal verification techniques in
ensuring correctness and safety. In the domain of multi-UAV systems in agriculture,
ref. [24] introduces a formal modeling approach based on discrete event system (DES)
theory. The paper presents a systematic procedure for designing supervisory control theory
using finite state automata to model UAV states. This approach enables the efficient and
reliable operation of UAVs in precision agriculture. A temporal logic-based planning and
execution monitoring framework for unmanned aircraft is proposed in [25]. The framework
utilizes temporal logic to specify and verify complex mission plans, ensuring compliance
with safety and performance requirements. Ref. [26] introduces a comprehensive model for
conflict resolution in Unmanned Aircraft Systems (UASs) using service-oriented modeling
and Duration Calculus (DC). The model addresses knowledge acquisition considerations
and provides a valuable approach for real-time collaborative systems.

In [27], lightweight Duration Calculus (DC) is employed to model conflict resolution
in UASs. The paper presents a formal modeling approach using DC to ensure adherence to
requirements and absence of deadlocks and unreachable states. Model checking techniques
for verifying the interaction among UAV teams in constrained tasks are explored in [28].
The paper demonstrates the feasibility and effectiveness of verifying the correct behavior of
UAV teams using linear temporal logic and the SPIN model checker. For efficient requirements
and the design validation of decision logic in auto-flight system software, Ref. [29] applies
model-based safety assessment (MBSA) techniques. The paper utilizes fault modeling and
automatic cut-set extraction to analyze the autoland system of a UAV. Finally, a fleet manage-
ment approach for UAVs operating in confined indoor spaces is proposed in [30]. The paper
presents a novel solution using Timed Game formulation and Winning Strategy controller
synthesis, considering operational constraints and collision avoidance requirements. In con-
clusion, the papers discussed in this section demonstrate a wide range of formal methods and
techniques applied to analyze and validate different aspects of UAV systems, including safety,
stability, control, cooperation, conflict resolution, and mission planning. These contributions
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provide valuable insights and advancements in the field of UAV technology, paving the way
for the development of reliable and efficient UAV systems in various applications. The content
of this section is summarized in Table 1.

Table 1. Summary of related work.

Ref. Summary

[19] Verification of safety and reachability of cooperative UAV teams using model checking and
Kripke models.

[20] Formal framework for analyzing stability and control characteristics of UAVs using
higher-order-logic theorem proving.

[21] Receding horizon task planning method for multi-UAV systems using local linear temporal logic
(LTL) specifications and probabilistic model checking.

[22] Validation of cooperative UAV systems through co-simulation and formal verification techniques.

[23] Application of interactive theorem proving techniques for analyzing UAV dynamics and ensuring
correctness and safety.

[24] Formal modeling approach based on discrete event system (DES) theory for multi-UAV systems
in agriculture.

[25] Temporal logic-based planning and execution monitoring framework for unmanned aircraft.

[26] Model for conflict resolution in Unmanned Aircraft Systems (UASs) using service-oriented modeling
and Duration Calculus (DC).

[27] Formal modeling approach using Duration Calculus (DC) for conflict resolution in UASs, ensuring
adherence to requirements.

[28] Verification of the correct behavior of UAV teams in constrained tasks using model checking and
linear temporal logic.

[29] Model-based safety assessment (MBSA) techniques for efficient requirements and design validation
of decision logic in UAV auto-flight systems.

[30] Fleet management approach for UAVs operating in confined indoor spaces using Timed Game
formulation and Winning Strategy controller synthesis.

3. Timed Automata and UPPAAL

Timed automata and the UPPAAL tool provide powerful formal modeling and veri-
fication capabilities for real-time systems. Timed automata extend traditional automata
models with the ability to represent the passage of time and timing constraints. UPPAAL,
on the other hand, is a popular tool that allows for modeling, simulating, and verifying
timed automata-based systems. In this section, we will explore the concepts of timed
automata and provide an overview of the UPPAAL tool.

3.1. Timed Automata

Timed automata are formal models that extend traditional finite-state automata with
the notion of time. They are particularly suited for modeling and analyzing systems with
time-dependent behavior, such as real-time embedded systems, communication protocols,
and software systems with timing constraints.

A timed automaton consists of states, transitions, and clocks. The clocks in timed automata
are used to model the passage of time and can be reset or tested against timing constraints
during transitions. The transitions in a timed automaton are labeled with actions and can specify
timing constraints on the clocks. By allowing the explicit representation of time and timing
constraints, timed automata enable the modeling and analysis of real-time system behaviors.

Formally, a timed automaton is defined as a tuple A = (L, L0, X, C, E), where

• L is a finite set of locations or states;
• L0 ⊆ L is the set of initial locations;
• X is a finite set of clocks;
• C is a finite set of constraints over clocks;
• E is a set of edges or transitions labeled with actions and timing constraints.
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The behavior of a timed automaton is defined by its execution paths, which represent
sequences of locations and transitions. The execution paths are subject to timing constraints
specified by the clocks and constraints. The clocks can be reset or incremented during
transitions, and the constraints restrict the possible values of the clocks at each state.

To illustrate the concept of timed automata, consider a simple example of a timer.
Figure 1 shows a timed automaton representation of a timer that can be set to a desired
duration and will trigger an alarm once the time has elapsed.

Idlestart Running Alarm
set(x)

x ≤ t

x ≥ t

Figure 1. Timed automaton for a timer.

In this example, the timed automaton has three states: Idle, Running, and Alarm.
The clock variable x is used to keep track of the elapsed time. When the timer is set (the
set(x) transition), the automaton moves from the Idle state to the Running state. While in
the Running state, the automaton remains in the same state as long as the clock x is less than
or equal to the desired duration t. Once the clock x reaches the duration t, the automaton
transitions to the Alarm state, triggering the alarm. While this model captures the core
functionality of a timer, there are often additional requirements and features that may be
needed in more complex applications.

To illustrate a more advanced timer automaton, let us consider an extension of the
previous example. Figure 2 shows a timed automaton that includes additional states and
transitions to handle the acknowledgment and reset of the alarm.

Idlestart Running Alarm

Acknowledged

set(x)

x ≤ t

x ≥ t

acknowledge()
reset()

Figure 2. Timed automaton for an advanced timer.

The additional functionality provided by the advanced timer automaton allows for
more complex and nuanced timer behavior to be modeled. Some key differences between
the basic and advanced timer automata include the following:

• Alarm Acknowledgment: The advanced automaton introduces the “Acknowledged”
state, which represents the state where the user has responded to the alarm. This
allows the model to capture the user’s interaction with the timer and the process of
acknowledging the alarm.



Electronics 2024, 13, 2609 6 of 24

• Timer Reset: In the advanced automaton, the timer can be reset from the “Acknowl-
edged” state, allowing the user to prepare the timer for the next cycle of operation.
This is an important feature in applications where the timer is used for monitoring or
notification purposes.

• Timed Traces: The timed traces for the advanced automaton include additional scenar-
ios, such as the alarm being acknowledged but not reset and the timer never reaching
the threshold. These traces provide a more comprehensive understanding of the
timer’s behavior in different situations.

By incorporating these additional features, the advanced timer automaton can be used
to model more complex timer-based systems, where the ability to acknowledge and reset
the timer is a crucial requirement. This level of detail and flexibility in the timed automaton
model can be valuable in the design and analysis of real-world timer-based applications.

Some examples of timed traces for the advanced timer automaton include the following:

• Normal Operation:

τ = (s0
set(x)−−−→ s1

x≤t−−→ s1
x≥t−−→ s2

acknowledge()−−−−−−−→ s3
reset()−−−→ s0)

• Timer Reset before Alarm:

τ = (s0
set(x)−−−→ s1

x≤t−−→ s0
set(x)−−−→ s1

x≤t−−→ s0)

• Timer Never Reaches Threshold:

τ = (s0
set(x)−−−→ s1

x≤t−−→ s1
x≤t−−→ s1

x≤t−−→ . . . )

• Alarm Acknowledged but Not Reset:

τ = (s0
set(x)−−−→ s1

x≥t−−→ s2
acknowledge()−−−−−−−→ s3

x≤t−−→ s3
x≤t−−→ s3 . . . )

3.2. UPPAAL

UPPAAL is a widely used tool for modeling, simulating, and verifying real-time
systems based on timed automata. It provides a graphical user interface (GUI) that allows
users to construct system models using timed automata and specify properties of interest for
verification. UPPAAL’s verification engine then analyzes the model to check if the specified
properties hold. The UPPAAL tool supports the modeling of complex real-time systems
through the composition of multiple timed automata, allowing for the representation of
concurrent and distributed behaviors. It offers a rich set of features, including the following:

• Graphical Interface: UPPAAL provides a user-friendly graphical interface that facili-
tates the construction and visualization of timed automata models. Users can define
the states, transitions, clocks, and timing constraints using a visual representation.

• Simulation Capabilities: UPPAAL allows users to simulate the behavior of the modeled
system, providing insights into its dynamic execution. Simulation can help validate
the model and gain a better understanding of the system’s timing characteristics.

• Property Specification: UPPAAL supports the specification of various properties
that can be verified against the model. Properties can be expressed using temporal
logics such as Linear Temporal Logic (LTL) or Computation Tree Logic (CTL). These
properties define the desired system behaviors or requirements to be checked.

• Model Checking: UPPAAL’s verification engine performs model checking to analyze
the timed automata model and determine if the specified properties hold. It explores
the state space of the model, considering the timing constraints and interactions
between timed automata, to verify the properties of interest.

• Counterexample Generation: If a property is violated, UPPAAL can generate coun-
terexamples that illustrate the execution paths leading to the violation. These coun-
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terexamples aid in diagnosing and debugging the system, helping users understand
the causes of property violations.

UPPAAL has been widely used for the formal verification of real-time systems in
various domains, including automotive systems, communication protocols, and embedded
software. Its ability to handle complex timing constraints and its support for both modeling
and verification make it a valuable tool for ensuring the correctness and timeliness of
real-time systems.

UPPAAL is particularly useful for non-experts and researchers who are not familiar
with timed automata, as it provides a user-friendly interface and intuitive visualization
of the system models. The graphical representation of timed automata makes it easier for
users to understand and interact with the system, even if they are not experts in formal
verification techniques. Additionally, the simulation capabilities of UPPAAL allow users to
observe the dynamic behavior of the system, which can be helpful in validating the model
and identifying potential issues before conducting formal verification.

For researchers who are familiar with timed automata, UPPAAL offers a powerful
set of tools for exploring and analyzing real-time systems. The ability to specify complex
properties using temporal logics and the model checking capabilities of UPPAAL enable
researchers to rigorously verify the correctness and performance of their system designs.
The counterexample generation feature is particularly useful for researchers, as it provides
detailed information about the causes of property violations, facilitating the debugging
and refinement of the system models.

In summary, UPPAAL is a valuable tool for both non-experts and researchers in the
field of real-time systems, as it combines intuitive modeling capabilities with powerful veri-
fication features. Its wide adoption and success in various application domains demonstrate
its effectiveness in ensuring the reliability and timeliness of complex real-time systems.

3.3. Formal Verification

Timed automata provide a formal foundation for reasoning about the timing aspects
of real-time systems. They can be analyzed using various techniques, such as model
checking, to verify properties related to timing, synchronization, and reachability. Formal
verification is a rigorous approach to verifying the correctness of a system or software by
applying mathematical techniques. It involves constructing a mathematical model of the
system and using formal methods to reason about its behavior and properties. The goal of
formal verification is to provide mathematical guarantees that a system satisfies its desired
properties, such as safety, liveness, and security. Formal verification techniques can be
broadly classified into two categories: model checking and theorem proving.

3.3.1. Model Checking

Model checking is a formal verification technique that involves exhaustively exploring
the state space of a system model to determine if a given property holds in all possible
states and under all possible behaviors. It operates by constructing a finite representation
of the state space of the model and systematically checking the property for each state.
Given a system model M and a property ϕ, model checking verifies if M |= ϕ, meaning
that the property ϕ holds in all states of the model. Model checking can be performed using
various algorithms and tools, such as UPPAAL, which explore the state space and evaluate
the properties for each state.

Model checking is particularly useful for non-experts and researchers who want to verify
the correctness of their real-time systems. It provides a systematic and automated way to
explore the behavior of the system and check if it satisfies the desired properties. The use of a
model checker like UPPAAL allows users to create a graphical representation of the system,
which can be more intuitive and easier to understand than working with the mathematical
formalism of timed automata directly. By running the model checker on their system model,
users can quickly identify any potential issues or violations of the specified properties, and then
use the counterexamples provided to debug and refine their system design.
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3.3.2. Theorem Proving

Theorem proving is another formal verification technique that involves using math-
ematical logic and proof techniques to establish the correctness of a system. It relies on
constructing formal proofs based on axioms, inference rules, and logical reasoning. The-
orem proving requires human interaction and expertise to guide the proof construction.
In theorem proving, the properties of interest are expressed using formal logics, such as
propositional logic, first-order logic, or higher-order logic. Theorems are then established
by constructing a formal proof using logical rules and inference steps. Automated theorem
provers, such as HOL, Isabelle, and Coq, provide tools and environments for interactive
and automated theorem proving.

While theorem proving is a powerful technique for formal verification, it is generally
more complex and requires a deeper understanding of mathematical logic and proof
techniques. Non-experts may find it challenging to directly engage with theorem proving
tools and construct the necessary formal proofs. However, for researchers who are familiar
with formal methods and logical reasoning, theorem proving can be a valuable approach for
verifying the correctness of their real-time systems, especially when dealing with complex
properties or systems where model checking may not be sufficient. The use of automated
theorem provers can help reduce the burden of proof construction, but it still requires a
significant level of expertise to effectively utilize these tools.

3.4. Symbolic Execution

Symbolic execution is a technique used in formal verification and software testing to
analyze the behavior of a program or system without executing it concretely. It involves
representing program variables symbolically as mathematical expressions and performing
computations on these expressions to explore different execution paths. This technique
explores the program’s control flow by systematically evaluating the program’s instructions
and tracking the symbolic values of variables. Imagine you are following a recipe to bake a
cake. In symbolic execution, instead of using actual ingredients, you would use variables
that represent the ingredients, like “flour” or “eggs”. You would then perform the steps in
the recipe using these symbolic variables and see how the cake turns out, without actually
baking it. This allows for the analysis of different execution paths and the generation of test
inputs that cover various program behaviors. For example, if the recipe calls for adding
“flour” and “eggs”, symbolic execution would explore what happens if you add different
amounts of flour and eggs, or even different types of flour and eggs. This helps identify
potential issues or unexpected behaviors in the program.

Symbolic execution can be used to detect bugs, verify properties, and generate test
cases automatically. Imagine you are building a calculator app. Symbolic execution
would allow you to check that the app performs calculations correctly for all possible
input values, without having to try every single combination. This helps ensure that the
app works as intended and catch any bugs before releasing it to users. By representing
variables symbolically, symbolic execution enables the analysis of all possible inputs and
program states. It can identify potential issues, such as constraint violations, infeasible
paths, or violations of desired properties. Continuing the calculator app example, symbolic
execution could identify cases where the app might crash or give incorrect results, even for
inputs that you had not thought to test. However, symbolic execution can suffer from path
explosion, where the number of possible execution paths grows exponentially, making it
computationally expensive for large programs. Imagine the calculator app became more
complex, with many different functions and options. The number of possible ways to use
the app would grow rapidly, making it challenging for symbolic execution to analyze every
single case. Researchers are working on ways to make symbolic execution more efficient
for complex programs.
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3.5. Types of Properties

In formal verification, different types of properties can be verified depending on the
desired system properties and requirements. Some common types of properties include
the following:

• Safety Properties: Safety properties specify conditions that should always hold during
system execution. They are concerned with the absence of errors, violations, or unde-
sirable states. For example, a safety property could state that a system should never
enter a deadlock state or violate certain safety constraints.

• Liveness Properties: Liveness properties specify conditions that should eventually
be satisfied during system execution. They guarantee progress or the absence of
livelocks. Liveness properties ensure that certain desirable states or behaviors will
occur infinitely often. For example, a liveness property could state that a system
should eventually respond to every request.

• Invariant Properties: Invariant properties specify conditions that remain true through-
out the system execution. They define properties that must hold at all states of the
system. Invariant properties can be used to capture system invariants, the preservation
of resources, or inductive properties.

• Temporal Properties: Temporal properties specify how system behavior evolves over
time. They describe patterns or sequences of states and events. Temporal logics, such
as Linear Temporal Logic (LTL) and Computation Tree Logic (CTL), are commonly
used to express temporal properties. These properties can capture ordering require-
ments, event occurrences, and temporal relationships between system components.

These are just a few examples of the types of properties that can be verified using
formal verification techniques. Different types of properties are suitable for different types
of systems and can provide insights into various aspects of system behavior and correctness.

In the context of formal verification, the types of properties that can be verified are
closely tied to the specific requirements and goals of the system under analysis. While the
formal definitions of safety, liveness, invariant, and temporal properties provide a rigorous
mathematical foundation, it is important to understand these concepts in simpler terms as well.

Safety properties essentially ensure that the system will never enter an undesirable or
“unsafe” state, such as a deadlock or a violation of critical constraints. Liveness properties,
on the other hand, guarantee that the system will eventually reach a desired state or exhibit a
specific behavior, ensuring that the system makes progress and does not get stuck in an infinite
loop. Invariant properties are even more fundamental, as they define conditions that must hold
true throughout the entire execution of the system, acting as inviolable rules or constraints.

Temporal properties are particularly important in real-time systems, as they allow you
to capture the dynamic evolution of the system over time. These properties can describe the
ordering of events, the timing of actions, and the relationships between different components
of the system. By expressing these temporal aspects formally, you can verify that the system
behaves as expected, even in complex scenarios involving time-dependent behavior.

The choice of which types of properties to verify depends on the specific goals and
requirements of the system. Different properties can provide different insights and guaran-
tees about the system’s behavior, allowing designers and engineers to ensure the correctness
and reliability of their real-time systems.

4. System Model

The considered system is composed of six drones, one controller, and one queue,
all modeled as UPPAAL Timed Automata. These automata capture the behavior and
interactions of the system components.

Each drone is represented as an individual Timed Automaton. It possesses its own
states, transitions, and timing constraints. The drone automata define the discrete behavior
of each drone, including movement between different locations, task execution, and com-
munication with other components. These automata play a crucial role in modeling the
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individual drones’ actions and ensuring their coordinated operation within the overall
system. The XML code provided in Listing 1 represents a timed automaton specifically de-
signed to model the behavior and states of a drone. Within this timed automaton, the drone
is represented as a template named “Drone”. It incorporates various parameters, including
an integer variable “e” to track the drone’s energy level, a constant integer variable “id” to
uniquely identify the drone, and a clock variable called “x” to measure time-based events.

Listing 1. The UPAALL XML code of the drone timed automaton.

1
2 <template>
3 <name x="40" y="16">Drone</name>
4 <parameter>int[0,N] &e, const int[0,N] id</parameter>
5 <declaration>clock x;</declaration>
6 <location id="id0" x="96" y="96">
7 <name x="48" y="80">Safe</name>
8 </location>
9 <location id="id1" x="192" y="384">

10 <name x="208" y="392">Stop</name>
11 </location>
12 <location id="id2" x="288" y="96">
13 <name x="312" y="80">Critical</name>
14 <label kind="invariant" x="304" y="96">x<=5</label>
15 </location>
16 <location id="id3" x="96" y="256">
17 <name x="8" y="238">Approach</name>
18 <label kind="invariant" x="32" y="264">x<=20</label>
19 </location>
20 <location id="id4" x="288" y="256">
21 <name x="304" y="240">Start</name>
22 <label kind="invariant" x="304" y="264">x<=15</label>
23 </location>
24 <init ref="id0"/>
25 <transition id="id5">
26 <source ref="id3"/>
27 <target ref="id2"/>
28 <label kind="guard" x="160" y="216">x>=10</label>
29 <label kind="assignment" x="232" y="152">x:=0</label>
30 </transition>
31 <transition id="id6">
32 <source ref="id3"/>
33 <target ref="id1"/>
34 <label kind="guard" x="59" y="289">x<=10 && e==id</label>
35 <label kind="synchronisation" x="93" y="331">stop?</label>
36 <label kind="assignment" x="128" y="364">x:=0</label>
37 </transition>
38 <transition id="id7">
39 <source ref="id2"/>
40 <target ref="id0"/>
41 <label kind="guard" x="232" y="72">x>=3</label>
42 <label kind="synchronisation" x="184" y="96">quit!</label>
43 <label kind="assignment" x="136" y="56">e:=id, x:=0</label>
44 </transition>
45 <transition id="id8">
46 <source ref="id0"/>
47 <target ref="id3"/>
48 <label kind="synchronisation" x="17" y="110">approach!</label>
49 <label kind="assignment" x="48" y="136">e:=id, x:=0</label>
50 </transition>
51 <transition id="id9">
52 <source ref="id4"/>
53 <target ref="id2"/>
54 <label kind="guard" x="296" y="192">x>=7</label>
55 <label kind="assignment" x="296" y="128">x:=0</label>
56 </transition>
57 <transition id="id10">
58 <source ref="id1"/>
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59 <target ref="id4"/>
60 <label kind="guard" x="232" y="352">e==id</label>
61 <label kind="synchronisation" x="256" y="316">go?</label>
62 <label kind="assignment" x="280" y="288">x:=0</label>
63 </transition>
64 </template>

The drone’s behavior is described using locations, transitions, and labels. Locations
denote the distinct states or positions that the drone can occupy, such as “Safe”, “Stop”,
“Critical”, and “Start”. These locations represent the drone’s operational modes and reflect
its current capabilities or constraints. The transitions between locations are labeled with
guards, synchronizations, and actions. The guards specify the conditions that must be
met for the transition to be taken, such as energy level thresholds or time constraints.
The synchronizations indicate the communication and coordination with other components,
like the controller or the queue. For example, the “approach?” and “stop!” synchronizations
allow the drone to receive instructions from the controller. The actions, on the other hand,
update the drone’s internal variables or perform specific tasks, such as adjusting the energy
level or updating the position.

The UPPAAL timed automaton corresponding to this XML code is depicted in Figure 3,
providing a visual representation of the drone’s behavior and the relationships between its
different states. This model allows for the analysis and verification of the drone’s actions, en-
suring that they adhere to the system’s requirements and constraints. Furthermore, the drone
automata can be extended to incorporate more advanced features, such as adaptive battery
management, collision avoidance, or task-specific capabilities. By enhancing the drone’s be-
havioral model, the system can better accommodate unexpected situations, optimize resource
utilization, and improve the overall reliability and performance of the drone operations.

Figure 3. The UPPAAL timed automaton depicting the behavior of a drone.

The controller, as modeled in Figure 4, serves as a central component responsible for
managing and coordinating the actions of the system. It interacts with the drones and the
queue to ensure proper synchronization and control. The controller automaton consists
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of several locations representing different states. The “Free” location indicates that the
controller is available and not engaged in any specific task. The “Occ” location represents
the controller’s occupation or engagement in a particular action. Additionally, the controller
may have other locations, such as “Coordinating” or ”Monitoring”, which represent its
involvement in specific coordination or monitoring tasks within the system. The transitions
between locations are labeled with synchronization events denoting the communication
and coordination with other components. For example, the “notempty?” and “empty?”
synchronizations indicate the controller’s interaction with the queue, checking whether
it is not empty or empty, respectively. These synchronizations allow the controller to be
aware of the queue’s state and make decisions accordingly.

The controller also communicates with the drones through synchronizations such as
“approach?” and “stop!” which coordinate the approach of a drone and command it to
stop, respectively. These synchronizations ensure that the drones’ actions are aligned with
the controller’s directives, enabling the system to function cohesively. The controller may
also have additional synchronizations, such as “takeoff” or “land”, to coordinate the drones’
flight maneuvers and maintain overall system coordination. Furthermore, the controller may
have internal transitions labeled with conditions or actions that reflect its decision-making
process. For instance, there could be a transition from “Free” to “Occ” guarded by a condition
like “queue.size() > 0”, indicating that the controller becomes occupied when the queue is
not empty. These internal transitions and conditions allow the controller to respond to the
system’s state and make appropriate decisions to maintain the overall system’s functionality.

Figure 4. The UPPAAL timed automaton depicting the behavior of the controller.

The queue automaton presented in Figure 5 consists of two locations: “Start” and
“Shiftdown”. The “Start” location represents the initial state of the queue, while the “Shift-
down” location represents the process of shifting down elements in the list. The transitions
between locations define the actions and conditions of the queue. They are labeled with
guards, assignments, and synchronizations. The guards specify conditions that must be
met for a transition to be taken. For example, the guard i < len ensures that the variable i
is less than the current length of the list. The assignments update the values of variables.
For instance, the assignment list[i] := list[i + 1], i++ shifts down elements in the list by
assigning the value of list[i + 1] to list[i] and incrementing i by one. The synchronizations
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indicate the interaction and synchronization with other components. The “rem!” synchro-
nization represents the removal of an element from the queue, “empty!” indicates that
the queue is empty, “add?” represents the addition of an element to the queue, and “hd?”
denotes a request to retrieve the first element from the queue. The automaton includes an
initial state set to the “Start” location, indicating that it starts in an idle state.

The queue automaton also includes error-handling mechanisms to ensure the integrity
and reliability of the system. For instance, there may be transitions labeled with guards like
i ≥ len that handle cases where the index i exceeds the length of the list, preventing out-of-
bounds access. Additionally, the queue may have a maximum capacity, and the automaton
can include transitions to manage overflow situations, such as rejecting new additions
or dropping the oldest elements to make room for new ones. Furthermore, the queue
automaton can be enhanced with additional locations and transitions to support more
complex queue operations, such as priority-based queueing, batch processing, or reordering
of elements. These advanced features can enable the system to handle more sophisticated
requirements and optimize the overall workflow.

Figure 5. The UPPAAL timed automaton depicting the behavior of the queue of drones.

The entire system comprises multiple interconnected automata that work together
to achieve a coordinated and synchronized operation. It consists of six drone automata,
one controller automaton, and one queue automaton. Each drone automaton represents an
individual drone, while the controller automaton manages and coordinates the actions of
the drones. The queue automaton is responsible for managing a list of tasks or commands
for the drones. These automata synchronize their actions and communicate through shared
actions and variables.

5. Simulation and Verification
5.1. Simulation

Simulation is a valuable tool for understanding and validating the behavior and
performance of a system. In this subsection, we discuss the concept of simulation and
its application in our case study. We also explore two important techniques: symbolic
simulation and concrete simulation.

Symbolic simulation is a technique employed to analyze systems with large state
spaces efficiently. In symbolic simulation, sets of states are represented symbolically,
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allowing for the exploration of various scenarios and the generation of traces to observe the
system’s behavior. It abstracts away the precise timing details between consecutive events
and focuses on the overall behavior of the system. Symbolic simulation is particularly
useful when dealing with complex interactions and large-scale systems. In our case study,
we utilized the symbolic simulator provided by UPPAAL to perform symbolic simulation
of the drone fleet management system. By representing sets of states symbolically, we could
explore different scenarios and analyze the behavior of the system. We specified temporal
logic properties, such as safety and liveness properties. Symbolic simulation enabled us to
gain insights into the system’s dynamics, identify potential design flaws, and refine the
system’s architecture for improved reliability.

In contrast with symbolic simulation, concrete simulation considers precise and spe-
cific time values between consecutive events. It aims to capture the system’s behavior in
real time and provides a detailed understanding of how the system operates under specific
inputs and initial states. Concrete simulation allows for the observation of the system’s
behavior at a fine-grained level, including the precise timing of events and the interactions
between system components.

Symbolic simulation in our case study was performed using the timed automata
modeling language supported by the UPPAAL tool. We specified the behavior of the
various components of the drone fleet management system, such as the drones, the control
center, and the communication infrastructure, as interconnected timed automata. These au-
tomata models captured the discrete state changes, timing constraints, and synchronization
mechanisms governing the system’s operation.

To perform symbolic simulation, we first defined a set of temporal logic properties
that we wanted to verify, such as safety conditions (e.g., no drone collisions) and liveness
properties (e.g., reliable delivery of sensor data). UPPAAL’s symbolic model checker then
explored the state space of the system model, representing sets of states symbolically using
Difference Bound Matrices (DBMs). This allowed us to efficiently analyze a large number of
possible scenarios and generate execution traces that demonstrated the system’s behavior
with respect to the specified properties.

The symbolic simulation results provided us with valuable insights into the overall
dynamics of the drone fleet management system. By observing the symbolic traces, we were
able to identify potential design issues, such as deadlock conditions or violations of safety
constraints. This informed our refinement of the system architecture and helped us optimize
the coordination algorithms and resource allocation strategies employed by the control center.
Figures 6 and 7 show screenshots of symbolic and concrete simulations, respectively.

It is important to note that while simulation is a powerful technique, it has its limita-
tions. Simulation provides valuable insights into the system’s behavior and performance,
but it does not guarantee the correctness of the system with 100% certainty. Other formal
verification techniques and real-world testing are necessary to complement the simulation
results and ensure the system’s reliability and safety.
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Figure 6. Screenshot of the symbolic simulation.
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Figure 7. Screenshot of the concrete simulation.
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5.2. Verification

In this section, we present the results of the verification process for the drone system
using the UPPAAL model checker. We have checked a set of properties to ensure the
correctness and desired behavior of the system. Table 2 provides an overview of the
properties considered in the verification process, along with their corresponding formulas
and explanations. All the properties listed in Table 2 have been checked and verified to
ensure the correctness and desired behavior of the drone system. The UPPAAL model
checker was used to analyze the system and provide results for each property. Figure 8
displays the results of the verification process. Below, we provide an explanation for
each property.

1. Property 1: This property ensures that the controller has received and stored messages
from approaching drones in the queue. The formula E <> Controller.Occ states
that there exists a future state where the controller’s occupancy property is true.

2. Property 2: This property verifies that Drone 1 enters the critical zone when it is in
a critical state. The formula E <> Drone1.Critical states that there exists a future
state where Drone 1 is in a critical state.

3. Property 3: Similar to Property 2, this property ensures that Drone 2 enters the critical
zone when it is in a critical state. The formula E <> Drone2.Critical states that
there exists a future state where Drone 2 is in a critical state.

4. Property 4: This property guarantees that Drone 1 enters the critical zone and Drone
2 stops when Drone 1 is in a critical state. The formula E <> Drone1.Critical ∧
Drone2.Stop states that there exists a future state where Drone 1 is in a critical state
and Drone 2 has stopped.

5. Property 5: Similar to Property 4, this property verifies that all drones (Drone 1 to
Drone 6) have entered the critical zone and stopped when Drone 1 is in a critical state.
The formula E <> Drone1.Critical ∧ Drone2.Stop ∧ Drone3.Stop ∧ Drone4.Stop
∧ Drone5.Stop ∧ Drone6.Stop states that there exists a future state where all drones
have stopped and Drone 1 is in a critical state.

6. Property 6: This safety property ensures that, at most, one drone is present in the criti-
cal zone at any given time. The formula A[] Drone1.Critical + Drone2.Critical +
Drone3.Critical + Drone4.Critical + Drone5.Critical + Drone6.
Critical <= 1 states that, for all states, the sum of the crossing flags of all drones in
the critical zone is less than or equal to 1.

7. Property 7: This safety property verifies that the last element in the queue is always
zero, indicating an empty queue. The formula A[] Queue.list[N-1] == 0 states that,
for all states, the last element of the queue is equal to zero.

8. Properties 8–13: These liveness properties ensure that when a drone is approaching
the critical zone, it eventually enters the critical zone. For example, Property 8 states
that if Drone 1 is approaching (Drone1.Approach), it will eventually enter the critical
zone (Drone1.Critical). Similar properties are defined for Drone 2 to Drone 6.

9. Property 14: This property guarantees that the system does not reach a deadlock state.
The formula A[] not deadlock states that, for all states, it is not possible to reach a
deadlock state.

The verification process plays a crucial role in ensuring the correctness and reliability
of the drone system. By checking a comprehensive set of properties, the team can identify
and address potential issues early in the development cycle. The use of the UPPAAL model
checker provides a powerful and formal verification approach, allowing for the systematic
analysis of the system’s behavior and the validation of its desired properties. One of the key
benefits of the verification process is its ability to uncover subtle errors or edge cases that
might not be easily detected through testing alone. By exploring the system’s state space
and verifying specific behavioral constraints, the verification process can help detect and
resolve potential safety and liveness violations, ensuring that the drone system operates as
intended under various conditions. The verification process also provides a means to vali-
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date the system’s adherence to critical safety and ethical guidelines. By defining properties
that capture the desired ethical and safety-related behaviors, the team can ensure that the
drone system operates in a manner that respects human life and minimizes potential harm.
Furthermore, the verification results provide valuable insights into the system’s behavior,
allowing the development team to refine the design and implementation as necessary.
The clear presentation of the verification properties and their corresponding formulas,
along with the graphical representation of the results, facilitates the understanding and
communication of the verification process, enabling stakeholders to have confidence in the
system’s correctness. The verification process successfully checked and validated all the prop-
erties, ensuring that the drone system meets the desired specifications and operates correctly.
The successful verification of the drone system’s properties not only builds confidence in
its technical correctness but also demonstrates the team’s commitment to responsible and
ethical development. This comprehensive approach to verification serves as a testament to
the drone system’s reliability and the development team’s dedication to delivering a safe
and trustworthy solution.

Table 2. Verification properties.

Property Type Formula

Property 1 Validation E <> Controller.Occ

Property 2 Validation E <> Drone1.Critical

Property 3 Validation E <> Drone2.Critical

Property 4 Validation E <> Drone1.Critical ∧ Drone2.Stop

Property 5 Validation E <> Drone1.Critical ∧ Drone2.Stop ∧ Drone3.Stop ∧ Drone4.Stop ∧
Drone5.Stop ∧ Drone6.Stop

Property 6 Safety A[] Drone1.Critical + Drone2.Critical + Drone3.Critical +
Drone4.Critical + Drone5.Critical + Drone6.Critical <= 1

Property 7 Safety A[] Queue.list[N-1] == 0

Property 8 Liveness Drone1.Approach –> Drone1.Critical

Property 9 Liveness Drone2.Approach –> Drone2.Critical

Property 10 Liveness Drone3.Approach –> Drone3.Critical

Property 11 Liveness Drone4.Approach –> Drone4.Critical

Property 12 Liveness Drone5.Approach –> Drone5.Critical

Property 13 Liveness Drone6.Approach –> Drone6.Critical

Property 14 Deadlock A[] not deadlock
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Figure 8. Verification results: all properties are correct as indicated by the green disks.
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6. Limitations of Timed Automata Modeling

While timed automata provide a powerful formal foundation for modeling and analyz-
ing real-time systems, it is important to acknowledge that they have certain limitations and
cannot capture every aspect of a complex system. The use of timed automata for modeling
a drone control system is primarily focused on the logical decision-making subsystem,
and may not be able to capture the full dynamics and environmental factors that influence
the behavior of the drone.

For instance, the timed automata model may not be able to accurately represent the
influence of navigation errors, meteorological conditions, enemy counteraction, or noise in
control signals. These aspects of the drone system’s behavior are more closely tied to the
physical dynamics and environmental interactions, which may require different modeling
formalisms to capture accurately.

It is important to note that there is no single modeling language or formalism that can
handle all aspects of a complex system. Depending on the specific goals and requirements of
the analysis, different modeling approaches may be more suitable. For example, the drone
system dynamics and kinematics could be better captured using mathematical models
of controlled bodies, while the decision-making subsystem may be more appropriately
modeled using timed automata.

In the future, as the complexity of real-time systems increases, it may become necessary
to combine multiple modeling languages and formalisms to provide a comprehensive repre-
sentation of the system. This could involve integrating timed automata with other modeling
techniques, such as differential equations, stochastic processes, or hybrid automata, to cap-
ture the various aspects of the system’s behavior. By utilizing a combination of modeling
approaches, researchers and engineers can gain a more complete understanding of the
system and its properties, leading to more reliable and robust real-time systems.

Addressing the scalability challenges of using timed automata for verifying larger drone
systems or more complex scenarios is an important consideration. As the number of drones or
the complexity of the system increases, the state space explored by the UPPAAL model checker
can grow exponentially, potentially leading to performance and memory issues. To mitigate
these scalability concerns, we plan to investigate techniques such as abstraction, compositional
verification, and modular modeling. Abstraction methods can be used to create simplified
models that capture the essential behavior of the system, while still preserving the relevant
properties for verification. Compositional verification approaches would allow us to break
down the system into smaller, more manageable components, verifying each component
independently and then combining the results. Additionally, adopting a modular modeling
approach, where individual drones or subsystems are modeled as separate units, can help
manage the complexity and improve the scalability of the verification process. By employing
these strategies, we aim to maintain the rigor and reliability of the timed automata-based
verification while ensuring that the approach remains feasible and efficient even for larger-
scale drone systems and more complex operational scenarios.

To make the use of timed automata more accessible to practitioners, we have lever-
aged an existing graphical modeling environment that allows users to specify the system’s
behavior using familiar notations, without requiring in-depth knowledge of the under-
lying formalism. This graphical interface, integrated with the UPPAAL model checker,
enables the seamless transition from modeling to formal verification. The models created
in the graphical environment are automatically translated into the input format required by
UPPAAL, streamlining the process and hiding the technical details of timed automata. Ad-
ditionally, we have focused on improving the presentation of verification results, providing
clear visualizations and reports that highlight the key properties and their fulfillment status.
By building upon an existing graphical modeling tool and enhancing the user experience,
we aim to lower the entry barrier and enable domain experts to actively participate in the
validation of their systems, even without a strong background in formal methods.
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7. Discussion

During the course of this research, we encountered several challenges that are worth
noting. First, the complexity of the drone system, with multiple interacting components
and intricate coordination requirements, posed challenges in modeling and verification.
Ensuring the completeness and accuracy of the model, as well as formulating appropriate
properties for verification, required careful attention and expertise. Additionally, the scala-
bility of the verification process became a concern as the system size increased. Addressing
these challenges required a combination of theoretical knowledge, modeling expertise,
and optimization techniques. One of the major challenges identified is the difficulty of
increasing the number of drones in the system. As the number of drones grows, the co-
ordination and management of their activities become more intricate, requiring careful
consideration of communication protocols, collision avoidance, and resource allocation.
This challenge becomes particularly pronounced when scaling up to a large number of
drones. To address this challenge, one possible approach is to explore decentralized control
strategies, where decision making is distributed among individual drones. This can help
alleviate the computational burden on the central controller and improve the scalability of
the system. Additionally, leveraging swarm intelligence techniques, inspired by collective
behavior in natural systems, can enable effective coordination and emergent behaviors in
large groups of autonomous drones.

Integrating the formal timed automata-based model with physical modeling approaches
is an important consideration to account for the environmental and physical dynamics that can
impact the drone system’s behavior. We plan to explore the use of co-simulation techniques,
where the formal model is coupled with a physics-based simulation engine that can accurately
represent the drone’s aerodynamics, sensor interactions with the environment, and other
physical phenomena. By linking the logical model of the drone’s decision making and control
algorithms with a detailed physical simulation, we can capture the complex interactions
between the drone’s software components and the real-world dynamics. This integrated
approach will allow us to validate the system’s performance not only against the formal
properties but also under realistic environmental conditions, such as wind gusts, terrain
variations, and sensor failures. The results from the co-simulation can then be used to refine
the formal model, ensuring that it accurately reflects the physical constraints and limitations of
the drone system. This combination of formal verification and physical modeling will provide
a comprehensive assessment of the drone’s overall behavior and resilience, strengthening the
confidence in the system’s correctness and reliability.

Computational efficiency is a key concern in our use of timed automata for system
validation and verification. The analysis of timed automata models can be computationally
intensive, especially for complex systems with large state spaces. To address this challenge,
we have explored several optimization strategies to improve the scalability and perfor-
mance of our simulations. One key optimization involves leveraging the modular structure
of the timed automata models. By decomposing the system into smaller, more manageable
components, we can take advantage of compositional verification techniques, which can
significantly reduce the overall computational burden. This modular approach allows us to
analyze the individual components separately and then combine the results, rather than
having to explore the entire state space at once. Additionally, we have investigated the
use of abstraction and approximation techniques to further improve the computational
efficiency. By identifying and exploiting the appropriate levels of abstraction for different
aspects of the system, we can trade off precision for computational efficiency, without com-
promising the overall correctness of the analysis. This could involve, for example, using
more coarse-grained models for certain system components or applying symbolic model
checking methods that can leverage efficient data structures and algorithms. Furthermore,
we have explored the parallelization of our simulation and verification processes, lever-
aging the computational power of modern hardware architectures. By distributing the
workload across multiple cores or machines, we can achieve significant speedups, allowing
us to handle larger and more complex models within reasonable time frames. While the



Electronics 2024, 13, 2609 22 of 24

computational challenges of timed automata analysis remain, these optimization strategies,
along with continued advancements in hardware and software technologies, have enabled
us to make significant progress in improving the scalability and practicality of our formal
verification approach. We are committed to ongoing research and development in this area
to further enhance the computational efficiency of our simulations and validations.

While we have not yet conducted real-world validation of our proposed strategy,
the use of formal methods, such as timed automata, has proven invaluable in the prelimi-
nary design and model validation stages. Timed automata have allowed us to rigorously
specify the system’s behavior and formally verify key properties, such as safety and timing
constraints, prior to any physical implementation. This approach has helped us identify
potential issues and refine the system design early on, reducing the risk of costly errors or
failures in the later stages of development. By leveraging the power of formal verification,
we have been able to build confidence in the correctness and reliability of our drone sys-
tem’s theoretical foundations, laying the groundwork for future real-world validation and
deployment. While real-world testing is a crucial next step, the insights gained from the
formal methods-based analysis have been instrumental in preparing the system for these
real-world challenges and ensuring a robust and well-designed foundation.

8. Conclusions and Future Work

In this paper, we have presented a comprehensive study on the design and verification
of a drone system for critical zone monitoring. The objective of the system is to ensure the
safe and efficient operation of drones within a designated critical zone. We have developed
a formal model using the UPPAAL tool and conducted a thorough verification process
to validate the system’s correctness and desired behavior. The contribution of this paper
lies in several key aspects. First, we have proposed a novel architecture for the drone
system, incorporating a controller, multiple drones, and a critical zone. The system’s design
enables effective coordination and monitoring of drone activities, ensuring the timely
detection and handling of critical situations. Second, we have employed formal modeling
and verification techniques, specifically utilizing the UPPAAL model checker, to rigorously
analyze the system’s properties and ensure its correctness. Through this process, we have
successfully validated a set of properties, including safety, liveness, and deadlock freedom,
demonstrating the system’s reliability and adherence to the specified requirements.

Looking ahead, there are several potential avenues for future research and develop-
ment. First, the integration of machine learning and artificial intelligence techniques can
enhance the system’s capabilities, enabling more intelligent decision making and adap-
tive behavior. Incorporating learning algorithms for drone navigation, obstacle detection,
and critical situation handling can lead to improved performance and responsiveness.
Second, the deployment of advanced sensing and communication technologies, such as
computer vision, LiDAR, and 5G networks, can further enhance the system’s situational
awareness and communication capabilities. Leveraging these technologies can enable
more precise monitoring, faster data transmission, and improved coordination among
the drones. Lastly, conducting real-world experiments and validations of the system can
provide valuable insights and feedback, allowing for refinement and optimization based
on practical scenarios and constraints.
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