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Janulevičius, J.; Čenys, A.; Goranin, N.

Automated Conversion of CVE

Records into an Expert System,

Dedicated to Information Security

Risk Analysis, Knowledge-Base Rules.

Electronics 2024, 13, 2642. https://

doi.org/10.3390/electronics13132642

Academic Editors: Vasilis Katos,

Sotiris Ioannidis, George Hatzivasilis

and Vasileios Mavroeidis

Received: 29 May 2024

Revised: 19 June 2024

Accepted: 1 July 2024

Published: 5 July 2024

Copyright: © 2024 by the authors.

Licensee MDPI, Basel, Switzerland.

This article is an open access article

distributed under the terms and

conditions of the Creative Commons

Attribution (CC BY) license (https://

creativecommons.org/licenses/by/

4.0/).

electronics

Article

Automated Conversion of CVE Records into an Expert System,
Dedicated to Information Security Risk Analysis,
Knowledge-Base Rules
Dovydas Benetis, Donatas Vitkus , Justinas Janulevičius, Antanas Čenys and Nikolaj Goranin *
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Abstract: Expert systems (ESs) can be seen as a perspective method for risk analysis process au-
tomation, especially in the case of small- and medium-sized enterprises that lack internal security
resources. Expert system practical applicability is limited by the fact that the creation of an expert
system knowledge base requires a lot of manual work. External knowledge sources, such as attack
trees, web pages, and ontologies, are already proven to be valuable sources for the automated cre-
ation of knowledge base rules, thus leading to more effective creation of specialized expert systems.
This research proposes a new method of automated conversion of CVE data from the National
Vulnerability Database (version CVSS 2) into the knowledge base of an expert system and flags CVE
records that have higher risk due to already existing exploit tools. This manuscript also contains a
description of the method for implementing software and a practical evaluation of conversion results.
The uniqueness of the proposed method is incorporation of the records included in the Cybersecurity
and Infrastructure Security Agency (CISA) Known Exploited Vulnerabilities Catalog.
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1. Introduction

In the rapidly evolving cyber security threat and vulnerability landscape, there is a
need for advanced tools and methodologies to effectively analyze and mitigate these risks
just to keep up with the pace of such threats. This threat and vulnerability landscape,
however, is represented by continuously updated and managed registers that include the
name, nature, behavior, and other important features of such threats. Such registers provide
datasets that can be used to achieve the required security-related goals.

The Common Vulnerabilities and Exposures (CVE) registry, along with the scores
provided by the Common Vulnerability Scoring System (CVSS) managed by the MITRE
Corporation and sponsored by the U.S. Department of Homeland Security (DHS) [1] and
Cybersecurity and Infrastructure Security Agency (CISA), provides a knowledge base for
IT vulnerabilities with input from representatives of a broad range of industry sectors,
ranging from the finance sector to academia. It is the U.S. government’s repository of
standards-based vulnerability management data [2].

This study proposes an automated method for knowledge base development for
expert systems (ESs) dedicated to information security risk analysis by transforming the
CVE records into rules that support the knowledge base of a specifically designed expert
system. It is achieved through a process for constructing a domain-specific knowledge
base, thereby enhancing the precision and efficiency of information security risk analysis.

Moreover, the development of automated methods for knowledge base development
in expert systems provides small- and medium-sized businesses with an analysis of po-
tential vulnerabilities, also ensuring that their risk assessment processes are based on the

Electronics 2024, 13, 2642. https://doi.org/10.3390/electronics13132642 https://www.mdpi.com/journal/electronics

https://doi.org/10.3390/electronics13132642
https://doi.org/10.3390/electronics13132642
https://creativecommons.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/electronics
https://www.mdpi.com
https://orcid.org/0000-0002-8192-5157
https://orcid.org/0000-0002-0208-7176
https://orcid.org/0000-0002-2263-3947
https://doi.org/10.3390/electronics13132642
https://www.mdpi.com/journal/electronics
https://www.mdpi.com/article/10.3390/electronics13132642?type=check_update&version=1


Electronics 2024, 13, 2642 2 of 14

most up-to-date and relevant information available [3]. This approach to risk analysis is
essential in proactively identifying and mitigating potential security threats before they
escalate into full-fledged cyber incidents, thereby safeguarding critical assets and data from
malicious actors.

2. Background and Related Works

Risk analysis requires assessing the concepts and the interrelationships between
threats, vulnerabilities, asset values, security controls, and overall risk. Manually collecting
and maintaining such a knowledge base of all actual parameters tends to be overwhelming,
especially for smaller organizations, as it requires a lot of resources [4]. To manage and
interact with such knowledge bases, expert systems provide a convenient way to facilitate
large amounts of information by providing an interactive decision-making engine, as the
sets of rules compiled in this way can form blocks of expert information, much larger than
that of a human expert [5]. The most suitable type of expert system for information security
risk analysis is a classical, rule-based system because the acceptance of the system’s conclu-
sions must be justified and requires a cognitive explanation of the conclusions accepted
by the system. Also, classic expert systems can be described by a finite number of rules,
leaving the possibility to expand, remove, or modify them if necessary. This determines
their universality and wide application [6,7]. Forming knowledge can be achieved by
using classic, semi-automated, and automated methods [8]. This study focuses on the
latter one. This also helps with one of the biggest issues—updating the knowledge base.
It is one of the biggest problems when using expert systems, so to solve this problem
an automated document processing method, using reliable, recognized, and constantly
updated sources, should be used to ensure the reliability and novelty of the knowledge
base being maintained [9].

2.1. The Design of the Expert System

Using an Expert System Shell provides a well-maintained platform to improve and
update the created ES. An ESS can be any software that provides an ES with a certain
knowledge base [10]. In the context of this study, the following ESSs have been analyzed:

• ES-Builder [11]—a robust solution offering some benefits as it is created specifically
for educational purposes. The limitations include the inability to be installed and used
locally. The shell is built using AJAX framework, and knowledge base facts and rules
are stored in MySQL database.

• Pyke v. 1.1 (Python Knowledge Engine) [12]—it uses logic programming that is
inspired by the Prolog programming language, but the shell itself is written in Python.
Python functions, Pyke rules, and Pyke template variables and graph plans are key
features of the Pyke knowledge base. Pyke has an inference engine that applies rules
to facts to determine additional facts, forward chaining, and backward chaining. The
limitations are that it is rather heavy on resources.

• Drools v. 8.44.0 [13]—is an open-source tool that has a large support community. This
shell is based on the Java Rules Engine API (Java Specification Request 94) standard
and uses an improved version of the RETE algorithm called ReteOO. Drools is a
widely applicable and modern tool for ES development, which makes this shell one of
the most popular tools for ES development. The limitations are the heaviness of the
resources as well as the slightly outdated technology stack.

• CLIPS v. 6.4.1 (C Language Integrated Production System) [14]—developed in 1985
at NASA’s Johnson Space Center and was originally called NAIL (NASA’s Artificial
Intelligence Language). The syntax of CLIPS is similar to the Lisp programming
language. This shell is written in the C programming language, so program extensions
can be written in C, and CLIPS itself can be called from other C programs. This led to
the popularity of this tool, and since 2005 CLIPS has been one of the most widely used
ES development tools. A pretty lightweight solution, though the limitations come
when dealing with the easiness to use and the slightly outdated technology stack.
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• Jess v. 7.1 (Java Expert System Shell) [15]—widely used to create rule-based ESs. This
shell was created in 1995 based on CLIPS, and Jess has all the features that CLIPS has,
but unlike CLIPS, Jess is not open source, but it is free for educational purposes. Jess
has an ES development environment integrated with the Eclipse platform, which is
one of the strongest points for this ESS. It also provides cross-platform functionality.
The shortcoming is its heaviness on resources.

For this research, it was decided to use the Jess ES shell. This decision was based on the
platform popularity for scientific research, code availability (open-source), cross-platform
support, and previously proven compatibility with automatically formed knowledge bases.

2.2. Automated Methods of Forming the Knowledge Base of Expert Systems

Ontologies can be used in the formation of ES knowledge bases for information
security risk analysis. For example, the ontology in [16] relates to the ROPE methodology,
which is carried out to assess a company’s information security, focusing on business
processes and risk management. This ontology includes concepts known in the field of
information security, such as assets, vulnerabilities, threats, and risk management.

Another ontology suitable for information security risk analysis is presented by [17],
which can be used as a tool to identify the level of system vulnerability based on internal
user accounts and system configuration. The developed tool is based on a taxonomy that
defines the settings of system users and includes different behavioral motives, such as
conscious and unconscious activities of the system user.

Some ontologies are related to external information security standards, such as the
ontology based on ISO 27002 [18], which can be applied to perform information security
analysis. The yet-to-be-created ontology is related to several external information security
standards [19], which are comprehensive and have better branching and depth properties
in terms of visualization, increasing the coverage of security standards compared to other
existing information security ontologies [20]. The ontology of Ramanauskaitė et al. was cre-
ated to unify security standards and was linked to the following standards: ISO 27001 [21],
PCI DSS [22], ISSA 5173 [23], and NISTIR 7621 [24], which are suitable for performing
information security risk analysis.

There are several methods for converting ontologies into an ES knowledge base,
including the following:

• DAMLJessKB software [25] transforms DAML (DARPA Agent Markup Language)
ontologies into Jess expert system rules. This method only uses specific DAML
ontologies for conversion, which are converted to Jess expert system rules, being
the major drawback of this method.

• DLEJena software [26] is able to convert a pD semantics-compatible OWL 2 RL profile
into a Jena expert system knowledge base. Although the developed program does not
use the full OWL 2 RL profile, it is able to successfully convert most of the OWL 2 RL
ontologies. One of the shortcomings of this method is that this method is limited to
the specific Jena expert system.

• The method proposed by [27]. The main idea of this method is to use the existing
information security ontologies, converting them into a set of rules of expert systems
through the universal RIF (Rule Interchange Format) format, from which it is easy to
convert to the format of the set of rules supported by the selected expert system. This
method can be widely applied because it solves the shortcomings of the previously
described ontology conversion methods, where the rules are converted from a specific
ontology language to a specific ES knowledge base.

These methods contribute to information security risk analysis; however, there is
yet another issue to be solved—the newness and actuality of the knowledge base. To
ensure this feature, it is necessary to constantly monitor the updates of the appropriate
information security ontologies. The information security ontologies themselves are not
created every day, and there are relatively few of them. Likewise, when a new ontology
appears, its suitability for information security risk analysis should be assessed by an
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information security expert. The use of ontology conversion methods in the formation of
the ES knowledge base for information security risk analysis is a one-time use.

Attack trees have double representations: graphical and textual. Hence, they can be
applied to a wide variety of information systems. The use of attack trees in the formation
of an expert system knowledge base for the analysis of information security risks enables
analyzing not only attack vectors but also the probability, cost, and selection of security
measures of possible attacks, which would help analysts make decisions that would reduce
or eliminate risks. Therefore, ref. [20] developed a method that automatically converts
attack trees into an ES knowledge base. The method is based on converting data from
attack trees collected from various sources into ES knowledge base facts. The nodes of
the attack trees and their information are converted to facts, and the root of the attack tree
is used to create an attack description. The converted attack tree is saved in the form of
CLIPS rules. Each generated CLP file is formed as an ES knowledge base, which can later
be imported into an expert system or combined with an existing ES knowledge base.

The analysis of the existing automated methods of forming the knowledge base of
expert systems has revealed that there are no methods that would describe the conversion
of data provided by CVE (Common Vulnerabilities and Exposures) into the knowledge base
of expert systems, and this cannot be carried out with the existing methods. This supports
the idea that the inclusion of the CVE data source in the knowledge base of expert systems
for information security risk assessment would prove to be useful, as CVE records include
known software vulnerabilities with the name and version of the vulnerable software,
and with the inclusion of the Common Vulnerability Scoring System (CVSS), vulnerability
score calculation information security risk analysis of system data could assess the risks
posed by the used software to the confidentiality, integrity, and availability of information.
This was also confirmed by a study conducted by the Ponemon Institute, in which almost
3000 information security professionals from various countries were surveyed in 2018–2019,
and it was found that 60% of information security breaches are related to the software
used, known vulnerabilities (CVEs), and that 62% of organizations were unaware that
their information was vulnerable to vulnerabilities in the software they were using. Since
existing automated methods cannot convert CVE data into a formable ES knowledge base
for information security risk analysis, the development of a new method is required.

2.3. Existing Data Transformation Models for CVE Data

Researchers have previously tried to align and facilitate the CVE data using the
MITRE ATT&CK Framework. This framework describes malicious behaviors and provides
mitigation strategies for each reported attack pattern. The authors introduced a dataset
of 1813 CVEs mapped with MITRE ATT&CK techniques and proposed models to auto-
matically link a CVE to one or more techniques based on the text description from the
CVE metadata. They achieved it through machine learning and pre-trained BERT-based
language models while counteracting the highly imbalanced training set with data aug-
mentation strategies based on the TextAttack framework. This model aims to find kill chain
scenarios inside complex infrastructures and enable the prioritization of CVE patching by
the threat level [28].

Another source aims to predict the severity of the CVE from the vulnerability de-
scription using deep learning. It proposes a novel approach for predicting the severity of
vulnerabilities based on their CVE description using natural language models. The model
was validated with a test dataset of 7765 CVEs, yielding an accuracy of 84.2% [29].

3. The CVE Data

CVE records are administered by a US non-profit organization, MITRE. They publicly
provide access to the CVE database, which can be downloaded freely or directly searched
on the website itself. MITRE administers CVE records, assigning them unique numbers
and providing the basic information of the registered vulnerability: CVE number, status,
description, information source, phase, score, and comments. This way, the reported
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vulnerability can be linked to other security tools and services. This resource does not
provide information such as potential risk, impact, or more detailed technical vulnerability
information that would be used to assess the risk or impact of a vulnerability and perform
an information security risk analysis.

The National Vulnerability Database (NVD) is another source from which CVE data
can be freely downloaded in JSON format or via an API. This source provides CVE data
with additional information such as vulnerable software or hardware versions, CVSS Vul-
nerability Scoring System information, and other useful attributes that can be used to assess
the security risks of the software in use, making it useful information for information secu-
rity purposes and risk analysis. The CVE information provided by NVD is expanded and
more detailed; therefore, the data provided by it are selected as a source for the automated
knowledge base formation of an expert system for information security risk analysis.

3.1. CVE Basic Data

The CVE data provided by the NVD are presented in the JSON schema. After analyz-
ing the CVE data provided by NVD, the main data that will be used for the automated
conversion to the ES knowledge base were selected. Data that are useful for information
security risk analysis were selected (see Table 1).

Table 1. Selected basic CVE data.

Selected Data Data Type Description of the Option Obligation

id String This field specifies the unique identification number of the CVE. Yes

publishedDate String

The date of publication of the vulnerability is indicated, and this
information is relevant to assess the date from which the risk
posed by the vulnerability is relevant. It also helps to assess
whether it is a new or long-known vulnerability that could have
already caused one or another damage.

No

lastModifiedDate String

This field indicates the date the vulnerability information was
updated. This is relevant when monitoring the change in
vulnerability information; based on the changed date, it is
possible to initiate the update of vulnerability information in the
ES knowledge base.

No

vulnerable Boolean

This field indicates whether the specified PU version is
vulnerable. Possible values: false or true. This field can be used to
include only those versions of the PI that are vulnerable to the ES
knowledge base.

Yes

cpe23Uri String

This field indicates the firmware version using the CPE scheme.
CPE is a structured naming scheme for information technology
systems, software, and packages. According to CPE, the expert
system will be able to determine whether the used PI has
known vulnerabilities.

Yes

description_data.
value String This field describes vulnerability itself. This information is useful

for obtaining more information about the vulnerability. No

Key CVE data were analyzed and selected to be used in the automated formation
of the ES knowledge base. Among the selected data in Table 1, there are no specified
selected vulnerability scoring system (CVSS) data. NVD uses several versions of the CVSS
assessment systems. To evaluate and choose which version and which data to use in the
formation of the knowledge base, studies of the CVSS versions used by NVD and their
data were conducted.

3.2. The CVSS Data

NVD uses three versions of the CVSS scoring system for CVE records: 2.0, 3.0, and
3.1. Comparing the main differences between the versions of CVSS estimation calculation
systems found that CVSS versions 3.0 and 3.1 use more criteria to calculate the vulnerability
score. The CVSS 3 scoring system is much more comprehensive and accurate than the CVSS
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version 2 scoring system, making CVSS version 3 more useful for information security risk
analysis [30].

After analyzing all CVE records submitted to NVD until 16 June 2021 17:36, it was
found that not all CVE records provided by NVD have CVSS estimates. This study analyzed
164,921 records, of which 155,007 records had CVSS estimates. Also, estimates used by
CVSS version 3 were found to have the fewest CVE records, and all records with CVSS
3 estimates also have CVSS version 2 estimates.

Although CVSS version 3 uses more criteria to evaluate vulnerabilities and can there-
fore be more accurate in calculating vulnerability estimates, CVSS version 2 covers almost
twice as many records as CVSS version 3. For the ES to make unified decisions for infor-
mation security risk analysis, it is necessary to choose unified data, based on which the ES
will make relevant decisions. Therefore, CVSS version 2 and the data provided by it when
forming the ES knowledge base were chosen to be used.

3.3. CISA Known Exploited Vulnerabilities Catalog

CISA has found that vulnerabilities with a low CVSS score can cause just as much
damage to information security because a chain of vulnerabilities can be exploited during
an attack. Also, a vulnerability may be rated with the highest CVSS score, but its exploita-
tion may be very difficult and unexploitable. Therefore, for these reasons, CISA started
developing a catalog of exploits of known vulnerabilities from 3 November 2021.

CISA updates this directory to include additional exploitable vulnerabilities as they
become known and when they meet the following conditions:

• The vulnerability has a CVE ID assigned to it.
• There is solid evidence that the vulnerability has been actively exploited in the

public domain.
• There is an obvious remedy for the vulnerability, such as a software update from

the manufacturer.

Incorporating information from CISA’s Known Exploited Vulnerabilities Catalog into
the evolving knowledge base of expert systems for information security risk analysis is
beneficial. Such vulnerabilities that are included in this directory have a higher probability
of being exploited and harming information security [31].

From the data provided by the CISA Known Exploited Vulnerabilities Catalog, the
CVE ID and the date of the vulnerability were chosen to be used. The CVE ID will be used
to mark entries that are included in this directory, with the date as additional information
about the newness of the inclusion.

4. The Proposed Method

A new method, converting the CVE data from NVD with CVSS version 2.0 to the
knowledge base of the expert system and marking those CVE entries that are included in
the CISA Known Exploited Vulnerabilities Catalog, is proposed. A diagram of the method
is presented in Figure 1.

The method steps, as presented in Figure 1, are detailed as follows:

• Metadata are imported from the NVD. Since NVD provides data metadata (SHA256
hash sums), these data are downloaded and saved to compare with already down-
loaded data and to avoid re-sending the same data files.

• Is such file already downloaded? Before starting the CVE data download, the metadata
from the previously downloaded CVE data are checked against the newly downloaded
metadata from the NVD. If the metadata matches—the CVE data file is not sent, and if
the metadata does not match—the process of downloading CVE data is initiated. In
this way, data download time is saved.

• Data file is downloaded and saved. There are two ways to download vulnerability
data from NVD: by downloading archives (in GZ or ZIP formats) containing CVE
data in JSON format or by using the application programming interface (API). Both
methods have advantages and disadvantages. It was decided to use a standard data
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download from NVD, which sends archives containing files in JSON format. This way,
all CVE data are downloaded faster, and local requests are not tracked.

• Data are extracted and read. In this process, the downloaded archives are extracted,
and the CVE data are obtained.

• Does the CVE entry have a CVSS V2.0 score? This process picks only those CVE
records that contain available CVSS version 2.0 scores. If the record does not have it, it
is not included in the forming ES knowledge base.

• Does the CVE specify the software? Only those CVE records that contain software
specifications are included.

• Data from CISA are downloaded and imported. To mark in the conversion process
those records that are included in the CISA Known Exploited Vulnerabilities Catalog,
this directory is downloaded from the CISA website in CSV format, and the data in it
are loaded.

• CVE data are converted into Jess rule database. This process converts CVE data with
CVSS version 2 estimate data into Jess rules. This process also marks those CVE
records that are included in the CISA Known Exploited Vulnerabilities Catalog and
additionally extracts vulnerable software information from the CPE data contained in
CVEs: manufacturer, name, and version.
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During the process, only selected CVE data, which are relevant for information security
risk analysis, are converted. An example of the selected CVE data conversion is presented
in Figure 2, where the data used to build the knowledge base are highlighted in red.

Jess ES’s knowledge base is made up of a list of facts, known as working memory. In
this conversion process, the relevant CVE record data are restructured into the Jess ES fact
structure; thus, the fact list is converted into the Jess ES knowledge base. Facts in Jess can
be of three types:
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• Unsorted facts—they are like rows in a relational database table, where table columns
correspond to named data fields, which are called slots. When writing an unsorted
fact, slots can be specified in any order. Unsorted facts are the most used type of facts
and a good choice in most situations.

• Sorted facts—they do not have the structure of named fields, they are just a short,
flat list. Such facts are convenient for simple pieces of information that do not
require structure.

• Shadow facts—they are unsorted facts that are associated with Java objects in the
real world—they provide the ability to reason about events that are occurring outside
Jess ES.
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Unsorted facts are general purpose and widely applicable, sorted facts are useful for
working with small pieces of information, and shadow facts are used to allow the ES to
respond to things happening outside the ES. For converting CVE data to Jess ES facts, the
most appropriate fact type is unsorted facts. So, the output of the conversion process looks
like the example shown in Figure 3.

• Jess expert system knowledge base is being built. This process creates and saves the end
result, a file containing the CVE data facts that make up the Jess ES knowledge base.

All facts in Jess ES are created using the deftemplate template, which defines the fields
that an input fact can have. For rule-based systems, a deftemplate is like a database schema
that defines the way the system views the data it uses. Therefore, before entering converted
CVE facts into Jess ES for the first time, it is necessary to map the fields used. The fields
used by the converted CVE facts and their description are given in Figure 4.
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4.1. Program Prototype of the Method Converting CVE Data into the ES Knowledge Base

Based on the proposed method, a program prototype that implements the idea of the
developed method was created using the Python programming language. It was chosen
due to its wide range of use, compatibility with various operating systems, and the fact
that it is free.

When the prototype of the created program is launched, all actions of the created
method are performed automatically—no user intervention is required. The program
prototype initially performs a check of the metadata of locally existing CVE files and
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the metadata of new CVE files downloaded from NVD. The verification is performed
by downloading the metadata from the NVD and comparing it with the already locally
existing metadata stored in the nvd_cache.json file created by the application. This file
stores metadata file names and SHA256 hash sums of CVE data files, and these data are
compared with the newly downloaded metadata to determine whether the CVE data file
has already been downloaded or not. If it is determined that such a CVE data file has
already been downloaded, the file is not sent again, and if it was not, the file is downloaded.
This saves data download time if the CVE data file has not been updated in NVD. The
prototype of the application displays the progress of this process to the user during the
metadata verification and file upload function. Downloaded CVE data files are in ZIP
format archives, which are placed in the created “nvd” directory.

After downloading the CVE data files from NVD, the extracted function is initiated.
During this activity, the CVE data in JSON format are extracted from the downloaded
archive. The archived JSON files are placed in the created “data” directory.

After the file extraction function is completed, the function of reading JSON files and
converting the CVE data contained in them to the Jess ES knowledge base is initiated.
During this phase, only those CVE records that have CVSS V2 estimates with the specified
vulnerable software version (CPE value) are sampled when building the Jess ES knowledge
base. That is, if the scanned CVE record does not have a CVSS V2 estimate, it is rejected, and
if a CVE record has a CVSS V2 estimate but does not have specified CPE fields, the record is
also rejected and not included in the forming ES knowledge base. During data conversion,
data from CISA’s Known Exploited Vulnerabilities Catalog are also downloaded and
loaded, with which it is checked whether the converted CVE record is included in this
catalog; if it is—the CVE record is marked accordingly. Even during the conversion of
CVE data, vulnerable software information is extracted from CPE data contained in CVE:
manufacturer, name, and version.

After the program prototype completes the conversion function, information about
the total number of CVE records read, the total number of CVE records converted to the
ES knowledge base, and the total number of CVE records rejected due to the specified
conditions are displayed to the user. Also, for the convenience of the user, a Jess ES data
template is provided, which the user can copy and use for data description before importing
the automatically generated CVE data facts into the ES knowledge base.

The file “cve_jess_kb.dat” created by the program prototype is an automatically formed
ES knowledge base, which contains information about known software vulnerabilities
(CVEs) and their known exploitation in public space (see Figure 5).

4.2. Prototype Performance Evaluation

Three tests were conducted with the developed prototype of the program, during
which the accuracy and performance of the program were tested. To evaluate the accuracy
of the program prototype, the amount of CVE records read by the prototype and the
amount of CVE records converted to ES knowledge were checked, and these amounts were
compared with the raw CVE data from NVD. Raw CVE data were analyzed by uploading
them to Elastic Stack and the number of CVEs being checked against the conditions raised.
To evaluate the performance of the prototype, CVE was measured in data conversion times,
including data downloads.

During the tests, the actual number of CVE entries in the NVD was checked, which
is compared with the CVE entries read by the developed program prototype. Next, the
actual target number of converted CVE records according to the set conditions was checked
against the actual number of converted data of the program prototype. During the tests, the
conversion time of the prototype CVE records to the Jess ES knowledge base was measured,
including downloading data from the CVE database provided by the NVD. The results of
all tests performed on the program prototype are summarized in Table 2.
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Table 2. Test results of the developed prototype.

Test No. 1 Test No. 2 Test No. 3

The actual number of CVE entries 186,741 186,851 187,614
The number of CVE entries read by the prototype 186,741 186,851 187,614
Reading data as a percentage 100% 100% 100%
Target number of converted posts 175,255 175,378 176,362
Number of CVE records converted 175,255 175,378 176,362
Conversion of data into percentages 100% 100% 100%
Number of rejected CVE entries 11,486 11,473 11,252
Conversion time with download from NVD 6 min 36 s. 6 min 42 s. 6 min 58 s.

It is observed that the developed prototype works correctly—it successfully reads
all CVE records and converts all CVE records according to the set conditions. Also, the
prototype program works efficiently because it converts CVE records directly from NVD to
Jess ES knowledge.

For further investigation, three tests of knowledge import quality were performed to
evaluate the correctness of the data. During the tests, an attempt was made to import the
automatically generated knowledge base into Jess and check the number of converted facts
with the number of actual imported facts. Also, during the tests, the time of importing
the automatically generated knowledge into Jess was measured. The results of the tests
performed with the automatically formed ES knowledge base are summarized in Table 3.

The experiments have revealed that all the automatically generated knowledge is
successfully imported and read in Jess ES—the converted data show 100% correctness.
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Table 3. Attempts to import data into the ES.

Test No. 1 Test No. 2 Test No. 3

Number of CVE entries converted by prototype 175,255 175,255 175,378
Number of facts successfully imported into Jess ES 175,255 175,255 175,378
Import as a percentage 100% 100% 100%
Time to import data into Jess ES 19 s 20 s 20 s

5. Conclusions

The research into the existing automated methods for building expert system knowl-
edge bases in the field of information security risk management has revealed the potential
to convert CVE data into the knowledge base of expert systems. By supplementing the
knowledge base of the expert system with CVE data, it is possible to assess the risks posed
by the software used for information security.

There are several fields of application used by other researchers, focusing on mapping
the CVE vulnerability descriptions to certain security frameworks and facilitating natural
language processing models to automate certain data transformations, but our approach
focuses more on the data transformation of CVE data to expert system rules.

An analysis of CVE sources has revealed the NVD’s data source suitability for the
development of the knowledge base from CVE data. Analysis of the CVE data provided
by NVD found that not all CVE records have CVSS estimates. Also, it was found that
CVSS version 2 has nearly twice as many records as CVSS version 3 and that CVSS version
3 records also have CVSS version 2 estimates. An additional source of CVE data for the
emerging knowledge base of expert systems was selected—the CISA Known Exploited
Vulnerabilities Catalog, which provides additional information about the importance of
the vulnerability and the probability of its exploitation. After analyzing the CVE sources
and the data they provide, a new automated method is proposed, which automatically
converts CVE data from NVD with CVSS version 2 data into the knowledge base of the
expert system and marks those CVE records that are included in the CISA Known Exploited
Vulnerabilities Catalog.

A program prototype has been created in the Python programming language that
implements the proposed method idea. After the experiments, it was found that the
prototype efficiently and successfully transforms 100% of selected CVE data, and the
formed database includes more than 175 thousand records about vulnerabilities.

The use of the CVE data-converting method for the formation of the knowledge base of
expert systems for information security risk analysis is superior to other existing methods
in that this method uses continuously updated sources, thus ensuring the actuality of
the knowledge base of the expert system without additional user effort, and with the
knowledge base formed automatically by this method, it is possible to assess the risk posed
by the software used for information security.
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