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Abstract: Clustering algorithms play a crucial role in early warning cybersecurity systems. They allow
for the detection of new attack patterns and anomalies and enhance system performance. This paper
discusses the problem of clustering data collected by a distributed system of network honeypots.
In the proposed approach, when a network flow matches an attack signature, an appropriate label
is assigned to it. This enables the use of semi-supervised learning algorithms and improves the
quality of clustering results. The article compares the results of learning algorithms conducted with
and without partial supervision, particularly non-negative matrix factorization and semi-supervised
non-negative matrix factorization. Our results confirm the positive impact of labeling a portion of
flows on the quality of clustering.
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1. Introduction

The pervasive growth of information and communication technologies (ICTs) has
rendered them increasingly susceptible to cyberattacks. In response, engineers and se-
curity specialists have developed new methods and tools to protect telecommunication
infrastructure. Cybersecurity solutions, ranging from advanced encryption algorithms to
artificial intelligence (AI)-based threat detection systems, are indispensable for handling
increasingly complex threats [1–3].

Distributed honeypot systems serve as potent aids in enhancing situational aware-
ness. By simulating the behavior of IT systems, honeypots entice and monitor potential
cybercriminal activities. These distributed systems can analyze vast amounts of traffic data
from diverse sources in real time, bolstered by advanced machine learning (ML) algorithms.
Thus, these systems enable the identification of attack patterns and the adaptation to evolv-
ing adversary tactics, consequently fortifying ICT systems and allowing security specialists
to respond swiftly to novel threats [4,5].

Clustering algorithms play a central role in the efficacy of such systems [6]. They are
pivotal in detecting new attack patterns and anomalies while enhancing overall system
performance. The rapid advancement of AI techniques, particularly semi-supervised
learning, has significantly augmented the effectiveness of these methods. Clustering
is particularly useful in analyzing malicious network traffic from distributed honeypot
systems, as it enables the generation of signatures for previously unknown attacks [7,8].
However, some connections with honeypots are examples of known attacks that match
signatures integrated with Intrusion Detection Systems (IDSs).

Applying matrix factorization with constraints offers a unified framework for ex-
pressing diverse clustering algorithms [9]. Among these techniques, non-negative matrix
factorization (NMF) is a prominent method that leverages constraints to extract meaningful
patterns from data across various domains.

In recent years, semi-supervised clustering has received considerable attention. These
algorithms, which harness partial labeling to guide the grouping process, can enhance
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clustering malicious traffic analysis. In this paper, we propose utilizing an algorithm with
partial supervision. Our motivation stems from the observation that certain connections
with honeypots represent recognizable traffic patterns, such as established attacks or benign
activities. By tracing these patterns, we can enhance the effectiveness of IDS signatures
through the application of semi-supervised clustering techniques [10].

This paper presents a method for clustering malicious network traffic in a semi-
supervised manner. Our motivation comes from observing that certain connections made
with honeypots match well-documented attacks. Consequently, flows associated with a
specific attack should be grouped within a cluster. On the other hand, flows resembling the
signature of another attack should not be erroneously included in the same cluster. Our
approach also aids clustering by using signatures that define benign traffic.

The main contributions of this paper are summarized as follows:

1. We introduce a novel approach for clustering malicious network traffic using partially la-
beled traffic, referred to as SCOUT (Semi-supervised Clustering Of Untrustworthy Traffic);

2. We utilize a non-negative matrix factorization-based algorithm for clustering;
3. We propose the architecture of the Network Traffic Analysis Cluster integrated

with SCOUT;
4. We perform numerous experiments to validate our approach.

The rest of the paper is organized as follows. Section 2 reviews the literature. Section 3
focuses on the significance of network traffic analysis, the importance of accurate data
representation, and the role of clustering network traffic in cybersecurity systems. We also
motivate employing semi-supervised clustering in distributed honeypot systems. Section 4
provides the problem formulation and introduces the SCOUT method. Section 5 compares
unsupervised and semi-supervised clustering methodologies. We propose the architecture
of the Network Traffic Analysis Cluster in Section 6 and discuss the key challenges and
limitations of the proposed approach in Section 7. We outline the experimental procedures
in Section 8. The experimental results and subsequent discussions are presented in Section 9.
Finally, Section 10 concludes our study and provides future research directions.

In this paper, we use the following notation. Vectors are denoted by lowercase boldface
letters such as x, and matrices are denoted by uppercase boldface letters such as X. The set of
n×m real-valued matrices with non-negative elements is denoted by Rn×m

≥0 . In optimization
problem formulations, for simplicity, we omit matrix dimensions and refer to a matrix with
non-negative elements as X ≥ 0. For a matrix X ∈ Rn×m, its Frobenius norm is defined
as ∥X∥F =

√
∑n

i=1 ∑m
j=1 x2

ij, where xij is its (i, j)-th element. For two matrices X, Y ∈ Rn×m,

their Hadamard product is denoted by X⊙ Y and is given by (X⊙ Y)ij = xijyij.

2. Related Works

In recent years, there has been a growing interest in incorporating machine learning
(ML) methods into cybersecurity systems [1,4,5,8,11–17]. These models leverage various
data sources, including logs from honeypot software and network traffic. Numerous ML
models have been developed to detect patterns in data collected from SSH-emulating
honeypots [4,5,13–15]. Satria et al. proposed a model for generating signatures of brute-
force attacks based on connection frequency [14]. Many studies focus on session analysis,
particularly on examining SSH commands [4,5,13,15]. They employ AI algorithms like
Support Vector Machines (SVMs) [4] and GPT-2 [5] for log analysis. Notably, the CYBEX-P
system aims to predict future commands [15].

Research also emphasizes ML algorithms for analyzing network traffic data [1,3,16,17].
Krzysztoń et al. proposed a one-class classifier for anomaly detection [16]. Sharafaldin et al.
benchmarked widely recognized classification algorithms for attack detection within Intru-
sion Detection Systems (IDSs) [1].

In IDSs, clustering techniques are crucial for automated signature generation to iden-
tify attack patterns [12]. These methods typically employ content-based approaches, such
as detecting substrings within packet payloads. Werner utilized hierarchical clustering
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for distance-based signature generation [8], while Perdisci et al. introduced a behavioral
malware clustering system that was tailored for detecting malicious HTTP traffic [18].

Tropp demonstrated that many clustering algorithms can be expressed as matrix fac-
torization problems with constraints [19]. Non-negative matrix factorization (NMF) stands
out as a prominent clustering method [20,21], with Udell extending NMF to handle arbi-
trary datasets [9]. Semi-supervised learning algorithms have gained popularity [10,22–25],
operating on partially labeled data. Semi-supervised Non-negative matrix factorization
(SSNMF), introduced by Lee et al. [24] and extended by Haddock et al. [23], has been
examined for clustering malicious network traffic [26].

3. Network Traffic Representation and Clustering

While honeypots offer valuable insights into network events and attacker behavior,
the data they capture are limited and prone to errors. Logged information from honey-
pot software only partially represents the complete network traffic record. It is subject
to variations in format and content, depending on the honeypot version and potential
software errors. Analyzing raw network traffic records is crucial to understanding and
fully enhancing situational awareness. Technologies like Arkime 5.0 (https://arkime.com/
(accessed on 27 May 2024)) , Snort 3.0 (https://www.snort.org (accessed on 27 May 2024)),
Ntopng 6.1 (https://www.ntop.org (accessed on 27 May 2024)), or CicFlowMeter 4.0
(https://github.com/ahlashkari/CICFlowMeter (accessed on 27 May 2024)) offer efficient
ways to process vast amounts of network traffic.

Additionally, the distinct characteristics of network traffic from honeypots make it a
valuable dataset for AI algorithms. Honeypots support specific protocols such as HTTP,
HTTPS, FTP, or SSH. As a result, the data have a well-defined, predictable characteristic.
Since this traffic is assumed to be malicious, the dataset can be utilized, in particular, by
unsupervised learning algorithms.

3.1. Network Traffic Representation

The quality of analysis results relies on the chosen representation of network traf-
fic [27]. Two predominant approaches are commonly discussed in the existing literature:
packet-based and flow-based. In the packet-based approach, individual network packets’
headers and payloads are analysed, with data captured in pcap format. The header meta-
data vary depending on the network and transport protocols, such as TCP, UDP, ICMP,
and IP [28]. As a reliable transport protocol, TCP encompasses metadata like sequence
number, acknowledgement number, TCP flags, and checksum values. In contrast, UDP,
a connection-less transport protocol, features a smaller header than TCP, comprising only
four fields: source port, destination port, length, and checksum.

Flow-based data, on the other hand, represent aggregated packet data [29]. The preva-
lent aggregation criterion typically involves a set of five features: source IP address, source
port, destination IP address, destination port, and protocol (Figure 1). Both unidirectional
and bidirectional flows are distinguished [30]. In addition to the mentioned attributes, flow-
based data include statistics such as communication duration, the number of bytes sent
per second, time intervals between sent messages, and the size and number of transmitted
packets [1]. Common flow-based formats include NetFlow [31], IPFIX [32], sFlow [33],
and OpenFlow [34]. The more sophisticated yet flexible definition of network flow is used
by FLDX, a nationwide cybersecurity system managed by the NASK National Research
Institute [29]. Furthermore, other data formats exist, such as flow-based datasets enriched
with additional information from packet-based data or host-based log files [30].

The advantages of representing network traffic in the form of flows include lower data
processing and storage costs and less susceptibility to outliers. The system processes and
stores less-sensitive data since the data do not include payloads. In the case of encrypted
communication, there is no need to decrypt packet payloads. Such representation of
network traffic is naturally mapped in the vector space. As a result, applying ML algorithms
does not require complicated data preprocessing. Finally, as flow-based data are already

https://arkime.com/
https://www.snort.org
https://www.ntop.org
https://github.com/ahlashkari/CICFlowMeter
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aggregated, they provide valuable contextual information for ML algorithms, enhancing
their ability to derive meaningful insights.

Figure 1. Packet-based and flow-based network traffic representations. On the left, individual
Ethernet, IP, and TCP headers are detailed. On the right, packets are aggregated into flows using
source IP (green), destination IP (light green), source port (blue), destination port (light blue), and
protocol (heather), enabling efficient time series analysis. Each field is marked with different colors to
improve readability.

3.2. The Role of Clustering Network Traffic

Clustering, as an unsupervised learning method, is fundamental in cybersecurity
systems, which typically utilize one or both of the following techniques:

• Anomaly analysis, identifying threats by detecting deviations from a known normal
profile of network activity in the monitored network [2];

• Using pre-generated rules (patterns, signatures) to detect malicious content in network
flows [12].

In anomaly detection, clustering is a foundational step. It enables the identification
of unusual patterns that are indicative of potential threats by grouping typical profiles or
unusual behaviors. On the other hand, signatures are formal descriptions of the distinc-
tive characteristics of a specific campaign, encapsulating the patterns of network attacks.
For instance, the Nebula algorithm, proposed by Werner et al. [8], initially groups pack-
ets of malicious network traffic. Subsequently, it generates a set of signatures describing
each cluster. These signatures can be expressed in a format supported by IDSs like Snort.
Among metadata, they consist of sequences of payload packet fragments with defined
allowable start and end positions in the payload (Figure 2).

Figure 2. Snort rule.

The most common use case for such generated signatures is their automatic deploy-
ment in IDSs or Intrusion Prevention Systems (IPSs) to halt outbreaks of previously un-
known threats. Such usage requires signatures of very high quality, which depend on the
clustering algorithms used. However, clustering flows, or network packets, also improve
the quality of signatures for known attacks and facilitate the system operator’s classification
of network events. Network traffic that the system receives does not necessarily have to be
an attack. Some connections to honeypots result from the misconfigurations of network
devices. Effective clustering algorithms facilitate determining whether a given network
event is an attack requiring further analysis.
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4. Problem Formulation and SCOUT Method Overview

In the domain of network security, various solutions utilize machine learning tech-
niques for flow-based Intrusion Detection Systems (IDSs), as well as for network monitor-
ing and analysis. While many of these solutions operate without relying on predefined
signatures, some incorporate signature-based engines to enhance their threat detection
capabilities. For example, Cisco Secure Network Analytics (https://www.cisco.com (ac-
cessed on 27 May 2024), version 7.5.0). enhances threat visibility using behavioral modeling,
multilayered machine learning, and global threat intelligence without relying on signa-
tures. In contrast, the Flowmon Anomaly Detection System (https://www.flowmon.com
(accessed on 27 May 2024), version 12.3) employs artificial intelligence and machine learn-
ing to identify anomalies in network traffic and supports integration with Suricata 7.0.6
(https://suricata.io/ (accessed on 27 May 2024)) IDS alerts, highlighting the advantages of
combining signature-based and anomaly-based detection methods.

In this context of advanced network security solutions, we introduce SCOUT (Semi-
supervised Clustering Of Untrustworthy Traffic), a novel method for clustering malicious
traffic represented by partially labeled flows. The labels indicate association with a particu-
lar attack and can be assigned either by an Intrusion Detection System (IDS) or manually
by a cybersecurity expert. The traffic data can be collected through methods such as a
distributed honeypot system. SCOUT leverages labels to guide the clustering of suspicious
traffic represented as flows. Flows associated with a specific attack are grouped within
a cluster, while flows that resemble the signature of another attack are not erroneously
included in the same cluster (Figure 3).

Figure 3. Overview of the SCOUT method for clustering partially labelled flows, represented by a
star symbol.

The SCOUT method offers several advantages and meets critical objectives:

• Support for cybersecurity analysis (offline mode): SCOUT is designed to handle a
substantial volume of malicious flows daily. It operates effectively with partially
labeled data, ensuring robustness even when only a small portion of the data are
labeled. This feature is crucial for practical deployment, where exhaustive labeling by
security experts is impractical. In a scenario where an organization collects massive
amounts of network traffic data, SCOUT can analyze these data offline to identify and
cluster malicious flows, aiding security analysts in prioritizing threats and allocating
resources efficiently;

• Facilitation of automatic signature generation: Once flows representing distinct attack
types are clustered, SCOUT can serve as the initial step for automatic signature
generation. Thus, it could enable the creation of precise attack signatures, leading to
the early detection of novel threats that traditional methods might miss;

• Denoising malicious traffic: SCOUT can cluster benign traffic separately, essential
for accurately isolating malicious activity. This capability is particularly useful for
traffic obtained from distributed honeypot systems. In a large-scale deployment across
multiple honeypots, SCOUT could effectively filter out benign traffic, allowing for

https://www.cisco.com
https://www.flowmon.com
https://suricata.io/
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the identification of coordinated attack patterns that would otherwise be obscured by
noise;

• Improvement of existing signatures: The method can enhance the quality of automati-
cally generated signatures, which are often suboptimal [12]:

– If a signature is too general and captures flows beyond the intended attack,
SCOUT will split this traffic into multiple clusters, enabling the generation of
more specific signatures. SCOUT could refine existing signatures, potentially
leading to a significant reduction in false positives;

– Conversely, if a signature is too specific, flows tagged by the signature will be
grouped with other relevant flows, allowing for the refinement of the signature.
As a result, SCOUT’s clustering capabilities could improve the generalizability of
signatures, thereby enhancing the detection rate of targeted attacks.

5. Matrix Factorization-Based Clustering

Many clustering algorithms are discussed in the literature [35,36]. As the primary
goal of our research is to determine the influence of partial supervision, we focus on those
that can be viewed as a matrix factorization problem with additional constraints [19].
Among these techniques, NMF emerges as an intuitive clustering method, leveraging
constraints to extract meaningful patterns from data across various domains. Notably,
NMF has found widespread application due to its ability to capture the latent structures
in data effectively. NMF can be extended to semi-supervised learning by modifying the
objective function to penalize discrepancies with labeling. This adaptation allows NMF to
incorporate labeled data into the clustering process and enhances performance in scenarios
where labeled data are available.

5.1. Non-Negative Matrix Factorization

NMF decomposes matrix X ∈ Rn×m into the product of two matrices with non-
negative elements. Since not every matrix can be represented in such a form, the algorithm
seeks a factorization that minimizes the approximation error calculated in the Frobenius
norm by solving the following optimization problem:

arg min
V,H≥0

∥X−VHT∥F, (1)

where V ∈ Rn×k
≥0 , H ∈ Rm×k

≥0 . We refer to the above variant as NMF-∥ · ∥F.
NMF plays a significant role in machine learning and data analysis. Firstly, it serves

as a dimensionality reduction method. The matrix H contains the coordinates of the
analyzed points in the space spanned by the columns in V. Due to its ease of interpretation,
in the case of non-negative data (such as pixel matrices representing images), NMF is an
attractive alternative to Principal Component Analysis (PCA). Secondly, NMF can serve as
a clustering method for the columns in matrix X [37,38]. As such, it is often compared to
the K-means algorithm, which can be formulated as follows:

arg min
C,B
∥X− CBT∥F, (2)

where C = [c1, . . . , ck] ∈ Rm×k is a matrix whose columns are cluster centroids. Matrix
B ∈ Rk×n specifies the membership of columns X to clusters; Bij = 1 if the i-th observation
belongs to cluster j, while Bij = 0 otherwise. Thus, NMF can be viewed as a relaxation of
the K-means algorithm with the additional assumption of non-negativity of the centroid co-
ordinates. In this context, H indicates the cluster membership and k is the model parameter
denoting the maximum number of clusters.
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A well-known variant of the NMF algorithm is the one where the approximation error
is measured not in the Frobenius norm but according to the Kullback–Leibler divergence
measure, given by

d(A||B) = ∑
i,j

(
Aij log

Aij
Bij
−Aij + Bij

)
, (3)

A, B ∈ Rn×m. In this case, the optimization task takes the form

arg min
A,V,H≥0

d(X||VHT). (4)

We denote this class of NMF algorithms as NMF-d(·|·). Just like in the case of approx-
imation error measured in the Frobenius norm, regularization can be incorporated into
the problem.

5.2. Semi-Supervised Clustering

Semi-supervised algorithms use both labeled and unlabeled data. In the clustering
task, they allow not only grouping based on the similarity of elements, but also based on
the relationships between them; for example:

• Objects labeled A should be grouped together;
• An object labeled A and an object labeled B should belong to different clusters.

One of the semi-supervised clustering algorithms is the Semi-supervised non-negative
matrix factorization (SSNMF) introduced by Lee et al. [24]. The SSNMF algorithm was fur-
ther developed by Haddock et al. [23] to incorporate various measures of object similarity.

Lee et al. [24] proposed an NMF extension incorporating selected observations’ tagging.
Let Y ∈ Rl×m encode the tagging. Let Yij = 1 if the i-th column belongs to class j.
The proposed model is defined by the following optimization problem:

arg min
A,V,H≥0

∥W⊙ (X−VHT)∥2
F + λ∥L⊙ (Y−UHT)∥2

F, (5)

where ⊙ denotes the Hadamard (elementwise) product, V ∈ Rn×k
≥0 , H ∈ Rm×k

≥0 , U ∈ Rk×m
≥0 ,

L ∈ {0, 1}l×m, and λ > 0 is a regularization parameter that determines the importance of
the supervised term. The above formulations allow the factorization of matrix X, where
some data are unknown: Wij = 0 if Xij is unknown, and 1 otherwise. Minimizing the
second term in Problem (5) ensures the alignment of the low-rank representation H with
the tagging. The columns in matrix L specify whether a given point is tagged, i.e.,

L:,j =

{
1k label of xj is known,
0 otherwise.

(6)

In the above formulation, 1k denotes a vector of ones of length k.
Haddock et al. [23] compared the clustering effectiveness of (5) with the approximation

error measured according to the Kullback–Leibler divergence (3) measure:

arg min
A,V,H≥0

d(W⊙ (X||VHT)) + λ∥L⊙ (Y−UHT)∥2
F, (7)

where V ∈ Rn×k
≥0 , H ∈ Rm×k

≥0 , U ∈ Rk×m
≥0 , L ∈ {0, 1}l×m, and λ > 0.

Below, we present Algorithm 1 for solving the optimization problem (5) and Algorithm 2
for addressing problem (7), as implemented by Haddock et al. [23].
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Algorithm 1 SSNMF-∥ · ∥F

Input: X, W, Y, L, k, λ, T
1: Initialize U, V, H
2: for t = 1, 2, . . . , T do
3: V← V⊙ [W⊙X]H

[W⊙VHT ]H

4: U← U⊙ [L⊙Y]H
[L⊙UHT ]H

5: H← H⊙ VT [W⊙X]+λUT [L⊙Y]
VT [W⊙VHT ]+λUT [L⊙UHT ]

6: end for

Algorithm 2 SSNMF-D(·||·)
Input: X, W, Y, L, k, λ, T

1: Initialize U, V, H
2: for t = 1, 2, . . . , T do
3: V← V

WH ⊙
[

(W⊙X)
(W⊙VH)

⊙W
]
H

4: U← U⊙ (L⊙Y)H
(L⊙UHT)H

5: H← H⊙
VT

[
(W⊙X)

(W⊙VHT )
⊙W

]
+2λUT(L⊙Y)

VTW+2λUT(L⊙UHT)

6: end for

6. SCOUT Integration Network Traffic Analysis Cluster

In this section, we present the architecture of the Network Traffic Analysis Cluster
(NTAC), which integrates components implementing the SCOUT method, receiving mir-
rored network traffic from the honeynet. The NTAC consists of four components—IDS,
Flow Generator, Feature Extraction and Labeling Module, and SCOUT Module:

1. IDS Module: This module generates labels when a matching signature is found. We
propose using Snort 3.0 [39], a free open-source solution that detects intrusions using a
rule-based language, combining protocol-, signature-, and anomaly-based inspection
methods. The rules specify actions to be taken when a match is found. The alert action
generates an alert containing the source port, source IP, destination port, destination
IP, protocol, and timestamp. This information is used to match the alert with the
corresponding flow data, including the signature ID (sid) and revision number (rev).
Snort can send these alerts to a syslog facility, which can then forward them to the
Feature Extraction and Labeling Module. This export can be achieved using standard
technologies like rsyslog (https://www.rsyslog.com/ (accessed on 27 May 2024),
version 8.2406.0) or Filebeat (https://www.elastic.co/beats/filebeat (accessed on 27
May 2024), version 8.14);

2. Flow Generator Module: This module generates flow data using CICFlowMeter
4.0 [40], which can sniff packets in real-time from the network interface and output
flow data. Each flow consists of 83 different features. The output can be sent to a file
and easily forwarded via Filebeat;

3. Feature Extraction and Labeling Module: This custom module performs three functions—
selecting quantitative features, normalizing their values, and correlating flow data with
Snort alert data. The correlation is based on the source port, source IP, destination port,
destination IP, protocol, and timestamp. This process enriches the flow data with the
signature label (defined by the sid and rev);

4. SCOUT Module: The SCOUT module implements semi-supervised clustering logic
using the ssmnf library [23]. It includes a wrapper that converts labeled flow data
into either numpy arrays or torch tensors, as defined by the ssnmf interface.

The diagram with architecture overview is presented in Figure 4. The proposed
architecture is motivated by the ease of implementation and serves as a prototype system.

https://www.rsyslog.com/
https://www.elastic.co/beats/filebeat
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The components can be distributed across multiple machines, each dedicated to specific
tasks. Future work will focus on optimizing this setup to improve scalability and efficiency.
For example, the network traffic is currently mirrored to two components, which may
introduce some overhead. While Snort 3.0 and CICFlowMeter 4.0 are effective for our
prototype, alternatives like Suricata 7.0.6 or NetFlow 9 [31] may offer better performance or
additional features. Furthermore, SCOUT’s reliance on NMF and SSNMF is a starting point.
Future research will explore other semi-supervised clustering algorithms that may offer
faster performance and better scalability, helping to select the best-suited algorithm for
specific deployment scenarios. By addressing these challenges, we aim to refine the SCOUT
method and ensure its viability for deployment in operational cybersecurity environments.
Our ongoing and future research will optimize the NTAC architecture to enhance its
efficiency and effectiveness in real-time applications.

Figure 4. Architecture of Netrwork Traffic Analysis Cluster.

7. Critical Challenges in the SCOUT Methodology

Addressing several critical challenges is essential to ensuring SCOUT’s effectiveness
in practical applications. This section comprehensively analyses five key factors: scalability,
computational complexity, practical limitations, quality of labels, and parameter sensitiv-
ity. Understanding and addressing these challenges is crucial for optimizing SCOUT’s
performance and applicability in real-world network security environments.

7.1. Scalability and Computational Complexity

In the proposed approach, the computational cost of SCOUT is determined by the
computational complexity of Non-negative Matrix Factorization (NMF). Although solving
NMF problems is NP-hard, many practical algorithms are available. These algorithms
often use iterative local optimization schemes that converge to local solutions. While these
algorithms do not offer global optimality guarantees, they are widely used in practice.
Most iterative NMF algorithms optimize alternately over one variable while keeping the
other fixed, a process known as alternating minimization.

In this work, we employed the multiplicative update (MU) rule introduced by Lee et al. [24].
This method is straightforward to implement and does not require parameter tuning, such
as step size or learning rate. The ssnmf implementation supports both numpy arrays and
torch tensors, the latter of which can benefit from GPU acceleration. The MU method
also offers flexibility: it can incorporate both the Frobenius norm and Kullback–Leibler
divergence. MU rules can be extended to include supervised terms and weigh observations
and labels. The computational complexity of each iteration of the MU algorithm for NMF
is O(mnk), while, for semi-supervised NMF (SSNMF), it is O((m + l)nk). Since, in general,
m≫ l, the computational complexity of an SSNMF iteration reduces to O(mnk) [24].
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Despite its advantages, the MU method has some drawbacks. It requires storing all
previous samples in matrices at each iteration, necessitating significant memory. To handle
large datasets, researchers have explored two main directions:

• Online NMF Algorithms: These algorithms refine the basis matrix with each new data
sample without storing past samples [41,42];

• Distributed Algorithms: By partitioning the data and arranging the computations to
maximize data locality and parallelism [43,44].

To our knowledge, there has been no integration of online and distributed methods in
semi-supervised NMF. We plan to investigate this in future research to enhance SCOUT’s
scalability and practicality for real-time applications. The primary goal of this research
was to examine the influence of labeling, which is why we chose NMF and SSNMF. Future
research will focus on optimization and efficiency, exploring some semi-supervised versions
of other potentially faster clustering algorithms.

7.2. Sensitiveness to the Quality of Signatures and Parameter Values

The quality of the initial labels influences SCOUT performance. However, the clus-
tering problem, formulated as an optimization problem, offers flexibility. Specifically,
reducing the value of the parameter λ can lessen the emphasis on supervised learning,
thereby partially addressing the issue of dependency on initial label quality. Additionally,
the problem can be reformulated to assign different weights to various labels. Currently,
Problems (5) and (7) incorporate knowledge of the given labels using the binary matrix L.
However, this problem can be adjusted so that the matrix L contains real-valued elements,
representing the quality of the given labeling. These weights can be determined by expert
knowledge about the quality of the signature. This adjustment further addresses the issue
of initial label quality.

Estimating the number of clusters, k, which, ideally, corresponds to the number of
distinct attack types, is significant. At this moment, this parameter is user-defined and
can significantly impact the clustering results. If k is set too low, distinct attacks may not
be adequately separated, while setting k too high may lead to the artificial splitting of
attack types.

8. Experimental Procedure and Performance Measures

We performed several experiments to evaluate the performance of the SCOUT method
comprehensively. The first group of experiments aimed to compare the effectiveness of
unsupervised clustering (NMF) and partially supervised clustering (SSNMF). In both
cases, two measures of object similarity were compared: Frobenius norm and Kullback–
Leibler divergence (3). Moreover, we have benchmarked the performance of SSNMF
with frequently employed clustering algorithms, including DBSCAN [45], Agglomerative
Clustering [46], and Spectral Clustering [47].

The computation code was implemented in Python 3.9 and executed on a Linux
workstation equipped with an 11th Gen Intel(R) Core(TM) i7-1165G7 @ 2.80GHz processor
(8 cores) and 32 GB of RAM (Dell Vostro 3500, Dell, Round Rock, TX, USA). The code uses
scikit-learn 1.4.2 [48] and ssnmf 1.0.3 [10] libraries.

8.1. Data Set, Preprocessing Steps, and Experimental Setup

The selected clustering algorithms were evaluated on data from the CIC-IDS2017
dataset [1]. This dataset contains network traffic records in the form of PCAP files along
with metadata obtained using the CICFlowMeter tool. Flow labels correspond to 12 selected
attacks (including DoS, DoS Slowhttp, Heartbleed, Brute Force, and scanning) or indicate
benign traffic. Flows are characterized by 80 features, including source IP address, source
port, destination IP address, destination port, protocol, and communication duration.
Additionally, values such as the maximum, minimum, mean, and standard deviation of
metrics such as size, number of transmitted packets, or the number of individual TCP flags
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are provided. Data were collected for a period of five days, starting from 9 a.m. on Monday,
3 July 2017 , and ending at 5 p.m. on Friday, 7 July 2017.

In the first stage, quantitative features were selected from the CIC-IDS2017 dataset.
Subsequently, flows labeled as benign were filtered out. The columns in the data matrix
were normalized so that their Euclidean norm equaled 1. We conducted two groups of
experiments. In the first group, we compared the NMF and SSNMF algorithms. Each trial
benchmarked these algorithms for various parameter settings and shares of labeled data.
Figure 5 presents the experimental setup for the comparative study of NMF and SSNMF
algorithms. The second experiment compared the unsupervised clustering algorithms
DBSCAN, Agglomerative Clustering, and Spectral Clustering. This setup was simpler, as it
did not require sampling labels, and we only varied the parameter values.

Figure 5. Experimental setup for the comparitive study of NMF and SSNMF algorithms.

8.2. Performance Measurement

Since we compared the clustering algorithms on the labeled dataset, the quality of the
solution was assessed by its alignment with the grouping induced by the provided labeling.

One commonly utilized similarity measure for comparing two clusterings of a given
set of objects is the Adjusted Rand Index (ARI). Initially defined by Rand, this index
quantifies the similarity between two clusterings by considering the proportion of object
pairs that are either assigned to the same cluster in both clusterings or different clusters in
both clusterings. Formally, in the case of clustering n elements, a being the number of pairs
of elements that are in the same subset in both clusterings, and b being the number that are
in different subsets in both clusterings, the Rand Index (RI) is given by

RI =
a + b
(n

2)
. (8)

ARI provides a normalized measure that accounts for chance agreement between
clusterings, offering a robust assessment of clustering quality:

ARI =
RI −E(RI)

max(RI)−E(RI)
, (9)

where E(RI) denotes the expected value of the Rand Index.
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The ARI yields an expected value of zero for independent clusterings and attains its
maximum value of 1 for perfectly identical clusterings. This property renders it a robust
and interpretable measure for evaluating the effectiveness of clustering algorithms.

9. Experimental Results

We conducted several experiments with various parameter settings to compare the
quality of clustering results obtained under partial and no supervision. We aimed to
compare the quality of clusters for the parameters at which each algorithm achieved the
best results in terms of the ARI (9).

9.1. Parameter Value Selection

The quality of clustering results is highly dependent on the selection of model param-
eters. Proper parameter tuning can significantly enhance the performance and accuracy
of clustering algorithms. Each clustering technique has specific parameters that need to
be optimized to achieve the best possible results. Our study focused on fine-tuning these
parameters to maximize the Adjusted Rand Index (ARI), a widely used metric for eval-
uating clustering quality. By systematically varying key parameters and assessing their
impact on clustering performance, we aimed to identify the optimal settings that yield the
highest ARI values. The subsequent sections detail the parameter selection process for each
clustering algorithm employed in our study, including non-negative matrix factorization
(NMF), semi-supervised non-negative matrix factorization (SSNMF), DBSCAN, Spectral
Clustering, and Agglomerative Clustering.

9.1.1. NMF and SSNMF Parameters

For unsupervised non-negative matrix factorization (NMF), the sole parameter k
determines the number of clusters. For semi-supervised non-negative matrix factorization
(SSNMF), an additional parameter, λ, governs the relative importance of the supervision
term. Intuitively, λ expresses the confidence in the quality of the labels: the larger its value,
the more the clustering is influenced by the labels. The parameter k should ideally be close
to the expected number of clusters, but, in practical scenarios, this information is often not
readily accessible. Therefore, these parameters must be tuned based on some metric, which,
in our experiment, is ARI. Future research will evaluate the robustness of the algorithms to
different parameter settings.

We compared the quality of results for the parameters where each algorithm achieved
the best ARI (9). We tested various combinations of λ ∈ {0.001, 0.01, 0.1, 0.5, 1, 10, 100}
and k ∈ {5, 10, 20, 30} at several different levels of labeled data. We randomly sampled
labeled data according to the label share and ran all algorithms with the given parameter
setups. We repeated the process five times for each parameter set and selected the best
parameters based on the ARI (9).

The best k parameter for NMF algorithm is shown in Table 1. The selected parameter
values are presented in Table 2 for SSNMF-d(·|·) and Table 3 for SSNMF-∥ · ∥F.

Table 1. Selected parameter values for NMF-∥ · ∥F and NMF-d(·|·)

Algorithm NMF-∥ · ∥F NMF-d(·|·)
k 30 10

Table 2. Selected parameter values for SSNMF-d(·|·).

Label Share k λ

0.1 10 0.1
0.3 10 0.1
0.5 10 0.1
0.6 30 10
0.8 10 10
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Table 3. Selected parameter values for SSNMF-∥ · ∥F.

Label Share k λ

0.1 5 0.5
0.3 10 0.1
0.5 10 1.0
0.6 20 1.0
0.8 10 1.0

9.1.2. DBSCAN and Spectral and Agglomerative Clustering Parameters

For the DBSCAN algorithm, the parameters tested were the maximum distance be-
tween two samples for one to be considered as neighbours (ϵ ∈ {0.3, 0.5, 1, 10}) and the
number of neighbours of a point to become a core point (min_samples ∈ {5, 10, 20, 30}).
For Spectral Clustering and Agglomerative Clustering methods, the number of clusters k
varied as follows: k ∈ {5, 9, 10, 11, 15, 20, 30}.

The parameters for which each algorithm achieved the best ARI values are DBSCAN
with Euclidean distance: ϵ = 0.3, min_samples = 5; DBSCAN with Manhattan distance:
ϵ = 0.5, min_samples = 20; Spectral Clustering: number of clusters k = 5; Agglomerative
Clustering with Canberra distance: number of clusters k = 5; Agglomerative Clustering
with Euclidean distance: number of clusters k = 9.

9.2. Comparitive Study of NMF and SSNMF Algorithms

In this section, we present a comparative study of the clustering algorithms using
the selected parameter values. For unsupervised clustering, we observed ARI (9) values
of 0.51 and 0.49 for NMF-d(·|·) and NMF-∥ · ∥F, respectively (Figure 6). The presented
results were obtained for the parameter k, denoting the number of clusters obtained during
cross-validation. Table 4 presents the mean ARI values with standard deviations.

Figure 6. ARI values for unsupervised clustering algorithms.

Table 4. ARI values for unsupervised clustering.

Algorithm NMF-∥ · ∥F NMF-d(·|·)
ARI 0.49± 0.05 0.51± 0.03

Figure 7 depicts the ARI values for two variants of the SSNMF algorithm: SSNMF-
∥ · ∥F and SSNMF-d(·|·). In this case, the algorithms had two parameters: k, the target
number of clusters, and λ, the regularization parameter. These parameters were set during
cross-validation. Notably, regardless of the proportion of labeled data, clustering quality
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was consistently higher when the similarity between objects was calculated using Kullback–
Leibler divergence (3). Specifically, when labeling half of the data, the SSNMF-d(·|·)
algorithm achieved an ARI of 0.67. With 60% of flows labeled, the ARI increased to 0.75.
Table 5 presents the mean ARI values with standard deviations for different shares of
labeled data.

Figure 7. ARI values for semi-supervised clustering algorithms.

Table 5. ARI values’ mean and standard deviation for semi-supervised clustering.

Label Share SSNMF-∥ · ∥F SSNMF-d(·|·)
0.1 0.34± 0.05 0.44± 0.07
0.3 0.48± 0.04 0.54± 0.16
0.5 0.51± 0.03 0.67± 0.07
0.6 0.55± 0.04 0.75± 0.07
0.8 0.61± 0.06 0.85± 0.04

9.3. Comparative Performance Evaluation with State-of-the-Art Clustering Algorithms

In this subsection, we provide a detailed comparative analysis of the SCOUT method
against several state-of-the-art clustering algorithms, including DBSCAN [45], Agglomera-
tive Clustering [46], and Spectral Clustering [47]. This broader set of benchmarks allows
for a more comprehensive evaluation of SCOUT’s performance beyond the non-negative
matrix factorization (NMF) method. For Agglomerative Clustering and DBSCAN, we
varied the distance measure. For DBSCAN, we used Manhattan and Euclidean distances,
while, for Agglomarative Clustering, we compared Canberra and Euclidean distances.

Figure 8 presents the ARI values for these parameter settings alongside the results
for SSNMF-d(·|·) with 0.6 labeled flows and NMF-d(·|·). Agglomerative Clustering with
Canberra distace achieved best results in terms of ARI (Table 6). Still, it was lower than
ARI of the SSNMF-d(·|·) results (0.75 vs. 0.57).

These results affirm the positive impact of labeling a portion of flows on clustering
quality. They underscore the importance of selecting an appropriate similarity measure
between objects. Notably, the observed improvement in clustering quality is substantial,
indicating the efficacy of incorporating labeled data. Since Agglomerative Clustering pro-
duced better results in terms of ARI compared to NMF, this suggests that semi-supervised
variants of clustering methods may outperform SSNMF. This hypothesis will be explored
in further research.
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Figure 8. Mean ARI values for SSNMF and unsupervised clustering algorithms.

Table 6. Mean and standard deviation of ARI values for each algorithm

Algorithm ARI

Agglomerative 0.417± 0.001
Agglomerative-Canb 0.574± 0.001
DBSCAN 0.463± 0.032
DBSCAN-Cheb 0.453± 0.031
NMF-d(.|.) 0.510± 0.030
SSNMF-d(.|.) 0.748± 0.076
Spectral 0.447± 0.001

10. Conclusions and Future Directions

This paper introduces a semi-supervised method for clustering malicious network
traffic, recognizing that connections with honeypots often indicate known attacks. Our
approach groups flows related to specific attacks into dedicated clusters while ensuring
that flows resembling other attack signatures are appropriately excluded.

Our method aims to create and refine attack signatures, leveraging semi-supervised
algorithms for accurate flow labeling. We advocate for using IDS software for labeling,
emphasizing the importance of high-quality signatures from official repositories or expert
sources to maintain accuracy. We proposed an architecture of a Network Traffic Analysis
Cluster that incorporates SCOUT into the cybersecurity infrastructure.

Through comparative analyses, we demonstrated the effectiveness of our approach
in improving clustering results, promising advancements in threat detection capabilities.
Future research will validate our approach with real-world data and explore other semi-
supervised clustering techniques, including online learning methods, to enhance scalability
and robustness.
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