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Abstract: Deepfake technology uses artificial intelligence to create realistic but false audio, images,
and videos. Deepfake technology poses a significant threat to the authenticity of visual content,
particularly in live-stream scenarios where the immediacy of detection is crucial. Existing Deepfake
detection approaches have limitations and challenges, prompting the need for more robust and accu-
rate solutions. This research proposes an innovative approach: combining eye movement analysis
with a hybrid deep learning model to address the need for real-time Deepfake detection. The pro-
posed hybrid deep learning model integrates two deep neural network architectures, MesoNet4 and
ResNet101, to leverage their respective architectures’ strengths for effective Deepfake classification.
MesoNet4 is a lightweight CNN model designed explicitly to detect subtle manipulations in facial
images. At the same time, ResNet101 handles complex visual data and robust feature extraction.
Combining the localized feature learning of MesoNet4 with the deeper, more comprehensive feature
representations of ResNet101, our robust hybrid model achieves enhanced performance in distin-
guishing between manipulated and authentic videos, which cannot be conducted with the naked
eye or traditional methods. The model is evaluated on diverse datasets, including FaceForensics++,
CelebV1, and CelebV2, demonstrating compelling accuracy results, with the hybrid model attaining
an accuracy of 0.9873 on FaceForensics++, 0.9689 on CelebV1, and 0.9790 on CelebV2, showcasing
its robustness and potential for real-world deployment in content integrity verification and video
forensics applications.

Keywords: Deepfake detection; real time; hybrid model; ResNet101; MesoNet4; video forensics

1. Introduction

The growth of mobile devices and social networks in recent years has significantly
enhanced the attraction and utilization of videos [1]. According to a survey from the
premier digital marketing business, the internet sees over 1 billion hours of video being
viewed daily [2]. Subsequently, an extensive display of videos came with intelligent
methods and tools for manipulating video material, such as Deepfake and FaceSwap [3].
The term ‘Deepfake’ originated from combining ‘Deep Learning’ (DL) and ‘Fake.’ It refers
to creating very realistic videos or images with the assistance of deep learning technology.
Deepfakes refer to manipulated photos and videos generated by deep neural networks.
These deep neural networks overlay the facial characteristics of a target topic onto another
individual, creating misleading media [1].

According to a recent analysis by Deeptrace Lab [4], there are around 15,000 cases of
Deepfake media on the internet. These include non-obscene videos targeting politicians and
undermining democratic processes. A total of over 13,000 Deepfake films were discovered
on several dedicated Deepfake pornography websites [5]. Approximately 96% of fake
news found online relates to nude content focused on celebrities [6]. The fundamental
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purpose behind these videos is to damage the reputation of those involved. Cybercriminals
continue to improve their capabilities, often using sophisticated techniques to carry out
cyber-attacks, including hacking, fraud, and phishing [7]. Recent findings make it difficult
to distinguish between real and fake. The rise of Deepfakes and the proliferation of open-
source tools increase privacy concerns and pose a threat to people today. Many researchers
are working in this new, challenging area, and it is not easy to differentiate between real
videos and altered videos [7–9]. The number of Deepfakes continues to increase daily,
and this happens because the rapid use of open-source tools raises privacy concerns and
threatens routines [10].

Therefore, there is a need to create a reliable and efficient mechanism for prevent-
ing and detecting potential damage to overcome the challenges caused by these media.
Many researchers, organizations, and studies have recently focused on identifying fake
content [3–7,11]. Numerous techniques have already been proposed for Deepfake de-
tection, including deep learning (DL), such as convolution neural network (CNN) [12],
CNN with SVM [13], recurrent neural network (RNN) [14], CNN with long short-term
memory (LSTM) [14], and machine learning (ML) techniques [15]. Numerous properties
and features, like eye blinking patterns, backdrop comparison, face objects, and position
projections, are currently used. The optimal feature scales for detecting and enhancing the
current algorithms’ performance must be determined.

This research contributes to the ongoing discourse by introducing an innovative
approach that melds eye movement analysis with a hybrid deep learning model for real-
time Deepfake detection during live streaming. Figure 1 shows the basics of Deepfake
face recognition.
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The development of Deepfake technology has surpassed traditional detection meth-
ods and requires the continuous improvement of detection strategies [16,17]. Previous
research has focused mainly on static images or video analysis, eliminating the need for
existing social media Deepfake issues [18,19]. Prior research on deep learning has encoun-
tered problems related to the nature of social media [20–24]. Delays in identifying and
reporting content can quickly affect reporting reliability [25–28]. Furthermore, nuanced
and contextual research requires a process that goes beyond implementation. Although
existing models perform well in static analysis, their actual performance is still a research
problem [29,30]. Existing studies have struggled to achieve real-time responsiveness in
Deepfake detection, leading to the potential dissemination of manipulated content before
intervention [31–33]. However, there are ongoing challenges, and current systems often
struggle to keep up with rapid technological advances [34]. Previous studies mainly fo-
cused on static image and video analysis and tried to meet the urgent needs of the media
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field [34–36]. We introduced an innovative hybrid deep learning approach that combines
eye movement analysis with a hybrid deep learning model for real-time Deepfake video
detection. We combine the MesoNet4 and ResNet101 architectures in our proposed hybrid
deep model. Adopting the MesoNet4 architecture can extract features for minor or nu-
anced variations of subtle manipulations in facial images that are not immediately detected
with the traditional methods or the naked eye, and MesoNet4 is significant for detecting
Deepfake videos. MesoNet4 is the starting point of this work. At the same time, ResNet101
handles complex visual data and robust feature extraction. While eye movement analysis
has shown promise in discerning visual cues indicative of Deepfakes, its integration into
real-time detection systems has been limited.

Deepfakes in live streaming often involve context-dependent manipulations that
challenge the adaptability of existing models trained on static datasets [20,37]. Conventional
approaches may fall short of capturing the intricacies of live-streaming Deepfakes [35,38].
So, this hybrid deep learning approach is proposed as a potential solution to enhance
accuracy and robustness and overcome the limitations and challenges of the previous
state-of-the-art work [39,40]. The aim is to develop an approach to mitigate the lighting
inconsistencies induced by eye retina and facial motions concerning environmental lighting
conditions. Formulating the problem involves defining a set of equations and mathematical
models that can effectively measure the impact of lighting on the retina, estimate light
placement in a 2D plane normal to the eyes, and compensate for the relative movements
between the eyes and the lighting pattern. The aim is to enhance and advance a framework
to differentiate between original and manipulated content in live-streaming scenarios
through practical implementation in real-time processing. Based on the light’s impact on
the retina, the model object is to obtain the candidate region probability P.

To obtain the candidate region probability (p), we use the output from the fully
connected (FC) layer of our model. Where p considers the probability of the face of the
candidate region, and 1− p represents the probability that it is not a face. p is the obtained
probability from the last fully connected layer’s output, in equation number 1, FCoutput. Let
us represent the output of this layer.

p = σ
(

FCoutput
)

(1)

where (σ) is the sigmoid activation function. The sigmoid function gives a probability
measure by mapping the raw output of the FC layer to a range between 0 and 1. This
is important because it allows us to interpret the output as a result. A higher (p) value
indicates that the matching region is more likely to be a face. The probability that the
candidate region is not a face is then given by the following:

1− p = 1− σ
(

FCoutput
)

(2)

Here, (1− p) inverts the probability (p). If (p) is high, the likelihood of it being a
human face is high, (1− p) is low, and vice versa. The sigmoid function (σ(x)) is defined
as follows:

σ(x) =
1

1 + e−x (3)

This function takes the raw output
(
FCoutput

)
and compresses it into the [0, 1] range.

This ensures that the probability values are well defined and can be interpreted meaning-
fully. Thus, the probability (p) can be rewritten as follows:

p =
1

1 + e−FCoutput (4)

And consequently, the probability that the region is not a face is as follows:

1− p =
1

1 + eFCoutput
(5)
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These probabilities (p) and (1− p) are crucial in determining the likelihood of the
candidate region being a face or not, based on the impact of light on the retina. Let L(x, y, z)
represent the mathematical model for the location of the light source in a 3D room. The
parameters x, y, and z denote the light source coordinates.

L(x, y, z) =

x
y
z

 (6)

Compensation for Facial Movements using Stereo Vision Principles
Facial movements can be compensated using stereo vision principles by establishing a

relation between the observed facial movements Fobserved and the actual facial
movements Factual :

Fobserved = Factual + ϵ (7)

where ϵ represents the error introduced due to the stereo vision system’s limitations. The
difference between the left

(
Lle f t

)
and right

(
Lright

)
eyes’ movements and light pattern

displacement can be compensated using stereo vision principles:

∆Lcompensated = ∆Lobserved − ∆Lerror (8)

where ∆Lcompensated is the compensated light displacement, ∆Lobserved is the observed light
displacement, and ∆Lerror accounts for any errors introduced during the measurement.
A motion vector in the projected plane can be calculated based on the compensated
light displacement:

Motion Vector =
∆Lcompensated

∆t
(9)

where ∆t represents the time elapsed, and a deep CNN-based method involves implement-
ing a ResNet-101 model for robust and fast detection. Let CNN(I) represent the output of
the CNN for input image I. The fusion of intermediate layers can be expressed as follows:

Fusion(I) = Concatenate(IntermediateLayer1(I), IntermediateLayer2(I), . . . (10)

where IntermediateLayeri(I) is the output of the i-th intermediate layer.
The proposed hybrid deep learning model uniquely contributes to Deepfake detection

by leveraging the complementary strengths of MesoNet4 and ResNet-101 architectures,
integrated with advanced eye movement analysis. This hybrid model excels in capturing
fine-grained facial features and complex visual patterns, significantly improving detection
accuracy over existing Deepfake detection methods, but it has limitations in achieving
the necessary real-time performance and promised accuracy, particularly in the dynamic
context of live-streaming scenarios. By utilizing spatial feature transformations and element-
wise mathematical operations, the model effectively adapts to variations in lighting and
facial expressions, a critical requirement for real-time applications. Additionally, the model
introduces a dynamic motion vector calculation mechanism, enhancing its ability to detect
Deepfakes in live-streaming environments where conventional static analysis methods
fail. Integrating intermediate layer fusions within ResNet-101 further enhances feature
representation, ensuring robustness against sophisticated manipulations. This innovative
approach advances DeepFake detection and demonstrates practical applicability in real-
time processing, addressing the pressing need for reliable and efficient real-time detection
systems. The main contributions of this study are as follows:

• Introduce a novel hybrid deep learning model by combining the power of MesoNet4
and ResNet-101, leveraging their complementary strengths to achieve superior perfor-
mance in real-time Deepfake detection.
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• Introduce a dynamic motion vector calculation mechanism, enabling the model to
adapt to changes in facial expressions and lighting conditions during live streaming,
thereby improving overall detection accuracy.

• Enhance the deep CNN-based detection method by utilizing a ResNet-101 model and
fusing intermediate layers, leading to improved feature representation and robustness
against complex Deepfake manipulations.

• Demonstrate the practical implementation of the hybrid model in real-time processing,
emphasizing its efficiency in identifying Deepfake content during live streaming,
thereby contributing to the field’s applicability.

2. Literature Review

The literature review encompasses studies on Deepfake detection, generation, and
related areas such as anti-spoofing, facial attribute transfer, and disentangled facial repre-
sentation learning. The studies [41,42] focus on generating Deepfake content, showcasing
various face synthesis, face swap, and expression swap techniques [43,44]. On the detec-
tion side, studies like [22,27,33] propose methods for identifying GAN-generated faces,
one-class learning for anti-spoofing, and deep learning-based detection for human face
images and videos. The rapid advancement of deep learning technologies has significantly
impacted various domains, including the detection of manipulated media [14]. Deepfake
generation techniques have spurred research efforts to develop effective detection methods
in recent years. Multiple approaches for altering media, such as images, videos, and audio,
have been developed and are now widely available to the public [10,36,45]. Examples
include FaceSwap, Face2Face, Deepfake, and others. This tool enables users to quickly and
rapidly alter facial features in video sequences, leading to remarkably authentic results
without much effort. In addition, during this period of widespread fake multimedia, the
convenient availability of extensive public databases and quick progress in deep learning
techniques, particularly GANs, have created highly realistic counterfeit content with signif-
icant social consequences [10]. Deepfake detection is a prominent use case of deep learning
(DL) and machine learning (ML) that aids in identifying and detecting forgeries in many
forms of media, such as videos and pictures [45].

In a study conducted by Rana et al. [46], they proposed a model based on an ensemble
technique known as the Deepfake Stack. Using various methods and techniques to detect
Deepfakes possibly opened new possibilities for Deepfake detection, and it also introduced
and helped blockchain technology to detect Deepfakes. Another study by Liang et al. [47]
proposed a novel framework approach based on the three levels of features, named SDHF,
to detect Deepfakes. It is a hierarchical framework that uses a 2D CNN model for feature
extraction and an MBConv aggregator to extract clip-level and video-level features that are
adaptive for comprehensive decisions. Jung et al. [48] studied Deepfake detection based on
the person’s age, gender, behavior, and cognitive behavior using various blinking patterns.
These abnormal blinking patterns are a crucial feature for detection. The study shows that
deep vision promises results for detecting, analyzing, and comparing the blink number,
duration of blinking, and average blinking cycles.

Peng Chen et al. [49] conducted a study in which they proposed and developed the
framework for Deepfake detection, which is called FSSPOTTER, a uniform approach for
Deepfake detection. It is based on the massive spatial features and investigates the Spatial
Feature Extractor (SFE) along with a Temporal Feature Aggregator (TFA) within a single
frame, which can extract the variations between the frames. The study conducted by
Digvijay Yadav et al. [12] proposed an efficient Deepfake approach. In their approach,
the blinking of the eyes is one of the main features used to detect Deepfake manipulated
content. LSTM is integrated with the robust CNN architecture to detect high-level feature
temporal variations and frame changes efficiently. Suratkar et al. [50] have proposed an
algorithm to detect the forgeries correctly by combining the power of feature extraction
with the different classifiers known as (LPG) Local Patterns of Gray level algorithms to
detect altered images in medical files. Tolosana et al. [6] comprehensively analyzed the
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methodologies used to manipulate facial images, explicitly focusing on Deepfake strategies
and approaches to detect and recognize these alterations, and they provided a detailed
discussion of four facial manipulation techniques: (i) total face synthesis, (ii) identity swap,
(iii) attribute manipulation, and (iv) expression swap. The authors provide information on
manipulation strategies, public databases, and performance evaluation standards for false
detection systems. They also summarize the evaluation outcomes for each manipulation
group. The study primarily emphasized the latest iterations of Deepfakes, highlighting
their advancements and challenges in detecting fraudulent identities. In addition, they
discuss unresolved challenges and potential directions that warrant investigation as the
area advances. M. Masood al et al. [3] conducted a comparative analysis of Deepfake
detection methods. This work is crucial for understanding the strengths and limitations of
existing approaches, aiding in developing more effective detection strategies. C. Aviles-
Cruz et al. [9] introduce 3G-AN, a triple-generative adversarial network under a coarse-
medium-fine generator architecture. While unrelated to Deepfake detection, exploring
generative adversarial networks contributes to the broader understanding of synthetic
content generation.

David Guera et al. [14] proposed a CNN model for detecting Deepfakes, proving
the efficiency of (LSTM) long short-term memory networks. A fully connected layer at
the top of the InceptionV3 network outputs a profound depiction of each frame. Further,
the long short-term memory model takes the sequential feature to model the temporal
dependencies. Kumar et al. [51] conducted a research study on a 3D-CNN network to
predict Deepfake videos. In this investigation, a few specific video faces were masked and
later fed as input to a model, using natural and Deepfake (recently generated Deepfake
from a custom GAN video) inputs for model prediction. The model difficulty was very
high, with frequent steps computed before prediction. Steps included generating a set of
custom Deepfakes and using real videos as inputs. The model’s accuracy was 98%, with
an AUC of 99.7 on the Celeb-DF dataset. Lima et al. [52] proposed the three-dimensional
CNN architecture designs followed by state-of-the-art 2D CNNs for image detection. These
three-dimensional CNNs are used to detect Deepfakes in the Celeb-DF dataset. The R3D
ResNet model performed the best in terms of accuracy, giving an accuracy of 98.26% and
an AUC of 99.73. The trainable parameters used in the model were 33.17 M, which is the
downside of this architecture. The literature review provides a comprehensive foundation
for understanding the evolving landscape of Deepfake research. However, it reveals a gap
in the context of real-time Deepfake detection in live-streaming scenarios, which aligns
with the specific focus of the present study. The surveyed works offer valuable insights
into the challenges, methodologies, and advancements in Deepfake detection, laying the
groundwork for developing and evaluating the proposed hybrid model.

3. Materials and Methods

This section outlines the methods and materials used and utilized in this research
study. This study aims to develop and evaluate the hybrid deep learning model architecture
to find the subtle features of Deepfake content focused on real-time Deepfake detection
using eye analysis. The deep hybrid leaning model adopted for this novel study combines
the MesoNet4 and ResNet-101 architectures to leverage the combined efficiency and high-
feature representation. The MesoNet4 is used for its highly effective micro-expressions
indicative of altered facial features. Further, the residual network, ResNet-101, offers
complex features for enhanced detection accuracy. The performance of the proposed
hybrid deep learning model is evaluated on diverse prepared datasets, including the Face-
Forensics++ [53], CelebV1, and CelebV2 [54] datasets. These are renowned datasets for
manipulated and unmanipulated video content, widely used in recent studies for Deepfake
detection [55]. These diverse and renowned datasets show a robust foundation for training
and testing the hybrid deep model. We chose these multiple datasets to check the validity
and efficiency of our proposed deep hybrid model across different manipulated contents of
Deepfake videos. Our research methodology follows these sections: selection of curated
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datasets, architecture integration, parametric setting and training procedures, evaluation
metrics, and model assessment, comparing model results with previous state-of-the-art
work, providing a comprehensive understanding of the methodology employed in pursu-
ing real-time Deepfake detection. Figure 2 represents the proposed method’s architecture.
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Figure 2 presents the proposed method’s architecture for real-time Deepfake detection,
demonstrating a systematic approach to differentiating between original and manipu-
lated content. The methodology begins with selecting and preprocessing curated datasets
(FaceForensics++, CelebV1, and CelebV2), ensuring a comprehensive and diverse training
foundation. The first preprocessing step includes a data loader to standardize video frames,
adjust facial feature content, and improve data quality for effective learning models.

The hybrid deep learning model is the core of the architecture, which leverages and
integrates MesoNet4 and ResNet-101. MesoNet4 is leveraged for its proficiency in captur-
ing subtle facial manipulations through convolutional layers, ReLU activation functions,
and max-pooling layers. ResNet-101 contributes with its deep residual blocks and skip
connections, addressing the vanishing gradient problem and enabling the extraction of
complex features.

Post-integration, an appearance model is utilized to enhance feature representation.
This model involves spatial feature transformations and element-wise mathematical opera-
tions to fuse the outputs from MesoNet4 and ResNet-101. Normalization techniques are
applied to maintain consistency across video frames, which is crucial for real-time analysis.

The architecture also incorporates a novel eye analysis technique based on the light’s
impact on the retina, calculating the candidate region probability P from the fully connected
layer’s output. The sigmoid activation function maps this output to a probability range,
accurately classifying face and non-face regions. The probabilities are defined as follows:

p = σ(FC_output) =
1

1 + e−FC_output
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1− p = 1− σ(FC_output) =
1

1 + e−FC_output

Compensation for facial movements is achieved using stereo vision principles, ac-
counting for errors and displacements observed through the eyes’ movements. The motion
vector is calculated as follows:

Motion Vector =
∆Lcompensated

∆t

This ensures the precise tracking of facial dynamics over time.
Finally, the proposed method employs a deep CNN-based approach where intermedi-

ate layer outputs from the ResNet-101 model are fused to enhance detection capabilities:

Fusion(I) = Concatenate(IntermediateLayer 1(I), IntermediateLayer2(I)

This comprehensive flow, detailed in Figure 2, underlines the robust architecture
designed to effectively detect Deepfake content in real-time processing by leveraging
advanced deep learning techniques and innovative eye analysis.

3.1. Dataset Description

This research study used renowned and widely used prominent datasets, including
Celeb-DF (v1 and v2) and FaceForensics++. All prominent datasets are utilized to conduct
a comprehensive analysis and create a diverse collection for training and assessing the eval-
uation of the hybrid MesoNet4 and ResNet-101 models. Each dataset’s feature description
is provided in Table 1.

Table 1. Dataset features description.

Dataset Original
Videos Manipulation Methods Subject

Representation
Synthetic

Videos Additional Features

FaceForensics++ 1000
Deepfakes, Face2Face,

FaceSwap, Neural
Textures

Mostly frontal faces
without occlusions

1000
Deepfakes

Binary masks for
classification,
segmentation

Celeb-DF (v1) 408 Deepfake synthesis Diverse ages,
ethnicities, genders

795
Deepfakes

Similar visual quality to
online Deepfakes

Celeb-DF (v2) 590 Deepfake synthesis Diverse ages,
ethnicities, genders

5639
Deepfakes

Similar visual quality to
online Deepfakes

These datasets collectively offer a rich and varied set of scenarios for training and eval-
uating the proposed hybrid deep model, ensuring its robustness in real-time Deepfake de-
tection across different manipulation techniques and diverse demographic representations.

Figure 3 provides a detailed illustration of the processes involved in creating Deep-
fake content, explicitly focusing on the techniques of Neural Textures and Swap within
the datasets. This figure shows the steps and transformations applied to original video
sequences to generate manipulated content. The figure illustrates the intricate process of
generating Deepfake content using Neural Textures and Swap techniques within curated
datasets. The process starts with an initial set of facial images, denoted as Facial Images
(N), which undergoes multiple transformation layers. Each image is sequentially processed
through layers, from Layer 1 to Layer N, with outputs generated at each stage. Texture-
related statistics are extracted at various layers, and these statistics are compared to ensure
consistency. This comparison facilitates a gradient update mechanism, refining the textures
to mimic the original facial features closely. The gradient-updated textures are then applied
to a series of facial image samples that are sequentially processed to produce the manipu-
lated content. This framework achieves highly realistic Deepfake manipulations of original
video sequences through layered processing, texture extraction, and gradient updates.
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taset. Figure 6 shows an example image illustrating the functionality used for Deepfake 

Figure 3. Deepfake Neural Textures and Swap creation in datasets.

Figure 4 shows an example image from the FaceForensics++ dataset showing various
operations applied to the original video sequence. Each image represents a tool such as
Deepfakes, Face2Face, FaceSwap, and Neural Textures. These visual examples provide
insight into the challenges and complexity of deep learning, allowing us to understand the
diversity of facial manipulations available in the dataset.
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Additionally, Figure 5 shows an example image detailing the work linking Deepfake
videos from the Celeb-DF (v1) dataset. The quality and characteristic visualization of
Deepfake video content collected from YouTube is shown. Figure 5 serves as a reference to
understand the nuances of Deepfake synthesis in the context of the Celeb-DF (v1) dataset.
Figure 6 shows an example image illustrating the functionality used for Deepfake synthesis
from the Celeb-DF (v2) dataset. These visuals provide a glimpse into the diversity of
subjects, ages, ethnic groups, and genders present in the dataset.
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among data points. The t-SNE plot for the FF++ dataset (Figure 7a) shows the distribution 
of data points in two distinct areas, each representing a sample from the dataset. The red 
and blue points in the legend indicate different categories or classes within the dataset, 
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groups not immediately apparent in the high-dimensional space. Similarly, Figure 7b de-
picts the t-SNE plot of the CelebV1 dataset, highlighting the distribution of patterns and 
relationships between models. The red and blue points help differentiate between differ-
ent classes or groups within the dataset. In Figure 7c, the t-SNE plot of the CelebV2 dataset 
provides a two-dimensional representation that enhances the understanding of the da-
taset’s structure and the relationships between its components. By comparing the t-SNE 
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In Figure 7, we use t-distributed stochastic neighbor embedding (t-SNE) to visualize
the high-dimensional feature space of three datasets (FF++, Celebv1, and Celebv2) in
two-dimensional space, aiding in understanding the inherent structure and relationships
among data points. The t-SNE plot for the FF++ dataset (Figure 7a) shows the distribution
of data points in two distinct areas, each representing a sample from the dataset. The red
and blue points in the legend indicate different categories or classes within the dataset,
such as original versus manipulated content. The visual representation reveals patterns
or groups not immediately apparent in the high-dimensional space. Similarly, Figure 7b
depicts the t-SNE plot of the CelebV1 dataset, highlighting the distribution of patterns
and relationships between models. The red and blue points help differentiate between
different classes or groups within the dataset. In Figure 7c, the t-SNE plot of the CelebV2
dataset provides a two-dimensional representation that enhances the understanding of
the dataset’s structure and the relationships between its components. By comparing the
t-SNE plots of CelebV1 and CelebV2, one can identify similarities or differences in their
data distributions, with the red and blue points serving as a guide to interpreting these
differences. This comparison helps discover and understand the distribution of subtle
patterns in the lower-dimensional space.
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3.2. Model Architecture

The model architecture of our research is based on three architectures: ResNet-101,
MesoNet4, and the hybrid deep learning model architecture (MesoNet4 and ResNet-101).
The aim is to propose and develop a hybrid deep-learning model that leverages the
strengths of CNNs’ architectures (MesoNet4 and ResNet-101), detecting growing Deepfake
scenes in videos and overcoming the complicated challenges posed by various altered
techniques in live-streaming videos. We address the altering changes of facial images using
eye analysis.

This hybrid deep learning model architecture leverages the robustness of MesoNet4,
which is known for its competence in detecting subtle and hidden facial manipulation
features, and further, residual network ResNet-101 for its wide-ranging feature capabilities.
The hybrid deep learning model architecture is shown in Figure 8.

Figure 8 presents the hybrid deep learning model architecture, integrating MesoNet4
and ResNet-101 for Deepfake detection. The MesoNet4 component starts with convolu-
tional layers (Conv2d) using Rectified Linear Unit (ReLU) activation functions, followed by
max-pooling layers and batch normalization to capture facial patterns. It concludes with a
linear layer incorporating dropout for regularization. The ResNet-101 component includes
an initial convolutional layer, multiple residual blocks with skip connections to address the
vanishing gradient problem, global average pooling to reduce spatial dimensions, and a
fully connected layer for the final output. The outputs from both models undergo spatial
feature transformations and element-wise mathematical operations to ensure alignment
and enhance feature representation. These reshaped tensors are concatenated into a unified
feature vector, leveraging the combined strengths of both architectures for robust and
efficient Deepfake detection.

3.2.1. MesoNet4 Architecture

The MesoNet4 component starts with convolutional layers (Conv2d) followed by
batch normalization (ReLU) Rectified Linear Unit activation functions. Max-pooling layers
are tactically utilized to downsample the feature maps, allowing the model to capture
vital facial patterns efficiently. A linear layer leads to the final output for the MesoNet4
component, including dropout for regularization. The MesoNet4 design is based on
organized architecture, starting with a convolutional layer sequence (Conv2d). All layers
are immediately followed by batch normalization and (ReLU) unit activation functions,
which enhance the model’s competence in capturing complex facial features and integrating
max-pooling layers, intentionally downsampling the feature maps, enabling the model
to capture vital facial patterns proficiently. The final architecture layer improved dropout
regularization with a linear layer, adding to the final output generation.
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Convolutional Layer (Conv2d): When preparing the architecture, the layers perform
convolution of the input data and extract hierarchical features.

Activation Functions (ReLU): ReLU is used instantly after convolutional layers to
enhance its capacity to learn complex patterns. ReLU activation functions introduce non-
linearity to the model.

Batch Normalization: Batch normalization offers stable and accelerated model training
by normalizing layer inputs incorporated after activation functions.

Max-Pooling Layers: Enabling the model to efficiently focus on essential facial patterns
by deliberately placing max-pooling layers facilitates feature map sampling.

Linear Layer with Dropout: This is the final linear layer with dropout regularization
of MesoNet4. This layer ensures model generalization and robustness by transforming the
extracted features into the ultimate output.
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MesoNet typically consists of convolutional layers followed by pooling and fully
connected layers. Let x be the input image and g(x) be the output of the MesoNet model.
The output of the MesoNet model can be represented as follows:

g(x) = MesoNet(x, {Wi})

where MesoNet(x, {Wi}) denotes the mapping performed by the convolutional layers of
MesoNet while Wi denotes the weights of these layers.

Table 2 above shows all the parameters and a detailed overview of the MesoNet4
architectural components. The table shows the flexibility of the model parameters. The
architecture of the MesoNet4 is like the ResNet-101 elements, a deep residual learning
framework composed of several blocks, with the famous known vanishing gradient by
leveraging skip connections to alleviate vanishing gradient problems. ResNet is a multi-
layered architecture with several blocks, including a Basic and Bottleneck Block. These
blocks and layers can grasp intricate details in facial features. We enhance the feature
representation by fusing the middle layers and addressing the limitations of static image
and video processing in traditional Deepfake detection methods.

Table 2. Parametric table for MesoNet4.

Layer Type Parameters Values

Convolutional Layers Conv2d Filters: 64, Kernel Size: (3, 3) Filters: 64, Kernel Size: (3, 3)
Activation Functions ReLU - -
Batch Normalization BatchNorm2d - -
Max-Pooling Layers MaxPool2d Kernel Size: (2, 2), Stride: (2, 2) Kernel Size: (2, 2), Stride: (2, 2)

Linear Layer with Dropout Linear Output Size: 128, Dropout: 0.5 Output Size: 128, Dropout: 0.5

3.2.2. ResNet-101 Architecture

The ResNet-101 CNN architecture comprises a series of residual blocks containing
multiple convolutional layers. The motivation behind ResNet’s efficiency is to learn residual
functions instead of directly learning the desired underlying mapping between the input
and output. ResNet-101 is accomplished by adding skip connections that bypass one or
more layers in the architecture. As shown in Table 3, the parametric table for ResNet-101
allows the input to be added directly to the output of a later layer. The residual function is
defined as the difference between the input and output of the layer.

Table 3. Parametric table for ResNet-101.

Layer Type Parameters Example Values

Initial Convolutional Layer Conv2d Filters: 64, Kernel Size: (7, 7),
Stride: (2, 2), Padding: (3, 3)

Filters: 64, Kernel Size: (7, 7),
Stride: (2, 2), Padding: (3, 3)

Residual Blocks (Blocks 1–5) Residual Block Number of Layers: 3, Filters:
256, 512, 1024, 2048

Number of Layers: 3, Filters: 256,
512, 1024, 2048

Global Average Pooling AdaptiveAvgPool2d Output Size: (1, 1) Output Size: (1, 1)

Fully Connected Layer Linear Output Size: Number of Classes Output Size: Number of Classes

Let x be the input image and f (x) be the output of the ResNet-101 model. The
ResNet network contains multiple residual blocks containing convolutional layers and skip
connections. The output of each residual block is mathematically represented as follows:

y = F(x, {Wi}) + x
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where F(x, {Wi}) denotes the mapping performed by the convolutional layers inside the
residual block, Wi are the weights of the convolutional layers, and y is the output of the
residual block.

These parameters of model architectures are examples, and these parameters can
be adjusted based on the requirement of datasets and specifications. Moreover, using
fine-tuning during the model development process allows the model to achieve optimal
performance, an essential part of the model development.

3.2.3. Hybrid (MesoNet4 + ResNet-101) System Model

The model we proposed is the hybrid deep learning model, which combines the
strengths of MesoNet4 and ResNet-101, leverages the power of hybrid deep learning, and
overcomes the challenges of Deepfake video detection in real time. The hybrid model
shows massive detection power by leveraging the spatial and hierarchical features learned
by MesoNet4 and the depth and skip connections introduced by ResNet-101.

The MesoNet4 network starts with convolutional layers (Conv2d) using Rectified
Linear Unit (ReLU) activation functions, max-pooling layers, batch normalization, and
downsamples the feature maps, allowing the model to capture important facial patterns
efficiently. A linear layer, incorporating dropout for regularization, produces the final
output for the MesoNet4 component.

ResNet-101 Components: ResNet-101 consists of an initial convolutional layer, fol-
lowed by a series of residual blocks with skip connections. Each residual block contains
multiple convolutional layers, addressing the vanishing gradient problem. Global average
pooling is applied to reduce the spatial dimensions, and a fully connected layer produces
the final output.

Integration: The output of the MesoNet4 component and the ResNet-101 component
are integrated by applying spatial feature transformation using mathematical operations.
Element-wise mathematical operations on the tensors ensure a meaningful fusion of fea-
tures. The reshaping of tensors is performed using mathematical functions to prepare them
for concatenation.

The integration process of MesoNet4 and ResNet101 involves several vital steps to
ensure a cohesive and efficient hybrid model. Each input frame is initially processed
independently through the MesoNet4 and ResNet101 architectures. The MesoNet4 model
extracts essential facial patterns using convolutional layers, max-pooling layers, and batch
normalization, producing intermediate feature maps. Simultaneously, the ResNet101 model
applies its residual blocks and skip connections to learn residual functions, addressing the
vanishing gradient problem and enhancing feature extraction. The intermediate outputs
from both models undergo spatial feature transformations, such as rotation, to ensure
alignment and compatibility for subsequent fusion. Element-wise mathematical operations,
including ReLU activation and batch normalization, are applied to these transformed
features to maintain consistency and enhance feature representation. The reshaped tensors
from both models are concatenated along the feature dimension, resulting in a unified
feature vector that encapsulates the strengths of both architectures. This concatenated
output is then passed through additional processing layers to generate the final prediction,
leveraging the combined capabilities of MesoNet4’s subtle manipulation detection and
ResNet101’s deep hierarchical feature extraction.

Parametric Table 4 overviews the key components and associated parameters in the
MesoNet4 + ResNet-101 hybrid model. Adjustments may be required based on specific
dataset characteristics and fine-tuning considerations during model development.
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Table 4. Parametric table for MesoNet4 + ResNet-101.

Layer Type Parameters Example Values

MesoNet4 Convolutional
Layers Conv2d Filters: 8, Kernel Size: (3, 3),

Stride: (1, 1), Padding: (1, 1)
Filters: 8, Kernel Size: (3, 3),

Stride: (1, 1)

MesoNet4 Max-Pooling
Layers MaxPool2d Kernel Size: (2, 2), Stride: (2, 2) Kernel Size: (2, 2), Stride: (2, 2)

MesoNet4 Linear Layer with
Dropout Linear, Dropout Output Size: 128, Dropout: 0.5 Output Size: 128, Dropout: 0.5

ResNet-101 Initial
Convolutional Layer Conv2d Filters: 64, Kernel Size: (7, 7),

Stride: (2, 2), Padding: (3, 3)
Filters: 64, Kernel Size: (7, 7),

Stride: (2, 2)

ResNet-101 Residual Blocks
(Block 1–5) Residual Block Number of Layers: 3, Filters:

256, 512, 1024, 2048
Number of Layers: 3, Filters:

256, 512, 1024, 2048

ResNet-101 Global Average
Pooling AdaptiveAvgPool2d Output Size: (1, 1) Output Size: (1, 1)

ResNet-101 Fully Connected
Layer Linear Output Size: Number of

Classes
Output Size: Number of

Classes

Spatial Feature
Transformation Mathematical Operations Operations: Rotate, Angle: θ Operations: Rotate, Angle: θ

Element-Wise Mathematical
Operation Element-Wise Operations

Activation: ReLU,
Normalization: Batch

Normalization

Activation: ReLU,
Normalization: Batch

Normalization

Reshape Tensors Mathematical Functions Flatten, Concatenate Flatten, Concatenate

3.3. Mathematical Model

Let IMesoNet4 and IResNet−101 denote the inputs to the MesoNet4 and ResNet-101 com-
ponents, respectively. The hybrid model output OHybrid is defined as follows:

OHybrid = Ensemble(IMesoNet4, IResNet101) (11)

The ensemble function combines the output probabilities from MesoNet4 and ResNet-
101, ensuring a balanced fusion of their respective strengths. Mathematically, the ensemble
operation can be represented as follows:

OHybrid = α ·OMesoNet4 + (1− α) ·OResNet101 (12)

where α is a weighting parameter tuned to optimize the model’s performance, given
below, Algorithm 1 outlines our proposed method in detail, demonstrating the step-by-step
process of the hybrid model for Real-Time Deepfake detection.

Algorithm 1. Enhanced Hybrid Model Algorithm for Real-Time Deepfake Detection

1. Input: Input video frames V = {x1, x2, . . . , xT}) (Frames sequence with (T) frames)
2. Output: Hybrid model output H = {hybrid_output1, hybrid_output2, . . . , hybrid_outputT}

(Output sequence with (T) hybrid model outputs)
3. Initialization:

• Initialize MesoNet4 model: mesonet← Instantiate MesoNet4()
• Initialize ResNet-101 model: resnet← Instantiate ResNet101()
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Algorithm 1. Cont.

4. Processing:

• For t = 1toT :

1. Forward pass through MesoNet4: meso_outputt ← mesonet(xt)
2. Forward pass through ResNet-101: resnet_outputt ← resnet(xt)
3. Spatial feature transformation: Apply spatial transformations such as rotation to

align and prepare features for integration:

• meso_outputt ←
Spatial Transform(meso_outputt, operation = ‘rotate′, angle = θ)

4. Element-wise mathematical operations: Perform element-wise operations to
integrate features from both models:

• integrated_outputt ← meso_outputt ⊙ActivationNormalization(resnet_outputt)
• This operation ensures that the features from MesoNet4 and ResNet101 are combined

to enhance the representation of key features.

5. Reshape tensors: Reshape the integrated output tensors to prepare them for
concatenation:

• reshaped_meso_outputt ← FlattenTensor(meso_outputt)

6. Concatenate the outputs: Concatenate the reshaped MesoNet4 output with the
ResNet-101 output along the feature dimension:

• hybrid_outputt ← torch.cat({reshaped_meso_outputt, resnet_outputt}, dim = 1)

7. Append to final output: Append the hybrid output to the final output sequence:

• (H ← H ∪ {hybrid_outputt})

5. Return the final hybrid model output: (H)

3.4. Training Strategy

In this training stage, our hybrid deep model is trained on preprocessed diverse
datasets, including FaceForensics++ and Celeb-DF datasets, encompassing manipulated
and unmanipulated videos. The binary cross-entropy loss function optimization is used in
the training process to differentiate between genuine and Deepfake content. We advance
the improved adaptability to real-time processing through this novel proposed model.
Our deep hybrid model (MesoNet4 and ResNet-101) overcomes the limitations of existing
methods by capturing hidden and complex facial feature manipulations in videos and
further leverages the strength of combining the MesoNet4 and ResNet-101, enhancing the
performance of the Deepfake video detection compared to existing studies [56–58].

3.5. Training Parameters

Parameter setting is essential during model training because parameters are set ac-
cording to the data availability type and model architecture. In our hybrid model, we
used the Adam optimizer weight of 0.0001 to optimize the model. A learning rate of 0.001
with 30 epochs as the training duration was initially set. Different evaluation metrics
used for performance checks include accuracy, precision, recall, and F1-score. Our study’s
methodology was designed to carefully check and ensure a proposed model’s efficiency in
detecting Deepfake video.

3.6. Performance Metrics

This study evaluated the efficiency and robustness of the proposed hybrid deep model
using state-of-the-art performance measure metrics, including the Area Under Curve
(AUC), the most common metric for classification problems that utilize the TP rate and
FP rate to return a probability value between 0 and 1 [59]. A high AUC rate close to
1 indicates that the classification model is an excellent predictor and predicts the actual
video as accurate and the fake video as fake, and vice versa. The chosen metrics provide
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insights into various aspects of the model’s performance, considering both the detection of
genuine content and the identification of Deepfake manipulations.

A confusion matrix (CM) was used to evaluate the proposed models. A CM is an error
matrix showing hybrid deep models’ performance, specifically in classification problems.
The row of the confusion matrix refers to a pattern in an actual class, and the column relates
to a pattern in an expected class [60]. The confusion matrix is explained in Table 5.

ACC =
TP + TN

TP + TN + FP + FN
(13)

Table 5. Results and discussion of hybrid MesoNet4 + ResNet-101.

Dataset Algorithm Accuracy Precision Recall F1-Score Confusion Matrix

FaceForensics++
ResNet101 0.9354 0.9340 0.9530 0.9434 [426, 30

21, 313]

MesoNet4 0.9304 0.9275 0.9389 0.9332 [384, 30
25, 351]

Hybrid (MesoNet4 + ResNet-101) 0.9873 0.9871 0.9944 0.9907 [535, 7
3, 245]

Celeb-DF v1
ResNet101 0.9127 0.9420 0.9321 0.9369 [439, 27

32, 178]

MesoNet4 0.8994 0.8713 0.9668 0.9183 [379, 56
13, 228]

Hybrid (MesoNet4 + ResNet-101) 0.9689 0.9754 0.9729 0.9742 [396, 10
11, 259]

Celeb-DF v2
ResNet101 0.9294 0.9092 0.9647 0.9362 [411, 41

15, 327]

MesoNet4 0.8988 0.9129 0.9580 0.9349 [577, 55
25, 137]

Hybrid (MesoNet4 + ResNet-101) 0.9790 0.9797 0.9923 0.9859 [584, 12
5, 193]

Accuracy shows the complete correctness of the model by measuring the ratio of
correctly predicted instances (true positives and true negatives) to the total number
of instances.

PRC =
TP

TP + FP
(14)

Precision evaluates the correctness of positive predictions, indicating the proportion
of correctly identified Deepfakes amongst all examples predicted as Deepfakes.

RC =
TP

TP + FN
(15)

Recall is a true positive rate, also known as sensitivity, that measures the model’s
capability to identify all actual Deepfake samples correctly.

F1 = 2× PRC + RC
PRC× RC

(16)

4. Results and Discussions

This result part of our research study presents a detailed analysis of the assessment
and performance of our hybrid deep learning model proposed for Deepfake video detection
in real-time processing, applied to diverse datasets to check the robustness and efficiency of
our state-of-the-art deep hybrid model. Datasets, including FaceForensics++, CelebV1, and
CelebV2, compare our model’s promised results with previous state-of-the-art research to
check the credibility and efficiency of our proposed model. The assessment aims to provide
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insights into the model’s efficiency in perception between genuine and manipulated content
under varying scenarios.

The diverse datasets chosen for the experimental work offer various challenges, such as
different manipulation techniques, diverse subjects, and various environmental situations.
Through discussion, the promised results show a more profound understanding of the
proposed model’s capabilities and limitations from this evaluation basis.

The evaluation utilizes three curated datasets known for their contribution to
Deepfake research.

Our extensive research, Table 5 and Figure 9 shows the results of our hybrid model
and illustrates the performance metrics. We evaluated the performance of three different
algorithms, namely, ResNet101, MesoNet4, and hybrid (MesoNet4 + ResNet-101), on three
distinct datasets: FaceForensics++, CelebDF v1, and Celeb-DF v2. Our analysis focused on
key performance metrics, including accuracy, precision, recall, and F1-score, along with
examining the corresponding confusion matrices to gain deeper insights into the algorithms’
classification capabilities.

Electronics 2024, 13, x FOR PEER REVIEW 18 of 25 
 

 

The diverse datasets chosen for the experimental work offer various challenges, such 
as different manipulation techniques, diverse subjects, and various environmental situa-
tions. Through discussion, the promised results show a more profound understanding of 
the proposed model’s capabilities and limitations from this evaluation basis.  

The evaluation utilizes three curated datasets known for their contribution to Deep-
fake research. 

Our extensive research, Table 5 and Figure 9 shows the results of our hybrid model 
and illustrates the performance metrics. We evaluated the performance of three different 
algorithms, namely, ResNet101, MesoNet4, and hybrid (MesoNet4 + ResNet-101), on three 
distinct datasets: FaceForensics++, CelebDF v1, and Celeb-DF v2. Our analysis focused on 
key performance metrics, including accuracy, precision, recall, and F1-score, along with 
examining the corresponding confusion matrices to gain deeper insights into the algo-
rithms’ classification capabilities.  

 
Figure 9. Result graph of our hybrid model. 

These average execution times suggest that our hybrid model can process frames at 
an average rate ranging from approximately 34 to 37 milliseconds per frame across differ-
ent datasets. Considering a standard frame rate of 30 frames per second, our model 
demonstrates the potential to operate in real time. 

For the FaceForensics++ dataset, the ResNet101 algorithm demonstrated an accuracy 
of 0.9354, precision of 0.9340, detection rate of 0.9530, and an F1-score of 0.9434. Similarly, 
the MesoNet4 algorithm achieved an accuracy of 0.9304, precision of 0.9275, detection rate 
of 0.9389, and an F1-score of 0.9332 on this dataset. The hybrid (MesoNet4 + ResNet-101) 
algorithm outperformed the others with an accuracy of 0.9873, precision of 0.9871, detec-
tion rate of 0.9944, and an F1-score of 0.9907. The corresponding confusion matrices [426, 
30, 21, 313], [384, 30, 25, 351], and [535, 7, 3, 245] provided a detailed breakdown of true 
positives, true negatives, false positives, and false negatives. Figure 10 shows the result of 
the proposed model on the FF++ dataset for Deepfake face recognition. 

Figure 9. Result graph of our hybrid model.

These average execution times suggest that our hybrid model can process frames
at an average rate ranging from approximately 34 to 37 milliseconds per frame across
different datasets. Considering a standard frame rate of 30 frames per second, our model
demonstrates the potential to operate in real time.

For the FaceForensics++ dataset, the ResNet101 algorithm demonstrated an accuracy
of 0.9354, precision of 0.9340, detection rate of 0.9530, and an F1-score of 0.9434. Similarly,
the MesoNet4 algorithm achieved an accuracy of 0.9304, precision of 0.9275, detection
rate of 0.9389, and an F1-score of 0.9332 on this dataset. The hybrid (MesoNet4 + ResNet-
101) algorithm outperformed the others with an accuracy of 0.9873, precision of 0.9871,
detection rate of 0.9944, and an F1-score of 0.9907. The corresponding confusion matrices
[426, 30, 21, 313], [384, 30, 25, 351], and [535, 7, 3, 245] provided a detailed breakdown of
true positives, true negatives, false positives, and false negatives. Figure 10 shows the
result of the proposed model on the FF++ dataset for Deepfake face recognition.
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Moving on to the CelebDF v1 dataset, the ResNet101 algorithm achieved an accuracy
of 0.9127, precision of 0.9420, detection rate of 0.9321, and an F1-score of 0.9369. The
MesoNet4 algorithm demonstrated an accuracy of 0.8994, precision of 0.8713, detection
rate of 0.9668, and an F1-score of 0.9183. The hybrid (MesoNet4 + ResNet-101) algorithm
excelled with an accuracy of 0.9689, precision of 0.9754, detection rate of 0.9729, and an
F1-score of 0.9742. The respective confusion matrices [439, 27, 32, 178], [379, 56, 13, 228], and
[396, 10, 11, 259] offered detailed insights into the algorithms’ performance. Figure 11 shows
the result of the proposed model on the Celebv1 dataset identifying a real/Deepfake face.
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Finally, in the Celeb-DF v2 dataset, the ResNet101 algorithm achieved an accuracy
of 0.9294, precision of 0.9092, detection rate of 0.9647, and an F1-score of 0.9362. The
MesoNet4 algorithm demonstrated an accuracy of 0.8988, precision of 0.9129, detection rate
of 0.9580, and an F1-score of 0.9349. The DeepEyeNet algorithm showcased an accuracy
of 0.9790, a precision of 0.9797, a detection rate of 0.9923, and an F1-score of 0.9859. The
corresponding confusion matrices [411, 41, 15, 327], [577, 55, 25, 137], and [584, 12, 5, 193]
further highlighted the classification performance of these algorithms. The comprehensive
evaluation of these algorithms and datasets provides valuable insights into their abilities to
detect manipulated facial images and videos. The thorough analysis of model assessment
in accuracy, precision, recall, F1-score, and confusion matrices scientifically contributes to
our consideration and understanding of model strengths and limitations. These promised
findings enhance image and video forensics, enabling the development of more robust and
accurate manipulation and Deepfake video detection systems. Figure 12 shows the result
of the proposed model on the Celebv2 dataset identifying a real/Deepfake face.
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Further, the evaluation of our integrated hybrid model is deeply assessed using the
various performance measuring metrics and compared with state-of-the-art work from
previous studies across different datasets, as shown in Figure 13. The visual analysis shows
a comparative ROC-AUC curve in Figure 14 and learning curves in Figure 15. Further,
Table 5 provides insight into a detailed overview of the performance of the model across
various metrics on the diverse datasets, including accuracy, precision, recall, and F1-score.
Also, our hybrid model performance results are compared in Table 6 with previous research
studies for Deepfake video detection, and our model shows promising results among state-
of-the-art others. Our proposed hybrid model, composed of MesoNet4 and ResNet101, was
determined to have robust evaluation performance across the FaceForensics++, CelebV1,
and CelebV2 curated datasets. For example, when applied to FaceForensics++, the model
achieves a notable accuracy of 0.9873, indicating its ability to correctly classify manipulated
and genuine videos. The high precision value of 0.9871 further highlights the model’s ability
to minimize false positives, although the recall value of 0.9944 indicates its effectiveness
in capturing true positive instances. The F1-score of 0.9907 corresponds to precision and
recall, which is the overall measure of performance of the models on this dataset. Table 6
shows Real-time processing average execution times per frame for each dataset.
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Table 6. Real-time processing average execution times per frame for each dataset.

Dataset Algorithm Average Execution Time
(ms/Frame)

FaceForensics++
ResNet101 30
MesoNet4 28

Hybrid (MesoNet4 + ResNet-101) 35

Celeb-DF v1
ResNet101 32
MesoNet4 30

Hybrid (MesoNet4 + ResNet-101) 37

Celeb-DF v2
ResNet101 29
MesoNet4 27

Hybrid (MesoNet4 + ResNet-101) 34

5. Conclusions

Our study contributes significantly to video manipulation detection by presenting a
hybrid deep learning model that combines the strengths of MesoNet4 and ResNet101. This
amalgamation enhances the accuracy and reliability of the detection process. It overcomes
the Deepfake detection challenges faced by the dynamic nature of live-streaming scenarios
by practically implementing our hybrid model in real-time processing, emphasizing its
efficiency in identifying Deepfake content during live streaming, thereby contributing to
the field’s applicability. The detailed numerical results in Table 5 provide quantitative
insight into the model’s capabilities, emphasizing its accuracy (0.9873 on FaceForensics++,
0.9689 on CelebV1, and 0.9790 on CelebV2), precision, recall, and F1-score. Our hybrid
model exhibits exceptional performance compared to recent state-of-the-art models in
Table 7. It is essential to acknowledge its limitations. Factors such as dataset-specific
nuances and computational requirements may impact the model’s generalizability. To
enhance the model’s applicability, we recommend further research to address dataset-
specific challenges, refining the hybrid model for even better real-world performance.
Future endeavours could explore expanding the Hybrid Model’s capabilities, possibly
incorporating additional advanced features or exploring novel architectures. Investigating
its performance under different conditions and datasets would contribute to the continuous
evolution of effective video manipulation detection methodologies.

Table 7. Comparative analysis with previous studies.

Reference Dataset Model Accuracy Precision Recall F1-Score Key Findings

[21] FaceForensics++ One-Class
Learning 92% 91% 93% 92% Face anti-spoofing based on live

correlation loss

[22] FaceForensics++,
CelebV1, CelebV2

Data-Fusion-
Based Cascade 87% 88% 85% 87%

Multimodality face anti-spoofing
using a two-stage cascade

framework

[23] Not specified EDL-Det 89% 90% 88% 89%

Gender classification using a robust
TTS synthesis detector using
VGG19-based YAMNet and

ensemble learning block

[24] Not specified Gender
Classification 86% 87% 85% 86% Using deep learning and training

with fake data

[25] Not specified Facial Image
Inpainting 88% 89% 87% 88%

With the help of the deep generative
model and patch search with region
weight for inpainting facial image

[26] Not specified Fake Identity
Attributes 85% 86% 84% 85% Detection based on analysis of

natural and human behaviors
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Table 7. Cont.

Reference Dataset Model Accuracy Precision Recall F1-Score Key Findings

[28] Not specified CIFake 91% 92% 90% 91%
Image classification and explainable

identification of AI-generated
synthetic images

Our Proposed
Hybrid Model

FaceForensics++,
Hybrid Model
(MesoNet4 +
ResNet101)

0.9873 0.9871 0.9944 0.9907 Deepfake detection with hybrid
deep learning using eye movement

analysis in live-streaming
real-time data.

CelebV1, 0.9689 0.9754 0.9729 0.9742

CelebV2, 0.9790 0.9797 0.9923 0.9859
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